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Introduction
The topics in this section introduce the WSO2 Enterprise Integrator, including the business cases it solves, its features, and its architecture.

Overview
About this Release
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Overview

WSO2 Enterprise Integrator (WSO2 EI) is a comprehensive integration solution that enables communication among various, disparate applications. Instead
of having your applications communicate directly with each other in all their various formats, each application simply communicates with WSO2 EI, which
acts mainly as an ESB to handle message transformations, and routes the messages to their appropriate destinations. The WSO2 EI product can be used
to manage short-running, stateless integration flows (using the  profile) as well as long-running, stateful business processes (using the ESB Business

 profile). The product also includes a separate  profile for monitoring ESB statistics, a    profile (WSO2 MB ) that can beProcess Analytics  Message Broker
used for reliable messaging, as well as the j profile, which you can use to run microservices for your integration flows.WSO2 MSF4

The  profile in WSO2 EI provides its fundamental services through an event-driven and standards-based messaging engine (the bus), which allows ESB
integration architects to exploit the value of messaging without writing code. This ESB profile is a step ahead of the previous releases of WSO2 Enterprise
Service Bus, as it provides  capabilities within the same runtime. This eliminates the need to use a separate data services server for yourdata integration
integration processes.

The  profile in WSO2 EI enables developers to easily deploy long-running integration processes (business processes). These processesBusiness Process
are written using the following: A subset of the BPMN 2.0 standard, WS-BPEL 2.0 and BPEL4People standards, and WS-Human Tasks. Powered by the
Activiti BPMN Engine 5.21.0 and Apache Orchestration Director Engine (ODE) BPEL engine, the  profile in WSO2 EI comes with aBusiness Process
complete web-based graphical management console, enabling users to easily deploy, manage, view and execute processes as well as human tasks.

Therefore, WSO2 EI is essentially a collection of enterprise architecture design patterns ( ) that can be implemented directly using a singleWSO2 ESB++
product. This product is light-weight and versatile. It is 100% open source and is released under   one of the mostApache Software License Version 2.0,
business-friendly licenses available today.

Short-running integration flows

The following diagram illustrates the message-flow architecture in the ESB profile of WSO2 EI, which is used for implementing integration flows.

This shows how a request propagates to its actual   through the ESB profile. Response handling is the reverse of this operation. Note that theendpoint
components of the pipes are not in a specific order.

An application(client) sends a message to the  profile of WSO2 EI.ESB
The message is picked up by a  .transport
The transport sends the message through a message pipe, which handles quality of service aspects such as security. Internally, this pipe is the
in-flow and out-flow of the Axis2 engine. The ESB profile can operate in two modes:

Working with Mediators - A single pipe is used.
Proxy Services - Separate pipes connecting the transport to different proxy services are used.

Both message transformation and routing can be considered as a single unit. As the diagram specifies, there is no clear separation between
message transformation components and routing components. In the ESB profile of WSO2 EI, this is known as the mediation framework. Some
transformations take place before the routing decision has been made while others take place after the routing decision. This is part of the
Synapse implementation.
The message is injected to the separate pipes depending on the destinations. Here again, quality of service aspects of the messages are
determined.
The transport layer takes care of the transport protocol transformations that are required before sending the message to the receiver application.
The message is sent to the receiver application.

There are other areas like   and   that are not shown in the diagram. All these components can be   usiScheduling ESB Tasks Events analyzed and monitored
ng the EI-Analytics profile. Also, you can perform all  via the EI-Analytics profile.message tracing activities

Long-running business processes

The following diagram illustrates the message-flow architecture in the Business Process profile of WSO2 EI, which is used for long-running, stateful
business processes.

http://www.apache.org/licenses/LICENSE-2.0
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This is how a request message propagates through the Business Process profile:

An application(client) sends a message to the   profile of WSO2 EI. Note that this request could be for a BPEL process, HumanBusiness Process
Task or a BPMN process. 
The message is picked up by the transport layer, depending on whether it is intended for a  BPEL process, Human Task or a BPMN process as
explained below.

Business processes defined using BPEL, as well as Human Tasks are exposed as SOAP services. Therefore, the transport layer is
essentially an Axis2 web service (corresponding to the BPEL process or the Human Task), which can receive messages from
Axis2-supported transports such as HTTP, HTTPS, JMS, etc.
Business processes defined using BPMN are exposed as a secured REST API, which is built as a web application and deployed in
embedded tomcat. Therefore, the transport layer for BPMN is essentially a web application that can receive RESTful messages.
Human Tasks allows you to integrate human interactions into the business process workflows. 

The message will be forwarded to the relevant runtime:  ,   or the  .BPEL runtime BPMN runtime Human Task runtime
BPEL Runtime - The message will be processed against the compiled BPEL process definition. The   sits between theIntegration Layer
ODE BPEL runtime and Axis2 for processing and forwarding received messages to ODE Runtime. If the message is received for a BPEL

, it goes through the Axis2 engine, where QoS (quality of service) requirements such as WS-Addressing and WS-Security will beprocess
processed using Axis2 modules such as rampart and addressing. 
BPMN Runtime - When REST requests are received by the BPMN REST API, it will perform relevant operations in the BPMN runtime
against deployed BPMN processes. In addition to exposed REST service, admin services are provided for BPMN processes and instance
management.
Human Task Runtime - The received message will be executed against the human tasks defined in the system. If the execution is
successful, an instance of the task will be created and relevant task instance data will be persisted to the database. 

The   is used to interact with the database for persisting BPEL process definition/instance data and Human TasksData Access Objects Layer
instance data.
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About this Release

WSO2 Enterprise Integrator (WSO2 EI) version 6.5.0 is the next level of the ESB, which provides a powerful solution for integrating systems. WSO2 EI
version 6.5.0 is the successor of version 6.4.0. 

WSO2 Enterprise Integrator already contains integration runtimes, microservices integration, message brokering, business process modeling, stream
processing analytics, and visual tooling capabilities. For more information, see  .Overview

For more information about this specific version of WSO2 EI, see the topics below.

What's new in this release
Integration Studio: The new IDE for EI configuration development
Integrator
Micro Integrator: Cloud-native version of the Integrator

Compatible WSO2 product versions
Fixed issues and improvements
Deprecated features
Known issues

What's new in this release

WSO2 EI 6.5.0 is a major release that is shipped with the features explained below.

Integration Studio: The new IDE for EI configuration development

Sleek design that gives a great graphical tooling experience.
Enhanced developer experience with built-in testing and debugging support.
Deploying in containers is made simple by providing a feature to .create docker images from the studio itself
Seamless experience in deploying integration projects into the WSO2 Integration Cloud.

Integrator

A new mediator named   that eases the usability by allowing you to configure multiple properties inside a single mediator.Property Group
The  ,   support JSON expressions. mediatorIterate , and   now mediatorEnrich  mediatorAggregate
Message Processor improvements to handle poison messages.
Enhanced REST support for .Data Service JSON payloads
OData Support for MongoDB.
Support to .monitor statistics with Prometheus
Architectural enhancements resulting in .high scalability and improved performance of Analytics

Micro Integrator: Cloud-native version of the Integrator

Micro Integrator profile as a separate distribution. The directory structure of MI has also changed due to this.
New .Micro Integrator based Docker image
A  to get information on deployed artifacts in Micro Integrator.CLI tool
Improved REST API to get information on deployed artifacts ( ).using CLI tool
Support to .monitor statistics with Prometheus
Reduced distribution size to create more compact images.
Endpoint URL look up through environment variables.

Compatible WSO2 product versions

For information on the Carbon platform version and Carbon Kernel version of WSO2 EI 6.5.0, see the  . All WSO2 products that are basedRelease Matrix
on specific Carbon Kernel versions. If you come across any compatibility issues,  . For information on the third-party software requiredcontact team WSO2
with WSO2 EI 6.5.0, see  .Installation Prerequisites

Fixed issues and improvements

For a list of fixed issues and improvements made for this release, see the following. 

Tasks/bug fixes and improvements in Enterprise Integrator.
Tasks/bug fixes and improvements in Micro Integrator.

Deprecated features

https://wso2.com/products/carbon/release-matrix/
https://wso2.com/contact/
https://github.com/wso2/product-ei/issues?utf8=%E2%9C%93&q=is%3Aissue+closed%3A2018-10-09..2019-05-14+is%3Aclosed+
https://github.com/wso2/micro-integrator/issues?page=1&q=is%3Aissue+closed%3A2018-10-09..2019-05-14+is%3Aclosed&utf8=%E2%9C%93
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Following features are deprecated in this release and will be removed in the next release.

Management Console (This will be replaced with an alternative monitoring mechanism in a future release)
MSF4J profile (In the future we see more value to users from the WSO2 MSF4J GitHub project and its artifacts. This is because most of the
microservice developers use it as a dependency rather than a server runtime. So it is our understanding that MSF4J is more useful to developers
in its GitHub-based release cycle rather than packaging it in WSO2 Enterprise Integrator).
Priority Executors, Enqueue Mediator
Bean Mediator
POJO Command Mediator
Spring Mediator
Conditional Router Mediator
In and Out Mediators
Event Mediator and In memory Topics

Known issues

For a complete list of known issues in this release, see   and .WSO2 EI - Open Issues WSO2 Micro Integrator - Open Issues

For instructions on upgrading to this release of WSO2 EI, see .Upgrading from a Previous Release

https://github.com/wso2/product-ei/issues
https://github.com/wso2/micro-integrator/issues
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Enterprise Integration Patterns
Over the years, architects have invented a blend of integration patterns for connecting various business applications within enterprise systems. Most of
these architectures have similarities, initiating a set of widely accepted standards in integration patterns. These standards are described in the Enterprise

 available at: .Integration Patterns Catalog http://www.eaipatterns.com/toc.html

You can simulate most of the patterns in the catalog using various constructs of the ESB profile of WSO2 EI. For ideas on how to design your integrations,
and to get step-by-step instructions using example scenarios, see  . You can then refer backEnterprise Integration Patterns with WSO2 Enterprise Integrator
to this guide for details on the mediators used in the scenarios, how to work with endpoints and proxy services, and so on.

https://docs.wso2.com/display/EIP/Enterprise+Integration+Patterns+with+WSO2+Enterprise+Integrator
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Quick Start Guide
WSO2 Enterprise Integrator (WSO2 EI) is a comprehensive solution that allows you to seamlessly integrate applications, services, data, and business
processes to support modern enterprise integration requirements. 

For this quick start guide, let's consider a basic Health Care System where WSO2 EI is used as the integration software. In this guide, an external party (a 
patient) wants to make a doctor's reservation at a given hospital.

Routing requests based on message content

This is a  to give you a quick overview of how WSO2 EI mediates and routes messages from a front-end service (client) to a back-end5-minute guide
service.

1.  

2.  
a.  

b.  

Before you begin,

Download the product installer from  , and run the installer.here
Let's call the installation location of your product the   directory.<EI_HOME>

If you installed the product using the , this is located in a place specific to your OS as shown below:installer

OS Home directory

Mac OS /Library/WSO2/EnterpriseIntegrator/6.5.0

Windows C:\Program Files\WSO2\EnterpriseIntegrator\6.5.0\

Ubuntu /usr/lib/wso2/EnterpriseIntegrator/6.5.0

CentOS /usr/lib64/EnterpriseIntegrator/6.5.0

Download and start the back-end service that will process appointment requests:
Download the   and copy it to the   directory. back-end service <EI_HOME>/wso2/msf4j/deployment/microservices
The back-end service is now deployed in the MSF4J profile, which will run microservices for your integration flows. 
Start the MSF4J profile:

On MacOS/Linux/CentOS

Open a terminal and execute the following command:

sudo wso2ei-6.5.0-msf4j

On Windows

Go to Start Menu -> Programs -> WSO2 -> Enterprise Integrator 6.5.0 MSF4J. This will open a terminal and
start the MSF4J profile.

http://wso2.com/integration/
https://github.com/wso2-docs/WSO2_EI/blob/master/Back-End-Service/Hospital-Service-2.0.0.jar
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3.  

Let's get started!
Configuring WSO2 EI
Sending requests to WSO2 EI

Configuring WSO2 EI

Start the ESB profile:

On MacOS/Linux/CentOS

Open a terminal and execute the following command:

sudo wso2ei-6.5.0-integrator

On WindowsGo to Start Menu -> Programs -> WSO2 -> Enterprise Integrator 6.5.0
This will open a terminal and start the ESB profile.Integrator. 

Open the ESB profile Management Console using  , and log in using admin as the username and thehttps://localhost:9443/carbon
password.

Download the  file from GitHub.SampleServicesCompositeApplication_1.0.0.car

3.  If you are on a Windows OS, install cURL. For more information, see the .cURL Releases and Downloads

The WSO2 EI product consists of many profiles. The ESB profile is used to manage short-running and stateless integration. For more
information, see the .WSO2 EI Overview

The Management Console provides a UI to configure WSO2 EI. WSO2 Carbon is the core platform on which
WSO2 middleware products are built. 

Click here to find out what is inside the car file you downloaded.

This file is a Carbon Application Archive (CAR file) containing the integration artifacts you will use in this tutorial,
including:

An API resource, which acts as the endpoint that accepts incoming requests from a client, routes them to the
back-end service for processing, receives a response from the service, and sends the response back to the
client.
A  to route messages based on the message content to the relevant HTTP Endpoint defined inSwitch Mediator
the ESB.
A  to log the message that the switch mediator is routing the message to the correct endpoint.Log Mediator
A  to send the appointment request to the correct hospital endpoint.Send Mediator

https://localhost:9443/carbon
https://github.com/wso2-docs/WSO2_EI/blob/master/Quick_Start_Guide_Artifacts/Requests_Routing_Artifacts/SampleServicesCompositeApplication_1.0.0.car
https://curl.haxx.se/download.html
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3.  

4.  
a.  
b.  
c.  

1.  

 Deploy the   as follows:SampleServicesCompositeApplication_1.0.0.car
On the   tab of the Management Console, go to   >   and click  . Main Manage Carbon Applications Add
Click  , select the   file that you downloaded, and click  . Choose File SampleServicesCompositeApplication_1.0.0.car Upload
Refresh the page to see the Carbon application you just added in the   screen.Carbon Applications List

Sending requests to WSO2 EI

We are now ready to request a doctor's appointment at Grand Oak Community Hospital.  

Create a JSON file named   with the following payload to specify the details the back-end service needs to make the appointment:request.json
patient information, doctor name, hospital name, and appointment date. 

If you want to try out this same guide by configuring the artifacts, try out the Routing Requests Based on Message
.Content tutorial
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1.  

2.  

{
  "patient": {
    "name": "John Doe",
    "dob": "1940-03-19",
    "ssn": "234-23-525",
    "address": "California",
    "phone": "8770586755",
    "email": "johndoe@gmail.com"
  },
  "doctor": "thomas collins",
  "hospital": "grand oak community hospital",
  "appointment_date": "2025-04-02"
}

Open a terminal, navigate to the directory where you have saved the   file, and execute the following   command.request.json cURL

curl -v -X POST --data @request.json
http://localhost:8280/healthcare/categories/surgery/reserve --header
"Content-Type:application/json"

You get the following response:

If you want to request a different hospital, you can specify one of the following hospital names instead.

clemency medical center
pine valley community hospital

This command sends the JSON payload you created in the previous step to the API resource http://localhost:8280/healthca
, which was included in the CAR file you uploaded. The API resource contains the logic forre/categories/surgery/reserve

routing appointment requests to the back-end service you deployed in the microservices directory. 

https://curl.haxx.se/
http://localhost:8280/healthcare/categories/surgery/reserve
http://localhost:8280/healthcare/categories/surgery/reserve
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3.  

> POST /healthcare/categories/surgery/reserve HTTP/1.1

> Host: localhost:8280
> User-Agent: curl/7.54.0
> Accept: */*
> Content-Type:application/json
> Content-Length: 285
> 
* upload completely sent off: 285 out of 285 bytes
< HTTP/1.1 200 OK
< Content-Type: application/json
< Date: Tue, 21 May 2019 09:14:45 GMT
< Transfer-Encoding: chunked
< 
* Connection #0 to host localhost left intact

{"appointmentNumber":1,"doctor":{"name":"thomas
collins","hospital":"grand oak community
hospital","category":"surgery","availability":"9.00 a.m - 11.00
a.m","fee":7000.0},"patient":{"name":"John
Doe","dob":"1940-03-19","ssn":"234-23-525","address":"California","phon
e":"8770586755","email":"johndoe@gmail.com"},"fee":7000.0,"confirmed":f
alse,"appointmentDate":"2025-04-02"}

Now check the terminal window and you see the following message: INFO - LogMediator message = Routing to grand oak
community hospital

Congratulations, you have successfully completed this guide! 
In this tutorial, you have seen how you can create a request payload and send it to an endpoint in WSO2 EI, which routes the message to a back-end
service and then sends a response back to the client. 

What's next?
For more information on the artifacts used in the section, try out the .Routing Requests Based on Message Content tutorial
Want to know more and evaluate WSO2 EI further? See the  section given below.Additional Capabilities

Additional Capabilities

Click here to expand and view the additional capabilities.
Exposing a datasource as a service
Guaranteeing message delivery
Defining a BPMN process
Other WSO2 EI capabilities

Exposing a datasource as a service

Click here to try it out!
Let's look at how we can check the availability of doctors in the healthcare service by sending a request. To make things
simple, you set up an already configured database that has the doctors details and exposethisdatabase as a   usindata service
g WSO2 EI. 

Follow the steps given below to check the doctors that are available without interacting with the database itself:
Set up the back-end database
Expose the database as a data service
Request doctors' information

Set up the back-end database

First, let's set up a back-end database for our healthcare service. Follow the steps below to create the database.

https://docs.wso2.com/display/EI650/Key+Concepts#KeyConcepts-Dataservice
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1.  

2.  

Download the   file from GitHub and extract it to a location on your computer.dataServiceSample.zip

Open a terminal, navigate to the   directory, and execute the following command:<QSG_HOME>

ant -Ddshome=PATH_TO_EI_HOME

The     database is now created in the   directory withDATA_SERV_QSG <EI_HOME>/samples/data-services/database
information of all available doctors in the healthcare service.

Expose the database as a data service

Now, let's start the ESB profile and upload the sample data service:

Let's refer to the extracted    directory as , which contains thedataServiceSample <QSG_HOME>
following:

A DB script to create the back-end database ( ) with the channeling informationDATA_SERV_QSG
of the healthcare service.
A pre-packaged data service (  file), which can expose theDOCTORS_DataService.dbs
back-end database as a service.

https://github.com/wso2-docs/WSO2_EI/blob/master/Quick_Start_Guide_Artifacts/dataServiceSample.zip
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2.  

3.  

4.  

5.  
6.  

Start the ESB profile:

On MacOS/Linux/CentOS

Open a terminal and execute the following command:

sudo wso2ei-6.5.0-integrator

On WindowsGo to Start Menu -> Programs -> WSO2 -> Enterprise
This will open a terminal and start the ESBIntegrator 6.5.0 Integrator. 

profile.

In your Web browser, navigate to the WSO2 EI management console using the following URL: https://localhos
t:9443/carbon/
Log in to the Management Console using the following credentials:

Username: admin
Password: admin

Go to the   tab and click  . Main Data Service > Upload

Upload the   file from the   directory.DOCTORS_DataService.dbs <QSG_HOME>
Refresh the page to see the deployed data service in the   screen.Deployed Services

If you have started the ESB profile previously, stop the server by pressing   and restart it using theCtrl+C
following commands.

https://localhost:9443/carbon/
https://localhost:9443/carbon/
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The database of the channeling service is now exposed through the   data service, which we justDOCTORS_DataService
deployed in WSO2 EI.

Request doctors' information

Assume that you want information on the availability of all surgeons. Open a terminal and execute the following command.
Note that we are specifying ' ' as the specialty.surgery

curl -v
http://localhost:8280/services/DOCTORS_DataService/getDoctors?SPECIALIT
Y=surgery

The information about the availability of all surgeons will be published on your terminal:

<DOCTORSLIST xmlns="http://ws.wso2.org/dataservice">
<DOCTOR>
    <NAME>thomas collins</NAME>
    <HOSPITAL>grand oak community hospital</HOSPITAL>
    <SPECIALITY>surgery</SPECIALITY>
    <AVAILABILITY>9.00 a.m - 11.00 a.m</AVAILABILITY>
    <CHARGE>7000</CHARGE>
</DOCTOR>
<DOCTOR>
    <NAME>anne clement</NAME>
    <HOSPITAL>clemency medical center</HOSPITAL>
    <SPECIALITY>surgery</SPECIALITY>
    <AVAILABILITY>8.00 a.m - 10.00 a.m</AVAILABILITY>
    <CHARGE>12000</CHARGE>
</DOCTOR>
<DOCTOR>
    <NAME>seth mears</NAME>
    <HOSPITAL>pine valley community hospital</HOSPITAL>
    <SPECIALITY>surgery</SPECIALITY>
    <AVAILABILITY>3.00 p.m - 5.00 p.m</AVAILABILITY>
    <CHARGE>8000</CHARGE>
</DOCTOR>
</DOCTORSLIST>

Congratulations, you have successfully sent a request to the data service!
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1.  

2.  

3.  

What's next?
Want to know more and evaluate WSO2 EI further? See the other tutorials under the  secAdditional Capabilities
tion.

Guaranteeing message delivery

Click here to try it out!
Now, instead of sending the request directly to the back-end service, you store the request message in the Message Broker

 of WSO2 EI. You use a  to retrieve the message from the store and then deliver the message to theprofile Message Processor 
back-end service. Store and forward messaging is used for serving traffic to back-end services that can accept request
messages only at a given rate. This is also used for guaranteed delivery to ensure that request received never gets lost since
they are stored in the message store and also available for future reference. 

Configuring WSO2 EI
Sending requests to WSO2 EI

Let's get started!

Configuring WSO2 EI

Open the  file and add the following line after the <EI_HOME>/conf/jndi.properties queue.MyQueue =
 line:example.MyQueue

queue.PaymentRequestJMSMessageStore=PaymentRequestJMSMessageStore

Start the Message broker profile:

On MacOS/Linux/CentOS

Open a terminal and execute the following command:

sudo wso2ei-6.5.0-broker

On WindowsGo to Start Menu -> Programs -> WSO2 -> Enterprise
Integrator 6.5.0 Broker. This will open a terminal and start the Message
Broker profile.

Download the   from GitHub. This will process appointment requests and copy it to the back-end service <EI_HOME>/
 directory. The back-end service is now deployed in the MSF4Jwso2/msf4j/deployment/microservices

profile, which will run microservices for your integration flows. 

https://docs.wso2.com/display/EI6xx/Message+Brokering
https://docs.wso2.com/display/EI6xx/Message+Brokering
https://docs.wso2.com/display/EI6xx/Message+Processors
https://github.com/wso2-docs/WSO2_EI/blob/master/Back-End-Service/Hospital-Service-2.0.0.jar
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4.  

5.  

6.  

7.  

Start the MSF4J profile to send requests to the back-end service:

On MacOS/Linux/CentOS

Open a terminal and execute the following command:

sudo wso2ei-6.5.0-msf4j

On Windows

Go to Start Menu -> Programs -> WSO2 -> Enterprise Integrator 6.5.0 MSF4J. This will open a
terminal and start the MSF4J profile.

The Healthcare service is now active and you can start sending requests to the service.
Start the ESB profile:

On MacOS/Linux/CentOS

Open a terminal and execute the following command:

sudo wso2ei-6.5.0-integrator

On WindowsGo to Start Menu -> Programs -> WSO2 -> Enterprise
This will open a terminal and start the ESBIntegrator 6.5.0 Integrator. 

profile.

Open the ESB profile Management Console using , and log in using admin ashttps://localhost:9443/carbon
the username and the password.
Download the from GitHub.   file SampleServicesCompositeApplication_1.0.0.car

If you have started the MSF4J profile previously, skip this step.

If you have started the ESB profile previously, skip this step.

This file is a Carbon Application Archive (CAR file) containing the integration artifacts you will use in this
tutorial, including:

An API resource, which acts as the endpoint that accepts incoming requests from a client, routes
them to the back-end service for processing, receives a response from the service, and sends the
response back to the client.
The back-end service that processes the appointment requests.
A  to route messages based on the message content to the relevant HTTPSwitch Mediator
Endpoint defined in the ESB.
A  to enqueues messages passing through its mediation sequence in aStore Mediator
given message store.

https://localhost:9443/carbon
https://github.com/wso2-docs/WSO2_EI/blob/master/Quick_Start_Guide_Artifacts/Sending_Message_Artifacts/SampleServicesCompositeApplication_1.0.0.car
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8.  

a.  
b.  

c.  

1.  

2.  

Deploy the   file as follows:SampleServicesCompositeApplication_1.0.0.car

On the   tab of the management console, go to   >   and click  . Main Manage Carbon Applications Add
Click  , select the   file that youChoose File SampleServicesCompositeApplication_1.0.0.car
downloaded, and click  . Upload
Refresh the page to see the carbon application you just added in the   screen.Carbon Applications List

Sending requests to WSO2 EI

Create a JSON file named   with the following payload to specify the details the back-end servicerequest.json
needs to make the appointment: patient information, doctor name, hospital name, and appointment date. 

{
"name": "John Doe",
"dob": "1940-03-19",
"ssn": "234-23-525",
"address": "California",
"phone": "8770586755",
"email": "johndoe@gmail.com",
"doctor": "thomas collins",
"hospital": "grand oak community hospital",
"cardNo": "7844481124110331"
}

Open a command line terminal and execute the following command from the location where  file yourequest.json
created is saved:

curl -v -X POST --data @request.json
http://localhost:8280/healthcare/categories/surgery/reserve --header
"Content-Type:application/json"

You will see the response as follows:

{"message":"Payment request successfully submitted. Payment
confirmation will be sent via email."}

Note:  If you already deployed the  file whenSampleServicesCompositeApplication_1.0.0.car
following the first part of the QSG, make sure to go to    and deleteManage > Carbon Applications > List 
it before proceeding to the below steps.

This command sends the JSON payload you created in the previous step to the API resource http://lo
, which was included in the CAR filecalhost:8280/healthcare/categories/surgery/reserve

you uploaded. The API resource contains the logic for routing appointment requests to the back-end
service you deployed in the microservices directory. 

http://localhost:8280/healthcare/categories/surgery/reserve
http://localhost:8280/healthcare/categories/surgery/reserve
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3.  Check the terminal window and you see that the response from  is logged as follows:SettlePaymentEP

[2018-06-07 11:46:48,936] [EI-Core]  INFO - LogMediator message =
Routing to grand oak community hospital

[2018-06-07 11:46:48,949] [EI-Core]  INFO - TimeoutHandler This engine
will expire all callbacks after GLOBAL_TIMEOUT: 120 seconds,
irrespective of the timeout action, after the specified or optional
timeout

[2018-06-07 11:46:52,003] [EI-Core]  INFO - LogMediator To:
http://www.w3.org/2005/08/addressing/anonymous, WSAction: , SOAPAction:
, MessageID: urn:uuid:995e37e3-8900-4da8-8eea-67da91de2c12, Direction:
request, Envelope: <?xml version='1.0'
encoding='utf-8'?><soapenv:Envelope
xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"><soapenv:Body
><jsonObject><appointmentNo>1</appointmentNo><doctorName>thomas
collins</doctorName><patient>John
Doe</patient><actualFee>7000.0</actualFee><discount>20</discount><disco
unted>5600.0</discounted><paymentID>eb83d9cc-0230-4dc8-a613-33b419cebbd
7</paymentID><status>Settled</status></jsonObject></soapenv:Body></soap
env:Envelope>

Congratulations, you have successfully sent a message to the WSO2 ESB profile!

What's next?
For more information on the artifacts used in the section, you can try out the Storing and Forwarding Messages

.tutorial

Defining a BPMN process

Click here to try it out!
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1.  
2.  
3.  

4.  

5.  
6.  
7.  
8.  
9.  

10.  

11.  

In this section, a simple BPMN process is used. It prints out a 'Hello World!' message when the process instance is initiated.

Download the  file from GitHub. This includes the defined BPMN process.HelloWorldServiceTask-1.0.0.jar
Copy the JAR file to the   directory.<EI_HOME>/lib
Start the BPS profile:

On MacOS/Linux/CentOS

Open a terminal and execute the following command:

sudo wso2ei-6.5.0-business-process

On Windows

Go to Start Menu -> Programs -> WSO2 -> Enterprise Integrator 6.5.0 Business Process. This will
open a terminal and start the Business Process profile.

In a new browser window or tab, open the EI-Business Process Management Console: https://localhost:9445
/carbon/
Log in to the EI-Business Process Management Console using   for both the username and password.  admin
Download the  file from GitHub.HelloWorld.bar
In the Management Console, navigate to the main tab, click  and upload the   file.  BPMN, HelloWorld.bar
Refresh the page to see the file you just added
Log into the BPMN-explorer at   using   for both the usernamehttps://localhost:9445/bpmn-explorer admin
and password.
Go to the  tab and click  to start the Hello World Process.PROCESS Start

In the terminal, the  string is printed out. "Hello World ...!!!" 

You have successfully defined a BPMN process and initiated it!

What's next?
For more information on the artifacts used in this section, try out the Creating a BPMN Process tutorial
.
WSO2 EI offers much more! Check out the  section and explore theOther WSO2 EI capabilities
product.

The WSO2 EI product has many profiles. long-running, stateful business processes are run using the Busi
 profile. For more information, see the .ness Process WSO2 EI Overview

https://github.com/wso2-docs/WSO2_EI/blob/master/Quick_Start_Guide_Artifacts/BPMN_Artifacts/HelloWorldServiceTask-1.0.0.jar
https://localhost:9445/carbon/
https://localhost:9445/carbon/
https://github.com/wso2-docs/WSO2_EI/blob/master/Quick_Start_Guide_Artifacts/BPMN_Artifacts/HelloWorld.bar
https://localhost:9445/bpmn-explorer
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Other WSO2 EI capabilities
Work with WSO2 EI connectors.

For all the connectors supported by WSO2 EI, see  .WSO2 ESB Connectors
Use the Gmail connector in WSO2 EI by trying out the   tutorial.Using the Gmail Connector

All the CAR files that were used in this tutorial was developed using EI Tooling. You can try it out by following the tutorials listed under Int
.egration Tutorials

Use the EI Analytics to analyze the mediation statistics. For more information, try out the tutorials listed below:
Using the Analytics Dashboard
Analyzing Business Process Statistics

https://docs.wso2.com/display/ESBCONNECTORS/WSO2+ESB+Connectors+Documentation
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Key Concepts
Following are definitions of some of the concepts and terminology associated with each of the profiles of  . WSO2 EI

Enterprise Service Bus (ESB) concepts
Business process concepts
Data services concepts

Enterprise Service Bus (ESB) concepts
[  ] [  ] [  ] [  ] [  ] [  ] [ Message routing Message filtering Message transformation  Content enriching Protocol switching Service chaining Message storing and

 ] [  ] [  ] [  ] [  ] [  ] [ forwarding Load balancing Message entry points Message processing units Message exit points  Message stores and processors Connect
 ] [  ] [  ] [  ] [  ] [  ] [  ] [ors Transports Message builders and formatters Applying security to artifacts  Logging messages Message tracing Debugging mediation

 ] [  ] [  ]Enterprise Integration Patterns  ESB tooling Deploying microservices framework

Following are the key capabilities with respect to the key features of WSO2 EI.

Message routing

When there is an incoming message into WSO2 Enterprise Integrator, it is able to determine and route the message to the recipient. Routing can also be
done based on some component of the message. This is known as content-based routing and is done using the  .Switch mediator

For information in implementing content based routing, see   Routing Requests Based on Message Content .

Message filtering

The WSO2 Enterprise Integrator is able to filter out messages based on the message content using the  . This feature allows you to performFilter mediator
complex logic, where you are able to filter out messages and send them in different mediation flows.

https://docs.wso2.com/display/EI611/Routing+Requests+Based+on+Message+Content
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Message transformation 

When sender and receiver messages do not have the same data format, the WSO2 Enterprise Integrator can be used to translate the messages between
the sender and recipient. For information on how the Enterprise Integrator can be used for this, see the   pattern in the EIP Guide. The Message Translator P

 and   can be used to implement this. You ayloadFactory mediator Data Mapper mediator can manipulate messages by adding and removing content from
them, converting them to a completely different message format and even validating messages based on the available validation mechanisms of the
message format.

 

For an example of how you can implement message transformation using the Data Mapper mediator, see  .Transforming Message Content

Content enriching

You can use the   to process a message based on a given source configuration and then perform a specified action on the message byEnrich Mediator
using the target configuration. It gets an OMElement using the configuration specified in the source and then modifies the message by putting it on the
current message using the configuration in the target.

https://docs.wso2.com/display/IntegrationPatterns/Message+Translator
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Protocol switching

The WSO2 Enterprise Integrator has the capability to take messages that come in one protocol and then send the message out in a completely different
protocol (e.g. HTTP to JMS). The protocol bridging technology in Enterprise Integrator takes the business content of a message that comes in from one
protocol and sends this content out in a completely different format and protocol.

 

Service chaining

Service chaining (orchestration) is a popular use case in the Enterprise Integrator, where several services are exposed as a single service, aggregated
service. Enterprise Integrator is used for the integration and sequential calling of these services so that the expected response can be provided to the
client.



WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 33

For information on implementing a simple service chaining scenario, see  .Exposing Several Services as a Single Service

Message storing and forwarding

Store and forward messaging pattern is used in asynchronous messaging. This can be used when integrating with systems that accept message traffic at a
given rate and handling failover scenarios. In this pattern, messages are sent to a   where they are temporarily stored before they areMessage Store
delivered to their destination by a  . The Enterprise Integrator is shipped with a few message store implementations and also allows youMessage Processor
to implement a custom message store implementation.

For information on implementing a store and forward pattern using the in-memory store of Enterprise Integrator, see the  .Storing and Forwarding Messages

For information on an example on implementing guaranteed delivery in Enterprise Integrator, see Guaranteed Delivery with Failover Message Store and
.Scheduled Failover Message Forwarding Processor

Load balancing

The load balancer automatically distributes incoming traffic across multiple WSO2 product instances. It enables you to achieve greater levels of fault
tolerance in your cluster and provides the required balancing of load needed to distribute traffic. For more information, see   .Clustering the ESB Profile

https://docs.wso2.com/display/EI620/Storing+and+Forwarding+Messages
https://docs.wso2.com/display/EI620/Guaranteed+Delivery+with+Failover+Message+Store+and+Scheduled+Failover+Message+Forwarding+Processor
https://docs.wso2.com/display/EI620/Guaranteed+Delivery+with+Failover+Message+Store+and+Scheduled+Failover+Message+Forwarding+Processor
https://docs.wso2.com/display/EI611/Clustering+the+ESB+Profile
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Following are the key concepts with respect to the key constructs/artifacts of WSO2 EI.

Message entry points

Proxy services

Proxy services are virtual services that receive messages and optionally process them before forwarding them to a service at a given  . Thisendpoint
approach allows you to perform necessary transformations and introduce additional functionality without changing your existing service. Any available
transport can be used to receive and send messages from the proxy services. A proxy service is externally visible and can be accessed  URLusing a
similar to a normal web service address.

For more information, see  .Working with Proxy Services

https://docs.wso2.com/display/EI611/Working+with+Endpoints
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REST APIs

A REST API in Enterprise Integrator is analogous to a web application deployed in the Enterprise Integrator runtime. Each API is anchored at a
user-defined URL context, much like how a web application deployed in a servlet container is anchored at a fixed URL context. An API will only process
requests that fall under its URL context. A REST API defines one or more resources, which is a logical component of an API that can be accessed by
making a particular type of HTTP call. 

A REST API resource is used by the WSO2 Enterprise Integrator mediation engine to mediate incoming requests, forward them to a specified endpoint,
mediate the responses from the endpoint, and send the responses back to the client that originally requested them. We can create an API resource to
process defined HTTP request method/s that are sent to the  service. The In sequence handles incoming requests and sends them toback-end
the back-end service, and the Out sequence handles the responses from the back-end service and sends them back to the requesting client. 

REST APIs allow you to send messages directly into the Enterprise Integrator using REST.

For more information, see  .Working with APIs

Inbound endpoints

An inbound    a message source that can be configured dynamically. In the Enterprise Integrator, when it comes to the existing Axis2 basedendpoint is
transports, only the HTTP transport works in a multi-tenant mode. Inbound endpoints support all transports to work in a multi-tenant mode.

For more information, see  .Working with Inbound Endpoints

Tasks

A task allows you to run a piece of code triggered by a timer. WSO2 Enterprise Integrator provides a default task implementation, which you can use to
inject a message to the Enterprise Integrator at a scheduled interval. You can also write your own custom tasks by implementing a Java interface.

For more information, see  .Scheduling ESB Tasks

Message processing units

Mediators

Mediators are individual processing units that perform a specific function, such as sending, transforming, or filtering messages. WSO2 Enterprise Integrator
includes a comprehensive mediator library that provides functionality for implementing widely used  . You can alsoEnterprise Integration Patterns (EIPs)
easily write a custom mediator to provide additional functionality using various technologies such as Java, scripting, and Spring.

For more information, see  .ESB Mediators

Sequences

A sequence is a set of mediators organized into a logical flow, allowing you to implement pipes and filter patterns. You can add sequences to proxy
services and REST APIs.

For more information, see  .Mediation Sequences

Message exit points 

A message exit point or an endpoint defines an external destination for a message. An endpoint can connect to any external service after configuring it with
any attributes or semantics needed for communicating with that service. For example, an endpoint could  URL,a mailbox, a JMS queue, or arepresent a
TCP socket, along with the settings needed to connect to it.

You can specify an endpoint as an  ,  , a    and more. An endpoint is defined independently ofaddress endpoint WSDL endpoint    load balancing endpoint
transports, allowing you to use the same endpoint with . When you configure a message mediation sequence or a proxy service tomultiple transports
handle the incoming message, you specify which transport to use and the endpoint where the message will be sent.

For more information, see  .Working with Endpoints

Message stores and processors

Message stores and message processors are used to store and forward messages while guaranteeing reliable message delivery. For more information,
see .Working with Message Stores and Message Processors

Templates
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Templates help you to manage your configurations without scattering or duplicating them by creating prototypes that you can use and reuse when required.
Templates improve  and readability of your ESB configurations (XML files). There are two types of templates available in the ESB profile asre-usability
Sequence templates and Endpoint templates. For more information on templates, see  .Working with Templates

Connectors

A connector is a collection of templates that define operations that can be called from the Enterprise Integrator and is used when connecting the Enterprise
Integrator to external third party APIs. WSO2 Enterprise Integrator provides a variety of connectors via the  .  WSO2 Connector Store

For information on using a connector in your EI configuration, see  .Using the Gmail Connector

Transports

A transport is responsible for carrying messages that are in a specific format. The Enterprise Integrator supports all the widely used transports including
HTTP/s, JMS, VFS and domain-specific transports like FIX. You can easily add a new transport using the Axis2 transport framework and plug it into the
Enterprise Integrator. Each transport provides a receiver, which the Enterprise Integrator uses to receive messages, and a sender, which it uses to send
messages. The transport receivers and senders are independent of the Enterprise Integrator core.

For more information, see  .Carrying Messages

Message builders and formatters

When a message comes into the Enterprise Integrator, the receiving transport selects a   based on the message's content type. It usesmessage builder
that builder to process the message's raw payload data and convert it into common XML, which the Enterprise Integrator mediation engine can then read
and understand. WSO2 Enterprise Integrator includes message builders for text-based and binary content.

Conversely, before a transport sends a message out from the Enterprise Integrator, a   is used to build the outgoing stream from themessage formatter
message back into its original format. As with message builders, the message formatter is selected based on the message's content type.

You can implement new message builders and formatters using the Axis2 framework. For more information, see Working with Message Builders and
.Formatters

Applying security to artifacts 

You can apply security to artifacts of the ESB profile using WSO2 Integration Studio. The Quality of Service (QoS) component implements security. For
more information, see  .Applying Security to a Proxy Service

Logging messages

You can use the Log mediator to log mediated messages. For more information on the usage of the log mediator, see  .Log Mediator

Message tracing

Message tracing helps you to track issues after an integration process finishes and thereby, allows you to identify and fix issues by identifying the root
cause. It is used to trace, track and visualize a body of a message in each intermediate stage of its transmission. This is useful for a number of reasons,
including auditing and debugging. For instructions on how to do message tracing, see  .Monitoring WSO2 EI with EI Analytics

Debugging mediation

Message mediation mode is one of the operational modes of WSO2 EI where EI functions as an intermediate message router. A unit of the mediation flow
is a mediator. A sequence is a series of mediators, where each mediator is a unit entity that can input a message, carry out a predefined processing task
on the message, and output the message for further processing.   Debugging is where you want to know if these units, which function  as separate entities
are operating as intended, or if a combination of these units are operating as a whole as intended. For more information, see  .Debugging Mediation

Enterprise Integration Patterns 

Enterprise Application Integration (EAI) enables you to connect business applications with heterogeneous systems. The  demonstrates   EIP patterns guide
how the patterns that are invented integration solution architects over the years can be simulated using various constructs in the ESB profile. 

https://store.wso2.com/store/pages/top-assets
https://docs.wso2.com/display/EI620/Monitoring+WSO2+EI+with+EI+Analytics#MonitoringWSO2EIwithEIAnalytics-Step5-Analyzestatistics
https://docs.wso2.com/display/EIP/Enterprise+Integration+Patterns+with+WSO2+Enterprise+Integrator
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ESB tooling

You can use WSO2 Integration Studio to create various integration artifacts that you can build and deploy to the ESB profile of WSO2 EI in order to
process requests.

Deploying microservices framework

WSO2 MSF4J (Microservices Framework for Java) is a separate profile that is shipped with WSO2 Enterprise Integrator. This allows developers to quickly
get started with developing and running Java microservices. You simply need to annotate your service and deploy it using a single line of code. 

ee the following:For more information on MSF4j services, s

Developing your first MSF4J service
Annotations for service development

Developing MSF4J services using the Spring framework
Analytics for MSF4J services

Annotations for analytics

For more information on WSO2 MSF4J in GitHub, see the .  full documentation

Business process concepts
[  ] [  ] [  ] [  ] [ Business process Abstract and executable processes Orchestration vs. choreography Asynchronous and synchronous communication Busines

 ] [  ] [  ] [  ] [ s process modelling Process execution Business Process Modelling Notation (BPMN) BPMN Explorer Business Process Execution Language
 ] [  ] [  ](BPEL) Human tasks Business process tooling

Business process

A business process is typically a collection of related and structured activities or tasks, that depicts a business use case and produces a specific service or
output. A process may have zero or more well-defined inputs and an output. During the execution of the business process, it executes its sub-processes
synchronously or asynchronously for producing the final output. During the execution, it may interact with both humans or applications.

For example, a banking customer requesting a bank loan is a simple process. The following diagram depicts this process.

Taking the above process as an example,  are the key  components of a typical business process.following workflow

Process Initiator: In the 'Bank Loan Request' process, a banking customer  client who initiates a loan request.is the

Well-Defined Input: Banking customer provides the inputs required for the initialization of the process. It may contain the personal details of the customer,
his financial information, account details, etc.

Request Processing: This is typically a sub process that produces an output internally during the execution of the business process. It  the inputanalyses
data, verifies loan eligibility of the client through the execution of several logical expressions etc.

Human Task: This is where a human interaction is involved in the business process. In this particular example, a bank employee sends an
acknowledgement to the bank customer regarding his loan request approval.

Final Output: Sends acknowledgement. This is the final output which is sent back to the client who initiated the business process.

https://github.com/wso2/msf4j#hello-world-with-msf4j
https://github.com/wso2/msf4j#supported-annotations
https://github.com/wso2/msf4j#develop-and-configure-msf4j-services-using-spring-framework
https://github.com/wso2/msf4j/blob/master/analytics/README.md
https://github.com/wso2/msf4j#annotations-for-analytics
https://github.com/wso2/msf4j/blob/master/README.md
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Process Instance

An instance of a process is a specific example of a process workflow. For example, if a particular process defines a banking customer requesting a bank
loan, then an example instance of this process is Chris requesting for a loan of USD 50,000 and getting approval for it. Every time a banking customer
makes a request for a loan, that request triggers a new process instance in the EI-Business-Process runtime, which flows through the elements of the
process workflow according to its design.

Abstract and executable processes

Based on the definition of the actual  required by a business process, it can design in two ways using WS-BPEL: abstract and executable.behaviour
Abstract processes are intended to hide some operational details of the process. As a result, they do not include executable details like process flows.
Executable business processes are used to model the actual implementation of the business process.

An abstract process is denoted under the   namespace and an executable process is denoted under http://docs.oasis-open.org/wsbpel/2.0/process/abstract
. Additionally, there are syntactical differences between an abstract and an executable BPELhttp://docs.oasis-open.org/wsbpel/2.0/process/executable

process.

Orchestration vs. choreography

Web services can be composed using two approaches: orchestration and choreography. In orchestration, there is a central director to coordinate the
services. In contrast, choreography contains no central director and each contributing service should have an understanding of participant services.

For composing Web services for a business process,   a better option for reasons such as simpler process management, loose-couplingorchestration is
between web services, ease in error handling, standardization, etc.

Asynchronous and synchronous communication

BPEL processes can also be categorized based on how it invokes an operation of a partner service: synchronous and asynchronous. It is not possible to
use both methods when invoking a partner service's operation, as it is dependent on the type of the partner service .operation as well

Asynchronous transmission - Assume a BPEL process invokes a partner service. After the  of the partner process, the BPEL process continuesinvocation
to carry on with its execution process while that partner service completes performing its operation. The BPEL process then receives a response from the
partner service, when the partner service is completed.

Synchronous transmission - Assume a BPEL process invokes a partner service. The BPEL process then waits for the partner service's operation to be
completed, and responded. After receiving this completion response from the partner service, the BPEL process continues to carry on its execution flow.
This transmission is not applicable to the In-Only operations defined in the WSDL of the partner service.

Usually asynchronous services are used for long-lasting operations and synchronous services for operations that return a result in a relatively short time.
Typically, when asynchronous Web services are used, the BPEL process is asynchronous.

Business process modelling

Business process  includes identifying four key aspects: process boundaries, activities and events, modelling the resources and their handover and the
control flow. Identifying resources leads you to seek information about the systems involved, the people and systems whofor business process  modelling
perform the tasks, the information required and the control flow of the .tasks

Process execution

The diagram below depicts the flow of running a business process in the Business Process profile of WSO2 EI.

http://docs.oasis-open.org/wsbpel/2.0/process/abstract
http://docs.oasis-open.org/wsbpel/2.0/process/executable
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Business Process  Notation (BPMN)Modelling

The Business Process Management Initiative (BPMI) developed the standard Business Process Modeling Notation (BPMN), which is an executable
. The BPMN 2.0 specification was released to the public in January, 2011. graphical notation for business processes A business process in BPMN is a

collection of business activities that is focused on a particular business goal or a use case. A process deployment can have one or more such processes.
Activiti runs in any Java application, on a server, on a cluster or in the cloud.

BPMN capabilities are integrated to WSO2 EI using the Activiti engine. The Activiti engine runs in any Java application, on a server, on a cluster or in the
cloud. It is extremely lightweight and is based on simple concepts. The Business Process profile, which is the Business Process Management (BPM)
platform of WSO2 EI is targeted at business owners, developers and system administrators. It is open-source and distributed under the Apache license. 

With the graphical notation capability, business analysts can develop the processes and then technical personnel can build the executable process that can
be executed and followed by the management. Also, you can visualize business processes graphically using the Activiti Designer Eclipse plugin, which is
embeddd in WSO2 Integration Studio.

For example, the below is a simple user approval process.

The process starts with a none start event followed by two user tasks, i.e., the registration form getting filled by a front officer followed by the approval from
a user in a managerial position. The process ends in a none end event by approving or rejecting the user. Each of these steps are discussed below.
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Start event

In order to start a process, a process definition must be deployed in the BPMN engine. Deployed processes can then be started as required. In this

scenario, when there is a new arrival, a front officer can start a new process. So the none start event will create a new process instance and the engine will

execute the process until it reaches a wait state. Now, a new task has been persisted in the system.

A none start event technically indicates that the start time of the task is not defined. There are other start events such as Timer Start Event, Message Start

Event, Signal Start Event, etc.

User task

Once the event is started, process is at the ‘Fill registration Form’ step. This is referred to as a user task in BPMN. User tasks are tasks that should be

completed by human users or an external party to the activity engine. A user task should have authorized users or user groups. So a candidate user can

claim and complete the task when a task is created. In this scenario, the front officer can be assigned for the first user task to fill the registration form.

After he completes the task, the engine will continue and halt on the second user task. This task can be assigned to the manager user group so that any of

the managers can claim the task and complete it. Once a task is claimed, it will disappear from the task lists of other users.

End event

An end event marks the end of a process instance. In this scenario, the process will end after the approval in a none end event. Since this is a none end

event, the engine will not do anything other than finishing the process.

There are other types of end events such as Error End Event, that will throw an error, and Cancel End Event, that would cancel the BPMN transaction, etc.

More constructs

The scenario explained above is a very simple scenario to introduce the basics. There are a number of constructs available in BPMN 2.0, that could

address complex business scenarios. The following are few more useful constructs.

Gateways: act as decisions. This way, a manager could reject the new user registration, which  to the Fill Registration Form .could return user task

Variables: are used to store or refer user information so that they can be visualized in the form provided to managers for approval.

Service task: at the end of the process.sends the report to every shareholder 

Call activity: calls a  when process execution arrives at the activity. Call activity refers to an independent process that is external tosub process

the process definition, whereas the  will be embedded in the original process definition. The independent process in the call activity issub process

a reusable process that can be called from multiple other process definitions.

Manual Task: is performed without the help of any business process execution engine or application.  It models work that is done by an external

person, which the engine doesn't need to know. The engine handles the manual task as a pass-through activity where the process is continued

automatically when the process execution arrives into it.

E.g. Following is a manual task depicting a delivery boy delivering pizza.

The user enters the details of the pizza he/she wants to order which includes the topping and the size.

Next, the user has to confirm the order by entering the .amount

Then, the pizza delivery boy will deliver the pizza to the user: Manual Task.

Finally, the user then confirms the status of the delivery.

BPMN Explorer

BPMN Explorer enables you to interact with deployed BPMN applications. It's a Jaggery-based, lightweight web application that you can   andcustomize

deploy in a web server. For more information, see

Using the BPMN Explorer.

Business Process Execution Language (BPEL)

https://docs.wso2.com/display/EI620/Customizing+the+BPMN+Explorer
https://docs.wso2.com/display/EI620/Using+the+BPMN+Explorer
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BPEL is the industry standard for business process orchestration. It is an XML-based language used for the definition and execution of business, as well as

scientific  using Web services. In other words, BPEL is used to write business processes by composing Web services together with orchestration.workflows

The outcome is a composite Web service.

Although these business processes may interact with humans, the WS-BPEL standard does not specify human interactions. As a result, a business

process defined by WS-BPEL alone can not have human interactions but only with Web services. The WSO2 BPS facilitates defining and using human

tasks in business processes.

Human tasks

Business processes cannot always proceed in a fully automated manner. They need human interaction as a means of decision making, error handling and

exception cases. For example,  a flight due to a strike or bankruptcy, deciding whether to accept the claim based on the requested amount etc.cancelling

Human tasks provide the specification to define tasks performed by human beings.

Within a BPEL processes, such tasks are modeled as outgoing service calls, but those service calls are intended for and processed by a human. For

example, a loan-issuing business process may include a Human Task step in its workflow to let a Bank Manager/Executive review and approve a loan.

Such a task can typically trigger an email/alert to the manager, allowing him to click on a link, review the loan, and approve it. While the approval is

pending, the calling processes wait, and the approval or rejection triggers a message in the process, which takes the process to the next step of execution

in its workflow.

In SOA, Human-Tasks management is generally facilitated by a Web service. For example, the human tasks server, which manages all human task-related

operations, is defined as a web service by the Human Tasks specification. Human tasks are realized using two technical specifications: Web Services for

 specification and  specification.Human Task (WS-HumanTask) WS-BPEL Extension for People (BPEL4People)

WS-HumanTask specification defines interfaces for a task server that enable the workflow engine to create tasks, enabling the organizations to map the

tasks to humans and manage them. The BPEL4people specification extends workflow process definitions to include Human Tasks definitions.

The Business Process Profile implements the WS-Human Task specification. It has the WS-Human Task API and Tooling UI, which expose the

functionality of the Task Management API. It enables users to bundle a Human Tasks definition as a ZIP file and upload it, where the task's definition

includes input and output message formats for the Human Task.

For more information, see .Working with BPEL Processes and Human Tasks

Business process tooling

You can use the business process tooling shipped with WSO2 EI (in WSO2 Integration Studio) to create and manage various artifacts with respect to

business processes.

Data services concepts
[  ] [  ] [  ] [  ] [  ] [  ] [  ] [ Data service Datasources RESTful data services OData services Data Federation Distributed transactions Batch processing Data

 ] [  ] [  ] [  ]transformation Managed data access Streaming Namespaces

Data service

The data in your organization can be a complex pool of information that is stored in heterogeneous systems, ranging from RDBMSs to Excel files, and
Google spreadsheets, etc. Data services are created for the purpose of decoupling the data from its infrastructure. In other words, when you create a data
service in WSO2 EI, the data that is stored in a storage system (such as an RDBMS) can be exposed in the form of a service. This allows users (that may
be any application or system) to access the data without interacting with the original source of the data. Data services are, thereby, a convenient interface
for interacting with the database layer in your organization. 

A data service in WSO2 EI is a SOAP-based web service, by default. However, you also have the option of creating REST resources. Therefore, the
applications and systems consuming the data service can have both SOAP-based, and RESTful access to your data.

Datasources

Your organization's data can be stored in various data storage systems, which are thedatasources. Data services in WSO2 EI support the
followingdatasources: Relational databases, CSV files, Microsoft Excel Sheets, Google Spreadsheets, RDF, MongoDB, Cassandra, and Web Resources.
Additionally, you can also useJNDIdatasources, and create customdatasources. Read about using variousdatasourceswith data services defined in WSO2
EI.

http://docs.oasis-open.org/bpel4people/bpel4people-1.1-spec-cd-09.pdf
http://docs.oasis-open.org/bpel4people/bpel4people-1.1-spec-cd-09.pdf
http://docs.oasis-open.org/bpel4people/ws-humantask-1.1-spec-cd-10.pdf
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RESTful data services

A data service exposes your data (stored in various data stores) as a service. You can enable RESTful access to your data, by defining RESTful resources,
for the relevant data, in your data service. REST resources in WSO2 EI support both JSON and XML media types out of the box. Therefore, a resource can
receive requests, and send responses in either medium. Secure resources with HTTP(S) Basic Auth integrated to enterprise identity systems (via WSO2

).Identity Server

OData services

RESTful data services in WSO2 EI supports OData , which makes RESTful data access easier. In a normal(OData protocol version 4 - OASIS standards)
data service, you will write SQL queries for CRUD operations that will be performed on the data. In other words, to be able to GET, UPDATE, POST, or
DELETE data in a database, the data service should have separate SQL queries written for each purpose. However, when you enable OData for your
RESTful data service, these CRUD operations will be enabled automatically, which allows RESTful data access using CRUD operations out of the box.

Currently, OData support is only available for RDBMS datasources and Cassandra datasources. Odata services will now be accessible from the following
endpoints: 

For super tenant: http://localhost:9763/odata/{dataserviceName}/{datasourceId}/
For normal tenants: http://localhost:9763/odata/t/{tenantId}/{dataserviceName}/{datasourceId}/

Data Federation

A data service defined in WSO2 EI has the ability to aggregate the data that is stored in various, disparate datasources, and present the aggregated data
as a single output. For example, the data of employees in a company may be stored in various data stores (details of employment history, details of the
physical office, contact information, etc.). Data federation allows users to consume all this data through a single request to the data service. The data
service will aggregate the relevant data from each of the disparate datasourcesand present it as one response to the request. Data federation can be
achieved in two ways:

Expose multiple datasources using a single data service.
Use Nested Queries in your data service. This will allow you to feed the result you get from one query as input to another query. That is, data can
be combined into a single response or resource.

Distributed transactions

A distributed transaction is a set of operations that should be performed on two or more, distributed RDBMS data stores. If the operation on one data store
(node) fails, the entire set of operations will fail in all the data stores. In other words, a distributed transaction is an example of a batch process, where
multiple requests are grouped into one server call and processed as one unit by the data service.

Data services in WSO2 EI support distributed transactions, which allows data consumers to perform such transactions easily by using one data service as
the interface. Note that distributed transactions can only be performed for IN-ONLY operations that will insert, update, or delete data in the data stores.
These are not applicable to operations for retrieving data.

A transaction manager is set up in the middle of these transactions for effective coordination and management. This feature uses Java Transaction API
(JTA), which allows distributed transactions to be carried out across multiple XA resources in a Java environment. You can also override this transaction
manager.

Batch processing

A data service is an interface that receives requests from data consumers and performs the requested tasks in the relevant data stores. Batch processing
allows a data service to group multiple requests into a batch and process it as a single request. Batch processing can only be used for IN-ONLY operations
that will insert, update, or delete data in the data stores, and not for operations that retrieve data.

Data services in WSO2 EI support two scenarios of batch requesting: Client-side batch requests, and server-side batch requests.

For example, consider the task of entering details of new employees into a database table. Typically, the client consuming the data can do this by sending
separate requests with each employee record. Alternatively, the client can group the individual requests into a single batch, and send one batch request to
the data service. In this example, the data service will have one operation defined for inserting data into the database. However, when batch processing is
enabled, it is possible to insert multiple records into that database, using this operation. Therefore, the client can invoke this operation using a single
request, to insert multiple records. This is client-side batch requesting.

Consider another example, where the client needs to enter the employee’s bank details along with the personal details, but the bank details should be
insertedtoa different data store. In this example, the data service will have two separate operations for inserting data into two separate data stores, and the
client is invoking both operations, using a single request (also called a request box). This is server-side batch requesting.

Note that batch requests are transactional if the data store is anRDBMS, or another system that supports transactions. Transactional requests succeed or
fail as a batch. That is, if one individual request fails, all the requests in the batch will fail to make sure that the data is synchronized. Server-side batch
requests work for local transactions (performed on one node of the data store), as well as distributed transactions (performed on multiple nodes of the data
store).

http://wso2.com/products/identity-server/
http://wso2.com/products/identity-server/
http://www.odata.org/
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Data transformation

XSLT transformation is used in data services to transform the result of an already defined operation into a different result. The user can define the
transformation xslt and provide the url of the transformation file in the result element.

Managed data access

Most businesses require secure and managed data access across these federated data stores.

Streaming

Data service streaming helps manage large data chunks sent back to the client by the data service as the response to a request. When streaming is
enabled, the data is sent to the client as it is generated, without memory building up in the server. By default, streaming is enabled in data services.

Namespaces

The service namespace uniquely identifies a Web service and is specified by the   element in the WSDL that represents the<targetNamespace>
service. A data service is simply a Web service with specialized functionality. When developing a data service, you get to apply namespaces at various
levels. As a data service implementation is based on XML, namespace handling is useful for making sure that there are no conflicting element names in the
XML. Although namespaces are optional for data services, in some scenarios they are necessary. For more information, see Defining Namespaces.
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Tutorials
This section gives you an introduction to the common usage scenarios of WSO2 Enterprise Integrator.  

Integration Tutorials
Business Process Tutorials
Data Service Tutorials
Message Broker Tutorials
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Integration Tutorials

The integration tutorials will walk you through the main capabilities and features of WSO2 Enterprise Integrator (WSO2 EI), and help you understand how
to build an integrated system using WSO2 EI. In these tutorials, we will build an integrated Health Care System by using the capabilities of all the profiles in
WSO2 EI (  profile,  profile,   profile,  profile,  profile and the  profile). Each of theESB Micro Integrator Message Broker Business Process MSF4J Analytics
tutorials in this section will provide step-by-step instructions on how to build and test the various parts of this system until the integrated Health Care system
is complete. 

Follow the links given below.

Sending a Simple Message to a Service
Sending a Simple Message to a Datasource
Routing Requests Based on Message Content
Transforming Message Content
Exposing Several Services as a Single Service
Storing and Forwarding Messages
Using the Gmail Connector
Managing a Business Process
Using the Analytics Dashboard
Analyzing Business Process Statistics

Sending a Simple Message to a Service

Let’s try a simple scenario where a patient makes an inquiry specifying the doctor's specialization (category) to retrieve a list of doctors that match the
specialization. The required information is available in a  backend microservice deployed in the MSF4J profile of WSO2 Enterprise Integrator (WSO2
EI). We configure an API resource in the ESB profile of WSO2 EI that receives the client request, instead of the client sending messages directly to the
back-end service, thereby decoupling the client and the back-end service. 

In this tutorial, you create a REST API in ESB profile to connect to a REST back-end service (microservice) that is defined as an HTTP
endpoint in the ESB. If you want to see how information stored in a database (instead of a microservice) can be used, see the tutorial on sen

.ding a simple message to a datasource

Before you begin,

Install Oracle Java SE Development Kit (JDK) version 1.8.* and set the  environment variable.JAVA_HOME
Go to the  of , select , and download the  distributionproduct page WSO2 Enterprise Integrator  Other Installation Options Binary .
Extract the ZIP file of the binary. This will be your  directory.<EI_HOME>
Select and download the relevant WSO2 Integration Studio ZIP file based on your operating system from  and then extract the ZIPhere
file. 
The path to this folder is referred to as     this tutorial.<EI_TOOLING> throughout

Download the MSF4J service from  and copy the JAR file to the  foldehere <EI_HOME>/wso2/msf4j/deployment/microservices
r. The back-end service is now deployed in the MSF4J profile of WSO2 EI.

Getting an error message? See the troubleshooting tips given under Installing WSO2 Integration Studio.

https://docs.wso2.com/display/EI650/Key+Concepts#KeyConcepts-msf4j
https://wso2.com/integration/
https://wso2.com/integration/tooling/
https://github.com/wso2-docs/WSO2_EI/blob/master/Back-End-Service/Hospital-Service-2.0.0.jar
https://docs.wso2.com/display/EI650/Installing+WSO2+Integration+Studio#InstallingWSO2IntegrationStudio-Troubleshooting
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1.  
2.  

3.  

Let's get started!

This tutorial includes the following sections:

Creating the message mediation artifacts
Creating the deployable artifacts project
Connecting to the back-end service 
Mediating requests to the back-end service

Packaging the artifacts
Starting the ESB profile and deploying the artifacts
Starting the MSF4J profile
Sending requests to the ESB

Creating the message mediation artifacts

Requests going through the ESB profile of WSO2 EI are called messages, and   is a fundamental part of any ESB. In this section, wemessage mediation
configure the message mediation process in the ESB profile that routes all received messages to the back-end service (healthcare service). We use the
Eclipse-based WSO2 Integration Studio to create the message mediation artifacts and then deploy them to the ESB profile of WSO2 EI.

Creating the deployable artifacts project

Follow the steps given below to create an ESB solution project.

Open  .WSO2 Integration Studio
Go to   and click  . ESB Project Create New

Enter   as the project name. Be sure to select the following check boxes so that the relevant projects will be created.SampleServices
Create Registry Resources Project
Create Connector Exporter Project
Create Composite Application Project

See the following topics for a description of the   that you need to know when creating ESB artifacts:concepts

REST API
Endpoints
Sequences

https://docs.wso2.com/display/EI650/Key+Concepts#KeyConcepts-restAPI
https://docs.wso2.com/display/EI650/Key+Concepts#KeyConcepts-Messageexitpoints
https://docs.wso2.com/display/EI650/Key+Concepts#KeyConcepts-Sequences
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3.  

4.  Click . Finish
You have now created the following projects as shown in the Project Explorer:

Next, we create an endpoint inside the SampleServices ESB Solution project that will allow the ESB to connect to the back-end service.

Connecting to the back-end service 

To connect to the back-end service, we must expose a URL that can be used to connect to the service. To do this, we will create an endpoint for this
service.
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1.  
2.  
3.  

Right-click   in the Project Explorer and navigate to  .SampleServices New -> Endpoint
Ensure   is selected and click  . Create a New Endpoint Next
Enter the information given below to create the new endpoint.

Field Value Description

Endpoint Name QueryDoctorEP The name of the endpoint.

Endpoint Type HTTP Endpoint Indicates that we are connecting to REST back-end
service.

URI Template http://localhost:9090/healthcare/{uri.
}var.category

The template for the request URL expected by the
MSF4J service deployed in the MSF4J profile. In
this case, the variable 'category' that needs to be
included in the request for querying doctors, is
represented as   in the{uri.var.category}
template. 

Method GET Indicates that we are creating this endpoint for GET
requests that are sent to the back-end service.

Static Endpoint Select this option because we are going to use this
endpoint only in this ESB Solution project and will
not re-use it in other projects. If you need to create
a reusable endpoint, you create it as a Dynamic
Endpoint and save the endpoint in either the
Configuration or Governance Registry. For more
information, see the documentation on  .registries

Save Endpoint in SampleServices This is the ESB Solution project we created in the
last section

The sample back-end service (i.e. the  file) we are using in this tutorial is a sample .Hospital-Service-2.0.0.jar MSF4J service

https://docs.wso2.com/display/ADMIN44x/Working+with+the+Registry
https://github.com/wso2-docs/WSO2_EI/tree/master/Back-End-Service
https://docs.wso2.com/display/EI650/Key+Concepts#KeyConcepts-msf4j
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3.  

4.  Click  . Finish
The QueryDoctorEP endpoint is saved in the   folder within the ESB Solution Project you created.endpoints

Now that you have created the endpoint for the back-end service, it’s time to create the REST API and the relevant API resource that will receive requests
from client applications, mediate them and send them to the endpoint, and return the results to the client.
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1.  
2.  
3.  

4.  

Mediating requests to the back-end service

We use WSO2 Integration Studio to create a REST API named . Next, we create a resource within this API for the GET HTTP methodHealthcareAPI
that is used to send requests to the Healthcare back-end service and retrieve available doctor information.

In the Project Explorer, right-click   and navigate to  .SampleServices New -> REST API
Ensure   is selected and click Create A New API Artifact Next.
Enter the details given below to create a new REST API. 

Field Value Description

Name HealthcareAPI The name of the REST API in WSO2 EI.

Context /healthcare Here we are anchoring the API in the /healthcar
 context. This will become part of the name of thee

generated URL used by the client when sending
requests to Healthcare service. For example,
setting the context to /healthcare defines that the
API will only handle HTTP requests where the URL
path starts with http://<host>:<port>/healt
hcare.

Save location SampleServices This is the ESB Solution project we have already
created previously.

 
Click  . Finish
Once the API resource is created, the design view of the   file will appear as shown below. You can now start configuringHealthcareAPI.xml
the API resource. 

The top part of the canvas is the  , which controls how incoming messages are mediated. In sequence
The middle part of the canvas is the  , which controls how responses are handled. In this case, a Send mediatorOut sequence
is already in place to send responses back to the requesting client.
The bottom part of the canvas is the  , which allows you to configure how to handle messages when an errorFault sequence
occurs (for more information, see  ).Error Handling
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4.  

5.  

6.  

Double-click the  icon on the left side of the canvas. Resource
The properties for the API resource appear on the  tab at the bottom of the window. If they do not appear, you can right-click the Properties Reso

 icon and click  .urce Show Properties View
On the  tab, provide the following as  properties:Properties Basic

Url Style Click the respective  field, click the down arrow, and then select   from the listValue URI_TEMPLATE

URI-Template Enter . This defines the request URL format. In this case, the full request/querydoctor/{category}
URL format is  where   is ahttp://<host>:<port>/querydoctor/{category} {category}
variable. 

Methods Check if the value of   is set to true. This defines that the API resource only handles the requests whereGet
the HTTP method is GET.
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6.  

7.  
a.  

b.  

i.  

ii.  

We are now ready to configure the In sequence to handle requests from the client. 
Configure the In sequence:

From the  palette, click and drag a Log mediator to the In sequence (the top of the canvas).Mediators

With the Log mediator selected, access the Property tab and fill in the information in the table below:

Field Value Description

Log Category INFO Indicates that the log contains an informational
message.

Log Level Custom When  is selected, only specifiedCustom
properties will be logged by this mediator.
For more information on the available log
levels, see the .Log Mediator

Log Separator (blank) Since there is only one property that is being
logged, we do not require a separator, so this
field can be left blank.

Properties Follow the steps given below to extract the
stock symbol from the request and print a
welcome message in the log

Click the   field of the   proValue Properties
perty, and then click the   iconbrowse (...)
that appears.
In the Log Mediator Configuration dialog,
click  , and then add a property calledNew
"message" as follows:

Name: message
Type: LITERAL
(We select LITERAL because the
required log message is a static
value.)
Value/Expression: "Welcome to
HealthcareService"

Description Request Log The  field provides the name thatDescription
appears for the Log mediator icon in the design
view.

You can use the   to log a message when the request is received by the In sequence of the API resource. In thisLog mediator
scenario, we will configure the Log mediator to display the following message: “Welcome to the HealthcareService”.

https://docs.wso2.com/display/EI650/Log+Mediator#LogMediator-log-level
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7.  

b.  

c.  
d.  

i.  
ii.  

Click   to save the Log mediator configuration.OK
Configure the   to send the request message to the  endpoint.Send Mediator HealthcareService

From the  palette, click and drag a  mediator to the In sequence adjoining the Log mediator you added above. Mediators Send
From the  palette, click and drag the  endpoint, which we created, right next to the emptyDefined EndPoints QueryDoctorEP
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7.  

d.  

ii.  

8.  

space of the Send mediator.

Configure the Out sequence to ensure that we send the response from the Healthcare service endpoint, back to the client. For this, we use a Send
mediator with no output endpoint defined, which defaults to sending the response back to the requesting client
From the  palette, click and drag a  mediator to the Out Sequence (the bottom part of the canvas).Mediators Send
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1.  

2.  
3.  

1.  
2.  
3.  

You have successfully created all the artifacts that are required to send a request through the ESB to the back-end service. We will now package these
artifacts and deploy them in the ESB profile of WSO2 EI.

Packaging the artifacts

You need to Package the  endpoint and the I resource into the  named QueryDoctorEP HealthcareAP Composite Application (C-App) project SampleSe
. rvicesCompositeApplication

Follow the steps given below to create the CAR file using one of the following options:
C-App project

Right-click the C-App project and select   from the pop-up menu. Export Composite Application Project
Example:

Define the location you want to generate the CAR file by clicking the Browse next to  and click .Export Destination Next
Select the artifact that needs to be included into the CAR file and click .Finish

Now you see the  file created in the defined location..car

pom.xml file

Open the   file of the C-App project in the Composite Application Project POM Editor.pom.xml
Select the artifact that needs to be included into the CAR file.
Click

and define the location you want to create the CAR file.

Now you see the .car file created in the defined location.

You have now exported all your project's artifacts into a single CAR file. Next, you need to deploy the Composite Application in the server.

The  Composite Application project is generated and is listed under SampleApp project in the Project Explorer. The SampleCApp Composite
 can be accessed by selecting the  file listed under SampleServicesCompositeApplication project.Application Project POM Editor pom.xml

Tip: When you create a CAR file with artifacts, ensure that each artifact name is the same as the relevant artifact file name.

Note
In a CAR file, if a particular artifact name is different from the relevant artifact file name, re-deploying the CAR file fails with an error.
If a CAR file has one or more artifacts that are named differently from the relevant artifact file name, you are unable to remove those
artifacts from memory when you delete the CAR file.

https://docs.wso2.com/display/EI600/Key+Concepts#KeyConcepts-CompositeApplicationproject
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1.  
2.  
3.  

4.  

5.  

6.  

Starting the ESB profile and deploying the artifacts

Follow the steps given below to create a server and start the server using WSO2 Integration Studio.

In , click  to add a new server..WSO2 Integration Studio Miscellaneous  Add New Server
In the  dialog box, expand the  folder, and select the respective product and version.Define a New Server WSO2
Click  , click   that is next to  , and select the WSO2 EI distribution directory, to define the server runtime environmentNext Browse CARBON_HOME
and click  .Next

Review the default port details for the ESB profile of WSO2 EI. Typically, you can leave these unchanged, but if you are already running another
server on these ports, specify unused ports here. See   for more information. Click  . Default Ports of WSO2 Products Next 
To deploy the CApp project in the ESB server that we just added, select   from the list, click   to moveSampleServicesCompositeApplication Add
it into the Configured list, and then click  .Finish

 
The ESB server of WSO2 EI is now added inside Eclipse tooling.
On the Servers tab, you see that the server is currently stopped. Click 

on the Servers tab's toolbar to start the server. 

Warning!
If you are running on a  (MacOS, Ubunto, or CentOS), be sure that your WSO2 EI distribution is a  distributi linux-based system binary
on downloaded from the website. If you use a product distribution that was set up using the product installer, you will require special
permissions to start the product through WSO2 Integration Studio.

https://docs.wso2.com/display/ADMIN44x/Default+Ports+of+WSO2+Products
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6.  

1.  
2.  

1.  
2.  

3.  

If you are prompted to save changes to any of the artifact files, click  . Yes
As the server starts, the Console tab appear. You should see messages indicating that the C-App was successfully deployed. The C-App will now
be available in the ESB profile's management console ( ).Manage -> Carbon Applications -> List

Starting the MSF4J profile

To be able to send requests to the back-end service (which is an MSF4J service deployed in MSF4J profile), you need to first start the MSF4J runtime:

Open a terminal and navigate to the  directory.<EI_HOME>/wso2/msf4j/bin
To start the runtime, execute the MSF4J startup script as shown below.

On MacOS/Linux/CentOS

sh carbon.sh

On Windows

carbon.bat

The Healthcare service is now active and you can start sending requests to the service.

Sending requests to the ESB

Let's send a request to our REST API (HealthcareAPI), which is now deployed in the ESB profile of WSO2 EI. You will need a REST client like curl for this.

In your Web browser, navigate to the ESB profile's management console using the following URL:  . /https://localhost:9443/carbon
Log in to the management console using the following credentials:

Username: admin
Password: admin

In the left navigation pane, click   under  . APIs Service Bus
You see that the REST API that we created earlier (HealthcareAPI) listed here. This API is now ready to receive requests and to send them to the
back-end service. You can also view the API Invocation URL that is used in to send the request to the service.

You can also deploy the artifacts to the ESB server using a .Composite Application Archive (CAR) file

https://docs.wso2.com/display/ADMIN44x/Packaging+Artifacts+into+Composite+Applications#PackagingArtifactsintoCompositeApplications-createCARCreatingaCompositeApplicationArchive(CAR)file
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3.  

4.  

5.  

6.  

Open a command line terminal and enter the following request:

curl -v  http://localhost:8280/healthcare/querydoctor/surgery

You will see the response message from the HealthcareService with a list of available doctors and the relevant details.

[{"name":"thomas collins",
  "hospital":"grand oak community hospital",
  "category":"surgery",
  "availability":"9.00 a.m - 11.00 a.m",
  "fee":7000.0},
 {"name":"anne clement",
  "hospital":"clemency medical center",
  "category":"surgery",
  "availability":"8.00 a.m - 10.00 a.m",
  "fee":12000.0},
 {"name":"seth mears",
  "hospital":"pine valley community hospital",
  "category":"surgery",
  "availability":"3.00 p.m - 5.00 p.m",
  "fee":8000.0}

Now, check the ESB profile's server console in Eclipse, and you will see the following message: 
INFO - LogMediator message = "Welcome to HealthcareService"

This is the message printed by the Log mediator when the message from the client is received in the In sequence of the API resource.

You have now created and deployed an API resource in the ESB profile, which receives requests, logs a message using the Log mediator, sends the
request to a back-end service using the Send mediator, and returns a response to the requesting client. 

Sending a Simple Message to a Datasource

Let’s try a simple scenario where a patient makes an inquiry specifying the doctor's specialization (category) to retrieve a list of doctors that match the
specialization. The required information is stored in an H2 database that is shipped with this product. We will create a data service in the ESB profile of

The above request is formed as per the   when creating the endpoint. definedURI-Template

http:// /healthcare/{uri.var.category<host>:<port> }

The  of the above URI is derived from the  when creating the API resource.{uri.var.category} URI-Template defined

http://<host>:<port>/querydoctor/{category}

Other categories you can try sending in the request are:

cardiology
gynaecology
ent
paediatric
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1.  

2.  

WSO2 Enterprise Integrator (WSO2 EI), which will expose the information in the database, thereby decoupling the client and the database layer in the back
end. The client will then communicate with the data service hosted in WSO2 EI to get the required information instead of communicating directly with the
back end.

In this tutorial, we will define a data service in the ESB profile of WSO2 EI to expose the back-end database. A client can then invoke the
data service to send messages to the database. If you want to use a back-end service instead of a database, see the tutorial on sending a

.simple message to a service

Let's get started!

This tutorial includes the following sections:

Downloading and set up WSO2 EI
Starting WSO2 EI
Exposing a datasource through a data service
Sending requests to the ESB

Downloading and set up WSO2 EI

Let's set up a back-end database for the healthcare service. We will create a database named  in the DATA_SERV_QSG <EI_HOME>/samples/data-ser
 directory for this purpose.vices/database

Download the  file and extract it to a location on your computer. Let's call this location  . ThisdataServiceSample.zip <Dataservice_Home>
contains a DB script for updating the back-end database with the channeling information of the healthcare service.
Open a terminal, navigate to the   directory and execute the following command:<Dataservice_Home>

ant -Ddshome=<PATH_TO_EI_HOME>

The database is now updated with information on all available doctors in the healthcare service.

Starting WSO2 EI

1.  
2.  

Before you begin
Install Oracle Java SE Development Kit (JDK) version 1.8.* and set the JAVA_HOME environment variable.
Go to the  of , select , and download the  distribution.product page WSO2 Enterprise Integrator  Other Installation Options Binary
Extract the ZIP file of the binary. This will be your  directory.<EI_HOME>

When executing the below command, replace the  with the folder path of your WSO2 EI distribution. For<PATH_TO_EI_HOME>
example, if your WSO2 EI distribution (i.e., ) is located in the  directory, execute the following<EI_HOME> /Users/Documents/
command: ant -Ddshome= wso2ei-6.x.x/Users/Documents/

Also, you need to install  to execute this command.Apache Ant

https://github.com/wso2-docs/WSO2_EI/blob/master/Quick_Start_Guide_Artifacts/dataServiceSample.zip
https://wso2.com/integration/
https://ant.apache.org/
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1.  
2.  

1.  
2.  
3.  

4.  
5.  

a.  
b.  

c.  

Follow the steps given below to start the ESB runtime of WSO2 EI and create the data service"

To start the ESB profile, open a terminal, navigate to the  directory, and execute one of the following commands:<EI_HOME>/bin/

On MacOS/Linux/CentOS

sh integrator.sh

On Windows

integrator.bat

In your Web browser, navigate to the ESB profile's management console using the following URL:   ./https://localhost:9443/carbon
Log into the management console using the following credentials:

Username: admin
Password: admin

Exposing a datasource through a data service

Now, let's start creating the data service using the management console.

On the   tab, click  under  . Main Create  Data Service
In the   screen, enter  as the data service name, and click  .Create Data Service DOCTORS_DataService Next
Click Add New Datasource and enter the following details:

Field Value

DatasourceID default

Datasourcetype Select  and .RDBMS default

Database Engine H2

Driver Class org.h2.Driver

URL jdbc:h2:file:./samples/data-services/database/DATA_SERV_QSG

User Name wso2ds

Password wso2ds

Click   and then click   to start defining a query.Save Next
Now, let's start writing a query to get data from the datasource. 
First, you need to define a query to get the details of all the available doctors from the database.

Click   to open the   screen.Add New Query Add New Query
Enter the following values:

Field Value

Query ID select_all_DOCTORS_query

Datasource default 

SQL

SELECT NAME, HOSPITAL, SPECIALITY, AVAILABILITY, CHARGE FROM
PUBLIC.DOCTORS
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5.  

c.  
d.  

6.  
7.  

a.  
b.  

c.  
d.  

e.  
f.  
g.  

Click Generate Response to automatically create mappings for the fields.
Under the section, change the values of the following fields. Result (Output Mapping) 

Grouped by element DOCTORSCollection

Row name DOCTOR

The output mapping will be as shown below.

Click .Save
Now, let's create another query that can get the doctor information based on specialization.

Click Add New Query to open the Add New Query screen.
Enter the following values:

Field Value

Query ID select_DOCTORS_from_SPECIALITY_query

Datasource default 

SQL

SELECT NAME, HOSPITAL, SPECIALITY, AVAILABILITY, CHARGE FROM
PUBLIC.DOCTORS WHERE SPECIALITY=?

Click  and a new input mapping record will be created. Generate Input Mappings
Edit the record and change the  to SPECIALITY, and click . You will now have the following input mapping:Mapping Name Save

Click  , to go back to the main configuration after adding the input mapping.Main Configuration
Click Generate Response to automatically create mappings for the fields. 
Under the Result (Output Mapping) section, change the values of the following fields

Output mapping specifies how the data that is fetched from your query will be shown in the response. Note that, by default, the
output type is  .XML

Input mappings allow you to add parameters to a query so that you can set the parameter value when executing the
query. According to the above definition, you need to provide the SPECIALTY as an input in order to retrieve the data
corresponding to the SPECIALTY.
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7.  

g.  

8.  

9.  
a.  

b.  
10.  

a.  

b.  
11.  

Grouped by element DOCTORList

Row name DOCTOR

The output mapping will be as shown below.

Click Save and then click Next to open the Operations screen. 
Since we are exposing the data as a REST resource, we do not need an operation. An operation is needed only if you are exposing the data as a
SOAP operation.
Click Next to open the  screen.Resources

Click   to open the   screen. Add New Resources Add Resources
Let's first create a resource to invoke the  :select_all_DOCTORS_query

Field Value

Resource Path /getAllDoctors

Resource Method GET

Query ID select_all_DOCTORS_query

Click  to save the resource.Save
Now, let's create another resource to invoke the  .select_DOCTORS_from_SPECIALITY_query

Click Add New Resources to open the Add Resources screen and enter the following details:

Field Value

Resource Path /getDoctors

Resource Method GET

Query ID select_DOCTORS_from_SPECIALITY_query

Click  to save the resource.Save
Click  after you have defined the resourcesFinish  to complete the data service creation process. You are now taken to the Deployed Services sc
reen, which shows all the data services deployed on the server including the one you created. 

Output mapping specifies how the data that is fetched from your query is shown in the response. Note that, by default, the
output type is  .XML
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1.  

2.  

Sending requests to the ESB

Let's send a request to the data service, which is now deployed in the ESB profile of WSO2 EI. You will need a REST client like curl for this.

Open a command line terminal and enter the following request to get the information of all the doctors specializing under surgery.

curl -v
http://localhost:8280/services/DOCTORS_DataService/getDoctors?SPECIALIT
Y=surgery

You see the following response message from data service with a list of all available doctors and relevant details.

You can use the specialties listed below in your request too:

cardiology
gynaecology
ent
paediatric
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<DOCTORSLIST xmlns="http://ws.wso2.org/dataservice">
<DOCTOR>
    <NAME>thomas collins</NAME>
    <HOSPITAL>grand oak community hospital</HOSPITAL>
    <SPECIALITY>surgery</SPECIALITY>
    <AVAILABILITY>9.00 a.m - 11.00 a.m</AVAILABILITY>
    <CHARGE>7000</CHARGE>
</DOCTOR>
<DOCTOR>
    <NAME>anne clement</NAME>
    <HOSPITAL>clemency medical center</HOSPITAL>
    <SPECIALITY>surgery</SPECIALITY>
    <AVAILABILITY>8.00 a.m - 10.00 a.m</AVAILABILITY>
    <CHARGE>12000</CHARGE>
</DOCTOR>
<DOCTOR>
    <NAME>seth mears</NAME>
    <HOSPITAL>pine valley community hospital</HOSPITAL>
    <SPECIALITY>surgery</SPECIALITY>
    <AVAILABILITY>3.00 p.m - 5.00 p.m</AVAILABILITY>
    <CHARGE>8000</CHARGE>
</DOCTOR>
</DOCTORSLIST>

Routing Requests Based on Message Content

In the  tutorial, we routed a simple message to a single endpoint in the back-end service. In this tutorial, we areSending a Simple Message to a Service
building on the same sequence, by creating the mediation artifacts that can route a message to the relevant endpoint, depending on the content of the
message payload.

When the client sends the appointment reservation request to the ESB, the message payload of the request contains the name of the hospital where the
appointment needs to be confirmed. The HTTP request method that is used for this is POST. Based on the hospital name sent in the request message, the
ESB should route the appointment reservation to the relevant hospital's back-end service.

In this tutorial, you will use a  to route messages based on the message content to the relevant HTTP Endpoint defined inSwitch mediator
the ESB. The back-end service used in this example is a micro service stored in the   of WSO2 EI.MSF4J profile

For more details on how routing of messages within the ESB is done based on the message content, refer Content-Based Router Enterprise Integration
Pattern.

See the following topics for a description of the   that you need to know when creating ESB artifacts:concepts

REST API
Endpoints

1.  
2.  

3.  

4.  

5.  

Before you begin,

Install Oracle Java SE Development Kit (JDK) version 1.8.* and set the JAVA_HOME environment variable.
Go to the  of , select , and download the  distribution.product page WSO2 Enterprise Integrator  Other Installation Options Binary
Extract the ZIP file of the binary. This will be your  directory.<EI_HOME>
Select and download the relevant WSO2 Integration Studio ZIP file based on your operating system from   and then extract the ZIPhere
file.  
The path to this folder will be referred to as   throughout this tutorial.<EI_TOOLING>

If you did not try the  tutorial yet, open WSO2 Integration Studio, click  , and click . Sending a Simple Message to a Service File Import
Next, expand the  category and select  , click   and upload the WSO2 Existing WSO2 Projects into workspace Next pre-packaged

. project
This contains the configurations of the  tutorial so that you do not have to repeat those steps.Sending a Simple Message to a Service
Download the MSF4J service from  and copy the JAR file to the  direchere <EI_HOME>/wso2/msf4j/deployment/microservices
tory. The back-end service is now deployed in the MSF4J profile of WSO2 EI.

Getting an error message? See the troubleshooting tips given under .Installing WSO2 Integration Studio

https://docs.wso2.com/display/EI650/Key+Concepts#KeyConcepts-msf4j
https://docs.wso2.com/display/EIP/Content-Based+Router
https://docs.wso2.com/display/EIP/Content-Based+Router
https://docs.wso2.com/display/EI650/Key+Concepts#KeyConcepts-RESTAPIs
https://docs.wso2.com/display/EI650/Key+Concepts#KeyConcepts-Messageexitpoints
https://wso2.com/integration/
https://wso2.com/integration/tooling/
https://github.com/wso2-docs/WSO2_EI/blob/master/Integration-Tutorial-Artifacts/SimpleMessageToServiceTutorial.zip
https://github.com/wso2-docs/WSO2_EI/blob/master/Integration-Tutorial-Artifacts/SimpleMessageToServiceTutorial.zip
https://github.com/wso2-docs/WSO2_EI/blob/master/Back-End-Service/Hospital-Service-2.0.0.jar
https://docs.wso2.com/display/EI650/Installing+WSO2+Integration+Studio#InstallingWSO2IntegrationStudio-Troubleshooting
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Let's get started!

This tutorial contains the following sections:

Connecting to the back-end service
Mediating requests to the back-end service
Packaging the artifacts
Starting the ESB profile and deploying the artifacts
Starting the MSF4J profile
Sending requests to WSO2 EI

Connecting to the back-end service

Let's create three different HTTP endpoints for the above services.

Right-click   in the Project Explorer and navigate to  . Ensure   is selected and click SampleServices New -> Endpoint Create a New Endpoint Next.
Fill in the information as in the following table:

Field Value

Endpoint Name GrandOakEP

Endpoint Type HTTP Endpoint

URI Template http://localhost:9090/grandoaks/categories/{uri.var.category}/reserve

Method POST

Static Endpoint Select this option because we are going to use this endpoint only in this ESB Solution project and will not
re-use it in other projects.

Save Endpoint in SampleServices

In this tutorial we have three hospital backend services hosted in the MSF4J profile of WSO2 EI:

Grand Oak Community Hospital: http://localhost:9090/grandoaks/
Clemency Medical Center:     http://localhost:9090/clemency/
Pine Valley Community Hospital:   http://localhost:9090/pinevalley/

The request method is POST and the format of the request URL expected by the backend services is: http://localhost:9090/grandoaks
/categories/{category}/reserve

http://www.google.com/url?q=http%3A%2F%2Fwso2training-restsamples.wso2apps.com&sa=D&sntz=1&usg=AFQjCNE1BNuijjPR4A_lU-yRk5TF3lDYKw
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2.  

3.  
4.  

1.  

Click  .Finish
Similarly, create the HTTP endpoints for the other two hospital services using the URI Templates given below:

ClemencyEP:  http://localhost:9090/clemency/categories/{uri.var.category}/reserve
PineValleyEP:  http://localhost:9090/pinevalley/categories/{uri.var.category}/reserve

You have now created the three endpoints for the hospital backend services that will be used to make appointment reservations.

Mediating requests to the back-end service

To implement the routing scenario, let's update the REST API we created in the previous section by adding a new API resource. We will then use a Switch
mediator to route the message to the relevant back-end service based on the hospital name that is passed in the payload of the request message. 

Let’s update the REST API we created in the  using WSO2 Integration Studio.previous tutorial

In the REST API configuration, select API Resource in the API palette and drag it onto the canvas just below the previous API resource that was
created.

You can also create a single endpoint where the differentiation of the hospital name can be handled using a variable in the URI template. See
the following tutorial: .Exposing Several Services as a Single Service

Using three different endpoints is advantageous when the back-end services are very different from one another and/or when there is a
requirement to configure error handling differently for each of them.

https://docs.wso2.com/display/EI600/Sending+a+Simple+Message#SendingaSimpleMessage-Mediatingrequeststotheback-endservice
https://docs.wso2.com/display/EI600/Exposing+Several+Services+as+a+Single+Service#ExposingSeveralServicesasaSingleService-Connectingtotheback-endservices
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1.  

2.  

3.  

4.  

Click the API Resource you just added to access the  tab and fill in the following details:Properties

Url Style Click in the   field, click the down arrow, and select  from the list.Value URI_TEMPLATE  

URI-Template Enter /categories/{category}/reserve

Methods Enable   Post

Drag a  from the  palette to the In Sequence of the API resource and name it . Property Mediator Mediators Get Hospital
This is used to extract the hospital name that is sent in the request payload.
With the Property mediator selected, access the  tab and fill in the following details:Properties

Property Name New Property...

New Property Name Hospital
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4.  

5.  
6.  

7.  

8.  

Property Action set

Value Type EXPRESSION

Value Expression Click   field of Value Expression in the   tab and add the following expression:Value Property
json-eval($.hospital)

Add a Switch mediator from the  palette just after the Property Mediator. Mediator
Right-click the Switch mediator you just added and select   to add the number of cases you want to specify. Add/Remove Case

 
In this scenario, we are assuming there are three different hospitals, hence there are three cases. 
Enter 3 for Number of branches and click  . OK
 

With the Switch mediator selected, go to the  tab, and fill in the details given below:Properties

This is the   that will extract the hospital from the request payload.JSONPath expression

https://docs.wso2.com/display/EI600/JSON+Support#JSONSupport-AccessingcontentfromJSONpayloads
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8.  

a.  
b.  
c.  
d.  

a.  
b.  
c.  

d.  

9.  

10.  

Source XPath The   field is where we specify the XPath expression, which obtains the value of Hospital that we stored in the Property mediator.Source XPath

Follow the steps given below to specify the expression:

Click in the   field of the   property.Value Source XPath
Click the  .browse (...)
Enter  and overwrite the default expression.get-property('Hospital')
Click   OK.

Case Branches Follow the steps given below to add the case branches:

Click in the   field of the   property.Value Case Branches
Click the  .browse (...)
Change the RegExp values as follows:

Case 1: grand oak community hospital
Case 2:  clemency medical center
Case 3:  pine valley community hospital

Click . OK

Let's add a  to print a message indicating to which hospital the request message is being routed. Log mediator
Drag a  to the first Case box of the Switch mediator, and name it .Log mediator Grand Oak Log
With the Log mediator selected, access the  tab and fill in the information given in the table below:Properties

Field Value Description

Log Category INFO Indicates that the log contains an informational
message.

Log Level CUSTOM When  is selected, only specified propertiesCustom
will be logged by this mediator. 
For more information on the available log levels,
see the  .Log Mediator

For more information on  , see  .get-property() XPath Extension Functions

https://docs.wso2.com/display/EI6xx/Log+Mediator#LogMediator-log-level
https://docs.wso2.com/display/EI600/XPath+Extension+Functions#XPathExtensionFunctions-func
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10.  

a.  
b.  

c.  

11.  

12.  

13.  

14.  

Log Separator (blank) Since there is only one property that is being
logged, we do not require a separator, so this field
can be left blank.

Properties Follow the steps given below to extract the stock symbol from the request and print a welcome message in
the log

Click the   field of the   property, and then click the   icon that appears.Value Properties browse (...)
In the Log Mediator Configuration dialog, click  , and then add a property as follows:New

Name: message
Type:   EXPRESSION
(We select  because the required properties for the log message must be extractedEXPRESSION
from the request, which we can do using an XPath expression.)
Value/Expression: Click the   icon in the   field and enter browse (...) Value/Expression fn:con

.cat('Routing to ', get-property('Hospital'))

Click .OK

Add a  adjoining the Log mediator and add the  from  palette to the empty boxSend mediator GrandOakEP endpoint Defined Endpoints
adjoining the Send mediator.

Add  in the other two  in Switch mediator and then enter the same properties as in . Log mediators Case boxes Step 10
Make sure to name the two Log mediators as  and   respectively. Clemency Log Pine Valley Log
Add  adjoining these log mediators and respectively add the  and  endpoints from the Send mediators ClemencyEP PineValleyEP Defined

 palette.Endpoints

Add a  to the  (the bottom box) of the Switch mediator and configure it the same way you did for the .Log mediator Default Log mediator above

This XPath expression value gets the value stored in the Property mediator and
concatenates the two strings to display the log message Routing to <hospital

.name>

You have now configured the Switch mediator to log the  message when a request is sent to thisRouting to <Hospital Name>
API resource. The request message will then be routed to the relevant hospital backend service based on the hospital that is sent in the
request payload. 

Make sure to name it   and changing its Value/Expression as follows: Fault Log fn:concat('Invalid hospital - ',
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14.  

15.  

16.  
17.  

1.  
2.  

The default case of the Switch mediator handles the invalid hospital requests that are sent to the request payload.  This logs the message Invali
" for requests that have the invalid hospital name.d hospital - <Hospital Name>

Drag a  next to the Log mediator you just added. Respond mediator
This ensures that there is no further processing of the current message and returns the request message back to the client.
The In Sequence of the API resource configuration should now look like this:

Drag a  to the  of the API resource, to send the response back to the client. Send mediator Out sequence
Save the updated REST API configuration.

Packaging the artifacts

Package the C-App names SampleServicesCompositeApplication project with the artifacts created. 

Open the   file of the C-App project in the Composite Application Project POM Editor.pom.xml
Select the artifact that needs to be included into the CAR file.

get-property('Hospital'))

Ensure the following artifact check-boxes are selected in the .Composite Application Project POM Editor

HealthcareAPI
ClemencyEP
GrandOakEP
PineValleyEP
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2.  

3.  

1.  
2.  

Click

 and define the location you want to create the CAR file.

Starting the ESB profile and deploying the artifacts

Assuming you have already added a server for the ESB profile in Eclipse, on the  tab, expand the WSO2 Carbon server, right-click Servers SampleService
, and choose  . The Console window of the ESB profile will indicate that the CApp has been deployed successfully.sCompositeApplication Redeploy

Starting the MSF4J profile

To be able to send requests to the back-end service (which is an MSF4J service deployed in the MSF4J profile), you need to first start the MSF4J runtime:

Open a terminal and navigate to the   directory.<EI_HOME>/wso2/msf4j/bin
Start the runtime by executing the MSF4J startup script as shown below.

If you do not have a server added in Eclipse, refer .this tutorial
You can also deploy the artifacts to the ESB server using a . Composite Application Archive (CAR) file

https://docs.wso2.com/display/EI650/Sending+a+Simple+Message+to+a+Service#SendingaSimpleMessagetoaService-StartingtheESBprofileanddeployingtheartifacts
https://docs.wso2.com/display/ADMIN44x/Packaging+Artifacts+into+Composite+Applications#PackagingArtifactsintoCompositeApplications-createCARCreatingaCompositeApplicationArchive(CAR)file
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2.  

1.  

2.  

On MacOS/Linux/CentOS

sh carbon.sh

On Windows

carbon.bat

The Healthcare service is now active and you can start sending requests to the service.

Sending requests to WSO2 EI

Let's send a request to the API resource to make a reservation.

Create a JSON file names  with the following request payload.request.json

{
  "patient": {
    "name": "John Doe",
    "dob": "1940-03-19",
    "ssn": "234-23-525",
    "address": "California",
    "phone": "8770586755",
    "email": "johndoe@gmail.com"
  },
  "doctor": "thomas collins",
  "hospital": "grand oak community hospital",
  "appointment_date": "2025-04-02"
}

Navigate to the directory where you have saved the  file and execute the following command.request.json

You can also try using any of the following parameters in your request payload.

For hospital:

clemency medical center
pine valley community hospital

Doctor Names:

thomas collins
henry parker
abner jones
anne clement
thomas kirk
cailen cooper
seth mears
emeline fulton
jared morris
henry foster
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2.  

3.  

curl -v -X POST --data @request.json
http://localhost:8280/healthcare/categories/surgery/reserve --header
"Content-Type:application/json"

You get the following response:

{"appointmentNumber":1,
  "doctor":
       {"name":"thomas collins",
        "hospital":"grand oak community hospital",
        "category":"surgery","availability":"9.00 a.m - 11.00 a.m",
        "fee":7000.0},
  "patient":
      {"name":"John Doe",
       "dob":"1990-03-19",
       "ssn":"234-23-525",
       "address":"California",
       "phone":"8770586755",
       "email":"johndoe@gmail.com"},
  "fee":7000.0,
  "confirmed":false}

Now check the Console tab in Eclipse and you will see the following message: INFO - LogMediator message = Routing to grand oak
community hospital
This is the message printed by the Log mediator when the message from the client is routed to the relevant endpoint in the Switch mediator.

You have successfully completed this tutorial and have seen how the requests received by the ESB can be routed to the relevant endpoint using the Switch
mediator. 

Transforming Message Content

Message transformation is necessary when the message format sent by the client is different from the message format expected by the back-end service.
The   architectural pattern in the ESB of WSO2 Enterprise Integrator (WSO2 EI) describes how to translate from one data format toMessage Translator
another.

In this tutorial, you send a request message to a back-end service where the payload is in a different format when compared to the request
payload expected by the back-end service. The  in the ESB is used to transform the request message payload to theData Mapper mediator
format expected by the back-end service.

The URI-Template format that is used in this command was defined when creating the API resource in step 2 of Connecting to the
: backend service http://<host>:<port>/categories/{category}/reserve

See the following topics for a description of the   that you need to know when creating ESB artifacts:concepts

REST API
Endpoints
Sequences

1.  
2.  

3.  

Before you begin,

Install Oracle Java SE Development Kit (JDK) version 1.8.* and set the JAVA_HOME environment variable.
Go to the  of , select , and download the  distribution.product page WSO2 Enterprise Integrator  Other Installation Options Binary
Extract the ZIP file of the binary. This will be your  directory.<EI_HOME>
Select and download the relevant WSO2 Integration Studio ZIP file based on your operating system from   and then extract the ZIPhere
file.  
The path to this folder will be referred to as  throughout this tutorial.<EI_TOOLING> 

Getting an error message? See the troubleshooting tips given under .Installing WSO2 Integration Studio

https://docs.wso2.com/display/EIP/Message+Translator
https://docs.wso2.com/display/EI650/Key+Concepts#KeyConcepts-RESTAPIs
https://docs.wso2.com/display/EI650/Key+Concepts#KeyConcepts-Messageexitpoints
https://docs.wso2.com/display/EI650/Key+Concepts#KeyConcepts-Sequences
https://wso2.com/integration/
https://wso2.com/integration/tooling/
https://docs.wso2.com/display/EI650/Installing+WSO2+Integration+Studio#InstallingWSO2IntegrationStudio-Troubleshooting
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1.  

Let’s assume this is the format of the request sent by the client:

{
  "name": "John Doe",
  "dob": "1940-03-19",
  "ssn": "234-23-525",
  "address": "California",
  "phone": "8770586755",
  "email": "johndoe@gmail.com",
  "doctor": "thomas collins",
  "hospital": "grand oak community hospital",
  "cardNo": "7844481124110331",
  "appointment_date": "2017-04-02"
}

However, the format of the message must be as follows to be compatible with the backend service.

{
  "patient": {
    "name": "John Doe",
    "dob": "1990-03-19",
    "ssn": "234-23-525",
    "address": "California",
    "phone": "8770586755",
    "email": "johndoe@gmail.com"
    "cardNo": "7844481124110331"
  },
  "doctor": "thomas collins",
  "hospital": "grand oak community hospital"
  "appointment_date": "2017-04-02"
}

The client message format must be transformed to the back-end service message format within the In sequence.

Let's get started!

This tutorial contains the following sections:

Creating the deployable artifacts
Packaging the artifacts
Starting the ESB profile and deploying the artifacts
Starting the MSF4J profile
Sending requests to the ESB

Creating the deployable artifacts

The Data Mapper mediator transforms the message within the In sequences. The Data Mapper mediator is a data mapping solution that can be integrated
into a mediation sequence. It converts and transforms one data format to another, or changes the structure of the data in a message. 

In WSO2 Integration Studio, add a Data Mapper mediator just after the Property mediator in the In Sequence of the API resource. 

3.  

4.  

5.  

If you did not try the   tutorial yet, open WSO2 Integration Studio, click  , and thenRouting Requests Based on Message Content File
click  . Next, select   under the   category, click   and upload the Import Existing WSO2 Projects into workspace WSO2 Next pre-package

. This contains the configurations of the  tutorial so that you do not have tod project Routing Requests Based on Message Content
repeat those steps.
Download the MSF4J service from  and copy the JAR file to  folder.here <EI_HOME>/wso2/msf4j/deployment/microservices
The back-end service is now deployed in the MSF4J profile of WSO2 EI.

https://github.com/wso2-docs/WSO2_EI/blob/master/Integration-Tutorial-Artifacts/RequestRoutingTutorial.zip
https://github.com/wso2-docs/WSO2_EI/blob/master/Integration-Tutorial-Artifacts/RequestRoutingTutorial.zip
https://github.com/wso2-docs/WSO2_EI/blob/master/Back-End-Service/Hospital-Service-2.0.0.jar
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1.  

2.  Double-click the Data Mapper mediator icon and provide the following name for the data mapping configuration file that will be created.
Configuration Name: RequestMapping

Click  . You view the data mapping editor.OK

The  project is created at the time of creating the ESB Solution project and will get auto-picked here.SampleServicesRegistry
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2.  

3.  

4.  

5.  

Create a JSON file (e.g., ) by copying the following sample content of the request message sent to the API Resource, and save it ininput.json
your local file system.

{ "name": "John Doe",
  "dob": "1990-03-19",
  "ssn": "234-23-525",
  "address": "California",
  "phone": "8770586755",
  "email": "johndoe@gmail.com",
  "doctor": "thomas collins",
  "hospital": "grand oak community hospital",
  "cardNo": "7844481124110331",
  "appointment_date": "2025-04-02"
}

Right-click on the top title bar of the   box and click  as shown below. Input Load Input

Select   as the  as shown below.JSON Resource Type 

You can  for input and output using the Data Mapper Diagram editor.create a JSON schema manually

https://docs.wso2.com/display/EI600/Creating+a+JSON+Schema+Manually
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5.  

6.  

7.  

8.  

9.  
10.  

Click the   link in  , select the JSON file (i.e., ) you saved in your local file system in step 5, and click file system Select resource from input.json
.  Open

You view the input format loaded in the   box in the editor as shown below. Input

 
Create another JSON file (e.g.,   ) by copying the following sample content of the request message expected by the backendout put.json
service, and save it in your local file system.  

{
  "patient": {
    "name": "John Doe",
    "dob": "1990-03-19",
    "ssn": "234-23-525",
    "address": "California",
    "phone": "8770586755",
    "email": "johndoe@gmail.com"
  },
  "doctor": "thomas collins",
  "hospital": "grand oak community hospital",
  "appointment_date": "2025-04-02"
}

Right-click on the top title bar of the   box and click  as shown below.  Output Load Output 

Select  as the resource type.JSON
Click the   link in  , select the JSON file you saved in your local file system in  , and click  .  file system Select resource from step 7 Open
You view the input format loaded in the   box in the editor as shown below.  Output
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10.  

11.  

12.  
13.  

Do the mapping by dragging arrows from field values in the input box to the relevant field values in the output box. The final mapping is as follows:

Save and close the configuration.
Go back to the   of the API Resource and select the Data Mapper Mediator and edit the following in the   tab:Design View Properties

Input Type: JSON
Output Type: JSONInput and output can be tested as below. 

Check the   and   boxes with the sample messages, to see if the element types (i.e. (Arrays, Objects and PrimitiveInput Output
values) are correctly identified or not. Following signs will help you to identify them correctly. 

{} - represents object elements
[] - represents array elements
<> - represents primitive field values
A - represents XML attribute value
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13.  

14.  Save the REST API configuration.
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1.  
2.  

We are now ready to package and deploy the C-App and send the request.

Packaging the artifacts

Since we created a new Registry Resource project, this will need to be packaged into our existing C-App.

Package the C-App names SampleServicesCompositeApplication project with the artifacts created. 

Starting the ESB profile and deploying the artifacts

Assuming you have already added a server for the ESB profile in Eclipse, on the   tab, expand the WSO2 Carbon server, right-click Servers SampleService
, and choose  . The Console window of the ESB profile will indicate that the CApp has been deployed successfully.sCompositeApplication Redeploy

Starting the MSF4J profile

To be able to send requests to the back-end service (which is an MSF4J service deployed in the MSF4J profile), you need to first start the MSF4J runtime:

Open a terminal and navigate to the   directory.<EI_HOME>/wso2/msf4j/bin
Start the runtime by executing the MSF4J startup script as shown below.

Ensure the following artifact check-boxes are selected in the  .Composite Application Project POM Editor

SampleServices
HealthcareAPI
ClemencyEP
GrandOakEP
PineValleyEP

SampleServicesRegistry

If you do not have a server added in Eclipse, refer .this tutorial
You can also deploy the artifacts to the ESB server using a . Composite Application Archive (CAR) file

https://docs.wso2.com/display/ADMIN44x/Packaging+Artifacts+into+Composite+Applications
https://docs.wso2.com/display/EI650/Sending+a+Simple+Message+to+a+Service#SendingaSimpleMessagetoaService-StartingtheESBprofileanddeployingtheartifacts
https://docs.wso2.com/display/ADMIN44x/Packaging+Artifacts+into+Composite+Applications#PackagingArtifactsintoCompositeApplications-createCARCreatingaCompositeApplicationArchive(CAR)file
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2.  

1.  

2.  

On MacOS/Linux/CentOS

sh carbon.sh

On Windows

carbon.bat

The Healthcare service is now active and you can start sending requests to the service.

Sending requests to the ESB

Create a JSON file names   with the following request payload.request.json

{
"name": "John Doe",
"dob": "1990-03-19",
"ssn": "234-23-525",
"address": "California",
"phone": "8770586755",
"email": "johndoe@gmail.com",
"doctor": "thomas collins",
"hospital": "grand oak community hospital",
"cardNo": "7844481124110331",
"appointment_date": "2025-04-02"
}

Open a command line terminal and execute the following command from the location where   file you created is saved:request.json

curl -v -X POST --data @request.json   --headerhttp://localhost:8280/healthcare/categories/surgery/reserve
"Content-Type:application/json"

You will see the response as follows:

This is derived from the  when creating the API resource.URI-Template defined

http://<host>:<port>/categories/{category}/reserve

http://192.168.1.122:8280/healthcare/categories/SURGERY/reserve
https://docs.wso2.com/display/EI600/Routing+Requests+Based+on+Message+Content#RoutingRequestsBasedonMessageContent-uriTemplate
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2.  

{"appointmentNumber":1,
  "doctor":
       {"name":"thomas collins",
        "hospital":"grand oak community hospital",
        "category":"surgery","availability":"9.00 a.m - 11.00 a.m",
        "fee":7000.0},
  "patient":
      {"name":"John Doe",
       "dob":"1990-03-19",
       "ssn":"234-23-525",
       "address":"California",
       "phone":"8770586755",
       "email":"johndoe@gmail.com"},
  "fee":7000.0,
  "confirmed":false}

You have now explored how the ESB profile of WSO2 EI can receive a message in one format and transform it into the format expected by the backend
service using the Data Mapper mediator.

Exposing Several Services as a Single Service

In the ESB profile of WSO2 Enterprise Integrator (WSO2 EI), this is commonly referred to as Service Chaining, where several services are integrated
based on some business logic and exposed as a single, aggregated service. 

In this tutorial, you send a message through the ESB profile to the back-end service using the , instead of the Send mediator.Call mediator
Using the Call mediator, you can build a service chaining scenario as it allows you to specify all service invocations one after the other within
a single sequence.

You then use the  to take the response from one back-end service and change it to the format that is accepted byPayloadFactory mediator
the other back-end service.

Let's get started!

Connecting to the back-end services
Creating the deployable artifacts
Packaging the artifacts
Starting the ESB profile and deploying the artifacts
Starting the MSF4J profile

See the following topics for a description of the   that you need to know when creating ESB artifacts:concepts

REST API
Endpoints
Sequences
Service Chaining

1.  
2.  

3.  

4.  

5.  

Before you begin,

Install Oracle Java SE Development Kit (JDK) version 1.8.* and set the JAVA_HOME environment variable.
Go to the  of , select , and download the  distribution.product page WSO2 Enterprise Integrator  Other Installation Options Binary
Extract the ZIP file of the binary. This will be your  directory.<EI_HOME>
Select and download the relevant WSO2 Integration Studio ZIP file based on your operating system from   and then extract the ZIPhere
file.  
The path to this folder will be referred to as   throughout this tutorial.<EI_TOOLING>

If you did not try the   tutorial yet, open WSO2 Integration Studio, click  , and then click  . Next,Transforming Message Content File Import
select   under the   category, click   and upload the  . ThisExisting WSO2 Projects into workspace WSO2 Next pre-packaged project
contains the configurations of the   tutorial so that you do not have to repeat those steps.Transforming Message Content
Download the MSF4J service from  and copy the JAR file to  folder.here <EI_HOME>/wso2/msf4j/deployment/microservices
The back-end service is now deployed in the MSF4J profile of WSO2 EI. For more information on MSF4J, see the WSO2 MSF4 GitHub

.Documentation

Getting an error message? See the troubleshooting tips given under .Installing WSO2 Integration Studio

https://docs.wso2.com/display/EI650/Key+Concepts#KeyConcepts-RESTAPIs
https://docs.wso2.com/display/EI650/Key+Concepts#KeyConcepts-Messageexitpoints
https://docs.wso2.com/display/EI650/Key+Concepts#KeyConcepts-Sequences
https://docs.wso2.com/display/EI650/Key+Concepts#KeyConcepts-Servicechaining
https://wso2.com/integration/
https://wso2.com/integration/tooling/
https://github.com/wso2-docs/WSO2_EI/blob/master/Integration-Tutorial-Artifacts/TransformingContentTutorial.zip
https://github.com/wso2-docs/WSO2_EI/blob/master/Back-End-Service/Hospital-Service-2.0.0.jar
https://github.com/wso2/msf4j/blob/master/README.md
https://github.com/wso2/msf4j/blob/master/README.md
https://docs.wso2.com/display/EI650/Installing+WSO2+Integration+Studio#InstallingWSO2IntegrationStudio-Troubleshooting
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1.  
2.  

3.  

Sending requests to the ESB

Connecting to the back-end services

Let's create HTTP endpoints to the back-end services that you need to connect, in order to check the  fee and to settle the payment.channelling

Right click   in the Project Explorer and navigate to  Ensure   is selected and click SampleServices New -> Endpoint.  Create a New Endpoint Next.
Fill in the information as in the following table:

Field Value

Endpoint Name ChannelingFeeEP

Endpoint Type HTTP Endpoint

URI Template http://localhost:9090/{uri.var.hospital}/categories/appointments/{uri.var.appo
intment_id}/fee

Method GET

Static Endpoint (Select this option because we are going to use this endpoint in this ESB Config project only and will not
re-use it in other projects.)

Save Endpoint in SampleServices

Click  .Finish

Create another endpoint for Settle Payment and fill in the information as in the following table: 

Field Value

Endpoint Name SettlePaymentEP

Endpoint Type HTTP Endpoint
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3.  

1.  

URI Template http://localhost:9090/healthcare/payments

Method POST

Static Endpoint (Select this option because we are going to use this endpoint in this ESB Config project only and will not
re-use it in other projects.)

Save Endpoint in SampleServices

Click  .Finish

You have now created the additional endpoints that are required for this tutorial. 

Creating the deployable artifacts

In WSO2 Integration Studio, add a Property mediator just after the  Property mediator in the in-sequence of the API resource toGet Hospital 
retrieve and store the card number that is sent in the request payload.
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1.  

2.  

 

With the Property mediator selected, access the Properties tab and fill in the information as in the following table:

Field Value

Property Name Select New Property

New Property Name card_number

Property Action Select set

Value Type Select Expression

Value Expression json-eval($.cardNo)

Description Get Card Number

Go to the first case box of the Switch mediator. Add a Property mediator just after the Log mediator to store the value for  varuri.var.hospital
iable that will be used when sending requests to . ChannelingFeeEP

 

For detailed instructions on adding a Property mediator, see .Mediating requests to the back-end service

https://docs.wso2.com/display/EI600/Routing+Requests+Based+on+Message+Content#RoutingRequestsBasedonMessageContent-Mediatingrequeststotheback-endservice
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2.  

3.  

4.  

With the Property mediator selected, access the Properties tab and fill in the information as in the following table:

Field Value

Property Name Select New Property

New Property Name uri.var.hospital

Property Action Select set

Value Type Select LITERAL

Property Data Type Select STRING

Value grandoaks

Description Set Hospital Variable

Similarly, add property mediators in the other two case boxes in the Switch mediator. Change only the  field as follows:Value 
Case 2: clemency
Case 3:  pinevalley

Delete the Send mediator by right clicking on the mediator and selecting . Replace this with a Call mediator from the Delete from Model Mediator
 palette and add GrandOakEP from the  palette to the empty box adjoining the Call mediator. s Defined Endpoints

Replace the Send mediators in the following two case boxes as well and add ClemencyEP and PineValleyEP to the respective boxes adjoining
the Call mediators.
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4.  

5.  

Let's use Property mediators to retrieve and store the values that you get from the response you receive from GrandOakEP, ClemencyEP or
PineValleyEP.
Next to the Switch mediator, add a Property mediator to retrieve and store the value sent as  .appointmentNumber

Replacing with a Call mediator allows us to define other service invocations following this mediator.
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5.  

 

With the Property mediator selected, access the Properties tab and fill in the information as in the following table:

Field Value

Property Name Select New Property

New Property Name uri.var.appointment_id 
(This value is used when invoking )ChannelingFeeEP

Property Action Select set

Value Type Select EXPRESSION

Value Expression json-eval($.appointmentNumber)

Description Get Appointment Number

You derive the  in the above table from the following response that is received from GrandOakEP, ClemencyEP orValue Expression
PineValleyEP:
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5.  

6.  Similarly, add two more Property mediators as follows. They retrieve and store the  details and  details respectively, from thedoctor patient
response that is received from GrandOakEP, ClemencyEP or PineValleyEP.

Field Value

Property Name Select New Property

New Property Name doctor_details

Property Action Select set

Value Type Select EXPRESSION

Value Expression json-eval($.doctor)

Description Get Doctor Details

Property Name Select New Property

New Property Name patient_details

Property Action Select set

Value Type Select EXPRESSION

Value Expression json-eval($.patient)

Description Get Patient Details

{"appointmentNumber":1,   "doctor":
        {"name":"thomas collins",
         "hospital":"grand oak community hospital",
         "category":"surgery","availability":"9.00 a.m - 11.00 a.m",
         "fee":7000.0},
   "patient":
       {"name":"John Doe",
        "dob":"1990-03-19",
        "ssn":"234-23-525",
        "address":"California",
        "phone":"8770586755",
        "email":"johndoe@gmail.com"},
   "fee":7000.0,
   "confirmed":false}
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6.  

7.  
8.  

Add a Call mediator and add ChannelingFeeEP from  palette to the empty box adjoining the Call mediator. Defined Endpoints
Add a Property mediator adjoining the Call mediator box to retrieve and store the value sent as  . Access the Property tab of theactualFee
mediator and fill in the information as in the following table:

Field Value

Property Name Select New Property

New Property Name actual_fee (This value is used when invoking  )SettlePaymentEP

Property Action Select set

Value Type Select EXPRESSION

Value Expression json-eval($.actualFee)

Description Get Actual Fee
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8.  

9.  

Let's use the   to construct the following message payload for the request sent to SettlePaymentEP. PayloadFactory mediator

{"appointmentNumber":2,
 "doctor":{
  "name":"thomas collins",
  "hospital":"grand oak community hospital",
  "category":"surgery",
  "availability":"9.00 a.m - 11.00 a.m",
  "Fee":7000.0
 },
 "patient":{
  "name":"John Doe",
  "Dob":"1990-03-19",
  "ssn":"234-23-525",
  "address":"California",
  "phone":"8770586755",
  "email":"johndoe@gmail.com"
 },
 "fee":7000.0,
 "Confirmed":false,
    "card_number":"1234567890"
}

Add a PayloadFactory mediator next to the Property mediator, from the  palette to construct the above message payload. mediators

You derive the Value Expression in the above table from the following response that is received from ChannelingFeeEP:

{"patientName":" John Doe ", 
 "doctorName":"thomas collins", 
 "actualFee":"7000.0"}
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9.  

10.  

11.  

 

With the Payloadfactory mediator selected, access the properties tab of the mediator and fill in the information as in the following table:

Field Value Description

Payload Format Select Inline -

Media Type Select json -

Payload

{
"appointmentNumber":$1,
"doctor":$2,
"patient":$3,
"fee":$4,
"confirmed":"false",
"card_number":"$5"
}

The message payload to send with the request to
SettlePaymentEP. In this payload, , , , ,$1 $2 $3 $4
and  indicate variables.$5

We will look at adding the value for the field  in the following steps.Args

To add the   field for the PayloadFactory mediator, click the  icon in the  field and enter the following information as in the tableArgs Add (+) Args
below. It provides the argument that defines the actual value of the first variable used in the format definition in the previous step.

Field Value Description

Type Select Expression -

Value $ctx:uri.var.appointment_id The value for the first variable ($1) in the message
payload format.

Evaluator Select xml Indicates that the expression provided is in XML.

Similarly, click  and add more arguments to define the other variables that are used in the message payload format definition. Use theAdd
following as the  for each of them: Value

$ctx:doctor_details 
 $ctx:patient_details

 $ctx:actual_fee
 $ctx:card_number

To avoid getting an error message, first select the  before providing the Media Type Payload.

The  method is similar to using the  method. This method checks in the message context. For more details on$ctx get-property
using this method, refer the .documentation

https://docs.wso2.com/display/EI600/Synapse+XPath+Variables#SynapseXPathVariables-$ctx
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11.  

12.  
13.  

14.  

Add a Call mediator and add SettlePaymentEP from Defined Endpoints palette to the empty box adjoining the Call mediator.
Add a  mediator to send the response to the client. Respond
You should now have a completed configuration that looks like this:

Save the updated REST API configuration.

Packaging the artifacts

Since you created new endpoints, these will need to be packaged into our existing C-App. 

Package the C-App names SampleServicesCompositeApplication project with the artifacts created. 

Ensure the following artifact check boxes are selected in the  .Composite Application Project POM Editor

SampleServices
HealthcareAPI
ClemencyEP
GrandOakEP
PineValleyEP
ChannelingFeeEP

https://docs.wso2.com/display/ADMIN44x/Packaging+Artifacts+into+Composite+Applications
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1.  

Starting the ESB profile and deploying the artifacts

Assuming you have already added a server for the ESB profile in Eclipse, on the   tab, expand the WSO2 Carbon server, right-click Servers SampleService
, and choose  . The Console window of the ESB profile will indicate that the CApp has been deployed successfully.sCompositeApplication Redeploy

Starting the MSF4J profile

To be able to send requests to the back-end service (which is an MSF4J service deployed in the MSF4J profile), you need to first start the MSF4J runtime:

Open a terminal and navigate to the   directory.<EI_HOME>/wso2/msf4j/bin
Start the runtime by executing the MSF4J startup script as shown below.

On MacOS/Linux/CentOS

sh carbon.sh

On Windows

carbon.bat

The Healthcare service is now active and you can start sending requests to the service.

Sending requests to the ESB

Create a JSON file named   with the following request payload.request.json

SettlePaymentEP
SampleServicesRegistry

If you do not have a server added in Eclipse, refer .this tutorial
You can also deploy the artifacts to the ESB server using a . Composite Application Archive (CAR) file

https://docs.wso2.com/display/EI650/Sending+a+Simple+Message+to+a+Service#SendingaSimpleMessagetoaService-StartingtheESBprofileanddeployingtheartifacts
https://docs.wso2.com/display/ADMIN44x/Packaging+Artifacts+into+Composite+Applications#PackagingArtifactsintoCompositeApplications-createCARCreatingaCompositeApplicationArchive(CAR)file
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{
"name": "John Doe",
"dob": "1940-03-19",
"ssn": "234-23-525",
"address": "California",
"phone": "8770586755",
"email": "johndoe@gmail.com",
"doctor": "thomas collins",
"hospital": "grand oak community hospital",
"cardNo": "7844481124110331",
"appointment_date": "2025-04-02"
}

Open a command line terminal and execute the following command from the location where the   file was saved:request.json

curl -v -X POST --data @request.json 
http://localhost:8280/healthcare/categories/surgery/reserve  --header
"Content-Type:application/json"

You will see the response as follows:

{  
   "appointmentNo":1,
   "doctorName":"thomas collins",
   "patient":"John Doe",
   "actualFee":7000.0,
   "discount":20,
   "discounted":5600.0,
   "paymentID":"480fead2-e592-4791-941a-690ad1363802",
   "status":"Settled"
}

You have now explored how the ESB profile of WSO2 EI can do service chaining using the Call mediator and transform message payloads from one format
to another using the PayloadFactory mediator.

Storing and Forwarding Messages

Store and forward messaging is used for serving traffic to back-end services that can accept request messages only at a given rate. This is also used for
guaranteed delivery to ensure that request received never gets lost since they are stored in the message store and also available for future reference. 

In this tutorial, instead of sending the request directly to the back-end service, you store the request message in the Message Broker
 of WSO2 EI. You then use a to retrieve the message from the store and then deliver the message to theprofile Message Processor 

back-end service.

This is derived from the  when creating the API resource.URI-Template defined

http://<host>:<port>/categories/{category}/reserve

See the following topics for a description of the   that you need to know when creating ESB artifacts:concepts

REST APIs
Endpoints
Sequences
Composite Application Project (C-App)
Store and Forward

https://docs.wso2.com/display/EI650/Routing+Requests+Based+on+Message+Content#RoutingRequestsBasedonMessageContent-uriTemplate
https://docs.wso2.com/display/EI650/Key+Concepts#KeyConcepts-RESTAPIs
https://docs.wso2.com/display/EI650/Key+Concepts#KeyConcepts-Messageexitpoints
https://docs.wso2.com/display/EI650/Key+Concepts#KeyConcepts-Sequences
https://docs.wso2.com/display/EI600/Key+Concepts#KeyConcepts-CompositeApplicationProject
https://docs.wso2.com/display/EI650/Key+Concepts#KeyConcepts-Messagestoringandforwarding
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1.  
2.  

Let's get started!

Setting up the message broker profile
Creating the Message Store
Creating the Deployable Artifacts
Creating the Response Sequence
Creating the Message Processor
Packaging the artifacts
Starting the Message Broker runtime
Starting the MSF4J profile
Starting the ESB profile and deploying the artifacts
Sending requests to the ESB

Setting up the message broker profile

The message broker profile (which is an instance of WSO2 Message Broker) is shipped with the WSO2 EI product distribution. You need to enable the
following configurations to be able to store messages in the broker profile.

Open the  and add the following line after the  line:<EI_HOME>/conf/jndi  file.properties queue.MyQueue = example.MyQueue

queue.PaymentRequestJMSMessageStore=PaymentRequestJMSMessageStore

Creating the Message Store

Now, let's create a message store artifact in WSO2 Integration Studio. 

Right click on   in the Project Explorer and navigate to .SampleServices New->Message Store
Select   and fill in the information in the following table and click Create a new message-store artifact Finish.

Message Store Name PaymentRequestMessageStore

Message Store Type Select WSO2 MB Message Store

Queue Connection Factory amqp://admin:admin@clientID/carbon?brokerlist='tcp://localhost:5675'

JNDI Queue Name PaymentRequestJMSMessageStore

1.  
2.  

3.  

4.  

5.  

Before you begin,

Install Oracle Java SE Development Kit (JDK) version 1.8.* and set the JAVA_HOME environment variable.
Go to the  of , select , and download the  distribution.product page WSO2 Enterprise Integrator  Other Installation Options Binary
Extract the ZIP file of the binary. This will be your  directory.<EI_HOME>
Select and download the relevant WSO2 Integration Studio ZIP file based on your operating system from   and then extract the ZIPhere
file. 
The path to this folder will be referred to as   throughout this tutorial.<EI_TOOLING>

If you did not try the   tutorial yet, open WSO2 Integration Studio, click  , and thenExposing Several Services as a Single Service File
click  . Next, select   under the   category, click   and upload the Import Existing WSO2 Projects into workspace WSO2 Next pre-package

. This contains the configurations of the   tutorial so that you do not have tod project Exposing Several Services as a Single Service
repeat those steps.
Download the MSF4J service from  and copy the JAR file to  folder.here <EI_HOME>/wso2/msf4j/deployment/microservices
The back-end service is now deployed in the MSF4J profile of WSO2 EI.

Getting an error message? See the troubleshooting tips given under .Installing WSO2 Integration Studio

Change the port to 5675.

https://wso2.com/integration/
https://wso2.com/integration/tooling/
https://github.com/wso2-docs/WSO2_EI/blob/master/Integration-Tutorial-Artifacts/ExposingSeveralServicesTutorial.zip
https://github.com/wso2-docs/WSO2_EI/blob/master/Integration-Tutorial-Artifacts/ExposingSeveralServicesTutorial.zip
https://github.com/wso2-docs/WSO2_EI/blob/master/Back-End-Service/Hospital-Service-2.0.0.jar
https://docs.wso2.com/display/EI650/Installing+WSO2+Integration+Studio#InstallingWSO2IntegrationStudio-Troubleshooting


WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 98

2.  

1.  

Click .Finish

Let's look at how we update the REST API with the Store mediator.

Creating the Deployable Artifacts

Let's now update the REST API so that the messages sent to SettlePaymentEP is forwarded to the message store we created above. 

Drag and add a Store Mediator from the mediators palette just after the PayloadFactory mediator.
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1.  

2.  

3.  

With the Store mediator selected, access the  tab and fill in the information as in the following table:Property

Field Value

Available Message Store Select PaymentRequestMessageStore

Message Store Double click to populate the value PaymentRequestMessageStore

Description Payment Store

Let's use a PayloadFactory mediator to send a customized response message to the client. 
Delete the Call mediator by right clicking on the mediator and selecting  . Replace this with a PayloadFactory mediator from theDelete from Model
Mediators palette to configure the response to be sent to the client. With the PayloadFactory mediator selected, access the Property tab and fill in
the information in the following table to define a customized message to be returned to the client.

Field Value

Media Type Select json

Payload Format Select Inline

Payload {"message":" Payment request successfully submitted. Payment confirmation will
be sent via email ."}

You should now have a completed configuration that looks like this:

To avoid getting an error message, first select before selecting .Media Type Payload
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3.  

1.  

2.  

Creating the Response Sequence

Let's create a Sequence that uses the message in the message store to send the request to SettlePaymentEP.

Right click the  project in the Project Explorer and navigate to . Select  and provide theSampleServices New -> Sequence Create New Sequence
name  .PaymentRequestProcessingSequence

 
Click  .Finish
Drag and drop a Call mediator from the  palette and add SettlePaymentEP from  palette to the empty box adjoiningMediators Defined Endpoints
the Call mediator. This sends the request message from the store to SettlePaymentEP.
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2.  

3.  

4.  

5.  

 Drag and drop a Log mediator from the  palette to log the response from SettlePaymentEP. Access the  tab and fill in theMediators Property
following information:

Field Value

Log Category Select INFO

Log Level Select FULL

Add a Drop mediator from the  palette.  You should now have a completed sequence configuration that looks like this:Mediators

Save the updated REST API configuration.

Creating the Message Processor

Let's create a   to dispatch the request message from the  to the  .Message Sampling Processor message store PaymentRequestProcessingSequence

You can also use the  here and define the endpoint within the processor. The Message SamplingScheduled Message Forwarding Processor
Processor is used because you need to perform mediation on the request message in the next tutorial.
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1.  
2.  
3.  

4.  

Right click the   project in the Project Explorer and navigate to  . Select SampleServices New -> Message Processor create a new message-processor
 and fill in the details as in the following table:artifact

Field Value Description

Message Processor Type Select Message Sampling Processor This processor takes the message from the store and
puts it into a sequence.

Message Processor Name PaymentRequestProcessor The name of the scheduled message forwarding
processor.

Message Store Select PaymentRequestMessageStore The message store from which the scheduled message
forwarding processor consumes messages.

Processor State Activate Whether the processor needs to be activated or
deactivated.

Sequence Follow the steps given below:

Click Browse.
Click the  link.workspace
Click Carbon Application Sequences >

.SampleServices
Select anPaymentRequestProcessingSequence 
d click .OK

The name of the sequence the message from the store
needs to be sent to.



WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 103

Click Finish.

We have now finished creating all the required artifacts.

Packaging the artifacts

Since you created a message store, sequence and a message processor,  these will need to be packaged into our existing CApp.

Package the C-App names SampleServicesCompositeApplication project with the artifacts created. Ensure the following artifact check boxes are selected
in the  .Composite Application Project POM Editor

SampleServices
HealthcareAPI
ClemencyEP

https://docs.wso2.com/display/ADMIN44x/Packaging+Artifacts+into+Composite+Applications
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1.  
2.  

1.  
2.  

GrandOakEP
PineValleyEP
ChannelingFeeEP
SettlePaymentEP
PaymentRequestMessageStore
PaymentRequestProcessingSequence
PaymentRequestProcessor

SampleServicesRegistry

Starting the Message Broker runtime

Start the message broker profile as follows:

Open a terminal and navigate to the   directory.<EI_HOME>/wso2/broker/bin
Start the runtime by executing the message broker startup script as shown below.

On MacOS/Linux/CentOS

sh wso2server.sh

On Windows

wso2server.bat

The message broker profile is now ready to receive messages from the ESB profile.

Starting the MSF4J profile

To be able to send requests to the back-end service (which is an MSF4J service deployed in the MSF4J profile), you need to first start the MSF4J runtime:

Open a terminal and navigate to the   directory.<EI_HOME>/wso2/msf4j/bin
Start the runtime by executing the MSF4J startup script as shown below.

On MacOS/Linux/CentOS

sh carbon.sh

On Windows

carbon.bat

The Healthcare service is now active and you can start sending requests to the service.

Starting the ESB profile and deploying the artifacts

Assuming you have already added a server for the ESB profile in Eclipse, on the   tab, expand the WSO2 Carbon server, right-click Servers SampleService
, and choose  . The Console window of the ESB profile will indicate that the CApp has been deployed successfully.sCompositeApplication Redeploy
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Sending requests to the ESB

Create a JSON file names   with the following request payload.request.json

{
"name": "John Doe",
"dob": "1940-03-19",
"ssn": "234-23-525",
"address": "California",
"phone": "8770586755",
"email": "johndoe@gmail.com",
"doctor": "thomas collins",
"hospital": "grand oak community hospital",
"cardNo": "7844481124110331"
}

Open a command line terminal and execute the following command from the location where   file you created is saved:request.json

curl -v -X POST --data @request.json
http://localhost:8280/healthcare/categories/surgery/reserve --header
"Content-Type:application/json"

You will see the response as follows:

{"message":"Payment request successfully submitted. Payment
confirmation will be sent via email."}

If you do not have a server added in Eclipse, refer .this tutorial
You can also deploy the artifacts to the ESB server using a . Composite Application Archive (CAR) file

This is from the   when creating the API resource QueryDoctorAPI.URI-Template defined

http://<host>:<port>/categories/{category}/reserve

https://docs.wso2.com/display/EI650/Sending+a+Simple+Message+to+a+Service#SendingaSimpleMessagetoaService-StartingtheESBprofileanddeployingtheartifacts
https://docs.wso2.com/display/ADMIN44x/Packaging+Artifacts+into+Composite+Applications#PackagingArtifactsintoCompositeApplications-createCARCreatingaCompositeApplicationArchive(CAR)file
https://docs.wso2.com/display/EI600/Routing+Requests+Based+on+Message+Content#RoutingRequestsBasedonMessageContent-uriTemplate
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2.  

3.  Now check the ESB server Console in Eclipse and you will see that the response from SettlePaymentEP is logged as follows:

[2017-04-30 14:33:48,578] [EI-Core]  INFO - LogMediator message =
Routing to grand oak community hospital

[2017-04-30 14:33:48,598] [EI-Core]  INFO - TimeoutHandler This engine
will expire all callbacks after GLOBAL_TIMEOUT: 120 seconds,
irrespective of the timeout action, after the specified or optional
timeout

[2017-04-30 14:33:53,464] [EI-Core]  INFO - LogMediator To:
http://www.w3.org/2005/08/addressing/anonymous, WSAction: , SOAPAction:
, MessageID: urn:uuid:a2cf1fd2-7a89-44b6-9571-990bbdfbd289, Direction:
request, Payload: {"appointmentNo":1,"doctorName":"thomas
collins","patient":"John
Doe","actualFee":7000.0,"discount":20,"discounted":5600.0,"paymentID":"
a77038e9-3e42-46f7-ac97-11e1b3a50018","status":"Settled"}

You have now explored how the ESB profile of WSO2 EI can be used to implement store and forward messaging using Message Stores, Message
Processors, and the Store mediator.

Using the Gmail Connector

In this tutorial, you use the Gmail connector to send an email containing the response received from SettlePaymentEP in the previous
.tutorial

Let's get started!

Setting up the message broker profile
Creating the credentials for using the Gmail Connector
Importing the Gmail Connector into WSO2 Integration Studio
Creating the Deployable Artifacts
Packaging the artifacts
Starting the Message Broker runtime 
Starting the MSF4J profile
Starting the ESB profile and deploying the artifacts
Sending requests to the ESB

See the following topics for a description of the   that you need to know when creating ESB artifacts:concepts

REST APIs
Endpoints
Sequences
Connectors
Store and forward

1.  
2.  

3.  

4.  

5.  

Before you begin,

Install Oracle Java SE Development Kit (JDK) version 1.8.* and set the JAVA_HOME environment variable.
Go to the  of , select , and download the  distribution.product page WSO2 Enterprise Integrator  Other Installation Options Binary
Extract the ZIP file of the binary. This will be your  directory.<EI_HOME>
Select and download the relevant WSO2 Integration Studio ZIP file based on your operating system from  and then extract the ZIPhere
file. 
The path to this folder will be referred to as   throughout this tutorial.<EI_TOOLING>

If you did not try the  pen WSO2 Integration Studio, click  , and then click  .Storing and Forwarding Messages tutorial yet, o File Import
Next, select   under the   category, click   and upload the  .Existing WSO2 Projects into workspace WSO2 Next pre-packaged project
This contains the configurations of the   tutorial so that you do not have to repeat those steps.Storing and Forwarding Messages
Download the MSF4J service from  and copy the JAR file to  folder.here <EI_HOME>/wso2/msf4j/deployment/microservices
The back-end service is now deployed in the MSF4J profile of WSO2 EI.

For more detailed installation instructions, see  .Installing WSO2 Integration Studio
Getting an error message? See the troubleshooting tips given under .Installing WSO2 Integration Studio

https://docs.wso2.com/display/EI650/Key+Concepts#KeyConcepts-RESTAPIs
https://docs.wso2.com/display/EI650/Key+Concepts#KeyConcepts-Messageexitpoints
https://docs.wso2.com/display/EI650/Key+Concepts#KeyConcepts-Sequences
https://docs.wso2.com/display/EI650/Key+Concepts#KeyConcepts-Connectors
https://docs.wso2.com/display/EI650/Key+Concepts#KeyConcepts-Messagestoringandforwarding
https://wso2.com/integration/
https://wso2.com/integration/tooling/
https://github.com/wso2-docs/WSO2_EI/blob/master/Integration-Tutorial-Artifacts/StoreAndForwardTutorial.zip
https://github.com/wso2-docs/WSO2_EI/blob/master/Back-End-Service/Hospital-Service-2.0.0.jar
https://docs.wso2.com/display/EI650/Installing+WSO2+Integration+Studio#InstallingWSO2IntegrationStudio-Troubleshooting
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1.  

2.  
3.  

4.  
5.  

6.  
7.  

1.  

2.  
3.  
4.  
5.  

1.  
2.  
3.  
4.  

Setting up the message broker profile

Open the   and add the following line after the   line:<EI_HOME>/conf/jndi  file.properties queue.MyQueue = example.MyQueue

queue.PaymentRequestJMSMessageStore=PaymentRequestJMSMessageStore

Creating the credentials for using the Gmail Connector

Creating a Client ID and Client Secret

Follow the steps below if you want to use your own email address for sending the emails.

As the email sender, navigate to the URL   and log in to your google https://console.developers.google.com/projectselector/apis/credentials
account. 
If you do not already have a project, create a new project.
Click .Google APIs -> Credentials -> Create Credential -> OAuth client ID

Select   and create a client. Web Application
Provide   as the redirect URL under  and click .  https://developers.google.com/oauthplayground Authorized redirect URIs Create
The client ID and client secret will then be displayed. 

Click on the Library on the side menu, and select . Gmail API
Click Enable.

Obtaining the Access Token and Refresh Token

Follow these steps to automatically refresh the expired token when connecting to Google API:

 Navigate to the https://developers.google.com/oauthplayground URL, click

at the top right corner of the screen, and select . Use your own OAuth credentials
Provide the client ID and client secret you  and click  .previously created Close
Now under Step 1, select  from the list of APIs, select all the scopes listed under it, and click   . Gmail API v1 Authorize APIs
You will then be prompted to allow permission, click .Allow
Under Step 2, click   to generate and display the access token and refresh token. Exchange authorization code for tokens

Importing the Gmail Connector into WSO2 Integration Studio

Right click on   in the Project Explorer and Select  . Sample Services Add or Remove Connector
Select   and click  .Add Connector Next
Select   and click  to connect to .Connector Store location Connect WSO2 Connector store
Scroll down and select   from the list of connectors.Gmail

At this point, if the consent screen name is not provided, you will be prompted to do so.

See  for details on creating the Client ID and Client Secret.Gmail API documentation

https://console.developers.google.com/projectselector/apis/credentials
https://developers.google.com/oauthplayground
https://developers.google.com/oauthplayground
https://store.wso2.com
https://developers.google.com/gmail/api/auth/web-server
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4.  

5.  Click  . Finish
The connector is now downloaded into your WSO2 Integration Studio and the connector operations will be available in the Gmail Connector
palette.
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5.  

1.  

Let's use these connector operations in the configuration.

Creating the Deployable Artifacts

The connector operations are used in the  . Select this sequence, and do the following updates:PaymentRequestProcessingSequence

Add a Property Mediator just before the Call mediator to retrieve and store the patient's email address. 

With the Property mediator selected, access the  tab of the mediator and fill in the information in the following table:Property

Field Value

Property Name Select New Property

New Property Name email_id

Property Action Select Set

Value Type Select Expression

Value Expression json-eval($.patient.email)
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1.  

2.  

3.  

Description Get Email ID

Add another Property mediator just after the Log mediator to retrieve and store the response sent from SettlePaymentEP. This will be used within
the body of the email.

With the Property mediator selected, access the  tab and fill in the information in the following table:Property

Field Value

Property Name Select New Property

New Property Name payment_response

Property Action Select Set

Value Type Select Expression

Value Expression json-eval($.)

Description Get Payment Response

Drag and drop the init method from the  palette adjoining the Property mediator you added in the previous step.Gmail Connector
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3.  

4.  

With the init method selected, access the Property tab and fill in the information in the following table:

Field Value

Parameter Editor Type Select inline

userId The sender's email address (use the email address that you used to configure the client ID and secret.)

accessToken The  you obtained.access token

apiUrl https://www.googleapis.com/gmail

clientId The  you created.client ID

clientSecret The  you created.client secret

refreshToken The  you obtained.refresh token

Add the sendMail method from the Gmail Connector palette and access the  tab and fill in the information in the following table:Property

Field Value/Expression Description

Parameter Editor Type Select inline

to {$ctx:email_id} Retrieves the patient email address that was stored
in the relevant Property mediator.

subject Payment Status The subject line in the email that is sent out.

messageBody {$ctx:payment_response} Retrieves the payment response that was stored in
the relevant Property mediator.

The updated   should now look like this:PaymentRequestProcessingSequence

https://www.googleapis.com/gmail


WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 112

4.  

5.  
6.  

Save the updated sequence configuration.
Right click on  and navigate to   and select   andSampleServicesConnectorExporter New   Other  Add/Remove Connectors Add connector
click on  . Select  to list down the connectors that were added.Next Workspace
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6.  

1.  
2.  

Select the Gmail connector from the list and click  and then .OK Finish

Packaging the artifacts

Since you added a connector to the Connector Exporter Project, this will need to be packaged into our existing C-App.

Package the C-App names SampleServicesCompositeApplication project with the artifacts created. 

Starting the Message Broker runtime 

Start the message broker profile as follows:

Open a terminal and navigate to the   directory.<EI_HOME>/wso2/broker/bin
Start the runtime by executing the message broker startup script as shown below.

Ensure the following artifact check boxes are selected in the  .Composite Application Project POM Editor

SampleServices
HealthcareAPI
ClemencyEP
GrandOakEP
PineValleyEP
ChannelingFeeEP
SettlePaymentEP

SampleServicesRegistry
SampleServicesConnectorExporter

https://docs.wso2.com/display/ADMIN44x/Packaging+Artifacts+into+Composite+Applications
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2.  

1.  
2.  

On MacOS/Linux/CentOS

sh wso2server.sh

On Windows

wso2server.bat

The message broker profile is now ready to receive messages from the ESB profile.

Starting the MSF4J profile

To be able to send requests to the back-end service (which is an MSF4J service deployed in MSF4J profile), you need to first start the MSF4J runtime:

Open a terminal and navigate to the   directory.<EI_HOME>/wso2/msf4j/bin
Start the runtime by executing the MSF4J startup script as shown below.

On MacOS/Linux/CentOS

sh carbon.sh

On Windows

carbon.bat

The Healthcare service is now active and you can start sending requests to the service.

Starting the ESB profile and deploying the artifacts

Assuming you have already added a server for the ESB profile in Eclipse, on the   tab, expand the WSO2 Carbon server, right-click Servers SampleService
, and choose  . The Console window of the ESB profile will indicate that the CApp has been deployed successfully.sCompositeApplication Redeploy
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1.  

2.  

Sending requests to the ESB

Create a JSON file names   with the following request payload. Make sure you provide a valid email address so that you can testrequest.json
the email being sent to the patient. 

{
"name": "John Doe",
"dob": "1940-03-19",
"ssn": "234-23-525",
"address": "California",
"phone": "8770586755",
"email": "johndoe@gmail.com",
"doctor": "thomas collins",
"hospital": "grand oak community hospital",
"cardNo": "7844481124110331",
"appointment_date": "2025-04-02"
}

Open a command line terminal and execute the following command from the location where   file you created is saved:request.json

curl -v -X POST --data @request.json
http://localhost:8280/healthcare/categories/surgery/reserve --header
"Content-Type:application/json"

You will see the response as follows:

If you do not have a server added in Eclipse, refer .this tutorial
You can also deploy the artifacts to the ESB server using a . Composite Application Archive (CAR) file

This is derived from the  when creating the API resource.URI-Template defined

http://<host>:<port>/categories/{category}/reserve

https://docs.wso2.com/display/EI650/Sending+a+Simple+Message+to+a+Service#SendingaSimpleMessagetoaService-StartingtheESBprofileanddeployingtheartifacts
https://docs.wso2.com/display/ADMIN44x/Packaging+Artifacts+into+Composite+Applications#PackagingArtifactsintoCompositeApplications-createCARCreatingaCompositeApplicationArchive(CAR)file
https://docs.wso2.com/display/EI600/Routing+Requests+Based+on+Message+Content#RoutingRequestsBasedonMessageContent-uriTemplate
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2.  

{"message":"Payment request successfully submitted. Payment
confirmation will be sent via email."}

An email will be sent to the provided patient email address with the following details:

Subject: Payment Status
 
Message:
{"appointmentNo":2,"doctorName":"thomas collins","patient":"John
Doe","actualFee":7000.0,"discount":20,"discounted":5600.0,"paymentID":"
8458c75a-c8e0-4d49-8da4-5e56043b1a20","status":"Settled"}

You have now explored how to import the Gmail connector to the ESB profile of WSO2 EI and then use the connector operation to send emails.

Managing a Business Process

In this tutorial, you will use a BPMN process defined in the  of WSO2 EI to manage the process of canceling aBusiness Process profile
doctor's appointment. The appointment cancellation process should be designed according to the following requirement:

The patient should be allowed to cancel the appointment (unconditionally) if the appointment date is at least two days away.
The patient should not be allowed to cancel the appointment if the appointment date is less than two days away.
If the appointment date falls on the second day from the current date, the patient can request for appointment cancellation, which
should be manually approved by an administrator.
The patient should receive email notifications informing if the appointment cancellation is accepted or rejected.

Let's get started!

Configuring the Integration artifacts
Creating the appointment cancellation process using BPMN
Deploying the BPMN process in the Business Process profile
Starting the Message Broker profile
Deploying the ESB artifacts in the ESB profile
Starting the back-end service
Sending requests to the ESB
Canceling appointments using the BPMN explorer

Configuring the Integration artifacts

See the  topic for a description of the   that you need to know when creating the artifacts:Business processes concepts

1.  
2.  

3.  

4.  

5.  

6.  

7.  

Before you begin,

Install Oracle Java SE Development Kit (JDK) version 1.8.* and set the JAVA_HOME environment variable.
Go to the  of , select , and download the  distribution.product page WSO2 Enterprise Integrator  Other Installation Options Binary
Extract the ZIP file of the binary. This will be your  directory.<EI_HOME>
Select and download the relevant WSO2 Integration Studio ZIP file based on your operating system from  and then extract the ZIPhere
file.
The path to this folder will be referred to as   throughout this tutorial.<EI_TOOLING>

You need to try out the  tutorial before trying out this tutorial as the Gmail connector that is used in thisUsing the Gmail Connector
tutorial is configured using your client ID and secret.
Download the MSF4J service from  and copy the JAR file to  folder.here <EI_HOME>/wso2/msf4j/deployment/microservices
The back-end service is now deployed in the MSF4J profile of WSO2 EI.
Create STMP an email account to send out emails to users that want to cancel an appointment using WSO2 Business Process Server
(e.g.,  ).no-reply@foo.com

For more detailed installation instructions, see the  .Installing WSO2 Integration Studio
Getting an error message? See the troubleshooting tips given under .Installing WSO2 Integration Studio

https://docs.wso2.com/display/EI650/Key+Concepts#KeyConcepts-Businessprocess
https://wso2.com/integration/
https://wso2.com/integration/tooling/
https://github.com/wso2-docs/WSO2_EI/blob/master/Back-End-Service/Hospital-Service-2.0.0.jar
https://docs.wso2.com/display/EI650/Installing+WSO2+Integration+Studio#InstallingWSO2IntegrationStudio-Troubleshooting
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1.  
2.  

3.  

4.  

5.  

1.  
2.  

3.  

Open the ESB Config project that you used when trying out the   Using the Gmail Connector tutorial.
Open the  file that is inside the PaymentRequestProcessingSequence.xml SampleServices > src > main > synapse-config >

 directory.sequences
Add an  next to the  from the Mediators pallet to add the appointment cancellation link to the email that is beingEnrich mediator call mediator
sent to the patient. 
Select the Enrich mediator, go to the Properties tab, and update the following:

Field Value

Source Type Select  from the drop-down.inline

Source XML Click the browse button, add the code given below, and click .OK

<cancellation_link>https://localhost:9445/bpmn-explorer/</cancellation_
link>

You need to add this link so that it appears in the appointment confirmation email. You can cancel the
appointment by clicking on this link and starting the appointment cancellation business process.

Target Action Select  from the drop-down.child

Target XPath Click the browse button, add , and click .//jsonObject OK

Save the changes you made to the     file.PaymentRequestProcessingSequence.xml

Creating the appointment cancellation process using BPMN

Open .WSO2 Integration Studio
Go to .BP Project  BPMN

Create a new project named  .AppointmentCancellation
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3.  

4.  
5.  

6.  

Click Finish.
Right click the project in the navigator and go to  and select .New  Other BPMN diagram

Select the   directory as the , and enter AppointmentCancellation/src/main/resources/diagrams parent folder   AppointmentCancell
 for the .ation.bpmn File name
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6.  

7.  Click  select the option to create an empty diagram as shown below, and click  .Next,  Finish
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7.  

8.  

a.  

Let's start drawing the BPMN process diagram for the appointment cancellation process. The  canvas. The  onAppointmentCancellation Palette
the right side of the  canvas contains all the activity symbols that will be used for drawing the process as shown below.AppointmentCancellation

Let's get started. You can easily drag and drop the activities from the  the canvas, and then update the properties and configurations ofPalette
each activity as explained below.

Add a  from the  palette.StartEvent Start Event
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8.  

a.  

b.  

c.  

Select the   tab, click , click , update the following and click Properties Form    New   OK.

Id patientName

Name Name of the Patient

Type string

Required True

Repeat clicking  and adding the following to add the other form properties one by one.New

Id Name Type Required

appointmentNo Appointment Number long True

doctor Name of the Doctor string True

reason Reason for cancellation string True

email Email Address string True
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8.  

c.  

d.  

e.  

f.  

g.  

Add a  from the  palette.REST Task WSO2 Tasks

Select the  tab, click  and give the  as , then click  and update the following:Properties General Name Get Appointment  Main config  

Service URL http://localhost:9090/healthcare/appointments/validity/${appointmentNo}

HTTP method GET

Output Variable Mappings noOfDays:$.status

Add an from the  palette.Exclusive Gateway Gateway

Add a  from the  palette and name it .User Task Task Appointment Control Task

Click , click   Properties Main config  and give  as the .admin Assignee
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8.  

g.  

h.  

i.  

 
In the  tab click , click and add the following.Properties Form  New 

Id Name Type Readable Writable Required

approveCancellation Do You Approve
the 
Appointment
Cancellation
Request?

enum True True True

Click   next to  and add the following:New Form values

Id Name

approve Approve

reject Reject

Repeat clicking   and adding the following to add the other form properties one by one.New
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8.  

i.  

j.  

k.  

l.  

Id Name Type Variable Readable Writable Required

AppNo Appointment
Number

long appointmentN
o

True False True

cancellationReason Reason For
The
Cancellation

string reason True False True

doctorName Name of the
Doctor

string doctor True False True

Add another  from the   palette.Exclusive Gateway   Gateway

Add a  from the  palette.REST Task   WSO2 Tasks

Select the   tab and click  and update the following:Properties  Main config  

Service URL http://localhost:9090/healthcare/appointments/validity/${appointmentNo}

HTTP method DELETE

Output Variable name status

Add a  from the  palette below the second Parallel Gateway and name it .MailTask Task Reject cancellation Task
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8.  

l.  

m.  

Select the   tab and click  and update the following:Properties  Main config

To ${email}

From Enter a valid SMTP email address.

Subject Appointment cancellation rejected

Html Appointment cancellation request with Appointment Number ${appointmentNo} has been
rejected. Thank you.
Administration Department 

Add another MailTask above the second Parallel Gateway and name it .Approve Cancellation Task



WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 126

8.  

m.  

n.  

9.  

Select the   tab and click  and update the following:Properties  Main config

To ${email}

From Enter a valid SMTP email address.

Subject Appointment cancellation successful

Html Appointment cancellation request with Appointment Number ${appointmentNo} has been
approved. Thank you.
Administration Department 

Link each activity by hovering over the element, selecting the arrow sign and dragging it to the connecting element as shown below.

Click on the arrow leading from the first  to the , and in the  section of the Exclusive Gateway Approve Cancellation Task Main config Prop
 tab add the   condition.erties ${noOfDays >2}
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9.  

10.  Click on the arrow leading from the first   to the  , and in the   section of the Exclusive Gateway Reject Cancellation Task Main config Proper
 tab add the   condition.ties ${noOfDays<2}
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10.  

11.  Click on the arrow leading from the second   to the  , and in the   section of the   tab add the Exclusive Gateway Rest Task Main config Properties
 condition. ${approveCancellation == 'approve'}
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11.  

12.  Click on the arrow leading from the second   to the  , and in the   section of the Exclusive Gateway Reject Cancellation Task Main config Pro
 tab add the  condition.perties   ${approveCancellation == 'reject'}  
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12.  

13.  Click the arrow leading to the , open the  tab that is under properties and note the .Appointment Control Task General Id
Example:
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13.  

14.  

15.  
16.  

Click the first exclusive gateway, open the  tab that is under properties, and select the ID you noted in the above steps as the value for General De
fault flow.

Save all the changes you have made.
Click        in the top menu of WSO2 Integration Studio.Window -> Show View -> Other
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16.  

17.  

18.  

Type  in the search bar, select it and click .Package Explorer Open

In the , right-click the  project and select  . Package Explorer AppointmentCancellation Create deployment artifacts
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18.  

This will create a   file in the   folder:AppointmentCancellation.bar deployment

Deploying the BPMN process in the Business Process profile

1.  

2.  

Before you begin, apply the following configurations to the business process profile:

Copy the following JARs to the   directory.<EI_HOME>/lib
org.apache.commons:commons-email:jar:1.3
javax.mail:mail:jar:1.4.7
javax.activation:activation:jar:1.1

Open the   file in the  directory and add the following properties under activiti.xml  <EI_HOME>/wso2/business-process/conf

http://central.maven.org/maven2/org/apache/commons/commons-email/1.3/commons-email-1.3.jar
http://central.maven.org/maven2/javax/mail/javax.mail-api/1.4.7/javax.mail-api-1.4.7.jar
http://central.maven.org/maven2/javax/activation/activation/1.1/activation-1.1.jar
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1.  
2.  

3.  
4.  
5.  

You can now deploy the .bar file of the BPMN process using the management console of the business process profile in WSO2 EI.

Open a terminal and navigate to the   directory.<EI_HOME>/wso2/business-proces/bin
Start the Business Process profile in WSO2 EI by executing one of the following commands:

On MacOS/Linux/CentOS

sh wso2server.sh

On Windows

wso2server.bat

Open the management console from .  https://localhost:9445/carbon/
Log in using admin as the username and password.
Go to and upload the   file by browsing in the workspace directory of yourMain -> Manage -> Add ->BPMN  AppointmentCancellation.bar
WSO2 Integration Studio instance as shown below. 

2.  
<bean id="processEngineConfiguration"

 as shown below to enable theclass="org.activiti.engine.impl.cfg.StandaloneProcessEngineConfiguration">
Gmail configurations.

Replace the  and  property values as follows:mailServerHost mailServerPort

<property name="mailServerHost" value="smtp.gmail.com"/>
<property name="mailServerPort" value="587"/>

Add the following properties:

<property name="mailServerDefaultFrom"
value="<ENTER_A_VALID_SMTP_EMAIL_ADDRESS>"/>
<property name="mailServerUseTLS" value="true"/>
<property name="mailServerUsername"
value="<ENTER_A_VALID_SMTP_EMAIL_ADDRESS>"/>
<property name="mailServerPassword"
value="<ENTER_THE_EMAIL_PASSWORD>"/>

https://localhost:9445/carbon/
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5.  

1.  
2.  

Starting the Message Broker profile

Let's start the Message Broker profile:

Open a terminal and navigate to the   directory.<EI_HOME>/wso2/broker/bin
Start the Business Process profile in WSO2 EI by executing one of the following commands:

On MacOS/Linux/CentOS

sh wso2server.sh

On Windows

wso2server.bat

Deploying the ESB artifacts in the ESB profile

Now, let's start the ESB profile in WSO2 EI and upload the ESB artifacts:

Assuming you have already added a server for the ESB profile in Eclipse, on the   tab, expand the WSO2 Carbon server, right-click Servers SampleService
, and choose  . The Console window of the ESB profile will indicate that the CApp has been deployed successfully.sCompositeApplication Redeploy

Before you start the ESB profile, configure the profile so that it can connect to the Message Broker profile for reliable messaging. To do this,
open the   file and update the connection factories and queues at the beginning of the file so that it now<EI_HOME>/conf/jndi.properties
looks like this:

# register some connection factories
# connectionfactory.[jndiname] = [ConnectionURL]
connectionfactory.QueueConnectionFactory =
amqp://admin:admin@clientID/carbon?brokerlist='tcp://localhost:5675'
connectionfactory.TopicConnectionFactory =
amqp://admin:admin@clientID/carbon?brokerlist='tcp://localhost:5675'
# register some queues in JNDI using the form
# queue.[jndiName] = [physicalName]
queue.MyQueue = example.MyQueue
queue.PaymentRequestJMSMessageStore=PaymentRequestJMSMessageStore
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1.  
2.  

1.  

Starting the back-end service

To be able to send requests to the back-end service (which is an MSF4J service deployed in the MSF4J profile), you need to first start the MSF4J runtime:

Open a terminal and navigate to the   directory.<EI_HOME>/wso2/msf4j/bin
Start the runtime by executing the MSF4J startup script as shown below.

On MacOS/Linux/CentOS

sh carbon.sh

On Windows

carbon.bat

The system is now ready to receive appointment reservation requests.

Sending requests to the ESB

To demonstrate how the BPMN process for appointment cancellation works, let's send three separate requests to the ESB profile of WSO2 EI. These
requests will create three separate doctor's appointments on three separate dates. You will receive confirmation emails for all of the appointments.

Create a JSON file named  with a request payload as shown below. request.json Note the following when you create the request payloads.

If you do not have a server added in Eclipse, refer .this tutorial
You can also deploy the artifacts to the ESB server using a . Composite Application Archive (CAR) file

Make sure you  so that you can test the email being sent to the patient.  provide a valid email address

https://docs.wso2.com/display/EI6xx/Sending+a+Simple+Message+to+a+Service+Using+the+ESB+Profile#SendingaSimpleMessagetoaServiceUsingtheESBProfile-StartingtheESBprofileanddeployingtheartifacts
https://docs.wso2.com/display/ADMIN44x/Packaging+Artifacts+into+Composite+Applications#PackagingArtifactsintoCompositeApplications-createCARCreatingaCompositeApplicationArchive(CAR)file
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1.  

2.  
3.  

1.  

{
"name": "John Doe",
"dob": "1940-03-19",
"ssn": "234-23-525",
"address": "California",
"phone": "8770586755",
"email": "johndoe@gmail.com",
"doctor": "thomas collins",
"hospital": "grand oak community hospital",
"cardNo": "7844481124110331",
"appointment_date": "2025-04-02"
}

Open a command line terminal and navigate to the location where you have stored the above request payloads.
 Execute the following command, which will send the request1.json payload as a request.

curl -v -X POST --data @request.json
http://localhost:8280/healthcare/categories/surgery/reserve --header
"Content-Type:application/json"

You will see the response as follows:

{"message":"Payment request successfully submitted. Payment
confirmation will be sent via email."}

An email will be sent to the provided patient email address with the following details:

Subject: Payment Status
 
Message: 
{"appointmentNo":1,"doctorName":"thomas collins","patient":"John
Doe","actualFee":7000.0,"discount":20,"discounted":5600.0,"paymentID":"
8c6e153e-4034-4d5a-b011-391553b15a8f","status":"Settled","cancellation_
link":"https://localhost:9445/bpmn-explorer/"}

Canceling appointments using the BPMN explorer

Let's now look at how to cancel the doctor's appointments. If you successfully, completed the previous steps, you will now have three emails confirming
three appointments. The cancellation link is provided in each mail. 

Click the cancellation link in one of the mails, which will take you to the . BPMN explorer

When configuring the artifacts, you set conditions to  if it is less than 2 days. Therefore, you can try setting thereject the cancellation request
appointment date to less than 2 days from the current date and schedule a request too. You won't be able to cancel the request when trying out
the steps under .Canceling appointments using the BPMN explorer
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1.  

2.  
3.  

4.  

5.  
a.  

b.  
c.  

Log in to the BPMN explorer using admin as the username and password.
Click  and see that an appointment cancellation process is listed as shown below. Processes

Click  to begin the cancellation process and the  form will open as shown below.Start Start Process

Let's cancel the appointment that was confirmed.
Enter the appointment details of the appointment that was emailed to you and click  . Be sure to enter the correct appointmentStart
number and email address.
Since the appointment is more than two days from the current date, the appointment cancellation will be approved automatically. 
You will receive an email confirming that the appointment cancellation is approved.

If you try to cancel an appointment that is less than two days away from the current date, you receive an email rejecting the cancellation
of your appointment.
If the appointment date is exactly two days from the current date the appointment cancellation will neither be approved or rejected
automatically. To cancel the request, follow the steps given below.
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Congratulations, you have successfully completed the tutorial! 

What's next?

Want to check out the statistics of the business processor? Try out the   tutorial.Analyzing Business Process Statistics

Using the Analytics Dashboard

The Analytics profile of WSO2 Enterprise Integrator (WSO2 EI) allows you to analyze the statistics related to the message mediation that is carried out in
the ESB profile of WSO2 EI. Once the data from the mediation artifacts in the ESB profile are published to the Analytics profile, the dashboard will display
the statistics.

In this tutorial, you will use the Analytics dashboard to view and analyze the statistics that are carried out in Exposing Several Services as
.a Single Service tutorial

Let's get started!

Setting up Analytics 
Starting the servers
Enabling statistics and tracing for the artifacts
Sending a message

a.  

b.  

c.  
d.  

Click   on the menu bar and see that a manual task has been created for the appointment cancellation. TASKS

You can now assume the role of an administrator in the hospital service and determine if the appointment cancellation should
be approved or rejected. 
Let's approve the request: Select   and click  in the appointment control task shown above.Approve Complete Task 
You will receive an email confirming that the appointment cancellation is approved.

1.  
2.  

3.  

4.  

5.  

6.  

Before you begin,

Install Oracle Java SE Development Kit (JDK) version 1.8.* and set the JAVA_HOME environment variable.
Go to the  of , select , and download the  distribution.product page WSO2 Enterprise Integrator  Other Installation Options Binary
Extract the ZIP file of the binary. This will be your  directory.<EI_HOME>
Select and download the relevant WSO2 Integration Studio ZIP file based on your operating system from   and then extract the ZIPhere
file. 
The path to this folder will be referred to as   throughout this tutorial.<EI_TOOLING>

If you did not try the   tutorial yet, open WSO2 Integration Studio, click  , and thenExposing Several Services as a Single Service File
click  . Next, select   under the   category, click   and upload the Import Existing WSO2 Projects into workspace WSO2 Next pre-package

. This contains the configurations of the   tutorial so that you do not have tod project Exposing Several Services as a Single Service
repeat those steps.
Download the MSF4J service from  and copy the JAR file to  folder.here <EI_HOME>/wso2/msf4j/deployment/microservices
The back-end service is now deployed in the MSF4J profile of WSO2 EI.
If you are running on Windows, download the   from   and copy the JAR file to   diresnappy-java_1.1.1.7.jar here <EI_HOME>\lib
ctory.

Getting an error message? See the troubleshooting tips given under .Installing WSO2 Integration Studio

https://wso2.com/integration/
https://wso2.com/integration/tooling/
https://github.com/wso2-docs/WSO2_EI/blob/master/Integration-Tutorial-Artifacts/ExposingSeveralServicesTutorial.zip
https://github.com/wso2-docs/WSO2_EI/blob/master/Integration-Tutorial-Artifacts/ExposingSeveralServicesTutorial.zip
https://github.com/wso2-docs/WSO2_EI/blob/master/Back-End-Service/Hospital-Service-2.0.0.jar
http://mvnrepository.com/artifact/org.xerial.snappy/snappy-java/1.1.1.7
https://docs.wso2.com/display/EI650/Installing+WSO2+Integration+Studio#InstallingWSO2IntegrationStudio-Troubleshooting
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1.  
a.  
b.  

2.  
3.  

a.  
b.  

Analyze the mediation statistics

Setting up Analytics 

Set the following properties in the     file to   so that the ESB profile can publish mediation statistics:<EI-HOME>/conf/synapse.properties true

...
mediation.flow.statistics.enable=true
mediation.flow.statistics.tracer.collect.payloads=true
mediation.flow.statistics.tracer.collect.properties=true
...

Starting the servers

Let's start the  ,  , and   profiles as follows:Analytics ESB MSF4J

Start the Analytics profile:
Open a terminal and navigate to the   directory.<EI_HOME>/wso2/analytics/bin
Start the runtime by executing the message broker startup script as shown below.

On MacOS/Linux/CentOS

sh worker.sh

On Windows

worker.bat

Start the ESB runtime from within WSO2 Integration Studio. For instructions, see  .Starting the Integrator runtime and deploying the artifacts
Start the back-end service (which is an MSF4J service):

Open a terminal and navigate to the   directory.<EI_HOME>/wso2/msf4j/bin
Start the runtime by executing the message broker startup script as shown below.

Be sure to start the   profile first and then start the   profile.Analytics ESB

https://docs.wso2.com/display/EI650/Running+the+Product#RunningtheProduct-RunningtheESBprofileviaWSO2IntegrationStudio
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3.  

b.  

On MacOS/Linux/CentOS

sh carbon.sh

On Windows

carbon.bat

Enabling statistics and tracing for the artifacts

Follow the steps below to enable statistics and tracing for the REST API:

Go to the management console of the  profile: ESB https://localhost:9443/carbon
On the   tab of the management console, go to   ->   and click  . Main Manage Service Bus APIs
The   screen appears, and you will see the   listed as follows:Deployed APIs HealthcareAPI

To enable the collection of mediation statistics for the REST API, click  .Enable Statistics
To enable mediation tracing for the REST API, click  .Enable Tracing

Follow the steps below to enable statistics for the endpoints:

On the   tab of the management console, go to  , and click  . Main Manage -> Service Bus Endpoints
The   screen appears, and you will see several endpoints listed.Manage Endpoints
To enable the collection of mediation statistics for the endpoints, click  for each endpoint.Enable Statistics 

Note that it is not recommended to enable tracing in production environments as it generates a large number of events that reduces
the performance of the analytics profile. Therefore, tracing should only be enabled in development environments.
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1.  

2.  

Sending a message

Now that you have the artifacts deployed and configured for statistics monitoring, let's send 8 requests to the ESB profile as explained below.

Create a JSON file called   with the following request payload.request.json

{
"name": "John Doe",
"dob": "1940-03-19",
"ssn": "234-23-525",
"address": "California",
"phone": "8770586755",
"email": "johndoe@gmail.com",
"doctor": "thomas collins",
"hospital": "grand oak community hospital",
"cardNo": "7844481124110331",
"appointment_date": "2025-04-02"
}

Open a command line terminal and execute the following command ( ) from the location where you save the request.json file:six times

curl -v -X POST --data @request.json    --headerhttp://localhost:8280/healthcare/categories/surgery/reserve
"Content-Type:application/json"

If the messages are sent successfully, you will receive the following response for each request.

For the purpose of demonstrating how successful messages and message failures are illustrated in the dashboard, let's send 2 of the requests
while the back-end service is not running. This should generate a success rate of 75%.

http://localhost:8280/healthcare/categories/surgery/reserve
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2.  

3.  

1.  
a.  
b.  

2.  

3.  

4.  

{"appointmentNo":1,
"doctorName":"thomas collins",
"patient":"John Doe",
"actualFee":7000.0,
"discount":20,
"discounted":5600.0,
"paymentID":"e1a72a33-31f2-46dc-ae7d-a14a486efc00",
"status":"Settled"}

Now, shut down the MSF4J server (to ensure that the back-end service is inactive) and send two more requests.

Analyze the mediation statistics

Now, let's analyze the statistics generated from the message mediation:

Start the Analytics dashboard:
Open a terminal and navigate to the   directory.<EI_HOME>/wso2/analytics/bin
Start the runtime by executing the message broker startup script as shown below

On MacOS/Linux/CentOS

sh dashboard.sh

On Windows

dashboard.bat

In a new browser window or tab, open the Analytics dashboard using the following URL:  . Use   for both thehttps://localhost:9643/portal admin
username and password.
Click the  icon shown below to open the dashboard.Enterprise Integrator Analytics

View the statistics overview for all the ESB artifacts that have published statistics:

https://localhost:9643/portal
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4.  

5.  

6.  

7.  

The number of transactions handled by the ESB per second is mapped on a graph as follows.

The success rate and the failure rate of the messages received by the ESB profile during the last hour are mapped in a graph as follows.

The HealthcareAPI REST API is displayed under TOP APIS BY REQUEST COUNT as follows.
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7.  

8.  

9.  

a.  

b.  

The three endpoints used for the message mediation are displayed under  as shown below. Top Endpoints by Request Count

In the Top APIS BY Request COUNT gadget, click  HealthcareAPI to open the OVERVIEW/API/HealthcareAPI page. The following is
displayed.

The   gadget shows the total number of requests handled by the   REST API during the last hour:API Request Count StockQuoteAPI

The API Message Count gadget maps the number of successful messages as well as failed messages at different times within the last
hour in a graph as shown below.
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9.  

b.  

c.  

d.  

e.  

The API Message Latency gadget shows the speed with which the messages are processed by mapping the amount of time taken per
message at different times within the last hour as shown below.

The Messages gadget lists all the the messages handled by the StockQuoteAPI REST API during the last hour with the following
property details as follows.

The Message Flow gadget illustrates the order in which the messages handled by the StockQuoteAPI REST API within the last hour
passed through all the mediation sequences, mediators and endpoints that were included in the message flow as shown below.
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9.  

e.  

10.  
a.  
b.  
c.  

11.  

In the  gadget, click one of the endpoints to view simillar statistics per endpoint.Top Endpoints by Request Count
ChannelingFeeEP
SettlePaymentEP
GrandOaksEP

You can also navigate to any of the artifacts by using the top-left menu as shown below. For example, to view the statistics of a specific endpoint,
click  and search for the required endpoint. Endpoint 

Analyzing Business Process Statistics

The Analytics dashboard of WSO2 Enterprise Integrator (WSO2 EI) is used for publishing information related to   as well as message mediation long-runni
. Message mediation statistics are generated from the   profile of WSO2 EI and the statistics of long-running businessng business processes ESB

The Business Process Analytics documentation is currently restricted as it is not applicable to WSO2 EI 6.4.0

Please note that an error is thrown [1] when trying out the tutorial. Therefore, this page is only visible to those atuntill this is fixed, 
WSO2 .

[1] https://github.com/wso2/product-ei/issues/2413

https://github.com/wso2/product-ei/issues/2413
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1.  
2.  

3.  
4.  

5.  

1.  

2.  

3.  

processes are generated from the   profile.Business Process

In this tutorial, you use the Analytics Dashboard to view the statistics related to the appointment cancellation process that was carried out
in the previous tutorial.

Let's get started!

Configuring WSO2 EI to analyze business processes
Analyzing the business process statistics

Configuring WSO2 EI to analyze business processes

Follow the steps given below to deploy the Analytics artifacts required for collecting statistics related to a long-running business process.

Start the   profile of WSO2 EI. See  .Analytics Starting EI Analytics
Open the management console of the Analytics profile using  , and log in using   as the username  https://localhost:9444/carbon admin
as well as the password.
Go to the   ->   section, click   to open the   page. Main Carbon Applications Add Add Carbon Applications
Click   and browse for the   file from the Choose File org.wso2.ei.bpmn.analytics-1.0.0.car <EI_HOME>/wso2/analytics/profiles/

 directory. business-process/
Click   to select the file, and then click   in the   page to deploy the artifacts contained in the CAR file.Open Upload Add Carbon Applications

Follow the steps below to enable the Business Process profile to publish statistics to the Analytics profile.

Open the  l file from the   directory and set the   bps-analytics.xm <EI_HOME>/wso2/business-process/conf/ DataPublishingEnabled
property to   as shown below.true

<DataPublishingEnabled>true</DataPublishingEnabled>

This enables the Business Process profile to publish statistics to the Analytics profile.
Open the   file from the    directory and set the   prbps-analytics.xml <EI_HOME>/wso2/analytics/conf/ DashboardAnalyticsEnabled
operty to   as shown below.true

<DashboardAnalyticsEnabled>true</DashboardAnalyticsEnabled>

This allows the statistics related to the business process to be analyzed via the Analytics profile, and visualized in the Analytics dashboard.
Restart the Analytics profile of WSO2 EI. 

Analyzing the business process statistics

1.  
2.  

3.  

4.  

5.  

Before you begin,

Install Oracle Java SE Development Kit (JDK) version 1.8.* and set the JAVA_HOME environment variable.
If you are running on Windows, download the   from   and copy the JAR file to the snappy-java_1.1.1.7.jar here <EI_HOME>\wso2

 directory.\lib
Download the WSO2 EI ZIP file from  , and then extract the ZIP file. The path to this folder will be referred to as   throughere <EI_HOME>
hout this tutorial.
Download the MSF4J service from  and copy the JAR file to  folder.here <EI_HOME>/wso2/msf4j/deployment/microservices
The back-end service is now deployed in the MSF4J profile of WSO2 EI.
You need to try out the  tutorial before trying out this tutorial as a business process is required to view theManaging a Business Process
analytics of the business processor.

1.  
2.  

3.  

Before you begin, make sure that the following steps from the previous tutorials are completed. This is to ensure that the business process for
canceling a doctors' appointment has been successfully completed, and thereby, statistics from the appointment cancellation process is
available for analysis.

Deploying the BPMN process in the Business Process profile
Starting the Message Broker profile

Be sure that the Analytics profile is started before the Business Process profile.

https://docs.wso2.com/display/EI650/Running+the+Product#RunningtheProduct-EI_Analytics
https://localhost:9444/carbon
http://mvnrepository.com/artifact/org.xerial.snappy/snappy-java/1.1.1.7
http://wso2.com/integration/
https://github.com/wso2-docs/WSO2_EI/blob/master/Back-End-Service/Hospital-Service-2.0.0.jar
https://docs.wso2.com/display/EI650/Managing+a+Business+Process#ManagingaBusinessProcess-BPMN_artifacts
https://docs.wso2.com/display/EI650/Managing+a+Business+Process#ManagingaBusinessProcess-start_MB


WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 149

1.  

2.  

Follow the steps given below to analyze the statics of the business processors and tasks.

Open the Analytics Dashboard using , and log in using   as the username as well as the password. https://localhost:9444/portal admin
The dashboards outlined in red in the image below should be displayed.

Click   in the relevant box to view the dashboards. View
Business-process Profile:process-analytics  -  Displays the statistics for the business processors.
Business-process Profile:User-analytics - Displays the statistics for the tasks. 

The dashboard opens as shown below.

See the following more information on using the Analytics dashboard for business processes.

Process Monitoring via Analytics.
Task Monitoring via Analytics.
User Monitoring via Analytics.

3.  
4.  
5.  
6.  

Deploying the ESB artifacts in the ESB profile
Starting the back-end service
Sending requests to the ESB
Canceling appointments using the BPMN explorer

Make sure that the analytics, broker, msf4j, business-process, and the ESB profiles have started before following the steps given below:

https://docs.wso2.com/display/EI650/Managing+a+Business+Process#ManagingaBusinessProcess-start_integration
https://docs.wso2.com/display/EI650/Managing+a+Business+Process#ManagingaBusinessProcess-start_msf4j
https://docs.wso2.com/display/EI650/Managing+a+Business+Process#ManagingaBusinessProcess-sending_requests
https://docs.wso2.com/display/EI650/Managing+a+Business+Process#ManagingaBusinessProcess-canceling_appointment
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Business Process Tutorials

This section provides instructions and information regarding the main use cases of the Business Process profile that is shipped with WSO2 Enterprise
Integrator (WSO2 EI).

BPMN Tutorials
Creating BPMN Artifacts

Configuring the Start Event to Submit Data
Working with User Tasks
Working with Exclusive Gateways
Working with Mail Tasks
Working with Timer Boundary Events
Working with Signal Events
Working with Service Tasks
Working with REST Tasks
Working with SOAP Tasks
Working with Task Listeners

Simulating an Order Approval Process
BPEL and Human Tasks Tutorials

Echoing a Message
Echoing a Message Using a Simple BPEL Process
Echoing a Message Using Correlation

Simulating a Loan Approval Processes
Step 1 - Creating the Synchronous Processes
Step 2 - Creating the Asynchronous Process
Step 3 - Creating the Correlation Set

Simulating a Simple Order Approval Process

BPMN Tutorials

This section provides instructions and information regarding the main use cases of BPMN of the Business Process profile that is shipped with WSO2
Enterprise Integrator (WSO2 EI).

Creating BPMN Artifacts
Configuring the Start Event to Submit Data
Working with User Tasks
Working with Exclusive Gateways
Working with Mail Tasks
Working with Timer Boundary Events
Working with Signal Events
Working with Service Tasks
Working with REST Tasks
Working with SOAP Tasks
Working with Task Listeners

Simulating an Order Approval Process

Creating BPMN Artifacts

The following sections demonstrate how you can create and work with BPMN artifacts 

Configuring the Start Event to Submit Data
Working with User Tasks
Working with Exclusive Gateways
Working with Mail Tasks
Working with Timer Boundary Events
Working with Signal Events
Working with Service Tasks
Working with REST Tasks
Working with SOAP Tasks
Working with Task Listeners

Configuring the Start Event to Submit Data

The following scenario simulates the first step of a business process, in which an employee fills a form and submits the leave request to the manager. You
can implement this by configuring a  in the BPMN Diagram.Start Event

Before you begin,

Install Oracle Java SE Development Kit (JDK) version 1.8.* and set the JAVA_HOME environment variable.
Download the product installer from  , and run the installer.here
Let's call the installation location of your product the   directory.<EI_HOME>

If you installed the product using the , this is located in a place specific to your OS as shown below:installer

http://wso2.com/integration/
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1.  

2.  

Let's get started! This tutorial includes the following sections:

Creating a BPMN Project
Creating the BPMN Diagram
Configuring the Start Event
Creating the deployable archive
Deploying BPMN artifacts
Testing the output

Creating a BPMN Project

You will find a BPMN editor packaged along with WSO2 Integration Studio. This BPMN editor can be used to create a BPMN artifact easily.

Open the WSO2 Integration Studio. In the   page, click  , and then click  . Getting Started BP Project Create New BPMN

 

The   wizard opens. Create an Activity Project
Enter a project name (e.g.,  ) LeaveProcessBPMN and click Next.

OS Home directory

Mac OS /Library/WSO2/EnterpriseIntegrator/6.5.0

Windows C:\Program Files\WSO2\EnterpriseIntegrator\6.5.0\

Ubuntu /usr/lib/wso2/EnterpriseIntegrator/6.5.0

CentOS /usr/lib64/EnterpriseIntegrator/6.5.0

Select and download the relevant WSO2 Integration Studio ZIP file depending on your operating system from here, and then extract the
ZIP file.

For more detailed installation instructions, see  .Installing WSO2 Integration Studio
For information on any error messages you get, see the troubleshooting tips given under Troubleshooting WSO2

.Integration Studio

Before you begin:
Download and install the WSO2 Integration Studio. For more information, see Installing WSO2 Integration Studio.

http://wso2.com/integration/
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2.  

3.  

4.  

In the next window that appears, select any of the available referenced projects and click Finish.

Click Open Perspective in the following message that appears.

You will not get this message if you are already in the Activiti perspective. You can view the current perspective by clicking on the icon
on the top panel that is marked in the following image.
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4.  

1.  
2.  

3.  

Creating the BPMN Diagram

After creating the BPMN project, follow the steps below to add a BPMN diagram to it. 

Right-click on your BPMN project found on the left pane of your Integration Studio window and select New  Other. 
In the  dialog box that opens, expand  and click . Then click  .Select a Wizard WSO2  BPMN,  BPMN Diagram Next

Enter a file name (e.g.,  ), select the   directory as the parent directory,LeaveRequest.bpmn BPMNProject/src/main/resources/diagrams
and click  .Next
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3.  

4.  Select a template diagram or create a new empty diagram. For this example, select , and click No, just create an empty diagram to start editing
. Finish
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4.  

In the Activity Explorer view, you view the BPMN diagram added under the project you specified and a new empty canvas opens along with a Pa
. lette You can use the palette to drag and drop artifact symbols to create the desired diagram. 
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4.  

5.  

6.  

1.  

Click anywhere on the canvas, and click  in the Process Properties tab, to change the ID, name and namespace of the process that is created
once you deploy the BPMN Project.

Save both the   and the  you created.BPMN Diagram BPMN Project 

Configuring the Start Event

To implement the leave approval process, drag a    to the design canvas.  Start Event

Every BPMN process should start with a  and end with an .Start Event End Event
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1.  

2.  
3.  

To implement the scenario, in which the employee submits a leave application form, click   in the   tab of the  .Form Properties Start Event
To create the application form, click  and add a new entry for each of the following fields. New 

id Name Type Date Pattern Readable Writable Required

numberOfDays Number of
days

long - true true true

startDate First day of
holiday
(dd-MM-yyyy)

string dd-MM-yyyy
hh:mm

true true true

vacationReason Reason string - true true true

employeeName Name of
employee

string - true true true
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3.  

4.  

5.  

6.  

To add an admin user as the initiator of the process, enter   as the value of the   field in the   section of the   taadmin Initiator Main Config Properties
b. 

Add an  to the diagram and connect the  to it.End Event Start Event

Save all the artifacts that you created.
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1.  
2.  

1.  

2.  

3.  

Creating the deployable archive

Save all the artifacts that you created in WSO2 Integration Studio.
Right click on the name of the project in the   window, and click  .Package Explorer Create deployment artifacts

This creates the   file under the   folder of the project. This archive file contains of all the artifacts of your BPMN project for you toBAR deployment
deploy it in the Business Process profile of WSO2 EI.

Deploying BPMN artifacts

After you , follow the steps below to deploy them.create the deployable archive

Start the Business Process profile of WSO2 EI.

On MacOS/Linux/CentOS

Open a terminal and execute the following command:

wso2ei-6.4.0-business-process

On Windows

Go to Start Menu -> Programs -> WSO2 -> Enterprise Integrator 6.4.0 . Business Process This will open a terminal and start
the business process profile.

In a web browser, open the  , and log in with the default credentials (username:   andManagement Console of the Business Process profile admin
password:  ).admin
Click              , browse the BAR file of the BPMN Project and click  .Main Manage Processes Add BPMN Upload

If you do not have the  view, click select  and open it.Package Explorer Window  Show View  Other, Package Explorer

https://localhost:9445/carbon
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3.  

4.  

a.  
i.  
ii.  
iii.  

b.  
i.  

Once you uploaded the artifacts successfully you can view the new processes added to the list as shown below. 

Undeploying a BPMN Project

If you want to undeploy a BPMN Project, there are two ways of doing it as follows.

From the Management Console of the Business Process profile:
Log in to Management Console, click Main  Manage  Processes   List   BPMN.
Click the   you want to undeploy.Package Name
The   page appears. Click on the   link.Package Dashboard Undeploy

By deleting the BPMN ZIP file from the file system. 
Delete the BPMN package from   dir<EI_HOME>/wso2/business-process/repository/deployment/server/bpmn
ectory.

Suspending process instances

In the Management Console,  to suspend a process instance that is created by a deployed process.click Main  Manage  Instances   BPMN

If you are unable to locate the BAR file, right click on the name of the BAR file in the  window and click  toPackage Explorer Properties
find it as shown below.

If you upload a package with an existing name, the processes in the package gets versioned. This retires all the old processes in the
package and deploys the new version. Since only package-level versioning is available, the new package includes all the processes
defined in the old package, even though you may only need to update a single process in that package. 

If you do not view the new processes, refresh the browser or click         Main Manage Processes List BPMN.
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4.  

1.  
2.  

3.  

Testing the output

Follow the steps below to test the output.

Log in to the BPMN-explorer at   using   for both the username and password.https://localhost:9445/bpmn-explorer admin
Click   in the top menu, and click the   option of the  .PROCESSES Start Leave Approval Process

Initiate the process by filling the form and click  .Start

You view the following message.

https://localhost:9445/bpmn-explorer
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3.  

1.  

2.  
3.  
4.  
5.  
6.  

Working with User Tasks

The following scenario simulates a simple leave approval business process, in which an employee fills a form and submits the leave request to the
manager and the manager approves or rejects it. 

Let's get started! This tutorial includes the following sections:

Importing artifacts 
Creating new artifacts
Deploying the artifacts
Creating the user
Testing the output

Importing artifacts 

If you did not try the Configuring the Start Event to Submit Data tutorial yet, follow the steps below to import its artifacts as you will be extending on that.

Download the   and extract it to a preferred location. This contains the artifacts of the pre-packaged project Configuring the Start Event to Submit
 tutorial. Data

Open the WSO2 Integration Studio.
Click File, and click Import. 
Expand the WSO2 category, select Existing WSO2 Projects into workspace and . click Next
Click , select Browse    the file you extracted and upload it.  
In the , double click on the name of the BPMN diagram to view the BPMN artifacts you imported.Package Explorer

Before you begin,

Install Oracle Java SE Development Kit (JDK) version 1.8.* and set the JAVA_HOME environment variable.
Download the product installer from  , and run the installer.here
Let's call the installation location of your product the   directory.<EI_HOME>

If you installed the product using the , this is located in a place specific to your OS as shown below:installer

OS Home directory

Mac OS /Library/WSO2/EnterpriseIntegrator/6.5.0

Windows C:\Program Files\WSO2\EnterpriseIntegrator\6.5.0\

Ubuntu /usr/lib/wso2/EnterpriseIntegrator/6.5.0

CentOS /usr/lib64/EnterpriseIntegrator/6.5.0

Select and download the relevant WSO2 Integration Studio ZIP file depending on your operating system from here, and then extract the
ZIP file.

For more detailed installation instructions, see  .Installing WSO2 Integration Studio
For information on any error messages you get, see the troubleshooting tips given under Troubleshooting WSO2

.Integration Studio

https://github.com/wso2-docs/WSO2_EI/blob/master/BPS-Tutorial-Artifacts/BPMN/LeaveRequestBPMN.zip
http://wso2.com/integration/
http://wso2.com/integration/
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6.  

1.  
2.  

3.  

4.  

5.  

6.  

Creating new artifacts

The next step of the process is where the respective manager checks the leave application form and approves/rejects it. For this part of the process, add a 
   User Task as it will be a task performed by a user.

Right  on the connection arrow, which connects the  and the  and click .click Start Event End Event Delete
Drag and drop a   to the diagram.User Task

Hover your mouse pointer over the  , and click on the arrow icon (i.e., the   option) and connect the   toStart Event Create Connection Start Event
the  .User Task
Hover your mouse pointer over the  , and click on the arrow icon (i.e., the   option) and connect the   toUser Task Create Connection User Task
the  .End Event

 Click on the  , and change the value of the   field to   in the   section of the   tab.User Task Name Review leave request General Properties

 
 Click on the  click   in the User Task,  New  Form section of the   Properties tab and add the following field.
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6.  

7.  

id Name Type Readable Writable Required Form Values

vacationApproved Do you
approve this
vacation
request?

enum true true true Id: true

Name: Approv
e

Id: false

Name: Reject

 

To add an assignee to the  , enter the value as   for the   field in the   section of the   tab (ofUser Task manager Assignee Main Config Properties

For
field
s of
type
“enu
m”
you
can
add
form
valu
es
that
act
as
differ
ent
optio
ns.
You
can
provi
de
two
optio
ns
as A
ppro

 ave
nd R
ejec
 fort

this
field.
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7.  

8.  

1.  
2.  

1.  
2.  
3.  

4.  

the  ).User Task  

Save all the artifacts that you created in WSO2 Integration Studio.

The model is now complete as the necessary logic has been applied.

Deploying the artifacts

For instructions on creating the deployable artifacts, see  .Creating the deployable archive
For instructions on deploying them, see  .Deploying BPMN artifacts

Creating the user

Log in to the Management Console of the Business Process profile.
Click          Configure Users and Roles Add Add New User.
Enter the below details to create a user called   and click manager .Next

In the next screen, assign the user to the   role and click  .admin Finish

This assumes that a single person (e.g., HR Manager) is responsible for approving or rejecting leave. If you want to allow a group of
people (e.g., anyone in the HR Department) to approve/reject leave, you can enter the group role name (e.g., ) as thehrDepartment
value of the  field in the  section of the    tab (of the  ).Candidate group Main Config Properties User Task

Enter both the User Name and the Password as .manager

https://docs.wso2.com/display/EI650/Configuring+the+Start+Event+to+Submit+Data#ConfiguringtheStartEventtoSubmitData-Creatingthedeployablearchive
https://docs.wso2.com/display/EI650/Configuring+the+Start+Event+to+Submit+Data#ConfiguringtheStartEventtoSubmitData-DeployingBPMNartifacts


WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 166

4.  

1.  

2.  
3.  

You view the new user you created as shown below.

Testing the output

Follow the steps below to test the output.

Start the Business Process profile of WSO2 EI.

On MacOS/Linux/CentOS

Open a terminal and execute the following command:

wso2ei-6.4.0-business-process

On Windows

Go to Start Menu -> Programs -> WSO2 -> Enterprise Integrator 6.4.0 . Business Process This will open a terminal and start
the business process profile.

Log in to the BPMN-explorer at   using   for both the username and password.https://localhost:9445/bpmn-explorer admin
Click   in the top menu, and click the   option of the  .PROCESSES Start Leave Approval Process

https://localhost:9445/bpmn-explorer
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3.  

4.  

5.  
6.  

7.  

Initiate the process by filling the form and click  .Start

You view the following message.

Log out and log in again using   credentials. manager/manager
Click   and then click  . You view the Claimable Task, which was created by the process you started. TASKS MY TASKS

Click on the , select   from the drop down list and click  .Task Approve Complete Task
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7.  

8.  
You view the Task being removed  list. from the MY TASKS
Click  in the top menu, and then click . You view the  you just completed being added to the TASKS COMPLETED TASKS Task COMPLETED

 list.TASKS

Similarly, you can repeat the steps from step 5 onwards to reject a leave request accordingly.

Working with Exclusive Gateways

The following scenario simulates a simple leave approval business process, in which an employee fills a form and submits the leave request to the
manager and the manager approves or rejects it. The process ends if the manager approves the request. Otherwise, if the manager rejects it, the
employee will be able to resend the leave request by adjusting it. 

Before you begin,

Install Oracle Java SE Development Kit (JDK) version 1.8.* and set the JAVA_HOME environment variable.
Download the product installer from  , and run the installer.here
Let's call the installation location of your product the   directory.<EI_HOME>

If you installed the product using the , this is located in a place specific to your OS as shown below:installer

OS Home directory

Mac OS /Library/WSO2/EnterpriseIntegrator/6.5.0

Windows C:\Program Files\WSO2\EnterpriseIntegrator\6.5.0\

Ubuntu /usr/lib/wso2/EnterpriseIntegrator/6.5.0

CentOS /usr/lib64/EnterpriseIntegrator/6.5.0

Select and download the relevant WSO2 Integration Studio ZIP file depending on your operating system from , and then extract thehere
ZIP file.

http://wso2.com/integration/
http://wso2.com/integration/
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1.  
2.  
3.  
4.  
5.  
6.  

1.  

2.  

Let's get started! This tutorial includes the following sections:

Importing artifacts 
Creating new artifacts

Configuring the Exclusive Gateway
Configuring the Adjust vacation request User Task 

Deploying the artifacts
Creating the user
Testing the output

Importing artifacts 

If you did not try the   tutorial yet, follow the steps below to import its artifacts as you will be extending on that.Working with User Tasks

Download the   and extract it to a preferred location. This contains the artifacts of the   tutorial. pre-packaged project Working with User Tasks
Open WSO2 Integration Studio.
Click  , and click  . File Import
Expand the   category, select  and click  .WSO2 Existing WSO2 Projects into workspace  Next
Click , select the file you extracted and upload it.   Browse        
In the  , double click on the name of the BPMN diagram to view the BPMN artifacts you imported.Package Explorer

Creating new artifacts

The next step of the process is defining the logic for the employee to adjust and resend the leave request if it gets rejected and for the process to end if the
request gets . Follow the steps below to implement this logic using BPMN artifacts.approved

Right  on the connection arrow, which connects the click Review leave request User Task to the End Event and click Delete.

To add a decision making notation to indicate these two actions, hover your mouse pointer over the   and clickReview leave request User Task
on the   iconExclusive Gateway . 

For more detailed installation instructions, see  .Installing WSO2 Integration Studio
For information on any error messages you get, see the troubleshooting tips given under Troubleshooting WSO2

.Integration Studio

https://github.com/wso2-docs/WSO2_EI/blob/master/BPS-Tutorial-Artifacts/BPMN/LeaveRequestBPMN2.zip
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2.  

3.  

4.  
5.  

Hover your mouse pointer over the Exclusive Gateway, and click on the arrow icon (i.e., the Create Connection option) and connect the Exclusi
ve Gateway to the End Event.

Drag and drop another User Task to the diagram.
Click on the  , and change the value of the   field to   in the   section of the   tab.User Task Name Adjust vacation request General Properties  
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5.  

6.  

7.  

Hover your mouse pointer over the Exclusive Gateway, and click on the arrow icon (i.e., the Create Connection option) and connect the Exclusi
ve Gateway to the Adjust vacation request User Task.

Hover your mouse pointer over the Adjust vacation request User Task, and click on the arrow icon (i.e., the Create Connection option) and



WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 172

7.  

1.  

2.  

connect the Review leave request User Task to the End Event.

Configuring the Exclusive Gateway

Click on the   and enter the following details in the    tab of the   tab.Exclusive Gateway General Properties
Id:requestApprovedDecision
Name:Request approved?

Now, let's add the decision logic that specifies that the process should proceed to the End Event if approved.
Click on the arrow, which connects the   to the   and enter   as the value for Exclusive Gateway End Event ${vacationApproved == 'true'} C

 in the    section of the   tab.ondition Main config Properties

 is the ID of the enum field you added in the vacationApproved  Review leave request .User Task
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2.  

3.  
Now, let's add the decision logic that specifies that the process should proceed to the Adjust vacation request User Task if rejected.
Click on the arrow, which connects the   to the   and enter Exclusive Gateway Adjust vacation request User Task ${vacationApproved ==

 as the value for   in the    section of the   tab.'false'} Condiiton Main config Properties
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3.  

1.  
2.  
3.  

Configuring the  Adjust vacation request User Task

Click on the Adjust vacation request U  ser Task and s in the et the   as   Assignee admin Main Config section of the   tab. Properties
Click Form in the Properties tab of the Adjust vacation request User Task.
To create the application form to resend the leave request, click New and add a new entry for each of the following fields. 

id Name Type Date
Pattern

Readable Writable Required Form
Values

numberOfDays Number of
days

long - true true true -

startDate First day of
holiday
(dd-MM-yyyy
)

string dd-MM-yyyy
hh:mm

true true true -

vacationReason Reason string - true true true -

employeeName Name of
employee

string - true true true -

resendRequest Resend
vacation
request to
manager?

enum - true true true Id: true

Name: Yes

Id: false
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3.  

4.  

1.  
2.  

1.  

2.  
3.  
4.  

Name: No

The properties of the   should look like the following:Form

Save all the artifacts that you created in WSO2 Integration Studio.
The model is now complete as the necessary logic has been applied.

Deploying the artifacts

For instructions on creating the deployable artifacts, see  .Creating the deployable archive
For instructions on deploying them, see  .Deploying BPMN artifacts

Creating the user

Make sure that you have started the Business Process profile of WSO2 EI.

On MacOS/Linux/CentOS

Open a terminal and execute the following command:

wso2ei-6.4.0-business-process

On Windows

Go to Start Menu -> Programs -> WSO2 -> Enterprise Integrator 6.4.0 . Business Process This will open a terminal and start
the business process profile.

Log in to the Management Console of the Business Process profile.
Click           .Configure Users and Roles Add Add New User
Enter the below details to create a user called   and click  .manager Next

https://docs.wso2.com/display/EI650/Configuring+the+Start+Event+to+Submit+Data#ConfiguringtheStartEventtoSubmitData-Creatingthedeployablearchive
https://docs.wso2.com/display/EI650/Configuring+the+Start+Event+to+Submit+Data#ConfiguringtheStartEventtoSubmitData-DeployingBPMNartifacts
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4.  

5.  In the next screen, assign the user to the   role and click  .admin Finish

You view the new user you created as shown below.

Enter both the User Name and the Password as .manager
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5.  

1.  
2.  

3.  

4.  

Testing the output

Follow the steps below to test the output.

Log in to the BPMN-explorer at   using   for both the username and password.https://localhost:9445/bpmn-explorer admin
Click   in the top menu, and click the   option of the  .PROCESSES Start Leave Approval Process

Initiate the process by filling the form and click  .Start

You view a pop-up message upon successful process initiation.
Initiate the process again by filling the form again and click Start.

You create two tasks to test the output of both leave approval and leave rejection. 

https://localhost:9445/bpmn-explorer
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4.  

5.  
6.  

7.  

Log out and log in again using   credentials. manager/manager
Click   and then click TASKS MY TASKS. You view two tasks created.

Click on the first task, select Approve from the drop down list and click Complete Task.
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7.  

8.  

9.  

You view the task in the  list. Also, you will not view any tasks created if you log out and log in again using TASKS  COMPLETED TASKS admin/
 credentials and click .admin TASKS  MY TASKS

Click   and then click  again, cTASKS MY TASKS  lick on the second task, which is left now, select Reject from the drop down list and click Complet
e Task.

Log out and log in again with   credentials, and click  . admin/admin TASKS  MY TASKS
You view the Adjust vacation request T .ask
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9.  

10.  

11.  

Click on the  , change the details and click   to resend the leave application. Adjust vacation request Task Complete Task

Log out and log in again with manager/manager credentials, and click TASKS  MY TASKS. 
You view another  in  list, which you can approve or reject as you did before.Task TASKS  MY TASKS

Working with Mail Tasks

The following scenario simulates a simple leave approval business process, in which an employee fills a form and submits the leave request to the
manager and the manager approves or rejects it. The employee receives an email if the manager approves the request. Otherwise, if the manager rejects
it, the employee will be able to resend the leave request by adjusting it. 

Before you begin,

Install Oracle Java SE Development Kit (JDK) version 1.8.* and set the JAVA_HOME environment variable.
Download the product installer from  , and run the installer.here
Let's call the installation location of your product the   directory.<EI_HOME>

If you installed the product using the , this is located in a place specific to your OS as shown below:installer

OS Home directory

http://wso2.com/integration/
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1.  

2.  
3.  
4.  
5.  
6.  

1.  

Let's get started! This tutorial includes the following sections:

Importing artifacts 
Creating new artifacts

Configuring the Send confirmation email Mail Task
Deploying the artifacts
Creating the user
Testing the output

Importing artifacts 

If you did not try the   tutorial yet, follow the steps below to import its artifacts as you will be extending on that.Working with Exclusive Gateways

Download the   and extract it to a preferred location. This contains the artifacts of the   tutoripre-packaged project Working with Exclusive Gateways
al. 
Open the WSO2 Integration Studio.
Click  , and click  . File Import
Expand the   category, select  and click  .WSO2 Existing WSO2 Projects into workspace  Next
Click , select the file you extracted and upload it.   Browse        
In the  , double click on the name of the BPMN diagram to view the BPMN artifacts you imported.Package Explorer

Creating new artifacts

The next step of the process is adding a  to send an email if the manager approves the leave request. Follow the steps below to implement thisMail Task
using BPMN artifacts.

Right  on the connection arrow, which connects the click Review leave request User Task to the End Event and click Delete.

Mac OS /Library/WSO2/EnterpriseIntegrator/6.5.0

Windows C:\Program Files\WSO2\EnterpriseIntegrator\6.5.0\

Ubuntu /usr/lib/wso2/EnterpriseIntegrator/6.5.0

CentOS /usr/lib64/EnterpriseIntegrator/6.5.0

Select and download the relevant WSO2 Integration Studio ZIP file depending on your operating system from here, and then extract the
ZIP file.

For more detailed installation instructions, see  .Installing WSO2 Integration Studio
For information on any error messages you get, see the troubleshooting tips given under Troubleshooting WSO2

.Integration Studio

https://github.com/wso2-docs/WSO2_EI/blob/master/BPS-Tutorial-Artifacts/BPMN/LeaveRequestBPMN3.zip
http://wso2.com/integration/
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1.  

2.  

3.  

Drag and drop a  to the canvas.Mail Task

Click on the  , and change the value of the   field to   in the   section of the   tab.Mail Task Name Send confirmation email General Properties  
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3.  

4.  

5.  

6.  

Hover your mouse pointer over the Exclusive Gateway, and click on the arrow icon (i.e., the Create Connection option) and connect it to the Se
nd confirmation email Mail Task.
Hover your mouse pointer over the Send confirmation email Mail Task, and click on the arrow icon (i.e., the Create Connection option) and
connect it to the End Event.

Click on the arrow, which connects the   to the   and enter Exclusive Gateway Send confirmation email Mail Task ${vacationApproved ==
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6.  

7.  

1.  

2.  

 as the value for   in the    section of the   tab.'true'} Condition Main config Properties

Save all the artifacts that you created in WSO2 Integration Studio.
The model is now complete as the necessary logic has been applied.

Configuring the Send confirmation email Mail Task

In the   section of the  tab (of the  ), fill the respective fields (i.e.,  ,  ,  ). You can give the SubjectMain Config Properties  Mail Task To From Subject
as  .Leave approved!
In the   field of the   section, enter  . The variable will beNon-HTML Main Config Hi ${employeeName}, your leave request is approved
used to create the mail body.

More information on the properties of the Mail Task

The Mail Task allows you to send an email within a BPMN Process. It is configured with the following properties. 

Field Name Mandatory Description

To Yes The email address of the intended recipient of the
email. Multiple recipients can be specified as
comma-separated email addresses.

From No The email address of the sender. If this field is
not specified, the default email address specified
in the  file will be used.activiti.xml

Subject No Subject of the email.
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2.  

3.  

4.  

CC No The email addresses of the carbon copy
receivers of the email. Multiple recipients are
separated by commas.

Bcc No The email addresses of the blind carbon copy
receivers of the e-mail. Multiple recipients are
separated by commas.

Charset No Charset of the email can be changed.

Html No The content of email is in HTML format.

Text No Content is in non-HTML format.

Copy the following JAR files into the  directory and restart the Business Process profile server instance. <EI_HOME>/lib
org.apache.commons:commons-email:jar:1.3
javax.mail:mail:jar:1.4.7
javax.activation:activation:jar:1.1 

In the   file, add the following properties under the <EI_HOME>/wso2/business-process/conf/activiti.xml <bean
 prid="processEngineConfiguration" class="org.activiti.engine.impl.cfg.StandaloneProcessEngineConfiguration">

operty as shown below, to enable the Gmail configurations.
Replace the  and  property values as follows:mailServerHost mailServerPort

<property name="mailServerHost" value="smtp.gmail.com"/>
<property name="mailServerPort" value="587"/>

Add the following properties:

<property name="mailServerDefaultFrom"
value="<ENTER_A_VALID_SMTP_EMAIL_ADDRESS>"/>
<property name="mailServerUseTLS" value="true"/>
<property name="mailServerUsername"
value="<ENTER_A_VALID_SMTP_EMAIL_ADDRESS>"/>
<property name="mailServerPassword"
value="<ENTER_THE_EMAIL_PASSWORD>"/>

More information on the above properties

Property Description

<property name="mailSe
"rverDefaultFrom

value=”email of the
sender”>

This specifies the default address of the sender. If a sender is not specified in the sender
field as a mail task property, the email address specified here will be used instead.

<property name="mailSe
" value="rverUsername m

"/>ailtask@gmail.com
<property name="mailSe

"rverPassword
value="mailtask123"/>

Specifies the credentials of the sender for authentication purposes. Here, you should include
the email address and it's corresponding password which you specified in the “From” field of
the mail task.

Port 456 (SSL
required):<property
name="mailServerUseSSL
" value="true"/>
Port 587 (TLS
required):<property
name="mailServerUseTLS
" value="true"/>

Specify only one of these two properties in order to specify whether the mail server should
use SSL or TLS.

If you are using Gmail to try out this scenario, you may need to enable IMAP access for Gmail. For more information, see Ena
. Also, if you receive an authentication error, you may have to adjust your account access settingsble IMAP settings in Gmail

http://central.maven.org/maven2/org/apache/commons/commons-email/1.3/commons-email-1.3.jar
http://central.maven.org/maven2/javax/mail/javax.mail-api/1.4.7/javax.mail-api-1.4.7.jar
http://central.maven.org/maven2/javax/activation/activation/1.1/activation-1.1.jar
https://support.google.com/a/answer/105694?hl=en
https://support.google.com/a/answer/105694?hl=en
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4.  

1.  
2.  

1.  

2.  
3.  
4.  

5.  

Deploying the artifacts

For instructions on creating the deployable artifacts, see  .Creating the deployable archive
For instructions on deploying them, see  .Deploying BPMN artifacts

Creating the user

If you have not started the business processor profile previously, start it.

On MacOS/Linux/CentOS

Open a terminal and execute the following command:

wso2ei-6.4.0-business-process

On Windows

Go to Start Menu -> Programs -> WSO2 -> Enterprise Integrator 6.4.0 . Business Process This will open a terminal and start
the business process profile.

Log in to the Management Console of the Business Process profile.
Click           .Configure Users and Roles Add Add New User
Enter the below details to create a user called   and click  .manager Next

In the next screen, assign the user to the   role and click  .admin Finish

in Gmail as well. For more information, see .Allowing less secure apps to access your account

Enter both the User Name and the Password as .manager

https://docs.wso2.com/display/EI650/Configuring+the+Start+Event+to+Submit+Data#ConfiguringtheStartEventtoSubmitData-Creatingthedeployablearchive
https://docs.wso2.com/display/EI650/Configuring+the+Start+Event+to+Submit+Data#ConfiguringtheStartEventtoSubmitData-DeployingBPMNartifacts
https://support.google.com/accounts/answer/6010255?hl=en
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5.  

1.  
2.  

3.  

You view the new user you created as shown below.

Testing the output

Follow the steps below to test the output.

Log in to the BPMN-explorer at   using   for both the username and password.https://localhost:9445/bpmn-explorer admin
Click   in the top menu, and click the   option of the  .PROCESSES Start Leave Approval Process

Initiate the process by filling the form and click  .Start

https://localhost:9445/bpmn-explorer


WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 188

3.  

4.  

5.  
6.  

You view a pop-up message upon successful process initiation.
Initiate the process again by filling the form again and click Start.

Log out and log in again using   credentials. manager/manager
Click   and then click  . You view two tasks created.TASKS MY TASKS

You create two tasks to test the output of both leave approval and leave rejection. 
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6.  

7.  

8.  

Click on the first task, select   from the drop down list and click  .Approve Complete Task

An email will be sent to the employee confirming that one of your leave requests was approved by the manager.

Click   and then click  again, cTASKS MY TASKS  lick on the second task, which is left now, select Reject from the drop down list and click Complet
e Task.
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8.  

9.  

10.  

Log out and log in again with   credentials, and click  . admin/admin TASKS  MY TASKS
You view the  .Adjust vacation request Task

Click on the  , change the details and click   to resend the leave application. Adjust vacation request Task Complete Task
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10.  

11.  
12.  

Log out and log in again with manager/manager credentials, and click TASKS  MY TASKS.
Click on task, select Approve from the drop down list and click Complete Task. 
Another email will be sent to the employee confirming that your second leave request was also approved by the manager.

Working with Timer Boundary Events

The following scenario simulates a simple leave approval business process, in which an employee fills a form and submits the leave request to the
manager and the manager approves or rejects it. The employee receives an email if the manager approves the request. Otherwise, if the manager rejects
it, the employee will be able to resend the leave request by adjusting it. 

You can use  to implement time sensitive business logics. For example, in this scenario, if the manager does not approve theTimer Boundary Events
leave request of the employee within a certain time period, you can use a  to escalate it via sending an email to the employee.Timer Boundary Event

Before you begin,

Install Oracle Java SE Development Kit (JDK) version 1.8.* and set the JAVA_HOME environment variable.
Download the product installer from  , and run the installer.here
Let's call the installation location of your product the   directory.<EI_HOME>

If you installed the product using the , this is located in a place specific to your OS as shown below:installer

OS Home directory

Mac OS /Library/WSO2/EnterpriseIntegrator/6.5.0

http://wso2.com/integration/
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1.  
2.  
3.  
4.  
5.  
6.  

1.  

Let's get started! This tutorial includes the following sections:

Importing artifacts 
Creating new artifacts

Configuring the Send escalation email Mail Task
Deploying the artifacts
Creating the user
Testing the output

Importing artifacts 

If you did not try the   tutorial yet, follow the steps below to import its artifacts as you will be extending on that.Working with Mail Tasks

Download the   and extract it to a preferred location. This contains the artifacts of the   tutorial. pre-packaged project Working with Mail Tasks
Open WSO2 Integration Studio.
Click  , and click  . File Import
Expand the   category, select  and click  .WSO2 Existing WSO2 Projects into workspace  Next
Click , select the file you extracted and upload it.   Browse        
In the  , double click on the name of the BPMN diagram to view the BPMN artifacts you imported.Package Explorer

Creating new artifacts

The next step of the process is adding a   to send an email to the employee if the manager does not approve the leave requestTimer Boundary Event
within a certain time period. Follow the steps below to implement this.

Drag and drop a Timer Boundary Event from the Boundary event tab of the , and place it above the Palette Review leave request . User Task

Windows C:\Program Files\WSO2\EnterpriseIntegrator\6.5.0\

Ubuntu /usr/lib/wso2/EnterpriseIntegrator/6.5.0

CentOS /usr/lib64/EnterpriseIntegrator/6.5.0

Select and download the relevant WSO2 Integration Studio ZIP file depending on your operating system from here, and then extract the
ZIP file.

For more detailed installation instructions, see  .Installing WSO2 Integration Studio
For information on any error messages you get, see the troubleshooting tips given under Troubleshooting WSO2

.Integration Studio

https://github.com/wso2-docs/WSO2_EI/blob/master/BPS-Tutorial-Artifacts/BPMN/LeaveRequestBPMN4.zip
http://wso2.com/integration/
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1.  

2.  
3.  

4.  
5.  

Click on the Timer  and click the  Boundary Event Main config section of the Properties tab. 
Change the value of the Cancel activity field to  since you are not going to cancel the existing User Task, and efalse nter a value  in the ISO_86

 for the 01 format Time duration, within which you want the escalation to happen (e.g., for 60 seconds).PT60S 

Add a new  to the diagram. This Mail Task will send an escalation email. 
Click on the  , and change the value of the   field to   in the   section of the   tab.Mail Task Name Send escalation email General Properties  

https://en.wikipedia.org/wiki/ISO_8601#Durations
https://en.wikipedia.org/wiki/ISO_8601#Durations
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5.  

6.  Hover your mouse pointer over the  Timer Boundary Event, and click on the arrow icon (i.e., the Create Connection option) and connect it to
the Send escalation email Mail Task.
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6.  

7.  

8.  

1.  

2.  

3.  

4.  

Add a  and connect the  to it.Terminate End Event Send escalation email Mail Task 

Save all the artifacts that you created in WSO2 Integration Studio.
The model is now complete as the necessary logic has been applied.

Configuring the Send escalation email Mail Task

In the   section of the  tab (of the ), fill the respective fields (i.e.,  ,  ,  ).Main Config Properties  Send escalation email  Mail Task To From Subject
You can give the .Pending Leave Requests
In the   field of the   section, enter  . The variable will be used toNon-HTML Main Config Please approve the pending leave requests
create the email body.
Copy the following JAR files into the  directory and restart the Business Process profile server instance. <EI_HOME>/lib

org.apache.commons:commons-email:jar:1.3
javax.mail:mail:jar:1.4.7
javax.activation:activation:jar:1.1 

In the   file, add the following properties under the <EI_HOME>/wso2/business-process/conf/activiti.xml <bean
 prid="processEngineConfiguration" class="org.activiti.engine.impl.cfg.StandaloneProcessEngineConfiguration">

operty as shown below, to enable the Gmail configurations.
Replace the  and  property values as follows:mailServerHost mailServerPort

<property name="mailServerHost" value="smtp.gmail.com"/>
<property name="mailServerPort" value="587"/>

Add the following properties:

<property name="mailServerDefaultFrom"
value="<ENTER_A_VALID_SMTP_EMAIL_ADDRESS>"/>
<property name="mailServerUseTLS" value="true"/>
<property name="mailServerUsername"
value="<ENTER_A_VALID_SMTP_EMAIL_ADDRESS>"/>
<property name="mailServerPassword"
value="<ENTER_THE_EMAIL_PASSWORD>"/>

If you are using Gmail to try out this scenario, you may need to enable IMAP access for Gmail. For more information, see Ena
. Also, if you receive an authentication error, you may have to adjust your account access settingsble IMAP settings in Gmail

in Gmail as well. For more information, see .Allowing less secure apps to access your account

http://central.maven.org/maven2/org/apache/commons/commons-email/1.3/commons-email-1.3.jar
http://central.maven.org/maven2/javax/mail/javax.mail-api/1.4.7/javax.mail-api-1.4.7.jar
http://central.maven.org/maven2/javax/activation/activation/1.1/activation-1.1.jar
https://support.google.com/a/answer/105694?hl=en
https://support.google.com/a/answer/105694?hl=en
https://support.google.com/accounts/answer/6010255?hl=en
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4.  

1.  
2.  

1.  

2.  
3.  
4.  

5.  

Deploying the artifacts

For instructions on creating the deployable artifacts, see  .Creating the deployable archive
For instructions on deploying them, see  .Deploying BPMN artifacts

Creating the user

If you have not started WSO2 EI previously, start it.

On MacOS/Linux/CentOS

Open a terminal and execute the following command:

wso2ei-6.4.0-business-process

On Windows

Go to Start Menu -> Programs -> WSO2 -> Enterprise Integrator 6.4.0 . Business Process This will open a terminal and start
the business process profile.

Log in to the Management Console of the Business Process profile.
Click           .Configure Users and Roles Add Add New User
Enter the below details to create a user called   and click  .manager Next

In the next screen, assign the user to the   role and click  .admin Finish

Enter both the User Name and the Password as .manager

https://docs.wso2.com/display/EI650/Configuring+the+Start+Event+to+Submit+Data#ConfiguringtheStartEventtoSubmitData-Creatingthedeployablearchive
https://docs.wso2.com/display/EI650/Configuring+the+Start+Event+to+Submit+Data#ConfiguringtheStartEventtoSubmitData-DeployingBPMNartifacts
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5.  

1.  
2.  

3.  

You view the new user you created as shown below.

Testing the output

Follow the steps below to test the output.

Log in to the BPMN-explorer at   using   for both the username and password.https://localhost:9445/bpmn-explorer admin
Click   in the top menu, and click the   option of the  .PROCESSES Start Leave Approval Process

Initiate the process by filling the form and click  .Start

https://localhost:9445/bpmn-explorer
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3.  

You view a pop-up message upon successful process initiation. Wait for 60 seconds and you will receive the escalation email to approve the
pending leave request.

Working with Signal Events

The following scenario simulates a simple leave approval business process, in which an employee fills a form and submits the leave request to the
manager and the manager approves or rejects it. The employee receives an email if the manager approves the request. Otherwise, if the manager rejects
it, the employee will be able to resend the leave request by adjusting it. 

You can use  to perform an  external task depending on the status of a business process. Thus, Signal Events additional S  pass informationignal Events
about an event in a BPMN process. For example, in this scenario if the manager has to update a leave management system whenever he/she approves a
leave request of an employee. You can use a  to pass information about the leave approval before sending the confirmation email to theSignal Event
employee.

You can download the pre-packaged project of this scenario and compare the artifacts in it when following the below instructions.

Before you begin,

Install Oracle Java SE Development Kit (JDK) version 1.8.* and set the JAVA_HOME environment variable.
Download the product installer from  , and run the installer.here
Let's call the installation location of your product the   directory.<EI_HOME>

If you installed the product using the , this is located in a place specific to your OS as shown below:installer

OS Home directory

Mac OS /Library/WSO2/EnterpriseIntegrator/6.5.0

Windows C:\Program Files\WSO2\EnterpriseIntegrator\6.5.0\

Ubuntu /usr/lib/wso2/EnterpriseIntegrator/6.5.0

CentOS /usr/lib64/EnterpriseIntegrator/6.5.0

Select and download the relevant WSO2 Integration Studio ZIP file depending on your operating system from here, and then extract the
ZIP file.

https://github.com/wso2-docs/WSO2_EI/blob/master/BPS-Tutorial-Artifacts/BPMN/LeaveRequestBPMN6.zip
http://wso2.com/integration/
http://wso2.com/integration/
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1.  

2.  
3.  
4.  
5.  
6.  

1.  

Let's get started! This tutorial includes the following sections:

Importing artifacts 
Creating new artifacts
Configuring the Mail Tasks to send emails
Deploying the artifacts
Creating the user
Testing the output

Importing artifacts 

If you did not try the   tutorial yet, follow the steps below to import its artifacts as you will be extending on that.Working with Timer Boundary Events

Download the   and extract it to a preferred location. This contains the artifacts of the   tutpre-packaged project Working with Timer Boundary Events
orial. 
Open the WSO2 EI Tooling environment.
Click  , and click  . File Import
Expand the   category, select  and click  .WSO2 Existing WSO2 Projects into workspace  Next
Click , select the file you extracted and upload it.   Browse        
In the  , double click on the name of the BPMN diagram to view the BPMN artifacts you imported.Package Explorer

Creating new artifacts

The next step of the process is adding the for the manager to update a leave management system when the manager approves a leaveSignal Event 
request. Follow the steps below to implement this.

Click on the canvas,click  in the  tab and click ,Signals Properties New  to add a new signal definition.

For more detailed installation instructions, see  .Installing WSO2 Integration Studio
For information on any error messages you get, see the troubleshooting tips given under Troubleshooting WSO2

.Integration Studio

https://github.com/wso2-docs/WSO2_EI/blob/master/BPS-Tutorial-Artifacts/BPMN/LeaveRequestBPMN5.zip
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1.  

2.  

3.  

4.  

Enter the following values to add attributes to the signals.

ID - leaveSignal
Name - Leave Signal
Scope - global

Drag and drop a to the canvas from the  tab of the .Signal Throwing Event Intermediate event Palette

Click on the Signal Throwing Event and select as the Leave Signal (leaveSignal) Signal ref in the Main config section of the  .Properties tab
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4.  

5.  

6.  

7.  

8.  

Hover your mouse pointer over the Exclusive Gateway, and click on the arrow icon (i.e., the Create Connection option) and connect it to the Sig
nal Throwing Event.
Click on the arrow, which connects the Exclusive Gateway to the Signal Throwing Event and enter ${vacationApproved == 'true'} as
the value for Condition in the Main config  section of the Properties tab.
Hover your mouse pointer over the Signal Throwing Event, and click on the arrow icon (i.e., the Create Connection option) and connect it to
the Send confirmation email Mail Task.

Now, a signal will be thrown whenever the manager approves a leave request.
Drag and drop a  to the canvas from the  tab of the  .Signal Start Event  Start event Palette
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8.  

9.  

10.  
11.  

select  as the Click on the Signal Start Event and  Leave Signal (leaveSignal)  Signal ref in the Main config section of the  .Properties tab

Drag and drop a User Task  from the  tab of the .to the diagram  Task Pallet
as the Click on the   and User Task enter Update records  Name in the General section of the   tab.Properties
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11.  

12.  Hover your mouse pointer over the SignalStart Event, and click on the arrow icon (i.e., the Create Connection option) and connect it to the Upd
 ate records User Task.
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12.  

13.  
14.  

15.  

Right click on the arrow, which connects the   to the   and click  .Exclusive Gateway Send confirmation email Mail Task Delete
Click on the   click   in the Update records User Task,  New Form section of the Properties tab and add the following fields. 

Id Name Type Variable Date
pattern

Readable Writable Required

numberOfDays Number of
days

long - true true true

startDate First day of
holiday
(dd-MM-yyyy
)

string dd-MM-yyyy
hh:mm

true true true

employeeName Name of
employee

string - true true true

You view the  you added as shown below.fields

Click on the and enter  as the Assignee in the  section of the  tab.Update records User Task manager Main config Properties
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15.  

16.  
17.  

18.  

1.  

2.  

Drag and drop a End Event  from the   tab of the  .to the diagram  End event Pallet
Hover your mouse pointer over the  Update records User Task, and click on the arrow icon (i.e., the Create Connection option) and connect it to
the End Event.

Press Ctrl+S to save all the artifacts, which you created in WSO2 EI Tooling.
The model is now complete as the necessary logic has been applied.

Configuring the Mail Tasks to send emails

If you have not already done, follow the steps below to configure the  to send emails.Mail Tasks

Copy the following JAR files into the  directory and restart the Business Process profile server instance. <EI_HOME>/lib
org.apache.commons:commons-email:jar:1.3
javax.mail:mail:jar:1.4.7
javax.activation:activation:jar:1.1 

In the   file, add the following properties under the <EI_HOME>/wso2/business-process/conf/activiti.xml <bean
 prid="processEngineConfiguration" class="org.activiti.engine.impl.cfg.StandaloneProcessEngineConfiguration">

operty as shown below, to enable the Gmail configurations.
Replace the  and  property values as follows:mailServerHost mailServerPort

<property name="mailServerHost" value="smtp.gmail.com"/>
<property name="mailServerPort" value="587"/>

Add the following properties:

<property name="mailServerDefaultFrom"
value="<ENTER_A_VALID_SMTP_EMAIL_ADDRESS>"/>
<property name="mailServerUseTLS" value="true"/>
<property name="mailServerUsername"
value="<ENTER_A_VALID_SMTP_EMAIL_ADDRESS>"/>
<property name="mailServerPassword"
value="<ENTER_THE_EMAIL_PASSWORD>"/>

http://central.maven.org/maven2/org/apache/commons/commons-email/1.3/commons-email-1.3.jar
http://central.maven.org/maven2/javax/mail/javax.mail-api/1.4.7/javax.mail-api-1.4.7.jar
http://central.maven.org/maven2/javax/activation/activation/1.1/activation-1.1.jar
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2.  

1.  
2.  

1.  

2.  
3.  
4.  

5.  

Deploying the artifacts

For instructions on creating the deployable artifacts, see  .Creating the deployable archive
For instructions on deploying them, see  .Deploying BPMN artifacts

Creating the user

If you have not started the business process profile previously, start it.

On MacOS/Linux/CentOS

Open a terminal and execute the following command:

wso2ei-6.4.0-business-process

On Windows

Go to Start Menu -> Programs -> WSO2 -> Enterprise Integrator 6.4.0 . Business Process This will open a terminal and start
the business process profile.

Log in to the Management Console of the Business Process profile.
Click           .Configure Users and Roles Add Add New User
Enter the below details to create a user called   and click  .manager Next

In the next screen, assign the user to the   role and click  .admin Finish

If you are using Gmail to try out this scenario, you may need to enable IMAP access for Gmail. For more information, see Ena
. Also, if you receive an authentication error, you may have to adjust your account access settingsble IMAP settings in Gmail

in Gmail as well. For more information, see .Allowing less secure apps to access your account

Enter both the User Name and the Password as .manager

https://docs.wso2.com/display/EI650/Configuring+the+Start+Event+to+Submit+Data#ConfiguringtheStartEventtoSubmitData-Creatingthedeployablearchive
https://docs.wso2.com/display/EI650/Configuring+the+Start+Event+to+Submit+Data#ConfiguringtheStartEventtoSubmitData-DeployingBPMNartifacts
https://support.google.com/a/answer/105694?hl=en
https://support.google.com/a/answer/105694?hl=en
https://support.google.com/accounts/answer/6010255?hl=en
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5.  

1.  
2.  

3.  

You view the new user you created as shown below.

Testing the output

Follow the steps below to test the output.

Log in to the BPMN-explorer at   using   for both the username and password.https://localhost:9445/bpmn-explorer admin
Click   in the top menu, and click the   option of the  .PROCESSES Start Leave Approval Process

Initiate the process by filling the form and click  .Start

https://localhost:9445/bpmn-explorer
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3.  

4.  
5.  

6.  

You view the following message.

Log out and log in again using   credentials. manager/manager
Click   and then click  . You view the Claimable Task, which was created by the process you started. TASKS MY TASKS

Click on the  , select   from the drop down list and click  .Task Approve Complete Task
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6.  

7.  

This creates a  for the manager to update the records of the leave management system.Task

Click on this task, enter the details of the leave request you approved, and click  to update records of the leave managementComplete Task
system.
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7.  

Working with Service Tasks

Let's take a simple HelloWorld scenario where there is a BPMN process that prints out a 'Hello World!' message when a process instance is initiated. In
this tutorial, you create a BPMN process using WSO2 Integration Studio.

Let's get started! This tutorial includes the following sections:

Creating the artifacts
Creating the BPMN project
Creating the Maven project

Deploying the artifacts
Deploying artifacts of the BPMN Project
Deploying artifacts of the Maven Project

Testing the output

1.  
2.  
3.  

4.  

Before you begin,

Install Oracle Java SE Development Kit (JDK) version 1.8.* and set the  environment variable.JAVA_HOME
Install Maven. For more information, see .Installation Prerequisites
Download the product installer from  , and run the installer.here
Let's call the installation location of your product the   directory.<EI_HOME>

If you installed the product using the , this is located in a place specific to your OS as shown below:installer

OS Home directory

Mac OS /Library/WSO2/EnterpriseIntegrator/6.5.0

Windows C:\Program Files\WSO2\EnterpriseIntegrator\6.5.0\

Ubuntu /usr/lib/wso2/EnterpriseIntegrator/6.5.0

CentOS /usr/lib64/EnterpriseIntegrator/6.5.0

Select and download the relevant WSO2 Integration Studio ZIP file depending on your operating system from here, and then extract the
ZIP file.

For more detailed installation instructions, see  .Installing WSO2 Integration Studio
For information on any error messages you get, see the troubleshooting tips given under Troubleshooting WSO2

.Integration Studio

http://wso2.com/integration/
http://wso2.com/integration/
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1.  
2.  
3.  

4.  

Creating the artifacts

Follow the steps below to create the requires artifacts.

Creating the BPMN project

Create a new BPMN project named . For , see  .HelloWorldBPMN instructions Creating a BPMN Project
Create a BPMN Diagram named  . For instructions, see .HelloWorld.bpmn Creating the BPMN Diagram
Add a , , and  and  them as shown below to create a basic process. Start Event Service Task End Event connect

Click anywhere on the canvas, go to the  tab, and fill in the following details:Properties
             : Id   helloworld

       : Name   Hello World Process
: Namespace http://wso2.org/bpmn/helloworld

You view the  option when you hover the mouse pointer on  artifact. Click on the arrow, drag it and drop it on theCreate connection an
artifact to which you want to connect it.

https://docs.wso2.com/display/EI650/Configuring+the+Start+Event+to+Submit+Data#ConfiguringtheStartEventtoSubmitData-CreatingaBPMNProject
https://docs.wso2.com/display/EI650/Configuring+the+Start+Event+to+Submit+Data#ConfiguringtheStartEventtoSubmitData-CreatingtheBPMNDiagram
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4.  

1.  

Creating the Maven project

The BPMN Project includes only the model of the Service Task. You need to create the implementation of it separately in a Maven Project. Follow the steps
below to create the Maven Project for the Service Task.

Create a  for the HelloWorld Service Task by navigating to  and searching for the . ClickMaven project File > New > Other Maven Project Wizard
.Next
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1.  

2.  Select  and click .Create a simple project (skip archetype section) option  Next
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2.  

3.  Enter the following details and click .Finish
Group Id:org.wso2.bpmn

: Artifact Id HelloWorldServiceTask
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3.  

4.  

5.  
a.  

b.  

Click Open Perspective on the below message, which pops up.

Adding external JARs to the Service Task:
In the , right click on the project  and select  . Project Explorer HelloWorldServiceTask Properties

You will not get this message if you are already in the Activiti perspective. You can view the current perspective from the below tab.
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5.  

b.  
c.  
d.  

1.  

In the window that opens up click, , go to the   tab and click on  . Java Build Path Libraries Add External JARs
Select the   file from the   directory.activiti-all_5.21.0.wso2v1.jar <EI_Home>/wso2/components/plugins
Click  and then click .Open Apply and Close

Creating the Java Package for the Maven Project

Navigate to  and search for the  wizard to create a Java package and click .File -> New -> Other Package Next
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1.  

2.  Create a package named  , and click .org.wso2.bpmn.helloworld.v1 Finish
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2.  

1.  
2.  

Creating the Java Class for the Maven Project

Navigate to  and search for  wizard tp create a  for HelloWorld Service task implementation.File -> New -> Other Class Java Class
Create a class named   and add  interface to your class.HelloWorldServiceTaskV1 org.activiti.engine.delegate.JavaDelegate
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2.  

3.  
4.  

Click  .Finish
Implement the business logic of the HelloWorld Service Task in the  file as shown below.HelloWorldServiceTaskV1.java
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4.  

5.  
a.  
b.  
c.  

package org.wso2.bpmn.helloworld.v1;

import org.activiti.engine.delegate.DelegateExecution;
import org.activiti.engine.delegate.JavaDelegate;
/**
 * Hello World Service Task- V1. 
 */
public class HelloWorldServiceTaskV1 implements JavaDelegate {

     public void execute(DelegateExecution arg0) throws Exception {
  System.out.println("Hello World ...!!!");

 }

} 

Configure HelloWorld Service Task Class name. 
To do this go to your HelloWorld BPMN diagram and select the Hello World Service Task box in the diagram.
Access the   tab and select the   tab.Properties Main Config
For the Class name field, select   and save all changes.HelloWorldServiceTaskV1

Best Practice
Click here for best practices...

When you create a Java Service Task, ensure that you version your  package or classes by adding a version numberJava
in the Java Package path or Class name. This is useful when you have multiple versions of the same workflow, and when
you want to change Service task business logic in each process version. Having versions avoids business logic changes
in service tasks from affecting new or running process instances that are created from old process versions. 
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5.  

c.  

6.  

1.  

Press  to save all your artifacts.Ctrl+S

Deploying the artifacts

Follow the steps below to deploy the artifacts.

Deploying artifacts of the BPMN Project

The following example demonstrates why it is important to version your  package:Java

Version 1

package org.wso2.bpmn.helloworld.v1;

import org.activiti.engine.delegate.DelegateExecution;
import org.activiti.engine.delegate.JavaDelegate;
/**
 * Hello World Service Task- V1. 
 */
public class HelloWorldServiceTaskV1 implements JavaDelegate {

 @Override
 public void execute(DelegateExecution arg0) throws Exception {
  System.out.println("Hello World ...!!!");

 }

}

Version 2

package org.wso2.bpmn.helloworld.v2;

import org.activiti.engine.delegate.DelegateExecution;
import org.activiti.engine.delegate.JavaDelegate;

/**
* Hello World Service Task - Version 2.
*/

public class HelloWorldServiceTaskV2 implements JavaDelegate {

@Override
  public void execute(DelegateExecution arg0) throws Exception {
  // In version 2, Hello World string is improved.
  System.out.println("Hello World ...!!! This is Second version of
HelloWorld BPMN process.");
  }

} 

Note
If you want to use business rules in a BPMN process, you can create a  with the  via the ESB Profile,sequence Rule Mediator
expose it as a service, and then use the BPMN REST task or BPMN SOAP task to invoke the service.
Alternatively, you can use a BPMN service task to perform business rule validations.
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1.  
2.  

1.  

2.  

For instructions on creating the deployable artifacts, see  .Creating the deployable archive
For instructions on deploying them, see  .Deploying BPMN artifacts

Deploying artifacts of the Maven Project

Add the following dependency to the   file of the Service Task as shown below.pom.xml

<packaging>jar</packaging>
<dependencies>
 <dependency>
     <groupId>org.activiti</groupId>
     <artifactId>activiti-engine</artifactId>
     <version>5.17.0</version>
 </dependency>
</dependencies>

In the , right click on the  , and click .Package Explorer HelloWorldServiceTask Run as  7 Maven install

https://docs.wso2.com/display/EI650/Configuring+the+Start+Event+to+Submit+Data#ConfiguringtheStartEventtoSubmitData-Creatingthedeployablearchive
https://docs.wso2.com/display/EI650/Configuring+the+Start+Event+to+Submit+Data#ConfiguringtheStartEventtoSubmitData-DeployingBPMNartifacts
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2.  

This builds the directory and creates a compressed JAR file. The  Task <ECLIPSE-WORKSPACE>/HelloWorldService HelloWorldServiceT
 file is created in the  directory.ask-1.0.0.jar <eclipse-workspace>/HelloWorldServiceTask/target

If you are unsure of the path, right-click HelloWorldServiceTask, and click Properties. The path is listed under Location.
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2.  

3.  
4.  

1.  
2.  

Copy the  file to the   directory.HelloWorldServiceTask-1.0.0.jar <EI_HOME>/lib
Restart the Business Process profile of WSO2 EI.

Testing the output

Follow the steps below to test the output.

Log into the BPMN-explorer at  using   for both the username and password.https://localhost:9445/bpmn-explorer admin
Click  to start the Hello World Process.Start

You can view is the build is successful in the logs printed on the   tab.pom.xml

https://localhost:9445/bpmn-explorer
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2.  

3.  In the terminal, the string is printed out.  "Hello World ...!!!"

Working with REST Tasks

BPMN REST tasks allow you to invoke REST endpoints within your BPMN processes. You can achieve this by adding a REST Task and handling the
REST invocation part in a process implementation. This tutorial  a scenario, in which you access a REST endpoint of a Health Care Service via asimulates
REST Task to retrieve information of a patient appointment, and approve it based on the date as an administrator.

Deploying the backend service
Sending the request to the backend service
Creating the BPMN artifacts

Configuring the Start Event
Configuring the REST Task
Configuring the HTTP client
Configuring the User Task

Deploying the artifacts
Testing the output

Before you begin,

Install Oracle Java SE Development Kit (JDK) version 1.8.* and set the  environment variable.JAVA_HOME
Download the product installer from  , and run the installer.here
Let's call the installation location of your product the   directory.<EI_HOME>

If you installed the product using the , this is located in a place specific to your OS as shown below:installer

OS Home directory

Mac OS /Library/WSO2/EnterpriseIntegrator/6.5.0

Windows C:\Program Files\WSO2\EnterpriseIntegrator\6.5.0\

Ubuntu /usr/lib/wso2/EnterpriseIntegrator/6.5.0

CentOS /usr/lib64/EnterpriseIntegrator/6.5.0

Select and download the relevant WSO2 Integration Studio ZIP file depending on your operating system from , and then extract thehere
ZIP file.

For more detailed installation instructions, see  .Installing WSO2 Integration Studio
For information on any error messages you get, see the troubleshooting tips given under Troubleshooting WSO2

.Integration Studio

http://wso2.com/integration/
http://wso2.com/integration/
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1.  

2.  

Deploying the backend service

Download the MSF4J service from Git Hub and copy the JAR file to the <EI_HOME>/wso2/msf4j/deployment/micro
services directory. The back-end service is now deployed in the MSF4J profile of WSO2 EI.

Sending the request to the backend service

Follow the steps below to send the request to the backend service. This creates the appointment of the patient.

Start the MSF4J profile.

On MacOS/Linux/CentOS

Open a terminal and execute the following command:

wso2ei-6.4.0-msf4j

On Windows

Go to Start Menu -> Programs -> WSO2 -> Enterprise Integrator 6.4.0 MSF4J. This will open a terminal and start the MSF4J
profile.

Send a request to the Backend service by entering the below details using a REST Client (e.g., Postman).

HTTP Method Request URL Payload

POST http://localhost:9090/grandoaks/categories/surgery/
reserve

{
"patient": {
"name": "John Doe",
"dob": "1940-03-19",
"ssn": "234-23-525",
"address": "California",
"phone": "8770586755",
"email": "johndoe@ "gmail.com
},
"doctor": "thomas collins",
"hospital": "grand oak community
hospital",
"appointment_date": "2018-08-16"
}

In the Payload, set the  to a date, which is minimum one day after today's date. For example, in the belowappointment_date
payload, it is assumes that today's date is  so that  is set as the .2018-08-14 2018-08-16 appointment_date

https://github.com/wso2-docs/WSO2_EI/blob/master/Back-End-Service/Hospital-Service-2.0.0.jar
http://localhost:9090/grandoaks/categories/surgery/reserve
http://localhost:9090/grandoaks/categories/surgery/reserve
http://gmail.com


WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 227

2.  

1.  
2.  
3.  

4.  

Creating the BPMN artifacts

Follow the steps below to create the BPMN artifacts including the REST Task,

Create a new BPMN project named  . For instructions, see  .RestTaskBPMN Creating a BPMN Project
Create a BPMN Diagram named  . For instructions, see  .RestTask.bpmn Creating the BPMN Diagram
Click anywhere on the canvas, go to the   tab, and fill in the following details:Properties

             : Id   restTask
       : Name   REST Task Process

: Namespace http://wso2.org/bpmn/restTask
To implement the order approval process, drag and drop a   element, a  element, a  element and an Start Event REST Task User Task End Event 
element to the canvas. 

Configuring the Start Event

Select the Properties tab of the , click Start Event Form, click New, update the following and click OK.

Id Name Type Required Readable Writable

patientName Name of the Patient string True True True

appointmentNo Appointment Number long True True True

You view the Create connection option when you hover the mouse pointer on an artifact. Click on the arrow, drag it and drop it on the
artifact to which you want to connect it.

https://docs.wso2.com/display/EI6xx/Configuring+the+Start+Event+to+Submit+Data#ConfiguringtheStartEventtoSubmitData-CreatingaBPMNProject
https://docs.wso2.com/display/EI6xx/Configuring+the+Start+Event+to+Submit+Data#ConfiguringtheStartEventtoSubmitData-CreatingtheBPMNDiagram
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You view both fields added to the form as shown below.
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1.  

2.  

Configuring the REST Task

Select the Properties tab of the , click REST Task General and enter the Name as Get Appointment. 

In the   tab of the  , click  and update the following:Properties REST Task  Main config

Service URL http://localhost:9090/healthcare/appointments/validity/${appointmentNo}

HTTP method GET

Output Variable Mappings noOfDays:$.status

Important!

Be sure to use one parameter (  parameter or the parameter) to specify theonly Output Variable Mappings Output Variable Name 
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2.  

More information on the properties of the REST Task

After adding the REST Task to your BPMN Diagram, you can configure the below   appropriately, as explained below.Properties

Field Name String Value Required/Optional

Service URL  URL of the target endpoint. Optional

BasicAuth Username Username if the endpoints are secured Required

BasicAuth Password Password for the username above Required

variable mappings.

You can
give this
instead of
the Servi
ce
Referenc

.e (EPR)
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2.  

1.  

Service Reference (EPR) Registry resource path of the .endpoint reference Optional

HTTP Method HTTP method (GET. POST, PUT or DELETE) Required

Input Payload Request payload Optional

Output Variable name Name of the variable to save the response. Optional

Output Variable Mappings Variable mappings to map JSON response content into multiple variables. 

var2:customer.name,var3:item.price

Optional

Transport headers Header values in the format

{"headerName1":"headerValue1","headerName2":"header Value2"}

Optional

Configuring the HTTP client

The above REST task is bundled with an HTTP client by default. You can edit its configurations in the <EI_HOME>/wso2/business-proce
 file as shown in the example below.ss/conf/activiti.xml

<bean id="restClientConfiguration">
        <property name="maxTotalConnections" value="200"/>
        <property name="maxConnectionsPerRoute" value="200"/>
        <property name="connectionTimeout" value="12000"/>
        <property name="socketTimeout" value="12000"/>
</bean>

Configuring the User Task

Select the   tab of the , click   and enter the   as  . Properties User Task General Name Confirm Appointment

You can
give this
instead of
the Servi

.ce URL

Important!

Be sure to use one parameter (  parameteronly Output Variable Mappings
or the parameter) to specify the variable mappings.Output Variable Name 

https://docs.wso2.com/display/EI700TEST/Endpoint+References
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1.  

2.  Click Properties, click Main config  and give   as the  .admin Assignee  
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2.  

3.  In the Properties tab click Form, click New and add the following.

Id Name Type Readable Writable Required

approveCancellation Do You Approve
the 
Appointment
Cancellation
Request?

enum True False True

Click   next to   and add the following:New Form values

Id Name

approve Approve

reject Reject
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3.  

4.  In the   tab click  , click and add the following.Properties Form  New 

Id Name Type Variable Readable Writable Required

noOfDays Number of
Days

long noOfDays True False True

You view the fields added to the Form of the User Task as shown below.



WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 235

4.  

5.  

1.  
2.  

1.  

2.  

3.  

4.  
5.  

Press  to save all your artifacts.Ctrl+S

Deploying the artifacts

For instructions on creating the deployable artifacts, see  .Creating the deployable archive
For instructions on deploying them, see  .Deploying BPMN artifacts

Testing the output

Log in to the BPMN-explorer at https://localhost:9445/bpmn-explorer using admin for both the username and
password.
Click   in the top menu, and click the   option of the  .PROCESSES Start REST Task Process

Enter a value for the  and  and click  . This creates a  .Name of the Patient Appointment Number Start Claimable Task

Click   in the top menu, and then click  . TASKS Claimable Tasks
Click on the new Claimable Task.

You need to enter the  you received in the . NumberAppointment response of the service invocation above

You should not approve the appointment if the  is less than one.Number of days

https://docs.wso2.com/display/EI650/Configuring+the+Start+Event+to+Submit+Data#ConfiguringtheStartEventtoSubmitData-Creatingthedeployablearchive
https://docs.wso2.com/display/EI650/Configuring+the+Start+Event+to+Submit+Data#ConfiguringtheStartEventtoSubmitData-DeployingBPMNartifacts
https://localhost:9445/bpmn-explorer
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5.  

6.  
7.  

You view the  you entered before and the  retrieved as 1, which means you can approve it since it is oneAppointment Number Number of Days
day ahead from today.
Click , to approve the appointment.Complete Task
Click TASKS  COMPLETED TASKS to view the completed task.

Working with SOAP Tasks

BPMN SOAP tasks allow you to invoke SOAP endpoints within your BPMN processes. You can achieve this by adding a SOAP Task and handling the
SOAP invocation part in a process implementation. This tutorial  the scenario of invoking the echo SOAP service, which is shipped with WSO2 EIsimulates
by default.

Creating the BPMN artifacts
Configuring the SOAP Task
Configuring the User Task

Deploying the artifacts
Testing the output

Before you begin,

Install Oracle Java SE Development Kit (JDK) version 1.8.* and set the  environment variable.JAVA_HOME
Download the product installer from  , and run the installer.here
Let's call the installation location of your product the   directory.<EI_HOME>

If you installed the product using the , this is located in a place specific to your OS as shown below:installer

http://wso2.com/integration/
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1.  
2.  
3.  

4.  

1.  

Creating the BPMN artifacts

Follow the steps below to create the BPMN artifacts including the SOAP Task.

Create a new BPMN project named . For instructions, see  .SoapTaskBPMN Creating a BPMN Project
Create a BPMN Diagram named  . For instructions, see  .SoapTask.bpmn Creating the BPMN Diagram
Click anywhere on the canvas, go to the   tab, and fill in the following details:Properties

             : Id   soapTask
       : Name   SOAP Task Process

: Namespace http://wso2.org/bpmn/soapTask
To implement the order approval process, drag and drop a   element, a   element, a   element and an Start Event SOAP Task User Task End Event 
element to the canvas. 

Configuring the SOAP Task

Select the   tab of the  , click   and enter the   as Properties REST Task General Name Echo Request.

OS Home directory

Mac OS /Library/WSO2/EnterpriseIntegrator/6.5.0

Windows C:\Program Files\WSO2\EnterpriseIntegrator\6.5.0\

Ubuntu /usr/lib/wso2/EnterpriseIntegrator/6.5.0

CentOS /usr/lib64/EnterpriseIntegrator/6.5.0

Select and download the relevant WSO2 Integration Studio ZIP file depending on your operating system from , and then extract thehere
ZIP file.

For more detailed installation instructions, see  .Installing WSO2 Integration Studio
For information on any error messages you get, see the troubleshooting tips given under Troubleshooting WSO2

.Integration Studio

You view the   option when you hover the mouse pointer on an artifact. Click on the arrow, drag it and drop it on theCreate connection
artifact to which you want to connect it.

https://docs.wso2.com/display/EI6xx/Configuring+the+Start+Event+to+Submit+Data#ConfiguringtheStartEventtoSubmitData-CreatingaBPMNProject
https://docs.wso2.com/display/EI6xx/Configuring+the+Start+Event+to+Submit+Data#ConfiguringtheStartEventtoSubmitData-CreatingtheBPMNDiagram
http://wso2.com/integration/
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1.  

2.  In the   tab of the  , click  and update the following:Properties SOAP Task  Main config  

Service URL http://localhost:9765/services/echo.echoHttpSoap11Endpoint/

Input Payload <echo:echoInt xmlns:echo=" ">http://echo.services.core.carbon.wso2.org
<!--Optional:-->
<in>50</in>
</echo:echoInt>

Soap version soap11

Output Variable name response

Soap action urn:echoInt
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2.  

More information on the properties of the SOAP Task

After adding the SOAP Task to your BPMN Diagram, you can configure the below Properties appropriately, as explained below.

Field Name String Value Required/Optional

Service URL  URL of the target endpoint Optional

Service Reference (EPR) Registry resource path of the .endpoint reference Optional

Input Payload Request payload Optional

SOAP Headers SOAP header block, which is attached to the
SOAP header when creating the SOAP request

Optional

SOAP version Soap version to be used when creating the SOAP
request (i.e., SOAP11 or SOAP12)

Required

HTTP Connection Control options for the current connection.
('keep-alive' is the the default value.)

Optional

HTTP Transfer Encoding The form of encoding, which is used to safely
transfer the entity to the user

Optional

You can give this instead of the Servic
.e Reference (EPR)

You can give this instead of the Servic
.e URL

https://docs.wso2.com/display/EI700TEST/Endpoint+References
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2.  

1.  

2.  

Output Variable name Name of the variable to save the response Required

Transport headers Header values in the format

"headerName0":"headerValue0","headerName1":"header Value2"

Configuring the User Task

Select the   tab of the  , click   and enter the   as Properties User Task General Name Echo Response.

Click  , click    and give   as the  . Properties Main config admin Assignee
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2.  

3.  In the   tab click  , click and add the following.Properties Form  New 

Id Name Type Variable Readable Writable Required

response Echo
Response

string response True False True
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3.  

You view the field added to the Form of the User Task as shown below.
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3.  

4.  

1.  
2.  

1.  

2.  
3.  

4.  
5.  

Press   to save all your artifacts.Ctrl+S

Deploying the artifacts

For instructions on creating the deployable artifacts, see  .Creating the deployable archive
For instructions on deploying them, see  .Deploying BPMN artifacts

Testing the output

If you have not started the business profile previously, you need to start it.

On MacOS/Linux/CentOS

Open a terminal and execute the following command:

wso2ei-6.4.0-business-process

On Windows

Go to Start Menu -> Programs -> WSO2 -> Enterprise Integrator 6.4.0 . Business Process This will open a terminal and start
the business process profile.

Log in to the BPMN-explorer at https://localhost:9445/bpmn-explorer using admin for both the username and password.
Click   in the top menu, and click the   option of the  .PROCESSES Start REST Task Process

This creates a  .Claimable Task
Click   in the top menu, and then click  . TASKS Claimable Tasks
Click on the new  .Claimable Task

https://docs.wso2.com/display/EI650/Configuring+the+Start+Event+to+Submit+Data#ConfiguringtheStartEventtoSubmitData-Creatingthedeployablearchive
https://docs.wso2.com/display/EI650/Configuring+the+Start+Event+to+Submit+Data#ConfiguringtheStartEventtoSubmitData-DeployingBPMNartifacts
https://localhost:9445/bpmn-explorer
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5.  

6.  
7.  

You view the response of the Echo Service.

Click  , to approve the appointment.Complete Task
Click      to view the completed task.TASKS COMPLETED TASKS

Working with Task Listeners

The Activiti API provides extension points to create custom implementations that you can trigger where necessary. Task Listener is one such extension
point, which you can use to trigger a custom implementation upon the occurrence of a particular task. For more information, go to   in theTask Listener
Activiti User Guide. Also, for information on other event listeners that allow you to handle various events in business processes, go to   in theEvent handlers
Activiti User Guide.

The sections below demonstrate how to use Task Listeners to extend BPMN capabilities to handle events via business processes.

Creating the Task Listener implementation
Creating the Maven Project

Creating the BPMN Project
Deploying the artifacts
Testing the output

Before you begin,

Install Oracle Java SE Development Kit (JDK) version 1.8.* and set the  environment variable.JAVA_HOME
Download the product installer from  , and run the installer.here
Let's call the installation location of your product the   directory.<EI_HOME>

If you installed the product using the , this is located in a place specific to your OS as shown below:installer

OS Home directory

https://www.activiti.org/userguide/#taskListeners
https://www.activiti.org/userguide/#eventDispatcher
http://wso2.com/integration/


WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 245

1.  

2.  

Creating the Task Listener implementation

In the , the default description of a Task, which is created by a Process is displayed as .BPMN Explorer "Description not available"

In this guide, you create a custom Task Listener to change the description whenever a Task is created by the process you deploy. Follow the steps below
to create the Task Listener implementation as a Maven Project.

Creating the Maven Project

Follow the steps below to create the Maven Project to create the Task Listener implementation.

Create a new Maven Project with the below details. For instructions, see  .Creating a Maven Project
Group Id: org.wso2.bpmn
Artifact Id  :  TaskListenerMaven
Java Package Name: org.wso2.tasklistener

 Java Class Name:  TaskListenerV1
Interface of the Java Class: org.activiti.engine.delegate.TaskListener

Replace the default content with the below to implement the business logic of the Task Listener in the   file as shown .javaTaskListenerV1
below.

Mac OS /Library/WSO2/EnterpriseIntegrator/6.5.0

Windows C:\Program Files\WSO2\EnterpriseIntegrator\6.5.0\

Ubuntu /usr/lib/wso2/EnterpriseIntegrator/6.5.0

CentOS /usr/lib64/EnterpriseIntegrator/6.5.0

Select and download the relevant WSO2 Integration Studio ZIP file depending on your operating system from , and then extract thehere
ZIP file.

For more detailed installation instructions, see  .Installing WSO2 Integration Studio
For information on any error messages you get, see the troubleshooting tips given under Troubleshooting WSO2

.Integration Studio

https://docs.wso2.com/display/EI650/Working+with+Service+Tasks#WorkingwithServiceTasks-CreatingtheMavenproject
http://wso2.com/integration/
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2.  

3.  

package org.wso2.tasklistener;

import org.activiti.engine.delegate.DelegateTask;
import org.activiti.engine.delegate.TaskListener;

public class TaskListenerV1 implements TaskListener {

  public void notify(DelegateTask delegateTask) {
      delegateTask.setDescription("First Task Listener");
  
     }

}

Add the following dependency to the pom.xml file of the Service Task as shown below.

<dependency>
    <groupId>org.activiti</groupId>
    <artifactId>activiti-engine</artifactId>
    <version>5.17.0</version>
</dependency>
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3.  

4.  

1.  
2.  
3.  

4.  

 Build the Maven Project and add the built JAR file to the  directory to deploy it. For instructions, see <EI_HOME>/lib Deploying artifacts of the
.Maven Project

Creating the BPMN Project

Follow the steps below to create a BPMN Project with a  to  the Task Listener.User Task implement

Create a new BPMN project named  . For instructions, see  .TaskListener Creating a BPMN Project
Create a BPMN Diagram named  . For instructions, see  .TaskListener.bpmn Creating the BPMN Diagram
Click anywhere on the canvas, go to the    Properties  tab, and fill in the following details:

   Id                :  helloworld
   Name          :  Hello World Process

 Namespace :   http://wso2.org/bpmn/helloworld

To implement the order approval process, drag and drop a  , a  , and an   to the canvas. StartEvent UserTask End Event

https://docs.wso2.com/display/EI650/Working+with+Service+Tasks#WorkingwithServiceTasks-DeployingartifactsoftheMavenProject
https://docs.wso2.com/display/EI650/Working+with+Service+Tasks#WorkingwithServiceTasks-DeployingartifactsoftheMavenProject
https://docs.wso2.com/display/EI6xx/Configuring+the+Start+Event+to+Submit+Data#ConfiguringtheStartEventtoSubmitData-CreatingaBPMNProject
https://docs.wso2.com/display/EI6xx/Configuring+the+Start+Event+to+Submit+Data#ConfiguringtheStartEventtoSubmitData-CreatingtheBPMNDiagram
http://wso2.org/bpmn/helloworld
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4.  

5.  

6.  

Click on the        User Task  and set the  as  in the Name Change Task Description General  section of the  Properties  tab.

Click on the   and set the  as  in the   section of the   tab.User Task Assignee admin Main config Properties
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6.  

7.  
8.  

Click on the   and click  in the   section of the   tab.User Task New Listeners Properties
Enter the below details and click .OK  

Event: create
Type: Java class
Class: Click , type  select Select Class    in the search bar and select it.org.wso2.tasklistener.TaskListenerV1
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8.  

This adds the Task Lister to the User Task as shown in the below configuration.
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8.  

1.  
2.  

1.  

2.  
3.  

4.  

5.  

<userTask id="myTask" name="My Task" >
  <extensionElements>
    <activiti:taskListener event="create"
class="org.wso2.testbpmn.FirstTaskListener"/>
  </extensionElements>
</userTask>

Deploying the artifacts

For instructions on creating the deployable artifacts, see  .Creating the deployable archive
For instructions on deploying them, see  .Deploying BPMN artifacts

Testing the output

Follow the steps below to test the output.

If you did not start the business process profile previously, you need to start it.

On MacOS/Linux/CentOS

Open a terminal and execute the following command:

wso2ei-6.4.0-business-process

On Windows

Go to Start Menu -> Programs -> WSO2 -> Enterprise Integrator 6.4.0 . Business Process This will open a terminal and start
the business process profile.

Log in to the BPMN-explorer at   using   for both the username and password.https://localhost:9445/bpmn-explorer admin
Click   in the top menu, and click the PROCESSES Start option of the  process.task Listener 

Click  in the message, which pops up.Close

Click   in the top menu, and click  .TASKS My Tasks

 Use the  parameter of the User Task to define the event that should trigger the Task Listener class.event

https://docs.wso2.com/display/EI6xx/Configuring+the+Start+Event+to+Submit+Data#ConfiguringtheStartEventtoSubmitData-Creatingthedeployablearchive
https://docs.wso2.com/display/EI6xx/Configuring+the+Start+Event+to+Submit+Data#ConfiguringtheStartEventtoSubmitData-DeployingBPMNartifacts
https://localhost:9445/bpmn-explorer


WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 252

5.  

6.   Click on the new   Task. You view the description changed to  as shown below.Change Task Description "First Task Listener"

Simulating an Order Approval Process

The following example demonstrates creating a business process scenario to simulate an order approval process. The Production Manager invokes an
order approval process where it is possible to set the product ID. Additionally, an admin user of the Production Division can set the quantity to order and the
unit price of the product. The quantity and the unit price are used to calculate the total cost. If the total cost is above 100,000, the order will have to be
approved by an admin user from the Production Division before the order email is dispatched to the Purchasing Division. Alternatively, if the cost is below
100,000, the order email is dispatched to the Purchasing Division without approval. 

Before you begin,

Install Oracle Java SE Development Kit (JDK) version 1.8.* and set the JAVA_HOME environment variable.
Download the product installer from  , and run the installer.here
Let's call the installation location of your product the   directory.<EI_HOME>

If you installed the product using the , this is located in a place specific to your OS as shown below:installer

OS Home directory

Mac OS /Library/WSO2/EnterpriseIntegrator/6.5.0

Windows C:\Program Files\WSO2\EnterpriseIntegrator\6.5.0\

Ubuntu /usr/lib/wso2/EnterpriseIntegrator/6.5.0

CentOS /usr/lib64/EnterpriseIntegrator/6.5.0

Select and download the relevant WSO2 Integration Studio ZIP file depending on your operating system from here, and then extract the
ZIP file.

For more detailed installation instructions, see  .Installing WSO2 Integration Studio
Getting an error message? See the troubleshooting tips given under .Installing WSO2 Integration Studio

http://wso2.com/integration/
http://wso2.com/integration/
https://docs.wso2.com/display/EI650/Installing+WSO2+Integration+Studio#InstallingWSO2IntegrationStudio-Troubleshooting
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1.  
2.  
3.  

4.  

5.  

6.  

7.  

8.  

Let's get started! This tutorial includes the following sections:

Creating the artifacts
Configuring the artifacts

Configuring the Start Event
Configuring the User Tasks
Configuring the Mail Task

Deploying the artifacts
Testing the output

Creating the artifacts

Follow the steps below to create the requires artifacts.

Create a new BPMN project named  . OrderApprovalBPMN For , see instructions Creating a BPMN Project.
Create a BPMN Diagram named  . OrderApproval.bpmn For instructions, see Creating the BPMN Diagram.
Click anywhere on the canvas, go to the Properties tab, and fill in the following details:
Id               : orderApproval
Name         : Order Approval Process
Namespace: http://wso2.org/bpmn/orderApproval
To implement the order approval process, drag and drop a  element, two  elements, a  element and a  elStartEvent UserTask MailTask End Event
ement on the canvas. 
For each artifact, in the  tab, select  and enter the corresponding names as  ,   and Properties General Fill Order Form Approve Order Order

 as shown below.Product

According to the business logic in this example, the  should trigger the Start Event Fill Order Form User Task. Therefore, in the   tab,Connection
select  , and connect the   to the    .Sequence Flow Start Event Fill Order Form User Task
Hover your mouse over the  task and click on the  icon.Fill Order Form Exclusive Gateway

Use the  to connect the other artifacts as shown below.Sequence Flow

The diamond shape with a cross in the middle implies an . This is used to add the condition logic . TheExclusive Gateway statements
condition statement should implement the logic that if the total cost calculated from the quantity and unit price is above 100,000 a user
task has to be executed. Else, the mail task has to be executed. 

https://docs.wso2.com/display/EI6xx/Creating+BPMN+Artifacts#CreatingBPMNArtifacts-CreatingaBPMNProject
https://docs.wso2.com/display/EI6xx/Creating+BPMN+Artifacts#CreatingBPMNArtifacts-CreatingtheBPMNDiagram
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8.  

1.  

2.  

Configuring the artifacts

After the diagram has been constructed, you must configure the properties of each element to implement the business logic.

Configuring the Start Event

Follow the steps below to configure the .Start Event

Click on the  and set the following values in the  section of the  tab.Start Event General Properties
Id: fillOrderDetails
Name: Enter Order Details

Click the  and click   in the  tab.Start Event Form Properties

 

This is to create a form to get the order details (i.e., the product ID) from the manager who invokes the process. 



WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 255

2.  

3.  

1.  
2.  

3.  

Click the   button, enter the below details to create a  field and click .New productID OK
Id: productID
Name: Product Id
Type: string
Variable: productID

Configuring the User Tasks

Now, you can configure the    , which is a . An administrator of the Production Division can claim and completeFill Order Form User Task Claimable Task
the form. 

Click on the  and set  as the  in the   section of the   tab.Fill Order FormUser Task fillOrderForm  ID General Properties
Click  in the   tab and enter  as the value of the  .Main Config Properties admin Candidate Group

Click   in the   tab, click  each time and add the values in the below table. This creates the form that the employee needs to fillForm Properties New
with the ,  and  fields.  productID quantity unitPrice

productID quantity unitPrice

Id productID quantity unitPrice

Name Product ID Quantity Unit Price

Since there is no specific user to assign the task, an admin user from the Goods Division can claim the task and execute it. This allows
any administrator under the Goods Division to claim and complete the task.
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3.  

4.  

a.  

b.  

c.  
i.  
ii.  

5.  

Type string long double

Variable productID quantity unitPrice

Once the above fields are added to the form, the table in your   should look similar to the following:Form

Now that you have configured your   User Task, you can identify the two flows: the default flow and conditional flow. Follow theFill Order Form
steps below to assign the default flow.

  Click on the   arrow, which connects the   to the .Sequence Flow Exclusive Gateway Mail Task

Set  as the value of the  property.orderProductFlow Id

To set  as the default flow, do the following.orderProductFlow
Click on the . Exclusive Gateway
Click the   tab in the   pane and select  in the  to assign it.General Properties orderProductFlow drop down

To assign the  , click on the  arrow, which connects the  to the . IConditional flow Sequence Flow  Exclusive Gateway Approve Order User Task  
n the   section of the tab, enter the following value as the : Main Config Properties  Condition ${(quantity*unitPrice) > 100000}

This is for calculating the total cost and checking if it exceeds 100,000. If it does, it will take the conditional flow.
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5.  

6.  
a.  
b.  
c.  

d.  

1.  
2.  
3.  

4.  

5.  

 You have now configured the conditional flow. If the total cost exceeds 100,000, the flow is directed to the    .Approve Order User Task
To configure the    , do the following. Approve Order User Task

Click on the    . Approve Order User Task
In the   section of the  tab, enter   General Properties  as the .approveOrderFlow Id
In the   section, set the   as . This enables anyone from the order approval group to claim andMain Config Candidate Group admin
complete the task. 
To allow the approver to view the order details, create a form to display the ,  and . To do this, navigate toProduct ID Quantity Unit Price
the   section in the   tab and create the fields as shown below.Form Properties

productID quantity unitPrice

Id productID quantity unitPrice

Name Product ID Quantity Unit Price

Type string long double

Variable productID quantity unitPrice

Readable true true true

Now, you have configured all the BPMN artifacts.

Configuring the Mail Task

To configure the Mail Task, do the following. 

Click on the  and enter o as the  in the   section of the   tab.Order Product Mail Task rderProduct  Id General Properties
In the   section of the tab, fill the respective fields (i.e., , , ). Main Config Properties  To From Subject
In the  field of the  section, enter . TheNon-HTML Main Config Order ${quantity} of ${productID} at the rate of ${unitPrice}
variable will be used to create the mail body.
Copy the following JAR files into the  directory and restart the Business Process profile server instance. <EI_HOME>/lib

org.apache.commons:commons-email:jar:1.3
javax.mail:mail:jar:1.4.7
javax.activation:activation:jar:1.1 

In the  file add the following properties under the  <EI_HOME>/wso2/business-process/conf/activiti.xml ,  <bean
 prid="processEngineConfiguration" class="org.activiti.engine.impl.cfg.StandaloneProcessEngineConfiguration">

operty as shown below, to enable the Gmail configurations.

http://central.maven.org/maven2/org/apache/commons/commons-email/1.3/commons-email-1.3.jar
http://central.maven.org/maven2/javax/mail/javax.mail-api/1.4.7/javax.mail-api-1.4.7.jar
http://central.maven.org/maven2/javax/activation/activation/1.1/activation-1.1.jar
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5.  

1.  
2.  

1.  

2.  
3.  

4.  
5.  
6.  

Replace the  and  property values as follows:mailServerHost mailServerPort

<property name="mailServerHost" value="smtp.gmail.com"/>
<property name="mailServerPort" value="587"/>

Add the following properties:

<property name="mailServerDefaultFrom"
value="<ENTER_A_VALID_SMTP_EMAIL_ADDRESS>"/>
<property name="mailServerUseTLS" value="true"/>
<property name="mailServerUsername"
value="<ENTER_A_VALID_SMTP_EMAIL_ADDRESS>"/>
<property name="mailServerPassword"
value="<ENTER_THE_EMAIL_PASSWORD>"/>

The model is now complete as the necessary logic has been applied.

Deploying the artifacts

For instructions on creating the deployable artifacts, see  .Creating the deployable archive
For instructions on deploying them, see  .Deploying BPMN artifacts

Testing the output

Follow the steps below to test the output.

If you have not started the business profile previously, make sure to start it.

On MacOS/Linux/CentOS

Open a terminal and execute the following command:

sudo wso2ei-6.5.0-business-process

On Windows

Go to Start Menu -> Programs -> WSO2 -> Enterprise Integrator 6.5.0 . Business Process This will open a terminal and start
the business process profile.

Log in to the BPMN-explorer at   using   for both the username and password.https://localhost:9445/bpmn-explorer admin
Click  in the top menu, and click the PROCESSES Start option of the .Order Approval Process

Enter a value for the  and click . This creates a .Product Id Start Claimable Task
Click  in the top menu, and then click . TASKS Claimable Tasks
Click on the new .Claimable Task

https://docs.wso2.com/display/EI650/Configuring+the+Start+Event+to+Submit+Data#ConfiguringtheStartEventtoSubmitData-Creatingthedeployablearchive
https://docs.wso2.com/display/EI650/Configuring+the+Start+Event+to+Submit+Data#ConfiguringtheStartEventtoSubmitData-DeployingBPMNartifacts
https://localhost:9445/bpmn-explorer
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6.  

7.  
8.  

9.  

Click  on the next  screen.Claim Task Fill Order Form
Enter values for the  and  to get a total value (i.e., ), which is less than 100,000, and click Quantity Unit Price Quantity * Unit Price Comple

.te Task

You view the claimable task being completed and removed from the  list, since the total value you entered (i.e., TASKS Quantity * Unit
) is less than 100,000. Price

Also, you will receive an email to the  email address you defined.recipient

Follow the above steps again by entering values for the   and   to get a total value (i.e.,  ), which isQuantity Unit Price Quantity * Unit Price
more than 100,000.

Click    to view the completed task.TASKS COMPLETED TASKS
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9.  

10.  

11.  

12.  

Click  . Since you are logged in as the administrator, you view the , which is created for the TASKS  CLAIMABLE TASKS Claimable Task
administrator to approve the order. 
Click on the   and click   to approve the order.Task Complete Task

Click on the task, click , and then click .Claim Task Complete Task

You will receive an email to the  email address you defined.recipient
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12.  

BPEL and Human Tasks Tutorials
The following sections  the main use cases of WS-BPEL Processes and WS-Human Tasks, which are facilitated via the Business Process profile. describe

Echoing a Message
Simulating a Loan Approval Processes
Simulating a Simple Order Approval Process

Echoing a Message

The following tutorials demonstrate how you can echo a message using BPEL.

Echoing a Message Using a Simple BPEL Process
Echoing a Message Using Correlation

Echoing a Message Using a Simple BPEL Process

This tutorial guides you on how to create a BPEL process and to assign a value in the request to the response using WSO2 Integration Studio. It walks you
through the steps to demonstrate how you can assign the input string of the request message to the result string of the response message.

This tutorial includes the following sections:

Creating a BPEL Workflow
Creating the artifacts

Configuring the receiveInput activity 
Configuring the Assign activity 
Configuring the replyOutput activity 

Setting the port of the Partner Link for deployment
Creating the deployable archive
Deploying the BPEL Workflow
Testing the output

Creating a BPEL Workflow

You will find a BPEL editor packaged along with WSO2 Integration Studio. This BPEL editor can be used to create a BPEL artifact easily.

Before you begin,

Install Oracle Java SE Development Kit (JDK) version 1.8.* and set the JAVA_HOME environment variable.
Download the product installer from  , and run the installer.here
Let's call the installation location of your product the   directory.<EI_HOME>

If you installed the product using the , this is located in a place specific to your OS as shown below:installer

OS Home directory

Mac OS /Library/WSO2/EnterpriseIntegrator/6.5.0

Windows C:\Program Files\WSO2\EnterpriseIntegrator\6.5.0\

Ubuntu /usr/lib/wso2/EnterpriseIntegrator/6.5.0

CentOS /usr/lib64/EnterpriseIntegrator/6.5.0

Select and download the relevant WSO2 Integration Studio ZIP file depending on your operating system from here, and then extract the
ZIP file.

For more detailed installation instructions, see  .Installing WSO2 Integration Studio
Getting an error message? See the troubleshooting tips given under .Installing WSO2 Integration Studio

http://wso2.com/integration/
http://wso2.com/integration/
https://docs.wso2.com/display/EI650/Installing+WSO2+Integration+Studio#InstallingWSO2IntegrationStudio-Troubleshooting
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1.  
2.  

3.  

4.  

Start Eclipse and navigate to File  New  Other. 
Search or scroll and find the   category under the BPEL WSO2 folder, click BPEL Workflow, and click Next.

Select   on the dialog box that appears and click  . Create new BPEL Workflow Next

Enter the below details, and specify the   (asynchronous process or synchronous process), and click  .   Template Next
Project Name:  EchoAsyncProject
Process Name:  EchoAsyncProject
Process Namespace:  http://wso2.org.bps/EchoAsyncProcess
Template:  Synchronous BPEL Process

Prerequisite
 To create a BPEL artifact, you should first .Install WSO2 Integration Studio

http://wso2.org.bps/EchoAsyncProcess
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4.  

5.  Provide the Maven information for the package and click  . You will now have a BPEL project according to the details you specified. Finish
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5.  

6.  Click Open Perspective on the below message, which pops up.

In the Project Explorer view, you view the BPEL diagram added under the project you specified and the default diagram will open up along with
a  . Palette You can use the   to drag and drop artifact symbols to create the desired diagram. Palette

You will not get this message if you are already in the  perspective. You can view the current perspective from the below tab.BPEL
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6.  

1.  
2.  

Creating the artifacts

Follow the steps below to create the required artifacts.

Right click on the   element, and click  to remove it from the default diagram.FIX_ME-Add_Business_Logic_Here Delete
Drag and drop an   activity to the canvas and place it after the  activity.Assign receiveInput

Now, you have completed creating the activities of the BPEL workflow.

Drag and drop this from the  section of the .Actions Palette
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2.  

1.  

2.  

3.  

1.  
2.  

3.  

Configuring the receiveInput activity 

Click on the r  activity and in the  section of the  tab, select  as the .eceiveInput Details Properties client Partner Link

Select   as the  .Process Operation

In the   box, expand the      drop down andQuick Pick: process EchoAsyncProjectRequestMessage  payload :  EchoAsyncProjectRequest 
double click on the   option.input : string

Configuring the Assign activity 

Click on the   activity, click   in the   tab, and click  .Assign Details Properties New
In the   box, expand the   drop down and select the   option.From: input : EchoAsyncProjectRequestMessage input : string

 In the   box, expand the   drop down and select the   option.To: output : EchoAsyncProjectResponseMessage result : string
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3.  

4.  
5.  

1.  

2.  

3.  

Press  to save the variable mapping.Ctrl+S
Click  in the message, which pops up to initialize the variables.Yes

Configuring the replyOutput activity 

Click on the  activity and in the   section of the   tab, select   as the  .replyOutput Details Properties client Partner Link

Select  as the  .process Operation

Now, you have completed the process logic. Next, 
Double click process in the Quick Pick section to generate the input and output variables for this element.
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3.  

1.  

2.  

1.  
2.  

Setting the port of the Partner Link for deployment

Double click on the  file in the .deploy.xml  ExplorerProject

In the  file under , click on the value in the  column and select deploy.xml Inbound Interfaces (Services) Associated Port EchoAsyncProjectP
.ort

Creating the deployable archive

Follow the instructions below to deploy a BPEL Workflow.

Open WSO2 Integration Studio and save the BPEL Workflow you created.
Right click on the name of the   in the BPEL Workflow Project Explorer window, and click Export project as Deployable Archive.

If you do not have the   view, click  select   and open it.Project Explorer Window  Show View  Other,  Project Explorer
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2.  

3.  Click  , select a location to save the deployable archive file, which will be created, and click  .Browse   Finish
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3.  

1.  

2.  

3.  

4.  

This creates the ZIP file in the location you specified. This archive file contains of all the artifacts of your BPEL Workflow for you to deploy it in the
Business Process profile of WSO2 EI.

Deploying the BPEL Workflow

After , follow the steps below to deploy the BPEL Workflow.creating the deployable archive

Start the Business Process profile of WSO2 EI.

On MacOS/Linux/CentOS

Open a terminal and execute the following command:

wso2ei-6.4.0-business-process

On Windows

Go to Start Menu -> Programs -> WSO2 -> Enterprise Integrator 6.4.0 . Business Process This will open a terminal and start
the business process profile.

In a web browser, open the Management Console of the Business Process profile, and log in with the default credentials (username: admin and
password: admin).
Click Main  Manage  Processes  Add  BPEL, browse the ZIP file of the BPEL Workflow and click Upload.

In the   window, browse and select the BPEL Package ZIP file and click  .New BPEL Package Upload

You view the deployed BPEL process listed under the   as shown below.Deployed Processes
 Package Name:  The name of the package containing at least the deployment descriptor and one or more process definitions (BPEL),

WSDL and XSDs.
Process ID: A unique ID to identify the deployed BPEL process.

: If a package with an existing name is uploaded, the processes in the package will be versioned. All old processes in theVersion
package will be retired and new version deployed. Since there is only package-level versioning available, the new package should
include all the processes defined in the old package, even though you may only need to update a single process in that package. 
Status: Status of the process. Can be Active" Retired".either “ or “  

: Date and time of the package deployment.Deployed Date

You can find sample BPEL package ZIP files in the  directory. Also, instead of<EI/HOME>/samples/business-process/bpel
using the Management Console, you can deploy a BPEL process manually by creating the <EI_HOME>/repository/deployment/

 directory, and copying the ZIP file to it. For instructions on preparing the process ZIP file, see server/bpel Preparing for Process
.Deployment

https://localhost:9445/carbon
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4.  

1.  
a.  
b.  

c.  

2.  
a.  

1.  
2.  

3.  

: A newly-created process has status Active", which can be retired by clicking on Retire" link. Once a process is retired, aManage as “ the “
new instance of it cannot be created.

Undeploying a BPEL Workflow
There are two ways to undeploy a BPEL Workflow.

From the Management Console of the Business Process profile:
Log in to Management Console, click      .Main  Manage  Processes   List BPEL
Click the Package Name you want to undeploy.

The   page appears. Click on the   link.Package Dashboard Undeploy

By deleting the BPEL ZIP file from the file system. 
Delete the BPEL package from   directory.<EI_HOME>/wso2/business-process/repository/deployment/server/bpel

Testing the output

Once the process is deployed successfully, follow the steps below to use the built-in    to send a request to the process.Tryit Tool

Log in to the Management Console using the  credentials.admin/admin
Click Main  Manage  Services    , and cList lick the  link of the corresponding service.Try this service

In the  section of the , replace the  symbol with a preferred text.Request Try It Tool ?

If you do not view the new process, refresh the browser or click             Main Manage Processes List BPEL.
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3.  

4.  Click . You view the text you entered in the  printed in the  section.Send Request Response

Echoing a Message Using Correlation

This tutorial guides you on how to create a BPEL process to assign a value in the request to the response and echo it using the WSO2 Integration Studio. It
walks you through the steps to demonstrate how you can assign the input string of the request message to the result string of the response message using
BPEL Correlation.

Also, if you are facing any problems with this Tutorial, you can import the pre-packaged project of this Tutorial to WSO2 Integration Studio,
and compare your configurations with the ones in it.

Before you begin,

Install Oracle Java SE Development Kit (JDK) version 1.8.* and set the  environment variable.JAVA_HOME
Download the product installer from  , and run the installer.here
Let's call the installation location of your product the   directory.<EI_HOME>

If you installed the product using the , this is located in a place specific to your OS as shown below:installer

OS Home directory

Mac OS /Library/WSO2/EnterpriseIntegrator/6.5.0

Windows C:\Program Files\WSO2\EnterpriseIntegrator\6.5.0\

Ubuntu /usr/lib/wso2/EnterpriseIntegrator/6.5.0

CentOS /usr/lib64/EnterpriseIntegrator/6.5.0

https://github.com/wso2-docs/WSO2_EI/blob/master/BPS-Tutorial-Artifacts/BPEL/EchoCorrelationProcess.zip
http://wso2.com/integration/


WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 273

1.  

This tutorial includes the following sections, which include instructions to create the below BPEL Workflow.

Creating the BPEL Workflow
Creating the artifacts

Creating the variable
Configuring the Partner Link
Configuring the receiveInput activity 
Configuring the Assign activity
Configuring the replyOutput activity
Configuring the Receive activity
Configuring the Assign1 activity
Configuring the Reply activity

Creating the Correlation Set
Creating the first Alias of the Correlation Set
Mapping the Correlation to the request

Setting the ports of the Partner Links for deployment
Deploying the artifacts
Testing the output

Creating the BPEL Workflow

Create a new BPEL Workflow using the below details.

Project Name: EchoCorrelationProcess
Process Name: EchoCorrelationProcess
Template: Synchronous BPEL Process

For instructions, see  .Creating a BPEL Workflow

Creating the artifacts

Follow the steps below to create the required artifacts.

Select and download the relevant WSO2 Integration Studio ZIP file depending on your operating system from here, and then extract the
ZIP file.

For more detailed installation instructions, see  .Installing WSO2 Integration Studio
Getting an error message? See the troubleshooting tips given under .Installing WSO2 Integration Studio

https://docs.wso2.com/display/EI650/Echoing+a+Message+Using+a+Simple+BPEL+Process#EchoingaMessageUsingaSimpleBPELProcess-CreatingaBPELWorkflow
http://wso2.com/integration/
https://docs.wso2.com/display/EI650/Installing+WSO2+Integration+Studio#InstallingWSO2IntegrationStudio-Troubleshooting
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1.  

2.  

3.  
4.  
5.  

Right click on the   element, and click   to remove it from the default diagram.FIX_ME-Add_Business_Logic_Here Delete

Drag and drop an Assign activity to the canvas and place it after the receiveInput activity.

Drag and drop an   activity to the canvas and place it after the   activity.Receive replyOutput
Drag and drop another   activity to the canvas and place it after the   activity.Assign Receive
Drag and drop a   activity to the canvas and place it after the   activity.Reply Assign1
You view the artifacts you added as shown below. 

Drag and drop this from the Actions section of the Palette.
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5.  

1.  

2.  

3.  

Creating the variable

Follow the steps below to create a variable to temporarily store the values passed from the request message.

In WSO2 Integration Studio, under the   menu, cEchoCorrelationProcess lick the + sign on the Variables panel, to add a new variable and name
it .tempVar

Click on the  variable, and click  in the   section of its   tab.tempVar Browse Details Properties
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2.  

3.  

4.  

Select  under , select the below  , select the  XML Schema under the   and click  .From Imports   Show XSD Types Filters string Matches OK

Click  in the message, which pops up.OK
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4.  

1.  

2.  

1.  

Configuring the Partner Link

In this scenario, you are using the , which is available by default. Follow the steps to set the  of it.client Partner Link Service Role

In the  menu, click on the .EchoCorrelationProcess client Partner Link

Click  in its  section and double click  under .Details Properties process My Operations

Configuring the receiveInput activity 

Click on the        receiveInput activity and in the  Details section of the Properties tab, select client as the  Partner Link.
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1.  

2.  

3.  

1.  
2.  

3.  

Select   as the  .Process Operation

In the   box, expand the     drop down andQuick Pick: process EchoAsyncProjectRequestMessage  payload : EchoAsyncProjectRequest 
double click on the   option.process

Configuring the Assign activity

Click on the   activity, click   in the   tab, and click  .Assign Details Properties New
Click   and in the   box, expand the   drop down and select the   option. New From: input : EchoCorrelationProcessRequestMessage input : string

In the   box, select  .To: tempVar : string
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3.  

4.  
5.  

6.  

7.  
8.  

9.  

Press   to save the variable mapping. Ctrl+S
Click   and in the   box, expand the   drop down and select the   option. New From: input : EchoCorrelationProcessRequestMessage input : string

In the   box, expand the   drop down and select the   option. To: output : EchoCorrelationProcessResponseMessage result : string

Press   to save the variable mapping.Ctrl+S
Click   in the message, which pops up to initialize the variables.Yes

Click New and in the  box, select  and enter From: Expression concat 'Instance created with correlationID: '( , $tempVar  as the expression.)
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9.  

10.  

11.  

1.  

2.  

3.  

In the   box, expand the   drop down and select the   option. To: output : EchoCorrelationProcessResponseMessage result : string

 
Press   to save the variable mapping.Ctrl+S

Configuring the replyOutput activity

Click on the   activity and in the   section of the   tab, select   as the  .replyOutput Details Properties client Partner Link

Keep your cursor on the   Operation field and double-click on  . process

Double click   in the   section to generate the input and output variables for this element.process Quick Pick
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3.  

1.  

2.  

3.  

Configuring the Receive activity

Click on the Receive activity and in the Details       section of the Properties tab, select client as the Partner Link.

     Keep your cursor on the Operation field and double-click on . process

    Double click process in the Quick Pick section to generate the input and output variables for this element.
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3.  

1.  
2.  

3.  
4.  

5.  
6.  

Configuring the Assign1 activity

Click on the   activity, click   in the   tab, and click  .Assign1 Details Properties New
Click , and in the  box, select  New From: input : EchoCorrelationProcessRequestMessage  payload : EchoCorrelationProcessRequest 

. input : string

In the  box, select .To: tempVar : string

Press   to save the variable mapping.Ctrl+S
Click   and in the   box, expand the   drop down and select the   option. New From: input : EchoCorrelationProcessRequestMessage input : string
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6.  

7.  

8.  
9.  

10.  

11.  

In the     box, expand the   drop down and select the   option. To: output : EchoCorrelationProcessResponseMessage result : string

Press   to save the variable mapping.Ctrl+S
Click   in the message, which pops up to initialize the variables.Yes

Click  and in the  box select  and enter New From: Expression concat 'Correlated response: '( , $tempVar .)

In the  box, select To:  result : string.
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11.  

12.  

1.  

2.  

3.  

Press   to save the variable mapping.Ctrl+S

Configuring the Reply activity

Click on the  activity and in the   section of the   tab, select   as the  .Reply Details Properties client Partner Link

Keep your cursor on the     Operation field and double-click on  . process

Double click   in the   section to generate the input and output variables for this element.process Quick Pick
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3.  

1.  
2.  

3.  

4.  

Creating the Correlation Set

Follow the instructions below to add a correlation to this process.

Click on the   element.receiveInput
In WSO2 Integration Studio, under the   menu, cEchoCorrelationProcess lick the   sign on the   panel, to add a new correlation.+ Correlation Sets

Select the   you created, and click   in the   section of its   tab.Correlation Set Add Details Properties

Click   in the   window.New Select a Property
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4.  

5.  Enter   as the   and click  .id Name Browse
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5.  

6.  Select  under , select   and   under  , select the    under the From Imports   Show XSD Types Simple Types Complex Types Filter ns1 : string Matche
 and click  .s OK
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6.  

7.  Click   in the message, which pops up the set the prefix of the namespace.OK
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7.  

1.  

2.  

3.  
4.  

Creating the first Alias of the Correlation Set

Click the   located next to the   label in the  window.New Aliases Create Message Property 

Select Message Type and click  .Browse

Select  under , select  under  .From Imports   Show XSD Types Messages  Filter
Select  under , select   under  and click EchoCorrelationProcessRequestMessage  Matches input : string Type  Structure  OK.

This maps the   property you created to the matching property of the Correlation receiveInput request. This is to act as the alias for
correlation.
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4.  

5.  

1.  

2.  

Click   in all the subsequent windows.OK

Mapping the Correlation to the request

Click on the   element and click   in the   section of its   tab.receiveInput Add Correlation Properties
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1.  

2.  

3.  
4.  

1.  

2.  

Select   under the   column for the correlation you added.Yes Initiation

Click on the  element and click   in the   section of its   tab.Receive  Add Correlation Properties
Select   under the   column for the correlation you added.No Initiation

Setting the ports of the Partner Links for deployment

Double click on the   file in the   . deploy.xml Package Explorer

 
Select the  for the .EchoCorrelationProcessPort client Partner Link
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2.  

1.  
2.  

1.  

2.  

Deploying the artifacts

For instructions on creating the deployable artifacts, see  .Creating the deployable archive
For instructions on deploying them, see  .Deploying the BPEL Workflow

Testing the output

In the Management Console of the Business Process profile, click  , and Main  Manage  Processes  List  BPEL click on the   of the Process ID Ba
 BPEL process you uploaded.nk Loan

In the   section, select   as the   and click  . WSDL details client Partner Link Try It

https://docs.wso2.com/display/EI650/Echoing+a+Message+Using+a+Simple+BPEL+Process#EchoingaMessageUsingaSimpleBPELProcess-Creatingthedeployablearchive
https://docs.wso2.com/display/EI650/Echoing+a+Message+Using+a+Simple+BPEL+Process#EchoingaMessageUsingaSimpleBPELProcess-DeployingtheBPELWorkflow
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2.  

3.  

4.  

5.  

You can now invoke it with input values. 
In the   section of the   tool, replace the question mark with the  textRequest Try It Helloworld .

Click  . You view the response in the   section.Send Response

Click  again. You view the second response in the   section.Send  Response
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5.  

Simulating a Loan Approval Processes

The following scenario simulates the first step of a loan processing business process, in which the Bank receives a request for a loan from the client, retriev
 the history of the client and decides on the credit rating of the client.es

 

A client goes to a bank with the required documents in order to request a loan. The service party (the bank) first retrieves the customer information and his
history. Depending on that data, it will calculate the credit rating for the loan request. Considering both the calculated credit rating and the client history
data, the bank will update the client with the final decision on the loan request.

Before you begin,

Install Oracle Java SE Development Kit (JDK) version 1.8.* and set the JAVA_HOME environment variable.
Download the product installer from  , and run the installer.here
Let's call the installation location of your product the   directory.<EI_HOME>

If you installed the product using the , this is located in a place specific to your OS as shown below:installer

OS Home directory

http://wso2.com/integration/


WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 295

Let's get started!  the sections below to start implementing the below loan approval BPEL Workflow.Follow

Creating the BPEL Workflow
Importing the external service definitions

Mac OS /Library/WSO2/EnterpriseIntegrator/6.5.0

Windows C:\Program Files\WSO2\EnterpriseIntegrator\6.5.0\

Ubuntu /usr/lib/wso2/EnterpriseIntegrator/6.5.0

CentOS /usr/lib64/EnterpriseIntegrator/6.5.0

Select and download the relevant WSO2 Integration Studio ZIP file depending on your operating system from , and then extract thehere
ZIP file.

For more detailed installation instructions, see  .Installing WSO2 Integration Studio
For information on any error messages you get, see the troubleshooting tips given under Troubleshooting WSO2

.Integration Studio

http://wso2.com/integration/
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1.  

2.  

3.  

Creating the BPEL Workflow

Create a new BPEL Workflow using the below details.

Project Name: BankLoanProcess
Process Name: BankLoanProcess
Template: Synchronous BPEL Process

For instructions, see  .Creating a BPEL Workflow

Importing the external service definitions

Follow the steps below to import the external service definitions, which are required to be invoked by the BPEL Workflow of the loan approval process.

Unzip the    file to a preferred location. Let's refer the extracted directory<EI_HOME>/samples/business-process/bpel/LoanProcess.zip
as  .<LOAN_PROCESS_HOME>
Right click on the   folder under the   and click   .bpelContent BankLoanProcess Import

Select   WSDL and click   Next .

https://docs.wso2.com/display/EI650/Echoing+a+Message+Using+a+Simple+BPEL+Process#EchoingaMessageUsingaSimpleBPELProcess-CreatingaBPELWorkflow
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3.  

4.  
5.  

 
Click  , and select the    Browse <LOAN_PROCESS_HOME>/  file and click   to upload it.CustomerInfo.wsdl Finish
Repeat step 3 to 5 above to upload the below files.

LoanService.wsdl
CreditRating.wsdl 

According to this scenario, this entire process is a combination of other Synchronous and Asynchronous Processes.

Step 1 - Creating the Synchronous Processes

A  is a ,  would wait until a response is received from an external party before proceeding to the next step. Synchronous Process process which  Following
are the  of this .Synchronous Processes loan approval scenario

Getting client history data
Calculating the credit rating

Let's get started! Follow the instructions in the below sections to create the  with the following artifacts.Synchronous Processes 

Let's create the artifacts of the two  next. For instructions, see .Synchronous Processes Step 1 - Creating the Synchronous Processes
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1.  
2.  
3.  

4.  

Defining the types of the request and response
Configuring the receiveInput element

Adding the Partner link 
Adding the Operation

Configuring the InvokingCustomerInfo element
Adding the Partner Link
Adding the Operation

Configuring the Assign element
Mapping the variables

Configuring the InvokeCreditRating  element
Adding the Partner Link
Adding the Operation

Configuring the Assign1 element
Mapping the variables

Defining the types of the request and response

Now, you need to define the type (schema) of the initial request and the final response that the   BankLoanProcess BPEL process requires. 

Open WSO2 Integration Studio.
In the   of WSO2 Integration Studio, double click on the   file to get the   view. Project Explorer BankLoanProcessArtifacts.wsdl Design
Click      in the   boxBankLoanProcessRequest BankLoanProcess . 

 
In the   section of theGeneral  Properties   tab, click the Element drop down field and click Browse.
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4.  

5.  

6.  
7.  
8.  

 
Select Enclosing Project to display the schema types including those that are listed in the   file, select loan.xsd  LoanRequest under   Elements
as the input of the BPEL process, and click  .OK

 
 Click   in the   boxBankLoanProcessResponse BankLoanProcess . 

In the   section of the General  Properties tab, click the Element drop down field and click Browse.
     Select Enclosing Project to display the schema types including those that are listed in the   file, selectloan.xsd LoanOffer under   asElements

the output of the BPEL process, and click  .OK

You view the defined output as shown below.
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8.  

9.  

10.  

11.  

1.  
2.  

1.  

Right click on the small connecting box of the diagram, click Generate Binding Content. 

 
   Select   in the SOAP Protocol field and click  .Finish

 
Press   to save your artifacts.Ctrl+S

Configuring the receiveInput element

Follow the steps below to create the synchronous BPEL process.

In the   of WSO2 Integration Studio, double click on the   file to get the   view. Project Explorer BankLoanProcess.bpel Design
Click on the available by default.   element, which is receiveInput

Adding the Partner link 
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1.  

1.  

2.  

1.  

Select the default   as the   in the   section of the   tab.client Partner Link Details Properties

 

Adding the Operation

Select   as the Operation     process in the Details section of the Properties tab.

Double click   in the   section to  the input and output variables for this element.process Quick Pick generate

Configuring the  elementInvokingCustomerInfo 

 Right click on the   FIX_ME-Add_Business_Logic_Here element, click , and then clickInsert Before  Invoke.

This creates the first step of the business process flow to receive the loan request from the client.
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1.  

2.  
3.  

1.  

 
Click on the   element you added.Invoke

  Enter   as the value of the InvokingCustomerInfo Name field in the   section of the   tab.Description Properties

 

Adding the Partner Link

Click on the  element, click the drop-down arrow of   and select   in the   seInvokingCustomerInfo  Partner Link Create Global Partner Link. Details
ction of the   tab.Properties

This creates the element to invoke the  partner service.CustomerInfo

This adds a partner link to invoke this external service.
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1.  

2.  

3.  

4.  

 
Enter   as the  and click  .CustomerPL Partner Link Name  OK

Select   From Project as the type of the  , select Partner Link   CustomerInfo in the   Matches field and click   OK.

Click   in the message, which pops up next to set the prefix of the namespace.OK
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4.  

1.  

2.  

Adding the Operation

Keep your cursor on the     Operation field and double-click on getCustomerSSN  . 

   Double click getCustomerSSN in the Quick Pick section to  the input and output variables for this element.generate

This will auto update the input/output of the  step and creates the following variables.Invoke
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2.  

3.  

1.  

1.  
2.  

Press  Ctrl+S to save your artifacts.

Configuring the Assign element

to use theYou need to have the input data provided by the client from the   element receiveInput    element.InvokingCustomerInfo   Therefore, you need to
add an   element   to apply this input data to the   Assign right before the     InvokingCustomerInfo element    of theCustomerPLRequest InvokingCustomerI
nfo element.

 Right click on the   InvokingCustomerInfo element, click  , and then clickInsert Before  Assign.

 

Mapping the variables

Click on the   element and click   in the   section of the   tab.Assign New Details Properties
 In the   box, expand the   From input :   and select  .BankLoanProcessRequestMessage CustomerInfo : CustomerInfoType
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2.  

3.  

4.  
5.  

6.  

a.  

 
   In the To box, expand the CustomerPLRequest :   and select    . getCustomerSSNRequest part: CustomerInfo

 
Press to save your artifacts. Ctrl+S 

 Click   in the message, which pops up to initialize the variables. Yes

 
Follow the steps below to match the other variables.

Click  and select  in the box andNew BankLoanProcessRequestMessage    CustomerInfo : CustomerInfoType   Name : string     From 
select CustomerPLRequest :   in the box.getCustomerSSNRequest        part: CustomerInfo  Name : string    To 

This creates variable to variable options to map each part of the  input ( ) to theCustomerInfo CustomerInfo:CustomerInfoType
corresponding part of  ( ).CustomerPLRequest part:CustomerInfo
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6.  

a.  

b.  
c.  

d.  
e.  

f.  
g.  

 
Press   to save the artifacts.Ctrl+S
Click  and select  in the box andNew BankLoanProcessRequestMessage    CustomerInfo : CustomerInfoType   Email : string   From 
select CustomerPLRequest :   in the box.getCustomerSSNRequest        part: CustomerInfo  Email : string     To 

 
Press   to save the artifacts.Ctrl+S
Click   and select  inNew BankLoanProcessRequestMessage    CustomerInfo : CustomerInfoType   CustomerID : CustomerIDType 
the box and select    From  CustomerPLRequest :    getCustomerSSNRequest        part: CustomerInfo  CustomerID : CustomerIDType 
 in the box.    To 

 
Press   to save the artifacts.Ctrl+S
Click   and select  in the box aNew BankLoanProcessRequestMessage    CustomerInfo : CustomerInfoType   CreditRating : int   From 
nd select     CustomerPLRequest :     in the box.getCustomerSSNRequest        part: CustomerInfo  CreditRating : int      To   
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6.  

g.  

7.  

1.  
2.  
3.  

 
Press   to save the artifacts.Ctrl+S

Configuring the   elementInvokeCreditRating  

Right click on the   FIX_ME-Add_Business_Logic_Here element, click  , and then clickInsert Before  Invoke.
Click on the   element you added.Invoke
Enter   as the value of the   field in the   section of the   tab.   InvokeCreditRating Name  Description Properties
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3.  

1.  

Adding the Partner Link

Click on the   element, click the drop-down arrow of   and select   in the   sectiInvokeCreditRating Partner Link Create Global Partner Link. Details
on of the   tab.Properties

This creates a new  for the BPEL process to connect to the .Partner Link CreditRatingService
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1.  

2.  

3.  

Enter as the  and click  .   CreditPL Partner Link Name  OK

Select  as the type of the  , select  in the  field and click From Project  Partner Link CreditRating  Matches  OK. 



WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 311

3.  

4.  Click   in the message, which pops up next to set the prefix of the namesapce.OK
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4.  

1.  

2.  

Adding the Operation

Keep your cursor on the   Operation field and double-click on getCreditRating. 

     Double click getCreditRating in the  Quick Pick section to  the input and output variables for this element.generate

This will auto update the input/output of the  step and creates the following variables.Invoke
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2.  

3.  

1.  

Press to save your artifacts.Ctrl+S 

Configuring the Assign1 element

You need to map the required data received from the   service to the   similar to the mapping you didCustomerInfo InvokeCreditRatingRequest
before. Follow the steps below to do this.

Right click on the   element, click   and click  , to add the  element.InvokeCreditRating Insert Before Assign  Assign1
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1.  

2.  

1.  
2.  

Right click on the   element and click   to remove  it is a dummy element.FIX_ME-Add_Business_Logic_Here Delete it as

Mapping the variables

Click on the   element and click   in the   section of the   tab.Assign1 New Details Properties
In the   box, expand the     and select  . From  :CustomerPLResponse getCustomerSSNResponse part : CustomerSSN
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2.  

3.  

4.  
5.  

6.  
7.  

 
In the      To  box, expand the CreditPLRequest :  and select  .getCreditRatingRequest part : CustomerSSN  

 
Press  to save your artifacts.Ctrl+S

  Click   in the message, which pops up to initialize the variables.Yes  

Click on the   element and click   in the   section of the   tab.Assign1 New Details Properties
In the From box, expand the CustomerPLResponse :     and select  .getCustomerSSNResponse part : CustomerSSN  SSN : string
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7.  

8.  

9.  

    In the   To  box, expand the CreditPLRequest :      getCreditRatingRequest part : CustomerSSN  and select   SSN : string.

 
Press   to save your artifacts.Ctrl+S
Now, your BPEL artifacts will be as shown below.
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9.  

Step 2 - Creating the Asynchronous Process

If the  involves another loan approval process process, in which the response takes too long to respond, you can use an toAsynchronous Process 
implement it. This allows you to continue the rest of the process flow without waiting for the response.

Let's get started!   asFollow the instructions in the below sections to complete the BPEL Workflow you created in  with the Step1 Asynchronous Process
shown below.

Next, let's create the artifacts of the Asynchronous Processes next. For instructions, see Step 2 - Creating the Asynchronous Process.

1.  
2.  

If you did not follow  yet, you can import the pre-packaged project of it and continue by followingStep 1 - Creating the Synchronous Processes
the steps in this Tutorial. Follow the steps below to import it to WSO2 Integration Studio.

Open the WSO2 Integration Studio, click  , and click  . File Import
Expand the   category and select  , click   and upload the  . WSO2 Existing WSO2 Projects into workspace Next pre-packaged project

https://docs.wso2.com/display/EI6xx/Step+2+-+Creating+the+Asynchronous+Process
https://github.com/wso2-docs/WSO2_EI/blob/master/BPS-Tutorial-Artifacts/BPEL/BankLoanProcessStep1.zip
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1.  
2.  

Adding the Sequence element
Configuring the InvokeLoanService element

Adding the Partner Link
Adding the Partner Role
Adding the Operation

Configuring the ReceiveLoanOffer element
Adding the Partner Role
Adding the Partner Link
Adding the Operation

Configuring the Assign2 element
Mapping the variables

Configuring the Assign3 element
Mapping the variables

Configuring the replyOutput element

Adding the Sequence element

Open the WSO2 EI Integration Studio.
Right click on the  element, click  and click .replyOutput Insert Before  Sequence  
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2.  

1.  

Configuring the InvokeLoanService element

Right click on the  element, click  and click .Sequence Add Invoke  
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1.  

2.  Click on the  element you added inside the  element, and enter Invoke Sequence   as the  in the  section ofInvokeLoanService Name Description
 the s tab.Propertie
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2.  

1.  

Adding the Partner Link

Click on the InvokeLoanService element, click the drop-down arrow of Partner Link and select Create Global Partner Link. in the Details secti
on of the Properties tab.
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1.  

2.  

3.  

  Enter   as the LoanPL Partner Link Name and click OK.

   Select  From Project as the type of the  , select Partner Link LoanServicePT in the   Matches field and click   OK.
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3.  

4.  Click   in the message, which pops up next to set the prefix of the namespace.OK  
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4.  

1.  

1.  

Adding the Partner Role

Select the LoanServiceRole partner role and click OK.

Adding the Operation

Once the partner link is created, double click on the getLoanOffer operation from the Quick Pick view. This automatically updates the input
request.

You need to invoke the getLoanOfferprocess. Therefore, this selects the , which includes the LoanServiceRole getLoanOffer o
peration.
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1.  

1.  

Configuring the ReceiveLoanOffer element

Right click on the  element, click  and click .Sequence Add Receive

This will auto update the input/output of the  step and creates the following variable.Invoke

This creates a new  element to Receive capture the result of the  whenever it is sent back to the BPEL process.LoanService
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1.  

2.  Click on the   element you added inside the   element, and enterReceive Sequence    ReceiveLoanOffer as the   in the   section ofName Description
 the  s tab.Propertie
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2.  

1.  

 

Adding the Partner Role

 You need to use the OnLoanOffer operation of the  partner role for theLoanServiceCallBackPortType  ReceiveLoanOffer element. Therefore, follow the
steps below to use the  LoanPL partner link you created before for this   as well. ReceiveLoanOffer element

 In the  tab of WSO2 Integration Studio, click Outline  LoanPL under .Partner Links
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1.  

2.   Select the following values in the  section of the  tab.Details Properties
My Role: LoanServiceClientRole

 Partner Role:  LoanServiceRole
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2.  

1.  

1.  

My Operations: onLoanOffer
Partner Operations: getLoanOffer

Adding the Partner Link

Click on the  ReceiveLoanOffer      element, click the drop-down arrow of  Partner Link and select LoanPL in the Details section of the Properties t
 ab.

Adding the Operation

 Keep your cursor on the Operation field and double-click on    .onLoanOffer

This creates an input of the  message type. You can find it in thegetLoanOfferResponse   Variables panel.
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1.  

2.  

This creates the LoanPLRequest1 variable.

Double click on the LoanPLRequest1 variable and rename it to  .LoanPLResponse

Configuring the Assign2 element

Right click on the   element, click   and click  , to add the   element.Sequence Insert Before Assign Assign2

This variable is the response from the  to the BPEL process.LoanPLResponse  LoanService
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1.  
2.  

Mapping the variables

You need to map the required data received from the   message to the   similar to the mapping you didBankLoanProcessRequest LoanPLRequest
before. Follow the steps below to do this.

Click on the   element and click   in the   section of the   tab.Assign2 New Details Properties
In the   box, expand the    and select  . From  input :  BankLoanProcessRequestMessage payload : LoanRequest
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2.  

3.  

4.  
5.  

6.  

a.  

In the       To  box, expand the LoanPLRequest :    and select  .getLoanOfferRequest part : LoanRequest  

 
Press   to save your artifacts.Ctrl+S
Click   in the message, which pops up to initialize the variables.   Yes

 
Follow the steps below to match the other variables.

Click   and select    inNew input: BankLoanProcessRequestMessage     CustomerInfo : CustomerInfo Type payload : LoanRequest
the box and select      From  LoanPLRequest :   ingetLoanOfferRequest        part : LoanRequest    CustomerInfo : CustomerInfo Type
the box.   To 

This creates variable to variable options to map each part of the  input ( ) to theCustomerInfo CustomerInfo:CustomerInfoType
corresponding part of  ( ).CustomerPLRequest part:CustomerInfo
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6.  

a.  

b.  
c.  

d.  
e.  

f.  
g.  

 
Press   to save the artifacts.Ctrl+S
Click   and select   New input: BankLoanProcessRequestMessage     CustomerInfo : CustomerInfo Type payload : LoanRequest

in the box and select   Name : string     From  LoanPLRequest :   getLoanOfferRequest      part : LoanRequest  CustomerInfo :
in the box.  CustomerInfo Type  Name : string    To 

 
Press   to save the artifacts.Ctrl+S
Click   and select   New input: BankLoanProcessRequestMessage     CustomerInfo : CustomerInfo Type  payload : LoanRequest Em

in the box and select    ail : string    From  LoanPLRequest :   getLoanOfferRequest      part : LoanRequest  CustomerInfo :
in the box.  CustomerInfo Type  Email : string    To 

 

Press   to save the artifacts.Ctrl+S
Click   and select   New input: BankLoanProcessRequestMessage     CustomerInfo : CustomerInfo Type payload : LoanRequest

in the box and select   CustomerID : CustomerIDType     From  LoanPLRequest :   getLoanOfferRequest      part : LoanRequest  Custo
in the box.  merInfo : CustomerInfo Type  CustomerID : CustomerIDType    To 
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6.  

g.  

h.  
i.  

j.  

1.  

Press   to save the artifacts.Ctrl+S
Click   and select   New input: BankLoanProcessRequestMessage     CustomerInfo : CustomerInfo Type payload : LoanRequest

in the box and select   CreditRating : int     From  LoanPLRequest :   getLoanOfferRequest      part : LoanRequest  CustomerInfo :
in the box.  CustomerInfo Type  CreditRating : int    To 

Press   to save the artifacts.Ctrl+S

Configuring the Assign3 element

Follow the steps below to assign the values of the  to the final output variable of the BPEL process. LoanPLResponse

 Right click on the  element, click  and click .Sequence Add Assign
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1.  

1.  
2.  

 

Mapping the variables

    Click on the   element and click   in the Assign3 New Details section of the Properties tab.
 In the From box, expand the   LoanPLResponse : getLoanOfferResponse and select  . part : LoanOffer
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2.  

3.  

4.  
5.  

6.  

a.  

b.  

c.  

    In the To box, expand the output :   and select    . BankLoanProcessResponseMessage payload : LoanOffer

Press  to save your artifacts.Ctrl+S
  Click   in the message, which pops up to initialize the variables.Yes  

 Follow the steps below to map the other variables.

Click  and select  in the box andNew LoanPLResponse : getLoanOfferResponse    part : LoanOffer   ProviderName : string     From 
select output :   BankLoanProcessResponseMessage in the box.        payload : LoanOffer      ProviderName : string   To 

Press   to save your artifacts.Ctrl+S

This creates variable to variable options to map each part of the LoanPLResponse input (i.e., LoanPLResponse :
 getLoanOfferResponse ) to the corresponding part of LoanOffer (i.e.,  payload : LoanOffer  ).
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6.  

b.  

c.  

d.  
e.  

f.  
g.  

h.  
i.  

    Click New and select LoanPLResponse : getLoanOfferResponse   part : LoanOffer    approved : boolean  in the From box and
 select output :   BankLoanProcessResponseMessage in the box.        payload : LoanOffer      approved : boolean   To 

Press Ctrl+S to save your artifacts.
    Click New and select LoanPLResponse : getLoanOfferResponse     part : LoanOffer   AnualInterestRate : decimal  in the    From  bo

     x and select  output :         BankLoanProcessResponseMessage in the b        payload : LoanOffer      AnualInterestRate : decimal   To 
 ox.

Press   to save your artifacts.Ctrl+S
    from the drop down in the  box, and type .Click New and select Expression From true()

Press Ctrl+S to save your artifacts.
Click   and select    New  output : BankLoanProcessResponseMessage     payload : LoanOffer   selected : boolean  in the    To  box.

Configuring the replyOutput element
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1.  

2.  

3.  

4.  

Click on the  element and select  as the  in the  section of the  tab.replyOutput client Partner Link Details Properties

Select process as the Operation in the Details section of the Properties tab.

Double click process in the Quick Pick section to generate the input and output variables for this element.

Press  to save the artifacts and  configurations.Ctrl+S  their

After creating all the artifacts, you view the  of the BPEL Workflow as shown below.Design View
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1.  
2.  

Step 3 - Creating the Correlation Set

With the , in a practical scenario, there could be an issue with mapping the request/response. In a real-world scenario, there will beloan approval process
multiple clients sending their loan request to the BPEL process simultaneously. The same customer can send multiple loan requests as well. In a situation
like this, how will the BPEL process map the different loan requests with their matching loan responses?

Consider the following questions:

How to map response1 to client A’s request1 instead of request2?
How to map response1 to client A’s request1 instead of client B’s request1?

The solution to this is to add a . Once you add a correlation to the BPEL process, it will map the different request-response pairsCorrelation Set
accordingly.

Considering the BPEL process created above, this issue occurs when the Asynchronous Process comes into place. At the  step, it needsreceiveLoanOffer
to match the relevant loan response to the initial loan request. Therefore, follow the instructions in the below sections to create a  for theCorrelation Set
Asynchronous Process of the scenario.

Let's get started!  Follow the instructions in the below sections to add the  to the below BPEL Workflow you created in  . Correlation Set  Step2

Every  requires a . Therefore, next, lAsynchronous Process Correlation Set et's create a  for the Correlation Set Asynchronous Processes y
ou created above. For instructions, see Step 3 - Creating the Correlation Set.
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1.  
2.  

Creating the Correlation Set
Creating the first Alias of the Correlation Set
Creating the second Alias of the Correlation Set

Mapping the Correlation to the request
Setting the ports of the Partner Links for deployment
Deploying the artifacts
Testing the output

Creating the Correlation Set

Follow the instructions below to add a correlation to this process.

Click on the   element.receiveInput
In WSO2 Integration Studio under the  menu, click the  sign on the  panel, to add a new correlation. BankLoanProcess + Correlation Sets

1.  
2.  

If you did not follow  yet, you can import the pre-packaged project of it and continue by following theStep 2 - Creating the Asynchronous Process
steps in this Tutorial. Follow the steps below to import it to WSO2 Integration Studio.

Open the WSO2 Integration Studio, click  , and click  . File Import
Expand the   category and select  , click   and upload the  . WSO2 Existing WSO2 Projects into workspace Next pre-packaged project

Also, , you can import the  of this Tutorial to WSO2 Integration Studio,if you are facing any problems with this Tutorial pre-packaged project
and compare your configurations with the ones in it.

https://github.com/wso2-docs/WSO2_EI/blob/master/BPS-Tutorial-Artifacts/BPEL/BankLoanProcessStep2.zip
https://github.com/wso2-docs/WSO2_EI/blob/master/BPS-Tutorial-Artifacts/BPEL/BankLoanProcessComplete.zip
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2.  

3.  

4.  

Select the  you created, and click  in the  section of its  tab. Correlation Set Add Details Properties

Click  in the  window. New Select a Property
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4.  

5.  Enter  as the  and click . id Name Browse
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5.  

6.  Select under , select  and  under , select the  under theFrom Imports   Show XSD Types Simple Types Complex Types Filter string XML Schema
 and click . Matches OK
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6.  

7.  Click  in the message, which pops up the set the prefix of the namespace. OK
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7.  

1.  

2.  

3.  
4.  

Creating the first Alias of the Correlation Set

Click the   located next to the  label in the window.New Aliases Create Message Property 

Select and click . Message Type Browse

Select  under , select under  .From Project   Show XSD Types Messages  Filter
Select   under , select   under and click  BankLoanProcessRequestMessage  Matches CustomerID : CustomerIDType Type Structure  OK.

This maps the   property you created to the matching property of the  request. This is to act as the alias forCorrelation receiveInput 
correlation.
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4.  

5.  Click  in the  window.OK Create Property Alias
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5.  

1.  

Creating the second Alias of the Correlation Set

Click the   located next to the   label in the  window.New Aliases Create Message Property 

This maps the   property you created to the matching property of the   request. This is to act as the alias forCorrelation receiveInput
correlation.
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1.  

2.  

3.  
4.  

Select  and click  . Message Type Browse

Select  under , select  under  .From Project   Show XSD Types Messages  Filter
Select   under , select   under  and click  getLoanOfferResponse  Matches CustomerID : CustomerIDType Type Structure   OK.



WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 349

4.  

5.  

1.  

2.  

Click  in all the subsequent windows.OK

Mapping the Correlation to the request

Click on the  element and click  in the  section of its  tab. receiveInput Add Correlation Properties
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1.  

2.  

3.  
4.  

1.  

2.  

Select  under the  column for the correlation you added. Yes Initiation

Click on the   element and click   in the   section of its   tab.ReceiveLoanOffer Add Correlation Properties
Select  under the   column for the correlation you added.No Initiation

Setting the ports of the Partner Links for deployment

Double click on the     file in the   . deploy.xml Package Explorer

 
In the   file, under  , select the following values for each of the  , from the drop-down listdeploy.xml Inbound Interfaces (Services) Partner Links
of the   column.Associated Port

Partner Link Associated Port

client BankLoanProcessPort

LoanPL LoanServiceCallbackPort
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2.  

3.  

1.  
2.  
3.  

1.  

2.  

In the   file, under    , select the following values for each of the  ,  from the drop-downdeploy.xml Out bound Interfaces (Invokes) Partner Links
list of the    column. Associated Port

Partner Link Associated Port

CustomerPL CustomerInfoPort

CreditPL CreditRatingPort

LoanPL LoanServicePort

 

Deploying the artifacts

For instructions on creating the deployable artifacts, see  .Creating the deployable archive
For instructions on deploying them, see  .Deploying the BPEL Workflow
Upload the following files by browsing them from the   directory,  to deploy the three back-end<EI_HOME>/samples/business-process/bpel
services (i.e.,   ,  ,    ), which are invoked from the  .CustomerInfoService CreditRatingService LoanService BankLoanProcess

CustomerInfo.zip
CreditRating.zip
LoanService.zip

For instructions, see  .Deploying the BPEL Workflow

Testing the output

In the Management Console of the Business Process profile, click                  , and click on the   ofMain Manage Processes List BPEL Process ID
the   BPEL process you uploaded. Bank Loan

In the   section, select   as the   and click  . WSDL details client Partner Link Try It

https://docs.wso2.com/display/EI650/Echoing+a+Message+Using+a+Simple+BPEL+Process#EchoingaMessageUsingaSimpleBPELProcess-Creatingthedeployablearchive
https://docs.wso2.com/display/EI650/Echoing+a+Message+Using+a+Simple+BPEL+Process#EchoingaMessageUsingaSimpleBPELProcess-DeployingtheBPELWorkflow
https://docs.wso2.com/display/EI650/Echoing+a+Message+Using+a+Simple+BPEL+Process#EchoingaMessageUsingaSimpleBPELProcess-DeployingtheBPELWorkflow
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2.  

3.  

4.  

You can now invoke it with input values. 
In the  section of the  tool, replace the question marks with appropriate values for the , , ,  , Request Try It Name Email Customer ID Credit Rating A

 and .mount Number of Years

Click . You view the response in the  section.Send Response

Simulating a Simple Order Approval Process

The following tutorial guides you through a scenario to simulate an order approval process using  artifacts. Human Task

Before you begin,

Install Oracle Java SE Development Kit (JDK) version 1.8.* and set the JAVA_HOME environment variable.
Download the product installer from  , and run the installer.here
Let's call the installation location of your product the   directory.<EI_HOME>

If you installed the product using the , this is located in a place specific to your OS as shown below:installer

OS Home directory

Mac OS /Library/WSO2/EnterpriseIntegrator/6.5.0

Windows C:\Program Files\WSO2\EnterpriseIntegrator\6.5.0\

Ubuntu /usr/lib/wso2/EnterpriseIntegrator/6.5.0

CentOS /usr/lib64/EnterpriseIntegrator/6.5.0

Select and download the relevant WSO2 Integration Studio ZIP file depending on your operating system from here, and then extract the
ZIP file.

For more detailed installation instructions, see  .Installing WSO2 Integration Studio
Getting an error message? See the troubleshooting tips given under .Installing WSO2 Integration Studio

http://wso2.com/integration/
http://wso2.com/integration/
https://docs.wso2.com/display/EI650/Installing+WSO2+Integration+Studio#InstallingWSO2IntegrationStudio-Troubleshooting
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This tutorial includes the following sections:

Deploying the BPEL Process
Creating a Human Task Project
Creating the Human Task

Adding Task Properties
Adding the Task Input 
Adding the Task Output
Adding the Presentation Elements
Adding People Assignments 

Creating the deployable archive
Deploying the Human Task Project
Invoking the Service of the Human Task
Testing the output

Deploying the BPEL Process

Follow the steps below to import and deploy the BPEL process, which will act as the .Callback Endpoint

Start the Business Process profile of WSO2 EI.

On MacOS/Linux/CentOS

Open a terminal and execute the following command:

sudo wso2ei-6.5.0-business-process

On Windows

Go to Start Menu -> Programs -> WSO2 -> Enterprise Integrator 6.5.0 . Business Process This will open a terminal and start
the business process profile.

Log in to the Management Console of the Business Process Profile.
Click       .Main Manage Add BPEL
Browse and select the  file and click Upload.<EI_HOME>/samples/business-process/bpel/ClaimsApprovalProcess.zip
You view the deployed BPEL Process as shown below.

Creating a Human Task Project

In WSO2 Integration Studio, go to  and select  File -> New -> Other Human Task Project.
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1.  

2.  

3.  

Fill in the following details in the form that appears on the wizard and click .Finish
Project Name: humanTaskProject
File Name: newfile
Task Name: OrderApproval
Target Namespace:  www.wso2.org

Once the project is created, you view the  with the sections of your  file listed out. Human Task GUI Editor .ht
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Creating the Human Task

You need to fill each of the following sections in this wizard to create the  .Human Task

Adding Task Properties

Expand the  panel and do the following:Task Properties

Change the name of the task.
Add documentation for the task.
Set the priority of the corresponding task. For this field, you can either add an XPath expression or an integer.

Adding the Task Input 

Expand the   panel and add the following . To do this, click the  button on the top left side and fill in the required detailsTask Input Input Data Mappings +
(i.e., the  ,  and ).Element Name Display Name Data Type

The presentation parameters are auto-generated according to the  you provide. To delete an , click on the Element Name Input Data Mapping D
 button corresponding to the relevant input.elete
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Adding the Task Output

Expand the  panel and do the following:Task Output 

To add a new , click the  button on the top left side and fill in the required details (i.e., the ,  Output Data Mapping + Element Name Display Name
and ).Data Type

Enter  as the .http://localhost:9765/services/ClaimServiceCB/  Callback Service URL

You can skip this since the values required values are available by default.

The presentation parameters are auto-generated according to the  you provide. To delete an ,Element Name Output Data Mapping
click on the  button corresponding to the relevant output. Delete

a.  
b.  
c.  

The values for ,  and  are properties of the callbackCallback Service Name Callback Operation Name Callback Service URL
WSDL and the values you provide will deal with the callback WSDL file directly.
In this scenario, the  is the URL of the BPEL Process. Follow the steps below to get it.Callback Service URL

Log in to the Management Console of the Business Process Profile.
Click       .Main Manage Services List
Click on the  service in the list.ClaimServiceCB
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Adding the Presentation Elements

Expand the  panel and set the ,  and the  of the task.Presentation Elements Display Name Display Subject Description

c.  

d.  Copy the URL listed under , which you need to add as the  in the .Endpoints Callback Service URL Human Task

These will be shown as the task info. The presentation parameters of the task are auto-generated according to the inputs and outputs.
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Adding People Assignments 

In this section, select  and enter  as the role.Role admin
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In this section, you can assign different users or roles as different stakeholders to this task. For example, you can add the users with the role
name ‘clerk’ as potential owners of this task by filling out the   field. If you are assigning a user as an expression you can add itPotential Owners
using XPath. The XPath suggestions for the corresponding task will appear when you start entering it in the  field.Expression

To add another task, you can select the  button next to the task tab and add a new task. All the tasks can be viewed as tabs on top of the UI.+
To delete a task, click the  sign on the task tab and delete the task.X
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Creating the deployable archive

Press  to save the artifacts and their configurations.Ctrl+S
Right-click on the project. Select . The project export dialog box will appear. Export Project as a Deployable Archive
Provide the location you want to save the artifact in and click . This will generate a .zip archive that can be deployed directly in EI-BusinessFinish
Process runtime.

Deploying the Human Task Project

After , follow the steps below to deploy them.creating the deployable archive

Log in to the Management Console of the Business Process Profile.
Navigate to Main   Manage   Human Tasks   Add. 
Upload the zip file that you just exported. 

Invoking the Service of the Human Task

Log in to the Management Console of the Business Process Profile.
Navigate to Main   Manage   Services   List. 
Click the  link of the   service.Try this service OrderApprovalService
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3.  

4.  In the , replace the body of the  section with the following content and click .Try It Tool Request Send

<body>
   <p:OrderApprovalData xmlns:p="www.wso2.org">
      <!--Exactly 1 occurrence-->
      <xsd:orderName
xmlns:xsd="www.wso2.org">Pineapples</xsd:orderName>
      <!--Exactly 1 occurrence-->
      <xsd:orderQuantity
xmlns:xsd="www.wso2.org">10</xsd:orderQuantity>
   </p:OrderApprovalData>
</body>

You view the below response in the  section.Response
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2.  

This creates a task instance of the  you deployed.Human Task

Testing the output

Follow the steps below to test the output.

Log in to the  using the   credentials. ( )Human Task Explorer admin/admin https://192.168.1.3:9445/humantask-explorer/
You view the created Task under .MY TASKS

Click on the Task and click .Start

https://192.168.1.3:9445/humantask-explorer/
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Select  and then click  to approve the order.Approved Complete

Click  in the message, which pops up.Yes

You view the task being approved and completed.
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4.  

5.  Click   . You view the tasks you completed.MY TASKS Completed
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Data Service Tutorials

The following tutorials will provide information on the main use cases of data integration, which includes creating data services to expose various
datasources as services:

Exposing a Datasource as a Data Service
Invoking Multiple Operations via Request Box
Invoking an Operation with Multiple Records
Defining Nested Queries
Receiving Notifications from Data Services
Handling Distributed Transactions
Exposing Data as an OData Service
Scheduling Tasks
Using JSON with Data Services
Validating Input Values in a Data Request

Exposing a Datasource as a Data Service

In this tutorial, we will run through the process of service enabling an  as a data service.  For more information on the datasource types supportedRDBMS
by WSO2 EI, see the  section.What's Next

1.  
2.  

3.  

4.  

5.  

Before you begin!
Follow the steps given below to set up a MySQL database for this tutorial.

Install the MySQL server.
Download the product installer from  , and run the installer.here
Let's call the installation location of your product the   directory.<EI_HOME>

If you installed the product using the , this is located in a place specific to your OS as shown below:installer

OS Home directory

Mac OS /Library/WSO2/EnterpriseIntegrator/6.5.0

Windows C:\Program Files\WSO2\EnterpriseIntegrator\6.5.0\

Ubuntu /usr/lib/wso2/EnterpriseIntegrator/6.5.0

CentOS /usr/lib64/EnterpriseIntegrator/6.5.0

Download the JDBC driver for MySQL from  . Unzip it, get the  JAR, anhere <MySQL_HOME>/mysql-connector-java-8.0.16.jar
d place it in the   directory.<EI_HOME>/lib

Create a database named  .Employees

CREATE DATABASE Employees;

Create the Employee table inside the Employees database:

USE Employees;

CREATE TABLE Employees (EmployeeNumber int(11) NOT NULL, FirstName
varchar(255) NOT NULL, LastName varchar(255) DEFAULT NULL, Email
varchar(255) DEFAULT NULL, Salary varchar(255));

If the driver class does not exist in the relevant folders when you create the datasource, you will get an exception, such as 'C
'.annot load JDBC driver class com.mysql.jdbc.Driver

http://wso2.com/integration/
http://dev.mysql.com/downloads/connector/j/
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1.  

Let's get started

Creating the data service
Connecting to the datasource
Creating a query to Get data
Creating a query to Post data
Creating a query to Update data
Create SOAP operations to invoke queries
Create REST resources to invoke queries

Invoking your data service using SOAP
Post new data
Get data
Update data

Invoking your data service using REST
Post new data
Get data
Update data

Creating the data service

Follow the steps given below.

Start the WSO2 ESB profile.

On MacOS/Linux/CentOS

Open a terminal and execute the following command:

sudo wso2ei-6.5.0-integrator

 On WindowsGo to  Start Menu -> Programs -> WSO2 -> Enterprise Integrator 6.5.0
This will open a terminal and start the ESB profile.Integrator. 

Open the ESB profile's Management Console using  , and log in using   as the username and the password.https://localhost:9443/carbon admin
Click  , to start creating a data service.Data Service  Create
Enter the following name for the data service.

Data Service Name RDBMSDataService

Click   to enter the datasource connection details.Next

Connecting to the datasource

Follow the steps given below.

Click  and enter the following details:Add New Datasource

Datasource ID Datasource

Datasource Type RDBMS

Datasource Type
(Default/External)

Leave  selected.Default

Database Engine MySQL

Driver Class com.mysql.jdbc.Driver

URL jdbc:mysql://localhost:3306/Employees

User Name Enter your MySQL server's username.

Password Enter your MySQL server's password. 
If you have not assigned a password, keep this field empty.

If you enter   instead of the Default datasource type, your datasource should be supported by an external provider class,External

https://localhost:9443/carbon
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Save the datasource.
Click  , to start creating queries.Next

Creating a query to Get data

Let's create a query that can retrieve employee data, based on the employee number. That is, when the employee number is provided as an input, the data
service should get the relevant employee details and present the result.

Click   to start creating a new query.Add New Query
Enter the following details:

Query ID GetEmployeeDetails

Datasource Datasource

SQL

select EmployeeNumber, FirstName, LastName, Email, Salary from
Employees where EmployeeNumber=:EmployeeNumber

Click   to create the input mapping. The employee number is the input as shown below.Generate Input Mapping

Click   to create the output mapping. This defines how the employee details retrieved from the datasource will be presented inGenerate Response
the result. Note that, by default, the output type is XML. 

such as   You can select the  option and enter the name andcom.mysql.jdbc.jdbc2.optional.MysqlXADataSource. External
value of connection properties by clicking  . For example,Add Property

After an external datasource is created, it can be used as a usual datasource in queries. See the tutorial on handling distributed
 for more information on using external datasources.transactions

If required, you can choose RDF, or JSON as the output type. See  for more information on exposingUsing JSON with Data Services
data in JSON format.
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Save the query.

Creating a query to Post data

Let's create another query to post new employee data to the datasource.

Click   to start creating a new query.Add New Query
Enter the following details:

Query ID AddEmployeeDetails

Datasource Datasource

SQL

insert into Employees (EmployeeNumber, FirstName, LastName, Email,
Salary) values(:EmployeeNumber,:FirstName,:LastName,:Email,:Salary)

Click   to create the input mapping. You need to specify values for the following elements when posting new employeeGenerate Input Mapping
data.

Save the query.

Creating a query to Update data

Now, let's create a query that can update an existing employee record in the datasource.

Click   to start creating a new query.Add New Query
Enter the following details:

Query ID UpdateEmployeeDetails
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Datasource Datasource

SQL

update Employees set LastName=:LastName, FirstName=:FirstName,
Email=:Email, Salary=:Salary where EmployeeNumber=:EmployeeNumber

Click   to create the input mapping. You need to specify values for the following elements when posting new employeeGenerate Input Mapping
data.

Save the query.

You should now have the following three queries created:

Create SOAP operations to invoke queries

Now, let's create SOAP operations to invoke the queries created above. Alternatively, you can create REST resources to invoke the queries. See the next
 for instructions.section

Click   and enter the details as shown below.Add New Operation

Operation Name GetEmployeeOp

Query ID GetEmployeeDetails

Save the operation.
Click   and enter the details as shown below.Add New Operation

Operation Name AddEmployeeOp

Query ID AddEmployeeDetails

Save the operation.
Click   and enter the details as shown below.Add New Operation

Operation Name UpdateEmployeeOp

Query ID UpdateEmployeeDetails

Save the operation.



WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 370

1.  

2.  
3.  

4.  
5.  

6.  

1.  
2.  

1.  
2.  

You can now invoke the data service query using SOAP.

Create REST resources to invoke queries

Now, let's create REST resources to invoke the queries created above. Alternatively, you can create SOAP operations to invoke the queries. See the previo
, for instructions.us section

Click   and enter the details as shown below.Add New Resource

Resource Path Employee/{EmployeeNumber}

Resource Method GET

Query ID GetEmployeeDetails

Save the resource.
Click   and enter the details as shown below.Add New Resource

Resource Path Employee

Resource Method POST

Query ID AddEmployeeDetails

Save the resource.
Click   and enter the details as shown below.Add New Resource

Resource Path Employee

Resource Method PUT

Query ID UpdateEmployeeDetails

Save the resource.
Click   to complete creating the data service.Finish

Once you have defined the operation, click   to complete the data service creation process. You will now be taken to the   screen,Finish Deployed Services
which shows all the data services deployed on the server.
You can now invoke the data service query using REST.

Invoking your data service using SOAP

You can try the data service you created by using the TryIt tool that is in your product by default.  

Go to the   screen and refresh the page.Deployed Services
Click the  link for the  data service. The  Tool will open with the data service. Try this service RDBMS  TryIt

Post new data

Select the   operation you created earlier. AddEmployeeOp
Provide the employee details by copying the code given below.
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<p:AddEmployeeOp xmlns:p="http://ws.wso2.org/dataservice">
      <!--Exactly 1 occurrence-->
      <xs:EmployeeNumber
xmlns:xs="http://ws.wso2.org/dataservice">1</xs:EmployeeNumber>
      <!--Exactly 1 occurrence-->
      <xs:FirstName
xmlns:xs="http://ws.wso2.org/dataservice">John</xs:FirstName>
      <!--Exactly 1 occurrence-->
      <xs:LastName
xmlns:xs="http://ws.wso2.org/dataservice">Doe</xs:LastName>
      <!--Exactly 1 occurrence-->
      <xs:Email
xmlns:xs="http://ws.wso2.org/dataservice">JohnDoe@gmail.com</xs:Email>
      <!--Exactly 1 occurrence-->
      <xs:Salary
xmlns:xs="http://ws.wso2.org/dataservice">10000</xs:Salary>
   </p:AddEmployeeOp>

Click  .Send

The data is now added to the database.

Get data

Select the GetEmployeeOp operation you created earlier. You need to provide the employee number as an input. Enter ' '.1
Click  to see the details of the employee you added previously:Send 

<Entries xmlns="http://ws.wso2.org/dataservice">
   <Entry>
      <EmployeeNumber>1</EmployeeNumber>
      <FirstName>John</FirstName>
      <LastName>Doe</LastName>
   <Email>JohnDoe@gmail.com</Email>
   </Entry>
</Entries>

Update data

Select the   operation you created earlier. UpdateEmployeeOp
Update the employee details by copying the code given below. Note that the salary value is changed to 20000.
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<p:UpdateEmployeeOp xmlns:p="http://ws.wso2.org/dataservice">
      <!--Exactly 1 occurrence-->
      <xs:LastName
xmlns:xs="http://ws.wso2.org/dataservice">Doe</xs:LastName>
      <!--Exactly 1 occurrence-->
      <xs:FirstName
xmlns:xs="http://ws.wso2.org/dataservice">John</xs:FirstName>
      <!--Exactly 1 occurrence-->
      <xs:Email
xmlns:xs="http://ws.wso2.org/dataservice">JohnDoe@gmail.com</xs:Email>
      <!--Exactly 1 occurrence-->
      <xs:Salary
xmlns:xs="http://ws.wso2.org/dataservice">20000</xs:Salary>
      <!--Exactly 1 occurrence-->
      <xs:EmployeeNumber
xmlns:xs="http://ws.wso2.org/dataservice">1</xs:EmployeeNumber>
</p:UpdateEmployeeOp>

Click  .Send

The data is now updated in the database.

Invoking your data service using REST

Let's take a look at the curl commands that are used to send the HTTP requests for each of the resources:

Post new data

Create a file called  file, and define the XML payload for posting new data as shown below.employee-payload.xml

<_postemployee>
    <EmployeeNumber>3</EmployeeNumber>
    <FirstName>Will</FirstName>
    <LastName>Smith</LastName>
    <Email>will@google.com</Email>
    <Salary>15500.0</Salary>
</_postemployee>

Send the following HTTP request from the location where the  file is stored:employee-payload.xml

curl -X POST -H 'Accept: application/xml'  -H 'Content-Type:
application/xml' --data "@employee-payload.xml"
http://localhost:8280/services/RDBMSDataService/employee

Get data

The service can be invoked in REST-style via curl ( ). Shown below is the curl command to invoke the GET resource:http://curl.haxx.se

http://curl.haxx.se/


WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 373

1.  

2.  

curl -X GET
http://localhost:8280/services/RDBMSDataService.HTTPEndpoint/Employee/3

This generates a response as follows.

<Entries
xmlns="http://ws.wso2.org/dataservice"><Entry><EmployeeNumber>3</Employ
eeNumber><FirstName>Will</FirstName><LastName>Smith</LastName><Email>wi
ll@google.com</Email><Salary>15500.0</Salary></Entry><Entry><EmployeeNu
mber>3</EmployeeNumber><FirstName>Will</FirstName><LastName>Smith</Last
Name><Email>will@google.com</Email><Salary>15500.0</Salary></Entry><Ent
ry><EmployeeNumber>3</EmployeeNumber><FirstName>Will</FirstName><LastNa
me>Smith</LastName><Email>will@google.com</Email><Salary>15500.0</Salar
y></Entry></Entries>

Update data

Create a file called  file, and define the XML payload for updating an existing employee record as shownemployee-update-payload.xml
below.

<_putemployee>
    <EmployeeNumber>3</EmployeeNumber>
    <LastName>Smith</LastName>
    <FirstName>Will</FirstName>
    <Email>will@google.com</Email>
    <Salary>30000.0</Salary>
</_putemployee>

Send the following HTTP request from the location where the  file is stored:employee-update-payload.xml

curl -X PUT -H 'Accept: application/xml'  -H 'Content-Type:
application/xml' --data "@employee-update-payload.xml"
http://localhost:8280/services/RDBMSDataService/employee

What's Next

Want to try out the datasource types supported by WSO2 EI? See the sections given below:
Exposing a Google Spreadsheet as a Data Service
Exposing CSV Data as a Data Service
Exposing Excel Data as a Data Service
Exposing RDF Data as a Data Service
Exposing MongoDB as a Data Service
Exposing a Web Resource as a Data Service
Exposing a Carbon Datasource as a Data Service
Exposing a Custom Datasource as a Data Service
Exposing Cassandra as a Data Service
Exposing a JNDI Datasource as a Data Service

Try out the  .Data Integration Samples

Invoking Multiple Operations via Request Box
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In this tutorial, you define a data service that can invoke request box operations. The   feature allows you to invoke multiple operationsrequest box
(consecutively) to a datasource using a single operation.

Setting up a datasource
Define a data service to invoke request box operations
Invoking the data service 

Setting up a datasource

Follow the steps given below to set up a MySQL database for this tutorial.

Download the product installer from here, and run the installer.
Let's call the installation location of your product the   directory.<EI_HOME>

If you installed the product using the , this is located in a place specific to your OS as shown below:installer

OS Home directory

Mac OS /Library/WSO2/EnterpriseIntegrator/6.5.0

Windows C:\Program Files\WSO2\EnterpriseIntegrator\6.5.0\

Ubuntu /usr/lib/wso2/EnterpriseIntegrator/6.5.0

CentOS /usr/lib64/EnterpriseIntegrator/6.5.0

Install the MySQL server.
Download the  and copy it to your   directory.JDBC driver for MySQL <EI_HOME>/lib
Create a database named .Company

CREATE DATABASE Company;

Create the   table:Employees

USE Company;

CREATE TABLE `Employees` (`EmployeeNumber` int(11) NOT NULL,
`FirstName` varchar(255) NOT NULL, `LastName` varchar(255) DEFAULT
NULL, `Email` varchar(255) DEFAULT NULL, `JobTitle` varchar(255)
DEFAULT NULL, `OfficeCode` int(11) NOT NULL, PRIMARY KEY
(`EmployeeNumber`,`OfficeCode`));

Define a data service to invoke request box operations

Let's create a data service using the   wizard:Create Data Service

Start the WSO2 ESB profile.

http://wso2.com/integration/
https://dev.mysql.com/downloads/connector/j/
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a.  

On MacOS/Linux/CentOS

Open a terminal and execute the following command:

sudo wso2ei-6.5.0-integrator

On WindowsGo to Start Menu -> Programs -> WSO2 -> Enterprise Integrator 6.5.0
This will open a terminal and start the ESB profile.Integrator. 

Open the ESB profile's Management Console using  , and log in using   as the username and the password.https://localhost:9443/carbon admin
Click   under  .Create Data Service
Add a name for the data service.
Select the   check box. Enable Boxcarring
As a result of selecting this check box, the   check box will appear on your screen as shown below. Select thisDisable Legacy Boxcarring Mode
new check box ( ) as well.Disable Legacy Boxcarring Mode

Click  and then click  . Next Add New Datasource
Connect to the   database that you defined above.Company

Datasource ID Datasource

Datasource Type RDBMS

Datasource Type
(Default/External)

Leave  selected.Default

Database Engine MySQL

Driver Class com.mysql.jdbc.Driver

URL jdbc:mysql://localhost:3306/Company

User Name Enter your MySQL server's username.

Password Enter your MySQL server's password. 
If you have not assigned a password, keep this field empty.

Click   and then click   to go to the   screen.Save Next Queries
Click   to specify the query details:Add New Query

a.  
b.  

What is Boxcarring and Request Box?
Boxcarring is a method of grouping a set of service calls so that they can be executed as a group (i.e., the individual service calls are 
executed consecutively in the specified order). Note that we have now deprecated the boxcarring method for data services. Instead, we
have replaced boxcarring with a new request type called .  request_box

Request box is simply a wrapper element (request_box), which wraps the service calls that need to be invoked. When the request_box
is invoked, the individual service calls are executed in the specified order, and the result of the last service call in the list are returned.
In this tutorial, we are using the request box to invoke the following two service calls:

Add a new employee to the database
Get details of the office of the added employee

When you click the   check box for the data service, both of the above functions (  and ) areEnable Boxcarring Boxcarring Request box
enabled. However, since boxcarring is deprecated in the product, it is recommended to disable boxcarring by clicking the Disable

check box.Legacy Boxcarring Mode 

https://localhost:9443/carbon
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b.  

c.  
d.  

10.  
a.  
b.  

c.  
i.  
ii.  

d.  
11.  
12.  

a.  

b.  
c.  

d.  
13.  

1.  

2.  

Enter   as the query ID.addEmployeeQuery
Enter the following SQL dialect:

insert into Employees (EmployeeNumber, FirstName, LastName,
Email,OfficeCode)
values(:EmployeeNumber,:FirstName,:LastName,:Email,:OfficeCode)

Click   and input mappings are generated automatically.Generate Input Mapping
Click  .Save

Click  to Create another query for the  datasource:Add New Query    Company 
Enter   as the query ID.selectEmployeebyIDQuery
Enter the following SQL dialect:

select EmployeeNumber, FirstName, LastName, Email, OfficeCode from
Employees where EmployeeNumber=:EmployeeNumber

Generate input and output mappings:
Click   and input mappings are generated automatically for the employee number.Generate Input Mapping
Click   to automatically generate the output mappings for the fields in the   table.Generate Response Employees

Click  .Save
Click   and then click Next Add New Operation.
Create two operations to add and select employees.

Enter the following details to create the   operation that adds new employees to the database.addEmployeeOp

Operation Name addEmployeeOp

Query ID addEmployeeQuery

Save the operation.
Click   and enter the details as shown below to create the  operation that gets the details of anAdd New Operation selectEmployeeOp
employee from the database.

Operation Name selectEmployeeOp

Query ID selectEmployeebyIDQuery

Click  .Save
Click  .Finish

Invoking the data service 

The  window allows you to manage data services. You can try the data service you created by using the TryIt tool in this screen, which Deployed Services
is in your product by default.  

In the   screen, click   to open the data service you just created from the TryIt tool. Deployed Services Try this Service
You will find that there is an additional request_box operation.
Select the  operation and enter the following values:request_box

Enter values for the   query.addEmployeeQuery
Enter the same employee number you used for the above query in the   query:selectEmployeebyID

Copy the following, paste it in the TryIt tool, and click  to try it out:Send
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<body>
   <p:request_box xmlns:p="http://ws.wso2.org/dataservice">
      <!--Exactly 1 occurrence-->
      <addEmployeeOp xmlns="http://ws.wso2.org/dataservice">
         <!--Exactly 1 occurrence-->
         <xs:EmployeeNumber
xmlns:xs="http://ws.wso2.org/dataservice">1003</xs:EmployeeNumber>
         <!--Exactly 1 occurrence-->
         <xs:FirstName
xmlns:xs="http://ws.wso2.org/dataservice">Chris</xs:FirstName>
         <!--Exactly 1 occurrence-->
         <xs:LastName
xmlns:xs="http://ws.wso2.org/dataservice">Sam</xs:LastName>
         <!--Exactly 1 occurrence-->
         <xs:Email
xmlns:xs="http://ws.wso2.org/dataservice">chris@sam.com</xs:Email>
         <!--Exactly 1 occurrence-->
         <xs:OfficeCode
xmlns:xs="http://ws.wso2.org/dataservice">1</xs:OfficeCode>
      </addEmployeeOp>
      <!--Exactly 1 occurrence-->
      <selectEmployeeOp xmlns="http://ws.wso2.org/dataservice">
         <!--Exactly 1 occurrence-->
         <xs:EmployeeNumber
xmlns:xs="http://ws.wso2.org/dataservice">1003</xs:EmployeeNumber>
      </selectEmployeeOp>
   </p:request_box>
</body>

You get the following response:

<axis2ns26:DATA_SERVICE_REQUEST_BOX_RESPONSE
xmlns:axis2ns26="http://ws.wso2.org/dataservice">
   <Entries xmlns="http://ws.wso2.org/dataservice">
      <Entry>
         <EmployeeNumber>1003</EmployeeNumber>
         <FirstName>Chris</FirstName>
         <LastName>Sam</LastName>
         <Email>chris@sam.com</Email>
         <OfficeCode>1</OfficeCode>
      </Entry>
   </Entries>
</axis2ns26:DATA_SERVICE_REQUEST_BOX_RESPONSE>

Invoking an Operation with Multiple Records

The batch requests feature allows you to send multiple (IN-Only) requests to a datasource using a single operation (batch operation). Follow the steps
given below to define a data service that can invoke batch requests:

Setting up a datasource
Define a data service to insert records in batches
Invoking the data service 

The following events take place once you click :Send

First, the   operation is executed. The data is successfully added to the database.addEmployeeOp
Secondly, the   operationis executed and the details of the office attached to the employee are returned inselectEmployeeOp
the result as shown below.
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Setting up a datasource

Follow the steps given below to set up a MySQL database for this tutorial.

Download the product installer from here, and run the installer.
Let's call the installation location of your product the   directory.<EI_HOME>

If you installed the product using the , this is located in a place specific to your OS as shown below:installer

OS Home directory

Mac OS /Library/WSO2/EnterpriseIntegrator/6.5.0

Windows C:\Program Files\WSO2\EnterpriseIntegrator\6.5.0\

Ubuntu /usr/lib/wso2/EnterpriseIntegrator/6.5.0

CentOS /usr/lib64/EnterpriseIntegrator/6.5.0

Install the MySQL server.
Download the JDBC driver for MySQL from   and copy it to your   directory.here <EI_HOME>/lib
Create the following database: Company

CREATE DATABASE Company;

Create the  table:Employees

USE Company;

CREATE TABLE `Employees` (`EmployeeNumber` int(11) NOT NULL,
`FirstName` varchar(255) NOT NULL, `LastName` varchar(255) DEFAULT
NULL, `Email` varchar(255) DEFAULT NULL, `JobTitle` varchar(255)
DEFAULT NULL, `OfficeCode` int(11) NOT NULL, PRIMARY KEY
(`EmployeeNumber`,`OfficeCode`));

Define a data service to insert records in batches

Let's create a data service using the   wizard:Create Data Service

Start the WSO2 ESB profile.

On MacOS/Linux/CentOS

Open a terminal and execute the following command:

sudo wso2ei-6.5.0-integrator

On WindowsGo to Start Menu -> Programs -> WSO2 -> Enterprise Integrator 6.5.0
This will open a terminal and start the ESB profile.Integrator. 

Open the ESB profile's Management Console using  , and log in using   as the username and thehttps://localhost:9443/carbon admin
password.
Click  .Data Service > Create
Add a name for the data service, such as .BatchRequestDataService

http://wso2.com/integration/
http://dev.mysql.com/downloads/connector/j/
https://localhost:9443/carbon
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a.  
b.  

Select the   check box.Enable Batch Requests

Click  and add a new datasource. Next
Give an ID for the datasource, and create the connection to the  database.Company

Datasource ID Datasource

Datasource Type RDBMS

Datasource Type
(Default/External)

Leave  selected.Default

Database Engine MySQL

Driver Class com.mysql.jdbc.Driver

URL jdbc:mysql://localhost:3306/Company

User Name Enter your MySQL server's username.

Password Enter your MySQL server's password. 
If you have not assigned a password, keep this field empty.

Example:

Save the datasource details, and click   to open the   screen.Next Queries
Click    to specify the query details:Add New Query

Enter   as the query ID.addEmployeeQuery
Enter the following SQL dialect:
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insert into Employees (EmployeeNumber, FirstName, LastName, Email,
JobTitle, OfficeCode)
values(:EmployeeNumber,:FirstName,:LastName,:Email,:JobTitle,:Officecod
e)

Click   and input mappings will be generated automatically for the EmployeeNumber, FirstName, LastName,Generate Input Mapping
Email, JobTitle, and OfficeCode fields.

Save the query, and click  to open the  screen.Next Operations
Click , and create an operation for the  query as shown below. Add New Operation addEmployeeQuery

Save the operation.
Click  to complete the data service creation process.Finish

Invoking the data service 

You can try the data service you created by using the TryIt tool that is in your product by default.  

Go to the   screen.Deployed Services
Click   to open the data service from the TryIt tool.Try this Service
Click   to open the data service from the TryIt tool. There will be an   automaticallyTry this Service addemployeeOp_batch_request operation
generated.
Select the batch operation.
Enter multiple transactions as shown below. In this example, we are sending two transactions with details of two employees.
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<p:addEmployeeOp_batch_req xmlns:p="http://ws.wso2.org/dataservice">
      <!--1 or more occurrences-->
      <addEmployeeOp xmlns="http://ws.wso2.org/dataservice">
         <!--Exactly 1 occurrence-->
         <xs:EmployeeNumber
xmlns:xs="http://ws.wso2.org/dataservice">1002</xs:EmployeeNumber>
         <!--Exactly 1 occurrence-->
         <xs:FirstName
xmlns:xs="http://ws.wso2.org/dataservice">John</xs:FirstName>
         <!--Exactly 1 occurrence-->
         <xs:LastName
xmlns:xs="http://ws.wso2.org/dataservice">Doe</xs:LastName>
         <!--Exactly 1 occurrence-->
         <xs:Email
xmlns:xs="http://ws.wso2.org/dataservice">johnd@wso2.com</xs:Email>
         <!--Exactly 1 occurrence-->
         <xs:JobTitle
xmlns:xs="http://ws.wso2.org/dataservice">Consultant</xs:JobTitle>
         <!--Exactly 1 occurrence-->
         <xs:Officecode
xmlns:xs="http://ws.wso2.org/dataservice">01</xs:Officecode>
      </addEmployeeOp>
      <addEmployeeOp xmlns="http://ws.wso2.org/dataservice">
         <!--Exactly 1 occurrence-->
         <xs:EmployeeNumber
xmlns:xs="http://ws.wso2.org/dataservice">1004</xs:EmployeeNumber>
         <!--Exactly 1 occurrence-->
         <xs:FirstName
xmlns:xs="http://ws.wso2.org/dataservice">Peter</xs:FirstName>
         <!--Exactly 1 occurrence-->
         <xs:LastName
xmlns:xs="http://ws.wso2.org/dataservice">Parker</xs:LastName>
         <!--Exactly 1 occurrence-->
         <xs:Email
xmlns:xs="http://ws.wso2.org/dataservice">peterp@wso2.com</xs:Email>
         <!--Exactly 1 occurrence-->
         <xs:JobTitle
xmlns:xs="http://ws.wso2.org/dataservice">Consultant</xs:JobTitle>
         <!--Exactly 1 occurrence-->
         <xs:Officecode
xmlns:xs="http://ws.wso2.org/dataservice">01</xs:Officecode>
      </addEmployeeOp>
   </p:addEmployeeOp_batch_req>

Execute the batch operation. You will find that all the records have been inserted into the database simultaneously.

Want to confirm that the records are added to the database? Run the following MySQL command.

SELECT * FROM Employees

You see all the records that are in the  table, including the two employee records that you added in the previous step.Employees
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Defining Nested Queries

Nested queries help you to use the result of one query as an input parameter of another, and the queries executed in a nested query works in a
transactional manner. Follow the steps given below to add a nested query to a data service.

Setting up a datasource
Creating the data service

Connecting to the datasource
Creating a query to GET employee details by the office
Creating a nested query to GET office details
Creating a SOAP operation to invoke the query
Creating a REST resource to invoke the query
Finish creating the data service

Invoking the data service using SOAP
Invoking the data service using REST

Setting up a datasource

Follow the steps given below to set up a MySQL database for this tutorial.

Download the product installer from here, and run the installer.
Let's call the installation location of your product the   directory.<EI_HOME>

If you installed the product using the , this is located in a place specific to your OS as shown below:installer

OS Home directory

Mac OS /Library/WSO2/EnterpriseIntegrator/6.5.0

Windows C:\Program Files\WSO2\EnterpriseIntegrator\6.5.0\

Ubuntu /usr/lib/wso2/EnterpriseIntegrator/6.5.0

CentOS /usr/lib64/EnterpriseIntegrator/6.5.0

Install the MySQL server.
Download the JDBC driver for MySQL from   and copy it to your   directory.here <EI_HOME>/lib
Create the following database: Company

CREATE DATABASE Company;

Create the following tables:
Offices table:

 

If you have already tried all the previous tutorials, you can skip this section because you have already created the  database andCompany
added the data mentioned.

http://wso2.com/integration/
http://dev.mysql.com/downloads/connector/j/
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USE company;

CREATE TABLE `OFFICES` (`OfficeCode` int(11) NOT NULL, `AddressLine1`
varchar(255) NOT NULL, `AddressLine2` varchar(255) DEFAULT NULL, `City`
varchar(255) DEFAULT NULL, `State` varchar(255) DEFAULT NULL, `Country`
varchar(255) DEFAULT NULL, `Phone` varchar(255) DEFAULT NULL, PRIMARY
KEY (`OfficeCode`)); 

Employees table:

CREATE TABLE `EMPLOYEES` (`EmployeeNumber` int(11) NOT NULL,
`FirstName` varchar(255) NOT NULL, `LastName` varchar(255) DEFAULT
NULL, `Email` varchar(255) DEFAULT NULL, `JobTitle` varchar(255)
DEFAULT NULL, `OfficeCode` int(11) NOT NULL, PRIMARY KEY
(`EmployeeNumber`,`OfficeCode`), CONSTRAINT `employees_ibfk_1` FOREIGN
KEY (`OfficeCode`) REFERENCES `OFFICES` (`OfficeCode`));

Insert the following data into the tables:
Add to the   table:Offices

INSERT INTO OFFICES VALUES (1,"51","Glen
Street","Norwich","London","United Kingdom","+441523624");
INSERT INTO OFFICES VALUES (2,"72","Rose
Street","Pasadena","California","United States","+152346343");

Add to the   table:Employees

INSERT INTO EMPLOYEES VALUES
(1,"John","Gardiner","john@office1.com","Manager",1);
INSERT INTO EMPLOYEES VALUES
(2,"Jane","Stewart","jane@office2.com","Head of Sales",2);
INSERT INTO EMPLOYEES VALUES
(3,"David","Green","david@office1.com","Manager",1); 

You will now have two tables in the   database as shown below:Company

Offices table:
To view the data, you can run the following command:  SELECT * FROM Offices;

 
Employees table:  
To view the data, you can run the following command:   SELECT * FROM Employees;
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If you tried out the previous tutorials, you will have more data than what is shown above.

Creating the data service

Let's create a data service using the   wizard:Create Data Service

Start the WSO2 ESB profile.

On MacOS/Linux/CentOS

Open a terminal and execute the following command:

sudo wso2ei-6.5.0-integrator

On WindowsGo to Start Menu -> Programs -> WSO2 -> Enterprise Integrator 6.5.0
This will open a terminal and start the ESB profile.Integrator. 

Open the ESB profile's Management Console using  , and log in using   as the username and thehttps://localhost:9443/carbon admin
password.
Click   under  .Create Data Service
Enter the following name for the data service

Data Service Name EmployeesDataService

Click   to enter the datasource connection details.Next

Connecting to the datasource

Follow the steps given below.

Click  and enter the following details:Add New Datasource

Datasource ID Datasource

Datasource Type RDBMS

Datasource Type (Default/External) Leave   selected.Default

Database Engine MySQL

Driver Class com.mysql.jdbc.Driver

URL jdbc:mysql://localhost:3306/Company

User Name Enter your MySQL server's username.
Example: Root

Password Enter your MySQL server's password.  
If you have not assigned a password, keep this field empty.

Save the datasource.
Click   to start creating queries.Next

Creating a query to GET employee details by the office

Let's create a query that can retrieve employee data, based on the office code. When the office code is provided as an input, the data service should get
the relevant employee details and present the result.

https://localhost:9443/carbon
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Click   to specify the query details.Add New Query
Enter the following details:

Query Name EmployeeOfficeSQL

Datasource Datasource

SQL

select EmployeeNumber, FirstName, LastName, Email, JobTitle, OfficeCode
from EMPLOYEES where OfficeCode=:OfficeCode

Generate input and output mappings:
Click   and an input mapping will be generated automatically for the   field:Generate Input Mapping OfficeCode

Click  to automatically generate output mappings for the  ,  ,  ,  , Generate Response EmployeeNumber FirstName LastName Email Job
, and  fields.Title Office Code 

Save the   query.EmployeeOfficeSQL

Creating a nested query to GET office details

Let's create a query that can retrieve details of an office based on the office code. When the query is invoked, the data service should get the relevant
details of the office premises. Additionally, we will nest the   query that was  to make sure that the details of theEmployeeOfficeSQL created previously
employees attached to each office code are also included in the office details.

Click   to specify the query details.Add New Query
Enter the following details:

Query Name listOfficeSQL

Datasource Datasource
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SQL

select OfficeCode, AddressLine1, AddressLine2, City, State, Country,
Phone from OFFICES where OfficeCode=:OfficeCode

Click  to create the input mapping. The office code is the input as shown below. Generate Input Mappings

Now, you need to create the output mapping for the query, which will determine how the output is determined. 
You can use an  format,  format, or  format for the output. Let's look at how to use an XML output or a JSON output:XML JSON RDF

If you want to map the query output to an : XML format
Click  , and the required fields will be generated as shown below.Generate Response

Now, let's nest the  query in the   query:  EmployeeOfficeSQL listOfficeSQL
Click  and specify the following values.Add New Output Mapping

Mapping Type query

Select Query EmployeeOfficeSQL

When you specify the  , the query parameters of the selected query will be added by the system as shown below.Select Query
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Click  and click  to return to the query.Save Main Configuration
If you want to map the query output to :JSON

Select  for the  field.JSON Output Type
Enter the following JSON script:

JSON Mapping with Nested Queries

{  
   "Offices":{  
      "Office":[  
         {  
            "OfficeCode":"$OfficeCode(type:integer)",
            "City":"$City",
            "Country":"$Country",
            "Phone":"$Phone",
            "@EmployeeOfficeSQL":"$OfficeCode->OfficeCode"
         }
      ]
   }
}

Save the output mapping for the nested query.
 Save the query.

Note the following:

As shown above, nested queries are mentioned in the JSON mapping by giving the query details as a JSON object
attribute. That is, the name of the target query to be called and the property value (the fields in the result mapped with
the target query parameters) are included in the JSON mapping as the object attribute name.

In the above example:

The target query name is mentioned by prefixing the query name with " ". Note " " in@ @EmployeeOfficeSQL
the example given above.
The parameter mapping is added to the query by giving the following values: The field name in the result
prefixed by " ", and the name of the target query parameter.$
These two values in the parameter mapping are separated by " ". See " " in-> $OfficeCode->OfficeCode
the example given above.
Note that the target query name and the parameter mapping are separated by a colon as follows: "@Emplo
yeeOfficeSQL": "$OfficeCode->OfficeCode"
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Click   to open the   screen.Next Operations

Creating a SOAP operation to invoke the query

Now, let's create SOAP operations to invoke the queries created above. Alternatively, you can create REST resources to invoke the queries. See the next
 for instructions.section

Click Add New Operation and enter the details given below.

Operation Name listOfficeSQLOP

Query ID listOfficeSQL

Save the  operation.listOfficeSQLOP 

Creating a REST resource to invoke the query

Now, let's create REST resources to invoke the queries created above. Alternatively, you can create SOAP operations to invoke the queries. See the previo
, for instructions.us section

Click   and enter the details as shown below.Add New Resource

Resource Path offices/{OfficeCode}

Resource Method Get

Query ID listOfficeSQL

Save the resource.

Finish creating the data service

Once you have defined the operation, click   to complete the data service creation process. You will now be taken to the   screen,Finish Deployed Services
which shows all the data services deployed on the server.

Invoking the data service using SOAP

You can try the data service you created by using the TryIt tool that is in your product by default.  

Go to the   screen.Deployed Services
Click   to open the data service from the TryIt tool.Try this Service
Select the  operation.listOfficeSQLOP 
Copy the content given below, and paste it into the TryIt tool to get the details of the office that has the office code 1 and all the employees that
belong to office code 1.

<body>
   <p:listOfficeSQLOP xmlns:p="http://ws.wso2.org/dataservice">
      <!--Exactly 1 occurrence-->
      <xs:OfficeCode
xmlns:xs="http://ws.wso2.org/dataservice">1</xs:OfficeCode>
   </p:listOfficeSQLOP>
</body>

Click  and you will see the .Send result

Invoking the data service using REST

The service can be invoked in REST-style via curl ( ). Shown below is the curl command to invoke the GET resource. http://curl.haxx.se
It gets the details of the office that has the office code 1, and all the employees that belong to office code 1.

http://curl.haxx.se/
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curl -X GET
http://localhost:8280/services/EmployeesDataService.HTTPEndpoint/office
s/1

You will now see the following result:
XML format

<Entries xmlns="http://ws.wso2.org/dataservice">
   <Entry>
      <OfficeCode>1</OfficeCode>
      <AddressLine1>51</AddressLine1>
      <AddressLine2>Glen Street</AddressLine2>
      <City>Norwich</City>
      <State>London</State>
      <Country>United Kingdom</Country>
      <Phone>+441523624</Phone>
      <Entries>
         <Entry>
            <EmployeeNumber>1</EmployeeNumber>
            <FirstName>John</FirstName>
            <LastName>Gardiner</LastName>
            <Email>john@office1.com</Email>
            <JobTitle>Manager</JobTitle>
            <OfficeCode>1</OfficeCode>
         </Entry>
         <Entry>
            <EmployeeNumber>3</EmployeeNumber>
            <FirstName>David</FirstName>
            <LastName>Green</LastName>
            <Email>david@office1.com</Email>
            <JobTitle>Manager</JobTitle>
            <OfficeCode>1</OfficeCode>
         </Entry>
      </Entries>
   </Entry>
</Entries>

JSON format

{
   "Offices":{
      "Office":[
         {
            "Phone":"+441523624",

If you configured the , you need to add the header  output mapping of the  query to be in the JSON formatlistOfficeSQL -H 'Accept:
 to your curl command to get the output in the JSON format.application/json'

curl -H 'Accept: application/json' -X GET
http://localhost:8280/services/EmployeesDataService.HTTPEndpoint/office
s/1
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            "Country":"United Kingdom",
            "OfficeCode":1,
            "City":"Norwich",
            "Entries":{
               "Entry":[
                  {
                     "EmployeeNumber":"1",
                     "FirstName":"John",
                     "LastName":"Gardiner",
                     "Email":"john@office1.com",
                     "JobTitle":"Manager",
                     "OfficeCode":"1"
                  },
                  {
                     "EmployeeNumber":"3",
                     "FirstName":"David",
                     "LastName":"Green",
                     "Email":"david@office1.com",
                     "JobTitle":"Manager",
                     "OfficeCode":"1"
                  },
                  {
                     "EmployeeNumber":"1002",
                     "FirstName":"Peter",
                     "LastName":"Parker",
                     "Email":"peter@wso2.com",
                     "JobTitle":null,
                     "OfficeCode":"1"
                  },
                  {
                     "EmployeeNumber":"1003",
                     "FirstName":"Chris",
                     "LastName":"Sam",
                     "Email":"chris@sam.com",
                     "JobTitle":null,
                     "OfficeCode":"1"
                  },
                  {
                     "EmployeeNumber":"1006",
                     "FirstName":"Chris",
                     "LastName":"Sam",
                     "Email":"chris@sam.com",
                     "JobTitle":null,
                     "OfficeCode":"1"
                  },
                  {
                     "EmployeeNumber":"1007",
                     "FirstName":"John",
                     "LastName":"Doe",
                     "Email":"johnd@wso2.com",
                     "JobTitle":null,
                     "OfficeCode":"1"
                  },
                  {
                     "EmployeeNumber":"1008",
                     "FirstName":"Peter",
                     "LastName":"Parker",
                     "Email":"peterp@wso2.com",
                     "JobTitle":null,
                     "OfficeCode":"1"
                  }
               ]
            }
         }
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      ]
   }
}

Receiving Notifications from Data Services

You can create an event trigger from a query as explained below. 

Introduction
Input event trigger
Output event trigger

Get started!
Enabling notifications for a query in a data service
Invoking the data service 

Introduction

Eventing support is provided by the WS-Eventing Web services standard. When a data service request or response triggers an event, the subscribers
listening to those events receive notifications. The criteria for triggering an event as well as the destination to which the event notifications should be sent
are defined per data service query.  When a certain event-trigger is activated, emails will be sent to all the respective subscribers. You can set an event
trigger as an input or an output event trigger in a data service query. Let's look at the usage of the two approaches.

Input event trigger

When an input event trigger is applied to a query, the event trigger is evaluated when the parameters are received by the query. An event-trigger executes
an XPath expression against an XML element. This XML element is built from the input parameters that are represented by the element of the parameters
wrapped by an element with the name of the query.

For example, take the following query:

<query id="incrementEmployeeSalaryQuery" useConfig="default">
   <sql>update Employees set salary=salary+? where
employeeNumber=?</sql>
   <param name="increment" paramType="SCALAR" sqlType="DOUBLE"
type="IN" ordinal="1" />
   <param name="employeeNumber" paramType="SCALAR" sqlType="INTEGER"
type="IN" ordinal="2" />
</query>

Assuming that the values of   and   are   and   respectively, the XML element to be evaluated with the XPathincrement employeeNumber value1 value2
expression is as follows. Also, note that this XML element doesn't have any namespaces associated with it.

<incrementEmployeeSalaryQuery>
   <increment>value1</increment>
   <employeeNumber>value2</employeeNumber>
</incrementEmployeeSalaryQuery>

Output event trigger

In this case, the event trigger is evaluated when a specific query is returning its result. There isn't a specific creation of an XML element that is used with
the XPath expression like in the input event trigger. But the full result XML is used to evaluate it. The result will be namespace qualified. Therefore, you
must write the XPath expressions accordingly.

Get started!
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Follow the steps given below.

Enabling notifications for a query in a data service

1.  
2.  
3.  

4.  

5.  

Download the product installer from here, and run the installer.
Let's call the installation location of your product the   directory.<EI_HOME>

If you installed the product using the , this is located in a place specific to your OS as shown below:installer

OS Home directory

Mac OS /Library/WSO2/EnterpriseIntegrator/6.5.0

Windows C:\Program Files\WSO2\EnterpriseIntegrator\6.5.0\

Ubuntu /usr/lib/wso2/EnterpriseIntegrator/6.5.0

CentOS /usr/lib64/EnterpriseIntegrator/6.5.0

Update email configurations: Open the   file and add the following XML configuration:<EI_HOME>/conf/axis2/axis2_client.xml

<transportSender name="mailto"
class="org.apache.axis2.transport.mail.MailTransportSender">
   <parameter name="mail.smtp.host">smtp.gmail.com</parameter>
   <parameter name="mail.smtp.port">587</parameter>
   <parameter name="mail.smtp.starttls.enable">true</parameter>
   <parameter name="mail.smtp.auth">true</parameter>
   <parameter name="mail.smtp.user">{EMIAL_USERNAME}</parameter>
   <parameter name="mail.smtp.password">{EMAIL_PASSWORD}</parameter>
   <parameter name="mail.smtp.from">{EMAIL_ADDRESS}</parameter>
</transportSender>

Set up a datasource:
Install the MySQL server.
Download the JDBC driver for MySQL from   and copy it to your   directory.here <EI_HOME>/lib
Create the following database:  Company

CREATE DATABASE Company;

Create the ACCOUNT table in the Company database:

USE Company;

CREATE TABLE ACCOUNT(AccountID int NOT NULL,Branch varchar(255) NOT
NULL, AccountNumber varchar(255),AccountType ENUM('CURRENT', 'SAVINGS')
NOT NULL,Balance FLOAT,ModifiedDate DATE,PRIMARY KEY (AccountID));

Enter the following data into the ACCOUNT table:

INSERT INTO ACCOUNT VALUES
(1,"AOB","A00012","CURRENT",231221,'2014-12-02');

http://wso2.com/integration/
http://dev.mysql.com/downloads/connector/j/
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1.  

2.  

3.  
4.  
5.  

6.  
7.  

a.  
b.  

c.  

Let's create a data service using the   wizard:Create Data Service

Start or restart the ESB profile of WSO2 Enterprise Integrator.

On MacOS/Linux/CentOS

Open a terminal and execute the following command:

sudo wso2ei-6.5.0-integrator

On WindowsGo to Start Menu -> Programs -> WSO2 -> Enterprise Integrator 6.5.0
This will open a terminal and start the ESB profile.Integrator. 

Open the ESB profile's Management Console using  , and log in using   as the username and thehttps://localhost:9443/carbon admin
password.
In the   menu click .Data Service Create
Enter a name for the data service and click .Next
Connect to the   database that you defined above.Company

Datasource ID Datasource

Datasource Type RDBMS

Datasource Type
(Default/External)

Leave   selected.Default

Database Engine MySQL

Driver Class com.mysql.jdbc.Driver

URL jdbc:mysql://localhost:3306/Company

User Name Enter your MySQL server's username. Example: root

Password Enter your MySQL server's password.  
If you have not assigned a password, keep this field empty. 

Click   to go to the   screen.Next Queries
Click   to specify the query details:Add New Query

Enter   as the query ID.UpdateAccBalance
Enter the following SQL dialect:

UPDATE ACCOUNT SET Balance=:Balance WHERE AccountID=:AccountID

Click   to automatically generate input mappings for the  and  fields.Generate Input Mapping AccountID   Balance

You need to restart the ESB profile for the changes you made to the  file to reflect in the server.axis2_client.xml

https://localhost:9443/carbon
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7.  

c.  

d.  

e.  

f.  
g.  

At the bottom of the page you will find the   section :Events

Click   and add a new event as shown below:Manage Events

Event Id Enter .account_balance_low_trigger
This is the ID used for identifying the event-trigger used in data services queries.

Xpath Enter ./UpdateAccBalance/Balance<200

Represents an XPath expression that is run against the XML message presented. That is the
request/response message. When this evaluation returns , the event is triggered.  true

Target Topic Enter . The topic to which the event notifications are published.  product_stock_low_topic

Event Sink URL Enter the email to which the event notifications need to be sent in the following format: mailto:<
 A subscription can be any endpoint that is compliant with WS-Eventing. ForYOUR_EMAIL>

example, you can use an SMTP transport to send a message to a mail inbox, where an email
address is given as the subscription. Here, many subscriptions can be defined for the given topic.

Example:

 
Click  and click  to go back to the query page.Save Main Configuration
You can now add the event as an event trigger for the query as shown below. 
Since the event sends notifications related to the data input, you need to add the event as an  .Input Event Trigger
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7.  

g.  

h.  
8.  

9.  
10.  

1.  
2.  
3.  
4.  

Save the   query.UpdateAccBalance
Create an operation for the   query as shown below.UpdateAccBalance

Operation Name UpdateAccBalanceOp

Query ID UpdateBalance

Save the operation.
Click   to navigate to the   window from where you can manage data services.Finish Deployed Services

Invoking the data service 

You can try the data service you created by using the TryIt tool that is in your product by default.  

Go to the   screen.Deployed Services
Click   to open the data service from the TryIt tool.Try this Service
Click the   operation.UpdateAccBalance
Copy the following into the TryIt tool:

To trigger the notification, you need to have a balance that is less than 200.
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4.  

5.  

1.  

<body>
   <p:UpdateAccBalanceOp xmlns:p="http://ws.wso2.org/dataservice">
      <!--Exactly 1 occurrence-->
      <xs:Balance
xmlns:xs="http://ws.wso2.org/dataservice">189</xs:Balance>
      <!--Exactly 1 occurrence-->
      <xs:AccountID
xmlns:xs="http://ws.wso2.org/dataservice">1</xs:AccountID>
   </p:UpdateAccBalanceOp>
</body>

Since the balance is less than 200, you receive an email  .
In the event notification messages, additional information about the event is added to the SOAP Envelope/Body element. The following code
demonstrates this.

<data-services-event>
    <service-name>$SERVICE_NAME</service-name>
    <query-id>$QUERY_ID</query-id>
    <time>$TIME</time>
    <content>
      $CONTENT
    </content>
</data-services-event>

$SERVICE_NAME : Name of the service from which the event originated
$QUERY_ID: The id of the query that triggered the event
$TIME: The date/time when the event occurred
$CONTENT: The XML element generated in case of an input event trigger. It is used when executing the XPath expression. It contains the
input parameters wrapped with the query id value. In the case of an output event trigger, it contains the full result XML

Handling Distributed Transactions

The data integration feature in the ESB profile of WSO2 EI supports data federation, which means that a single data service can expose data from multiple
datasources. However, if you have multiple RDBMSs connected to your data service, and if you need to perform IN-ONLY operations (operations that can
insert data and modify data in the datasource) in a coordinated manner, the RDBMSs need to be defined as XA datasources.

Let's consider a scenario where you have two MySQL databases. You can define a single data service for these databases and insert data into both as
explained below.

Setting up distributed MySQL databases
Adding the datasources to a data service
Defining queries for the datasources
Inserting data into the distributed RDBMSs

Setting up distributed MySQL databases

Follow the steps given below to set up a MySQL database for this tutorial.

Download the product installer from here, and run the installer.
Let's call the installation location of your product the   directory.<EI_HOME>

If you installed the product using the , this is located in a place specific to your OS as shown below:installer

OS Home directory

Mac OS /Library/WSO2/EnterpriseIntegrator/6.5.0

Windows C:\Program Files\WSO2\EnterpriseIntegrator\6.5.0\

Ubuntu /usr/lib/wso2/EnterpriseIntegrator/6.5.0

http://wso2.com/integration/
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1.  

2.  
3.  
4.  

a.  

b.  

5.  
a.  

b.  

1.  

CentOS /usr/lib64/EnterpriseIntegrator/6.5.0

Install the MySQL server.
Download the JDBC driver for MySQL from   and copy it to your   directory.here <EI_HOME>/lib
Set up a database for storing information of offices:

Create a database called .OfficeDetails  

CREATE DATABASE OfficeDetails;

Create the  table:Offices

USE OfficeDetails;

CREATE TABLE `Offices` (`OfficeCode` int(11) NOT NULL, `AddressLine1`
varchar(255) NOT NULL, `AddressLine2` varchar(255) DEFAULT NULL, `City`
varchar(255) DEFAULT NULL, `State` varchar(255) DEFAULT NULL, `Country`
varchar(255) DEFAULT NULL, `Phone` varchar(255) DEFAULT NULL, PRIMARY
KEY (`OfficeCode`));

Set up a database to store the employee information:
Create a database called .EmployeeDetails

CREATE DATABASE EmployeeDetails;

Create the  table:Employees

USE EmployeeDetails;

CREATE TABLE `Employees` (`EmployeeNumber` int(11) NOT NULL,
`FirstName` varchar(255) NOT NULL, `LastName` varchar(255) DEFAULT
NULL, `Email` varchar(255) DEFAULT NULL, `JobTitle` varchar(255)
DEFAULT NULL, `OfficeCode` int(11) NOT NULL, PRIMARY KEY
(`EmployeeNumber`));

Adding the datasources to a data service

Let's create a data service using the   wizard:Create Data Service

Start the WSO2 ESB profile.

http://dev.mysql.com/downloads/connector/j/
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1.  

2.  
3.  
4.  
5.  
6.  

7.  
8.  

On MacOS/Linux/CentOS

Open a terminal and execute the following command:

sudo wso2ei-6.5.0-integrator

On WindowsGo to Start Menu -> Programs -> WSO2 -> Enterprise Integrator 6.5.0
This will open a terminal and start the ESB profile.Integrator. 

Access the management console of the ESB profile: https://localhost:9443/carbon
Sign in using  as the username and password.admin
On the  menu click .Data Service  Create
Add a name for the data service and click .Next
Select the   and   check boxes.Enable Boxcarring Disable Legacy Boxcarring Mode

Click  to go to the  screen.Next Datasources
Click   to create a datasource connection for the   database:Add New Datasource OfficeDetails

Datasource Id Enter   as the datasource ID.XAoffices

Datasource Type Select   as the datasource type and s elect   from the adjoining field.RDBMS External Datasource

Database Engine Select  .MySQL

Datasource Class Name Enter the database class that corresponds to . MysqlXADataSource.class
Example: For MySQL 5, enter  com.mysql.jdbc.jdbc2.optional.MysqlXADataSource

Add New Property Specify the following connection settings for the   database:OfficeDetails

Property Name Value

url jdbc:mysql://localhost:3306/OfficeDetails

user Enter your MySQL server's username. 
Example: root

password Optionally: Enter your MySQL server's password.  
If you have not assigned a password, do not add this property.

Example: The   screen will now look as follows: New Datasource

a.  
b.  

What is Boxcarring and Request Box?
Boxcarring is a method of grouping a set of service calls so that they can be executed as a group (i.e., the individual service calls will
be executed consecutively in the specified order). Note that we have now deprecated the boxcarring method for data services. Instead,
we have replaced boxcarring with a new request type called .  request_box

Request box is simply a wrapper element (request_box), which wraps the service calls that need to be invoked. When the request_box
is invoked, the individual service calls will be executed in the specified order, and the result of the last service call in the list will be
returned. In this tutorial, we are using the request box to invoke the following two service calls:

Add a new employee to the database
Get details of the office of the added employee

When you click the   check box for the data service, both of the above functions (  and ) areEnable Boxcarring Boxcarring Request box
enabled. However, since boxcarring is deprecated in the product, it is recommended to disable boxcarring by clicking the Disable

check box.Legacy Boxcarring Mode 

Make sure to check the path of the  and enter the updated pathMysqlXADataSource.class
here. Else, you run into errors.
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8.  

9.  
10.  

11.  

Save the   datasource.XAoffices
Click   to create a datasource connection for the   database as follows:Add New Datasource EmployeeDetails

Datasource Id Enter   as the datasource ID.XAemployees

Datasource Type Select   as the datasource type and select   from the adjoining field.RDBMS External Datasource

Database Engine Select  .MySQL

Datasource Class Name Enter the database class that corresponds to . MysqlXADataSource.class
Example: For MySQL 5, enter  .com.mysql.jdbc.jdbc2.optional.MysqlXADataSource

Add New Property Specify the following connection settings for the   database:EmployeeDetails

Property Name Value

url jdbc:mysql://localhost:3306/EmployeeDetails

user Enter your MySQL server's username.
Example: root

password Optionally:Enter your MySQL server's password. 
If you have not assigned a password, do not add this property.

Example: The   screen now look as follows: New Datasource

Save the   datasource and click .XAemployees Next

Make sure to check the path of the  and enter the updated pathMysqlXADataSource.class
here. Else, you run into errors.
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1.  
a.  
b.  

c.  

2.  
3.  

a.  
b.  

4.  

5.  
6.  

7.  

1.  
2.  
3.  
4.  
5.  
6.  

Defining queries for the datasources

Click   to specify an insert query for the  datasource:Add New Query XAoffices
Enter   as the query ID.InsertOfficeQuery
Enter the following SQL dialect:

insert into Offices
(OfficeCode,AddressLine1,AddressLine2,City,State,Country,Phone)
values(:OfficeCode,:AddressLine1,'test','test','test','USA','test')

Click   and the input mappings are generated for the fields in the datasource:Generate Input Mapping

Save the query.
Click   to specify an insert query for the  datasource:Add New Query XAemployees

Enter as the query ID.InsertEmployeeQuery 
Enter the following SQL dialect:

insert into Employees
(EmployeeNumber,FirstName,LastName,Email,JobTitle,OfficeCode)
values(:EmployeeNumber,:FirstName,:LastName,'test','test',:OfficeCode)

Click   and the input mappings are generated for the fields in the datasource:Generate Input Mapping

Save the query.
Click  to go to the  section. Define operations to invoke the two queries defined above.Next Operations

Create the  for the .InsertOfficeOp InsertOfficeQuery
Create the  for the .InsertEmployeeOp InsertEmployeeQuery

Finish creating the data service.

Inserting data into the distributed RDBMSs

Go to the  page and you will see the data service listed.Deployed Services
Click  to open the TryIt tool.Try this service
Select the batch operation that is created by default ( ).request_box
Specify the values that should be inserted to the  database and  database respectively.OfficeDetails EmployeeDetails
Click  to invoke the operation.Send
See that the data is successfully inserted into the two databases.
Go to the MySQL terminal and run the following commands:

Check the office details in the offices table:
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6.  

7.  
8.  
9.  

1.  

2.  
3.  
4.  

5.  

USE OfficeDetails;
SELECT * FROM Offices;

Check the employee details in the employees table.

USE EmployeeDetails;
SELECT * FROM Employees;

Now, enter another set of values for the two operations but enter an erroneous value for one field.
Invoke the operation.
Check the database tables.
You see that no records have been entered into either database. 

Exposing Data as an OData Service

In this tutorial, we will run through the process of exposing and RDBMS as an OData service. When OData is enabled for a datasource, you do not need to
manually define CRUD operations. They are automatically created.

Setting up an RDBMS
Expose the RDBMS as an OData service
Access the data service using CRUD operations

Setting up an RDBMS

Follow the steps given below to set up a MySQL database for this tutorial.

Download the product installer from here, and run the installer.
Let's call the installation location of your product the   directory.<EI_HOME>

If you installed the product using the , this is located in a place specific to your OS as shown below:installer

OS Home directory

Mac OS /Library/WSO2/EnterpriseIntegrator/6.5.0

Windows C:\Program Files\WSO2\EnterpriseIntegrator\6.5.0\

Ubuntu /usr/lib/wso2/EnterpriseIntegrator/6.5.0

CentOS /usr/lib64/EnterpriseIntegrator/6.5.0

Install the MySQL server.
Download the JDBC driver for MySQL from   and copy it to your   directory.here <EI_HOME>/lib
Create a MySQL database named .CompanyAccounts

CREATE DATABASE CompanyAccounts;

Create a table in the   database as follows.CompanyAccounts

Note that the OData feature can only be used for RDBMS, Cassandra, and MongoDB datasources.

http://wso2.com/integration/
http://dev.mysql.com/downloads/connector/j/
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5.  

6.  

1.  

2.  

3.  
4.  
5.  

CREATE TABLE ACCOUNT(AccountID int NOT NULL,Branch varchar(255) NOT
NULL, AccountNumber varchar(255),AccountType ENUM('CURRENT', 'SAVINGS')
NOT NULL,
Balance FLOAT,ModifiedDate DATE,PRIMARY KEY (AccountID)); 

Enter the following data into the table:

INSERT INTO ACCOUNT VALUES
(1,"AOB","A00012","CURRENT",231221,'2014-12-02');

Expose the RDBMS as an OData service

Follow the steps given below.

Start the WSO2 ESB profile.

On MacOS/Linux/CentOS

Open a terminal and execute the following command:

sudo wso2ei-6.5.0-integrator

On WindowsGo to Start Menu -> Programs -> WSO2 -> Enterprise Integrator 6.5.0
This will open a terminal and start the ESB profile.Integrator. 

Open the ESB profile's Management Console using  , and log in using   as the username and thehttps://localhost:9443/carbon admin
password.
Click  under  . Create Data Service
Enter  as the name of the data service, and click .ExposeMySQLDatabaseService Next
Click   and enter details for the new datasource as follows.Add New Datasource

https://localhost:9443/carbon
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5.  

6.  
7.  

Datasource ID Datasource

Datasource Type RDBMS

Datasource Type
(Default/External)

Leave   selected.Default

Database Engine MySQL

Driver Class com.mysql.jdbc.Driver

URL jdbc:mysql://localhost:3306/Company

User Name Enter your MySQL server's username. Example: root

Password Enter your MySQL server's password.  
If you have not assigned a password, keep this field empty. 

Enable OData Select this check box.

Click  to save the data service. Finish
Go to the Deployed Services screen and click the data service that you created. 

Access the data service using CRUD operations

Open a command prompt execute the following CURL commands using CRUD operations:

To get the service document:

curl -X GET -H 'Accept: application/json'
http://localhost:8280/odata/ExposeDatabaseService/Datasource

To get the metadata of the service:

Note that you should have privileges to perform CRUD operations on the database. If not, the OData service will not work properly.
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curl -X GET -H 'Accept: application/xml'
http://localhost:8280/odata/ExposeDatabaseService/Datasource/$metadata

To read details from the ACCOUNT table:

curl -X GET -H 'Accept: application/xml'
http://localhost:8280/odata/ExposeDatabaseService/Datasource/ACCOUNT

Scheduling Tasks

Task scheduling is used to invoke a data service operation periodically or for a specified number of times. You cannot insert data into the database using
scheduling tasks. But you can use schedule tasks to update operations, such as the SQL update and delete operations.

The scheduling functionality is useful when a specific data service operation is associated with an . When a scheduled task thatinput or output event-trigger
is associated with an event-trigger is run, the event is automatically fired by evaluating the event trigger criteria. For example, we can schedule a task on
the  operation and set an event to send an email if the quantity goes down to some level.getProductQuantity

In this tutorial, you create an operation to add data to an employee database by keeping the Email column as . Next, you create a scheduledNULL
task to update the emails that are  to .NULL no-reply@wso2.com

1.  

2.  
3.  

4.  

5.  

Before you begin!
Follow the steps given below to set up a MySQL database for this tutorial.

Download the product installer from here, and run the installer.
Let's call the installation location of your product the   directory.<EI_HOME>

If you installed the product using the , this is located in a place specific to your OS as shown below:installer

OS Home directory

Mac OS /Library/WSO2/EnterpriseIntegrator/6.5.0

Windows C:\Program Files\WSO2\EnterpriseIntegrator\6.5.0\

Ubuntu /usr/lib/wso2/EnterpriseIntegrator/6.5.0

CentOS /usr/lib64/EnterpriseIntegrator/6.5.0

Install the MySQL server.
Download the JDBC driver for MySQL from   and copy it to your   directory.here <EI_HOME>/lib

Create a database named  .Employees

CREATE DATABASE Employees;

If you have already tried the previous tutorials, you can skip steps 1-5.

If the driver class does not exist in the relevant folders when you create the datasource, you will get an exception, such as 'C
'.annot load JDBC driver class com.mysql.jdbc.Driver

https://docs.wso2.com/display/EI650/Receiving+Notifications+from+Data+Services#ReceivingNotificationsfromDataServices-Inputeventtrigger
http://wso2.com/integration/
http://dev.mysql.com/downloads/connector/j/
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Let's get started!

Creating the data service
Creating a scheduled task
Confirming the scheduled task functionality

Creating the data service

5.  

6.  

7.  

Create the Employee table inside the Employees database:

USE Employees;

CREATE TABLE Employees (EmployeeNumber int(11) NOT NULL, FirstName
varchar(255) NOT NULL, LastName varchar(255) DEFAULT NULL, Email
varchar(255) DEFAULT NULL, Salary varchar(255));

Add the following records to the table:

insert into Employees (EmployeeNumber, FirstName, LastName, Salary)
values (100, 'Chris', 'Adam', '10000');
insert into Employees (EmployeeNumber, FirstName, LastName, Email,
Salary) values (101, 'Alex', 'pat', 'alex@wso2.com', '10000');
insert into Employees (EmployeeNumber, FirstName, LastName, Salary)
values (102, 'John', 'Doe', '10000');

View the data added to the database by executing the command given below. Note that the emailn address is marked as  forNULL
Chris and John.

Select * from Employees;

Example output:

+----------------+-----------+----------+---------------+--------+
| EmployeeNumber | FirstName | LastName | Email         | Salary |
+----------------+-----------+----------+---------------+--------+
|            100 | Chris     | Adam     | NULL          | 10000  |
|            101 | Alex      | pat      | alex@wso2.com | 10000  |
|            102 | John      | Doe      | NULL          | 10000  |
+----------------+-----------+----------+---------------+--------+

More records are displayed if you have tried the previous tutorials.

If you have already tried the  tutorial, you have already created the  data service. If so, youDefining Nested Queries EmployeeDataService
can edit the existing data service, and add new queries and operations required for this tutorial. To do this, click on inEmployeeDataService 
the page, and then click .Deployed Services Edit Data Service (Wizard)

Click here to view an image of the link.
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1.  

2.  
3.  
4.  

5.  

1.  

Follow the steps given below.

Start the WSO2 ESB profile.

On MacOS/Linux/CentOS

Open a terminal and execute the following command:

sudo wso2ei-6.5.0-integrator

On WindowsGo to Start Menu -> Programs -> WSO2 -> Enterprise Integrator 6.5.0
This will open a terminal and start the ESB profile.Integrator. 

Open the ESB profile's Management Console using  , and log in using   as the username and the password.https://localhost:9443/carbon admin
Click  , to start creating a data service.Data Service  Create
Enter the following name for the data service.

Data Service Name EmployeeDataService

Click   to enter the datasource connection details.Next

Connecting to the datasource

Follow the steps given below.

Click   and enter the following details:Add New Datasource

Datasource ID Datasource

Datasource Type RDBMS

Datasource Type
(Default/External)

Leave  selected.Default

Database Engine MySQL

To add new queries and operations, start from the  section.Creating a query to update data

https://localhost:9443/carbon
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1.  

2.  
3.  

1.  
2.  

1.  

2.  
3.  

Driver Class com.mysql.jdbc.Driver

URL jdbc:mysql://localhost:3306/Employees

User Name Enter your MySQL server's username.

Password Enter your MySQL server's password. 
If you have not assigned a password, keep this field empty.

Save the datasource.
Click  , to start creating queries.Next

Creating a query to update data

Now, let's create a query that can update an existing employee record in the datasource. 

Click   to start creating a new query.Add New Query
Enter the following details:

Query ID UpdateEmployeeDetails

Datasource Datasource

SQL

update Employees set Email = 'no-reply@wso2.com' where Email is NULL;

Creating SOAP operations to invoke queries

Now, let's create SOAP operations to invoke the queries created above. Alternatively, you can create REST resources to invoke the queries. See the next
 for instructions.section

Click   and enter the details as shown below.Add New Operation

Operation Name UpdateEmployeeOp

Query ID UpdateEmployeeDetails

Save the operation.
Click   to complete creating the data service.Finish

If you enter   instead of the Default datasource type, your datasource should be supported by an external provider class,External
such as   You can select the  option and enter the name andcom.mysql.jdbc.jdbc2.optional.MysqlXADataSource. External
value of connection properties by clicking  . For example,Add Property

After an external datasource is created, it can be used as a usual datasource in queries. See the tutorial on handling distributed
 for more information on using external datasources.transactions
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1.  

2.  

Creating a scheduled task

Follow the steps given below to schedule a task.

On the WSO2 ESB management console, click  Data Services > DS Scheduled Tasks.

Click   to open the   screen.Add New Task New Scheduled Task

Task Name Enter a name for the task in the   field. Task Name
For this tutorial, enter  as the name.UpdateEmailTask

Task Repeat Count Number of cycles to be executed. If you enter 0, the task will execute once. If you enter 1, the task will
execute twice and so on. 
Enter  to execute the task twice.1

Task Interval The time gap between two consecutive task executions. 
Enter .300

Start Time The starting time of the scheduled task. If this is not given, the task will start as soon as it is scheduled. 
For this tutorial, let's keep this field blank.
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2.  

i.  
ii.  

Scheduling Type DataService Operation: If this option is selected, the task will be invoking a data
service operation.
Select  for this tutorial.Data Service Operation
Follow the steps given below:

Data Service Name: Name of the relevant data service. Select .EmployeeDataService
Operation Name: Data service operation to be executed from the task. Select UpdateEmp

.loyeeOp

DataService Task Class: If this option is selected, the task will be using a custom class that
implements the   interface.org.wso2.carbon.dataservices.task.DataTask

Click here for more details.

If the scheduling type is  , you must specify the Java classDataService Task Class
that implements the   interface inorg.wso2.carbon.dataservices.task.DataTask
the   field.DataService Task Class

Note that only data services with HTTP endpoints are available when scheduling
tasks to invoke data service operations. Also, you can use only operations with no
input parameters when scheduling.

The definition of the interface is as follows:

package org.wso2.carbon.dataservices.task;

/**
 * This interface represents a scheduled data task.
 */
public interface DataTask 
    void execute(DataTaskContext ctx);
}

The following code snippet shows a sample DataTask implementation:

package samples;
import java.util.HashMap;
import java.util.Map;
import org.wso2.carbon.dataservices.core.DataServiceFault;
import org.wso2.carbon.dataservices.core.engine.ParamValue;
import org.wso2.carbon.dataservices.task.DataTask;
import org.wso2.carbon.dataservices.task.DataTaskContext;

public class SampleDataTask implements DataTask {    
   @Override    
   public void execute(DataTaskContext ctx) {
       Map<String, ParamValue> params = new HashMap<String,
ParamValue>();
       params.put("increment", new ParamValue("1000"));
       params.put("employeeNumber", new ParamValue("1002"));
       try {
           ctx.invokeOperation("RDBMSSample",
"incrementEmployeeSalary", params);
       } catch (DataServiceFault e) {
         // handle exception
       }
    }
} 
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2.  

3.  Click .Schedule

Confirming the scheduled task functionality

In the  section you noticed that Chris and John had the email address as . Now, let's check the email addresses of Chris and John bybefore you begin NULL
running the command given below:

select * from Employees;

Example output: You see that their email addresses are updated to   as you specified in the  above. The scheduledno-reply@wso2.com operation
task takes this operation and runs it to update the data.

+----------------+-----------+----------+-------------------+--------+
| EmployeeNumber | FirstName | LastName | Email             | Salary |
+----------------+-----------+----------+-------------------+--------+
|            100 | Chris     | Adam     | no-reply@wso2.com | 10000  |
|            101 | Alex      | pat      | alex@wso2.com     | 10000  |
|            102 | John      | Doe      | no-reply@wso2.com | 10000  |
+----------------+-----------+----------+-------------------+--------+

Using JSON with Data Services

You can send and receive JSON messages by default via WSO2 Enterprise Integrator's (WSO2 EI) ESB profile. See the topics given below to understand
how data can be exposed in the JSON format, and how data can be changed by sending JSON payloads. In this tutorial, you will use a data service that
exposes RDBMS data.

1.  

2.  

Before you begin!
If you have not tried the   tutorial previously follow the steps given below:Exposing a Datasource as a Data Service

Download the RDBMSDataService from here. Be sure to update your MySQL credentials in the dataservice file.

https://docs.wso2.com/download/attachments/119133319/RDBMSDataService.dbs?version=1&modificationDate=1558091807000&api=v2
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1.  

2.  
3.  
4.  
5.  
6.  
7.  
8.  

Map the output type to JSON
GET data in JSON
POST/UPDATE data using JSON

Post data
Post data in batches
Update data
Post data using Request Box

A data service can expose data in one of the following formats: XML, RDF, or JSON. You can select the required format by specifying the output type for
the data service query. To expose data in JSON, you need to select JSON as the output type, and map the output to a JSON template.  

Map the output type to JSON

The data service we uploaded or created previously, maps the output type to XML. Follow the steps given below to change it to JSON.

Open the ESB profile's Management Console using  , and log in using   as the username and thehttps://localhost:9443/carbon admin
password.
Click   under  . The   data service should be listed.List Main > Services RDBMS
Click the data service to open the  .Service Dashboard
Click   to open the data service using the   wizard.Edit Data Service (Wizard) Create Data Service
Click   until you get to the   screen.Next Queries
Edit the   query.GetEmployeeDetails
Change the Output Type to  . JSON
You can now start defining the JSON template for the output. Listed below are a few sample templates that you can use for this query.
Simple JSON template

Shown below is a basic mapping.

2.  

3.  

4.  

5.  
6.  
7.  
8.  

Download the product installer from here, and run the installer.
Let's call the installation location of your product the   directory.<EI_HOME>

If you installed the product using the , this is located in a place specific to your OS as shown below:installer

OS Home directory

Mac OS /Library/WSO2/EnterpriseIntegrator/6.5.0

Windows C:\Program Files\WSO2\EnterpriseIntegrator\6.5.0\

Ubuntu /usr/lib/wso2/EnterpriseIntegrator/6.5.0

CentOS /usr/lib64/EnterpriseIntegrator/6.5.0

Download the JDBC driver for MySQL from  . Unzip it, get the  JAR, anhere <MySQL_HOME>/mysql-connector-java-8.0.16.jar
d place it in the   directory.<EI_HOME>/lib

Start the WSO2 ESB profile.

On MacOS/Linux/CentOS

Open a terminal and execute the following command:

sudo wso2ei-6.5.0-integrator

On WindowsGo to Start Menu -> Programs -> WSO2 -> Enterprise Integrator 6.5.0
This will open a terminal and start the ESB profile.Integrator. 

Go to product's management console: https://localhost:9443/carbon
Enter  as the username and password.admin
Click  .Add > Data Service > Upload
Browse and add the  file you downloaded.RDBMSDataService.dbs

If the driver class does not exist in the relevant folders when you create the datasource, you will get an exception, such as 'C
'.annot load JDBC driver class com.mysql.jdbc.Driver

https://localhost:9443/carbon
http://wso2.com/integration/
http://dev.mysql.com/downloads/connector/j/
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8.  

Sample JSON Mapping

{ "Employees":
      {"Employee":[
        {"EmployeeNumber":"$EmployeeNumber",                        
         "Details": {
          "FirstName":"$FirstName",
          "LastName":"$LastName",
          "Email":"$Email",
          "Salary":"$Salary"
         }
        }                  
      ]
    }            
} 

Define data types

In a basic JSON output mapping, we specify the field values that we expect in the query result. You can give additional properties to this field
mapping such as data type of the field, the possible content filtering user roles etc. These extended properties for the fields are given in
parentheses  with a list of string tokens providing the additional properties, separated by a semicolon (";"). See the sample below.,

Sample JSON Mapping

{ "Employees":
      {"Employee":[
        {"EmployeeNumber":"$EmployeeNumber(type:integer)",             

         "Details": {
          "FirstName":"$FirstName",
          "LastName":"$LastName",
          "Email":"$Email",
          "Salary":"$Salary(requiredRoles:hr,admin)"
         }
        }                  
      ]
    }            
}

Note the following:

As shown in the sample given above, the column name values that are expected in the query result should be referred to by the column
name with the "$" prefix.   "$EmployeeNumber".E.g.

Also, the structure of the JSON template should follow some guidelines in order to be compatible with the result. These guidelines are:

The top most item should be a JSON object. It cannot be a JSON array.
For handling multiple records from the result set, the immediate child of the top most object can be a JSON array, and the
array should contain only a single object.
If only a single result is returned, the immediate child of the top most object can be a single JSON object.
After the immediate child of the top most object, there cannot be other JSON arrays in the mapping.

All JSON responses are returned as an array.

Setting data types

The 'data type' property is added to the  field using parentheses .EmployeeNumber ()
The extended property 'type' is given along with the value 'integer'. 
The property and the value are separated by a colon. 
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8.  

9.  

Nested queries

If you want to write a   using JSON, see the tutorial on  .nested query working with nested queries
Save the query.

GET data in JSON

The RDBMSDataService that you are using already contains the following resource:

Resource Path Employee/{EmployeeNumber}

Resource Method GET

Query ID GetEmployeeDetails

You can now RESTfully invoke the above resource. To send a JSON message to a RESTful resource, you can simply add the “ :Accept Application/js
” to the request header when you send the request. The service can be invoked in REST-style via  . on curl

Shown below is the curl command to invoke the GET resource:

curl -X GET -H "Accept: application/json"
http://localhost:8280/services/RDBMSDataService/Employee/{EmployeeNumbe
r}

Example:

curl -X GET -H "Accept: application/json"
http://localhost:8280/services/RDBMSDataService/Employee/1

As a result, you receive the response in JSON format as shown below.

{"Employees":{"Employee":[{"EmployeeNumber":"1","FirstName":"John","Las
tName":"Doe","Email":"JohnDoe@gmail.com","Salary":"10000"},{"EmployeeNu
mber":"1","FirstName":"John","LastName":"Doe","Email":"JohnDoe@gmail.co
m","Salary":"20000"}]}

POST/UPDATE data using JSON

When a client sends a request to change data (POST/PUT/DELETE) in the datasource, the HTTP header  should be set to . Accept application/json
Also, if the data is sent as a JSON payload, the HTTP header  should be set to .Content-Type application/json

The RDBMSDataService that you are using already contains the following resources for adding and updating data.

Resource for adding employee information:

Resource Path Employee

Note that the possible values for data type are "integer", "long", "double", and "boolean".

Content filtering (Required Roles)

The 'data type' extended property, as well as the 'required roles' extended property, is added to the 'Salary' field using
parentheses "()".
The  property is added along with the values 'hr' and 'admin'. requiredRoles
Note that the two values for the  property are separated by a comma. requiredRoles
Also, the two extended properties are separated by a semicolon. 

http://curl.haxx.se/
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1.  

2.  

1.  

Resource Method POST

Query ID AddEmployeeDetails

Resource for updating employee information:

Resource Path Employee

Resource Method PUT

Query ID UpdateEmployeeDetails

You can RESTfully invoke the above resource by sending HTTP requests as explained below.

Post data

To post new employee information, you need to invoke the resource with the POST method.

First, create a file named  , and define the JSON payload for posting new data as shown below.employee-payload.json

{
  "user_defined_value": {
    "EmployeeNumber" : "14001",
    "LastName": "Smith",
    "FirstName": "Will",
    "Email": "will@google.com",
    "Salary": "15500.0"
  }
}

On the terminal, navigate to the location where the  file is stored, and execute the following HTTP request: employee-payload.json

curl -X POST -H 'Accept: application/json'  -H 'Content-Type:
application/json' --data "@employee-payload.json" -k -v
http://localhost:8280/services/RDBMSDataService/Employee

Post data in batches

You are able to post JSON data in batches using the   that you created or uploaded.RDBMSDataService

First, create a file named  , and define the JSON payload for posting multiple employee records (batch) asemployee-batch-payload.json
shown below.

1.  
2.  
3.  
4.  
5.  

To verify that batch requesting is enabled:

Log in to the EI Management Console.
Click   under  and select the .List Main > Services  RDBMSDataService
Click the data service to open the  .Service Dashboard
Click   to open the data service using the   wizard.Edit Data Service (Wizard) Create Data Service
See that the   check box is selected.Batch Requesting
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1.  

2.  

1.  

2.  

{
    "user_defined_value": {
        "user_defined_value": [
            {
                "EmployeeNumber": "5012",
                "FirstName": "Will",
    "LastName": "Smith",
                "Email": "will@smith.com",
                "Salary": "13500.0"
            },
            {
                "EmployeeNumber": "5013",
    "FirstName": "Parker",
                "LastName": "Peter",
                "Email": "peter@parker.com",
                "Salary": "15500.0"
            }
        ]
    }
}

On the terminal, navigate to the location where the  file is stored, and execute the following HTTP request: employee-batch-payload.json

curl -X POST -H 'Accept: application/json'  -H 'Content-Type:
application/json' --data "@employee-batch-payload.json" -k -v
http://localhost:8280/services/RDBMSDataService/Employee_batch_req

Update data

To update the existing employee records, you need to invoke the resource with the PUT method.

First, create a file named  , and define the JSON payload for updating an existing employee record as shownemployee-upload-update.json
below. 
For example, change the salary amount. Make sure that the employee number already exists in the database.

{
  "user_defined_value": {
    "EmployeeNumber" : "1",
 "FirstName": "Will",
    "LastName": "Smith",
    "Email": "will@smith.com",
    "Salary": "78500.0"
  }
}

On the terminal, navigate to the location where the  file is stored, and execute the following HTTP request: employee-upload-update.json

curl -X PUT -H 'Accept: application/json'  -H 'Content-Type:
application/json' --data "@employee-upload-update.json" -k -v
http://localhost:8280/services/RDBMSDataService/Employee
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1.  

2.  

Post data using Request Box

When the Request Box feature is enabled, you can invoke multiple operations (consecutively) using one single operation. The process of posting a JSON
payload through a request box transaction is explained below.

First, create a file named  , and define the JSON payload for posting multiple employee recordsemployee-request-box-payload.json
(batch) as shown below.

{
 "request_box"  : { 
      "_postemployee" : {
      "EmployeeNumber"  : "14005", 
    "LastName" :  "Smith" ,
    "FirstName" :  "Will" , 
    "Email" :  "will@google.com" ,
    "Salary" : "15500.0"
               },
      "_getemployee_employeenumber":{
       "EmployeeNumber"  : "14005"
           }
    }
}

On the terminal, navigate to the location where the  file is stored, and execute the following HTTP employee-request-box-payload.json
request:

curl -X POST -H 'Accept: application/json'  -H 'Content-Type:
application/json' --data "@employee-request-box-payload.json"
http://localhost:8280/services/RDBMSDataService/request_box

1.  
2.  
3.  
4.  
5.  

To verify that batch requesting is enabled:

Log in to the EI Management Console.
Click   under  and select the .List Main > Services  RDBMSDataService
Click the data service to open the  .Service Dashboard
Click   to open the data service using the   wizard.Edit Data Service (Wizard) Create Data Service
See that the   check box is selected.Enable Boxcarring

The following payload works for this use case. When you create payloads for different use cases, be mindful of the tips .given here

Creating JSON payloads for Request Box transactions
Note the following when you define a JSON payload for a request box transaction: The object name specified in the payload must be in the
following format: " " where   represents the path value specified in the data service_<HTTP_METHOD><RESOURCE_PATH> RESOURCE_PATH
resource. For example, if the   is "employee", the payload object name should be as follows:RESOURCE_PATH

For HTTP POST requests: _postemployee
For HTTP PUT requests: _putemployee

The child name/values of the child fields in the payload should be the names and values of the input parameters in the target query.

Handling a resource path with the "/" symbol

If the   specified in the data service contains the "/" symbol, be sure to replace the "/" symbol with the underscore symbol ("_") inRESOURCE_PATH
the payload object name. 
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Validating Input Values in a Data Request

Validators are added to individual input mappings in a query. Input validation allows data services to validate the input parameters in a request and stop the
execution of the request if the input doesn’t meet the required criteria. The ESB profile of WSO2 Enterprise Integrator (WSO2 EI) provides a set of built-in
validators for some of the most common use cases. It also provides an extension mechanism to write custom validators.

Let's get started!

Define a data service
Define a query with an input validator
Try it out

For example, if the    is , the payload object name should be as follows:RESOURCE_PATH /employee/add

For HTTP POST requests: _post_employee_add
For HTTP PUT requests: _put_employee_add

Important! In this scenario, the  value should only contain simple letters. For example, the value can be "RESOURCE_PATH /employe
 but not " .e/add" /Employee/Add"

1.  

2.  
3.  

4.  

5.  

Before you begin!
Follow the steps given below to set up a MySQL database for this tutorial.

Download the product installer from here, and run the installer.
Let's call the installation location of your product the   directory.<EI_HOME>

If you installed the product using the , this is located in a place specific to your OS as shown below:installer

OS Home directory

Mac OS /Library/WSO2/EnterpriseIntegrator/6.5.0

Windows C:\Program Files\WSO2\EnterpriseIntegrator\6.5.0\

Ubuntu /usr/lib/wso2/EnterpriseIntegrator/6.5.0

CentOS /usr/lib64/EnterpriseIntegrator/6.5.0

Install the MySQL server.
Download the JDBC driver for MySQL from   and copy it to your   directory.here <EI_HOME>/lib

Create a database named  .EmployeeDatabse

CREATE DATABASE EmployeeDatabase;

Create the Employee table inside the Employees database:

USE EmployeeDatabase;

CREATE TABLE Employees (EmployeeNumber int(11) NOT NULL, FirstName
varchar(255) NOT NULL, LastName varchar(255) DEFAULT NULL, Email
varchar(255) DEFAULT NULL, Salary varchar(255));

If the driver class does not exist in the relevant folders when you create the datasource, you will get an exception, such as 'C
'.annot load JDBC driver class com.mysql.jdbc.Driver

http://wso2.com/integration/
http://dev.mysql.com/downloads/connector/j/
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1.  

2.  

3.  
4.  
5.  
6.  

7.  

1.  
a.  
b.  

c.  
d.  

Define a data service

Let's create a data service using the   wizard:Create Data Service

Start the WSO2 ESB profile.

On MacOS/Linux/CentOS

Open a terminal and execute the following command:

sudo wso2ei-6.5.0-integrator

On WindowsGo to Start Menu -> Programs -> WSO2 -> Enterprise Integrator 6.5.0
This will open a terminal and start the ESB profile.Integrator. 

Open the ESB profile's Management Console using  , and log in using  as the username and thehttps://localhost:9443/carbon admin
password.
Click   under  .Create Data Service
Add a name for the data service.
Click  and then click  . Next Add New Datasource
Connect the datasource to the   database that you defined above.Company

Datasource ID Datasource

Datasource Type RDBMS

Datasource Type
(Default/External)

Leave  selected.Default

Database Engine MySQL

Driver Class com.mysql.jdbc.Driver

URL jdbc:mysql://localhost:3306/EmployeeDatabase

User Name Enter your MySQL server's username.
Example: root

Password Enter your MySQL server's password. 
If you have not assigned a password, keep this field empty.

Click   and then click   to go to the   screen.Save Next Queries

Define a query with an input validator

Let's add a validator for the first name. If the user enters a name that is less than 3 characters for the first name an error needs to be thrown due
to the validation.

Follow the steps given below.

Click   to specify the query details:Add New Query
Enter   as the query ID.addEmployeeQuery
Enter the following SQL dialect:

insert into Employees (EmployeeNumber, FirstName, LastName,
Email,Salary)
values(:EmployeeNumber,:FirstName,:LastName,:Email,:Salary)

Click   and input mappings will be generated automatically.Generate Input Mapping

You can set up different validators based on the type of the parameter or you can create your own custom validator. For more information, see I
.nput Validators

https://localhost:9443/carbon
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d.  
e.  

f.  
g.  

2.  
a.  

b.  
3.  

1.  
2.  

3.  

4.  

Click  that is next to .Edit FirstName
Update the input mapping:

SQL Type Select .String

IN/OUT Type Select .IN

Validator Select .Length Validator

Maximum Value: Enter 30 as the maximum number of characters that can be entered for
the first name.
Minimum Value: Enter 3 as the minimum number of characters that need to be there for the
first name.

Click .Add Validator

Click  and click  to move to the query configurations.Save  Main Configurations
Click . Save

Click   and then click Next Add New Operation.
Enter the following details to create the   operation that adds new employees to the database.addEmployeeOp

Operation Name addEmployeeOp

Query ID addEmployeeQuery

Save the operation.
Click  .Finish

Try it out

The  window allows you to manage data services. You can try the data service you created by using the TryIt tool in this screen, which Deployed Services
is in your product by default.  

Click   to open the TryIt tool.Try this service
Click the  operation and enter the following parameter values to the request:addEmployeeOp

EmployeeNumber: 6001
FirstName: AB
LastName: Nick 
Email: test@test.com
Salary: 1500

Click   to execute the operation. Send
A validation error is thrown as the response because the addEmployeeOp operation has failed. This is because the FirstName only has 2
characters.
Now, change the lastName and the email address in the request as shown below and execute the operation again.

EmployeeNumber: 6001
FirstName: ABC
lastName: Nick 
Email: test@test.com
Salary: 1500

The employee details are added to the database table.
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4.  

1.  

2.  

3.  

1.  

Message Broker Tutorials

The following tutorials will guide you through the basics of the Message Broker profile of WSO2 Enterprise Integrator.

Point-to-Point Messaging
Pub-Sub Messaging using Topics

Point-to-Point Messaging

This tutorial will get you started with Point-to-Point messaging using Queues in the Message Broker profile (MB profile) of WSO2 Enterprise Integrator
(WSO2 EI).

Prerequisites
Download and start the MB profile of WSO2 EI
Download and start Apache JMeter

Step 1: Creating queues
Step 2: Publishing messages to the queue
Step 3: Subscribing to queues
Step 4: Managing unconsumed subscriptions

Prerequisites

Install WSO2 EI and download JMS clients as explained below.

Download and start the MB profile of WSO2 EI

Follow the steps given below to download and start the MB profile of WSO2 EI.

Download the product installer from here, and run the installer.
Let's call the installation location of your product the   directory.<EI_HOME>

If you installed the product using the , this is located in a place specific to your OS as shown below:installer

OS Home directory

Mac OS /Library/WSO2/EnterpriseIntegrator/6.5.0

Windows C:\Program Files\WSO2\EnterpriseIntegrator\6.5.0\

Ubuntu /usr/lib/wso2/EnterpriseIntegrator/6.5.0

CentOS /usr/lib64/EnterpriseIntegrator/6.5.0

Start the MB profile: 

On MacOS/Linux/CentOS

Open a terminal and execute the following command:

sudo wso2ei-6.5.0-broker

On WindowsGo to Start Menu -> Programs -> WSO2 -> Enterprise Integrator 6.5.0 Broker. T
his will open a terminal and start the Message Broker profile.

The URL of the management console will be printed in the terminal as follows: https://localhost:9446/carbon/

Download and start Apache JMeter

We will be using Apache JMeter for the purpose of simulating how a JMS client sends messages to the MB profile, and how such a client subscribes to
topics and queues in the broker. Therefore, let us install and start Apache JMeter by following the steps given below.

Download Apache JMeter from   and install it. The location of your JMeter folder will be referred to as   from hereon.here <JMeter_HOME>

This guide is tested with JMeter version 2.13.

http://wso2.com/integration/
https://localhost/carbon/
http://jmeter.apache.org/download_jmeter.cgi
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1.  

2.  

3.  

1.  

2.  
3.  
4.  

1.  

2.  
a.  

b.  
c.  
d.  
e.  

f.  

Copy the following JARs from the   directory to the   folder:<EI_HOME>/wso2/broker/client-lib <JMeter_Home>/lib
andes-client-3.2.4.jar
geronimo-jms_1.1_spec-1.1.0.wso2v1.jar
org.wso2.carbon.logging-4.4.26.jar
org.wso2.securevault-1.0.0-wso2v2.jar

Start the JMeter by executing the following script from the   folder: <JMeter_Home>/bin
On windows: jmeter.bat
On Linux: sh jmeter.sh

The JMeter UI will open.

In the following steps, we will go through the basics of creating a queue in the MB profile of WSO2 EI, and setting up a JMS client as a subscriber and
publisher.

Step 1: Creating queues

We will now create a queue, using the MB profile's management console. Follow the instructions given below. 

Log in to the management console using the credentials of the default system administrator: admin/admin.
You will now be signing in to the super tenant domain. 
In the   tab, click   ->  . The   screen will open.Main Queues Add Add Queue
Enter 'myfirstqueue' as the name in the   field.Queue Name
Click   and the new queue will be listed in the   page as shown below.Add Queue Queue List

 
You can access the   page by clicking   in the   tab of the navigator.Queue List Queues -> List Main

Step 2: Publishing messages to the queue

We will now set up Apache JMeter as a JMS publisher to the queue we created in the previous step. Follow the instructions given below.

Create the   file shown below and save it to a location in your system. The details in this file will establish thejndiqueues.properties
connection between your JMS publisher and the MB node you installed.

# register some connection factories
# connectionfactory.[jndiname] = [ConnectionURL]
connectionfactory.QueueConnectionFactory =
amqp://admin:admin@clientID/carbon?brokerlist='tcp://localhost:5675'

# register some queues in JNDI using the form
# queue.[jndiName] = [physicalName]
queue.FirstQueue = myfirstqueue 

Go to the JMeter UI and create a JMS publisher as explained below.
Create a new thread group in JMeter: Right-click the   (in the left navigator) and go to Test Plan Add -> Threads (Users) -> Thread

.Group
The new thread group will now be listed in the left navigator as a test plan.
Right-click the new thread group and go to  .Add -> Sampler -> JMS Publisher
Name the publisher as .JMS Queue Publisher
You will now have a   node in the left navigator. Select this node and enter the following details:JMS Publisher

Initial Context Factory org.wso2.andes.jndi.PropertiesFileInitialContextFactory

The connection details you specified in the   file should be entered for the JMS Publisher as shown below.jndiqueues.properties

Note that we are using   as the IP address, which is the same IP we used for starting the management console of the MBlocalhost
profile.
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Provider URL The location where you have the   file saved.jndiqueues.properties

Connection Factory QueueConnectionFactory

Destination FirstQueue (i.e., the JNDI name given for the queue in the  file)jndiqueues.properties

Expiration 0

Priority 0

Enter the message that you want to publish to the queue in the relevant field. For example, follow the below steps to send a text
message:

Select   as the .Text Message  Message Type
Enter the following message in the  field: Text Message or Object Message serialized to XML by XStream  This is a test

.text message
Save the information. You now have a JMS client ready to send messages to the 'myfirstqueue' queue in your MB server.

Execute the JMeter publisher.
Go back to the management console of the broker and go to the   page from the navigator. See that the myfirstqueue queue hasQueue List
received one message.

Click   to view details of the message that has been published.Browse

Step 3: Subscribing to queues

We will now set up Apache JMeter as a JMS subscriber for the queue we created in the previous step. Follow the instructions given below.

Go to the JMeter UI and create a JMS subscriber as explained below.
Create a new JMeter instance. 

Right-click the   (in the left navigator) and go to  .Test Plan Add -> Threads (Users) -> Thread Group
The new thread group is now listed in the left navigator under the test plan.
Right-click the new test plan and go to  .Add -> Sampler -> JMS Subscriber
Name the subscriber .JMS Queue Subscriber
Now a node named   is displayed in the left navigator. Select this node and enter the following details:JMS Queue Subscriber

Initial Context Factory org.wso2.andes.jndi.PropertiesFileInitialContextFactory

The connection details you specified in the   file should be entered for the JMS Subscriber as shown below.jndiqueues.properties

Provider URL The location where you have the   file saved.jndiqueues.properties

Connection Factory QueueConnectionFactory

Destination FirstQueue (i.e., the JNDI name given for the queue in the  file)jndiqueues.properties

Right-click the new thread group and go to  . This creates a listener node in the JMeter navigatorAdd -> Listener -> View Results Tree
for analyzing the output of the subscription.
Save the information. You now have a JMS client subscribed to the  queue in your MB server.myfirstqueue

Execute the JMeter script. This creates a subscription to the  queue in your MB server, and the message that was alreadymyfirstqueue
published to that queue is immediately consumed.
Select the   node in the JMeter navigator and go to the   tab. You can now see that the message from the View Results in Tree Response data my

 queue has been received by the subscriber.firstqueue
Go back to the management console of the MB profile and view the  . See that the number of messages published to the Queue List myfirstque

 has reverted to zero. ue

Step 4: Managing unconsumed subscriptions

In the above example, we saw that the subscriber immediately consumes the message that is published to the Message Broker. The following steps
illustrate how subscriptions can be managed if a published message is not available to be consumed.

You can access the   page by clicking   in the   tab of the navigator.Queue List Queues -> List Main

Note that you now have two individual JMeter instances corresponding to the Publisher client and the Subscriber client
respectively.

You can access the   page by clicking   in the   tab of the navigator.Queue List Queues -> List Main
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 Repeat   given above to create another subscription to the same queue (myfirstqueue) in the broker. Step 3: Subscribing to queues
Go to the management console of the Message Broker and go to   in the   tab. The Subscriptions -> Queue Subscription List Main Queue

 page shows all the subscriptions that are waiting for published messages.Subscription List

Pub-Sub Messaging using Topics

This tutorial gets you started with Topics in the Message Broker profile (MB profile) of WSO2 Enterprise Integrator (WSO2 EI). This also introduces the
concepts of  , and  .Hierarchical Topics Durable Subscriptions

Prerequisites
Download and start the MB profile of WSO2 EI
Download and set up Apache JMeter

Step 1: Creating the topic hierarchy
Step 2: Creating the jnditopics.properties file
Step 3: Creating a non-durable subscription to topics
Step 4: Creating durable subscriptions to a topic
Step 5: Publishing messages to topics

Prerequisites

Install WSO2 EI and download JMS clients as explained below.

Download and start the MB profile of WSO2 EI

Follow the steps given below to download and start the MB profile of WSO2 EI.

Download the product installer from  , and run the installer.here
Let's call the installation location of your product the   directory.<EI_HOME>

If you installed the product using the , this is located in a place specific to your OS as shown below:installer

OS Home directory

Mac OS /Library/WSO2/EnterpriseIntegrator/6.5.0

Windows C:\Program Files\WSO2\EnterpriseIntegrator\6.5.0\

Ubuntu /usr/lib/wso2/EnterpriseIntegrator/6.5.0

CentOS /usr/lib64/EnterpriseIntegrator/6.5.0

Start the MB profile: 

On MacOS/Linux/CentOS

Open a terminal and execute the following command:

sudo wso2ei-6.5.0-broker

On WindowsGo to Start Menu -> Programs -> WSO2 -> Enterprise Integrator 6.5.0 Broker. T
his will open a terminal and start the Message Broker profile.

The URL of the management console will be printed in the terminal as follows: https://localhost:9446/carbon/

Download and set up Apache JMeter

We will be using Apache JMeter for the purpose of simulating how a JMS client sends messages to the MB profile, and how such a client subscribes to
topics and queues in the broker. Therefore, let us install and start Apache JMeter by following the steps given below.

Download Apache JMeter from   and install it. The location of your JMeter folder will be referred to as   from hereon.here <JMeter_HOME>

Copy the following JARs from the   directory to the   folder:<EI_HOME>/wso2/broker/client-lib <JMeter_Home>/lib

Note that JMeter 2.13 version is used for this tutorial.

http://wso2.com/integration/
https://localhost/carbon/
http://jmeter.apache.org/download_jmeter.cgi
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andes-client-3.2.4.jar
geronimo-jms_1.1_spec-1.1.0.wso2v1.jar
org.wso2.carbon.logging-4.4.26.jar
org.wso2.securevault-1.0.0-wso2v2.jar

In the following steps, we will go through the basics of creating topics in the MB profile by creating a simple hierarchy of topics and then setting up JMS
clients as the subscriber and publisher for the topics.

Step 1: Creating the topic hierarchy

Let's start by creating the following hierarchy:

To add the topics and subtopics:

Log in to the management console using the credentials of the default system administrator: admin/admin.
In the   tab, click   ->  . The   screen will open.Main Topics Add Add Topic
Enter 'games' as the topic name in the   field.Topic
Click   and the new topic will be listed in the   page. You can access the   page by clicking   in the Add Topic Topic List Topic List Topic -> List Main
 tab of the navigator.
Click   in the topic list. This will open the following options:games

Click   to open the   screen. Add Subtopic Add Sub Topic
Enter 'football' as the subtopic name and click  .Add Topic
Repeat the steps to add the remaining subtopics until you get the complete topics hierarchy.

Step 2: Creating the jnditopics.properties file

Create the   file shown below and save it to a location in your system. The details in this file will establish the connectionjnditopics.properties
between your JMeter clients and the required topics in the Message Broker instance. 
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# register some connection factories
# connectionfactory.[jndiname] = [ConnectionURL]
connectionfactory.TopicConnectionFactory =
amqp://admin:admin@clientID/carbon?brokerlist='tcp://localhost:5675'

# register some topics in JNDI using the form
# topic.[jndiName] = [physicalName]
topic.All_Games = games.#
topic.All_Cricket = games.cricket.#
topic.All_Football = games.football.#
topic.Games_Only = games
topic.Cricket_Only = games.cricket
topic.Football_Only = games.football
topic.Germany_Only = games.football.germany
topic.Brazil_Only = games.football.brazil
topic.Australia_Only = games.cricket.australia
topic.India_Only = games.cricket.india

Step 3: Creating a non-durable subscription to topics

We will now set up Apache JMeter as a JMS subscriber for the topics we created in the previous step. For this tutorial, we will create a subscription for All
 in the topic hierarchy. Topics

Follow the instructions given below.

Start a new JMeter instance by executing the following script from the   folder: <JMeter_Home>/bin

Note the following:

We are using   as the IP address, which is the same IP we used for starting the management console of the MB profile.localhost
The physical name of the topics are mapped to JNDI names according to the topic hierarchy. The following table describes the
mapping:

JNDI Name Physical Name Description

All_Games games.# Refers to the 'games' topic and all sub topics.

All_Cricket games.cricket.# Refers to the 'cricket' topic and all sub topics.

All_Football games.football.# Refers to the 'football' topic and all sub topics.

Games_Only games Refers only to the 'games' topic.

Cricket_Only games.cricket Refers only to the 'cricket' topic.

Football_Only games.football Refers only to the 'football' topic.

Germany_Only games.football.germany Refers only to the 'germany' topic.

Brazil_Only games.football.brazil Refers only to the 'brazil' topic.

Australia_Only games.cricket.australia Refers only to the 'australia' topic.

India_Only games.cricket.india Refers only to the 'india' topic.

What are non-durable subscriptions?
When a subscriber client uses a non-durable subscription, the client can receive messages only when the subscriber-broker connection is
active. Read more about .durable/non-durable topic subscriptions
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On windows: jmeter.bat
On Linux: sh jmeter.sh

 Go to the JMeter UI and create a JMS subscriber as explained below.
Create a new thread group: Right-click   (in the left navigator) and go to  .Test Plan Add -> Threads (Users) -> Thread Group
The new thread group will now be listed in the left navigator under the  .Test Plan
Right-click the new thread group and go to  .Add -> Sampler -> JMS Subscriber
Name this subscriber  .Games Subscriber
You will now have a JMS Subscriber node in the left navigator. Select this node and enter the following details:

Initial Context Factory org.wso2.andes.jndi.PropertiesFileInitialContextFactory

The connection details you specified in the   file should be entered for the JMS Subscriber as shown below.jnditopics.properties

Provider URL The location where you saved the   file.jnditopics.properties

Connection Factory TopicConnectionFactory

Destination The JNDI name given to the topic hierarchy in the  file. For example,jnditopics.properties
to subscribe to all the topics in the topic hierarchy, enter .All_Games

Right-click the new Thread Group and go to  . This will create a listener node in the JMeterAdd -> Listener -> View Results Tree
navigator for analysing the output of the subscription.
Save the information. You now have a JMS client subscribed to the 'games' topic and all its child topics.

Execute the JMeter client.
Now, go to the management console of the Message Broker profile and go to  . YourMain -> Subscriptions -> Topic Subscription List
subscription will be listed as a   topic subscription:non-durable

Step 4: Creating durable subscriptions to a topic

Let's take two JMeter clients and create two separate durable subscriptions. For this tutorial, we will create subscriptions for   in the topicAll Topics
hierarchy. 

Open two separate instances of JMeter by executing the following script from the   folder: <JMeter_Home>/bin
On windows: jmeter.bat
On Linux: sh jmeter.sh

Create JMS subscribers in both JMeter instances. Name them   and   respectively. UseJMS Durable Subscriber 01 JMS Durable Subscriber 2
the following connection details (same as for the non-durable subscription).

Initial Context Facto
ry

org.wso2.andes.jndi.PropertiesFileInitialContextFactory

Provider URL This should be the location where you have the   file saved.jnditopics.properties

Connection Factory This should be set to  .TopicConnectionFactory

Destination This should be the jndi name given to the topic hierarchy in the  file. For example, tojnditopics.properties
subscribe to all the topics in the topic hierarchy, enter .All_Games

In addition to the above configuations, be sure to add durable subscription IDs for both subscribers. Let's use   and   to identify theSub_1 Sub_2
subscriptions.

For  :JMS Durable Subscriber 01

What are durable subscriptions?
When a subscriber client with a durable subscription connects to the broker, it will receive all messages that were published for the subscription
(even while the subscriber-broker connection was inactive). Read more about .durable/non-durable topic subscriptions
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Durable Subscription ID Sub_1

For  :JMS Durable Subscriber 02

Durable Subscription ID Sub_2

Right-click the new Thread Group and go to  . This will create a listener node in the JMeter navigator forAdd -> Listener -> View Results Tree
analyzing the output of the subscription.
Save the information.
Execute both the JMeter instances. 
Now, go to the management console of the Message Broker profile and go to  . The durableMain -> Subscriptions -> Topic Subscription List
subscriptions are listed as   durable subscriptions:active

Now, open the JMeter instance for   and stop the execution. JMS Durable Subscriber 02
Now, the disconnected durable subscriber will be listed as an   durable subscription in the management console as shown below.inactive

 

Step 5: Publishing messages to topics

We will now set up Apache JMeter as a JMS publisher.

Follow the instructions given below.

Start a new JMeter instance by executing the following script from the   folder: <JMeter_Home>/bin
On windows: jmeter.bat
On Linux: sh jmeter.sh

Create a new Thread Group in JMeter: Right-click   (in the left navigator) and go to  .Test Plan Add -> Threads (Users) -> Thread Group
The new thread group will now be listed in the left navigator under the Test Plan.
Right-click the new Thread Group and go to  .Add -> Sampler -> JMS Publisher

In the previous steps, we created three subscriptions for All Topics in the topic hierarchy. This means all three subscribers should receive the
messages published to any one of the topics in the topic hierarchy.
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Name this publisher  .Games Publisher
You will now have a JMS Publisher node in the left navigator. Select this node and enter the following details:

Initial Context Factory org.wso2.andes.jndi.PropertiesFileInitialContextFactory

The connection details you specified in the   file should be entered for the JMS Publisher as shown below.jnditopics.properties

Provider URL The location where you saved the   file.jnditopics.properties

Connection Factory TopicConnectionFactory.

Destination The JNDI name of the topic to which the message should be published. The  fjnditopics.properties
ile specifies the mapping between topic names and jndi names. For example, as specified in the jnditop

 file, enter 'Cricket_Only' if you want to publish a message to the  topic.ics.properties cricket
Alternatively, you can publish to any of the following destinations: ' ', ' ', 'Football_Only Germany_Only B

', ' ', ' '.razil_Only India_Only Australia_Only

Expiration 0

Priority 0

Save the information. You now have a JMS client ready to send messages.
Execute the JMeter publisher.
Go back to the management console of the MB profile and go to   in the   tab. You will observe theSubscriptions -> Topic Subscription List Main
following: 

Note the following:
The non-durable topic subscription has immediately received the published messaged. You can verify this from the View Results in Tree

of the respective JMeter client.tab 
The first durable subscription (Sub_1) has also received the published message. Verify this from the  of the View Results in Tree tab 
respective JMeter client.
The second durable subscription (Sub_2) has not received the message because the subscription was inactive. However, the
unconsumed message is listed as a pending delivery for the subscriber as shown above. This means that as soon as Sub_2 becomes
active, the message will be delivered.

Note that the publishing destination has to be a specific topic in the topic hierarchy. For
example, the 'Football_Only' jndi name corresponds to the 'football' topic only. This means, you

ou cannot specifycannot publish messages to multiple topics at the same time. For example, y
'All_Games' as the destination because the 'All_Games' jndi name corresponds to multiple
topics (that is, the 'games' topic and its child topics).
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Using WSO2 EI
An ESB user configures how messages flow through the system, creates proxy services to integrate the back-end services that process messages, and
essentially wires together the ESB. This section describes these tasks in the following sections:

Installation Guide
Product Administration
Working with the ESB
Working with Business Processes
Message Brokering
Working with Analytics
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Installation Guide

This section describes how to get started with WSO2 Enterprise Integrator:

Installation Prerequisites
Installing the Product
Running the Product

Installation Prerequisites

Prior to installing WSO2 Enterprise Integrator, make sure that the appropriate prerequisites are available. Verify that the computer has the supported
operating system and development platforms before starting the installation.

System requirements
Environment compatibility
Required applications

System requirements

Physical 3 GHz Dual-core Xeon/Opteron (or latest)
4 GB RAM (2 GB for JVM and 2 GB for the operating system)
10 GB free disk space
~ Recommended minimum - 2 Cores. For high concurrencies and better performances - 4 Cores.

Disk space is based on the expected storage requirements that are calculated by considering the file uploads and
the backup policies. For example, if three WSO2 product instances are running in a single machine, it requires a 4
GHz CPU, 8 GB RAM (2 GB for the operating system and 6 GB (2 GB for each WSO2 product instance)) and 30
GB of free space.

Virtual Machine (VM) 2 compute units minimum (each unit having 1.0-1.2 GHz Opteron/Xeon processor)
4 GB RAM
10 GB free disk space
One CPU unit for the operating system and one for JVM.

Three WSO2 product instances running would require VM of 4 compute units, 8 GB RAM, and 30 GBfree space.
~ 512 MB heap size. This is generally sufficient to process typical SOAP messages but the requirements vary with
larger message sizes and the number of messages processed concurrently.

EC2 One c5.large instance to run one WSO2 product instance.

Environment compatibility

Operating systems/ Databases By default, WSO2 EI is installed (through the ) with , which allows you to run the product asInstaller OpenJDK
soon as it is installed.

All   The embedded H2 database isWSO2 products are generally compatible with most common DBMSs.
suitable for development, testing, and some production environments. For most enterprise production
environments, however, we recommend you use an industry-standard RDBMS such as Oracle, PostgreSQL,
MySQL, MS SQL, etc. For more information, see   in the Administration Guide. Also,Working with Databases
we do not recommend the H2 database as a user store.
It is   in a production environment due to scalability issues. Instead, usenot recommended to use Apache DS
an LDAP like OpenLDAP for user management. 
For environments that WSO2 products are tested with, see  .Compatibility of WSO2 Products
If you have difficulty in setting up any WSO2 product in a specific platform or database,  .contact us

Required applications

The following applications are required for running WSO2 Enterprise Integrator and its samples.

Applica
tion

Purpose Version Download Links

If you install the product using the  instead of the , or if you are using the installer butbinary installer
want to use a JDK other than OpenJDK, be sure to point the   environment variable toJAVA_HOME
the new JDK. Make sure your JDK version is  .compatible with the WSO2 product

https://docs.wso2.com/display/ADMIN44x/Working+with+Databases
https://docs.wso2.com/display/compatibility/Compatibility+of+WSO2+Products
http://wso2.com/contact/
https://docs.wso2.com/display/compatibility/Tested+Operating+Systems+and+JDKs
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Apache
Ant

To compile and run the .product samples 1.7.0 or
later

http://ant.apache.
org

Web
Browse
r

To access each product's . management console The Web Browser must be JavaScript enabled to take full
advantage of the management console.

Installing the Product

See the topics given below on how to install WSO2 Enterprise Integrator:

Download and install the product
Access the HOME directory
Uninstall the product

Download and install the product

If the installation   are satisfied, follow the steps below:prerequisites

Go to the WSO2 Integration   and download the product.product page

If you downloaded the (.pkg file), double-click to open the installation wizard, which will guide you through the installation. When youinstaller 
finish, the product will be installed and ready for use. 

Access the HOME directory

Let's call the installation location of your product the   directory.<EI_HOME>

If you installed the product using the , this is located in a place specific to your OS as shown below:installer

OS Home directory

Mac OS /Library/WSO2/EnterpriseIntegrator/6.5.0

Windows C:\Program Files\WSO2\EnterpriseIntegrator\6.5.0\

Ubuntu /usr/lib/wso2/EnterpriseIntegrator/6.5.0

CentOS /usr/lib64/EnterpriseIntegrator/6.5.0

Uninstall the product

If you installed the product using the , you can uninstall it by following the instructions:installer

OS Instructions

On Windows Server 2003, you must not go below the medium security level in Internet Explorer
6.x.

Note that there are several options for installing the product in various environments. Use the available links for more information on
each option.

Want to install WSO2 EI as a service?
See the following topics in the WSO2 administration guide for instructions:

Installing WSO2 Products as a Windows Service
Installing WSO2 Products as a Linux Service

http://ant.apache.org/
http://ant.apache.org/
https://wso2.com/integration
https://docs.wso2.com/display/ADMIN44x/Installing+as+a+Windows+Service
https://docs.wso2.com/display/ADMIN44x/Installing+as+a+Linux+Service
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Mac OS Open a terminal and run the following command as the root user:

sudo bash /Library/WSO2/EnterpriseIntegrator/6.5.0/uninstall.sh

Windows Go to the    or search  Start Menu -> Programs -> WSO2 -> Uninstall Enterprise Integrator 6.5.0 Uninstall
  and click the shortcut icon. This will uninstall the product from your computer.Enterprise Integrator 6.5.0

Ubuntu Open a terminal and run the following command:

sudo apt-get purge wso2ei-6.5.0

CentOS Open a terminal and run the following command:

sudo yum remove wso2ei-6.5.0-x86_64

What's next?

See the instructions for  .running the product

Running the Product

The following sections describe how to run the profiles of WSO2 Enterprise Integrator (WSO2 EI).

Starting the product profiles
Using the product installer
Using the binary distribution

Stopping the product profiles
Running the ESB profile via WSO2 Integration Studio
Signing in to the management console

Starting the product profiles

1.  

2.  

Before you begin:
Download and install the product.
Apply the following changes:

Verify your JDK settings

As explained in the  , the default product installation uses OpenJDK. Therefore, you don't require a differentinstallation prerequisites
JDK. However, if you have set up Oracle JDK or IBM JDK, be sure to apply the following settings to your product distribution.
Oracle JDK

Some updates of JDK 1.8 (for example,  ) are affected by a   related to GZIP decoding. Until this issue isJDK1.8.0_151 known issue
fixed, we recommend that you disable GZIP decoding for your product by following the steps given below. This will ensure that
your product is not affected by the  .known issue

Open the   file in each profile of WSO2 EI. Listed below are the folders that store this file for eachcatalina-server.xml
profile:

For the ESB profile:   directory.<EI_HOME>/conf/tomcat/
For other profiles:   directory (where   i<EI_HOME>/wso2/<PROFILE_NAME>/conf/tomcat/ <PROFILE_NAME>
s the name of the profile).

Set the   parameter (under each of the connector configurations) to false as shown below:compression

https://bugs.openjdk.java.net/browse/JDK-8189789
https://bugs.openjdk.java.net/browse/JDK-8189789
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Using the product installer

If you installed the product through the , do the following to start the profiles: product installer

2.  

3.  

1.  

2.  

compression="off"

Restart the server.
IBM JDK

If you are using IBM JDK 1.8, be mindful of the following:

Change the value of the   property to ' ' in the org.owasp.csrfguard.PRNG.Provider IBMJCE Owasp.CsrfGuard.Ca
 file. This file is stored in the following locations:rbon.properties

For the ESB profile: The / directory<EI_HOME>/conf/security
For other profiles: The  directory<EI_HOME>/wso2/<PROFILE_NAME>/conf/security/

The following steps are only required for the Message Broker profile.
Replace all the ' ' entries in the  xml file with ' ' asSunX509 <EI_HOME>/wso2/broker/conf/broker. IbmX509
follows:

<sslConnection enabled="true" port="8672">
    <keyStore>
       
<location>repository/resources/security/wso2carbon.jks</location>
        <password>wso2carbon</password>
        <certType>IbmX509</certType>
    </keyStore>
    <trustStore>
       
<location>repository/resources/security/client-truststore.jks</location
>
        <password>wso2carbon</password>
        <certType>IbmX509</certType>
    </trustStore>
</sslConnection>

Change the value of the   property to ' ' in the org.owasp.csrfguard.PRNG.Provider IBMJCE <EI_HOME>/w
 file.so2/broker/conf/security/Owasp.CsrfGuard.Carbon.properties

Update the MSF4J profile

Before you start the MSF4J profile, be sure to deploy the microservices that you want to run on the server. To do this, add the
JARs of your services to the   directory.<EI_HOME>/wso2/msf4j/deployment/microservices/

Update the Analytics profile

When starting the analytics profile, you may intermittently get a BindException error (i.e., Cannot assign requested
if the Apache Spark client does not start) address: Service 'sparkDriver' failed after 16 retries!

properly (due to an issue in socket binding on computers with multiple IP interfaces). Add the same hostname that you
specify in the   file of your system as the value of the   element in the /etc/hosts <HostName> <EI_HOME>/wso2/anal

xml file to rectify this.ytics/conf/carbon.
If you get the Caused by: java.lang.IllegalArgumentException: java.lang.NoClassDefFoundError:

exception when starting WSO2 EI Analytics inCould not initialize class org.xerial.snappy.Snappy 
certain environments such as Windows or Red Hat linux, download the   file and add it tosnappy-java_1.1.1.7.jar
the   directory.<EI_HOME>/lib

http://mvnrepository.com/artifact/org.xerial.snappy/snappy-java/1.1.1.7
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2.  
3.  

On MacOS/Linux/CentOS

Open a terminal and execute the relevant command from the list given below.

Product Profile Startup command

ESB profile sudo wso2ei-6.5.0-integrator

Business Process profile sudo wso2ei-6.5.0-business-process

Broker profile sudo wso2ei-6.5.0-broker

MSF4J profile sudo wso2ei-6.5.0-msf4j

Analytics worker sudo wso2ei-6.5.0-analytics-worker

Analytics dashboard sudo wso2ei-6.5.0-analytics-dashboard

The operation log keeps running until the profile starts, which usually takes several seconds. Wait until the profile fully boots up and displays
a message similar to " "WSO2 Carbon started in n seconds.

On Windows

Go to Start Menu -> Programs -> WSO2 -> Enterprise Integrator 6.5.0 <PROFILE_NAME>. This will open a terminal and start the
relevant profile.

Using the binary distribution

If you installed the product using the , do the following to start the profiles: binary

Install Oracle Java SE Development Kit (JDK) version 1.8.* and set the   environment variable.JAVA_HOME
Open a terminal and navigate to the  directory, where  is the home directory of your product distribution.<EI_HOME>/bin/ <EI_HOME>
Execute the relevant command from the list given below:
On MacOS/Linux/CentOS

Product Profile Startup command

ESB profile sh integrator.sh

Business Process profile sh business-process.sh

Broker profile sh broker.sh

Micro Integrator profile sh micro-integrator.sh

MSF4J profile sh msf4j.sh

Analytics profile sh analytics.sh

Note: If you have installed the product using the installer, and you want to manually run the profile startup script from the /bin directory, you
need to run the 'sudo launcher_<profile_name>.sh' command. This script automatically assigns the JAVA HOME of your VM to the root user of
your product instance.
On Windows

Product Profile Startup command

ESB profile integrator.bat

Business Process profile business-process.bat

Broker profile broker.bat
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3.  

1.  
2.  

3.  

Micro Integrator profile micro-integrator.bat

MSF4J profile msf4j.bat

Analytics profile analytics-worker.bat

Stopping the product profiles

To stop a profile, press   in the command window, or click   in the navigation pane of the management console. Ctrl+C Shutdown/Restart

Running the ESB profile via WSO2 Integration Studio

Follow the steps below to run the WSO2 Enterprise Integrator (EI) server via WSO2 Integration Studio.

Be sure that you have installed Oracle Java SE Development Kit (JDK) version 1.8.* and set the   environment variable.JAVA_HOME
Open WSO2 Integration Studio and click Miscellaneous  Add Server in the Getting Started tab as shown below.

In the  dialog that opens, select the required product version: New Server

Before you begin, be sure to install both  and the .WSO2 Integration Studio WSO2 EI product
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3.  

4.  
5.  

6.  

  
Click   and go to the  step.Next New WSO2 Carbon 4.4 based server Runtime
Click   for the   optionBrowse CARBON_HOME  and select the   directory (parent directory of the product binary distribution).<EI_HOME>

Click   and go to the   step. Keep the default ports as shown below:Next New WSO2 Carbon 4.4 based Server

Warning!
If you are running on a  (MacOS, Ubunto, or CentOS), be sure that your WSO2 EI distribution is a  distributi linux-based system binary
on downloaded from the website. If you use a product distribution that was set up using the product installer, you will require special
permissions to start the product through WSO2 Integration Studio.
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6.  

7.  Click  and go to the  step. If you have created any composite applications (in your instance of WSO2 Integration Studio)Next Add and Remove
that you want to upload to your server, add them. You can also remove any unwanted applications from the server.

If you want to add multiple composite applications at once, select .Add All



WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 438

7.  

8.  

9.  

 
Click  . You can view the added server instance in the   tab.Finish Servers

Click the  icon in the  tab to start the server:Start Server

Signing in to the management console

When you start a WSO2 server, the URL of the management console will be printed on the terminal. Copy this URL to your browser and sign in to the
management console using   as both the username and password.admin

When the management console sign-in page appears, the Web browser typically displays an "insecure connection" message, which requires
your confirmation before you can continue.

The management console is based on the HTTPS protocol, which is a combination of HTTP and SSL protocols. This protocol is generally used
to encrypt the traffic from the client to server for security reasons. The certificate it works with is used for encryption only and does not prove the
server identity. Therefore, when you try to access the management console, a warning of untrusted connection is usually displayed. To continue
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What's next?

Go to the   to get started with the product.quick start guide

working with this certificate, some steps should be taken to "accept" the certificate before access to the site is permitted. If you are using the
Mozilla Firefox browser, this usually occurs only on the first access to the server, after which the certificate is stored in the browser database and
marked as trusted. With other browsers, the insecure connection warning might be displayed every time you access the server.

If you want to make the management console available to external users, your organization should obtain a certificate signed by a well-known
certificate authority, which verifies that the server actually has the name it is accessed by and that this server actually belongs to the given
organization.



WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 440

Product Administration

WSO2 Enterprise Integrator (WSO2 EI) consists of three profiles: ,  and the  profile. See ESB profile Business Processes profile Message Broker the
 for more information. These profiles are separate runtimes that need to be configured and managed separately. If you are a productintroduction

administrator, the following topics will provide an overview of the various administration tasks that are common to all profiles of WSO2 EI. Follow the links
provided under each section for detailed instructions on each topic. 

[  ] [  ] [  ] [  ] [  ] [Upgrading from a previous release Clustering Changing the default databases Configuring users, roles and permissions Configuring security
 ] [  ] [  ] [  ] [  ] [ Configuring multitenancy Configuring the registry Performance tuning Changing the default ports Configuring custom proxy paths Customizin

 ] [  ] [  ] [  ] [  ]g error pages Customizing the management console Monitoring Applying patches  Working with profile-specific administration tasks

Upgrading from a previous release

WSO2 Enterprise Integrator is a comprehensive integration solution that includes the functionality that was previously encapsulated in WSO2 ESB, WSO2
DSS, WSO2 MB and WSO2 BPS. Therefore, you can upgrade to WSO2 EI 6.5.0 from each of those products.

See   for instructions on upgrading to the ESB profile of WSO2 EI 6.5.0 from WSO2 ESB.Upgrading from WSO2 Enterprise Service Bus
See   for instructions on upgrading to the BP profile of WSO2 EI 6.5.0 from WSO2 BPS.Upgrading from WSO2 Business Process Server
See   for instructions on upgrading to the ESB profile of WSO2 EI 6.5.0 from WSO2 DSS.Upgrading from WSO2 Data Services Server
See   for instructions on upgrading to the MB profile of WSO2 EI 6.5.0 from WSO2 MB.Upgrading from WSO2 Message Broker
See  for instructions on upgrading to WSO2 EI 6.5.0 from the previous WSO2 EI version.Upgrading from WSO2 EI 6.4.0

Clustering

When you cluster WSO2 EI, the three separate profiles (runtimes) included in WSO2 EI should be separately clustered according to your requirement. See
the following topics for instructions on clustering each profile in WSO2 EI:

Clustering the ESB Profile - Outdated
Clustering the Business Process Profile
Clustering the Message Broker Profile

Changing the default databases

Each of the profiles in WSO2 EI contains an embedded H2 database ( ), which is used for storing user management and registry data forCarbon database
that profile. Note that the Message Broker profile in WSO2 EI contains a default broker-specific database in addition to the Carbon database.

You can change the default database configurations in each of the EI profiles by setting up new physical databases, and updating the relevant
configurations in each profile. We recommend the use of an industry-standard RDBMS such as Oracle, PostgreSQL, MySQL, MS SQL, etc. when you set
up your production environment.

For information on setting up a new database for your profile, see   in the WSO2 Administration Guide.Setting up the Physical Database

Once you set up a new database, you need to update the configurations in each profile of WSO2 EI. See  forChanging the Carbon Database
instructions.
If you are using the Message Broker profile, you can change the default broker-specific database in addition to the Carbon database. See Changin

 for instructions.g the Default Broker Database
If you are using the Business Process profile, you can change the default BPEL/BPMN databases in addition to the Carbon database. See Changi

 for instructions.ng the Default Databases for BPMN and BPEL

Configuring users, roles and permissions

See the following topics in the WSO2 Administration Guide for instructions on configuring users, roles and defining permissions for each user.

Note that WSO2 EI is shipped with a few changes to the general directory structure of WSO2 products. For information on these folder structure
changes, go to   in the WSO2 Administration Guide.Directory Structure of WSO2 Products

Add the database drivers to the  directory when setting up the database.<EI_HOME>/lib/

https://docs.wso2.com/display/EI700TEST/Business+Process+Management
https://docs.wso2.com/display/ST1/Clustering+the+ESB+Profile+-+Outdated
https://docs.wso2.com/display/ST1/Clustering+the+Message+Broker+Profile
https://docs.wso2.com/display/ADMIN44x/Setting+up+the+Physical+Database
https://docs.wso2.com/display/ADMIN44x/Changing+the+Carbon+Database
https://docs.wso2.com/display/ADMIN44x/Directory+Structure+of+WSO2+Products
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Configuring the System
Administrator

The   user is the super tenant that will be able to manage all other users, roles and permissions in the systemadmin
by using the management console of the product. Therefore, the user that should have admin permissions is

. The documentation onrequired to be stored in the primary user store when you start the system for the first time
setting up primary user stores will explain how to configure the administrator while configuring the user store. The
information under this topic will explain the main configurations that are relevant to setting up the system
administrator.

Configuring the Authorization
Manager

According to the default configuration in WSO2 products, the users, roles and permissions are stored in the same
repository (i.e., the default, embedded H2 database). However, you can change this configuration in such a way
that the users and roles are stored in one repository (user store) and the permissions are stored in a separate
repository. A user store can be a typical RDBMS, an LDAP or an external Active Directory. 

The repository that stores permissions should always be an RDBMS. The Authorization Manager configuration in
the user-mgt.xml file connects the system to this RDBMS. The information under this topic will instruct you through
setting up and configuring the Authorization Manager.  

Configuring User Stores The user management feature allows you to maintain multiple user stores for storing users and their roles. See the
following topics for instructions:

Configuring the Primary User Store
Configuring a JDBC User Store
Configuring a Read-Only LDAP User Store
Configuring a Read-Write Active Directory User Store
Configuring a Read-Write LDAP User Store 

Configuring Secondary User Stores
Working with Properties of User Stores
Writing a Custom User Store Manager

Managing Users, Roles and
Permissions

Create new users, roles and assign permissions using the management console.

Configuring security

It is recommended to change the default security settings in each profile of WSO2 EI according to the requirements of your production environment.  As all
 profiles in WSO2 EI are WSO2 servers built on top of the WSO2 Carbon Kernel, the main security configurations are inherited from the Carbon kernel.  For

instructions on configuring these main security settings, see the following topics in the WSO2 Product Administration Guide:

Configuring Transport-Level
Security

The transport level security protocol of the Tomcat server is configured in the   file. Notecatalina-server.xml
that the ss  attribute is set to "TLS" by default. Lprotocol
The following topics will guide you through the configuration options:

Disabling SSL 
Disabling weak ciphers
Configuring the PassThrough transport

Using Asymmetric Encryption WSO2 servers use asymmetric encryption by default for the purposes of authentication and data encryption.  In
asymmetric encryption, keystores (with key pairs and certificates) are created and stored for the product. It is
possible to have multiple keystores so that the keys used for different use cases are kept unique. The following
topics explain more details on keystores. 

Understanding keystores
Setting up keystores for WSO2 products
Default keystore settings in WSO2 products
Managing keystores 

Using Symmetric Encryption You also have the option of switching to symmetric encryption for the EI profile. Using symmetric encryption means
that a single key will be shared for encryption and decryption of information. 

Enabling Java Security
Manager

The Java Security Manager is used to define various security policies that prevent untrusted code from
manipulating your system.  Enabling the Java Security Manager for WSO2 products activates the Java permissions
that are in the   file. You modify this file to change the Java security permissions as required.sec.policy

Securing Passwords in
Configuration Files

All WSO2 servers contain some configuration files with sensitive information such as passwords. Let's take a look
at how such plain text passwords in configuration files can be secured using the Secure Vault implementation that
is built into each server.

The following topics will be covered under this section:
Encrypting Passwords with Cipher Tool
Resolving Encrypted Passwords
Carbon Secure Vault Implementation

When you use the profile of WSO2 EI, it is also possible to encrypt passwords and other sensitive informationESB 
in synapse configurations. See  for instructions.Working with Passwords in the ESB Profile

https://docs.wso2.com/display/ADMIN44x/Configuring+the+System+Administrator
https://docs.wso2.com/display/ADMIN44x/Configuring+the+System+Administrator
https://docs.wso2.com/display/ADMIN44x/Configuring+the+Authorization+Manager
https://docs.wso2.com/display/ADMIN44x/Configuring+the+Authorization+Manager
https://docs.wso2.com/display/ADMIN44x/Configuring+User+Stores
https://docs.wso2.com/display/ADMIN44x/Configuring+the+Primary+User+Store
https://docs.wso2.com/display/ADMIN44x/Configuring+a+JDBC+User+Store
https://docs.wso2.com/display/ADMIN44x/Configuring+a+Read-Only+LDAP+User+Store
https://docs.wso2.com/display/ADMIN44x/Configuring+a+Read-Write+Active+Directory+User+Store
https://docs.wso2.com/display/ADMIN44x/Configuring+a+Read-Write+LDAP+User+Store
https://docs.wso2.com/display/ADMIN44x/Configuring+Secondary+User+Stores
https://docs.wso2.com/display/ADMIN44x/Working+with+Properties+of+User+Stores
https://docs.wso2.com/display/ADMIN44x/Writing+a+Custom+User+Store+Manager
https://docs.wso2.com/display/ADMIN44x/Managing+Users%2C+Roles+and+Permissions
https://docs.wso2.com/display/ADMIN44x/Managing+Users%2C+Roles+and+Permissions
https://docs.wso2.com/display/ADMIN44x/Configuring+Transport+Level+Security
https://docs.wso2.com/display/ADMIN44x/Configuring+Transport+Level+Security
https://docs.wso2.com/display/ADMIN44x/Configuring+Transport+Level+Security#ConfiguringTransportLevelSecurity-DisablingSSL
https://docs.wso2.com/display/ADMIN44x/Configuring+Transport+Level+Security#ConfiguringTransportLevelSecurity-Disablingweakciphers
https://docs.wso2.com/display/ADMIN44x/Configuring+Transport+Level+Security#ConfiguringTransportLevelSecurity-ConfiguringthePassThroughtransport
https://docs.wso2.com/display/ADMIN44x/Using+Asymmetric+Encryption
https://docs.wso2.com/display/ADMIN44x/Using+Asymmetric+Encryption#UsingAsymmetricEncryption-Understandingkeystores
https://docs.wso2.com/display/ADMIN44x/Using+Asymmetric+Encryption#UsingAsymmetricEncryption-SettingupkeystoresforWSO2products
https://docs.wso2.com/display/ADMIN44x/Using+Asymmetric+Encryption#UsingAsymmetricEncryption-DefaultkeystoresettingsinWSO2products
https://docs.wso2.com/display/ADMIN44x/Using+Asymmetric+Encryption#UsingAsymmetricEncryption-Managingkeystores
https://docs.wso2.com/display/ADMIN44x/Using+Symmetric+Encryption
https://docs.wso2.com/display/ADMIN44x/Enabling+Java+Security+Manager
https://docs.wso2.com/display/ADMIN44x/Enabling+Java+Security+Manager
https://docs.wso2.com/display/ADMIN44x/Securing+Passwords+in+Configuration+Files
https://docs.wso2.com/display/ADMIN44x/Securing+Passwords+in+Configuration+Files
https://docs.wso2.com/display/ADMIN44x/Encrypting+Passwords+with+Cipher+Tool
https://docs.wso2.com/display/ADMIN44x/Resolving+Encrypted+Passwords
https://docs.wso2.com/display/ADMIN44x/Carbon+Secure+Vault+Implementation
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Resolving Hostname
Verification

Hostname verification is enabled in WSO2 servers by default, which means that when a hostname is being
accessed by a particular client, it will be verified against the hostname specified in the product's SSL certificate.

Configuring multitenancy

You can create multiple tenants in your EI profile so that you can maintain tenant isolation in a single server/cluster. For information on configuring multiple
tenants for the profile, see   in the WSO2 Administration Guide.Working with Multiple Tenants

Configuring the registry

A   is a content store and a metadata repository for various artifacts such as services, WSDLs and configuration files. In WSO2 servers, allregistry
configurations pertaining to modules, logging, security, data sources and other service groups are stored in the registry by default. For information on
setting up and configuring the registry for your server, see   in the WSO2 Administration Guide.Working with the Registry

The   acts as a memory registry where you can store static content as a key-value pair, where the value could be a static entry such as a textlocal registry
string, XML code, or a URL. For information on local registry entries, see .Working with Local Registry Entries

Performance tuning

You can optimize the performance of the different profiles in WSO2 EI by using the most appropriate configurations. See  forPerformance Tuning
instructions.

Changing the default ports

When you run multiple instances of the same profile or multiple clusters on the same server or virtual machines (VMs), you must change the default ports
with an offset value to avoid port conflicts.

The ports used by all the profiles of WSO2 EI are listed , along with the complete list of ports in all WSO2 products.here
For instructions on configuring ports, see   in the WSO2 Administration Guide.Changing the Default Ports

Configuring custom proxy paths

This feature is particularly useful when multiple WSO2 products (fronted by a proxy server) are hosted under the same domain name. By adding a custom
proxy path you can host all products under a single domain and assign proxy paths for each product separately.

For instructions on configuring custom proxy paths, see   in the WSO2 Administration Guide.Adding a Custom Proxy Path

Customizing error pages

You can make sure that sensitive information about the server is not revealed in error messages, by customizing the error pages in the servers.

For instructions, see   in the WSO2 Administration Guide.Customizing Error Pages

Customizing the management console

All the profiles in WSO2 EI come with separate management consoles that can be used for configuring, monitoring, tuning, and maintaining the profiles.
You can customize the look and feel of the management console for each profile.

See   for instructions on customizing the look and feel of the management console.Customizing the Management Console

Monitoring

The following topics describe how to monitor the separate runtimes (profiles) in WSO2 EI:

https://docs.wso2.com/display/ADMIN44x/Enabling+HostName+Verification
https://docs.wso2.com/display/ADMIN44x/Enabling+HostName+Verification
https://docs.wso2.com/display/ADMIN44x/Working+with+Multiple+Tenants
https://docs.wso2.com/display/ADMIN44x/Working+with+the+Registry
https://docs.wso2.com/display/ADMIN44x/Default+Ports+of+WSO2+Products
https://docs.wso2.com/display/ADMIN44x/Changing+the+Default+Ports
https://docs.wso2.com/display/ADMIN44x/Adding+a+Custom+Proxy+Path
https://docs.wso2.com/display/ADMIN44x/Customizing+Error+Pages
https://docs.wso2.com/display/ADMIN44x/Customizing+the+Management+Console
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Monitoring logs A properly configured logging system is vital for identifying errors, security threats and usage patterns in your
product server. For instructions on monitoring the server logs, see   in the WSO2 AdministrationMonitoring Logs
Guide. 

Monitoring HTTP Access Logs HTTP Requests/Responses are logged in the access log(s) and are helpful to monitor your application's usage
activities, such as the persons who access it, how many hits it receives, what the errors are etc. For more
information on access logs, go to   in the WSO2 Administration Guide.HTTP Access Logging

Monitoring using WSO2
metrics

JVM Metrics allow you to monitor statistics of all the profiles of WSO2 EI using Java Metrics. For instructions on
setting up and using Carbon metrics for monitoring, see   in the WSO2 Administration Guide.Using WSO2 Metrics

JMX-based monitoring For information on monitoring your server using JMX, see   in the WSO2 AdministrationJMX-based monitoring
Guide. For information on the various MBeans available for monitoring, see  .JMX Monitoring

Monitoring TCP-based
messages

You can view and monitor the messages passed along a TCP-based conversation using the TCPMon.  For
information on setting up and using TCPMon in your server, see   in WSO2Monitoring TCP-Based Messages
Administration Guide. 

Viewing handlers in
message flows

Message flows provide graphical and textual views of the globally engaged handlers of the system at any
point of time. The   use the handlers to engage in different message flows at defined phases. You canmodules
observe the handlers invoked in each phase of each flow in real time.

Applying patches 

For information on updating WSO2 EI with the latest available patches (issued by WSO2) using the WSO2 Update Manager (WUM), see Getting Started
 in the WSO2 Administration Guide.with WUM

Working with profile-specific administration tasks

See the following topics for information on administration tasks that are specific to WSO2 EI:

Upgrading from a Previous Release
Clustered Deployment
Performance Tuning
Administration - ESB Profile
Administration - Message Broker Profile
Administration - Business Process Management Profile
General Data Protection Regulation (GDPR) for WSO2 EI

Upgrading from a Previous Release

This section contains the following guides to be used when upgrading to WSO2 Enterprise Integrator:

Upgrading from WSO2 Enterprise Service Bus
Upgrading from WSO2 Business Process Server
Upgrading from WSO2 Data Services Server
Upgrading from WSO2 Message Broker
Upgrading from WSO2 EI 6.4.0

Upgrading from WSO2 Enterprise Service Bus

This page walks you through the process of upgrading to WSO2 Enterprise Integrator (WSO2 EI) 6.5.0 from WSO2 Enterprise Service Bus (WSO2 ESB)
5.0.0.

For information on what is new in this release and why you should upgrade, see .About this Release

Before you begin, note the following:

If you are upgrading from a version older than ESB 5.0.0, you should first upgrade to ESB 5.0.0 and then upgrade to WSO2 EI 6.5.0.
For information on what is new in this release and why you should upgrade, see .About this Release
For more information on ports, see . The default ports in WSO2 EI are listed under Default ports of WSO2 Products Enterprise

.Integrator
The distribution folder structure has changed from ESB 5.0.0 to WSO2 EI 6.5.0:

Comparing Folder Structures: WSO2 ESB 5.0.0 and WSO2 EI 6.5.0

https://docs.wso2.com/display/ADMIN44x/Monitoring+Logs
https://docs.wso2.com/display/ADMIN44x/Monitoring+Logs
https://docs.wso2.com/display/ADMIN44x/HTTP+Access+Logging
https://docs.wso2.com/display/ADMIN44x/HTTP+Access+Logging
https://docs.wso2.com/display/ADMIN44x/Monitoring+with+WSO2+Carbon+Metrics
https://docs.wso2.com/display/ADMIN44x/Monitoring+with+WSO2+Carbon+Metrics
https://docs.wso2.com/display/ADMIN44x/Monitoring+with+WSO2+Carbon+Metrics
https://docs.wso2.com/display/ADMIN44x/JMX-Based+Monitoring
https://docs.wso2.com/display/ADMIN44x/JMX-Based+Monitoring
https://docs.wso2.com/display/ADMIN44x/Monitoring+TCP-Based+Messages
https://docs.wso2.com/display/ADMIN44x/Monitoring+TCP-Based+Messages
https://docs.wso2.com/display/ADMIN44x/Monitoring+TCP-Based+Messages
https://docs.wso2.com/pages/createpage.action?spaceKey=ADMIN44x&title=Getting+Started+with+WUM
https://docs.wso2.com/pages/createpage.action?spaceKey=ADMIN44x&title=Getting+Started+with+WUM
https://docs.wso2.com/display/ADMIN44x/Default+Ports+of+WSO2+Products
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See the following topics for instructions:

Preparing to upgrade
Upgrading the databases
Migrating the ESB

Migrating ESB configurations
Migrating ESB artifacts
Migrating tenant artifacts (ESB)

Migrating the ESB Analytics
Migrating Analytics configurations 
Migrating tenant artifacts (Analytics)

Preparing to upgrade

The following prerequisites must be completed before upgrading:

Create a backup of the databases in your WSO2 ESB 5.0.0 instance.
Copy the   directory to back up the product configurations.<ESB_HOME>
Download the product installer from  , and install WSO2 EI 6.5.0.here
Let's call the installation location of your product the   directory.<EI_HOME>

If you installed the product using the , this is located in a place specific to your OS as shown below:installer

OS Home directory

Mac OS /Library/WSO2/EnterpriseIntegrator/6.5.0

Windows C:\Program Files\WSO2\EnterpriseIntegrator\6.5.0\

Ubuntu /usr/lib/wso2/EnterpriseIntegrator/6.5.0

CentOS /usr/lib64/EnterpriseIntegrator/6.5.0

Upgrading the databases

You can use the same   that you used for WSO2 ESB 5.0.0 with WSO2 EI 6.5.0. However, you need to apply the changes discusseddatabases
below. Once these changes are done, you can connect your WSO2 EI 6.5.0 instances to the old databases.

As per the  , WSO2 EI 6.5.0 uses OAEP for data encryption in addition to the RSA algorithm (which is used in theSecurity Advisory ( )WSO2-2017-0345
ESB profile of WSO2 ESB 5.0.0). Therefore, the internally-encrypted data in your current databases (such as datasource configurations, syslog passwords,
user store configurations, keystore registry entries, service security policies, event publisher configurations, event receiver configurations, and event sink
configurations), as well as data encrypted using secure vault (such as plain text passwords in configuration files and synapse configurations) should be
re-encrypted using OAEP. 

Enterprise Service Bus 5.0.0 Enterprise Integrator 6.5.0

<ESB_HOME>/repository/con
f

<EI_HOME>/conf

<ESB_HOME>/repository/con
f/axis2

<EI_HOME>/conf/axis2

<ESB_HOME>/repository/con
f/datasources

<EI_HOME>/conf/datasources

<ESB_HOME>/repository/com
ponents/dropins

<EI_HOME>/dropins

<ESB_HOME>/repository/com
ponents/extensions

<EI_HOME>/extensions

<ESB_HOME>/repository/com
ponents/lib

<EI_HOME>/lib

<ESB_HOME>/repository/com
ponent/patches

<EI_HOME>/patches

<ESB_HOME>/repository/com
ponents/plugins

<EI_HOME>/wso2/components/plugins

The downtime is limited to the time taken for switching databases in the production environment.

http://wso2.com/integration/
https://docs.wso2.com/display/EI650/Product+Administration#ProductAdministration-databases
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1.  

2.  

a.  

b.  

c.  

d.  

3.  

4.  

1.  

To re-encrypt all internally-encrypted data using OAEP:
Get the latest WUM updates (later than the update level released on 18/04/2018) for your WSO2 ESB 5.0.0. This will give you a new
WSO2 ESB 5.0.0 distribution with the latest updates.
Connect the WUM-updated ESB distribution to your existing databases (which are used for registry data, and user management data):

Connecting to the database
Open the   file (stored in the master-datasources.xml <WUM_UPDATED_ESB_HOME>/repository/con

 directory) and update the parameters given below.f/datasources/

Element Description

url The URL of the database.

username and password The name and password of the database user.

driverClassName The class name of the database driver.

Open the   file (stored in the   directory)registry.xml <WUM_UPDATED_ESB_HOME>/repository/conf
and specify the datasource name of the registry database.

<dbConfig name="wso2registry">    
    <dataSource>jdbc/MY_DATASOURCE_NAME</dataSource>
</dbConfig>

If a JDBC user store is used in your ESB, open the   file (stored in the user-mgt.xml <WUM_UPDATED_ESB_
 directory), and update the following database connection parameters underHOME>/repository/conf/

the <UserStoreManager
 section.class="org.wso2.carbon.user.core.jdbc.JDBCUserStoreManager">

Element Description

url The URL of the database.

username and password The name and password of the database user.

driverClassName The class name of the database driver.

Further, update the   and the   in the  filesystem administrator configurations datasource name user-mgt.xml
.
Encrypt the plain text passwords that you added to the configuration files ( , master-datasources.xml us

, etc.).er-mgt.xml

Be sure that the   is included in the   directory with the filecarbon.properties <WUM_UPDATED_ESB_HOME>/repository/conf/
following parameter:

org.wso2.CipherTransformation=RSA/ECB/OAEPwithSHA1andMGF1Padding

Start the WUM-updated ESB server. This will re-encrypt the data in the databases.
To re-encrypt plain text strings using OAEP:

Connect the ESB profile of WSO2 EI to your existing databases (which are used for registry data, and user management data):

By default, registry and user management data are stored in one database and is configured in
the   file. If you have separate databases for registry and usermaster-datasources.xml
management data, you may have separate datasource configurations.

https://docs.wso2.com/display/updates/WSO2+Updates
https://docs.wso2.com/display/ADMIN44x/Configuring+a+JDBC+User+Store#ConfiguringaJDBCUserStore-Step_2_updating_the_system_administrator
https://docs.wso2.com/display/ADMIN44x/Configuring+a+JDBC+User+Store#ConfiguringaJDBCUserStore-Step_3_Updating_the_datasources
https://docs.wso2.com/display/ADMIN44x/Encrypting+Passwords+with+Cipher+Tool
https://docs.wso2.com/download/attachments/119130148/carbon.properties?version=1&modificationDate=1558091399000&api=v2
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1.  

a.  

b.  

c.  

2.  
a.  

b.  

Connecting to the database
Open the   file (stored in the   directory) andmaster-datasources.xml <EI_HOME>/conf/datasources/
update the parameters given below.

Element Description

url The URL of the database.

username and password The name and password of the database user.

driverClassName The class name of the database driver.

Open the   file (stored in the   directory) and specify the datasource name.registry.xml <EI_HOME>/conf

<dbConfig name="wso2registry">    
    <dataSource>jdbc/MY_DATASOURCE_NAME</dataSource>
</dbConfig>

If a JDBC user store is used, open the   file (stored in the   directory), anduser-mgt.xml <EI_HOME>/conf/
update the following database connection parameters under the <UserStoreManager

 section.class="org.wso2.carbon.user.core.jdbc.JDBCUserStoreManager">

Element Description

url The URL of the database.

username and password The name and password of the database user.

driverClassName The class name of the database driver.

Further, update the   and the   in the  filesystem administrator configurations datasource name user-mgt.xml
.

The keystores for WSO2 EI 6.5.0 need to be setup and configured in order to perform this data re-encryption. 
Migrate the keystores and truststores from WSO2 ESB 5.0.0 to WSO2 EI 6.5.0 by copying the files from the <ESB_HOME>/rep

 directory to the same directory in WSO2 EI 6.5.0.ository/resources/security
Open the  file (stored in the  directory), and update the details of the keystore used for datacarbon.xml <EI_HOME>/conf/
encryption.

By default, registry and user management data are stored in one database and is configured in
the   file. If you have separate databases for registry and usermaster-datasources.xml
management data, you may need separate datasource configurations.

https://docs.wso2.com/display/ADMIN44x/Configuring+a+JDBC+User+Store#ConfiguringaJDBCUserStore-Step_2_updating_the_system_administrator
https://docs.wso2.com/display/ADMIN44x/Configuring+a+JDBC+User+Store#ConfiguringaJDBCUserStore-Step_3_Updating_the_datasources
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2.  

b.  

3.  

4.  
5.  

a.  
b.  

Using a common keystore for data encryption and SSL signing?
Update the following configuration element:

<KeyStore>    
   
<Location>${carbon.home}/resources/security/wso2carbon.jks</Location>
    <Type>JKS</Type>
    <Password>wso2carbon</Password>
    <KeyAlias>wso2carbon</KeyAlias>
    <KeyPassword>wso2carbon</KeyPassword>
</KeyStore>
  
<TrustStore>
    <!-- trust-store file location -->
   
<Location>${carbon.home}/repository/resources/security/client-truststor
e.jks</Location>
    <!-- trust-store type (JKS/PKCS12 etc.) -->
    <Type>JKS</Type> 
    <!-- trust-store password -->
    <Password>wso2carbon</Password>
</TrustStore>

Using a separate keystore exclusively for data encryption?
Add the following configuration element under  in<Security>  the  file, and update the values:carbon.xml

<InternalKeyStore> 
<Location>${carbon.home}/repository/resources/security/internal.jks</Lo
cation>
  <Type>JKS</Type>
  <Password>wso2carbon</Password>
  <KeyAlias>wso2carbon</KeyAlias>
  <KeyPassword>wso2carbon</KeyPassword>
</InternalKeyStore>

 See   for more information.Configuring Keystores in WSO2 Products
Create the   directory, copy the   file, and update the following values:<EI_HOME>/migration/ migration-conf.properties

keystore.identity.loca
tion

The location of the keystore that is used for data encryption in WSO2 EI 6.5.0. By default, this is <EI_HOME
.>/repository/resources/security/wso2carbon.jks

keystore.identity.key.
password

The key password of the keystore. By default, this is wso2carbon.

admin.user.name The user name of the .system administrator

Copy the   file to the   directory.migration JAR <EI_HOME>/dropins/
Start the ESB profile of WSO2 EI:

Open a terminal and navigate to the   directory.<EI_HOME>/bin/
Execute the product start up script with the '-Dmigrate' command as shown below.

https://docs.wso2.com/display/ADMIN44x/Configuring+Keystores+in+WSO2+Products
https://docs.wso2.com/download/attachments/119130148/migration-conf.properties?version=1&modificationDate=1558091399000&api=v2
https://docs.wso2.com/display/ADMIN44x/Configuring+the+System+Administrator
https://docs.wso2.com/download/attachments/119130159/org.wso2.carbon.ei.migration-6.5.0.jar?version=1&modificationDate=1558091400000&api=v2
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5.  
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6.  

1.  
2.  

3.  

4.  

On MacOS/Linux/CentOS

Open a terminal and execute the following command:

sh integrator.sh -Dmigrate

On Windows

Open a terminal and execute the following command:

integrator.bat -Dmigrate

 The relevant data is now re-encrypted.
Once the migration is successful, stop the server and delete the migration JAR (  froorg.wso2.carbon.ei.migration-6.5.0.jar)
m the   directory.<EI_HOME>/dropins/

Migrating the ESB

Follow the instructions given below to upgrade from WSO2 ESB 5.0.0 to WSO2 EI 6.5.0.

Migrating ESB configurations

To migrate all the required folders, files, libraries, etc. from WSO2 ESB 5.0.0 to the ESB profile of WSO2 EI 6.5.0:

Copy the database connector JAR files stored in the   directory to the   directory.<ESB_HOME>/repository/components/lib <EI_HOME>/lib
You need to migrate the keystores and truststores used in the WSO2 ESB 5.0.0 from the   di<ESB_HOME>/repository/resources/security
rectory to the same directory in WSO2 EI 6.5.0. 

If you have secondary user stores created for WSO2 ESB 5.0.0, you need to copy the 'userstore' folder in the <ESB_HOME>/repository/deplo
 directory to the same directory in WSO2 EI 6.5.0.yment/server/

If there are any third-party libraries used with WSO2 ESB 5.0.0 that you want to migrate, copy the relevant libraries to WSO2 EI 6.5.0: 
If you have used JMS libraries, JDBC libraries, etc., copy the files from the   directory to<ESB_HOME>/repository/components/lib
the   directory.<EI_HOME>/lib
If you have used OSGi bundles such as SVN kit etc., copy the contents of the   dire<ESB_HOME>/repository/components/dropins
ctory to the   directory.<EI_HOME>/dropins

To migrate the configurations from WSO2 ESB 5.0.0 to the ESB profile of WSO2 EI 6.5.0:

 Do not copy  directly between servers. Instead, .configuration files update the files manually

Note that you have already completed this keystore migration before .upgrading the ESB databases

Before you begin, note the following changes that affect your configuration files:

HTTP content negotiation is enabled in the ESB profile since WSO2 EI 6.0.0. This setting transforms the message (at the time of
building the message) according to the content type specified using the 'Accept' header of the request message. You can disable this
behavior by setting the following parameter to 'false' in the  file (stored in the  directory). Readaxis2.xml <EI_HOME>/conf/axis2/
more about .Working with Message Builders and Formatters

<parameter name="httpContentNegotiation">false</parameter>
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1.  

2.  

3.  

4.  

Update the configuration files with information of the migrated keystores and truststores. See   for moreConfiguring Keystores in WSO2 products
information.   that some keystore configurations were already updated before  .Note upgrading the ESB databases
Go to the   directory and update the Carbon datasource configuration in the  datasources xml file. <EI_HOME>/conf/datasources master- . Not

For instructions, see e that some configurations in this file were already updated before upgrading the ESB databases.  Changing the Carbon
 and select your database type.Database

Go to the   directory and update the datasource references in the   and   files to match the<EI_HOME>/conf user-mgt.xml registry.xml
updated configurations in the   file.   that some configurations in these files were already updated before master-datasources.xml Note upgradi

. The instructions are available in  .ng the ESB databases Changing the Carbon Database
Check for any other configurations that were done for WSO2 ESB 5.0.0 based on your solution, and update the configurations in WSO2 EI 6.5.0
accordingly. For example, check the configurations related to external user stores, caching, mounting, transports, etc.

Migrating ESB artifacts

You should manually deploy the  that you have in WSO2 ESB 5.0.0 to WSO2 EI 6.5.0.Composite Application Archive (CAR) files

To migrate deployment artifacts including message flow configurations, copy the required Synapse artifacts from the <ESB_HOME>/repository
 directory to the same directory in WSO2 EI 6.5.0./deployment/server/synapse-configs/default

To migrate connector artifacts: 
Create a folder named synapse-libs in the   direc<EI_HOME>/repository/deployment/server/synapse-configs/default/
tory, and copy the JARs from the directory by the same name in WSO2 ESB 5.0.0. Note that this directory will not exist in your WSO2
ESB 5.0.0 distribution if no connectors are used.
Copy the JARs from the   directory to the<ESB_HOME>/repository/deployment/server/synapse-configs/default/imports
same directory in WSO2 EI 6.5.0.

If you have custom artifacts created in the   directory, copy them to the same directory in<ESB_HOME>/repository/deployment/server/
WSO2 EI 6.5.0.

Migrating tenant artifacts (ESB)

When an XML payload converts to JSON in WSO2 EI 6.5.0, null and empty values are handled as explained in Working with JSON
.Message Payloads

The following configuration files have changed from WSO2 ESB 5.0.0 to WSO2 EI 6.5.0.
Changed configuration files

axis2.xml
axis2_nhttp.xml
axis2_pt.xml
tenant-axis2.xml
cache.xml
config-validation.xml
logging-bridge.properties
osgi-debug.option
cloud-services-desc.xml
authenticators.xml
ciper-tool.properties
catalina-server.xml
carbon.xml
identity.xml
nhttp.properties
passthru-http.properties
synapse.properties
synapse-handlers.xml
user-mgt.xml
jndi.properties

Before you begin, note the following changes that may affect your ESB artifacts.

If you have created a messages store in your configuration and configured the provider path as repository/conf/jndi.properti
 in your ESB 5.0.0 instance, this needs to be updated with the  file path in EI 6.5.0 (which is es jndi.properties conf/jndi.prope

).rties
If you have used the $ctx function inline (in the ) to get property values, you need to change this to the full mediatorPayload Factory
XPath. The $ctx function or the get-property() function can be used inside the arguments (args) tags to get property values. Inline $ctx
support (in the payload factory) has been deprecated since WSO2 EI 6.4.0.
From WSO2 EI 6.4.0 onwards, the  writes response messages to the JSON stream. Note that i mediatorXSLT n WSO2 ESB 5.0.0, the
XSLT mediator was not doing any changes to the JSON stream after message transformation.
From WSO2 EI 6.4.0 onwads, there are validations affecting the , which prevents the source and target in the message mediatorEnrich
body.
From WSO2 EI 6.4.0 onwards, if you have specified an XPath value in your mediation sequence, the response message generated by
the ESB will include the element tags of your XPath value. For example, if your XPath value is "//faultdescription", the response
message will be <faultdescription>DESCRIPTION</faultdescription>. If you want the response message to contain only
the DESCRIPTION, you need to specify the XPath value as "//faultdescription/text()".
From WSO2 EI 6.4.0 onwards, if you are using the  to send emails through a mediation sequence, note that the emailMailTo transport
sender specified in the mediation sequence overrides the email sender configured in the axis2.xml file.

https://docs.wso2.com/display/ADMIN44x/Configuring+Keystores+in+WSO2+Products
https://docs.wso2.com/display/ADMIN44x/Changing+the+Carbon+Database
https://docs.wso2.com/display/ADMIN44x/Changing+the+Carbon+Database
https://docs.wso2.com/display/ADMIN44x/Changing+the+Carbon+Database
https://docs.wso2.com/display/EI650/Working+with+WSO2+Integration+Studio#WorkingwithWSO2IntegrationStudio-PackagingESBartifacts
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If multitenancy is used, copy the tenant artifacts of the ESB from the   directory to the same directory in WSO2 EI<ESB_HOME>/repository/tenants
6.5.0.

Migrating the ESB Analytics

Follow the instructions given below to upgrade ESB Analytics to the Analytics profile of WSO2 EI 6.5.0. This migration is necessary only if Analytics was
used with your ESB 5.0.0 installation.

Migrating Analytics configurations 

To migrate all the required folders, files, libraries, etc.:

Copy the database connector JAR files stored in the  directory to the <ESB_5.0.0_ANALYTICS_HOME>/repository/components/lib  <EI_
 directory in WSO2 EI 6.5.0.HOME>/wso2/analytics/repository/components/lib

Copy the keystores and truststores from the   directory to the <ESB_5.0.0_ANALYTICS_HOME>/repository/resources/security <EI_HOM
 directory in WSO2 EI 6.5.0.E>/wso2/analytics/repository/resources/security

If you have secondary user stores created for WSO2 ESB Analytics 5.0.0, you need to copy the 'userstore' folder in the <ESB_5.0.0_ANALYTIC
 directory to the   directS_HOME>/repository/deployment/server/ <EI_HOME>/wso2/analytics/repository/deployment/server/

ory in WSO2 EI 6.5.0.

To migrate the configurations:

Update the configuration files with information of the migrated keystores and truststores. See   for moreConfiguring Keystores in WSO2 products
information.
Go to the   directory and update the Carbon datasource configuration in the  datas<EI_HOME>/wso2/analytics/conf/datasources master-
ources xml file with the details of the Carbon database. For instructions, see   and select your database type.. Changing the Carbon Database
Go to the   directory and update the datasource configuration in the  datasourc<EI_HOME>/wso2/analytics/conf/datasources analytics-
es xml file with the details of the Analytics-specific databases..
Go to the   directory and update the datasource references in the   and   files<EI_HOME>/wso2/analytics/conf user-mgt.xml registry.xml
 to match the updated configurations in the   file. The instructions are available in  .master-datasources.xml Changing the Carbon Database
Go to the  directory and update the  file according to the<EI_HOME>/wso2/analytics/conf/analytics/  rdbms-config.xml 
configurations in the same file of your previous Analytics installation.
Go to the <  directory in WSO2 EI 6.5.0 and update the configuration files according to theEI_HOME>/wso2/analytics/conf/data-bridge
configurations in the previous installation.
Go to the   directory and update the   file according to the configurations in the<EI_HOME>/wso2/analytics/conf event-processor.xml
previous installation.

You may not be able to access the tenant domain after migrating to EI 6.5.0. To fix this issue, change the tenant’s main sequence located in <EI
 as below:_HOME>/repository/tenants/1/synapse-configs/default/sequences/main.xml

<sequence xmlns="http://ws.apache.org/ns/synapse" name="main">
   <in>
      <log/>
   </in>
   <out>
      <send/>
   </out>
</sequence>

 Do not copy  directly between servers. Instead, .configuration files update the files manually

If you enable the HA mode for ESB Analytics by setting the property in the <mode name="HA" enable="true"> event-process
 file, state persistence is enabled by default. If there is no real-time use case that requires any state information after startingor.xml

the cluster, you should disable event persistence by setting the  attribute to  in the same file as shown below.persistence false

https://docs.wso2.com/display/ADMIN44x/Configuring+Keystores+in+WSO2+Products
https://docs.wso2.com/display/ADMIN44x/Changing+the+Carbon+Database
https://docs.wso2.com/display/ADMIN44x/Changing+the+Carbon+Database
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Enable WSO2 EI 6.5.0 to publish ESB statistics to the Analytics profile by following the instructions in  .Publishing ESB Data to the Analytics Profile

Check for any other configurations that were done for WSO2 ESB 5.0.0 Analytics based on your solution and update the configurations in WSO2
EI 6.5.0 accordingly. For example, check the configurations related to external user stores, caching, mounting, transports etc.

Migrating tenant artifacts (Analytics)

If you are using multitenancy, copy the   directory to the <ESB_5.0.0_ANALYTICS_HOME>/repository/tenants <EI_HOME>/wso2/analytics/rep
 directory of WSO2 EI 6.5.0.ository/tenants

Upgrading from WSO2 Business Process Server

This page walks you through the process of upgrading to WSO2 Enterprise Integrator (WSO2 EI) 6.5.0 from WSO2 Business Process Server (WSO2 BPS)
3.6.0.

<persistence enable="false">
    <persistenceIntervalInMinutes>15</persistenceIntervalInMinutes>
    <persisterSchedulerPoolSize>10</persisterSchedulerPoolSize>
    <persister
class="org.wso2.carbon.event.processor.core.internal.persistence.FileSy
stemPersistenceStore">
        <property key="persistenceLocation">cep_persistence</property>
    </persister>
</persistence>

Note that in EI 6.5.0, you need to configure the  to enable the ESB server to publish statistics,<EI_HOME>/conf/carbon.xml file
whereas in WSO2 ESB, you need to configure the <ESB_HOME>/repository/deployment/server/eventpublishers/Messag

 and eFlowConfigurationPublisher.xml <ESB_HOME>/repository/deployment/server/eventpublishers/MessageFl
 file instead.owStatisticsPublisher.xml

Before you begin, note the following:

If you are upgrading from a version older than WSO2 BPS 3.6.0, you should first upgrade to WSO2 BPS 3.6.0 and then upgrade to
WSO2 EI 6.5.0.
For information on what is new in this release and why you should upgrade, see .About this Release
See  for more information on ports. The default ports in WSO2 EI are listed under Default ports of WSO2 Products Enterprise

.Integrator
The distribution folder structure has changed from WSO2 BPS 3.6.0 to WSO2 EI 6.5.0.

Comparing Folder Structures: WSO2 BPS 3.6.0 and WSO2 EI 6.5.0

Business Process Server 3.6.0 Enterprise Integrator 6.5.0

<BPS_HOME>/repository/con
f

<EI_HOME>/wso2/business-process/conf

<BPS_HOME>/repository/con
f/axis2

<EI_HOME>/wso2/business-process/conf/axis2

<BPS_HOME>/repository/con
f/datasources

<EI_HOME>/wso2/business-process/conf/datasources

<BPS_HOME>/repository/com
ponents/dropins

<EI_HOME>/dropins

<BPS_HOME>/repository/com
ponents/extensions

<EI_HOME>/extensions

<BPS_HOME>/repository/com
ponents/lib

<EI_HOME>/lib

<BPS_HOME>/repository/com
ponent/patches

<EI_HOME>/patches

https://docs.wso2.com/display/EI6xx/Publishing+ESB+Data+to+the+Analytics+Profile
https://docs.wso2.com/display/ADMIN44x/Default+Ports+of+WSO2+Products
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See the following topics for instructions:

Preparing to upgrade
Upgrading the databases
Migrating the configurations
Migrating artifacts
Starting the server

Preparing to upgrade

The following prerequisites must be completed before upgrading:

Create a backup of the databases in your WSO2 BPS 3.6.0 instance.
Copy the   directory to back up the product configurations.<BPS_HOME>
Download the product installer from  , and install WSO2 EI 6.5.0.here
Let's call the installation location of your product the   directory.<EI_HOME>

If you installed the product using the , this is located in a place specific to your OS as shown below:installer

OS Home directory

Mac OS /Library/WSO2/EnterpriseIntegrator/6.5.0

Windows C:\Program Files\WSO2\EnterpriseIntegrator\6.5.0\

Ubuntu /usr/lib/wso2/EnterpriseIntegrator/6.5.0

CentOS /usr/lib64/EnterpriseIntegrator/6.5.0

Upgrading the databases

In WSO2 EI 6.5.0, you can use the same Carbon database and BPEL/BPMN databases that you used for WSO2 BPS 3.6.0. However, you need to apply S
 WSO2 EI 6.5.0.ecurity Advisory (WSO2-2017-0345) before connecting the databases to

Due to Security Advisory (WSO2-2017-0345), WSO2 EI 6.5.0 uses OAEP for data encryption in addition to the RSA algorithm (which is used in WSO2
BPS 3.6.0). This applies only to internally-encrypted data in the BPS server. Therefore, the internally-encrypted data in your current databases (such as
datasource configurations, user store configurations, keystore registry entries, service security policies, event publisher configurations, event receiver
configurations, and event sink configurations) should be re-encrypted using OAEP. 

To re-encrypt all internally-encrypted data using OAEP:

Get the latest WUM updates (later than the update level released on 18/04/2018) for your WSO2 BPS 3.6.0. This will give you a new WSO2 BPS
distribution with the latest updates.
Connect the WUM-updated WSO2 BPS distribution to your existing databases (which are used for registry data, and user management data):

The downtime is limited to the time taken for switching databases in the production environment.

http://wso2.com/integration/
https://docs.wso2.com/display/updates/WSO2+Updates
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Connecting to the database
Open the   file (stored in the master-datasources.xml <WUM_UPDATED_BPS_3.6.0_HOME>/repository/conf

 directory) and update the parameters given below./datasources/

Element Description

url The URL of the database.

username and password The name and password of the database user.

driverClassName The class name of the database driver.

Open the   file (stored in the   directory)registry.xml <WUM_UPDATED_BPS_3.6.0_HOME>/repository/conf/
and specify the datasource name.

<dbConfig name="wso2registry">    
    <dataSource>jdbc/MY_DATASOURCE_NAME</dataSource>
</dbConfig>

If a JDBC user store is used in your BPS server, open the   file (stored in the user-mgt.xml <WUM_UPDATED_BPS_3
 directory), and update the following database connection parameters under the .6.0_HOME>/repository/conf/

 section.<UserStoreManager class="org.wso2.carbon.user.core.jdbc.JDBCUserStoreManager">

Element Description

url The URL of the database.

username and password The name and password of the database user.

driverClassName The class name of the database driver.

Further, update the   and the   in the  file.system administrator configurations datasource name user-mgt.xml
Encrypt the plain text passwords that you added to the configuration files (master-datasources.xml, user-mgt.
xml, etc.).

Be sure that the   is included in the   directory with the filecarbon.properties <WUM_UPDATED_BPS_3.6.0_HOME>/repository/conf/
following parameter:

org.wso2.CipherTransformation=RSA/ECB/OAEPwithSHA1andMGF1Padding

Start the WUM-updated BPS server. This will re-encrypt the data in the databases.

Migrating the configurations

To migrate all the required folders, files, libraries, etc. from WSO2 BPS 3.6.0 to WSO2 EI 6.5.0:

Copy the database connector JAR files stored in the   directory to the   directory<BPS_HOME>/repository/components/lib <EI_HOME>/lib
of WSO2 EI 6.5.0. For example, the JAR for the Oracle database ( ) can be copied.ojdbc7.jar
Copy the keystores and truststores from the   directory to the <BPS_HOME>/repository/resources/security <EI_HOME>/wso2/business

 directory.-process/repository/resources/security
If you have secondary user stores created for WSO2 BPS 3.6.0, you need to copy the 'userstore' folder in the <BPS_HOME>/repository/deplo

By default, registry and user management data are stored in one database and is configured in the maste
 file. If you have separate databases for registry and user management data, your-datasources.xml

may have separate datasource configurations.

 Do not copy  directly between servers. Instead, .configuration files update the files manually

https://docs.wso2.com/display/ADMIN44x/Configuring+a+JDBC+User+Store#ConfiguringaJDBCUserStore-Step_2_updating_the_system_administrator
https://docs.wso2.com/display/ADMIN44x/Configuring+a+JDBC+User+Store#ConfiguringaJDBCUserStore-Step_3_Updating_the_datasources
https://docs.wso2.com/display/ADMIN44x/Encrypting+Passwords+with+Cipher+Tool
https://docs.wso2.com/download/attachments/119130148/carbon.properties?version=1&modificationDate=1558091399000&api=v2
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 directory to the   directory.yment/server/ <EI_HOME>/wso2/business-process/repository/deployment/server/

To migrate the configuration files from WSO2 BPS 3.6.0 to WSO2 EI 6.5.0:

Update the configuration files with information of the migrated keystores and truststores. See   for moreConfiguring Keystores in WSO2 products
information.
Go to the   directory and update the Carbon datasource configuration in the <EI_HOME>/wso2/business-process/conf/datasources mast

datasources xml file with the details of the Carbon database.er- .
Go to the   directory datasource the   and <EI_HOME>/wso2/business-process/conf  and update the   references in  user-mgt.xml registry

 files the   file.xml  to match the updated configurations in  master-datasources.xml .
Go to the   directory <EI_HOME>/wso2/business-process/conf/datasources and update the files relevant to your BPMN/BPEL database: 

If you are using BPMN, update the   file with the datasource connection details.activiti-datasources.xml
If you are using BPEL, update the   file with the datasource connection details.bps-datasources.xml

For instructions, see Changing the Default Databases for BPMN and BPEL.
Open the   file and change   to  . You can see the<EI_HOME>/wso2/business-process/conf/humantask.xml GenerateDdl false
deployed humantask packages with the version in the console. A migration success message is printed once the migration completes
successfully.

<GenerateDdl>false</GenerateDdl>

Check for any further configurations that were done for WSO2 BPS 3.6.0 based on your solution. For example, update the following configurations
in WSO2 EI 6.5.0 accordingly:

humantask.xml
axis2.xml
bps.xml
Activiti.xml
Tenant-mgt.xml
b4p-coordination-config.xml
process-cleanup.properties
Check the configurations related to external user stores, caching, mounting, transports etc.

Migrating artifacts

Follow the steps given below:

Copy the BPEL .zip packages in the   directory to the <BPS_HOME>/repository/deployment/server/bpel <EI_HOME>/wso2/business-
 directory.process/repository/deployment/server/bpel

Copy the BPMN .bar packages in the   directory to the <BPS_HOME>/repository/deployment/server/bpmn <EI_HOME>/wso2/business-
directory.process/repository/deployment/server/bpmn   

Copy the humantask .zip packages in the   directory to the <BPS_HOME>/repository/deployment/server/humantasks <EI_HOME>/wso2/
 directory.business-process/repository/deployment/server/humantasks

If you have custom artifacts created in the   directory of WSO2 BPS 3.6.0, copy them to the <BPS_HOME>/repository/deployment/server/
 directory.<EI_HOME>/wso2/business-process/repository/deployment/server/

If you have used multitenancy, copy the tenant directory packages from   to the <BPS_HOME>/repository/tenants <EI_HOME>/wso2/busin
 directory.ess-process/repository/tenants

Starting the server

Once you have completed the migration, you can start the Business Process profile of WSO2 EI. For details see  .Running the Product

Upgrading from WSO2 Data Services Server

This page walks you through the process of upgrading to WSO2 Enterprise Integrator (WSO2 EI) 6.5.0 from WSO2 Data Services Server (WSO2 DSS)
3.5.1.

The Management Console, BPMN Explorer and Human Task Explorer URLs for the Business Process profile in WSO2 EI 6.5.0 are as follows:

Management Console : https://<ip>/<port>:9445/carbon/
BPMN Explorer : https://<ip>/<port>:9445/bpmn-explorer
HumanTask Explorer : https://<ip>/<port>:9445/humantask-explorer

Before you begin, note the following:

If you are upgrading from a version older than WSO2 DSS 3.5.1, you should first upgrade to WSO2 DSS 3.5.1 and then upgrade to
WSO2 EI 6.5.0.
For information on what is new in this release and why you should upgrade, see .About this Release
See  for more information on ports. The default ports in WSO2 EI are listed under Default ports of WSO2 Products Enterprise

https://docs.wso2.com/display/ADMIN44x/Configuring+Keystores+in+WSO2+Products
https://docs.wso2.com/display/EI6xx/Changing+the+Default+Databases+for+BPMN+and+BPEL
https://docs.wso2.com/display/ADMIN44x/Default+Ports+of+WSO2+Products
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See the following topics for instructions:

Preparing to upgrade
Upgrading the database
Migrating configurations
Migrating artifacts
Starting the server

Preparing to upgrade

The following prerequisites must be completed before upgrading:

Create a backup of the databases in your WSO2 DSS 3.5.1 instance.
Copy the   directory to back up the product configurations.<DSS_HOME>
Download the product installer from  , and install WSO2 EI 6.5.0.here
Let's call the installation location of your product the   directory.<EI_HOME>

If you installed the product using the , this is located in a place specific to your OS as shown below:installer

OS Home directory

Mac OS /Library/WSO2/EnterpriseIntegrator/6.5.0

Windows C:\Program Files\WSO2\EnterpriseIntegrator\6.5.0\

Ubuntu /usr/lib/wso2/EnterpriseIntegrator/6.5.0

CentOS /usr/lib64/EnterpriseIntegrator/6.5.0

Upgrading the database

In WSO2 EI 6.5.0, you can use the same   that you used for WSO2 DSS 3.5.1. Therefore, you can simply restore the backup of the existingdatabase
databases to use with WSO2 EI 6.5.0.

Migrating configurations

To migrate all the required folders, files, libraries, etc. from WSO2 DSS 3.5.1 to WSO2 EI 6.5.0:

Copy the database connector JAR files stored in the   directory to the   directory.<DSS_HOME>/repository/components/lib <EI_HOME>/lib
Copy the keystores and truststores from the   directory to the <DSS_HOME>/repository/resources/security <EI_HOME>/repository/re

.Integrator
The distribution folder structure has changed from WSO2 DSS 3.5.1 to WSO2 EI 6.5.0.

Comparing Folder Structures: WSO2 DSS 3.5.1 and WSO2 EI 6.5.0

Data Service Server 3.5.1 Enterprise Integrator 6.5.0

<DSS_HOME>/repository/con
f

<EI_HOME>/conf

<DSS_HOME>/repository/con
f/axis2

<EI_HOME>/conf/axis2

<DSS_HOME>/repository/con
f/datasources

<EI_HOME>/conf/datasources

<DSS_HOME>/repository/com
ponents/dropins

<EI_HOME>/dropins

<DSS_HOME>/repository/com
ponents/extensions

<EI_HOME>/extensions

<DSS_HOME>/repository/com
ponents/lib

<EI_HOME>/lib

The downtime is limited to the time taken for switching databases in the production environment.

 Do not copy  directly between servers. Instead, .configuration files update the files manually

http://wso2.com/integration/
https://docs.wso2.com/display/EI650/Product+Administration#ProductAdministration-Changingthedefaultdatabases
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 directory in WSO2 EI 6.5.0.sources/security
If you have secondary user stores created for WSO2 DSS 3.5.1, you need to copy the 'userstore' folder in the <DSS_HOME>/repository/depl

 directory to the same directory in WSO2 EI 6.5.0.oyment/server/
If there are any third-party libraries used with WSO2 DSS 3.5.1 that you want to migrate, copy the relevant libraries to WSO2 EI 6.5.0: 

If you have used JMS libraries, JDBC libraries, etc., copy the files from   directory to the <DSS_HOME>/repository/components/lib
 directory.<EI_HOME>/lib

If you have used OSGi bundles such as SVN kit etc., copy the contents of   director<DSS_HOME>/repository/components/dropins
y to the   directory.<EI_HOME>/dropins

To migrate the configuration files from WSO2 DSS 3.5.1 to WSO2 EI 6.5.0:

Update the configuration files with information of the migrated keystores and truststores. See   for moreConfiguring Keystores in WSO2 products
information.
Go to the   directory and update the Carbon datasource configuration in the  datasources xml file with<EI_HOME>/conf/datasources master- .
the details of the Carbon database. For instructions, see Changing the Carbon Database and select your database type.
Go to the   directory and update the datasource references in the   and   files to match the<EI_HOME>/conf user-mgt.xml registry.xml
updated configurations in the   file. master-datasources.xml The instructions are available in Changing the Carbon Database.
Check for any configurations that were done for WSO2 DSS 3.5.1 based on your solution. For example, update the following configurations in
WSO2 EI 6.5.0 accordingly:

axis2.xml
axis2_client.xml
carbon.xml
Check the configurations related to external user stores, caching, mounting, transports, etc.

Migrating artifacts

To migrate the data service artifacts, copy the  dataservices directory of WSO2 DSS 3.5.1 to<DSS_HOME>/repository/deployment/server/
WSO2 EI 6.5.0.
If you have custom artifacts created in the   directory, copy them to the same directory in<DSS_HOME>/repository/deployment/server/
WSO2 EI 6.5.0.
If multitenancy is used, copy the tenant directory packages from the   directory to the same directory in<DSS_HOME>/repository/tenants
WSO2 EI 6.5.0

Starting the server

Once you have completed the migration, you can start the ESB profile of WSO2 EI. For details see  .Running the Product

Upgrading from WSO2 Message Broker

This page walks you through the process of upgrading to WSO2 Enterprise Integrator (WSO2 EI) 6.5.0 from WSO2 Message Broker (WSO2 MB) 3.1.0.

Before you begin, note the following:

If you are upgrading from a version older than WSO2 MB 3.1.0, you should first upgrade to WSO2 MB 3.1.0 and then upgrade to
WSO2 EI 6.5.0.
For information on what is new in this release and why you should upgrade, see .About this Release
See  for more information on ports. The default ports in WSO2 EI are listed under Default ports of WSO2 Products Enterprise

.Integrator
The distribution folder structure has changed from WSO2 MB 3.1.0 to WSO2 EI 6.5.0.

Comparing Folder Structures: WSO2 MB 3.1.0 and WSO2 EI 6.5.0

Message Broker 3.1.0 Enterprise Integrator 6.5.0

<MB_HOME>/repository/conf <EI_HOME>/wso2/broker/conf

<MB_HOME>/repository/conf
/axis2

<EI_HOME>/wso2/broker/conf/axis2

<MB_HOME>/repository/conf
/datasources

<EI_HOME>/wso2/broker/conf/datasources

<MB_HOME>/repository/comp
onents/dropins

<EI_HOME>/dropins

<MB_HOME>/repository/comp
onents/extensions

<EI_HOME>/extensions

<MB_HOME>/repository/comp
onents/lib

<EI_HOME>/lib

<MB_HOME>/repository/comp
onents/patches

<EI_HOME>/patches

https://docs.wso2.com/display/ADMIN44x/Configuring+Keystores+in+WSO2+Products
https://docs.wso2.com/display/ADMIN44x/Changing+the+Carbon+Database
https://docs.wso2.com/display/ADMIN44x/Changing+the+Carbon+Database
https://docs.wso2.com/display/ADMIN44x/Default+Ports+of+WSO2+Products
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See the following topics for instructions:

Preparing to upgrade
Upgrading the databases

Upgrading the Carbon database
Upgrading the broker-specifc database

Migrating the configurations
Migrating tenant artifacts
Configuring the JMS client
Starting the server

Preparing to upgrade

The following prerequisites must be completed before upgrading:

B  to stop the publishers that are connected to WSO2 MB 3.1.0 before commencing the migration process.e sure
Create a backup of the databases in your WSO2 MB 3.1.0 instance.
Copy the   directory to back up the product configurations.<MB_HOME>
Download the product installer from  , and install WSO2 EI 6.5.0.here
Let's call the installation location of your product the   directory.<EI_HOME>

If you installed the product using the , this is located in a place specific to your OS as shown below:installer

OS Home directory

Mac OS /Library/WSO2/EnterpriseIntegrator/6.5.0

Windows C:\Program Files\WSO2\EnterpriseIntegrator\6.5.0\

Ubuntu /usr/lib/wso2/EnterpriseIntegrator/6.5.0

CentOS /usr/lib64/EnterpriseIntegrator/6.5.0

Upgrading the databases

See the following topics for information on upgrading the databases of WSO2 MB 3.1.0.

Upgrading the Carbon database

In WSO2 EI 6.5.0, you can use the same   that you used for MB 3.1.0. Therefore, you can simply restore the backup of the existing CarbonCarbon database
database to use with WSO2 EI 6.5.0.

Upgrading the broker-specifc database

The Message Broker profile of WSO2 EI comes with several changes to the  , and therefore you must upgrade this database asbroker-specific database
explained below. We are providing a simple tool that you can easily download and run to carry out this upgrade. Follow the steps given below.

Disconnect all the subscribers and publishers of WSO2 MB 3.1.0.
Shut down the server.
Run the migration script to update the database:

Open a terminal and navigate to the   directory,<EI_HOME>/wso2/broker/dbscripts/mb-store/migration-3.1.0_to_3.2.0
which contains scripts for each database type.
Run the migration script relevant to your database type. For example, if you are using Oracle, use the following script:  .oracle-mb.sql

Download and run the migration tool:
Download the  .migration tool
Unzip the   file. The directory structure of the unzipped folder is as follows:org.wso2.mb.migration.tool-2.0.zip

TOOL_HOME
|-- lib <folder>
|-- config.properties <file>
|-- tool.sh <file>
|-- README.txt <file>
|-- org.wso2.carbon.mb.migration.tool.jar

Download the relevant database connector and copy it to the   directory in the above folder structure. For example, if you arelib
upgrading your MySQL databases, you can download the MySQL connector JAR from http://dev.mysql.com/downloads/connector/j/5.1.ht

 and copy it to the   directory.ml lib
Open the   file from the folder structure shown above and update the database connection details shown below. config.properties

The downtime is limited to the time taken for switching databases in the production environment.

http://wso2.com/integration/
https://docs.wso2.com/display/EI650/Product+Administration#ProductAdministration-Changingthedefaultdatabases
https://docs.wso2.com/display/EI610/Product+Administration#ProductAdministration-databases
https://docs.wso2.com/download/attachments/119130155/org.wso2.carbon.mb.migration.tool-2.0.zip?version=1&modificationDate=1558091399000&api=v2
http://dev.mysql.com/downloads/connector/j/5.1.html
http://dev.mysql.com/downloads/connector/j/5.1.html
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#Configurations for the database
dburl=
driverclassname=
dbuser=
dbpassword=

The parameters in the above file are as follows:

dburl The URL for your broker-specific database. For example, jdbc:mysql://localhost/wso2_m
.b

driverclassname The database driver class. For example,   for MySQL.com.mysql.jdbc.Driver

dbuser The user name for connecting to the database.

dbpassword The password for connecting to the database.

Run the migration tool:
If you are on a Linux environment, open a command prompt and execute the following command:  .tool.sh
If you are on a non-Linux environment, execute the   manually.org.wso2.carbon.mb.migration.tool.jar

The database is now upgraded with the changes relevant to the Message Broker profile of WSO2 EI 6.5.0.

Migrating the configurations

To migrate all the required folders, files, libraries, etc. from WSO2 MB 3.1.0 to WSO2 EI 6.5.0:

Copy the database connector JAR files stored in the  directory to the   directory<MB_HOME>/repository/components/lib  <EI_HOME>/lib
of WSO2 EI 6.5.0.
Copy the keystores and truststores from the   directory to the <MB_HOME>/repository/resources/security <EI_HOME>/wso2/broker/re

 directory in WSO2 EI 6.5.0.spository/resources/security
If you have secondary user stores created for WSO2 MB 3.1.0, you need to copy the 'userstore' folder in the <MB_HOME>/repository/deploy

 directory to the   directory in WSO2 EI 6.5.0.ment/server/ <EI_HOME>/wso2/broker/repository/deployment/server

To migrate the configurations from WSO2 MB 3.1.0 to WSO2 EI 6.5.0:

Update the configuration files with information of the migrated keystores and truststores. See   for moreConfiguring Keystores in WSO2 products
information.
Go to the   directory and update the Carbon datasource configuration in the  datasourc<EI_HOME>/wso2/broker/conf/datasources master-
es xml file. See   for instructions.. Changing the Carbon Database
Update the configurations related to the broker-specific database in the   file and other related configurations files.master-datasources.xml
See   for instructions.Changing the Default Broker Database
Go to the   directory and update the datasource references in the   and   files to<EI_HOME>/wso2/broker/conf user-mgt.xml registry.xml
match the updated configurations in the   file. master-datasources.xml The instructions are available in Changing the Carbon Database.
Check for any further configurations that were done for WSO2 MB 3.1.0 based on your solution. For example, update the following configurations
in the Message Broker profile of WSO2 EI 6.5.0:

broker.xml
metrics.xml
metrics-properties.xml
messaging-event-broker.xml
Check the configurations related to external user stores, caching, mounting, transports etc.

Migrating tenant artifacts

If multitenancy is used, copy the tenant artifacts from the   directory to the <MB_HOME>/repository/tenants <EI_HOME>/wso2/broker/repository
 directory of WSO2 EI 6.5.0./tenants

Configuring the JMS client

To be able to connect the queues, topics, and durable topic subscribers to the Message Broker profile, change the AMQP transport port of the JMS client to
5675.

Starting the server

 Do not copy  directly between servers. Instead, .configuration files update the files manually

mysql://localhost/wso2_mb
mysql://localhost/wso2_mb
https://docs.wso2.com/display/ADMIN44x/Configuring+Keystores+in+WSO2+Products
https://docs.wso2.com/display/ADMIN44x/Changing+the+Carbon+Database
https://docs.wso2.com/display/ADMIN44x/Changing+the+Carbon+Database
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Once you have completed the migration, you can start the Message Broker profile of WSO2 EI. For details see  .Running the Product

Upgrading from WSO2 EI 6.4.0

This page walks you through the process of upgrading to WSO2 Enterprise Integrator (WSO2 EI) 6.5.0 from WSO2 EI 6.4.0. This will cover the steps for
upgrading all of the following profiles in WSO2 EI:

ESB profile
Message Broker profile
Business Process profile
Analytics profile

See the following topics for details:

Preparing to upgrade
Upgrading the databases

ESB profile
Migrating configurations of the ESB profile
Migrating artifacts of the ESB profile

Message Broker profile
Migrating configurations of the Message Broker profile
Migrating artifacts of the Message Broker profile

Business Process profile
Migrating configurations of the Business Process profile
Migrating artifacts of the Business Process profile

Analytics profile
Starting the profiles

Preparing to upgrade

The following prerequisites must be completed before upgrading:

Create a backup of the databases in your WSO2 EI 6.4.0 instance.
Copy the   directory to back up the product configurations.<EI_6.4.0_HOME>
Download the product installer from  , and install WSO2 EI 6.5.0.here
Let's call the installation location of your product the   directory.<EI_HOME>

If you installed the product using the , this is located in a place specific to your OS as shown below:installer

OS Home directory

Mac OS /Library/WSO2/EnterpriseIntegrator/6.5.0

Windows C:\Program Files\WSO2\EnterpriseIntegrator\6.5.0\

Ubuntu /usr/lib/wso2/EnterpriseIntegrator/6.5.0

CentOS /usr/lib64/EnterpriseIntegrator/6.5.0

Upgrading the databases

You can use the same   that you used for WSO2 EI 6.4.0 with WSO2 EI 6.5.0.databases

ESB profile

Follow the instructions given below to upgrade the ESB profile from WSO2 EI 6.4.0 to WSO2 EI 6.5.0.

Migrating configurations of the ESB profile

, note the following:Before you begin

If you are upgrading from a version older than WSO2 EI 6.4.0, you should first upgrade to WSO2 EI 6.4.0, and then upgrade to WSO2
EI 6.5.0.
For information on what is new in this release and why you should upgrade, see About this Release.
For more information on ports, see . The default ports in WSO2 EI are listed under Default ports of WSO2 Products Enterprise

.Integrator

The downtime is limited to the time taken for switching databases in the production environment.

 Do not copy  directly between servers. Instead, .configuration files update the files manually

http://wso2.com/integration/
https://docs.wso2.com/display/EI650/Product+Administration#ProductAdministration-Changingthedefaultdatabases
https://docs.wso2.com/display/ADMIN44x/Default+Ports+of+WSO2+Products
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1.  
2.  

3.  

4.  

1.  

2.  

3.  

4.  

1.  
2.  

3.  

1.  

2.  

3.  

4.  

5.  

a.  

To migrate all the required folders, files, libraries, etc. from WSO2 EI 6.4.0 to WSO2 EI 6.5.0:

Copy the database connector JAR files stored in the  directory to the same directory in WSO2 EI 6.5.0.<EI_6.4.0_HOME>/lib 
Copy the keystores and truststores used in the ESB profile of WSO2 EI 6.4.0 from the <EI_6.4.0_HOME>/repository/resources/securit

 directory to the same directory in WSO2 EI 6.5.0. y
If you have secondary user stores created for the ESB profile of WSO2 EI 6.4.0, you need to copy the 'userstore' folder in the <EI_6.4.0_HOME>

 directory to the same directory in WSO2 EI 6.5.0./repository/deployment/server/
If there are any third-party libraries used with WSO2 EI 6.4.0 that you want to migrate, copy the relevant libraries from WSO2 EI 6.4.0 to WSO2 EI
6.5.0: 

If you have used JMS libraries, JDBC libraries, etc., copy the contents from the   directory to the same directory<EI_6.4.0_HOME>/lib
in WSO2 EI 6.5.0.
If you have used OSGi bundles such as SVN kit etc., copy the contents from the   directory to the same<EI_6.4.0_HOME>/dropins
directory in WSO2 EI 6.5.0.

To migrate the configurations from WSO2 EI 6.4.0 to WSO2 EI 6.5.0:

Update the configuration files with information of the migrated keystores and truststores. For instructions, see Configuring Keystores in WSO2
.products

Go to the   directory and update the Carbon datasource configuration in the  datasources xml file. For<EI_HOME>/conf/datasources master- .
instructions, see   and select your database type.Changing the Carbon Database
Go to the   directory and update the datasource references in the   and   files to match the<EI_HOME>/conf user-mgt.xml registry.xml
updated configurations in the   file. The instructions are available in .master-datasources.xml Changing the Carbon Database
Check for any other configurations that were done for WSO2 EI 6.4.0 based on your solution, and update the configuration files in WSO2 EI 6.5.0
accordingly. For example, check the configurations related to external user stores, caching, mounting, transports, etc.

Migrating artifacts of the ESB profile

You should manually deploy the Composite Application Archive (C-APP) files that you have in WSO2 EI 6.4.0 to WSO2 EI 6.5.0.

To migrate mediation artifacts including message flow configurations, copy the required Synapse artifacts from the <EI_6.4.0_HOME>/reposit
 directory to the same directory in WSO2 EI 6.5.0.ory/deployment/server/synapse-configs/default

To migrate connector artifacts: 
Create a folder named synapse-libs in the   direc<EI_HOME>/repository/deployment/server/synapse-configs/default/
tory of WSO2 EI 6.5.0, and copy the JARs from the directory by the same name in WSO2 EI 6.4.0. Note that this directory will not exist in
your WSO2 EI 6.4.0 distribution if no connectors are used.
Copy the JARs from the   directory<EI_6.4.0_HOME>/repository/deployment/server/synapse-configs/default/imports
to the same directory in WSO2 EI 6.5.0.

To migrate the data service artifacts, copy the   directory to the same<EI_6.4.0_HOME>/repository/deployment/server/dataservices
directory in WSO2 EI 6.5.0.
If you have custom artifacts created in the   directory, copy them to the same directory<EI_6.4.0_HOME>/repository/deployment/server/
in WSO2 EI 6.5.0.
If multitenancy is used, copy the tenant artifacts from the   directory to the same directory in WSO2<EI_6.4.0_HOME>/repository/tenants
EI 6.5.0:

Message Broker profile

Follow the instructions given below to upgrade the Message Broker profile from WSO2 EI 6.4.0 to WSO2 EI 6.5.0.

Migrating configurations of the Message Broker profile

To migrate all the required folders, files, libraries, etc. from WSO2 EI 6.4.0 to WSO2 EI 6.5.0:
Copy the database connector JAR files stored in the  directory to the same directory WSO2 EI 6.5.0.<EI_6.4.0_HOME>/lib 
Copy the keystores and truststores used in the Message Broker profile of WSO2 EI 6.4.0 from the <EI_6.4.0_HOME>/wso2/broker/reposit

 directory to the same directory in WSO2 EI 6.5.0.ory/resources/security
If you have secondary user stores created for the Message Broker profile of WSO2 EI 6.4.0, you need to copy the 'userstore' folder in the <EI_6.

 directory to the same directory in WSO2 EI 6.5.0.4.0_HOME>/wso2/broker/repository/deployment/server/

To migrate the configurations from WSO2 EI 6.4.0 to WSO2 EI 6.5.0:

Update the configuration files with information of the migrated keystores and truststores. For instructions, see Configuring Keystores in WSO2
.products

Go to the   directory and update the Carbon datasource configuration in the  datasourc<EI_HOME>/wso2/broker/conf/datasources master-
es xml file..  See Changing the Carbon Database for instructions.
Update the configurations related to the broker-specific database in the   file and other related configurations files.master-datasources.xml
See   for instructions.Changing the Default Broker Database
Go to the   directory datasource the   and   files<EI_HOME>/wso2/broker/conf  and update the   references in  user-mgt.xml registry.xml  to

the   filematch the updated configurations in  master-datasources.xml . The instructions are available in  .Changing the Carbon Database
Check for any further configurations that were done for the Message Broker profile in WSO2 EI 6.4.0 based on your solution. For example, check
and update the following configurations in the Message Broker profile of WSO2 EI 6.5.0:

 Do not copy  directly between servers. Instead, .configuration files update the files manually

https://docs.wso2.com/display/ADMIN44x/Configuring+Keystores+in+WSO2+Products
https://docs.wso2.com/display/ADMIN44x/Configuring+Keystores+in+WSO2+Products
https://docs.wso2.com/display/ADMIN44x/Changing+the+Carbon+Database
https://docs.wso2.com/display/ADMIN44x/Changing+the+Carbon+Database
https://docs.wso2.com/display/ADMIN44x/Configuring+Keystores+in+WSO2+Products
https://docs.wso2.com/display/ADMIN44x/Configuring+Keystores+in+WSO2+Products
https://docs.wso2.com/display/ADMIN44x/Changing+the+Carbon+Database
https://docs.wso2.com/display/ADMIN44x/Changing+the+Carbon+Database
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a.  
b.  
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d.  
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a.  
b.  
c.  
d.  
e.  
f.  
g.  
h.  

broker.xml
metrics.xml
metrics-properties.xml
messaging-event-broker.xml
Check configurations related to external user stores, caching, mounting, transports etc.

Migrating artifacts of the Message Broker profile

If multitenancy is used, copy the tenant artifacts from the   directory to the same directory in<EI_6.4.0_HOME>/wso2/broker/repository/tenants
WSO2 EI 6.5.0.

Business Process profile

Follow the instructions given below to upgrade the Business Process profile from WSO2 EI 6.4.0 to WSO2 EI 6.5.0.

Migrating configurations of the Business Process profile

To migrate all the required folders, files, libraries, etc. from WSO2 EI 6.4.0 to WSO2 EI 6.5.0:

Copy the database connector JAR files stored in the   directory to the same directory in WSO2 EI 6.5.0. For example, the<EI_6.4.0_HOME>/lib
JAR for the Oracle database ( ) can be copied.ojdbc7.jar
Copy the keystores and truststores used in the Business Process profile of WSO2 EI 6.4.0 from the <EI_6.4.0_HOME>/wso2/business-proc

 directory to the same directory in WSO2 EI 6.5.0.ess/repository/resources/security
If you have secondary user stores created for the Business Process profile of WSO2 EI 6.4.0, you need to copy the 'userstore' folder in the <EI_6

 directory to the same directory in WSO2 EI 6.5.0..4.0_HOME>/wso2/business-process/repository/deployment/server/

To migrate the configurations from WSO2 EI 6.4.0 to WSO2 EI 6.5.0:

Update the configuration files with information of the migrated keystores and truststores. For more information, see Configuring Keystores in
.WSO2 products

Go to the   directory and update the Carbon datasource configuration in the <EI_HOME>/wso2/business-process/conf/datasources mast
datasources xml file. For instructions, see   and select your database type.er- . Changing the Carbon Database

Go to the   directory datasource the   and <EI_HOME>/wso2/business-process/conf  and update the   references in  user-mgt.xml registry
 files the   file.xml  to match the updated configurations in  master-datasources.xml . The instructions are available in Changing the Carbon

Database.
Go to the   directory and update the files relevant to your BPMN/BPEL database: <EI_HOME>/wso2/business-process/conf/datasources

If you are using BPMN, update the   file with the datasource connection details.activiti-datasources.xml
If you are using BPEL, update the   file with the datasource connection details.bps-datasources.xml

For instructions, see .Changing the Default Databases for BPMN and BPEL
Open the   file and change   to  . You can see the<EI_HOME>/wso2/business-process/conf/humantask.xml GenerateDdl false
deployed human task packages with the version in the console. A migration success message is printed once the migration completes
successfully.

<GenerateDdl>false</GenerateDdl>

Check for any further configurations that were done for the Business Process profile of WSO2 EI 6.4.0 based on your solution. For example, check
and update the following configurations in WSO2 EI 6.5.0:

humantask.xml
axis2.xml
bps.xml
Activiti.xml
Tenant-mgt.xml
b4p-coordination-config.xml
process-cleanup.properties
Check the configurations related to external user stores, caching, mounting, transports, etc.

Migrating artifacts of the Business Process profile

Follow the steps given below:

Copy the BPEL .zip packages in the   directory to<EI_6.4.0_HOME>/wso2/business-process/repository/deployment/server/bpel
the same directory in WSO2 EI 6.5.0.
Copy the BPMN .bar packages in the   directory to<EI_6.4.0_HOME>/wso2/business-process/repository/deployment/server/bpmn
the same directory in WSO2 EI 6.5.0. 
Copy the humantask .zip packages in the <EI_6.4.0_HOME>/wso2/business-process/repository/deployment/server/humantasks

 Do not copy  directly between servers. Instead, .configuration files update the files manually

https://docs.wso2.com/display/ADMIN44x/Configuring+Keystores+in+WSO2+Products
https://docs.wso2.com/display/ADMIN44x/Configuring+Keystores+in+WSO2+Products
https://docs.wso2.com/display/ADMIN44x/Changing+the+Carbon+Database
https://docs.wso2.com/display/ADMIN44x/Changing+the+Carbon+Database
https://docs.wso2.com/display/ADMIN44x/Changing+the+Carbon+Database
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 directory to the same directory in WSO2 EI 6.5.0.
If you have custom artifacts created in the   directory,<EI_6.4.0_HOME>/wso2/business-process/repository/deployment/server/
copy them to the same directory in WSO2 EI 6.5.0.
If multitenancy is used, copy the tenant artifacts from the   directory to<EI_6.4.0_HOME>/wso2/business-process/repository/tenants
the same directory in WSO2 EI 6.5.0.

Analytics profile

If you have configured EI 6.4.0 to publish ESB data to the Analytics profile, you need to enable the same in EI 6.5.0. To do this, follow the instructions in Pu
.blishing ESB Data to the Analytics Profile

Starting the profiles

You can now start the WSO2 EI 6.5.0 product. For instructions on starting each of the profiles in the product, see  .Running the Product

Clustered Deployment

You can set up a WSO2 Enterprise Integrator cluster with a third-party load balancer as depicted in the diagram below. 

 how to cluster different profiles of WSO2 EI:give you information and instructions onThe following sections 

Clustering the ESB Profile
Clustering the Business Process Profile
Clustering the Analytics Profile
Clustering the Message Broker Profile

Clustering the ESB Profile

The following sections provide information and instructions on how to cluster the ESB profile of WSO2 Enterprise Integrator (WSO2 EI) with a third-party
load balancer. 

The deployment pattern
Configuring the load balancer

Note that from EI 6.5.0 onwards, you need to configure the  file to enable the ESB server to publish statistics<EI_HOME>/conf/carbon.xml
 in the EI 6.4.0 and older versions you need to configure theto the Analytics profile, whereas <EI_HOME>/repository/deployment/server

 and /eventpublishers/MessageFlowConfigurationPublisher.xml <EI_HOME>/repository/deployment/server/eventpubl
 files instead.ishers/MessageFlowStatisticsPublisher.xml

For most of the production deployments, which involve multiple profiles you need not share the Registry DB or User DB among
different profiles. Instead, you need to share them only within the instances of the same profile.
The third-party load balancer is not applicable for the message broker profile.
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Creating the databases
Configuring the ESB profile node

Mounting the registry
Connecting to the databases
Configuring cluster settings
Optional: Configuring Hazelcast properties
General configurations

Deploying artifacts across the nodes
Using Network File Share (NFS)
Using Remote Synchronization (Rsync)

Testing the cluster
Tuning performance of the cluster

The deployment pattern

This deployment scenario uses a two-node ESB cluster. That is, two ESB nodes are configured to serve requests with high availability and scalability. As
depicted by the following diagram, the product nodes in the cluster are fronted by an external third-party load balancer, which routes requests to the two
nodes on a round-robin basis.

Note that the two ESB nodes are configured as . It is always recommended to have all nodes of the cluster as well-knownwell-known members
members.

When configuring your WSO2 products for clustering using Hazelcast, you need to use a specific IP address in your configurations and not
localhost.

1.  

In this guide, the IP of the first ESB node is referred to as  and the IP of the second ESB node ishttps://xxx.xxx.xxx.xx1
referred to as .https://xxx.xxx.xxx.xx2
If you want to test out clustering in a development environment using the same server, you need to port offset one of your ESB nodes. 
Follow the steps given below:

Specify the port offset value in the   file.<EI_HOME>/conf/carbon.xml

Click here for more information on configuring the port offset.

When you run multiple products/clusters or multiple instances of the same product on the same server or virtual machines
(VMs), change their default ports with an offset value to avoid port conflicts. An offset defines the number by which all
ports in the runtime (e.g., HTTP(S) ports) are increased. For example, if the default HTTP port is 9763 and the offset is 1,
the effective HTTP port will change to 9764. For each additional product instance, set the port offset to a unique value.
The offset of the default ports is zero.

The port value will automatically increase as shown in the  column in the following table, allowing all fivePort Value
WSO2 product instances or servers to run on the same machine.

This is not recommended for production environments. Change all ports used in your configurations based on the
offset value if you are setting a port offset for the specific node.

For more information on the default ports of WSO2 Enterprise Integrator, see the .WSO2 administration guide

https://docs.wso2.com/display/ADMIN44x/Clustering+Overview#ClusteringOverview-wka
https://docs.wso2.com/display/ADMIN44x/Default+Ports+of+WSO2+Products#DefaultPortsofWSO2Products-EnterpriseIntegrator
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1.  
2.  

Configuring the load balancer

The load balancer automatically distributes incoming traffic across multiple WSO2 product instances. It enables you to achieve greater levels of fault
tolerance in your cluster and provides the required balancing of load needed to distribute traffic.

Follow the steps below to configure   version 1.7.11 or   version 1.9.2 as the load balancer.NGINX Plus NGINX community

Install NGINX Plus or the NGINX community version on your cluster network.
Create a VHost file named   in the   directory and add the following configurations. ei.http.conf /etc/nginx/conf.d
This configures NGINX Plus to direct the HTTP requests to the two ESB nodes (  and ) via the HTTP 80xxx.xxx.xxx.xx1 xxx.xxx.xxx.xx2
port using the   URL. http://ei.wso2.com/

1.  

WSO2 product instance Port Offset Port Value

WSO2 server 1 0 9443

WSO2 server 2 1 9444

WSO2 server 3 2 9445

WSO2 server 4 3 9446

WSO2 server 5 4 9447

Example:

<Ports>
 ...
 <Offset>5</Offset>
 ...
</Ports>

Note the following facts when configuring the load balancer:

These configurations are not required if your clustering setup does not have a load balancer.
The load balancer ports of the deployment pattern that is shown above are HTTP 80 and HTTPS 443. If your system uses any other
ports, be sure to replace 80 and 443 values with the corresponding ports when you follow the configuration steps in this section.
The load balancer directs requests to the server on a round robin basis. For example, the load balancer will direct requests to node 1 (x

) of the ESB cluster as follows:xx.xxx.xxx.xx1
HTTP requests will be directed to node 1 using the   URL via HTTP 80 port.http://xxx.xxx.xxx.xx1/<service>
HTTPS requests will be directed to node 1 using the   URL via HTTPS 443 port.https://xxx.xxx.xxx.xx1/<service>
The management console of node 1 will be accessed using the  URL via HTTPShttps://xxx.xxx.xxx.xx1/carbon/
443 port.

It is recommended to use NGINX Plus as your load balancer of choice.

a.  
b.  

If you are setting up NGINX on a Mac OS, you will not have the  directory. Follow the steps given below to add the VHost filesconf.d
mentioned in this step and the preceding steps:

Create a directory named  in the  directory, and create the  file in it.conf nginx ei.http.conf
Open the  file and add the following entry before the final .nginx/nginx.conf }
This includes all the files in the  directory into the NGINX server.conf

include conf/*.conf;

https://www.nginx.com/products/
http://nginx.org/
http://ei.wso2.com/
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2.  

3.  

Nginx Community Version and NGINX Plus

upstream wso2.ei.com {
        server xxx.xxx.xxx.xx1:8280;
        server xxx.xxx.xxx.xx2:8280;
}

server {
        listen 80;
        server_name ei.wso2.com;
        location / {
proxy_set_header X-Forwarded-Host $host;
proxy_set_header X-Forwarded-Server $host;
proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;
proxy_set_header Host $http_host;
proxy_read_timeout 5m;
proxy_send_timeout 5m;
proxy_pass http://wso2.ei.com;

      proxy_http_version 1.1;
            proxy_set_header Upgrade $http_upgrade;
            proxy_set_header Connection "upgrade";
        }
}

Create a VHost file ( ) in the  directory or in the  directory if you are on a Mac OS and add theei.https.conf nginx/conf.d nginx/conf
following configurations. This configures NGINX Plus to direct the HTTPS requests to the two ESB nodes (xxx.xxx.xxx.xx1 and
xxx.xxx.xxx.xx2) via the HTTPS 443 port using the   URL.https://ei.wso2.com/

Nginx Community Version

Make sure that the SSL files you create in  are in the  directory. If it is not, update the path given below.step 6 /etc/nginx/ssl/
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3.  

4.  

upstream ssl.wso2.ei.com {
    server xxx.xxx.xxx.xx1:8243;
    server xxx.xxx.xxx.xx2:8243;
    ip_hash;
}
 
server {
listen 443;
    server_name ei.wso2.com;
    ssl on;
    ssl_certificate /etc/nginx/ssl/server.crt;
    ssl_certificate_key /etc/nginx/ssl/server.key;
    location / {
proxy_set_header X-Forwarded-Host $host;
proxy_set_header X-Forwarded-Server $host;
proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;
proxy_set_header Host $http_host;
proxy_read_timeout 5m;
proxy_send_timeout 5m;
proxy_pass https://ssl.wso2.ei.com;
 
proxy_http_version 1.1;
proxy_set_header Upgrade $http_upgrade;
proxy_set_header Connection "upgrade";
        }
}

NGINX Plus

upstream ssl.wso2.ei.com {
 server xxx.xxx.xxx.xx1:8243;
 server xxx.xxx.xxx.xx2:8243;
 
   sticky learn create=$upstream_cookie_jsessionid
   lookup=$cookie_jsessionid
   zone=client_sessions:1m;
}

server {
listen 443;
 server_name ei.wso2.com;
 ssl on;
 ssl_certificate /etc/nginx/ssl/server.crt;
 ssl_certificate_key /etc/nginx/ssl/server.key;
 location / {
proxy_set_header X-Forwarded-Host $host;
proxy_set_header X-Forwarded-Server $host;
proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;
proxy_set_header Host $http_host;
proxy_read_timeout 5m;
proxy_send_timeout 5m;
      proxy_pass https://ssl.wso2.ei.com;
 
      proxy_http_version 1.1;
      proxy_set_header Upgrade $http_upgrade;
      proxy_set_header Connection "upgrade";
     }
}
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4.  

5.  
6.  

a.  

b.  

c.  

Configure NGINX to access the management console as   via the HTTPS 443 port. To do this, create ahttps://ui.ei.wso2.com/carbon
VHost file (  ) in the   directory or in the   directory if you are on a Mac OS and add theui.ei.https.conf nginx/conf.d/ nginx/conf
following configurations into it.

Nginx Community Version and NGINX Plus

server {
 listen 443;
 server_name ui.ei.wso2.com;
 ssl on;
 ssl_certificate /etc/nginx/ssl/server.crt;
 ssl_certificate_key /etc/nginx/ssl/server.key;

 location / {
proxy_set_header X-Forwarded-Host $host;
proxy_set_header X-Forwarded-Server $host;
proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;
proxy_set_header Host $http_host;
proxy_read_timeout 5m;
proxy_send_timeout 5m;
      proxy_pass https://xxx.xxx.xxx.xx1:9443/;
 
      proxy_http_version 1.1;
      proxy_set_header Upgrade $http_upgrade;
      proxy_set_header Connection "upgrade";
     }
 error_log  /var/log/nginx/ui-error.log ;
    access_log  /var/log/nginx/ui-access.log;
}

Create a directory named  inside the  directory.ssl nginx
Follow the instructions below to create SSL certificates for both ESB nodes.

Execute the following command to create the Server Key: 

$sudo openssl genrsa -des3 -out server.key 1024

Execute the following command to request to sign the certificate:

$sudo openssl req -new -key server.key -out server.csr

Execute the following commands to remove the passwords:

Make sure that the SSL files you create in  are in the  directory. If it is not, update the path given below.step 6 /etc/nginx/ssl/

Enter  as the common name when creating the keys.ei.wso2.com



WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 468

6.  

c.  

d.  

e.  

7.  

$sudo cp server.key server.key.org  
$sudo openssl rsa -in server.key.org -out server.key

Execute the following command to sign your SSL Certificate:

$sudo openssl x509 -req -days 365 -in server.csr -signkey server.key
-out server.crt

Execute the following command to add the certificate to the <EI_HOME>/repository/resources/security/client-truststore
 file:.jks

keytool -import -trustcacerts -alias server -file server.crt -keystore
client-truststore.jks

Execute the following command to restart the NGINX Plus server:
NGINX Community

sudo nginx -s stop
sudo nginx

NGINX Plus

sudo service  nginx  restart

When prompted, give the default password  .wso2carbon

Execute the following command if you do not need to restart the server when you are simply making a modification to the VHost file: 

sudo nginx -s reload 

Execute the following command if you do not need to restart the server when you are simply making a modification to the VHost file: 
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7.  

1.  
2.  
3.  

4.  

5.  

6.  
7.  

Creating the databases

All profiles of WSO2 EI uses a database to store information such as user management details and registry data. All nodes in the cluster must use one
central database for config and governance registry mounts. You can create the following databases and associated datasources.

Database Name Description

WSO2_USER_DB JDBC user store and authorization manager

REGISTRY_DB Shared database for config and governance registry mounts in the product's nodes

REGISTRY_LOCAL1 Local registry space in Node 1

REGISTRY_LOCAL2 Local registry space in Node 2

Following the steps below to create the necessary databases.

Download and install  .MySQL Server
Download the  .MySQL JDBC driver
Download and unzip the WSO2 EI binary distribution. 

Unzip the downloaded MySQL driver, and copy the MySQL JDBC driver JAR ( ) into the mysql-connector-java-x.x.xx-bin.jar <EI_HOME
 directory of   ESB nodes.>/lib/ both

Execute the following command in a terminal/command window, where the username is the username you want to use to access the databases: m
ysql -u username -p
When prompted, specify the password to access the databases with the username you specified.
Create the databases using the following commands:

sudo service nginx reload 

It is recommended to use an industry-standard RDBMS such as Oracle, PostgreSQL, MySQL, MS SQL, etc. for most enterprise testing and
production environments. However, you can also use the embedded H2 database only for the  and .REGISTRY_LOCAL1 REGISTRY_LOCAL2

These instructions assume you are installing MySQL as your relational database management system (RDBMS), but   you can install another
. supported RDBMS as needed

Throughout this guide,  refers to the extracted directory of the WSO2 EI product distribution.<EI_HOME>

If you are using MySQL 5.7 or a later version, you need to use the   script instead of the  script. This scriptmysql5.7.sql  mysql.sql
has been tested on MySQL 5.7 and MySQL 8.

http://dev.mysql.com/downloads/
http://dev.mysql.com/downloads/connector/j/
http://wso2.com/integration
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mysql> create database WSO2_USER_DB;
mysql> use WSO2_USER_DB;
mysql> source <EI_HOME>/dbscripts/mysql.sql;
mysql> grant all on WSO2_USER_DB.* TO
regadmin@"carbondb.mysql-wso2.com" identified by "regadmin";

mysql> create database REGISTRY_DB;
mysql> use REGISTRY_DB;
mysql> source <EI_HOME>/dbscripts/mysql.sql;
mysql> grant all on REGISTRY_DB.* TO regadmin@"carbondb.mysql-wso2.com"
identified by "regadmin";

mysql> create database REGISTRY_LOCAL1;
mysql> use REGISTRY_LOCAL1;
mysql> source <EI_HOME>/dbscripts/mysql.sql;
mysql> grant all on REGISTRY_LOCAL1.* TO
regadmin@"carbondb.mysql-wso2.com" identified by "regadmin";
 
mysql> create database REGISTRY_LOCAL2;
mysql> use REGISTRY_LOCAL2;
mysql> source <EI_HOME>/dbscripts/mysql.sql;
mysql> grant all on REGISTRY_LOCAL2.* TO
regadmin@"carbondb.mysql-wso2.com" identified 
by "regadmin";

Configuring the ESB profile node

Do the following configurations for all nodes of your cluster.

Mounting the registry

Add the following configurations to the   file of each ESB node to configure the shared registry database and mounting<EI_HOME>/conf/registry.xml
details. This ensures that the shared registry for governance and configurations (i.e., the   database) mount on both ESB nodes. REGISTRY_DB

About using MySQL in different operating systems
For users of Microsoft Windows, when creating the database in MySQL, it is important to specify the character set as latin1. Failure to
do this may result in an error (error code: 1709) when starting your cluster. This error occurs in certain versions of MySQL (5.6.x) and is
related to the UTF-8 encoding. MySQL originally used the latin1 character set by default, which stored characters in a 2-byte sequence.
However, in recent versions, MySQL defaults to UTF-8 to be friendlier to international users. Hence, you must use latin1 as the
character set as indicated below in the database creation commands to avoid this problem. Note that this may result in issues with
non-latin characters (like Hebrew, Japanese, etc.). The following is how your database creation command should look.

mysql> create database <DATABASE_NAME> character set latin1;

For users of other operating systems, the standard database creation commands will suffice. For these operating systems, the following
is how your database creation command should look.

mysql> create database <DATABASE_NAME>;

Note the following when adding these configurations:

The existing   called   .dbConfig wso2registry must not be removed
The datasource you specify in the  tag must match the JNDI Config name you specify in the <dbConfig name="sharedregistry">

 file.<EI_HOME>/conf/datasources/master-datasources.xml
The registry mount path denotes the type of registry. For example, ” ” refers to configuration Registry, and "/_system/config /_syst

" refers to the governance registry.em/governance
The <dbconfig> entry enables you to identify the datasource you configured in the <EI_HOME>/conf/datasources/master-datas

 file. The unique name "s " refers to that datasource entry.ources.xml haredregistry
The  section refers to an external registry mount. Specify the read-only/read-write nature of this instance, caching<remoteInstance>
configurations and the registry root location in this section.
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<dbConfig name="sharedregistry">
<dataSource>jdbc/WSO2RegistryDB</dataSource>
</dbConfig> 

<remoteInstance url="https://localhost:9443/registry">
    <id>instanceid</id>
    <dbConfig>sharedregistry</dbConfig>
    <readOnly>false</readOnly>
    <enableCache>true</enableCache>
    <registryRoot>/</registryRoot>
<cacheId>regadmin@jdbc:mysql://carbondb.mysql-wso2.com:3306/REGISTRY_DB
?autoReconnect=true</cacheId>
</remoteInstance>
 
<mount path="/_system/config" overwrite="true">
    <instanceId>instanceid</instanceId>
    <targetPath>/_system/eiconfig</targetPath>
</mount>
 
<mount path="/_system/governance" overwrite="true">
    <instanceId>instanceid</instanceId>
    <targetPath>/_system/governance</targetPath>
</mount>

Connecting to the databases

Update the datasources by following the steps given below.

Open the  file, and configure the datasources to point to the relevant databases<EI_HOME>/conf/datasources/master-datasources.xml
for each ESB node. 

ESB Node 1

For ESB node 1, configure the datasources to point to the  ,  , and   databases as follows:REGISTRY_LOCAL1 WSO2_REGISTRY_DB WSO2_USER_DB

<datasources-configuration
xmlns:svns="http://org.wso2.securevault/configuration"> 
     <providers> 
       
<provider>org.wso2.carbon.ndatasource.rdbms.RDBMSDataSourceReader</prov
ider> 
    </providers> 
    <datasources> 
        <datasource> 
            <name>REGISTRY_LOCAL1</name> 

Also, specify the cache ID in the  section. This enables caching to function properly in the clustered environment.<remoteInstance>

Define a unique name in the  tag for each remote instance. This is then referred to from mount configurations. In the above<id>
example, the unique ID for the remote instance is " ".instanceId
Specify the actual mount path and target mount path in each of the mounting configurations. The target path can be any meaningful
name. In this instance, it is " "./_system/eiconfig

Cache ID is the same as the JDBC connection URL of the registry database. This value is the Cache ID of the remote
instance. It should be in the format of , where  is the$database_username@$database_url $database_username
username of the remote instance database and  is the remote instance database URL. This cacheID$database_url
denotes the enabled cache. In this case, the database it should connect to is , which is the database sharedREGISTRY_DB
across all the nodes. You can find that in the mounting configurations of the same datasource that is being used.

Replace the username, password, and database URL of your MySQL environment accordingly.
If you have not enabled SSL, append the  property to the value of the  property.useSSL=false <url>
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            <description>The datasource used for registry-
local</description> 
            <jndiConfig> 
 <name>jdbc/WSO2CarbonDB</name> 
            </jndiConfig> 
            <definition type="RDBMS"> 
 <configuration> 
    
<url>jdbc:mysql://carbondb.mysql-wso2.com:3306/REGISTRY_LOCAL1?autoReco
nnect=true</url> 
     <username>regadmin</username> 
     <password>regadmin</password> 
     <driverClassName>com.mysql.jdbc.Driver</driverClassName> 
     <maxActive>50</maxActive> 
     <maxWait>60000</maxWait> 
     <testOnBorrow>true</testOnBorrow> 
     <validationQuery>SELECT 1</validationQuery> 
     <validationInterval>30000</validationInterval> 
 </configuration> 
            </definition> 
        </datasource> 
        <datasource> 
            <name>REGISTRY_DB</name> 
            <description>The datasource used for registry-
config/governance</description> 
            <jndiConfig> 
 <name>jdbc/WSO2RegistryDB</name> 
            </jndiConfig> 
            <definition type="RDBMS"> 
 <configuration> 
    
<url>jdbc:mysql://carbondb.mysql-wso2.com:3306/REGISTRY_DB?autoReconnec
t=true</url> 
     <username>regadmin</username> 
     <password>regadmin</password> 
     <driverClassName>com.mysql.jdbc.Driver</driverClassName> 
     <maxActive>50</maxActive> 
     <maxWait>60000</maxWait> 
     <testOnBorrow>true</testOnBorrow> 
     <validationQuery>SELECT 1</validationQuery> 
     <validationInterval>30000</validationInterval> 
 </configuration> 
            </definition> 
        </datasource> 
         <datasource> 
            <name>WSO2_USER_DB</name> 
            <description>The datasource used for registry and user
manager</description> 
            <jndiConfig> 
 <name>jdbc/WSO2UMDB</name> 
            </jndiConfig> 
            <definition type="RDBMS"> 
 <configuration> 
     <url>jdbc:mysql://carbondb.mysql-wso2.com:3306/WSO2_USER_DB</url> 
     <username>regadmin</username> 
     <password>regadmin</password> 
     <driverClassName>com.mysql.jdbc.Driver</driverClassName> 
     <maxActive>50</maxActive> 
     <maxWait>60000</maxWait> 
     <testOnBorrow>true</testOnBorrow> 
     <validationQuery>SELECT 1</validationQuery> 
     <validationInterval>30000</validationInterval> 
 </configuration> 
            </definition> 
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        </datasource> 
   </datasources> 
</datasources-configuration>

ESB Node 2

For node 2, configure the datasources to point to the  ,  , and  databases as shownREGISTRY_LOCAL2 WSO2_REGISTRY_DB WSO2_USER_DB
below. Change the username, password, and database URL as needed for your environment.

<datasources-configuration
xmlns:svns="http://org.wso2.securevault/configuration">     <providers>
       
<provider>org.wso2.carbon.ndatasource.rdbms.RDBMSDataSourceReader</prov
ider>
    </providers>
    <datasources>
        <datasource>
            <name>REGISTRY_LOCAL2</name>
            <description>The datasource used for registry-
local</description>
            <jndiConfig>
 <name>jdbc/WSO2CarbonDB</name>
            </jndiConfig>
            <definition type="RDBMS">
 <configuration>
    
<url>jdbc:mysql://carbondb.mysql-wso2.com:3306/REGISTRY_LOCAL2?autoReco
nnect=true</url>
     <username>regadmin</username>
     <password>regadmin</password>
     <driverClassName>com.mysql.jdbc.Driver</driverClassName>
     <maxActive>50</maxActive>
     <maxWait>60000</maxWait>
     <testOnBorrow>true</testOnBorrow>
     <validationQuery>SELECT 1</validationQuery>
     <validationInterval>30000</validationInterval>
 </configuration>
            </definition>
        </datasource>
        <datasource>
            <name>REGISTRY_DB</name>
            <description>The datasource used for registry-
config/governance</description>
            <jndiConfig>
 <name>jdbc/WSO2RegistryDB</name>
            </jndiConfig>
            <definition type="RDBMS">
 <configuration>
    
<url>jdbc:mysql://carbondb.mysql-wso2.com:3306/REGISTRY_DB?autoReconnec
t=true</url>
     <username>regadmin</username>
     <password>regadmin</password>
     <driverClassName>com.mysql.jdbc.Driver</driverClassName>
     <maxActive>50</maxActive>
     <maxWait>60000</maxWait>
     <testOnBorrow>true</testOnBorrow>
     <validationQuery>SELECT 1</validationQuery>
     <validationInterval>30000</validationInterval>
 </configuration>
            </definition>
        </datasource>
         <datasource>
            <name>WSO2_USER_DB</name>
            <description>The datasource used for registry and user
manager</description>
            <jndiConfig>
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 <name>jdbc/WSO2UMDB</name>
            </jndiConfig>
            <definition type="RDBMS">
 <configuration>
     <url>jdbc:mysql://carbondb.mysql-wso2.com:3306/WSO2_USER_DB</url>
     <username>regadmin</username>
     <password>regadmin</password>
     <driverClassName>com.mysql.jdbc.Driver</driverClassName>
     <maxActive>50</maxActive>
     <maxWait>60000</maxWait>
     <testOnBorrow>true</testOnBorrow>
     <validationQuery>SELECT 1</validationQuery>
     <validationInterval>30000</validationInterval>
 </configuration>
            </definition>
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        </datasource>
   </datasources>
</datasources-configuration>

Add the following configuration in the  file to configure the user stores. Update the   property in<EI_HOME>/conf/user-mgt.xml dataSource
all nodes in the  file as shown below to configure the datasource: <EI_HOME>/conf/user-mgt.xml

<Property name="dataSource">jdbc/WSO2UMDB</Property>

Configuring cluster settings

WSO2 products use  as its default clustering engine. Given below are the steps for connecting a product node to the cluster.Hazelcast

Open the   file for each of the two ESB nodes, and apply the following cluster configurations:<EI_HOME>/conf/axis2/axis2.xml
Enable clustering for each node as follows:

<clustering
class="org.wso2.carbon.core.clustering.hazelcast.HazelcastClusteringAge
nt" enable="true">

Confirm that the membership scheme is set to . This enables the well-known address registration method as shown below. Eachwka
node sends cluster initiation messages to the WKA members. 

<parameter name="membershipScheme">wka</parameter>

Specify the name of the cluster to which the node joins:

<parameter name="domain">wso2.ei.domain</parameter>

Specify the host to communicate cluster messages. For example, if the IP addresses of the two ESB nodes are  and xxx.xxx.xxx.xx1
, they should be specified in the configuration as shown below.xxx.xxx.xxx.xx2

For ESB Node 1

<parameter name="localMemberHost">xxx.xxx.xxx.xx1</parameter>

For ESB Node 2

<parameter name="localMemberHost">xxx.xxx.xxx.xx2</parameter>

https://docs.wso2.com/display/ADMIN44x/Clustering+Overview
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Specify the port to communicate cluster messages as follows:

<parameter name="localMemberPort">4100</parameter>

Specify the well-known members in the cluster in  as shown below. For example, when you configure one ESB node, youboth nodes
need to specify the other nodes in the cluster as well-known members as shown below. The port value for the WKA node must be the
same value as it's localMemberPort (in this case it is 4100).

<members>
    <member>
  <hostName>xxx.xxx.xxx.xx1</hostName>
  <port>4100</port> 
 </member>
 <member>
  <hostName>xxx.xxx.xxx.xx2</hostName>
  <port>4100</port> 
 </member>
</members>

Uncomment and edit the   element under WSDLEPRPrefix org.apache.synapse.transport.passthru.PassThroughHttpListe
 in the   section.ner transportReceiver

<parameter name="WSDLEPRPrefix"
locked="false">http://ei.wso2.com:80</parameter> 

Uncomment and edit the   element under WSDLEPRPrefix org.apache.synapse.transport.passthru.PassThroughHttpSSLLi
 in the   section.stener transportReceiver

<parameter name="WSDLEPRPrefix"
locked="false">https://ei.wso2.com:443</parameter>

Edit the   file as follows to configure the hostname:<EI_HOME>/conf/carbon.xml

<HostName>ei.wso2.com</HostName>

This port number is not affected by the port offset value specified in the   file. If this port<EI_HOME>/conf/carbon.xml
number is already assigned to another server, the clustering framework automatically increments this port number.

However, if there are two servers running on the same machine, ensure that a unique port is set for each server. For example,
you can have port 4100 for node 1 and port 4200 for node 2.

You can also use IP address ranges for the hostname (e.g., 192.168.1.2-10). However, you can define a range only for the
last portion of the IP address. Smaller the range, faster the time it takes to discover members since each node has to scan a
lesser number of potential members. The best practice is to add all the members (including itself) in all the nodes to avoid any
conflicts in configurations.
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Optional: Configuring Hazelcast properties

You can configure the hazelcast properties for the product nodes by following the steps given below.

Create the  file with the following property configurations, and copy the file to the   directory. hazelcast.properties <EI_HOME>/conf/

#Disabling the hazelcast shutdown hook
hazelcast.shutdownhook.enabled=false
#Setting the hazelcast logging type to log4j
hazelcast.logging.type=log4j

The above configurations are explained below.
Hazelcast shutdown hook: This configuration disables the shutdown hook in hazelcast, which ensures that the hazelcast instance shuts
down gracefully whenever the product node shuts down. If the hazelcast shutdown hook is enabled (which is the default behavior of a
product), you will see errors such as " " at the time of shutting down the product node: This is because theHazelcast instance is not active!
hazelcast instance shuts down too early when the shutdown hook is enabled.
Hazelcast logging type: This configuration sets the hazelcast logging type to log4j, which allows hazelcast logs to be written to the wso

 file.2carbon.log
If you have enabled log4j for hazelcast logging as shown above, be sure to enter the configuration shown below in the  filelog4j.properties
(stored in the    directory). This can be used to configure the log level for hazelcast logging. For a clustered production<EI_HOME>/conf/
environment, it is recommended to use INFO as the log level as shown below.

log4j.logger.com.hazelcast=INFO

General configurations

Add the host entries to your DNS, or “/etc/hosts” file (in Linux) in all the nodes of the cluster to map the hostnames to the IP addresses. Map the
following hostnames to your IP address in the /etc/host file.

ei.wso2.com
ui.ei.wso2.com
carbondb.mysql-wso2.com if you have 

Example:

xxx.xxx.xxx.xxx ei.wso2.com
xxx.xxx.xxx.xxx ui.ei.wso2.com
<IP-of-the-DB-SERVER> carbondb.mysql-wso2.com

Edit the   file as follows: HERE<EI_HOME>/conf/tomcat/catalina-server.xml

Add  to the  class with the port defined as :proxyPort="80" org.apache.coyote.http11.Http11NioProtocol 9763

<Connector protocol="org.apache.coyote.http11.Http11NioProtocol"
 port="9763"
 proxyPort="80"
 ...
 />

Add   to the   class with the port defined as :proxyPort="443" org.apache.coyote.http11.Http11NioProtocol 9443
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<Connector protocol="org.apache.coyote.http11.Http11NioProtocol"
 port="9443"
 proxyPort="443"
 ...
 />

Click here for more information on this configuration.

The   tag sets the protocol to handle incoming traffic. The default value is  , which uses an auto-switchingConnector protocol HTTP/1.1
mechanism to select either a blocking Java-based connector or an APR/native connector. If the   (Windows) or   (onPATH LD_LIBRARY_PATH
most UNIX systems) environment variables contain the Tomcat native library, the APR/native connector will be used. If the native library
cannot be found, the blocking Java-based connector will be used. Note that the APR/native connector has different settings from the Java
connectors for HTTPS.

The non-blocking Java connector used is an explicit protocol that does not rely on the auto-switching mechanism described above. The
following is the value used:
org.apache.coyote.http11.Http11NioProtocol

The TCP   number is the value that this   will use to create a server socket and await incoming connections. Your operatingport Connector
system will allow only one server application to listen to a particular port number on a particular IP address. If the special value of 0 (zero) is
used, Tomcat will select a free port at random to use for this connector. This is typically only useful in embedded and testing applications.

Deploying artifacts across the nodes

Use the following deployment synchronization recommendations based on the rate of change of artifacts that happen in your cluster:

For a   rate of changes (i.e., if changes happen very frequently):high
- Network File Share (NFS)
For a   rate of changemedium
- Remote Synchronization (Rsync)
For a   rate of changes (i.e., if changes happen once a week):low
- use the configuration management system to handle artifacts
- other deployment options (e.g., Puppet, Chef etc.)

Using Network File Share (NFS)

You can use a common shared file system such as Network File System (NFS) or any other shared file system as the content synchronization mechanism.
You need to mount the   directory of the two nodes to the shared file system to share all the artifacts<EI_HOME>/repository/deployment/server
between both nodes. 

Using Remote Synchronization (Rsync)

If you are unable to maintain a shared file system, you can synchronize content using Rsync. The   tool, which is a file copying tool is anotherRsync
common approach for synchronizing artifacts across all cluster nodes. Therefore, you can first deploy artifacts in one node of the cluster and then use
Rsync to copy those artifacts to other nodes as described below.

Create a file called  ,which lists all the nodes in the deployment. The following is a sample of the file for two nodes.nodes-list.txt

nodes-list.txt

ubuntu@192.168.1.1:~/setup/192.168.1.1/ei_node/repository/deployment/se
rver
ubuntu@192.168.1.2:~/setup/192.168.1.2/ei_node/repository/deployment/se
rver

Make sure to choose the deployment synchronization method that suits your production environment.

Different nodes are separated into individual lines.

https://download.samba.org/pub/rsync/rsync.html
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Create a file to synchronize the    directory between the nodes.<PRODUCT_HOME>/repository/deployment/server/

rsync-for-ei-depsync.sh

#!/bin/sh 
ei_server_dir=~/wso2ei-6.4.0/repository/deployment/server/
pem_file=~/.ssh/carbon-440-test.pem
 
 
#delete the lock on exit
trap 'rm -rf /var/lock/depsync-lock' EXIT
 
mkdir /tmp/carbon-rsync-logs/ 
 
#keep a lock to stop parallel runs
if mkdir /var/lock/depsync-lock; then
  echo "Locking succeeded" >&2
else
  echo "Lock failed - exit" >&2
  exit 1
fi 
 
#get the nodes-list.txt
pushd `dirname $0` > /dev/null
SCRIPTPATH=`pwd`
popd > /dev/null
echo $SCRIPTPATH
 
for x in `cat ${SCRIPTPATH}/nodes-list.txt`
do
echo ================================================== >>
/tmp/carbon-rsync-logs/logs.txt;
echo Syncing $x;
rsync --delete -arve "ssh -i  $pem_file -o StrictHostKeyChecking=no"
$ei_server_dir $x >> /tmp/carbon-rsync-logs/logs.txt
echo ================================================== >>
/tmp/carbon-rsync-logs/logs.txt;
done

Execute the following command in your CLI to create a Cron job that executes the above file every minute for deployment synchronization.    

*   *  *   *   *    
/home/ubuntu/setup/rsync-for-depsync/rsync-for-ei-depsync.sh=

Testing the cluster

Follow the steps below to test the cluster.

Deploy artifacts to each product deployment location. 

You must create your own SSH key and define it as the  . Alternatively, you can use an existing SSH key. Specify the pem_file ei_se
 depending on the location in your local machine. Change the  file path and the lock location based on where theyrver_dir logs.txt

are located in your machine.

Configure syncing the  directory to share the tenant artifacts across the cluster.<EI_HOME>/repository/tenant/

Use a deployment synchronization mechanism to synchronize the artifacts in the  directory.<EI_HOME>/repository/deployment/
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Restart the configured load balancer.
Execute the following command for both ESB nodes to start the servers: sh <EI_HOME>/bin/integrator.sh
Check for ‘member joined’ log messages in all consoles.

Access the management console through the LB using the following URL:    https:ei.wso2.com/carbon 
Test load distribution via the following URLs: or http://ei.wso2.com:80/  https://ei.wso2.com:443/
Add a sample proxy service with the log mediator in the inSequence so that it will display logs in the terminals, and then observe the cluster
messages sent.
Send a request to the endpoint through the load balancer to verify that the proxy service is activated only on the active node(s) while the nodes
remain passive. This is to test that the load balancer manages the active and passive states of the nodes, activating nodes as needed and leaving
the rest in passive mode. For example, you would send the request to the following URL: http://{Load_Balancer_Mapped_URL_for_worke
r}/services/{Sample_Proxy_Name} 

Tuning performance of the cluster

Follow the steps below to tune performance of the cluster:

Change the following default memory allocation settings for the server node and the JVM tuning parameters in the server startup scripts (i.e., the <
 or   file) according to the expected server load: EI_HOME>/bin/integrator.sh <EI_HOME>/bin/integrator.bat -Xms256m -Xmx1024m

-XX:MaxPermSize=256m
Modify important system files, which affect all programs running on the server. It is recommended to familiarize yourself with these files using
Unix/Linux documentation before editing them.

Clustering the Business Process Profile

The following sections give you information and instructions on how to cluster the business process profile of WSO2 EI with a third-party load balancer. 

The clustering deployment pattern
Configuring the load balancer
Creating the databases
Mounting the registry
Configuring the business process profile node
Configuring Hazelcast properties
Deploying artifacts across the nodes
Testing the cluster
Tuning performance of the cluster

The clustering deployment pattern

This pattern has two WSO2 EI nodes to serve service requests with high availability and scalability. It allows access to the Management Console through
an external load balancer and directs service requests to nodes through this load balancer. The following image depicts the sample pattern this clustering
deployment scenario will follow.

Always deploy artifacts first to the ESB server profile node with the registry configured as read/write. Next, deploy the artifacts to the
other nodes.

Additional information on logs and new nodes
When you terminate one node, all nodes identify that the node has left the cluster. The same applies when a new node joins the
cluster. If you want to add another new node, copy existing node without any changes if you are running it on a new server (such as
xxx.xxx.xxx.184). If you intend to use the new node on a server where another WSO2 product is running, use a copy of node and
change the port offset accordingly in the   file. You also have to change   in the <EI_HOME>/conf/carbon.xml localMemberPort <E

 file if that product has clustering enabled. Also, map all hostnames to the relevant IP addressesI_HOME>/conf/axis2/axis2.xml
when creating a new node. The log messages indicate if the new node joins the cluster.

The example parameter values given below might not be the optimal values for the specific hardware configurations in your environment.
Therefore, it is recommended to carry out load tests on your environment to tune the load balancer and other configurations accordingly.

This pattern uses two nodes as . It is always recommended to have all nodes of the cluster as well-known members. well-known members

https://docs.wso2.com/display/ADMIN44x/Clustering+Overview#ClusteringOverview-wka
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Configuring the load balancer

The load balancer automatically distributes incoming traffic across multiple WSO2 product instances. It enables you to achieve greater levels of fault
tolerance in your cluster and provides the required balancing of load needed to distribute traffic.

Follow the steps below to configure   version 1.7.11 or   version 1.9.2 as the load balancer.NGINX Plus NGINX community

Install NGINX Plus or Nginx community version configured in a server within your cluster network.
Create a VHost file (ei ) in the  nginx conf.d directory and add the following configurations into it.This configures NGINX Plus to.http.conf /etc/ /
direct the HTTP requests to the two WSO2 EI nodes (xxx.xxx.xxx.xx1 and xxx.xxx.xxx.xx2) via the HTTP 80 port using the http://ei.wso2.c

 URL. om/

When configuring your WSO2 products for clustering to host them in your production environment, it is necessary to use a specific IP address
and not localhost or host names in your configurations.

Note the following facts when configuring the load balancer:

These configurations are not required if your clustering setup does not have a load balancer.
Load balancer ports are HTTP 80 and HTTPS 443 in the deployment pattern shown in the above diagram. If your system uses any
other ports, be sure to replace 80 and 443 values with the corresponding ports when you follow the configuration steps in this section.
The load balancer directs requests to the server on a round robin basis. For example, the load balancer will direct requests to node 1
(xxx.xxx.xxx.xx1) of the cluster as follows:

HTTP requests will be directed to node 1 using the   URL via HTTP 80 port.>http://xxx.xxx.xxx.xx1/<service
HTTPS requests will be directed to node 1 using the   URL via HTTPS 443 port.>https://xxx.xxx.xxx.xx1/<service
The management console of node 1 will be accessed using the URL via HTTPS https://xxx.xxx.xxx.xx1/carbon/
443 port.

It is recommended to use NGINX Plus as your load balancer of choice.

https://www.nginx.com/products/
http://nginx.org/
http://ei.wso2.com/
http://ei.wso2.com/
https://xxx.xxx.xxx.xx3/carbon/
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Nginx Community Version and NGINX Plus

upstream wso2.ei.com {
        server xxx.xxx.xxx.xx1:8280;
        server xxx.xxx.xxx.xx2:8280;
}

server {
        listen 80;
        server_name ei.wso2.com;
        location / {
               proxy_set_header X-Forwarded-Host $host;
               proxy_set_header X-Forwarded-Server $host;
               proxy_set_header X-Forwarded-For
$proxy_add_x_forwarded_for;
               proxy_set_header Host $http_host;
               proxy_read_timeout 5m;
               proxy_send_timeout 5m;
               proxy_pass http://wso2.ei.com;

      proxy_http_version 1.1;
            proxy_set_header Upgrade $http_upgrade;
            proxy_set_header Connection "upgrade";
        }
}

Create a VHost file (ei.https.conf) in the /etc/nginx/conf.d directory and add the following configurations into it. This configures NGINX Plus to
direct the HTTPS requests to the two WSO2 EI nodes (xxx.xxx.xxx.xx1 and xxx.xxx.xxx.xx2) via the HTTPS 443 port using the https://ei.ws

 URL. o2.com/
Nginx Community Version

upstream ssl.wso2.ei.com {
    server xxx.xxx.xxx.xx1:8243;
    server xxx.xxx.xxx.xx2:8243;
    ip_hash;
}
 
server {
listen 443;
    server_name ei.wso2.com;
    ssl on;
    ssl_certificate /etc/nginx/ssl/server.crt;
    ssl_certificate_key /etc/nginx/ssl/server.key;
    location / {
               proxy_set_header X-Forwarded-Host $host;
               proxy_set_header X-Forwarded-Server $host;
               proxy_set_header X-Forwarded-For
$proxy_add_x_forwarded_for;
               proxy_set_header Host $http_host;
               proxy_read_timeout 5m;
               proxy_send_timeout 5m;
               proxy_pass https://ssl.wso2.ei.com;
 
               proxy_http_version 1.1;
               proxy_set_header Upgrade $http_upgrade;
               proxy_set_header Connection "upgrade";
        }
}

http://ei.wso2.com/
http://ei.wso2.com/
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NGINX Plus

upstream ssl.wso2.ei.com {
 server xxx.xxx.xxx.xx1:8243;
 server xxx.xxx.xxx.xx2:8243;
 
   sticky learn create=$upstream_cookie_jsessionid
   lookup=$cookie_jsessionid
   zone=client_sessions:1m;
}

server {
listen 443;
 server_name ei.wso2.com;
 ssl on;
 ssl_certificate /etc/nginx/ssl/server.crt;
 ssl_certificate_key /etc/nginx/ssl/server.key;
 location / {
               proxy_set_header X-Forwarded-Host $host;
               proxy_set_header X-Forwarded-Server $host;
               proxy_set_header X-Forwarded-For
$proxy_add_x_forwarded_for;
               proxy_set_header Host $http_host;
               proxy_read_timeout 5m;
               proxy_send_timeout 5m;
      proxy_pass https://ssl.wso2.ei.com;
 
      proxy_http_version 1.1;
      proxy_set_header Upgrade $http_upgrade;
      proxy_set_header Connection "upgrade";
     }
}

Configure Nginx to access the Management Console as   via HTTPS 443 port. To do this, create a VHosthttps://mgt.as.wso2.com/carbon
file (ui ) in the   directory and add the following configurations into it..https.conf.as /etc/nginx/conf.d/

https://mgt.as.wso2.com/carbon
http://mgt.as/
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a.  
b.  
c.  

d.  

e.  

6.  

Nginx Community Version and NGINX Plus

server {
 listen 443;
 server_name ui.ei.wso2.com;
 ssl on;
 ssl_certificate /etc/nginx/ssl/server.crt;
 ssl_certificate_key /etc/nginx/ssl/server.key;

 location / {
               proxy_set_header X-Forwarded-Host $host;
               proxy_set_header X-Forwarded-Server $host;
               proxy_set_header X-Forwarded-For
$proxy_add_x_forwarded_for;
               proxy_set_header Host $http_host;
               proxy_read_timeout 5m;
               proxy_send_timeout 5m;
      proxy_pass https://xxx.xxx.xxx.xx1:9443/;
 
      proxy_http_version 1.1;
      proxy_set_header Upgrade $http_upgrade;
      proxy_set_header Connection "upgrade";
     }
 error_log  /var/log/nginx/ui-error.log ;
           access_log  /var/log/nginx/ui-access.log;
}

Follow the instructions below to create SSL certificates for both WSO2 EI nodes.

Execute the following command to create the Server Key: $sudo opensslgenrsa -des3 -out server.key 1024
Execute the following command to request to sign the certificate:  openssl req$sudo     -new -key server.key -out server.csr
Execute the following commands to remove the passwords:

 $sudo cp server.key server.key.org
openssl rsa$sudo     -in   -out server.keyserver.key.org

Execute the following commands to sign your SSL Certificate:  openssl req csr$sudo   x509 -  -days 365 -in server.  -signkey
 server.key -out server.crt
Execute the following command to add the certificate to the  truststore jks<EI_HOME>/repository/resources/security/client- .
 file: keytool trustcacerts crt keystore truststore -import -  -alias server -file server.  -  client- .jks

Execute the following command to restart the NGINX Plus server: $sudo service nginx  restart 

Creating the databases

All profiles of WSO2 EI uses a database to store information such as user management details and registry data. All nodes in the cluster must use one
central database for config and governance registry mounts. You can create the following databases and associated datasources.

Database Name Description

WSO2_USER_DB JDBC user store and authorization manager

REGISTRY_DB Shared database for config and governance registry mounts in the product's nodes

REGISTRY_LOCAL1 Local registry space in Node 1

REGISTRY_LOCAL2 Local registry space in Node 2

Enter the host name (ei  ) as the common name when creating keys..wso2.com

Execute the following command if you do not need to restart the server when you are simply making a modification to the VHost file: $s
udo service nginx reload 

http://server.key.org/
http://server.key.org/
http://ei.wso2.com/
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3.  

4.  

5.  

6.  

7.  
8.  

Following the steps below to create the databases necessary.

Download and install  .MySQL Server
Download the  .MySQL JDBC driver
Download and unzip the WSO2 EI binary distribution. 

Unzip the downloaded MySQL driver, and copy the MySQL JDBC driver JAR ( ) into the mysql-connector-java-x.x.xx-bin.jar <EI_HOME
 directory of   WSO2 EI nodes.>/lib/ both

Add the following line to the   file to define the host name for configuring permissions for the new database: /etc/hosts <MYSQL-DB-SERVER-IP
> carbondb.mysql-wso2.com

Execute the following command in a terminal/command window, where username is the username you want to use to access the
databases: mysql -u username -p
Specify the password to access the databases with the username you specified when prompted.
Create the databases using the following commands:

mysql> create database WSO2_USER_DB;
mysql> use WSO2_USER_DB;
mysql> source <EI_HOME>/dbscripts/mysql.sql;
mysql> grant all on WSO2_USER_DB.* TO
regadmin@"carbondb.mysql-wso2.com" identified by "regadmin";

mysql> create database REGISTRY_DB;
mysql> use REGISTRY_DB;
mysql> source <EI_HOME>/dbscripts/mysql.sql;
mysql> grant all on REGISTRY_DB.* TO regadmin@"carbondb.mysql-wso2.com"
identified by "regadmin";

mysql> create database REGISTRY_LOCAL1;
mysql> use REGISTRY_LOCAL1;
mysql> source <EI_HOME>/dbscripts/mysql.sql;
mysql> grant all on REGISTRY_LOCAL1.* TO
regadmin@"carbondb.mysql-wso2.com" identified by "regadmin";
 
mysql> create database REGISTRY_LOCAL2;
mysql> use REGISTRY_LOCAL2;
mysql> source <EI_HOME>/dbscripts/mysql.sql;
mysql> grant all on REGISTRY_LOCAL2.* TO
regadmin@"carbondb.mysql-wso2.com" identified 
by "regadmin";

It is recommended to use an industry-standard RDBMS such as Oracle, PostgreSQL, MySQL, MS SQL, etc. for most enterprise testing and
production environments. However, you can also use the embedded H2 database only for the  and .REGISTRY_LOCAL1 REGISTRY_LOCAL2

These instructions assume you are installing MySQL as your relational database management system (RDBMS), but   you can install another
. supported RDBMS as needed

Throughout this guide,   refers to the extracted directory of the WSO2 EI product distribution.<EI_HOME>

Do this step only if your database is not on your local machine and on a separate server.

About using MySQL in different operating systems
For users of Microsoft Windows, when creating the database in MySQL, it is important to specify the character set as latin1. Failure to
do this may result in an error (error code: 1709) when starting your cluster. This error occurs in certain versions of MySQL (5.6.x) and is
related to the UTF-8 encoding. MySQL originally used the latin1 character set by default, which stored characters in a 2-byte sequence.
However, in recent versions, MySQL defaults to UTF-8 to be friendlier to international users. Hence, you must use latin1 as the
character set as indicated below in the database creation commands to avoid this problem. Note that this may result in issues with
non-latin characters (like Hebrew, Japanese, etc.). The following is how your database creation command should look.

http://dev.mysql.com/downloads/
http://dev.mysql.com/downloads/connector/j/
http://wso2.com/integration
http://carbondb.mysql-wso2.com


WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 486

8.  

 Follow the steps below to create and configure the following databases to cluster the business process profile of WSO2 EI.

Database Name Description

BPEL_DB Stores process/task models and instance data of the BPEL/WS-human tasks engines

BPMN_DB Stores process and instance data for BPMN

Create these databases using the following commands:

mysql> create database BPEL_DB;
mysql> use BPEL_DB;
mysql> source
<EI_HOME>/wso2/business-process/dbscripts/bpm/bpel/create/mysql.sql;
mysql> grant all on BPEL_DB.* TO username@localhost identified by
"password";
 
mysql> create database BPMN_DB;
mysql> use BPMN_DB;
mysql> source
<EI_HOME>/wso2/business-process/dbscripts/bps/bpmn/create/activiti.mysq
l.create.engine.sql;
mysql> source
<EI_HOME>/wso2/business-process/dbscripts/bps/bpmn/create/activiti.mysq
l.create.history.sql;
mysql> source
<EI_HOME>/wso2/business-process/dbscripts/bps/bpmn/create/activiti.mysq
l.create.identity.sql;
mysql> grant all on BPMN_DB.* TO username@localhost identified by
"password";

Mounting the registry

The business process profile of WSO2 EI uses the registry to store and share the deployed artifact versions across the clustered environment. Hence, the
instructions below enable read/write to registry (i.e., read only false) in one node of the cluster (i.e.,  ) and make the registry read only for all otherNode 1
nodes as follows:

mysql> create database <DATABASE_NAME> character set latin1;

For users of other operating systems, the standard database creation commands will suffice. For these operating systems, the following
is how your database creation command should look.

mysql> create database <DATABASE_NAME>;

<EI_HOME>, username and password are the same as those you specified in the previous steps.

Note the following when adding these configurations:

The existing   called   must not be removed.dbConfig wso2registry
The datasource you specify in the  tag must match the JNDI Config name you specify in the <dbConfig name="sharedregistry">

datasources datasources  file.<EI_HOME>/wso2/business-process/conf/ /master- .xml
Registry mount path is used to identify the type of registry. For example ” ” refers to configuration registry and/_system/config
"/_system/governance" refers to governance registry.
This configuration identifies the datasource you configured in the <EI_HOME>/ wso2/business-process/conf/datasources/mas

 ter-datasources.xml file using the   entry. The unique name “ ” refers to that datasource entrydbConfig wso2bpsregistry . 
The   section refers to an external registry mount. Specify the read-only/read-write nature of this instance as well<remoteInstance>
as caching configurations and the registry root location in it.
Also, specify the cache ID in the  section for caching to function properly in the clustered environment. Cache<remoteInstance>
ID is same as the JDBC connection URL of the registry database.

This value is the Cache ID of the remote instance. It should be in the format of ,$database_username@$database_url
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Add the following configuration in the  xml file of   to configure the registry<EI_HOME>/wso2/business-process/conf/registry. Node 1
mounts. 

Registry mounting configuration for  EI Node 1 (Business Process

profile )

<dbConfig name="wso2bpsregistry">
  <dataSource>jdbc/WSO2RegistryDB</dataSource>
</dbConfig>

<remoteInstance url="https://localhost:9443/registry">
  <id>instanceid</id>
  <dbConfig>wso2bpsregistry</dbConfig>
  <readOnly>false</readOnly>
  <enableCache>true</enableCache>
  <registryRoot>/</registryRoot>
  <cacheId>root@jdbc:mysql://localhost:3306/REGISTRY_DB</cacheId>
</remoteInstance>

<mount path="/_system/config" overwrite="true">
  <instanceId>instanceid</instanceId>
  <targetPath>/_system/bpsconfig</targetPath>
</mount>

<mount path="/_system/governance" overwrite="true">
  <instanceId>instanceid</instanceId>
  <targetPath>/_system/governance</targetPath>
</mount>

Add the following configuration in the  xml file of   to configure<EI_HOME>/wso2/business-process/repository/conf/registry. Node 2
the registry mounts. 

Define a unique name in the  tag for each remote instance. This is then referred to from mount configurations. In the above<id>
example, the unique ID for the remote instance is " ".instanceId
Specify the actual mount path and target mount path in each of the mounting configurations. The target path can be any meaningful
name. In this instance, it is " "./_system/bpsconfig

where  is the username of the remote instance database and  is the remote$database_username $database_url
instance database URL. This cacheID denotes the enabled cache. In this case, the database it should connect to is REGIST

, which is the database shared across all the nodes. You can find that in the mounting configurations of the sameRY_DB
datasource that is being used.
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Registry mounting configuration for all other EI (Business Process

profile ) nodes in the cluster

<dbConfig name="wso2bpsregistry">
  <dataSource>jdbc/WSO2RegistryDB</dataSource>
</dbConfig>

<remoteInstance url="https://localhost:9443/registry">
  <id>instanceid</id>
  <dbConfig>wso2bpsregistry</dbConfig>
  <readOnly>true</readOnly>
  <enableCache>true</enableCache>
  <registryRoot>/</registryRoot>
  <cacheId>root@jdbc:mysql://localhost:3306/REGISTRY_DB</cacheId>
</remoteInstance>

<mount path="/_system/config" overwrite="true">
  <instanceId>instanceid</instanceId>
  <targetPath>/_system/bpsconfig</targetPath>
</mount>

<mount path="/_system/governance" overwrite="true">
  <instanceId>instanceid</instanceId>
  <targetPath>/_system/governance</targetPath>
</mount>

Configuring the business process profile node

Do the following configurations for all nodes of your cluster.

Configure the datasources to point to the  ,  , and   databases as follows in the REGISTRY_LOCAL1 WSO2_REGISTRY_DB WSO2_USER_DB <EI_HOME
 file as follows:>/wso2/business-process/conf/datasources/master-datasources.xml

<datasources-configuration
xmlns:svns="http://org.wso2.securevault/configuration"> 
     <providers> 
       
<provider>org.wso2.carbon.ndatasource.rdbms.RDBMSDataSourceReader</prov
ider> 
    </providers> 
    <datasources> 
        <datasource> 
            <name>REGISTRY_LOCAL1</name> 
            <description>The datasource used for registry-
local</description> 
            <jndiConfig> 
                <name>jdbc/WSO2CarbonDB</name> 
            </jndiConfig> 
            <definition type="RDBMS"> 
                <configuration> 
                   
<url>jdbc:mysql://carbondb.mysql-wso2.com:3306/REGISTRY_LOCAL1?autoReco
nnect=true</url> 
                    <username>regadmin</username> 
                    <password>regadmin</password> 
                   
<driverClassName>com.mysql.jdbc.Driver</driverClassName> 

Replace the username, password, and database URL of your MySQL environment accordingly.
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                    <maxActive>50</maxActive> 
                    <maxWait>60000</maxWait> 
                    <testOnBorrow>true</testOnBorrow> 
                    <validationQuery>SELECT 1</validationQuery> 
                    <validationInterval>30000</validationInterval> 
                </configuration> 
            </definition> 
        </datasource> 
        <datasource> 
            <name>REGISTRY_DB</name> 
            <description>The datasource used for registry-
config/governance</description> 
            <jndiConfig> 
                <name>jdbc/WSO2RegistryDB</name> 
            </jndiConfig> 
            <definition type="RDBMS"> 
                <configuration> 
                   
<url>jdbc:mysql://carbondb.mysql-wso2.com:3306/REGISTRY_DB?autoReconnec
t=true</url> 
                    <username>regadmin</username> 
                    <password>regadmin</password> 
                   
<driverClassName>com.mysql.jdbc.Driver</driverClassName> 
                    <maxActive>50</maxActive> 
                    <maxWait>60000</maxWait> 
                    <testOnBorrow>true</testOnBorrow> 
                    <validationQuery>SELECT 1</validationQuery> 
                    <validationInterval>30000</validationInterval> 
                </configuration> 
            </definition> 
        </datasource> 
         <datasource> 
            <name>WSO2_USER_DB</name> 
            <description>The datasource used for registry and user
manager</description> 
            <jndiConfig> 
                <name>jdbc/WSO2UMDB</name> 
            </jndiConfig> 
            <definition type="RDBMS"> 
                <configuration> 
                   
<url>jdbc:mysql://carbondb.mysql-wso2.com:3306/WSO2_USER_DB</url> 
                    <username>regadmin</username> 
                    <password>regadmin</password> 
                   
<driverClassName>com.mysql.jdbc.Driver</driverClassName> 
                    <maxActive>50</maxActive> 
                    <maxWait>60000</maxWait> 
                    <testOnBorrow>true</testOnBorrow> 
                    <validationQuery>SELECT 1</validationQuery> 
                    <validationInterval>30000</validationInterval> 
                </configuration> 
            </definition> 
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        </datasource> 
   </datasources> 
</datasources-configuration>

Repeat this configuration on the second WSO2 EI node to configure the datasources to point to the  , REGISTRY_LOCAL2 WSO2_REGIS
, and   databases as follows: (Change the username, password, and database URL as needed for yourTRY_DB WSO2_USER_DB

environment):

<datasources-configuration
xmlns:svns="http://org.wso2.securevault/configuration">     
    <providers>
       
<provider>org.wso2.carbon.ndatasource.rdbms.RDBMSDataSourceReader</prov
ider>
    </providers>
    <datasources>
        <datasource>
            <name>REGISTRY_LOCAL2</name>
            <description>The datasource used for registry-
local</description>
            <jndiConfig>
                <name>jdbc/WSO2CarbonDB</name>
            </jndiConfig>
            <definition type="RDBMS">
                <configuration>
                   
<url>jdbc:mysql://carbondb.mysql-wso2.com:3306/REGISTRY_LOCAL2?autoReco
nnect=true</url>
                    <username>regadmin</username>
                    <password>regadmin</password>
                   
<driverClassName>com.mysql.jdbc.Driver</driverClassName>
                    <maxActive>50</maxActive>
                    <maxWait>60000</maxWait>
                    <testOnBorrow>true</testOnBorrow>
                    <validationQuery>SELECT 1</validationQuery>
                    <validationInterval>30000</validationInterval>
                </configuration>
            </definition>
        </datasource>
        <datasource>
            <name>REGISTRY_DB</name>
            <description>The datasource used for registry-
config/governance</description>
            <jndiConfig>
                <name>jdbc/WSO2RegistryDB</name>
            </jndiConfig>
            <definition type="RDBMS">
                <configuration>
                   
<url>jdbc:mysql://carbondb.mysql-wso2.com:3306/REGISTRY_DB?autoReconnec
t=true</url>
                    <username>regadmin</username>
                    <password>regadmin</password>
                   
<driverClassName>com.mysql.jdbc.Driver</driverClassName>
                    <maxActive>50</maxActive>
                    <maxWait>60000</maxWait>
                    <testOnBorrow>true</testOnBorrow>
                    <validationQuery>SELECT 1</validationQuery>
                    <validationInterval>30000</validationInterval>
                </configuration>
            </definition>
        </datasource>
         <datasource>
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            <name>WSO2_USER_DB</name>
            <description>The datasource used for registry and user
manager</description>
            <jndiConfig>
                <name>jdbc/WSO2UMDB</name>
            </jndiConfig>
            <definition type="RDBMS">
                <configuration>
                   
<url>jdbc:mysql://carbondb.mysql-wso2.com:3306/WSO2_USER_DB</url>
                    <username>regadmin</username>
                    <password>regadmin</password>
                   
<driverClassName>com.mysql.jdbc.Driver</driverClassName>
                    <maxActive>50</maxActive>
                    <maxWait>60000</maxWait>
                    <testOnBorrow>true</testOnBorrow>
                    <validationQuery>SELECT 1</validationQuery>
                    <validationInterval>30000</validationInterval>
                </configuration>
            </definition>
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Add the following configuration in the  xml file to configure the user stores. <EI_HOME>/wso2/business-process/conf/user-mgt.

<Configuration>  
<AddAdmin>true</AddAdmin>
  <AdminRole>admin</AdminRole>
  <AdminUser>
    <UserName>admin</UserName>
    <Password>admin</Password>
  </AdminUser>
  <EveryOneRoleName>everyone</EveryOneRoleName>
  <Property name="dataSource">jdbc/WSO2UMDB</Property>
</Configuration>

Update the   property in all nodes in the   file as shown below todataSource <EI_HOME>/wso2/business-process/conf/user-mgt.xml
configure the datasource: <Property name="dataSource">jdbc/WSO2UMDB</Property>
Add the following configuration in the  datasources datasources xml file to configure the<EI_HOME>/wso2/business-process/conf/ /bps- .
connection to the business process profile related database as shown below. Change the driver class, database URL, username, and password
as needed for your environment:

<datasource>
            <name>BPM_DS</name>
            <description></description>
            <jndiConfig>
                <name>bpmds</name>
            </jndiConfig>
            <definition type="RDBMS">
                <configuration>
                    <url>jdbc:mysql://localhost:3306/BPM_DB</url>
                    <username>root</username>
                    <password>root</password>
                   
<driverClassName>com.mysql.jdbc.Driver</driverClassName>
                    <testOnBorrow>true</testOnBorrow>
                    <validationQuery>SELECT 1</validationQuery>
                    <validationInterval>30000</validationInterval>
                    <useDataSourceFactory>false</useDataSourceFactory>
              <defaultAutoCommit>true</defaultAutoCommit>
               <maxActive>100</maxActive>
                    <maxIdle>20</maxIdle>
              <maxWait>10000</maxWait>
                </configuration>
            </definition>
  </datasource>

        </datasource>
   </datasources>
</datasources-configuration>

Enter the datasource information for the user store that you configured in the   datasources datasources<EI_HOME>/conf/ /master-
xml file. You can change the admin username and password as well. However, you should do this before starting the server..

Set the  property to true in every node with the business process profile. This is an important setting for the<defaultAutoCommit>
BPEL engine.
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Add the following configurations in the   file.<EI_HOME>/wso2/business-process/conf/datasources/activiti-datasources.xml

<datasource>
            <name>ACTIVITI_DB</name>
            <description>The datasource used for activiti
engine</description>
            <jndiConfig>
                <name>jdbc/ActivitiDB</name>
            </jndiConfig>
            <definition type="RDBMS">
                <configuration>
                    <url>jdbc:mysql://localhost:3306/BPMN_DB</url>
                    <username>root</username>
                    <password>root</password>
                   
<driverClassName>com.mysql.jdbc.Driver</driverClassName>
                    <maxActive>50</maxActive>
                    <maxWait>60000</maxWait>
                    <testOnBorrow>true</testOnBorrow>
                    <validationQuery>SELECT 1</validationQuery>
                    <validationInterval>30000</validationInterval>
                </configuration>
            </definition>
</datasource>

Edit the   file as follows to set up the cluster configurations.<EI_HOME>/wso2/business-process/conf/axis2/axis2.xml
Enable clustering for this node as follows: <clustering
class="org.wso2.carbon.core.clustering.hazelcast.HazelcastClusteringAgent" enable="true">
Set the membership scheme to "wka" to enable the well-known address registration method. (This node sends cluster initiation
messages to the WKA members):  
<parameter name="membershipScheme">wka</parameter>
Specify the name of the cluster this node will join as follows:   <parameter name="domain">wso2.ei.domain</parameter>
Specify the host to communicate cluster messages as follows: <parameter
name="localMemberHost">xxx.xxx.xxx.xx1</parameter>
Specify the port to communicate cluster messages as follows: <parameter name="localMemberPort">4100</parameter>

Specify the well-known members as follows: (The port value for the WKA node must be the same value as it's localMemberPort (in this
case it is 4100).

Change the   configuration in the  xml file as follows: <taskServerMode> <EI_HOME>wso2/business-process/conf/etc/tasks-config.
<taskServerMode>STANDALONE</taskServerMode>

Add the following configurations in the  xml file:<EI_HOME>/wso2/business-process/conf/bps.

This port number is not affected by the port offset value specified in the   file. If this port<EI_HOME>/conf/carbon.xml
number is already assigned to another server, the clustering framework automatically increments this port number. However, if
there are two servers running on the same machine, ensure that a unique port is set for each server.

You can also use IP address ranges for the hostname (e.g.,    192.168.1.2-10). However, you can define a range only for the
last portion of the IP address. Smaller the range, the faster the time it takes to discover members since each node has to scan
a lesser number of potential members.

WSO2 EI ships with the task server component. By default, this component waits for two task server nodes when you enable clustering.
Hence, change this entry to  to start the business process profile.STANDALONE  

The task server configuration does not have an impact on the server runtime functionality. Hence, using AUTO or STANDALONE for
this will not affect how the BPEL processes are executed during runtime.

However, when the AUTO setting is enabled in this default setting when clustering is enabled, the server will wait till it picks up another
node so that there are two task server instances up and running. Hence, you will need to start both nodes simultaneously. Therefore, if
you want to use AUTO, change the  to 1 so that you can start the management node first.taskServerCount

This is required only if you are using BPEL/ WS-Human Task functionality.
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8.  

1.  

2.  

Enable distributed lock as follows: <tns:UseDistributedLock>true</tns:UseDistributedLock>

Configure the scheduler thread pool size as follows: <tns:ODESchedulerThreadPoolSize>0</tns:ODESchedulerThreadPoolS
ize>

, uncomment the elements accordingly and give an unique ID to   as follows: Optionally assign a unique ID to a node <tns:NodeId>nod
e1</tns:NodeId>

Configuring Hazelcast properties

You can configure the hazelcast properties for the product nodes by following the stepsWSO2 products use Hazelcast as its default clustering engine. 
given below.

Create the   file with the following property configurations, and copy the file to the hazelcast.properties <EI_HOME>/wso2/business-proc
 directory. ess/conf/

#Disabling the hazelcast shutdown hook
hazelcast.shutdownhook.enabled=false
#Setting the hazelcast logging type to log4j
hazelcast.logging.type=log4j

The above configurations are explained below.
Hazelcast shutdown hook: This configuration disables the shutdown hook in hazelcast, which ensures that the hazelcast instance shuts
down gracefully whenever the product node shuts down. If the hazelcast shutdown hook is enabled (which is the default behavior of a
product), you will see errors such as " " at the time of shutting down the product node: This is because theHazelcast instance is not active!
hazelcast instance shuts down too early when the shutdown hook is enabled.

 This configuration sets the hazelcast logging type to log4j, which allows hazelcast logs to be written to the Hazelcast logging type: wso
 file.2carbon.log

If you have enabled log4j for hazelcast logging as shown above, be sure to enter the configuration shown below in the   filelog4j.properties
(stored in the   directory). This can be used to configure the log level for hazelcast logging. For a<EI_HOME>/wso2/business-process/conf/
clustered production environment, it is recommended to use INFO as the log level as shown below.

log4j.logger.com.hazelcast=INFO

Deploying artifacts across the nodes

One common approach for synchronizing artifacts across all cluster nodes is to use   tool, which is a file copying tool. Therefore, you can first deployrsync
artifacts in one node of the cluster and then use rsync to copy those artifacts to other nodes as described below.

This entry enables the Hazelcast-based synchronizations mechanism to prevent concurrent modification of the instance state
by cluster members. 

Thread pool size must always be smaller than the maximum active database connections configured in the <EI_HOME>/wso2
datasources datasources xml file. When configuring the thread pool size, allocate/business-processconf/ /master- .

10-15 threads per core depending on your setup. Leave some additional number of database connections since WSO2 EI
uses database connections for API management as well.

Example settings for a two node cluster are:

Oracle Server configured database connection size - 250
maxActive entry in the datasources datasources xml fil<EI_HOME>/wso2/business-process/conf/ /master- .
e for each node - 100
SchedulerTreadPool size for each node - 50

Use the following other deployment synchronization recommendations based on the rate of changes that happen in your cluster:

For a  rate of changes (i.e., if changes happen very frequently):high
- network file share

For a  rate of changes (i.e., if changes happen once a week):low

https://docs.wso2.com/display/ADMIN44x/Clustering+Overview
https://download.samba.org/pub/rsync/rsync.html
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1.  

2.  

Create a file called   that lists all the nodes in the deployment. The following is a sample of the file for two nodes.nodes-list.txt

nodes-list.txt

ubuntu@192.168.1.1:~/setup/192.168.1.1/ei_node/wso2/business-process/re
pository/deployment/server
ubuntu@192.168.1.2:~/setup/192.168.1.2/ei_node/wso2/business-process/re
pository/deployment/server

Create a file to synchronize the <PRODUCT_HOME>/wso2/business-process/repository/deployment/server/directory between the nodes.

- use the configuration management system to handle artifact
- other deployment options (e.g., Puppet, Chef etc.)

Different nodes are separated by new lines

You must create your own SSH key and define it as the  . Alternatively, you can use an existing SSH key. Specify the pem_file ei_se
 depending on the location in your local machine. Change the  file path and the lock location based on where theyrver_dir logs.txt

arelocatedin your machine.

Configure rsync in the   directory to share the tenant artifacts across<EI_HOME>/wso2/business-process/repository/tenant/
the cluster.
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2.  

3.  

1.  
2.  

3.  
4.  

rsync-for-ei-depsync.sh

#!/bin/sh 
ei_server_dir=~/wso2ei-6.2.0/wso2/buisness-process/repository/deploymen
t/server/
pem_file=~/.ssh/carbon-440-test.pem
 
 
#delete the lock on exit
trap 'rm -rf /var/lock/depsync-lock' EXIT
 
mkdir /tmp/carbon-rsync-logs/
 
 
#keep a lock to stop parallel runs
if mkdir /var/lock/depsync-lock; then
  echo "Locking succeeded" >&2
else
  echo "Lock failed - exit" >&2
  exit 1
fi
 
 
#get the nodes-list.txt
pushd `dirname $0` > /dev/null
SCRIPTPATH=`pwd`
popd > /dev/null
echo $SCRIPTPATH
 
for x in `cat ${SCRIPTPATH}/nodes-list.txt`
do
echo ================================================== >>
/tmp/carbon-rsync-logs/logs.txt;
echo Syncing $x;
rsync --delete -arve "ssh -i  $pem_file -o StrictHostKeyChecking=no"
$ei_server_dir $x >> /tmp/carbon-rsync-logs/logs.txt
echo ================================================== >>
/tmp/carbon-rsync-logs/logs.txt;
done

Execute the following command in your CLI to create a Cron job that executes the above file every minute for deployment synchronization.  

*   *  *   *   *    
/home/ubuntu/setup/rsync-for-depsync/rsync-for-ei-depsync.sh

Testing the cluster

Follow the steps below to test the cluster.

Restart the configured load balancer.
Deploy artifacts to each product deployment location. 

Execute the following command and start both WSO2 EI nodes: sh <EI_HOME>/bin/business-process.sh
Check for ‘member joined’ log messages in all consoles.

Use a deployment synchronization mechanism to synchronize the artifacts in the <EI_HOME>/wso2/business-process/reposito
 directory. ry/deployment/ Always deploy artifacts first to the WSO2 EI server profile node with the registry configured as read/write. 

Next, deploy the artifacts to the other nodes.
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4.  

5.  
6.  
7.  

8.  

1.  

2.  

Access the Management Console through the LB using the following URL:    https://xxx.xxx.xxx.xx1:443/carbon  
Test load distribution via the following URLs:   http://xxx.xxx.xxx.xx1:80/ or https://xxx.xxx.xxx.xx1:443/
Add a sample proxy service with the log mediator in the inSequence so that it will display logs in the terminals, and then observe the cluster
messages sent.
Send a request to the endpoint through the load balancer to verify that the proxy service is activated only on the active node(s) while the nodes
remain passive. This is to test that the load balancer manages the active and passive states of the nodes, activating nodes as needed and leaving
the rest in passive mode. For example, you would send the request to the following URL: http://{Load_Balancer_Mapped_URL_for_worker
}/services/{Sample_Proxy_Name}

Tuning performance of the cluster

Follow the steps below to tune performance of the cluster:

Change the following default memory allocation settings for the server node and the JVM tuning parameters in the server startup scripts (i.e., the <
 or   file) according to the expected server load: EI_HOME>/bin/business-process.sh <EI_HOME>/bin/business-process.bat -Xms256

m -Xmx1024m -XX:MaxPermSize=256m
Modify important system files, which affect all programs running on the server. It is recommended to familiarize yourself with these files using
Unix/Linux documentation before editing them.

Clustering the Analytics Profile

You can deploy the Analytics profile of WSO2 Enterprise Integrator (WSO2 EI) to facilitate high availability (HA). This will prevent unexpected failover
scenarios. The recommended HA deployment uses two instances of WSO2 EI as worker nodes and one WSO2 EI instance for the dashboard. The two
worker nodes will publish the statistics to the EI_Analytics database, and the dashboard node will read the data from this database and display the statistics
on the dashboard.

The recommended deployment for EI Analytics is the Active-Active deployment pattern. The active-active pattern is a highly scalable deployment pattern.
For an overview of the Active-Active deployment pattern and instructions to configure it, see the following topics.

Overview
Setting up the databases
Configuring the Analytics dashboard
Configuring the Analytics worker nodes

Configuring the worker node IDs
Connecting to databases
Configuring storage persistence

Starting the cluster

Overview

Additional information on logs and new nodes
When you terminate one node, all nodes identify that the node has left the cluster. The same applies when a new node joins the
cluster. If you want to add another new node, copy existing node without any changes if you are running it on a new server (such as
xxx.xxx.xxx.184). If you intend to use the new node on a server where another WSO2 product is running, use a copy of node and
change the port offset accordingly in the  file. You also have to change <EI_HOME>/wso2/business-process/conf/carbon.xml 

 in the xml file if that product has clusteringlocalMemberPort <EI_HOME>/wso2/business-process/conf/axis2/axis2.
enabled. Also, map all hostnames to the relevant IP addresses when creating a new node. The log messages indicate if the new node
joins the cluster.

The below example parameter values might not be the optimal values for the specific hardware configurations in your environment. Therefore, it
is recommended to carry out load tests on your environment to tune the load balancer and other configurations accordingly.

https://xxx.xxx.xxx.xx1:443/carbon
http://xxx.xxx.xxx.xx1:80/
https://xxx.xxx.xxx.xx3:443/
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The above diagram represents a deployment where you are not limited to two nodes. You can scale the analytics setup by adding more EI Analytics nodes
to the deployment. In this deployment, it is recommended to configure the EI node to publish events to multiple EI Analytics nodes in a Round Robin
manner to ensure better fault tolerance. And the same event should NOT be duplicated to multiple analytics nodes.  

Active-Active deployment pattern utilizes   in order to perform analytics in a scalable manner. Distributed aggregations allow multipledistributed aggregations
nodes to write data to the same aggregation parallelly. This allows you to deploy any number of nodes to process a single aggregation and thereby avoid
performance bottlenecks. In this setup, all EI analytics nodes must share the same EI_ANALYTICS DB.

To understand how an active-active cluster processes aggregations when aggregations are partitioned and assigned to different nodes, consider the
following Siddhi query which defines an aggregation called EIStatsAgg and let's assume this aggregation is processed in a distributed manner. 

define stream PreProcessedESBStatStream(componentType string, componentID string, requestTimestamp
long);

@store(type = 'rdbms', datasource = 'EI_ANALYTICS')
define aggregation EIStatsAgg 

 from PreProcessedESBStatStream
select componentType, componentID, count() as totalRequestCount 
group by componentType, componentID
aggregate by requestTimestamp every seconds...years;

The above query addresses a simple use case which involves calculating the total request count for different types of ESB components (i.e., different
proxies, REST APIs, sequences, mediators, etc.). Each request received by EI will publish an event which contains various information about pertaining to
the request, and the information captured includes the component ID, the component type, and the timestamp to which the information applies. When an
analytics node receives such an event, it will be passed into the aggregation, perform the required calculations and stores this information in the EI_ANALY

 data store defined in the   file.TICS <EI_HOME>/wso2/analytics/conf/worker/deployment.yaml

Now let's assume that during a specific hour, the EI node publishes 30,000 events to analytics-node-1, and 40,000 events to analytics-node-2 for a proxy
named  . When you retrieve the total request count during that hour for the JMSProxy proxy via a retrieval query, the result is 70,000.JMSProxy

Setting up the databases

To create the databases, do the following:

The steps to enable aggregation partitioning are provided under  .Configuring an active-active cluster

These instructions  assume you are installing MySQL as your relational database management system (RDBMS), but    you can install another
 .supported RDBMS as needed

http://docs.wso2.com/stream-processor/Incremental%2520Analysis#ParftitionAggregation
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1.  
2.  
3.  

4.  

Download and install  .MySQL Server
Download the  .MySQL JDBC driver
Unzip the downloaded MySQL driver zipped archive, and copy the MySQL JDBC driver JAR ( ) tomysql-connector-java-x.x.xx-bin.jar
the   directory of all the WSO2 EI nodes.<EI_HOME>/wso2/analytics/lib
As depicted in the above diagram, the following databases should be created for the Analytics cluster:

Database Name Description

WSO2_DASHBOAR
D_DB

This database is required by the dashboard to store various data related to the dashboard.

WSO2_PERMISSI
ONS_DB

This database is required by the dashboard to store permissions that are granted to the users of the Analytics dashboard.

EI_ANALYTICS This database persists the mediation statistics that are published to the worker nodes in the cluster. The dashboard node
will access the statistics from this database.

WSO2_CLUSTER_
DB

This database stores the cluster coordination data from the two worker nodes in the cluster.

PERSISTENCE_D
B

This database periodically persists information about the status of the worker nodes. Create a table named PERSISTENCE
._TABLE

Configuring the Analytics dashboard

The Analytics dashboard is stored as a sub profile of the Analytics profile in WSO2 EI. You can configure a separate WSO2 EI node as the dashboard for
both the workers nodes. You simply need to connect the dashboard to the required databases. The dashboard will read the statistics (published from the
worker nodes) from in the   database and display the statistics on the dashboard.EI_Analytics

Open the   file (stored in the   directory) and update the datasource configurationsdeployment.yaml <EI_HOME>/wso2/analytics/conf/dashboard/
(under the   section) for the  ,  , and   databases. wso2.datasources WSO2_DASHBOARD_DB EI_ANALYTICS WSO2_PERMISSIONS_DB

Given below are sample configurations for the MySQL databases. If a datasource configuration already exists with the same name, be sure to replace it
with the following samples.
WSO2_DASHBOARD_DB

# Dashboard data source
  - name: WSO2_DASHBOARD_DB
    description: The datasource used for dashboard feature
    jndiConfig:
      name: jdbc/DASHBOARD_DB
      useJndiReference: true
    definition:
      type: RDBMS
      configuration:
        jdbcUrl:
'jdbc:mysql://localhost:3306/WSO2_DASHBOARD_DB?useSSL=false'
        username: root
        password: root
        driverClassName: com.mysql.jdbc.Driver
        maxPoolSize: 20
        idleTimeout: 60000
        connectionTestQuery: SELECT 1
        validationTimeout: 30000
        isAutoCommit: false

EI_ANALYTICS

It is recommended to use an industry-standard RDBMS such as Oracle, PostgreSQL, MySQL, MS SQL, etc. for most enterprise testing and
production environments. 

http://dev.mysql.com/downloads/
http://dev.mysql.com/downloads/connector/j/
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1.  

- name: EI_ANALYTICS
    description: "The datasource used for EI Analytics dashboard
feature"
    jndiConfig:
      name: jdbc/EI_ANALYTICS
    definition:
      type: RDBMS
      configuration:
        jdbcUrl:
'jdbc:mysql://localhost:3306/EI_ANALYTICS?useSSL=false'
        username: root
        password: root
        driverClassName: com.mysql.jdbc.Driver
        maxPoolSize: 50
        idleTimeout: 60000
        connectionTestQuery: SELECT 1
        validationTimeout: 30000
        isAutoCommit: false

WSO2_PERMISSIONS_DB

- name: WSO2_PERMISSIONS_DB
    description: The datasource used for dashboard feature
    jndiConfig:
      name: jdbc/PERMISSION_DB
      useJndiReference: true
    definition:
      type: RDBMS
      configuration:
        jdbcUrl:
'jdbc:mysql://localhost:3306/WSO2_PERMISSIONS_DB?useSSL=false'
        username: root
        password: root
        driverClassName: com.mysql.jdbc.Driver
        maxPoolSize: 10
        idleTimeout: 60000
        connectionTestQuery: SELECT 1
        validationTimeout: 30000
        isAutoCommit: false

Configuring the Analytics worker nodes

The following configurations need to be done in the   file stored in the   directory fordeployment.yaml <EI_HOME>/wso2/analytics/conf/worker/
both the worker nodes.

Configuring the worker node IDs

For each node, enter a unique ID for the   property under the   section. (e.g.,  ). This is used to identify each node within aid wso2.carbon id: wso2-sp
cluster.

edit the   file as follows:<EI_HOME>/wso2/analytics/conf/worker/deployment.yaml

For example, you can add IDs as shown below.

For node 1:
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1.  

2.  

1.  

2.  

wso2.carbon:
  id: wso2-ei-analytics-1

For node 2:

wso2.carbon:
  id: wso2-ei-analytics-2

Enable partitioning aggregations for each node, and assign a unique shard ID for each node. To do this, set the   and   parameterpartitionById shardId
s as Siddhi properties as shown below. 

For node 1:

siddhi:
  properties:
    partitionById: true
    shardId: wso2-sp-analytics-1

For node 2:

siddhi:
  properties:
    partitionById: true
    shardId: wso2-sp-analytics-2

Connecting to databases

Open the   file (stored in the   directory) and update the datasource configurationsdeployment.yaml <EI_HOME>/wso2/analytics/conf/worker/
(under the   section) for the  ,  , and   databases. wso2.datasources WSO2_CLUSTER_DB EI_ANALYTICS PERSISTENCE_DB

Given below are sample configurations for the MySQL databases. If a datasource configuration already exists with the same name, be sure to replace it
with the following samples.
WSO2_CLUSTER_DB

Assigning shard IDs to nodes allows the system to identify each unique node when assigning parts of the aggregation. If the shard IDs are not
assigned, system uses the unique node IDs (defined in step 1) for this purpose.

To maintain data consistency, do not change the shard IDs after the first configuration
When you enable the aggregation partitioning feature, a new column ID named   is introduced to the aggregationSHARD_ID
tables. Therefore, you need to do one of the following options after enabling this feature to avoid errors occuring due to the
differences in the table schema.

Delete all the aggregation tables for  ,  ,  ,  ,  ,  . SECONDS MINUTES HOURS DAYS MONTHS YEARS
Edit the aggregation tables by adding a new column named  , and specify it as a primary key.SHARD_ID
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- name: WSO2_CLUSTER_DB
      description: The MySQL datasource used for Cluster Coordination
      jndiConfig:
        name: jdbc/WSO2ClusterDB
      definition:
        type: RDBMS
        configuration:
          jdbcUrl:
'jdbc:mysql://localhost:3306/WSO2_CLUSTER_DB?useSSL=false'
          username: root
          password: root
          driverClassName: com.mysql.jdbc.Driver
          maxPoolSize: 50
          idleTimeout: 60000
          connectionTestQuery: SELECT 1
          validationTimeout: 30000
          isAutoCommit: false

EI_ANALYTICS

- name: EI_ANALYTICS
      description: "The datasource used for EI Analytics dashboard
feature"
      jndiConfig:
        name: jdbc/EI_ANALYTICS
      definition:
        type: RDBMS
        configuration:
          jdbcUrl:
'jdbc:mysql://localhost:3306/EI_ANALYTICS?useSSL=false'
          username: root
          password: root
          driverClassName: com.mysql.jdbc.Driver
          maxPoolSize: 50
          idleTimeout: 60000
          validationTimeout: 30000
          isAutoCommit: false

PERSISTENCE_DB
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- name: PERSISTENCE_DB
      description: The MySQL datasource used for persistence
      jndiConfig:
        name: jdbc/PERSISTENCE_DB
      definition:
        type: RDBMS
        configuration:
          jdbcUrl:
'jdbc:mysql://localhost:3306/PERSISTENCE_DB?useSSL=false'
          username: root
          password: root
          driverClassName: com.mysql.jdbc.Driver
          maxPoolSize: 50
          idleTimeout: 60000
          connectionTestQuery: SELECT 1
          validationTimeout: 30000
          isAutoCommit: false

Configuring storage persistence

To allow the two worker nodes to use the same database for state persistence, update the state.persistence section in the deployment.yaml file with the
following properties.

Parameter Description

enabled To enable state persistence, set this property to true.

persistenceStore State persistence can be configured to use a db-based or file-based storage. However, it is recommended to use a
DB-based storage.

By default, a file-based storage is configured as the persistence store. To configure a DB-base persistence store,
enter the following persistence store:

org.wso2.carbon.stream.processor.core.persistence.DBPersistenceStore

Be sure that the same persistence storage is shared between the two worker nodes.

config:
datasource: 
table:

Give the name of the database that is configured for persistence (which is the  databasePERSISTENCE_DB
explained above) as the datasource, and the name of the database table:

config:
    datasource: PERSISTENCE_DB 
    table: PERSISTENCE_TABLE

Starting the cluster

1.  
2.  

Before you begin:

If you are starting both the worker nodes in a single machine, be sure to apply a port offset for one of the worker nodes:

Open the  file (stored in the directory).deployment.yaml <EI_HOME>/wso2/analytics/conf/worker/ 
In the  section, and set a port offset value. By default, the offset is set to 0:wso2.carbon
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Start the two worker nodes of WSO2 EI Analytics by executing the following command:

On MacOS/Linux/CentOS

Open a terminal and execute the following command:

wso2ei-6.5.0-analytics-worker

 On WindowsGo to  Start Menu -> Programs -> WSO2 -> Enterprise Integrator 6.5.0 Analytics
This will open a terminal and start the ESB profile.. Worker

If the cluster is correctly configured, the following CLI log can be viewed without any error logs:

2.  

3.  

4.  

# port offset
    offset: 0

In the  section, under  , increment the default port values (given below):wso2.transport.http listenerConfigurations
Default configuration

listenerConfigurations:
    -
      id: "default"
      host: "0.0.0.0"
      port: 9091
    -
      id: "msf4j-https"
      host: "0.0.0.0"
      port: 9444
      scheme: https
      keyStoreFile: "${carbon.home}/resources/security/wso2carbon.jks"
      keyStorePassword: wso2carbon
      certPass: wso2carbon

In the section, under , increment the default port values (given below):siddhi.stores.query.api listenerConfigurations
Default configuration

listenerConfigurations:
    -
      id: "default"
      host: "0.0.0.0"
      port: 7070
    -
      id: "msf4j-https"
      host: "0.0.0.0"
      port: 7443
      scheme: https
      keyStoreFile: "${carbon.home}/resources/security/wso2carbon.jks"
      keyStorePassword: wso2carbon
      certPass: wso2carbon



WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 505

INFO {org.wso2.carbon.stream.processor.core.internal.ServiceComponent}
- WSO2 Stream Processor Starting in Two Node Minimum HA Deployment
INFO {org.wso2.carbon.stream.processor.core.ha.HAManager} - HA
Deployment: Starting up as Active Node

Start the Analytics dashboard by executing the following command:

On MacOS/Linux/CentOS

Open a terminal and execute the following command:

wso2ei-6.5.0-analytics-dashboard

 On WindowsGo to  Start Menu -> Programs -> WSO2 -> Enterprise Integrator 6.5.0 Analytics
This will open a terminal and start the ESB profile.. Dashboard

Clustering the Message Broker Profile

The following sections give you information and instructions on how to cluster the message broker profile of WSO2 EI.  

The clustering deployment pattern
Creating the databases
Mounting the registry
Configuring a message broker profile node
Optional: Configuring Hazelcast properties
Optional: Configuring cluster coordination
Optional: Handling network partitioning in Hazelcast-based clustering
Testing the cluster

The clustering deployment pattern

This pattern has two WSO2 EI nodes that include the Message Broker profile to serve service requests with high availability and scalability. The following
image depicts the sample pattern of this clustering deployment scenario.

This pattern uses two nodes as . It is always recommended to have all nodes of the cluster as well-known members.well-known members

When configuring your WSO2 products for clustering using Hazelcast, you need to use a specific IP address in your configurations and not

https://docs.wso2.com/display/ADMIN44x/Clustering+Overview#ClusteringOverview-wka
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Creating the databases

All profiles of WSO2 EI uses a database to store information such as user management details and registry data. All nodes in the cluster must use one
central database for config and governance registry mounts. You can create the following databases and associated datasources.

Database Name Description

WSO2_USER_DB JDBC user store and authorization manager.

REGISTRY_DB Shared database for config and governance registry mounts in the product's nodes.

REGISTRY_LOCAL1 Local registry space in Node 1.

REGISTRY_LOCAL2 Local registry space in Node 2.

In addition to the databases listed above, the Message Broker profile of WSO2 EI requires the following broker-specific data:

Database Name Description

localhost.

1.  

In this guide, the IP of the first Message Broker (MB) node is referred to as  and the IP of the second MBhttps://xxx.xxx.xxx.xx1
node is referred to as .https://xxx.xxx.xxx.xx2
If you want to test out clustering in a development environment using the same server, you need to port offset one of your ESB nodes. 
Follow the steps given below:

Specify the port offset value in the   file.<EI_HOME>/conf/carbon.xml

Click here for more information on configuring the port offset.

When you run multiple products/clusters or multiple instances of the same product on the same server or virtual machines
(VMs), change their default ports with an offset value to avoid port conflicts. An offset defines the number by which all
ports in the runtime (e.g., HTTP(S) ports) are increased. For example, if the default HTTP port is 9763 and the offset is 1,
the effective HTTP port will change to 9764. For each additional product instance, set the port offset to a unique value.
The offset of the default ports is zero.

The port value will automatically increase as shown in the  column in the following table, allowing all fivePort Value
WSO2 product instances or servers to run on the same machine.

WSO2 product instance Port Offset Port Value

WSO2 server 1 0 9443

WSO2 server 2 1 9444

WSO2 server 3 2 9445

WSO2 server 4 3 9446

WSO2 server 5 4 9447

Example:

<Ports>
 ...
 <Offset>5</Offset>
 ...
</Ports>

This is not recommended for production environments. Change all ports used in your configurations based on the
offset value if you are setting a port offset for the specific node.

For more information on the default ports of WSO2 Enterprise Integrator, see the .WSO2 administration guide

https://docs.wso2.com/display/ADMIN44x/Default+Ports+of+WSO2+Products#DefaultPortsofWSO2Products-EnterpriseIntegrator
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1.  
2.  
3.  

4.  

5.  

6.  

7.  
8.  

MB_DB Stores instance data that are specific to the message broker profile.

Follow the steps given below to create the databases required for the Message Broker profile of WSO2 EI. 

Download and install the  .MySQL Server
Download the  .MySQL JDBC driver
Download and unzip the WSO2 EI binary distribution. 

Unzip the downloaded MySQL driver, and copy the MySQL JDBC driver JAR ( ) to the mysql-connector-java-x.x.xx-bin.jar <EI_HOME>
 directory of   the WSO2 EI nodes./lib/ both

Add the following line to the   file to define the hostname for configuring permissions for the new database: /etc/hosts <MYSQL-DB-SERVER-IP
> carbondb.mysql-wso2.com

Execute the following command in a terminal/command window, where username is the username you want to use to access the databases: mys
ql -u username -p
When prompted, specify the password to access the databases.
Create the databases using the following commands:

mysql> create database WSO2_USER_DB;
mysql> use WSO2_USER_DB;
mysql> source <EI_HOME>/dbscripts/mysql.sql;
mysql> grant all on WSO2_USER_DB.* TO
regadmin@"carbondb.mysql-wso2.com" identified by "regadmin";

mysql> create database REGISTRY_DB;
mysql> use REGISTRY_DB;
mysql> source <EI_HOME>/dbscripts/mysql.sql;
mysql> grant all on REGISTRY_DB.* TO regadmin@"carbondb.mysql-wso2.com"
identified by "regadmin";

mysql> create database REGISTRY_LOCAL1;
mysql> use REGISTRY_LOCAL1;
mysql> source <EI_HOME>/dbscripts/mysql.sql;
mysql> grant all on REGISTRY_LOCAL1.* TO
regadmin@"carbondb.mysql-wso2.com" identified by "regadmin";
 
mysql> create database REGISTRY_LOCAL2;
mysql> use REGISTRY_LOCAL2;
mysql> source <EI_HOME>/dbscripts/mysql.sql;
mysql> grant all on REGISTRY_LOCAL2.* TO
regadmin@"carbondb.mysql-wso2.com" identified 
by "regadmin";

It is recommended to use an industry-standard RDBMS such as Oracle, PostgreSQL, MySQL, MS SQL, etc. for most enterprise testing and
production environments. However, you can also use the embedded H2 database only for the  and .REGISTRY_LOCAL1 REGISTRY_LOCAL2

Throughout this guide,   refers to the extracted directory of the WSO2 EI product distribution.<EI_HOME>

Do this step only if your database is not on your local machine and on a separate server.

About using MySQL in different operating systems
For users of Microsoft Windows, when creating the database in MySQL, it is important to specify the character set as latin1. Failure to
do this may result in an error (error code: 1709) when starting your cluster. This error occurs in certain versions of MySQL (5.6.x) and is
related to the UTF-8 encoding. MySQL originally used the latin1 character set by default, which stored characters in a 2-byte sequence.
However, in recent versions, MySQL defaults to UTF-8 to be friendlier to international users. Hence, you must use latin1 as the
character set as indicated below in the database creation commands to avoid this problem. Note that this may result in issues with
non-latin characters (like Hebrew, Japanese, etc.). The following is how your database creation command should look.

mysql> create database <DATABASE_NAME> character set latin1;

http://dev.mysql.com/downloads/
http://dev.mysql.com/downloads/connector/j/
http://wso2.com/integration
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8.  

9.  Create and configure the   database, which is specific to the message broker profile using the following commands:MB_DB

mysql> create database wso2_mb;
mysql> use wso2_mb;
mysql> source <EI_HOME>/wso2/broker/dbscripts/mb-store/mysql-mb.sql;
mysql> grant all on wso2_mb.* TO regadmin@"carbondb.mysql-wso2.com"
identified by "regadmin";

Mounting the registry

Add the following configurations to the  file of each WSO2 EI node to configure the shared registry<EI_HOME>/wso2/broker/conf/registry.xml
database and mounting details. This ensures that the shared registry for governance and configurations (i.e., the  database) mounts on bothREGISTRY_DB
WSO2 EI nodes. 

For users of other operating systems, the standard database creation commands will suffice. For these operating systems, the following
is how your database creation command should look.

mysql> create database <DATABASE_NAME>;

<EI_HOME> , username and password are the same as those you specified in the previous steps.

Note the following when adding these configurations:

The existing   called    .dbConfig wso2registry must not be removed
The datasource you specifying the  tag must match the JNDI Config name you specify in the<dbConfig name="sharedregistry">

 file.<EI_HOME>/wso2/broker/conf/datasources/master-datasources.xml
The registry mount path denotes the type of registry. For example, ” ” refers to configuration Registry, and "/_system/config /_syst

" refers to the governance registry.em/governance
The  entry enables you to identify the datasource you configured in the <dbconfig> <EI_HOME>/wso2/broker/conf/datasource

 file. The unique name "shared registry" refers to that datasource entry.s/master-datasources.xml
The  section refers to an external registry mount. Specify the read-only/read-write nature of this instance, caching<remoteInstance>
configurations and the registry root location in this section.
Also, specify the cache ID in the  section. This enables caching to function properly in the clustered environment.<remoteInstance>

Define a unique name in the  tag for each remote instance. This is then referred to from mount configurations. In the above<id>
example, the unique ID for the remote instance is " ".instanceId
Specify the actual mount path and target mount path in each of the mounting configurations. The target path can be any meaningful
name. In this instance, it is " "./_system/mbconfig

Cache ID is the same as the JDBC connection URL of the registry database. This value is the Cache ID of the remote
instance. It should be in the format of , where  is the$database_username@$database_url $database_username
username of the remote instance database and  is the remote instance database URL. This cache ID$database_url
denotes the enabled cache. In this case, the database it should connect to is , which is the database sharedREGISTRY_DB
across all the nodes. You can find that in the mounting configurations of the same datasource that is being used.
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<dbConfig name="sharedregistry">
<dataSource>jdbc/WSO2RegistryDB</dataSource>
</dbConfig> 

<remoteInstance url="https://localhost:9443/registry">
    <id>instanceid</id>
    <dbConfig>sharedregistry</dbConfig>
    <readOnly>false</readOnly>
    <enableCache>true</enableCache>
    <registryRoot>/</registryRoot>
<cacheId>regadmin@jdbc:mysql://carbondb.mysql-wso2.com:3306/REGISTRY_DB
?autoReconnect=true</cacheId>
</remoteInstance>
 
<mount path="/_system/config" overwrite="true">
    <instanceId>instanceid</instanceId>
    <targetPath>/_system/mbconfig</targetPath>
</mount>
 
<mount path="/_system/governance" overwrite="true">
    <instanceId>instanceid</instanceId>
    <targetPath>/_system/governance</targetPath>
</mount>

Configuring a message broker profile node

1.  

2.  

Time synchronising the broker nodes

Click here to expand...
The RDBMS identifies the latest record based on timestamps so a newer timestamp always gets preference. Therefore, it is vital to
synchronize time across all the Broker nodes in the cluster to make them function properly. Given below are instructions for time
synchronizing on Linux servers. Note that you need administrator permissions to do this.

Install the  package by executing the following commands.ntpdate
For RedHat Enterprise Linux, CentOS, and Oracle Linux:

$sudo apt-get install ntpdate;

For Debian and Ubuntu:

$ntpdate pool.ntp.org

Execute the command given below to create a script named  in the  directory.timesync.sh /home/user

sudo ntpdate pool.ntp.org >>  /tmp/timeSyncLog.log

This command will sync the time of the local machine with the time in the  time server cluster. The    projectpool.ntp.org pool.ntp.org
is a big virtual cluster of time servers providing reliable easy-to-use NTP services for millions of clients. It's the default "time server"
for most of the major Linux distributions, and many networked appliances. The logs of the time synchronization will be routed to the

http://pool.ntp.org
http://www.pool.ntp.org/en/
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1.  

Do the following configurations for all nodes of your cluster.

Configure the datasources to point to the  ,  , and  databases as follows in the REGISTRY_LOCAL1 WSO2_REGISTRY_DB WSO2_USER_DB <EI_HOME
 file as follows:>/wso2/broker/conf/datasources/master-datasources.xml

ESB Node 1

For ESB node 1, configure the datasources to point to the ,  , and   databases as follows:REGISTRY_LOCAL1 WSO2_REGISTRY_DB WSO2_USER_DB

<datasources-configuration
xmlns:svns="http://org.wso2.securevault/configuration"> 
     <providers> 
       
<provider>org.wso2.carbon.ndatasource.rdbms.RDBMSDataSourceReader</prov
ider> 
    </providers> 
    <datasources> 
        <datasource> 
            <name>REGISTRY_LOCAL1</name> 
            <description>The datasource used for registry-
local</description> 
            <jndiConfig> 
                <name>jdbc/WSO2CarbonDB</name> 
            </jndiConfig> 
            <definition type="RDBMS"> 
                <configuration> 
                   
<url>jdbc:mysql://carbondb.mysql-wso2.com:3306/REGISTRY_LOCAL1?autoReco
nnect=true</url> 
                    <username>regadmin</username> 
                    <password>regadmin</password> 
                   
<driverClassName>com.mysql.jdbc.Driver</driverClassName> 
                    <maxActive>50</maxActive> 
                    <maxWait>60000</maxWait> 
                    <testOnBorrow>true</testOnBorrow> 
                    <validationQuery>SELECT 1</validationQuery> 
                    <validationInterval>30000</validationInterval> 
                </configuration> 
            </definition> 
        </datasource> 
        <datasource> 
            <name>REGISTRY_DB</name> 

2.  

3.  

a.  

b.  

 file./tmp/timeSyncLog.log
Now, you need to schedule a cron job. Every computer calculates time locally according to a clock. This may cause a considerable
time gap between servers in a clustered setup. Therefore, to make sure that the time on each of the servers are synchronized, we
need to run the above script from time to time in every server machine. All servers will sync to the time received by " ". pool.ntp.org

First, execute the following command:

$ crontab -e

Give the cron expression. For example, if you want time synchronization every minute, use the following cron expression:

* * * * * sh /home/user/timesync.sh

Replace the username, password, and database URL of your MySQL environment accordingly.

http://pool.ntp.org
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1.  

            <description>The datasource used for registry-
config/governance</description> 
            <jndiConfig> 
                <name>jdbc/WSO2RegistryDB</name> 
            </jndiConfig> 
            <definition type="RDBMS"> 
                <configuration> 
                   
<url>jdbc:mysql://carbondb.mysql-wso2.com:3306/REGISTRY_DB?autoReconnec
t=true</url> 
                    <username>regadmin</username> 
                    <password>regadmin</password> 
                   
<driverClassName>com.mysql.jdbc.Driver</driverClassName> 
                    <maxActive>50</maxActive> 
                    <maxWait>60000</maxWait> 
                    <testOnBorrow>true</testOnBorrow> 
                    <validationQuery>SELECT 1</validationQuery> 
                    <validationInterval>30000</validationInterval> 
                </configuration> 
            </definition> 
        </datasource> 
         <datasource> 
            <name>WSO2_USER_DB</name> 
            <description>The datasource used for registry and user
manager</description> 
            <jndiConfig> 
                <name>jdbc/WSO2UMDB</name> 
            </jndiConfig> 
            <definition type="RDBMS"> 
                <configuration> 
                   
<url>jdbc:mysql://carbondb.mysql-wso2.com:3306/WSO2_USER_DB</url> 
                    <username>regadmin</username> 
                    <password>regadmin</password> 
                   
<driverClassName>com.mysql.jdbc.Driver</driverClassName> 
                    <maxActive>50</maxActive> 
                    <maxWait>60000</maxWait> 
                    <testOnBorrow>true</testOnBorrow> 
                    <validationQuery>SELECT 1</validationQuery> 
                    <validationInterval>30000</validationInterval> 
                </configuration> 
            </definition> 



WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 512

1.  

        </datasource> 
   </datasources> 
</datasources-configuration>

ESB Node 2

For node 2, configure the datasources to point to the  ,  , and    databases as shownREGISTRY_LOCAL2 WSO2_REGISTRY_DB WSO2_USER_DB
below. Change the username, password, and database URL as needed for your environment.

<datasources-configuration
xmlns:svns="http://org.wso2.securevault/configuration"> 
     <providers> 
       
<provider>org.wso2.carbon.ndatasource.rdbms.RDBMSDataSourceReader</prov
ider> 
    </providers> 
    <datasources> 
        <datasource> 
            <name>REGISTRY_LOCAL2</name> 
            <description>The datasource used for registry-
local</description> 
            <jndiConfig> 
                <name>jdbc/WSO2CarbonDB</name> 
            </jndiConfig> 
            <definition type="RDBMS"> 
                <configuration> 
                   
<url>jdbc:mysql://carbondb.mysql-wso2.com:3306/REGISTRY_LOCAL1?autoReco
nnect=true</url> 
                    <username>regadmin</username> 
                    <password>regadmin</password> 
                   
<driverClassName>com.mysql.jdbc.Driver</driverClassName> 
                    <maxActive>50</maxActive> 
                    <maxWait>60000</maxWait> 
                    <testOnBorrow>true</testOnBorrow> 
                    <validationQuery>SELECT 1</validationQuery> 
                    <validationInterval>30000</validationInterval> 
                </configuration> 
            </definition> 
        </datasource> 
        <datasource> 
            <name>REGISTRY_DB</name> 
            <description>The datasource used for registry-
config/governance</description> 
            <jndiConfig> 
                <name>jdbc/WSO2RegistryDB</name> 
            </jndiConfig> 
            <definition type="RDBMS"> 
                <configuration> 
                   
<url>jdbc:mysql://carbondb.mysql-wso2.com:3306/REGISTRY_DB?autoReconnec
t=true</url> 
                    <username>regadmin</username> 
                    <password>regadmin</password> 
                   
<driverClassName>com.mysql.jdbc.Driver</driverClassName> 
                    <maxActive>50</maxActive> 
                    <maxWait>60000</maxWait> 
                    <testOnBorrow>true</testOnBorrow> 
                    <validationQuery>SELECT 1</validationQuery> 
                    <validationInterval>30000</validationInterval> 
                </configuration> 
            </definition> 
        </datasource> 
         <datasource> 
            <name>WSO2_USER_DB</name> 
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1.  

            <description>The datasource used for registry and user
manager</description> 
            <jndiConfig> 
                <name>jdbc/WSO2UMDB</name> 
            </jndiConfig> 
            <definition type="RDBMS"> 
                <configuration> 
                   
<url>jdbc:mysql://carbondb.mysql-wso2.com:3306/WSO2_USER_DB</url> 
                    <username>regadmin</username> 
                    <password>regadmin</password> 
                   
<driverClassName>com.mysql.jdbc.Driver</driverClassName> 
                    <maxActive>50</maxActive> 
                    <maxWait>60000</maxWait> 
                    <testOnBorrow>true</testOnBorrow> 
                    <validationQuery>SELECT 1</validationQuery> 
                    <validationInterval>30000</validationInterval> 
                </configuration> 
            </definition> 
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1.  

2.  

3.  

        </datasource> 
   </datasources> 
</datasources-configuration>

Remove or comment out the default H2-based  and  datasource configurations from the WSO2_MB_STORE_DB WSO2_CARBON_DB <EI_HOME>/wso
 file. 2/broker/conf/datasources/master-datasources.xml

Uncomment or add the following   configuration in the WSO2_MB_STORE_DB <EI_HOME>/wso2/broker/conf/datasources/master-dataso
 file based on your DBMS type.urces.xml

Configuring MSSQL

<datasource>
    <name>WSO2_MB_STORE_DB</name>
    <jndiConfig>
        <name>jdbc/WSO2MBStoreDB</name>
    </jndiConfig>
    <definition type="RDBMS">
        <configuration>
            <defaultAutoCommit>false</defaultAutoCommit>
           
<dataSourceClassName>com.microsoft.sqlserver.jdbc.SQLServerXADataSource
</dataSourceClassName>
            <dataSourceProps>
                <property
name="URL">jdbc:sqlserver://127.0.0.1\SQLExpress</property>
                <property name="databaseName">wso2mb</property>
                <property name="user">sa</property>
                <property name="password">mssql</property>
            </dataSourceProps>
        </configuration>
    </definition>
</datasource>

Configuring MySQL

Update the JDBC URL to correctly point to your database and enter the username and password for your database user with the
proper permissions.

If your MySQL username or password is not , make sure to update the  and  properties.root <username> <password>
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3.  

4.  

<datasource>
    <name>WSO2_MB_STORE_DB</name>
    <jndiConfig>
        <name>WSO2MBStoreDB</name>
    </jndiConfig>
    <definition type="RDBMS">
        <configuration>
            <driverClassName>com.mysql.jdbc.Driver</driverClassName>
            <url>jdbc:mysql://localhost/wso2_mb</url>
            <username>regadmin</username>
            <password>regadmin</password>
            <maxActive>50</maxActive>
            <maxWait>60000</maxWait>
            <minIdle>5</minIdle>
            <testOnBorrow>true</testOnBorrow>
            <validationQuery>SELECT 1</validationQuery>
            <validationInterval>30000</validationInterval>
            <defaultAutoCommit>false</defaultAutoCommit>
        </configuration>
    </definition>
</datasource>

Configuring Oracle

 <datasource>
    <name>WSO2_MB_STORE_DB</name>
    <jndiConfig>
        <name>WSO2MBStoreDB</name>
    </jndiConfig>
    <definition type="RDBMS">
        <configuration>
            <defaultAutoCommit>false</defaultAutoCommit>
           
<driverClassName>oracle.jdbc.driver.OracleDriver</driverClassName>
            <url>jdbc:oracle:thin:@localhost:1521/orcl</url>
            <maxActive>100</maxActive>
            <maxWait>60000</maxWait>
            <minIdle>5</minIdle>
            <testOnBorrow>true</testOnBorrow>
            <validationQuery>SELECT 1</validationQuery>
            <validationInterval>30000</validationInterval>
            <username>scott</username>
            <password>tiger</password>
        </configuration>
    </definition>
</datasource>

Add the following configuration in the   file of both nodes to configure the user stores. <EI_HOME>/wso2/broker/conf/user-mgt.xml

Enter the datasource information for the user store that you configured in the <EI_HOME>/wso2/broker/conf/datasources/mast
 file. You can change the admin username and password as well. However, you should do this before startinger-datasources.xml

the server.
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4.  

5.  

<Configuration>
    <AddAdmin>true</AddAdmin>
    <AdminRole>admin</AdminRole>
    <AdminUser>
        <UserName>admin</UserName>
        <Password>admin</Password>
    </AdminUser>
    <EveryOneRoleName>everyone</EveryOneRoleName>
    <Property name="dataSource">jdbc/WSO2UMDB</Property>
</Configuration>

Uncomment or add the following configuration in the   file.  (Enter the message store based on<EI_HOME>/wso2/broker/conf/broker.xml
your database type and Andes context store).
Configuring MSSQL

...
<persistence>
  <messageStore
class="org.wso2.andes.store.rdbms.RDBMSMessageStoreImpl">
        <propertyname="dataSource">WSO2MBStoreDB</property>
  </messageStore>
  <contextStore
class="org.wso2.andes.store.rdbms.RDBMSAndesContextStoreImpl">
        <propertyname="dataSource">WSO2MBStoreDB</property>
  </contextStore>
...
</persistence>

Configuring MySQL

...
<persistence>
  <messageStore
class="org.wso2.andes.store.rdbms.RDBMSMessageStoreImpl">
        <propertyname="dataSource">WSO2MBStoreDB</property>
  </messageStore>
  <contextStore
class="org.wso2.andes.store.rdbms.RDBMSAndesContextStoreImpl">
        <propertyname="dataSource">WSO2MBStoreDB</property>
  </contextStore>
...
</persistence>

Configuring Oracle
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5.  

6.  

...
<persistence>
  <messageStore
class="org.wso2.andes.store.rdbms.RDBMSMessageStoreImpl">
        <propertyname="dataSource">WSO2MBStoreDB</property>
  </messageStore>
  <contextStore
class="org.wso2.andes.store.rdbms.RDBMSAndesContextStoreImpl">
        <propertyname="dataSource">WSO2MBStoreDB</property>
  </contextStore>
...
</persistence>

Add the following thrift-related configurations in the   file.<EI_HOME>/wso2/broker/conf/broker.xml

<coordination>
    <nodeID>default</nodeID>
    <thriftServerHost>192.168.0.103</thriftServerHost>
    <thriftServerPort>7611</thriftServerPort>
 <thriftSOTimeout>0</thriftSOTimeout>
</coordination>

Click here for more details on the configurations.

Configuration Description

coordination This configuration is related to brokering thrift communications.

nodeID In a clustered deployment, an ID is assigned to each brokering node via the cluster node identifier.
This element can be used to override the cluster node identifier for this brokering node. If the value for
this element is left as  , the default node ID is generated using the IP and a universallydefault
unique identifier (UUID). .The node ID of each member in a cluster must be unique

thriftServerHost This is a sub-element of the  tag. WSO2 EI uses Apache Thrift for communications<coordination>
relating to message delivery. Therefore, an Apache Thrift server is started in each brokering node in a
clustered deployment. This element should point to the IP address of the Apache Thrift server. This
should point to the IP address of the brokering node that hosts the thrift server. The default value for
this is . For example, if you are configuring a brokering node hosted in 192.168.0.102 aslocalhost
the thrift server, this value should be 192.168.0.102.

This file is the root configuration file of brokering. Do the changes you do to this file in all the broker profile nodes. Configure the thrif
 value to point to the IP address of the message broker profile node.tServerHost
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6.  

7.  

thriftServerPort This is another sub-element of the  tag. This should point to the port of the thrift<coordination>
server in the message broker profile.

thriftSOTimeout This is used to handle half-open TCP connections between the broker nodes in a cluster. In such
situations, the socket may need to have a timeout value to invalidate the connection (in milliseconds).
A timeout of zero is interpreted as an infinite timeout.  to set this value to 180000 millisecondsBe sure
as shown below.

<thriftSOTimeout>180000</thriftSOTimeout>

Edit the   file as follows to set up the cluster configurations.<EI_HOME>/wso2/broker/conf/axis2/axis2.xml
Enable clustering for this node as follows: <clustering
class="org.wso2.carbon.core.clustering.hazelcast.HazelcastClusteringAgent" enable="true">
Set the membership scheme to "wka" to enable the well-known address registration method. (This node sends cluster initiation
messages to the WKA members):  
<parameter name="membershipScheme">wka</parameter>
Specify the name of the cluster this node will join as follows:   <parameter name="domain">wso2.ei.domain</parameter>
Specify the hosts to communicate cluster messages as follows: <parameter
name="localMemberHost">xxx.xxx.xxx.xx2</parameter>
Specify the port to communicate cluster messages as follows: <parameter name="localMemberPort">4100</parameter>

Specify the well-known members as follows: (The port value for the WKA node must be the same value as it's localMemberPort (in this
case it is 4100).

<members>    
    <member>
        <hostName>xxx.xxx.xxx.xx1</hostName>
        <port>4100</port>
    </member>
    <member>
        <hostName>xxx.xxx.xxx.xx2</hostName>
        <port>4200</port>
    </member>
</members>

What is the effective thrift server port ?
The  file indicates 7611 as the default thrift server port. However, the default broker.xml
thrift server port that is effective in the MB profile of WSO2 EI is  (7611 + 3). This is7614
because, by default, the server port of the MB profile of WSO2 EI is offset by 3 in the <EI_

  file. It is important to note that the effectiveHOME>/wso2/broker/conf/carbon. xml
thrift server port depends upon the default server port offset in the  file as wellcarbon.xml
as the thriftServerPort value in the  file. Be sure to keep the correct thriftbroker.xml
server port open in your system to avoid errors.

It is recommended to use the same thrift server port for all broker nodes in your
cluster.

This port number is not affected by the port offset value specified in the   file<EI_HOME>/wso2/broker/conf/carbon. xml
. If this port number is already assigned to another server, the clustering framework automatically increments this port number.
However, if there are two servers running on the same machine, ensure that a unique port is set for each server.

You can also use IP address ranges for the hostname (e.g., 192.168.1.2-10). However, you can define a range only for the
last portion of the IP address. Smaller the range, the faster the time it takes to discover members since each node has to scan
a lesser number of potential members. The best practice is to add all the members (including itself) in all the nodes to avoid
any conflicts in configurations.
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8.  

a.  
b.  

1.  

Enable heartbeat messaging for each of the broker nodes by following the steps given below. This is required for handling TCP connections
between the broker nodes and client systems (publishers and subscribers).

Open the   file that is stored in the   directory.qpid-config.xml <EI_HOME>/wso2/broker/conf/advanced
Set the heartbeat delay as shown below. The recommended heartbeat delay is 30 seconds.

<heartbeat>
    <delay>30</delay>
    <timeoutFactor>2.0</timeoutFactor>
</heartbeat>

The elements in the above configuration are explained below.

delay The <delay> element specifies the time interval between heartbeat messages. This is the time
that the broker or client will wait to receive a response from the other party. If the response is  not
received within this time, a heartbeat message is triggered.

timeoutFactor The number of heartbeat messages the broker will send to the client before terminating the
connection. That is, if the timeoutFactor is 2, the broker will send heartbeat messages every 30
seconds , and if a response is not received from the client, the connection will betwice
terminated.

Optional: Configuring Hazelcast properties

WSO2 products use   as its default clustering engine. You can configure the hazelcast properties for the product nodes by following the stepsHazelcast
given below.

Add the following property configurations to the   file stored in the   directory.hazelcast.properties <EI_HOME>/wso2/broker/conf/

#Disabling the hazelcast shutdown hook
hazelcast.shutdownhook.enabled=false
#Setting the hazelcast logging type to log4j
hazelcast.logging.type=log4j

The above configurations are explained below.
Hazelcast shutdown hook: This configuration disables the shutdown hook in hazelcast, which ensures that the hazelcast instance shuts
down gracefully whenever the product node shuts down. If the hazelcast shutdown hook is enabled (which is the default behavior of a
product), you will see errors such as " " at the time of shutting down the product node: This is because theHazelcast instance is not active!
hazelcast instance shuts down too early when the shutdown hook is enabled.
Hazelcast logging type: This configuration sets the hazelcast logging type to log4j, which allows hazelcast logs to be written to the wso

What is heartbeat messaging?
Click here for more information.

When a client is connected to the broker, both the broker and the client should be able to detect problem situations where the TCP
connection is half open or where the connecting client/broker is unresponsive. This can be achieved by enabling heartbeat
messaging between the broker and the client.

The heartbeat messaging configuration allows both the broker and the client to verify whether the  orconnection is inactive
whether  by periodically sending messages to each other.the connecting system (broker or client) is inactive

For example, you can set the heartbeat delay time to 30 seconds. This means that if the broker (or the client) does not receive the
expected response from the other system within 30 seconds, it will send a heartbeat message to check if the connection is inactive
or if the other system is inactive. If the connection is inactive or is half-open, there will be a clear indication of connection failure.
However, if the connection is active but the other system is unresponsive, the broker or the client will continue to send heartbeat
messages (every 30 seconds). By default, the broker and clients are configured to terminate (timeout) the connection after sending
two heartbeat messages; however, this time out configuration can be changed.

Note: In a scenario where the subscriber client is sending the heartbeat message to the broker node, if the connection is found to
be broken or if the broker node is inactive, the connection will failover to another broker node in the cluster.

https://docs.wso2.com/display/ADMIN44x/Clustering+Overview


WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 520

1.  

2.  
 file.2carbon.log

If you have enabled log4j for hazelcast logging as explained above, be sure to enter the configuration shown below in the   fillog4j.properties
e (stored in the    directory). This can be used to configure the log level for hazelcast logging. For a clustered<EI_HOME>/wso2/broker/conf/
production environment, it is recommended to use INFO as the log level as shown below.

log4j.logger.com.hazelcast=INFO

Optional: Configuring cluster coordination

If  is set to , the Message Broker profile in WSO2 EI introduces cluster coordination through an RDBMS. ThisrdbmsBasedCoordination enabled true
means that the coordination between the nodes in a cluster can be managed through an RDBMS, just as message persistence. Therefore, the RDBMS that
is connected to the MB nodes in the cluster is, by default, used for   as well as  .message persistence cluster coordination

Shown below is the configuration in the   file (stored in the   directory), which enables RDBMS-basedbroker.xml <EI_HOME>/wso2/broker/conf/
cluster coordination. If required, you can disable the following configuration, which will allow the hazelcast engine to manage cluster coordination. However,
note that you need to   when hazelcast-based cluster coordination is used. configure the cluster to handle network partitioning

<rdbmsBasedCoordination enabled="true">
    <!-- Heartbeat interval used in the RDBMS base coordination
algorithm in milliseconds -->
    <heartbeatInterval>5000</heartbeatInterval>
    <!-- Time to wait before informing others about coordinator change
in milliseconds. This value should be
            larger than a database read time including network latency
and should be less than heartbeatInterval -->
   
<coordinatorEntryCreationWaitTime>3000</coordinatorEntryCreationWaitTim
e>
    <!-- Time interval used to poll database for membership related
events in milliseconds. -->
    <eventPollingInterval>4000</eventPollingInterval>
</rdbmsBasedCoordination>
<!-- Enabling this will make the cluster notifications such as Queue
changes(additions and deletions),
        Subscription changes, etc. sent within the cluster be
synchronized using RDBMS. If set to false, Hazelcast
        will be used for this purpose.-->
<RDBMSBasedClusterEventSynchronization enabled="true">
    <!--Specifies the interval at which, the cluster events will be
read from the database. Needs to be
            declared in milliseconds. Setting this to a very low value
could downgrade the performance where as
            setting this to a large value could increase the time taken
for a cluster event to be synchronized in
            all the nodes in a cluster.-->
    <eventSyncInterval>1000</eventSyncInterval>
</RDBMSBasedClusterEventSynchronization>

Optional: Handling network partitioning in Hazelcast-based clustering

Network partitioning in the network used for cluster coordination can sometimes disrupt the cluster. The Message Broker profile of WSO2 EI introduces a
new configuration to handle network partitioning that may occur when cluster coordination is managed by the hazelcast engine (as opposed to the RDBMS
as explained above).

For example, consider a cluster of three MB nodes that uses two separate networks for   and  . The networkcluster coordination message persistence
with the RDBMS will persist messages, subscriptions and queues etc., and the cluster network communicates information about subscriptions, queue
additions, and to decide on the coordinator of the cluster.  If one of the nodes in the cluster disconnects from the network used for cluster coordination, that
node will separate from the cluster and function as a separate node/cluster (separate partition). That is, the three-node cluster will now be working as two
separate clusters. However, the disconnected node will still be up and running, and message persistence will continue uninterrupted through the message
persistence network. This will cause inconsistencies in the system because message persistence and cluster coordination will not be synchronized. In such
a situation, it is necessary to stop the disconnected node from accepting messages.
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1.  

2.  

1.  

2.  

3.  
4.  
5.  

The above situation can be prevented in the Message Broker profile by configuring the minimum node count of the cluster.  For example, if the cluster size
is 5 and we have configured the minimum node count to 3 nodes, during a network partition (or when nodes crash or shut down) any partition that has 3 or
more nodes will keep functioning, while the other partitions will stop processing messages.

Follow the steps given below to enable this feature.

Open the   file and set the   element shown <EI_HOME>/wso2/broker/repository/conf/broker.xml <networkPartitionsDetection>
below to   . Note that this configuration is disabled by default as shown below.enabled="true"

<?xml version="1.0"?>
<networkPartitionsDetection enabled="false">
    <minimumClusterSize>1</minimumClusterSize>
</networkPartitionsDetection>

Update the   property in the above configuration to specify the minimum node count the cluster should maintain in order<minimumClusterSize>
to operate. Note that if this value should be at least two for cluster coordination to work.  If the number of nodes in the cluster becomes less than
the configured value, the cluster will not accept any incoming traffic. That is, all subscriptions will be disconnected.

Testing the cluster

Follow the steps below to test the cluster.

Navigate to  <EI_HOME>/bin/ via the terminal  and start the Message broker profile:

On MacOS/Linux/CentOS

Open a terminal and execute the following command:

wso2ei-6.4.0-broker

Go to   On Windows Start Menu -> Programs -> WSO2 -> Enterprise Integrator 6.4.0 Broker. 
This will open a terminal and start the Message Broker profile.

Check for ‘ ’ log messages in all consoles.member joined

Access the Management Console through the LB using the following URL:  https://xxx.xxx.xxx.xx2:443/carbon
Sign into the management console using  as the username and password.admin
Click .Node List

Additional information on logs and new nodes
When you terminate one node, all nodes identify that the node has left the cluster. The same applies when a new node joins the
cluster. If you want to add another new node, copy existing node without any changes if you are running it on a new server (such as
xxx.xxx.xxx.184). If you intend to use the new node on a server where another WSO2 product is running, use a copy of node and
change the port offset accordingly in the  file. You also have to change <EI_HOME>/wso2/broker/conf/carbon.xml localMembe

 in the xml file if that product has clustering enabled. Also, map allrPort <EI_HOME>/wso2/broker/conf/axis2/axis2.
hostnames to the relevant IP addresses when creating a new node. The log messages indicate if the new node joins the cluster.
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5.  

You see that the 2 nodes are up and running successfully. The message store health needs to be  and only one node can be theHealthy
Coordinator Node. 

What's next

If you want to performance tune the WSO2 Message Broker (MB) profile, see  .Tuning the Message Broker Profile

Performance Tuning

The out of the box high performance of WSO2 Enterprise Integrator (WSO2 EI) can be further optimized by following a set of recommendations from WSO2
experts. 

See the following topics for detailed information on how you can tune WSO2 EI for optimal performance: 

Important
Performance tuning requires you to modify important system files, which affect all programs running on the server. We recommend you
to familiarize yourself with these files using Unix/Linux documentation before editing them.
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Network and OS Level Performance Tuning
Java Virtual Machine Performance Tuning
WSO2 Carbon Platform-Level Tuning
Tuning the ESB Profile
Tuning the Business Process Profile
Tuning the Message Broker Profile
Tuning the Performance of Statistics Publishing

 

Network and OS Level Performance Tuning

When it comes to performance, the OS that the server runs plays an important role. This page describes the parameters that you can configure to optimize
the network and OS performance.

Following are the files and parameters you can configure to optimize performance:

Configure the following parameters in the  of Linux for maximum concurrency. These parameters can be set to specify/etc/sysctl.conf file
a larger port range, a more effective TCP connection timeout value, and a number of other important settings at the OS-level based on your
requirement.
 

Parameter Description Recommended Value

net.ipv4.tcp_fin_timeout This is the length of time (in seconds) that TCP
takes to receive a final FIN before the socket is
closed. Setting this is required to prevent DoS
attacks.

30

net.ipv4.tcp_tw_recycle This enables fast recycling of TIME_WAIT sockets. 1

net.ipv4.tcp_tw_reuse This allows reuse of sockets in TIME_WAIT state
for new connections when it is safe from the
network stack’s perspective.

1

net.core.rmem_default This sets the default OS receive buffer size for all
types of connections.

524288

net.core.wmem_default This sets the default OS send buffer size for all
types of connections.

524288

The parameter values we discuss below are just examples. They might not be the optimal values for the specific hardware
configurations in your environment. We recommend you to carry out load tests on your environment to tune WSO2 EI for optimal
performance.

If you are running MacOS Sierra and experience long startup times for WSO2 products, try mapping your Mac hostname to 127.0.0.1 and ::1 in
the  file as described in ./etc/hosts this blog post

Note
Since all these settings apply at the OS level, changing settings can affect other programs running on the server. The sample values
specified here might not be the optimal values for your production system. You need to apply the values and run a performance test to
find the best values for your production system.

Note
Change this with caution and ONLY in
internal networks where the network
connectivity speeds are faster. 
It is not recommended to use net.ipv4

 when working.tcp_tw_recycle = 1
with network address translation (NAT),
such as if you are deploying products in
EC2 or any other environment
configured with NAT. 

http://shammijayasinghe.blogspot.com/2017/04/wso2-server-startup-taking-lot-of-time.html
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net.core.rmem_max This sets the maximum OS receive buffer size for
all types of connections.

67108864

net.core.wmem_max This sets the maximum OS send buffer size for all
types of connections.

67108864

net.ipv4.tcp_rmem This specifies the receive buffer space for each
TCP connection and has three values that hold the

 following information:
The first value is the minimum receive buffer space
for each TCP connection, and this buffer is always
allocated to a TCP socket, even under high
pressure on the system.  
The second value  the default receive bufferis
space allocated for each TCP socket. This value
overrides the /proc/sys/net/core/rmem_defa

  value used by other protocols.ult
The last value is the maximum receive buffer space
allocated for a TCP socket.

4096 87380 16777216

net.ipv4.tcp_wmem This specifies the send buffer space for each TCP
connection and has three values that hold the
following information:
The first value is the minimum TCP send buffer
space available for a single TCP socket. 
The second value is the default send buffer space
allowed for a single TCP socket to use. 
The third value is the maximum TCP send buffer
space.

Every TCP socket has the specified amount of
buffer space to use before the buffer is filled up,
and each of the three values are used under
different conditions.

4096 65536 16777216

net.ipv4.ip_local_port_ra
nge

This defines the local port range that is used by
TCP and UDP to choose the local port. The first
number is the first local port allowed for TCP and
UDP traffic, and the second number is the last port
number. 
If your Linux server is opening a large number of
outgoing network connections, you need to
increase the default local port range. In Linux, the
default range of IP port numbers allowed for TCP
and UDP traffic is small, and if this range is not
changed accordingly, a server can come under fire
if it runs out of ports.

1024 65535

fs.file-max This is the maximum number of file handles that the
kernel can allocate. The kernel has a built-in limit on
the number of files that a process can open. If you
need to increase this limit,  you can increase the
fs.file-max value although it can take up some
system memory.

2097152

Configure the following parameters in the   file of Linux if you need to alter the maximum number of open files/etc/security/limits.conf
allowed for system users. 

* soft nofile 4096
* hard nofile 65535

The hard limit is used to enforce hard resource limits and the soft limit is to enforce soft resource limits. The hard limit is set by the super user and
is enforced by the Kernel. You cannot increase the hard limit unless you have super user privileges. You can increase or decrease the soft limit as

Note
The * character denotes that the limit is applicable to all system users in the server, and the values specified above are the default
values for normal system usage.
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necessary, but the maximum limit you can increase this is up to the hard limit value that is set.

 
Configure the following settings in the    file of Linux if you need to alter the maximum number of processes a/etc/security/limits.conf
system user is allowed to run at a given time. Each carbon server instance you run requires upto 1024 threads with the default thread pool
configuration. Therefore, you need to increase both the hard and soft nproc value by 1024 per carbon server.

* soft nproc 20000
* hard nproc 20000

Java Virtual Machine Performance Tuning

You can tune the Java Virtual Machine (JVM) settings to make a production system more efficient. 

You can configure the JVM parameters in the  file (on Windows) or the  file (on<EI_HOME>/bin/integrator.bat <EI_HOME>/bin/integrator.sh
Linux/Solaris). Following are the most important JVM parameters you need to configure:

Maximum Heap Memory Allocation (Xmx) - This parameter sets the maximum heap memory allocated for the JVM. Increasing the memory
allocation increases the memory available for the server, which results in increasing the maximum TPS and reducing the latency. We recommend
al least 2 GB of heap memory allocation for instances.
For example, If you want to set 2 GB as the maximum heap memory size, you need to configure the parameter as follows:

-Xms2048m -Xmx2048m

Here,  is the maximum memory allocation pool for a JVM.   is the initial memory allocation pool.Xmx Xms
 
Metaspace size - In JDK 1.8.*, class metadata is stored in the native heap, and this space is called Metaspace. By default class metadata
allocation is only limited by the amount of available native memory. If you need to limit the amount of native memory used for class metadata, you
need to set MaxMetaspaceSize.
To ensure stability of a production system, you can set the parameter to 1GB as follows:MaxMetaspaceSize  

-XX:MaxMetaspaceSize=1g

When an XML element has a large number of sub elements and the system tries to process all the sub elements, the system can become unstable due to a
memory overhead. This is a security risk.

To avoid this issue, you can define a maximum level of entity substitutions that the XML parser allows in the system. You do this using the entity
 as follows in the   file (for Windows) or the   file (forexpansion limit <EI_HOME>/bin/integrator.bat <EI_HOME>/bin/integrator.sh

Linux/Solaris). The default entity expansion limit is 64000.

-DentityExpansionLimit=10000

In a clustered environment, the entity expansion limit has no dependency on the number of worker nodes.

WSO2 Carbon Platform-Level Tuning

Note
The * character denotes that the limit is applicable to all system users in the server, and the values specified above are the default
values for normal system usage.
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WSO2 Enterprise Integrator (WSO2 EI) runs on top of the WSO2 Carbon platform. Therefore, there are some performance tuning parameters that can be
set at the Carbon platform level.

The WSO2 Carbon runtime limits the thread execution time. That is, if a thread is stuck or taking a long time to process, Carbon detects such threads,
interrupts and stops them. Carbon prints the current stack trace before interrupting the thread. This mechanism is implemented as an Apache Tomcat
valve. Therefore, it should be configured in the   file as shown below.<EI_HOME>/conf/tomcat/catalina-server.xml

<Valve
className="org.wso2.carbon.tomcat.ext.valves.CarbonStuckThreadDetection
Valve" threshold="600"/>

The   is the Java class used for the implementation. Set it to className org.wso2.carbon.tomcat.ext.valves.CarbonStuckThreadDet
. ectionValve

The   is the minimum duration in seconds after which a thread is considered stuck. The default value is 600 seconds.threshold

Tuning the ESB Profile

See the following topics for guidelines on how to tune the ESB profile.

Tuning Inbound Endpoints
Tuning the HTTP Transport
Tuning the JMS Transport
Tuning the VFS Transport
Tuning the RabbitMQ Transport
Tuning the Performance based on Use Case

Tuning Inbound Endpoints

An inbound endpoint is a message entry point that can inject messages directly from the transport layer to the mediation layer, without going through the
Axis engine. This section describes how you can tune HTTP, HTTPS as well as the Kafka inbound endpoint for better performance. 

Improving the performance of HTTP/HTTPS inbound

The HTTP inbound protocol is used to separate endpoint listeners for each HTTP inbound endpoint, so that messages are handle separately. The HTTP
inbound endpoint can bypass the inbound side axis2 layer and directly inject messages to a given sequence or API. For proxy services, messages are
routed through the axis2 transport layer in a manner similar to normal transports. You can start dynamic HTTP inbound endpoints without restarting the
server.
By default inbound endpoints share the PassThrough transport worker pool to handle incoming requests. If you need a separate worker pool for the
inbound endpoint to increase the performance, you need to configure the following parameters:

 Parameter                                   
                                     

        Description
                                                                                        
                                                                    

           Default Value                                 

inbound.worker.pool.size.
core

The initial number of threads in the worker thread pool.
This value can be changed accordingly based on the
number of messages to be processed. The maximum
value that can be specified here is the value of the inbo

parameter.und.worker.pool.size.max 

400

inbound.worker.pool.size.
max

The maximum number of threads in the worker thread
pool. Specify a maximum limit in order to avoid
performance degradation that can occur due to context
switching.

500

inbound.worker.thread.kee
p.alive.sec

The keep-alive time for extra threads in the worker pool.
This value should be less than the socket timeout. When
this time is elapsed for an extra thread, it will be
destroyed. The purpose of this parameter is to optimize
the usage of resources by avoiding wastage that results
from having extra threads that are not utilized.

60

This configuration works only for servlet transport.
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inbound.worker.pool.queue
.length

The length of the queue that is used to hold runnable
tasks to be executed by the worker pool. The thread
pool starts queuing jobs when all existing threads are
busy and the pool has reached the maximum number of
threads. The value for this parameter should be -1 to
use an unbounded queue. If a bound queue is used and
the queue gets filled to its capacity, and any further
attempt to submit jobs will fail causing synapse to drop
some messages.

-1

inbound.thread.group.id Unique Identifier of the thread group. PassThrough inbound worker thread group

inbound.thread.id Unique Identifier of the thread. PassThroughInboundWorkerThread

dispatch.filter.pattern The regular expression that defines the proxy services
and API's to expose via the inbound endpoint. Provide
the  expression to expose all proxy services and.*
API's or provide an expression similar to ^(/foo|/bar

 to define a set of services to|/services/MyProxy)$
expose via the inbound endpoint. If you do not provide
an expression only the defined sequence of the inbound
endpoint will be accessible.

blank

Improving the performance of Kafka inbound

WSO2 EI kafka inbound endpoint acts as a message consumer. It creates a connection to zookeeper and requests messages for a topic, topics or topic
filters.

You can follow the recommendations described below to gain the maximum performance with the Kafka inbound.

 Set the   parameter to  to use the Kafka inbound in a non-sequential mode as it allows better performance than the sequentialsequential false
mode.

<parameter name="sequential">false</parameter>

Change the inbound thread pool size based on your use case. Recommended values are specified below. These parameters can be configured in
the  file.<EI_HOME>/conf/synapse.properties

inbound.threads.core = 200 
inbound.threads.max = 1000          

Tuning the HTTP Transport

The HTTP transport of the WSO2 Enterprise Integrator(WSO2 EI) can be used to handle blocking and non-blocking calls. This section describes how you
can tune this transport for better performance in WSO2 EI.

Improving the non-blocking invocation performance

WSO2 EI supports two non-blocking transports, namely the passthrough transport and the nhttp transport. The passthrough transport is the default
transport of WSO2 EI, but you can set the NHTTP transport as the default transport by renaming the   file<EI_HOME>/conf/axis2/axis2_nhttp.xml
to  .axis2.xml

You can improve the non-blocking invocation performance by either configuring properties related to the HTTP Pass Through transport or
by configuring the properties related to the NHTTP transport, based on which transport you are using as the default WSO2 EI transport in your production
environment.
Configuring passthru-http.properties

You can configure the following properties as required in the   file:<EI_Home>/conf/passthru-http.properties

Property Description Default Value
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worker_pool_size_core WSO2 EI uses a thread pool executor to create threads
and to handle incoming requests. This parameter
controls the number of core threads used by the
executor pool. If you increase this parameter value, the
number of requests received that can be processed by
EI increases, hence, the throughput also increases.

The nature of the integration scenario and the number of
concurrent requests received by the ESB are the main
factors that helps to determine worker_pool_size_core.

400

worker_pool_size_max This is the maximum number of threads in the worker
thread pool. Specifying a maximum limit avoids
performance degradation that can occur due to context
switching. If the specified value is reached, you will see
the error “SYSTEM ALERT - HttpServerWorker threads
were in BLOCKED state during last minute”. This can
occur due to an extraordinarily high number of requests
sent at a time when all the threads in the pool are busy,
and the maximum number of threads is already
reached.

500

http.socket.timeout This is the maximum period of inactivity between two
consecutive data packets, specified in milliseconds.

120000

worker_thread_keepalive_s
ec

This defines the keep-alive time for extra threads in the
worker pool. The value specified here should be less
than the socket timeout value. Once this time has
elapsed for an extra thread, it will be destroyed. The
purpose of this parameter is to optimize the usage of
resources by avoiding wastage that results by having
unutilized extra threads.

60

worker_pool_queue_length This defines the length of the queue that is used to hold
runnable tasks to be executed by the worker pool. The
thread pool starts queuing jobs when all the existing
threads are busy, and the pool has reached the
maximum number of threads. The value for this
parameter should be -1 to use an unbound queue. If a
bound queue is used and the queue gets filled to its
capacity, any further attempts to submit jobs fail causing
some messages to be dropped by Synapse.

-1

io_threads_per_reactor This defines the number of IO dispatcher threads used
per reactor. The value specified should not exceed the
number of cores in the server.

The default value is equal to number of cores in the
server.

io_buffer_size This is the value of the memory buffer allocated when
reading data into the memory from the underlying
socket/file channels. You should leave this property set
to the default value.

16384

http.max.connection.per.h
ost.port

This defines the maximum number of connections
allowed per host port.

32767

http.socket.reuseaddr If this parameter is set to true, it is possible to open
another socket on the same port as the socket that is
currently used by the EI server to listen to connections.
This is useful when recovering from a crash. In such
instances, if the socket is not properly closed, a new
socket can be opened to listen to connections.

true

http.socket.buffer-size This is used to configure the SessionInputBuffer size of
http core. The SessionInputBuffer is used to fill data that
is read from the OS socket. This parameter does not
affect the OS socket buffer size.

8192

http.block_service_list If this parameter is set to true, all services deployed to
WSO2 EI cannot be accessed via the http:<EI>:8240

 and  UR/services/ https:<EI>:8243/services/
ls.

true

http.user.agent.preserve If this parameter is set to true, the user-agent HTTP
header of messages passing through the ESB is
preserved and printed in the outgoing message.

false
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http.headers.preserve This parameter allows you to specify the header field/s
of messages passing through the EI that need to be
preserved and printed in the outgoing message such as 
Location, Keep-Alive, Date, Server,

 and   E.g., User-Agent Host. http.headers.prese
.rve = Location, Date, Server

Content-Type

http.connection.disable.k
eepalive

If this parameter is set to true, the HTTP connections
with the back end service are closed soon after the
request is served. It is recommended to set this property
to false so that WSO2 EI does not have to create a new
connection every time it sends a request to a back-end
service. However, you may need to close connections
after they are used if the back-end service does not
provide sufficient support for keep-alive connections.

false

Configuring nhttp.properties

You can configure the NHTTP properties as required in the   file:<EI_Home>/conf/nhttp.properties

Following are the properties used by the non-blocking HTTP transport:
 

Property Description Default Value

http.socket.timeout.recei
ver

This is the maximum period of inactivity between
two consecutive data packets on the transport
listener side. This is the socket timeout value for
connection between the client and the WSO2 EI
server.

60000

http.socket.timeout.sende
r

This is the maximum period of inactivity between
two consecutive data packets for the transport
sender side. This is the socket timeout value for
connection between the WSO2 EI server and the
backend server.

60000

When uploading files using this property, if
you run into any header dropping issues such
as content type (or any other headers) not
passing to back end or media type (charset)
being missing at the Pass Through Transport
level, add the http.headers.preserve =

 property to the Content-Type <EI_HOME>/
fileconf/passthru-http.properties 

and restart the server.

When you add the http.headers.preser
 property, if the clientve=Content-Length

sends a chunked request (with the Transfe
 header), the ESBr-Encoding: chunked

profile forwards it to the backend. Else, if the
client sends a request with the Content-Le

 header, ESB profile forwards thatngth
header to the backend. Thus, if you are
changing the message payload before
sending it to the backend, the request will fail
as the content length you sent is not the
actual content length of the message.
The main difference between using this
property and using the FORCE_HTTP_CONTE

 and NT_LENGTH COPY_CONTENT_LENGTH_F
 properties together in anROM_INCOMING

API/proxy service is that http.headers.pr
 property applieseserve=Content-Length

at a global (server) level, whereas, you can
use the other two properties to have this
behaviour locally in the API/proxy service.
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nhttp_buffer_size This is the size of the buffer through which data
passes when receiving/transmitting NHTTP
requests.

8192

http.tcp.nodelay This determines whether Nagle's algorithm (for
improving the efficiency of TCP/IP by reducing the
number of packets sent over the network) is used.
Use the value 0 to enable this algorithm and the
value 1 to disable it. The algorithm should be
enabled if you need to reduce bandwidth
consumption.

1

http.connection.stalechec
k

This determines whether stale connection check is
used. Use the value 0 to enable stale connection
check and the value 1 to disable it. When this
parameter is enabled, connections that are no
longer used are identified and disabled before each
request execution. Stale connection check should
be disabled when performing critical operations.

0

http.block_service_list If this parameter is set to , all servicestrue
deployed to WSO2 EI cannot be viewed via the http

 and :<EI>:8240/services/ https:<EI>:824
 URls.3/services/

false

http.headers.preserve This parameter allows you to specify the header
field/s of messages passing through WSO2 EI that
need to be preserved and printed in the outgoing
message (e.g., http.headers.preserve =

 Location, Date, Server ). Supported header
 and  fields are: Date, Server User-Agent.  

Following are the HTTP sender thread pool properties:

Parameter Name Description Default Value

snd_t_core Transport listener worker pool's initial thread count. 20

snd_t_max Transport listener worker pool's maximum thread
count. Once this limit is reached and all the threads
in the pool are busy, they will be in a  statBLOCKED
e. In such situations an increase in the number of
messages would fire the error  SYSTEM ALERT -
HttpServerWorker threads were in

.BLOCKED state during last minute

100

snd_alive_sec Listener-side keep-alive seconds. 5

snd_qlen The listener queue length. -1

snd_io_threads Listener-side IO workers. 2

When there is an increased load, it is recommended to increase the number of threads mentioned in the properties above to balance it.

Following are the HTTP listener thread pool properties:

Property Description Default Value

 lst_t_core Transport sender worker pool's initial thread count. 20

lst_t_max Transport sender worker pool's maximum thread
count. Once this limit is reached and all the threads

 in the pool are busy, they will be in a BLOCKED stat
e. In such situations an increase in the number of

 messages would fire the error  SYSTEM ALERT -
HttpServerWorker threads were in

 BLOCKED state during last minute .

100

Note
Listener-side properties generally have the same values as the sender-side .properties
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lst_alive_sec Sender-side keep-alive seconds. 5

lst_qlen The sender queue length. -1

lst_io_threads Sender-side IO workers. 2

Following is a property for AIX-based deployment:

Property Description Default Value

http.nio.interest-ops-que
ueing

Determines whether interestOps() queueing is
enabled for the I/O reactors.

true

Improving the blocking invocation performance
The  as well as the  in blocking mode uses the axis2  internally to invoke services. It usesCallout mediator Call mediator CommonsHTTPTransportSender
the  to handle connections, but by default it only allows two simultaneous connections per host. So if thereMultiThreadedHttpConnectionManager
are more than two requests per host, the requests have to wait until a connection is available. Therefore if the backend service is slow, many requests have
to wait until a connection is available from the .This can lead to a significant degrade in the performance ofMultiThreadedHttpConnectionManager
WSO2 EI.

In order to overcome this issue, you can edit the CommonsHTTPTransportSender configuration in the <EI_HOME>/conf/axis2/axis2_blocking_cli
 file, and increase the value of the  parameter.ent.xml defaultMaxConnectionsPerHost

For example, if you need to set 100 simultaneous connections per second, you can set the value of the   parameter asdefaultMaxConnectionsPerHost
follows:

<transportsender
class="org.apache.axis2.transport.http.CommonsHTTPTransportSender"
name="http">
        <parameter name="PROTOCOL">HTTP/1.1</parameter>
        <parameter name="Transfer-Encoding">chunked</parameter>
        <parameter name="cacheHttpClient">true</parameter>
        <parameter name="defaultMaxConnectionsPerHost">100</parameter>
</transportsender>

Tuning the JMS Transport

The Java Message Service (JMS) transport of the WSO2 Enterprise Integrator (WSO2 EI) allows you to easily send and receive messages to queues and
topics of any JMS service that implements the JMS specification. The following sections describe how you can tune the JMS transport of WSO2 EI for
better performance.

Increase the maximum number of JMS proxies
Configuring JMS Listener
Configuring JMS Sender
Troubleshooting JMS scenarios

Increase the maximum number of JMS proxies

If you create several JMS proxy services in WSO2 EI, you will see a message similar to the following:

WARN - JMSListener Polling tasks on destination : JMStoHTTPStockQuoteProxy18 of type queue for service
JMStoHTTPStockQuoteProxy18 have not yet started after 3 seconds ..

This issue occurs when you do not have enough threads available to consume messages from JMS queues. The maximum number of concurrent
consumers (that is, the number of JMS proxies) that can be deployed is limited by the base transport worker pool that is used by the JMS transport. You
can configure the size of this worker pool using the system properties   and  . Note that increasing these values will also increaselst_t_core lst_t_max
the memory consumption, because the worker pool will allocate more resources.

Similarly, you can configure the current number and the anticipated number of outbound JMS proxies using the system properties   and snd_t_core snd_t
._max

To adjust the values of these properties, you can modify the server startup script if you want to increase the available threads for NHTTP and JMS
transports (requires more memory), or create a   file if you want to increase the available threads just for the JMS transport. Bothjms.properties
approaches are described below.
To increase the threads for NHTTP and JMS transports
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Open the integrator.sh or integrator.bat file in your   directory for editing.<EI_HOME>/bin
Change the values of the properties as follows: 

-Dlst_t_core=200

-Dlst_t_max=250 
-Dsnd_t_core=200
-Dsnd_t_max=250

To increase the threads for just the JMS transport

Create a file named   with the following properties:jms.properties
lst_t_core=200
lst_t_max=250
snd_t_core=200
snd_t_max=250

Create a directory called   under your   directory and save the file in this directory.conf <EI_HOME>

Configuring JMS Listener

You can increase the JMS listener performance by

Using concurrent consumers
Enabling caching

Using concurrent consumers

Concurrent consumers is the minimum number of threads for message consuming. If there are more messages to be consumed while the running threads
are busy, then additional threads are started until the total number of threads reaches the value of the maximum number of concurrent consumers (ie., Max

). The maximum number of concurrent consumers (or the number of JMS proxies) that can be deployed is limited by the baseConcurrentConsumers
transport worker pool that is used by the JMS transport. The size of this worker pool can be configured via the system property 'lst_t_core' and 'lst_t_max'
as described above. The number of concurrent producers are generally limited by the Synapse core worker pool.

To increase the JMS listener performance

Add the following parameters to the JMS listener configuration of the  file:<EI_HOME>/conf/axis2/axis2.xml

<parameter name="transport.jms.ConcurrentConsumers"
locked="false">50</parameter> 
<parameter name="transport.jms.MaxConcurrentConsumers"
locked="false">50</parameter>

Parameters

transport.jms.ConcurrentConsumers: the concurrent threads that need to be started to consume messages when polling.
transport.jms.MaxConcurrentConsumers: the maximum number of concurrent threads to use during polling.

Enable caching

Add the following parameter to the JMS listener configuration of the   file to enable caching:<EI_HOME>/conf/axis2/axis2.xml

If you do not have the following properties in the  or  files, add them with the given values.integrator.sh integrator.bat

The defined values is applied as a System Property.

Note
Concurrent consumers are only applicable to JMS queues not for JMS topics.

If you set t he  property to  , the JMS proxy creates only one listener thread at a given time. If you set it to , then it createslocked true false
multiple listener threads from a single proxy to consume messages concurrently.
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<parameter name="transport.jms.CacheLevel">consumer</parameter>

The possible values for the cache level are , , ,  and . Out of the possible values,  is the highestnone auto connection session consumer consumer
level that provides maximum performance.

After adding concurrency consumers and cache level, your complete configuration would be as follows:

Sample JMS listener configuration with concurrent consumers and

caching

<transportReceiver name="jms"
class="org.apache.axis2.transport.jms.JMSListener"> 
....
<parameter name="myQueueConnectionFactory" locked="false"> 
<parameter name="java.naming.factory.initial"
locked="false">org.apache.activemq.jndi.ActiveMQInitialContextFactory</
parameter> 
<parameter name="java.naming.provider.url"
locked="false">tcp://localhost:61616</parameter> 
<parameter name="transport.jms.ConnectionFactoryJNDIName"
locked="false">QueueConnectionFactory</parameter> 
<parameter name="transport.jms.ConnectionFactoryType"
locked="false">queue</parameter> 
<parameter name="transport.jms.ConcurrentConsumers"
locked="false">50</parameter> 
<parameter name="transport.jms.MaxConcurrentConsumers"
locked="false">50</parameter> 
<parameter name="transport.jms.CacheLevel">consumer</parameter> 
</parameter>
….
</transportReceiver>

Configuring JMS Sender

Enabling caching

Add the following parameter to the JMS sender configuration of the  file:<EI_HOME>/conf/axis2/axis2.xml

<parameter name="transport.jms.CacheLevel">producer</parameter>

The possible values for the cache level are  ,  ,  ,  and  . Out of the possible values,  is the highest levelnone auto connection session producer producer
that provides maximum performance.

Remove   when sending messages via JMSClientApiNonBlocking

By default, Axis2 spawns a new thread to handle each outgoing message. To change this behavior, you need to remove the  prClientApiNonBlocking
operty from the message.

When using  as the cache level, ensure to add the JMS destination parameter to avoid the following error:producer

INFO - AxisEngine [MessageContext: logID=2eabe85aeeb3bb62c26bb46d21b11b087ebf1e5e0b350839] JMSCC0029: A
destination must be specified when sending from     this producer.
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To remove the   propertyClientApiNonBlocking

Add the following parameter to the configuration:

<property name="ClientApiNonBlocking" action="remove" scope="axis2"/>

Troubleshooting JMS scenarios

The following sections will help you to resolve common problems encountered in JMS integration scenarios with WSO2 Enterprise Integrator (WSO2 EI).

Handling ClassNotFoundExceptions and NoClassDefFoundExceptions

Check if you have deployed all the required client libraries. The missing class should be available in one of the jar files deployed in <EI_HOME>/lib
directory.   

WSO2 EI comes with geronimo-jms library, which contains the javax.jms packages. Therefore, you do not have to deploy them again.  

Back to Top ^

HTTP header conversion

When forwarding HTTP traffic to a JMS queue using WSO2 EI, you might get an error similar to the one given below.   

ERROR JMSSender Error creating a JMS message from the axis message
context
javax.jms.MessageFormatException: MQJMS1058: Invalid message property
name: Content-Type
  

This exception is specific to the JMS broker used, and is  thrown by the JMS client libraries used to connect with the JMS broker.  
  
The incoming HTTP message contains a bunch of HTTP headers that have the ‘-‘ character. Some noticeable examples are   and Content-length Transfer

 headers. When WSO2 EI forwards a message over JMS, it sets the headers of the incoming message to the outgoing JMS message as JMS-encoding
properties. But, according to the JMS specification, the ‘-‘ character is prohibited in JMS property names. Some JMS brokers like ActiveMQ do not check
this specifically, in which case there will not be any issues. But some brokers do and they throw exceptions.  

The solution is to simply remove the problematic HTTP headers from the message before delivering it over JMS. You can use the property mediator as
follows to achieve this:   

<property action="remove" name="Content-Length" scope="transport">
<property action="remove" name="Accept-Encoding" scope="transport">
<property action="remove" name="User-Agent" scope="transport">
<property action="remove" name="Content-Type" scope="transport"> 

Alternatively, you can use the    parameter to handle hyphenated properties, instead of handling them astransport.jms.MessagePropertyHyphens
described above. For more information on this parameter, see the   parameter description and possibletransport.jms.MessagePropertyHyphens
values.

Back to Top ^ 

JMS property data type mismatch

Note
Removal of this property can be vital when queuing transports like JMS are involved.

https://docs.wso2.com/display/EI650/JMS+Transport#JMSTransport-hyphen
https://docs.wso2.com/display/EI650/JMS+Transport#JMSTransport-hyphen
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When the WSO2 EI attempts to forward a message over JMS, there are instances that the client libraries throw an exception saying the data type of a
particular message property is invalid. 
  
This problem occurs when the developer uses the property mediator to manipulate property values set on the message. Certain implementations of JMS
have data type restrictions on properties. But the property mediator always sets property values as strings.

The solution is to revise the mediation sequences and avoid manipulating property values containing non-string values. If you want to set a non-string
property value, write a simple custom mediator. Instructions are given in section  .   For an example, to set a property named fooCreating Custom Mediators
with integer value 12345, use the property mediator as follows and set the type attribute to INTEGER.  If the type attribute of the property is not specifically
set, it will be assigned to String by default.    

<property name="foo" value="12345" type="INTEGER" scope="transport/"> 

Back to Top ^

Too-many-threads and out-of-memory issues

  With some JMS brokers, WSO2 EI tends to spawn new worker threads indefinitely until it runs out of memory and crashes. This problem is caused by a
bug in the underlying Axis2 engine. A simple workaround to this problem is to engage the property mediator of the  mediation sequence  as follows:   

<property action="remove" name="transportNonBlocking" scope="axis2"> 

This prevents WSO2 EI from creating new worker threads indefinitely. You can use a jconsole like  JMX client to  monitor the active threads and memory
consumption of WSO2 EI.

Back to Top ^

JMSUtils cannot locate destination

If your topic or queue name contains the termination characters ":" or "=", JMSUtils will not be able to find the topic/queue and will give you the warning
"JMSUtils cannot locate destination". (For more information, see http://docs.oracle.com/javase/7/docs/api/java/util/Properties.html#load%28java.io.Reader

.) For example, if the topic name is  , the following configuration will not work, because the topic name will be parsed as   instead of %29 my::topic my my::
:topic

<address uri="jms:/ ?transport.jms.ConnectionFactoryJNDIName=QueueConnectionFactory&amp;java.naming.factormy::topic
y.initial=org.wso2.andes.jndi.PropertiesFileInitialContextFactory&amp;java.naming.provider.url=repository/conf/jnd
i.properties&amp;transport.jms.DestinationType=topic"/>

To avoid this issue, you can create a key-value pair in the   file that maps the topic/queue name to a key that either escapes thesejndi.properties
characters with a backslash (\) or does not contain ":" or "=". For example:

\:\:topic = my::topictopic.my

or

topic.myTopic = my::topic

You can then use this key in the proxy service as follows:

<address uri="jms:/  ?transport.jms.ConnectionFactoryJNDIName=TopicConnectionFactory&amp;java.naming.facmy\:\:topic
tory.initial=org.wso2.andes.jndi.PropertiesFileInitialContextFactory&amp;java.naming.provider.url=repository/conf/
jndi.properties&amp;transport.jms.DestinationType=topic"/>

If you do not want to use the JNDI properties file, you can define the key-value pair right in the proxy configuration:

<address uri="jms:/  ?transport.jms.ConnectionFactoryJNDIName=TopicConnectionFactory&amp;java.naming.facmy\:\:topic
tory.initial=org.wso2.andes.jndi.PropertiesFileInitialContextFactory&amp;    &amp;java \:\:topictopic.my =my  ::topic 
.naming.provider.url=repository/conf/jndi.properties&amp;transport.jms.DestinationType=topic"/>

Back to Top ^

Tuning the VFS Transport

The Virtual File System (VFS) transport is used by WSO2 Enterprise Integrator(WSO2 EI) to process files in a specified source directory. It supports
numerous file systems such as ftp, ftps, sftp, local and samba.

http://docs.oracle.com/javase/7/docs/api/java/util/Properties.html#load%28java.io.Reader%29
http://docs.oracle.com/javase/7/docs/api/java/util/Properties.html#load%28java.io.Reader%29
http://topic.my
http://topic.my
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When you work with the VFS transport, you might have a scenario where you need to send large files to a destination. If you use the normal VFS
configuration, the memory consumption will be very high since WSO2 EI builds the file inside it. To overcome this issue, WSO2 EI provides VFS file
streaming support. With VFS file streaming, only the stream is passed and therefore memory consumption is less.

To use the streaming mode with the VFS transport, follow the steps below:

In , in the  section, add the binary message builder as follows:<EI_HOME>/conf/axis2/axis2.xml messageBuilders

<messageBuilder contentType="application/binary"
class="org.apache.axis2.format.BinaryBuilder"/>

and in the  section, add the binary message formatter as follows:messageFormatters

<messageFormatter contentType="application/binary"
class="org.apache.axis2.format.BinaryFormatter"/>

In the proxy service where you use the VFS transport, add the following parameter to enable streaming:

<parameter name="transport.vfs.Streaming">true</parameter>

In the same proxy service, before the Send mediator, add the following property:

<property name="ClientApiNonBlocking" value="true" scope="axis2"
action="remove"/>

For more information, see Example 3 of the  .Send Mediator

Following is a sample configuration that uses the VFS transport to handle large files:

: When you transfer a file to a remote FTP location via VFS, the ESB tries to detect the FTP location by navigating from the root folder first. IfTip
the ESB does not have at least list permission to the root (/), the file transfer fails.

Note
You also need to add the following property if you want to use the VFS transport to transfer files from VFS to VFS.

https://docs.wso2.com/display/EI650/Send+Mediator#SendMediator-blocking
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<definitions xmlns="http://ws.apache.org/ns/synapse">
    <proxy name="StockQuoteProxy" transports="vfs">
        <parameter
name="transport.vfs.FileURI">smb://host/test/in</parameter>        
        <parameter
name="transport.vfs.ContentType">text/xml</parameter>
        <parameter
name="transport.vfs.FileNamePattern">.*\.xml</parameter>
        <parameter name="transport.PollInterval">15</parameter>
        <parameter name="transport.vfs.Streaming">true</parameter>
        <parameter
name="transport.vfs.MoveAfterProcess">smb://host/test/original</paramet
er>            
        <parameter
name="transport.vfs.MoveAfterFailure">smb://host/test/original</paramet
er>          
        <parameter
name="transport.vfs.ActionAfterProcess">MOVE</parameter>
        <parameter
name="transport.vfs.ActionAfterFailure">MOVE</parameter>
        <target>
             <inSequence>
                <property name="transport.vfs.ReplyFileName"
                         
expression="fn:concat(fn:substring-after(get-property('MessageID'),
'urn:uuid:'), '.xml')" scope="transport"/>
                <property action="set" name="OUT_ONLY" value="true"/>
                <property name="ClientApiNonBlocking" value="true"
scope="axis2" action="remove"/>
                <send>
                    <endpoint>
                        <address uri="vfs:smb://host/test/out"/> 
                    </endpoint>
                </send>
            </inSequence>
        </target>
        <publishWSDL
uri="file:repository/samples/resources/proxy/sample_proxy_1.wsdl"/>
    </proxy>
</definitions>

Tuning the RabbitMQ Transport

RabbitMQ transport allows you to send or receive AMQP messages by calling an AMQP broker (RabbitMQ) directly. In order to improve the performance of
the RabbitMQ transport you can do following.

Set queue and exchange declaration parameters to false
Increase the connection pool size
Increasing the member count
Reuse the connection factory in the publisher

Set queue and exchange declaration parameters to false

Setting  and   parameters in the publish url to  can improve therabbitmq.queue.autodeclare rabbitmq.exchange.autodeclare false
RabbitMQ transport performance.

When these parameters are set to  RabbitMQ does not try to create queues or exchanges if queues or exchanges are not present. However, youfalse
should set these parameters if and only if queues and exchanges are declared prior on the broker.

Increase the connection pool size

You can increase the connection pool size to improve the performance of the RabbitMQ sender and listener. The default connection pool size is 20. To
change this, specify a required value for the following parameter in the RabbitMQ transport sender and listener configurations in the <EI_HOME>/conf/ax

 file.is2/axis2.xml
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<parameter name="rabbitmq.connection.pool.size"
locked="false">25</parameter>

Sample Receiver Configuration

<transportReceiver name="rabbitmq"
class="org.apache.axis2.transport.rabbitmq.RabbitMQListener">
   <parameter name="AMQPConnectionFactory" locked="false">
      <parameter name="rabbitmq.server.host.name"
locked="false">localhost</parameter>
      <parameter name="rabbitmq.server.port"
locked="false">5672</parameter>
      <parameter name="rabbitmq.server.user.name"
locked="false"></parameter>
      <parameter name="rabbitmq.server.password"
locked="false"></parameter>
      <parameter name="rabbitmq.connection.retry.interval"
locked="false">10000</parameter>
      <parameter name="rabbitmq.connection.retry.count"
locked="false">5</parameter>
      <parameter name="rabbitmq.connection.pool.size"
locked="false">25</parameter>
    </parameter>
</transportReceiver>

Sample Sender Configuration

<transportSender name="rabbitmq"
class="org.apache.axis2.transport.rabbitmq.RabbitMQSender">
   <parameter name="RabbitMQConnectionFactory" locked="false">
       <parameter name="rabbitmq.server.host.name"
locked="false">localhost</parameter>
       <parameter name="rabbitmq.server.port"
locked="false">5672</parameter>
       <parameter name="rabbitmq.server.user.name"
locked="false"></parameter>
       <parameter name="rabbitmq.server.password"
locked="false"></parameter>
       <parameter name="rabbitmq.connection.retry.interval"
locked="false">10000</parameter>
       <parameter name="rabbitmq.connection.retry.count"
locked="false">5</parameter>
       <parameter name="rabbitmq.connection.pool.size"
locked="false">10</parameter>
   </parameter>
</transportSender>

Increasing the member count

If you set the following parameter to false in the   file, it sets the configuration to handle the acknowledgement in the<EI_HOME>/conf/axis2/axis2.xml
application level: <parameter name="rabbitmq.queue.auto.ack">false</parameter> 

Thus, it sends back the acknowledgement once it sends the request to the back-end. (i.e., It does not wait for the response). However, in a message
store/processor implementation, it waits for the response to send the acknowledgment back to provide guaranteed message delivery. Therefore, there
might be a delay in processing messages using message processors than using a message producer/consumer implementation.

However, you can increase performance of message processors either by   or by having multiple message processors. If youincreasing the member count
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increase the member count, it will create multiple child processors of the message processor.

Reuse the connection factory in the publisher

In the publisher url, set the connection factory name instead of the connection parameters as specified below in the  parabbitmq.connection.factory
rameter . This reuses the connection factories and thereby improves performance.

<address
uri="rabbitmq://?rabbitmq.connection.factory=RabbitMQConnectionFactory&
amp;rabbitmq.queue.name=queue1&amp;rabbitmq.queue.routing.key=queue1&am
p;rabbitmq.replyto.name=replyqueue&amp;rabbitmq.exchange.name=ex1&amp;r
abbitmq.queue.autodeclare=false&amp;rabbitmq.exchange.autodeclare=false
&amp;rabbitmq.replyto.name=response_queue"/>

Tuning the Performance based on Use Case

This section walks you through the tuning best practices you can follow for specific use cases. Following are the use cases for which tuning best practices
are described. Click on a required use case to see detailed information:

Split-Aggregate Pattern
Message Transformations
JMS Scenarios

 

Split-Aggregate Pattern

The split-aggregate pattern sends an incoming request from the client to several target endpoints simultaneously. Then it combines all the responses from
each back-end to a single response, and sends the response back to the client.
This pattern can be implemented in WSO2 EI using the ,  and . The Iterate mediator splits the messageIterate mediator Clone mediator Aggregate mediator
into a number of different messages that are derived from the parent message using Xpath, and sends the messages to target endpoints using the same
sequence. The Clone mediator sends the same message to target endpoints using different target sequences. The Aggregate mediator collects all the
response messages and creates one response message.

Split-aggregate use case

The following use case demonstrates the split-aggregate pattern:

The Iterate mediator splits the original request message to a number of different messages using the Xpath expression  .//m0:getQuote/m0:request
Then the messages are sent to the  soap back-end. All the responses are aggregated and sent back to the client at theSimpleStockQuoteService
OutSequence.

Following is the proxy service used in this scenario:
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<?xml version="1.0" encoding="UTF-8"?>
<proxy xmlns="http://ws.apache.org/ns/synapse"
name="SplitAggregateProxy" startOnLoad="true">
   <target>
      <inSequence>
         <iterate xmlns:m0="http://services.samples"
preservePayload="true"
                  attachPath="//m0:getQuote"
expression="//m0:getQuote/m0:request">
            <target>
               <sequence>
                  <send>
                     <endpoint>
                        <address
uri="http://localhost:9000/services/SimpleStockQuoteService"/>
                     </endpoint>
                  </send>
               </sequence>
            </target>
         </iterate>
      </inSequence>
      <outSequence>
         <aggregate>
            <completeCondition>
               <messageCount/>
            </completeCondition>
            <onComplete xmlns:m0="http://services.samples"
expression="//m0:getQuoteResponse">
               <send/>
            </onComplete>
         </aggregate>
      </outSequence>
   </target>
</proxy>

The sample request sent to the proxy service is given below. This request is split into 4 messages and sent to the . Then,SimpleStockQuoteService
the Aggregate mediator aggregates the responses and sends back the aggregated response.

<soapenv:Envelope
xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:ser="http://services.samples"
xmlns:xsd="http://services.samples/xsd">
   <soapenv:Header/>
   <soapenv:Body>
      <ser:getQuote>
          <ser:request>
            <xsd:symbol>ABC</xsd:symbol>
         </ser:request> 
         <ser:request>
            <xsd:symbol>WSO2</xsd:symbol>
         </ser:request>
          <ser:request>
            <xsd:symbol>AAA</xsd:symbol>
         </ser:request>  
          <ser:request>
            <xsd:symbol>BBB</xsd:symbol>
         </ser:request>
      </ser:getQuote>    
   </soapenv:Body>
</soapenv:Envelope>
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Tuning the performance

The Iterate, Clone and Aggregate mediators demonstrate high performance due to default threading and memory configuration. The performance of these
mediators can be further increased by tuning the following parameters in the   file:<EI_HOME>/conf/synapse.properties

 and synapse.threads.core synapse.threads.max

Iterate and Clone mediators use a thread pool to create new threads when processing messages and sending messages parallelly. You can configure the
size of the thread pool by the  parameter. The number of threads specified via this parameter should be increased as required tosynapse.threads.core
balance an increased load. Increasing the value specified for this parameter results in higher performance of the Iterate and Clone mediators. You can
specify the maximum number of synapse threads in the pool by the  parameter.synapse.threads.max

synapse.threads.keepalive

The keep-alive time for idle threads in milliseconds. Once this time has elapsed for an idle thread, it will be destroyed. This parameter is applicable only if
the Iterate or the Clone mediator is used to handle a high load.
synapse.threads.qlen

You can use this parameter to specify the length of the queue that is used to hold the runnable tasks to be executed by the pool. You can specify a finite
value as the queue length by giving any positive number. If this parameter is set to (-1) it means that the task queue length is infinite. 
If the queue length is finite there can be situations where requests are rejected when the task queue is full, and all the cores are occupied. If the queue
length is infinite, and if some thread locking happens, the server can go out of memory. Therefore, you need to decide on an optimal value based on the
actual load.

 

Message Transformations

Message Transformation is a common use case in WSO2 Enterprise Integrator (WSO2 EI). When it comes to message transformations, you can use the F
, ,  as well as the . This section describes different message transformation useastXSLT mediator XSLT mediator Script mediator PayloadFactory mediator

cases and parameters you can configure for optimal performance.

Comparison of the fast XSLT mediator and the XSLT mediator

The FastXSLT Mediator and XSLT mediator can be used to do XSLT based message transformations in WSO2 EI. Both mediators can be used to perform
complex message transformations. The FastXSLT mediator has significant performance over the XSLT mediator as it uses the streaming XPath parser and
applies the XSLT transformation to the message stream instead of applying it to the XML message payload, but with the FastXSLT mediator you cannot
specify the source, properties, features, or resources as you can with the XSLT mediator.

Optimizing the XSLT Mediator

In real world scenarios, you might come across use cases where you do pre-processing before doing the XSLT message transformation using the XSLT
mediator. In such use cases, you have to use the XSLT mediator instead of the FastXSLT mediator. You can specify the source, properties, features, or
resources with the XSLT mediator, but the downside with the XSLT mediator is that it does not perform well when the message size is larger.

It is possible to tune the XSLT mediator configuration to perform better for large message sizes.
In the XSLT mediator, the following two parameters control the memory usage of the server. These two parameters can be configured in the <EI_HOME>/c

 file.onf/synapse.properties

synapse.temp_data.chunk.size=3072
synapse.temp_data.chunk.threshold=8

These parameters decide when to write to the file system when the message size is large. The default values for the parameters allow WSO2 EI to process
messages of size 3072*8 = 24K with the XSLT mediator without writing to the file system. This means that there is no performance drop in the XSLT
mediator when the message size is less than 24K, but when the message size is larger than that, you see a clear performance degradation.

You can improve the performance of the XSLT mediator by allowing the use of more memory when processing large messages with the XSLT mediator.
For example if you know that your message size is going to be less than 512k (i.e., 16384 * 32), you can set the values of the above parameters as follows:

Note
Always use the FastXSLT mediator instead of the default XSLT mediator for better performance in implementations where the original message
remains unmodified.

In implementations where the message payload needs to be pre-processed, use the XSLT mediator instead of the FastXSLT mediator. Any
pre-processing performed on the message payload is not be visible to the FastXSLT mediator, because the transformation logic is applied to the
original message stream instead of the message payload.
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synapse.temp_data.chunk.size=16384
synapse.temp_data.chunk.threshold=32

Then the XSLT transformation happens in memory without writing data to disk. Therefore, performance is increased.

Optimizing the fastXSLT Mediator

If you want to perform transformation on the original message, you can use the FastXSLT mediator. Any pre-processing that applies to the message
payload is not be visible to the FastXSLT mediator as the transformation logic is applied to the message stream instead of the message payload.

If you cannot perform your transformation with the FastXSLT mediator, then it is recommended to write a custom class mediator to do your transformation,
since it will be much faster than the XSLT mediator.

You can enable the FastXSLT mediator by following the steps below:

Add the following parameter in the  file to enable streaming XPath for fastXSLT mediator.<EI_HOME>/conf/synapse.properties

synapse.streaming.xpath.enabled=true

Configure the following parameters in the   file depending on the expected message size.<EI_HOME>/conf/synapse.properties

synapse.temp_data.chunk.size=3072 
synapse.temp_data.chunk.threshold=32

JMS Scenarios

This section provides information on how to improve the performance of the following most common JMS use cases of WSO2 Enterprise Integrator(WSO2
EI). 

WSO2 EI as a JMS consumer

Note
To enable the FastXSLT mediator, your XSLT script must include the following parameter in the XSL output.

omit-xml-declaration="yes"

For example,

<xsl:output method="xml" omit-xml-declaration="yes" encoding="UTF-8"
indent="yes"/>
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In this scenario, WSO2 EI listens to a JMS queue, consumes messages, and sends the messages to a HTTP back-end service.

You can improve the performance of this scenario by following the steps below.

If the queue gets filled up at a high rate, and the queue is long, you can improve the performance by increasing the number of concurrent
consumers. Add the following parameters to the JMS listener configuration of the   file to increasing the<EI_HOME>/conf/axis2/axis2.xml
number of concurrent consumers:

<parameter name="transport.jms.ConcurrentConsumers"
locked="false">50</parameter> 
<parameter name="transport.jms.MaxConcurrentConsumers"
locked="false">50</parameter>

Add the following parameter to the JMS listener configuration of the   file to enable JMS listener caching:<EI_HOME>/conf/axis2/axis2.xml

<parameter name="transport.jms.CacheLevel">consumer</parameter>

The possible values for the cache level are  ,  ,  ,   and  . Out of the possible values,   is thenone auto connection session consumer consumer
highest level that provides maximum performance.

WSO2 EI as a JMS Producer

In this scenario, a proxy service in WSO2 EI accepts messages from an HTTP client via HTTP and sends the messages to a JMS queue. 

You can improve the performance of this scenario by following the steps given below.

Add the following parameter to the JMS sender configuration of the   file to enable JMS sender caching:<EI_HOME>/conf/axis2/axis2.xml

<parameter name="transport.jms.CacheLevel">producer</parameter>
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The possible values for the cache level are  ,  ,  ,   and  . Out of the possible values,   is thenone auto connection session producer producer
highest level that provides maximum performance.
Add the following parameter to the configuration to remove  when sending messages via JMS:ClientApiNonBlocking

<property name="ClientApiNonBlocking" action="remove" scope="axis2"/>

WSO2 EI as Both a JMS Producer and Consumer

In this scenario, WSO2 EI listens to a JMS queue and consume messages, and also sends messages to a JMS queue. To improve the performance of this
scenario, you can follow the steps described in the scenario where the  as well the steps described in the scenario where the EI acts as a JMS consumer EI

.acts as a JMS producer

Tuning the Business Process Profile

The Business Process profile of WSO2 Enterprise Integrator (WSO2 EI) comes with an embedded H2 database as the BPEL engine's persistence storage,
along with other configurations suitable for a development environment. It is recommended that some of these configurations be changed when moving to
production, depending on the number of requests the Business Process profile is going to handle per second, your auditing and monitoring requirements,
performance requirements and nature of your processes.

The following sections describe some of the key points to note when tuning the Business Process profile:

External database
JDBC connections
ODE scheduler threads
Multi-threaded HTTP connection manager
Timeouts
HumanTask caching
Number of HumanTask scheduler threads
BPEL process persistence
Process-to-process communication
Event filtering
Non-visualized environments
Process hydration and dehydration
In-memory execution
BPMN performance tuning

External database

Configure an external database server such as MySQL as the persistence storage instead of embedded H2 database. Although a slight performance gain
can be experienced when using simple BPEL processes with H2 database, it cannot handle multiple concurrent requests and complex processes with the
same efficiency.

JDBC connections

Noe
By default, Axis2 spawns a new thread to handle each outgoing message. To change this behavior, you need to remove the ClientAp

 property from the message. Removal of this property is vital when queuing transports like JMS are involved.iNonBlocking

https://docs.wso2.com/display/ADMIN44x/Setting+up+the+Physical+Database
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JDBC connections are useful when your application requires high throughput.

The Business Process profile has three engines; Apache ODE BPEL processor, HumanTask engine and Activiti BPMN engine. These engines are tightly
coupled with the database layer and their function is to persist instance data into the database. Therefore, for the Business Process profile to function
properly, you need to allocate enough database connections for datasource configurations. 

Business Process profile datasource 

Both Apache ODE BPEL processor and HumanTask engine share same Business Process profile datasource and database connections. Therefore, we
generally recommend allocating 50% of database connections for each engine for an application running with both BPEL and HumanTask.

For example, if you have a total 100 database connections for a BPEL and HumanTask application, you can use up to 50 database connections for the
ODE engine and leave the rest of the database connections for HumanTask operations. If you have only BPEL in your application, you can allocate many
more database connections for the ODE engine.

Configure the Business Process profile datasource by editing the <EI_HOME>/wso2/business-process/conf/datasources/bps-datasources.x
 file and changing the   value .ml maxActive

<datasources>
        <datasource>
            <name>BPS_DS</name>
            <description></description>
            <jndiConfig>
                <name>bpsds</name>
            </jndiConfig>
            <definition type="RDBMS">
                <configuration>
                    <url>jdbc:mysql://localhost:3306/bpsds</url>
                    <username>root</username>
                    <password>root</password>
                   
<driverClassName>com.mysql.jdbc.Driver</driverClassName>
                    <testOnBorrow>true</testOnBorrow>
                    <validationQuery>SELECT 1</validationQuery>
                    <validationInterval>30000</validationInterval>
                    <useDataSourceFactory>false</useDataSourceFactory>
                    <defaultAutoCommit>true</defaultAutoCommit>
                    <maxActive>100</maxActive>
                    <maxIdle>20</maxIdle>
                    <maxWait>10000</maxWait>
                </configuration>
            </definition>
        </datasource>
    </datasources>

Activiti Datasource

Execution of each BPMN process instance makes multiple database calls. Therefore, when executing multiple process instances by concurrent threads
(i.e., users), multiple database connections are used. Accordingly, the database connection pool has to be configured to provide the required number of
connections based on the expected maximum concurrent process executions. This can be configured by setting the  parameter in the maxActive <EI_HO

 file. To avoid failures that may occur due to the congestion for dbME>/wso2/business-process/conf/datasources/activiti-datasource.xml
connections,  should be equal to the expected number of concurrent process executions. However, lesser number of connections may bemaxActive
sufficient depending on the properties of executed process models (i.e., number/type of tasks) and the behavior of processes (i.e. presence of timer events,
reaction time of process participants). If the database connection pool size (i.e., ) has to be reduced, it has to be done based on load tests withmaxActive
actual process models and expected process behaviours.

Maximum allowed connections for the database connection pool (i.e., ) should not exceed the maximum allowed connections (i.e., DBmaxActive
sessions) for the database server. In addition, if the database server is shared with the BPEL runtime or other server, make sure sufficient number of
sessions are available for all shared servers. For example, if BPMN connection pool needs 100 connections and BPEL connection pool needs 50
connections, and if it is expected to have peak BPMN and BPEL loads at the same time, the number of database sessions should be at least 150.

Configure the Activiti datasource by editing the   file and<EI_HOME>/wso2/business-process/conf/datasources/activiti-datasources.xml
changing the following.
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<datasources>
        <datasource>
            <name>ACTIVITI_DB</name>
            <description>The datasource used for activiti
engine</description>
            <jndiConfig>
                <name>jdbc/ActivitiDB</name>
            </jndiConfig>
            <definition type="RDBMS">
                <configuration>
                    <url>jdbc:mysql://localhost:3306/activitiDS</url>
                    <username>root</username>
                    <password>root</password>
                   
<driverClassName>com.mysql.jdbc.Driver</driverClassName>
                    <maxActive>50</maxActive>
                    <maxWait>60000</maxWait>
                    <testOnBorrow>true</testOnBorrow>
                    <validationQuery>SELECT 1</validationQuery>
                    <validationInterval>30000</validationInterval>
                </configuration>
            </definition>
        </datasource>
    </datasources>

ODE scheduler threads

ODE scheduler threads are useful when your application requires high throughput.

In the ODE engine, every scheduler thread is associated with a database connection. So the rule of thumb is; the number of ODE scheduler threads should
be less than or equal to number of database connections allocated for the ODE engine. If this is not followed, some threads may not work properly as they
cannot acquire a database connection to work. For example, in an application that uses both BPEL and HumanTask, if you have a total 100 database
connections, you can allocate 50 threads for the ODE scheduler. This will guarantee that at a given time, only 50 database connections are acquired by the
ODE engine.

Configure this by adding the following to the   file if it is not specified already.<EI_HOME>/wso2/business-process/conf/bps.xml

<tns:ODESchedulerThreadPoolSize>50</tns:ODESchedulerThreadPoolSize>

Multi-threaded HTTP connection manager

Configure multi-threaded HTTP connection manager connection pool settings to suit your BPEL processes. Typically, the HTTP connection manager
should be configured to be in sync with the concurrent HTTP connections in the Business Process profile. This is necessary when you have a lot of internal
or external service invocations.

There are two configurations in HTTP connection manager. One is  and the other is . The values formaxTotalConnections maxConnectionsPerHost
these depend on the number of concurrent requests that the Business Process profile needs to handle, and the number of external service calls per
process instance. Also, if your processes do a lot of service invocation to localhost (or a particular host), then it is necessary to increase the maxConnecti

 value.onsPerHost

Configure the   file to set specific values as shown below.<EI_HOME>/wso2/business-process/conf/bps.xml

Also note that, even if you have allocated higher number of database connections for datasources, the performance might not increase as
expected. One reason for this could be that there are not enough database sessions from the database side. If that is the case, you need to
increase the number of database sessions from the database side.
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<tns:WSO2BPS xmlns:tns="http://wso2.org/bps/config">
    ...
    <tns:MultithreadedHttpConnectionManagerConfig>
        <tns:maxConnectionsPerHost value="100"/>
        <tns:maxTotalConnections value="200"/>
    </tns:MultithreadedHttpConnectionManagerConfig>
    ...
</tns:WSO2BPS>

Timeouts

This configuration is relevant when partner services take more time to respond. When partner services are slow or take more time to respond, the callee
BPEL process's invoke activity fails due to message exchange timeout. By You can increase the timeout values to avoid these kind of failures. Also note
that, slow partner services slow down the entire BPEL process. This causes client application timeout. Therefore, you need to increase the timeout interval
for client applications. To do this, configure the   file and the <EI_HOME>/wso2/business-process/conf/bps.xml <EI_HOME>/wso2/business-pr

 file as shown below.ocess/conf/axis2/axis2.xml

bps.xml

<tns:MexTimeOut value="600000"/> 
<tns:ExternalServiceTimeOut value="600000"/>

axis2.xml

<transportSender name="http"
class="org.apache.axis2.transport.http.CommonsHTTPTransportSender"> 
        <parameter name="PROTOCOL">HTTP/1.1</parameter> 
        <parameter name="Transfer-Encoding">chunked</parameter> 
        <!-- This parameter has been added to overcome problems
encounted in SOAP action parameter --> 
        <parameter name="OmitSOAP12Action">true</parameter> 
        <parameter name="SO_TIMEOUT">600000</parameter> 
        <parameter name="CONNECTION_TIMEOUT">600000</parameter> 
</transportSender>
<transportSender name="https"
class="org.apache.axis2.transport.http.CommonsHTTPTransportSender">
        <parameter name="PROTOCOL">HTTP/1.1</parameter>
        <parameter name="Transfer-Encoding">chunked</parameter>
        <!-- This parameter has been added to overcome problems
encounted in SOAP action parameter -->
        <parameter name="OmitSOAP12Action">true</parameter>
        <parameter name="SO_TIMEOUT">600000</parameter> 
        <parameter name="CONNECTION_TIMEOUT">600000</parameter> 
</transportSender>

Here you must increase the default values for message exchange timeout and external service invocation timeout. Also set the   parameterSO_TIMEOUT
and   parameter in HttpSender. Increase the timeout value from the default value to 10 minutes.CONNECTION_TIMEOUT

HumanTask caching

HumanTask caching is important when you have to deal with a large user store. HumanTasks are tightly coupled with users and user roles/groups.
Because of this, the Business Process profile does many user store lookups for HumanTask operations. These user store calls can take a considerable
amount of time when the user store is large or located remotely. This degrades the performance of the entire HumanTask engine. Caching user and role
lookup data at the Business Process profile side reduces these remote user store calls and improves the overall performance of the HumanTask engine.
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Enable HumanTask caching in the   file.<EI_HOME>/wso2/business-process/conf/humantask.xml

<cacheconfiguration>
 <enablecaching>true</enablecaching>
</cacheconfiguration>

Number of HumanTask scheduler threads

This is relevant when you are not using HumanTask deadline/escalation. HumanTask deadline and escalation are scheduled tasks that are executed by the
HumanTask scheduler. By default, 50 threads are allocated to the HumanTask scheduler. If you are not using deadline/escalations, you can configure this
value to a lower value such as 5. This will utilize idle threads in the Business Process profile. Note that, you cannot set this to 0, because the HumanTask
engine has several internal scheduled tasks to run.

Configure this value in the   file.<EI_HOME>/wso2/business-process/conf/humantask.xml

<schedulerconfig>
 <maxthreadpoolsize>5</maxthreadpoolsize>
</schedulerconfig>

BPEL process persistence

Configuring BPEL process persistence is recommended. If a process is implemented in the request-response interaction model, use in-memory processes
instead of persistence processes. This decision mainly depends on the specific business use-case.

Process-to-process communication

Use process-to-process communication. This reduces the overhead introduced by additional network calls, when calling one BPEL process from another
deployed in the same Business Process profile instance.

Event filtering

Configure   at process and scope level. A lot of database resources can be saved by reducing the number of events generated.  event-filtering

Non-visualized environments

Take precaution when deploying the Business Process profile in virtualised environments. Random increases in network latencies and performance
degradations have been observed when running the Business Process profile on VMs.

Process hydration and dehydration

One technique to reduce memory utilization of the Business Process profile is to process hydration and dehydration. You can configure the
hydration/dehydration policy in the  file or define a custom hydration/dehydration policy.<EI_HOME>/wso2/business-process/conf/bps.xml

The following example enables the dehydration policy and sets the maximum deployed process count that can exist in memory at a particular time to 100.
The maximum age of a process before it is dehydrated is set to 5 minutes.

<tns:ProcessDehydration maxCount="100" value="true"><tns:MaxAge
value="300000"/></tns:ProcessDehydration>

MaxAge: The maximum age of a process before it is dehydrated.
maxCount: The maximum deployed process count that can exist in memory at a particular time.

In-memory execution

For performance purposes, a process can be defined to execute only as in-memory. This greatly reduces the amount of generated queries and results in
less load on the database. Both persistent and non-persistent processes can cohabit in the Business Process profile.
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Following is an example of declaring a process as in-memory by adding an in-memory element in the  file.deploy.xml

<process name="pns:HelloWorld2"> 
    <in-memory>true</in-memory>
    <provide partnerLink="helloPartnerLink">
        <service name="wns:HelloService" port="HelloPort"/>
    </provide>
</process>

BPMN performance tuning

The BPMN runtime frequently accesses the database for persisting and retrieving process instance states. Therefore, performance of BPMN processes
depends heavily on the database server. In order to get best performance, it is recommended to have a high speed network connection between BPS
instances and the database server.

BPMN runtime uses a database based ID generator for allocating IDs for all persisted entities. In a highly loaded clustered scenario (i.e., multiple Business
Process profile instances with a shared database), database transaction failures may occur if two Business Process profile instances try to allocate IDs at
the same time. This can be mitigated by increasing the number of IDs allocated in a single transaction by setting the  property. Default valueidBlockSize

of ID block size is 2500. This can be increased by adding the following property to the   processEngineConfiguration bean in the <EI_HOME>/wso2/

 business-process/conf/activiti.xml file.

property name="idBlockSize" value="5000" />

Another option is to configure the  instead of using database based ID generator by adding the following property to the StrongUuidGenerator process
 bean in the  file.EngineConfiguration <EI_HOME>/wso2/business-process/conf/activiti.xml

<property name="idGenerator">
 <bean class="org.activiti.engine.impl.persistence.StrongUuidGenerator"
/> 
</property>

Tuning the Message Broker Profile

See the following topics for information on how to optimize the performance of the Message Broker profile.

Tuning Flow Control
Tuning the Database Performance
Tuning the Message Publisher and Consumer Performance
Tuning the Performance of a Clustered Deployment

Tuning Flow Control

Flow control is typically employed for controlling fast producers from overloading slow consumers in producer-consumer scenarios. There may be several
reasons for a fast producer-slow consumer scenario. For example, the consumer can be on a low resource footprint; or the message broker, which lies in
the middle of the producer and the consumer, may get overloaded at a particular moment due to message accumulation within the broker itself. This can
cause message broker instances to run out of resources, such as memory. 

In-memory executions result in restrictions on the process and the process instances cannot be queried using the Business Process
Management API. Also, the process definition can only include a single receive activity (the one that will trigger the instance creation).

Configuration details for these optimisations are supported by Apache ODE, but configuration is different from the WSO2 EI Business Process
profile.
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The Message Broker profile primarily supports buffer limit-based flow control. This involves blocking message acceptance when the rate at which
messages are transmitted reaches a  , and unblocking it when this rate reaches a  . high limit low limit

This is further illustrated in the following matrix.

  Global Per-publisher

High Limit When the total number of message content chunks
reach the , flow control is enabled andglobal high limit
message acceptance is blocked for all the publishers.

When the total number of message content chunks by
an individual publisher reach the ,per-publisher high limit
flow control is enabled for that publisher. As a result,
message acceptance will be blocked for the publisher.

Low Limit If flow control is currently enabled, it will be disabled
only when the total number of message content chunks
reach the . Once this limit is reached, allglobal low limit
the publishers are notified so that they can resume
sending messages.

If flow control is currently enabled for an individual
publisher, it will be disabled only when the total number
of message content chunks reach the per-publisher low

. Once this limit is reached, the publisher will belimit
notified so that he/she can resume sending messages.

This section explains how to tune the performance of the Message Broker profile in relation to flow control. The parameters described below can be
configured in the  file.<EI_HOME>/wso2/broker/conf/broker.xml

Improvement Area Description Performance Recommendations

Enabling/disabling flow control
based on message content chunk
limits

You can set the global limits and channel-specific (i.e.,
per publisher) limits for message content chunks in the 

 file as shown below.broker.xml

To define the global message content limits, set the
 and  parameters as<lowLimit> <highLimit>

shown below. These limits are applicable to all
channels collectively.

<flowControl>
        <!-- This is the global buffer limits which enable/disable the
flow control  globally -->
        <global>
            <lowLimit>800</lowLimit>
            <highLimit>8000</highLimit>
        </global>
        .................
</flowControl>

To define the channel specific buffer limits, set the 
<lowLimit> and <highLimit> parameters as

shown below. These limits will be applicable to
each channel.

<flowControl>
        ................
        <!-- This is the channel specific buffer limits which
enable/disable the flow control locally.-->
        <bufferBased>
            <lowLimit>100</lowLimit>
            <highLimit>1000</highLimit>
        </bufferBased>
</flowControl>

Having a large number as the higher limit would
increase the number of messages stored in memory
before they are stored in databases. This would result in
a higher overall message publishing rate, but with
reduced reliability.

If the difference between the higher limit and the lower
limit is too small, it would cause frequent enabling and
disabling of flow control. This would reduce the overall
message publishing rate.

Default or recommended values are as follows.

Global limits:

Low limit: 800
High limit: 8000

Buffer based limits:

High limit: 100
Low limit: 1000
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Enabling/disabling flow control
based on the memory

The  paraglobalMemoryRecoveryThresholdRatio
meter allows you to specify the memory consumption
ratio at which flow control should be enabled (if it is
currently disabled). This ratio is calculated using the
following formula.

Used Memory/Allocated Memory

You can also specify the time interval at which the
server should check whether the above ratio is reached
via the  parameter.memoryCheckInterval

If the publisher throughput is very high compared to the
consumer throughput, this ratio should be reduced (to a
maximum value of 1) to avoid out of memory scenarios.
At the same time, the value for the memoryCheckInte

 rval parameter should be reduced to perform more
frequent checks on memory availability.

Tuning the Database Performance

This section explains how to optimize the database performance of the Message Broker profile by configuring various parameters in the <EI_HOME>/wso2
 file./broker/conf/datasources/master-datasources.xml

Improvement Area Description Performance Recommendations

The maximum number of active
connections

This is specified by entering a value for the  maxActive
parameter.

This should be set in proportion to the number of
messages published and consumed. If there are too
many active connections in the connection pool, some
of them would be idle, incurring an unnecessary system
overhead. The default/recommended value is 100.

The maximum waiting time. The  parameter specifies the maximummaxWait
number of milliseconds the Message Broker waits
before an existing active connection is returned in order
to make a call to the database when no active
connections are currently available. An exception is
thrown once this time duration has elapsed.

A lower number of milliseconds can be set if you want
the database to be updated faster. If you increase the
waiting time, it will reduce the performance of the
Message Broker in terms of the publish/consumption

. The default/recommended value is 30000.rate

Testing objects borrowed from the
pool

Select  or  for the  parametetrue false testOnBorrow
r to indicate whether a validation test should be
performed on objects in the pool before borrowing them.

This parameter should be set to  if it is important totrue
ensure the reliability of connections borrowed. However,
performing validation tests would incur a system
overhead. The default/recommended value is .false

Validation interval The  parameter specifies thevalidationInterval
minimum number of milliseconds that should elapse
after a validation test performed on an object in the
connection pool before another test is performed. This

 parameter is relevant only if the testOnBorrow param
eter is set to .true

The purpose of the parameter is to control system
overhead that can be caused by excessive validation
tests. the default/recommended value is 30000
milliseconds. You can increase this value to minimise
the system overhead or reduce it if it is more important
to ensure the reliability of the connections.

 

Tuning the Message Publisher and Consumer Performance

This section describes the impact of different parameters in the  file on the rate at which messages are<EI_HOME>/wso2/broker/conf/broker.xml
published by publishers, as well as the rate at which the messages are consumed by the subscribers.

Improvement Area Parameter Description Performance Recommendations

Reading messages from database
and allocation of slots to
consumers.

windowSize This parameter specifies the size of
a slot. A publisher returns its last
message ID to the slot manager
each time he/she publishes a
number of messages equal to the
number specified in this parameter.

Increasing the window size would
increase the number of messages
received per consumer. Thus, the
subscribers who are the earliest to
be allocated slots would receive a
higher number of messages. A lower
window size would result in an even
load of messages received by each
subscriber. The
default/recommended value is 1000.

workerThreadCount This parameter specifies the number
of slots that should be initialized
when the Message Broker profile is
started.

A higher worker thread count would
result in a higher rate of message
consumption, as well as a higher
system overhead. Increase the
thread count only if you have
sufficient hardware resources.
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deleteThreadCount This value specifies the number of
parallel threads that should be
included in a slot deletion task.

Increasing this value will remove
slots where messages are
read/delivered to
consumers/acknowledged faster,
thereby reducing heap memory used
by the server.

maxSubmitDelay This parameter specifies the time
interval in which, broker checks for
slots that can be marked as 'ready to
deliver' (i.e. slots that age more than
the time specified in messageAccum

). The nodes,ulationTimeout
which will have subscribers for a
given queue/topic will periodically
poll for slots during this interval.

If the consumers are slow, then
increasing the   wmaxSubmitDelay
ould result in reduced CPU and I/O
overhead on the DB. If the
consumers are fast, there will be an
increase in latency.

SlotDeleteQueueDepthWarning
Threshold

The maximum number of slots (with
pending messages) to delete per
Slot Deleting Task. This
configuration is used to raise a
warning when the scheduled number
of pending slots exceeds this limit.
This indicates issues that can lead to
message accumulation on the
server.

-

thriftClientPoolSize The maximum number of thrift client
connections that should be created
in the thrift connection pool.

-

Message Delivery: This is the
phase where messages read from
the database are delivered to
consumers.

maxNumberOfReadButUndeliver
edMessages

This parameter specifies the
maximum number of undelivered
messages that are allowed to be
retained in the memory.

The default value for the maxNumbe
rOfReadButUndeliveredMessag

 parameter is 1000. Increasinges
this value can cause out-of-memory
exceptions, but performance will be
improved because the number of
database calls will be reduced.
Therefore, your allocated server
memory capacity should be
considered when configuring this
parameter.

ringBufferSize This parameter specifies the thread
pool size of the queue delivery
workers.

The default value of 4096 for the ri
 parameter can bengBufferSize

increased if there are a lot of unique
queues in the system. An increased
ring buffer size is also required if the 

 is large andslot window size
therefore, there is a large number of
messages to be delivered.

parallelContentReaders This parameter specifies the number
of parallel readers used to read
content from the message store.

The default value for the parallel
 parameter, the ContentReaders p

paraarallelDeliveryHandlers 
meter and the parallelDecompre

parameter is 5.ssionHandlers 
Increasing this value would increase
the speed of the message sending
mechanism, however, the load on
the message store would also be
increased. A higher number of cores
is required to increase these values.

parallelDeliveryHandlers This parameter specifies the number
of parallel delivery handlers used to
deliver messages to subscribers.

parallelDecompressionHandle
rs

This parameter specifies the number
of parallel decompression handlers
used to decompress messages
before they are sent to subscribers.

contentReadBatchSize This parameter specifies the number
of messages included in the content
retrieval query.

The  paracontentReadBatchSize
meter is used to minimise the
number of I/O operations. When
large messages (i.e. larger than
1MB) are exchanged, the batch size
should be reduced to avoid network
latency.
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Acknowledgment Handling: This
is the phase where the delivery of
messages that have reached the
consumers is acknowledged.

ackHandlerCount This parameter specifies the number
of message acknowledgment
handlers to process
acknowledgments concurrently.

The default value of 1 for the  ackHa
 parameter should bendlerCount

increased in a high throughput
scenario with a relatively high
amount of messages being delivered
to the consumers. The value for this
parameter can be decreased when
the value specified for the   ackHan

 parameter is highdlerBatchSize
and as a result, each individual
acknowledgment handler can handle
a higher number of
acknowledgments. Note that
increasing the number of
acknowledgment handlers when the
number of messages being delivered
and acknowledged is low, or when
the value specified for the ackHand

 parameter is highlerBatchSize
can result in idle acknowledgment
handlers incurring an unnecessary
system overhead.

ackHandlerBatchSize This parameter specifies the
maximum number of
acknowledgments that can be
handled by an acknowledgment
handler.

The default value of 100 for the ack
 parameterHandlerBatchSize

should be increased when there is
an increase in the number of
messages being delivered to
consumers. If the number of
acknowledgements that can be
handled by each individual
acknowledgment handler is too low
in a high throughput scenario, it will
be required to increase the number
of acknowledgment handlers. This
would increase the number of calls
made to the database, thereby
increasing the system overhead.

maxUnckedMessages The message delivery from the
Message Broker profile to the client
will be temporarily paused if the
number of messages of which the
delivery is not acknowledged
reaches the number specified for the

 parameter.maxUnckedMessages

Increasing the value specified for the
 parametermaxUnckedMessages

can cause out-of-memory
exceptions, but the performance will
be improved due to the reduction in
the number of calls to the database.
Therefore, your allocated server
memory capacity should be
considered when configuring this
parameter.

Content Handling: Handling
incoming content chunks.

contentChunkHandlerCount This parameter specifies the number
of handlers that should be available
to handle content chunks
concurrently.

The default value of 3 for the conte
 parameterntChunkHandlerCount

should be increased when there is a
significant number of large
messages being published. A low
value can be specified when the
value for the maxContentChunkSi

 parameter is high in suchze
situations, each individual handler
will be able to handle a higher
amount of content chunks. Note that
increasing this value in a scenario
where there are not many large
messages published or when the
maximum content chunk size is high
can result in idle handlers causing
an unnecessary system overhead.
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maxContentChunkSize This parameter specifies the
maximum column size of a content
chunk handler.

The default value of 65500 for the m
 parameteraxContentChunkSize

should be increased if there is an
increased number of large
messages being published. If the
value specified for this parameter is
too low, the value for the contentC

 parameter willhunkHandlerCount
have to be increased. This would
increase the system overhead due to
an increased number of calls made
to the database.

allowCompression This parameter specifies whether or
not content compression is enabled.
If enabled, messages published to
the Message Broker profile will be
compressed before storing in the
DB, to reduce the content size.

This parameter is set to false by
default. To increase the performance
of the Message Broker, you can
change this value in 'true'. Note that
enabling content compression would
increase the speed of the message
sending mechanism. However, if
message contents are very small,
enabling content compression will
reduce the performance of the
Message Broker. This is because
the message content will expand
due to this setting.

contentCompressionThreshold This parameter specifies the
maximum message content size of
an uncompressed message.

The default value of
contentCompressionThreshold is
1000 in bytes. It is not recommended
to use values less than 13 bytes. If
the value specified for this parameter
is too low, it will cause expansion of
the message size, due to the lack of
repeated content. Thus, it will reduce
the performance of the Message
Broker. Values greater than 1000
would increase performance.

Inbound Events: These are
messaging events relating to
publishers

bufferSize This parameter specifies the size of
the Disruptor ring buffer for inbound
event handling.

It is recommended to increase the
value for the  parametebufferSize
r when there is an increase in the
rate of publishing. The
default/recommended value is
65536.

parallelMessageWriters   This parameter specifies the number
of parallel writers used to write
content to the message store.

Increasing the value for the parall
 parameterelMessageWriters

increases the speed of the message
receiving mechanism. However, it
would also increase the load on the
data store. A higher number of cores
are required to increase this value.
The default/recommended value is
1.

messageWriterBatchSize This parameter specifies the
maximum batch size of the batch
write operation for inbound
messages.

The  pmessageWriterBatchSize
arameter should be used in high
throughput scenarios to avoid
database requests with a high load.
A higher number of cores are
required to increase this value. The
default/recommended value is 70.

purgedCountTimeout This parameter specifies the number
of milliseconds to wait for a queue to
complete a purge event in order to
update the purge count. If the time
specified here elapses before the
queue completes the purge event,
the purge count will not be updated
to include the event.

The value for the purgedCountTim
 parameter can be increased toeout

ensure that the purge count is
accurate.
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Failover vHostSyncTaskInterval This parameter specifies the time
interval after which the virtual host
syncing task can sync host details
across the cluster.

This interval should be reduced if
frequent failures occur in the system.
Reducing this interval to make more
frequent checks in situations when
there are not many failovers would
result in an unnecessary increase in
the system overhead. The
default/recommended value is 3600.

Message Counter: This is used
by the management console to
display the number of messages in
a queue.

counterTaskInterval This parameter specifies the delay
which should occur between the end
of one execution and the start of
another, in milliseconds.

Reducing the counter task interval
would result in more database calls
(in non-RDBMS databases, this
could be a very costly operation).
The default/recommended value is 5
milliseconds.

Message Deletion contentRemovalTaskInterval   This parameter specifies the ask
interval for the content removal task
which will remove the actual
message content from the store in
the background.

If the publish/consumer rate is very
high, a low value should be entered
for the contentRemovalTaskInte

 parameter to increase therval
number of delete requests per task.

Transactions maxWaitTimeout Maximum wait time for a transaction
to be successfully committed. If the
transaction commit request is not
completed within this time period, an
error is thrown.

Be sure to configure the wait time
based on the speed of your
database. If it takes longer than 30
seconds to respond, you need to
change the default value.

Tuning the Performance of a Clustered Deployment

This section describes how to tune the performance of the Message Broker profile in terms of deployment in a clustered environment.

Improvement area Parameter Description Location Default/Recommended
Value

Memory

-Xms256m -Xmx1024m -XX:MaxPermSize=256m

The memory allocated for
the broker.

 

 

 

For Windows: <EI_HOME
>/wso2/broker/bin/ws

 fileo2server.bat

For Linux: <EI_HOME>/w
so2/broker/bin/wso2s

 fileerver.sh

Generally, at least 2 GB
memory is recommended
for production instances.

Cluster health hazelcast.max.no.heartbea
t.seconds

The maximum time period
that should elapse
between pings received
from a worker node in a
broker cluster before
acknowledging that worker
node to be dead. This
value is specified in
seconds.

This parameter prevents
the allocation of resources
to inactive worker nodes,
thereby avoiding
unnecessary system
overheads.

A short time duration can
be specified in
environments with a very
high message flow and it is
important to reallocate
resources from inactive
nodes to active nodes fast.
A longer time duration can
be specified in
environments with lower
message flows.

<EI_HOME>/wso2/broke
r/conf/hazlecast.pro
perties file

600
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Cluster Recovery concurrentStorageQueueR
eads

The number of storage
queue reads carried out
concurrently at a given
time. This number should
be set based on the
number of storage queues
that currently exist.

<EI_HOME>/wso2/broke
r/conf/broker.xml file

5

Tuning the Performance of Statistics Publishing

This section describes the parameters you need to configure to tune the performance of the Analytics profile when it is affected by high load, network traffic
etc. You need to tune these parameters based on the deployment environment.

Tuning carbon.xml parameters

The following parameter is configured in the   file.<EI_HOME>/conf/carbon.xml

Parameter Description Default Value Tuning Recommendation

AnalyticsServerPublishing
Interval

The number of milliseconds that
should elapse after a batch of
statistical data is processed to be
published in the Analytics
Dashboard before sending another
batch.

2000 The default value of 2000
milliseconds (i.e. 5 seconds) is
recommended.

When WSO2 EI is handling a high
load of requests, this value can be
reduced to increase the frequency
with which the resulting statistics
published in the Analytics
Dashboard. This helps to avoid
storing too much data in WSO2 EI
causing an overconsumption of
memory.

When the load of requests handled
by WSO2 EI is comparatively low,
this time interval can be increased to
reduce the system overhead
incurred by frequent processing.

Tuning data-agent parameters

The parameters in the   file can be tuned as follows.<EI-ANALYTICS_HOME>/conf/data-bridge/data-agent-config.xml

Parameter Description Default Value Tuning
Recommendation

QueueSize The number of messages
that can be stored in
WSO2 EI at a given time
before they are sent to be
published in the Analytics
Dashboard.

32768 This value should be
increased when the
Analytics profile is busy
due to a request overload
or if there is high network
traffic. This prevents the
generation of the queue
full, dropping

 error.message

When the Analytics profile
is not very busy and when
the network traffic is
relatively low, the queue
size can be reduced to
avoid an overconsumption
of memory.

The number
specified for this
parameter
should be a
power of 2.
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BatchSize The WSO2 EI statistical
data sent to the Analytics
profile to be published in
the Analytics Dashboard
are grouped into batches.
This parameter specifies
the number of requests to
be included in a batch.

200 This value should be tuned
in proportion to the volume
of requests sent from
WSO2 EI to the Analytics
profile. This value should
be reduced if you want to
reduce the system
overhead of the Analytics
profile. This value should
be increased if WSO2 EI is
generating a high amount
of statistics and if the Queu

 cannot be furthereSize
increased without causing
an overconsumption of
memory.

CorePoolSize The number of threads
allocated to publish WSO2
EI statistical data to the
Analytics Dashboard via
Thrift at the time WSO2 EI
is started. This value
increases when the
throughput of statistics
generated increases.
However, the number of
threads will not exceed the
number specified for the M

 parameter.axPoolSize

1 The number of available
CPU cores should be
taken into account when
specifying this value.
Increasing the core pool
size may improve the
throughput of statistical
data published in the
Analytics Dashboard, but
latency will also be
increased due to context
switching.

MaxPoolSize The maximum number of
threads that should be
allocated at any given time
to publish WSO2 EI
statistical data in the
Analytics Dashboard.

1 The number of available
CPU cores should be
taken into account when
specifying this value.
Increasing the maximum
core pool size may
improve the throughput of
statistical data published in

 sithe Analytics Dashboard,
nce more threads can be
spawned to handle an
increased number of
events. However, latency 
will also increase since a
higher number of threads
would cause context
switching to take place
more frequently.
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MaxTransportPoolSize The maximum number of
transport threads that
should be allocated at any
given time to publish
WSO2 EI statistical data to
the Analytics Server.

250 This value must be
increased when there is an
increase in the throughput
of events handled by
WSO2 EI Analytics.

The value of the tcpMaxW
 parameterorkerThreads

in the <EI-ANALYTICS_H
OME>/repository/conf
/data-bridge/data-br

 mustidge-config.xml
change based on the value
specified for this parameter
and the number of data
publishers publishing
statistics. e.g., When the
value for this parameter is 

 and the number of250
data publishers is 7, the
value for the tcpMaxWork

 parametererThreads
must be  (i.e., 7 *1750
250). This is because you
need to ensure that there
are enough receiver
threads to handle the
number of messages
published by the data
publishers.

SecureMaxTransportPoolSize The maximum number of
secure transport threads
that should be allocated at
any given time to publish
WSO2 EI statistical data to
the Analytics Server.

250 This value must be
increased when there is an
increase in the throughput
of events handled by
WSO2 EI Analytics.

The value of the sslMaxW
 parameterorkerThreads

in the <EI-ANALYTICS_H
OME>/repository/conf
/data-bridge/data-br

 mustidge-config.xml
change based on the value
specified for this parameter
and the number of data
publishers publishing
statistics. e.g., When the
value for this parameter is 

 and the number of250
data publishers is 7, the
value for the sslMaxWork

 parametererThreads
must be  (i.e., 7 *1750
250). This is because you
need to ensure that there
are enough receiver
threads to handle the
number of messages
published by the data
publishers.

Click here to view a list of errors that can be avoided by tuning the above parameters
TID: [-1234] [] [2016-05-05 19:12:02,393]  WARN {org.wso2.carbon.databridge.agent.DataPublisher} -
 Event queue is full, unable to process the event for endpoint group [ ( Receiver URL : tcp://127.0.0.1:

, Authentication URL : ) ], dropping the event.7611 ssl://127.0.0.1:7711
{org.wso2.carbon.databridge.agent.DataPublisher}
TID: [-1] [] [2016-05-05 19:11:18,642] ERROR {org.wso2.carbon.databridge.agent.endpoint.DataEndpoint} -
 Unable to send events to the endpoint.  {org.wso2.carbon.databridge.agent.endpoint.DataEndpoint}
org.wso2.carbon.databridge.agent.exception.DataEndpointException: Cannot send Events
TID: [-1] [] [2016-05-05 19:11:18,642] ERROR {org.wso2.carbon.databridge.agent.endpoint.DataEndpoint} -
 Unable to send events to the endpoint.  {org.wso2.carbon.databridge.agent.endpoint.DataEndpoint}
org.wso2.carbon.databridge.agent.exception.DataEndpointException: Cannot send Events
2018-01-18 12:00:19,362  WARN {org.wso2.carbon.databridge.agent.DataPublisher} -  Event queue is full,
unable to process the event for endpoint group [ ( Receiver URL : ,tcp://10.36.239.67:7611

tcp://127.0.0.1:7611
tcp://127.0.0.1:7611
ssl://127.0.0.1:7711
tcp://10.36.239.67:7611
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Authentication URL : ),( Receiver URL : , Authenticationssl://10.36.239.67:7711 tcp://10.36.239.70:7611
URL : ) ], 54995 events dropped so far.ssl://10.36.239.70:7711

Administration - ESB Profile

Then ESB profile is a separate runtime in the WSO2 EI product. WSO2 EI also includes the Message Broker profile and the Business Process
Management profile. See   for the list of administration tasks that are common to all profiles of the WSO2 EI product. Product Administration

Listed below are the administration tasks that are specific to the ESB profile of WSO2 EI.  

Working with Proxy Servers
Enabling SSL Tunneling through a Proxy Server
Error Handling
Configuring Timestamp Conversion for RDBMS
Security Implementation
JMX Monitoring
SNMP Monitoring
Monitoring the ESB Profile with Prometheus
Governing External References Across Environments
Working with Passwords in the ESB profile
Logging
Monitoring Access Logs
Enabling CORS for Data Services
Working with Observability

Working with Proxy Servers

When using the ESB profile of WSO2 Enterprise Integrator (WSO2 EI), there can be scenarios where you need to configure the ESB to route messages
through a proxy server. For example, if the ESB is behind a firewall, your proxy service might need to talk to a server through a proxy server as illustrated in
the following diagram:

For such scenarios, you need to configure the ESB transport sender to forward messages through a proxy server.

Routing messages through a proxy server
For non-blocking service calls
For blocking service calls

Configuring proxy profiles in the ESB profile

Routing messages through a proxy server

See the instructions given below.

For non-blocking service calls

To configure the ESB profile to route messages through a proxy server (for non-blocking service calls), add the parameters given below to the   axis2.xml
file (stored in the   directory) and update the values. This configuration ensures that all HTTP requests pass through the<EI_HOME>/conf/axis2/
configured proxy server.

<transportSender name="http"
class="org.apache.synapse.transport.passthru.PassThroughHttpSender">   

    <parameter name="non-blocking" locked="false">true</parameter>
    <parameter name="http.proxyHost" locked="false"></parameter>
    <parameter name="http.proxyPort" locked="false"></parameter>
</transportSender>

The parameters are described below.

ssl://10.36.239.67:7711
tcp://10.36.239.70:7611
ssl://10.36.239.70:7711
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non-blocking Specifies whether or not 'non-blocking' mode is enabled for the transport sender. Be sure that this parameter is set to .true

http.proxyHost The host name of the proxy server.

http.proxyPort The port (number) in the proxy server.

For blocking service calls

To configure the ESB profile to route messages through a proxy server (for blocking service calls), add the parameters given below to the axis2_blockin
 file (stored in the   directory) and update the values. This configuration ensures that all HTTP requests passg_client.xml <EI_HOME>/conf/axis2/

through the configured proxy server.

<parameter name="Proxy">
     <parameters>
       <ProxyHost></ProxyHost>
       <ProxyPort></ProxyPort>
       <ProxyUser></ProxyUser>
       <ProxyPassword></ProxyPassword>
     </parameters>
</parameter>

The parameters are described below.

ProxyHost The host name of the proxy server.

ProxyPort The port (number) in the proxy server.

ProxyUser The user name for connecting to the proxy server.

ProxyPassword The password for connecting to the proxy server.

Bypass the proxy server for blocking calls?
In the case of blocking service calls, you can apply a system property in the ESB profile to bypass the proxy server and route messages directly
to the hosts that should receive the messages. Explained below are two methods of applying the system property:

Set the system property in the product startup script that is located in the   directory as shown below. Note that<PRODUCT_HOME>/bin/
the list of host names are separated by the pipe symbol ('|').

-Dhttp.nonProxyHosts =10.|localhost|127.0.0.1|.\.domain.com \

Pass the system property when you start the server as shown below.

./integrator.sh -Dhttp.nonProxyHosts
=10.|localhost|127.0.0.1|.\.domain.com

A proxy server might require HTTP basic authentication before it handles communication from the ESB profile. 
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Configuring proxy profiles in the ESB profile

When using the ESB profile, there can be scenarios where you need to configure multiple proxy servers to route messages to different endpoints as
illustrated in the following diagram.

When you need to route messages to different endpoints through multiple proxy servers, you can configure proxy profiles.

To configure proxy profiles in the ESB profile:

Edit the   file, add the   parameter in the   configuration of the http<EI_HOME>/conf/axis2/axis2.xml proxyProfiles <transportSender>
transport, and then define multiple profiles based on the number of proxy servers you need to have.

The following is a sample proxy profile configuration that you can have in the   configuration of the HTTP transport:<transportSender>

<parameter name="proxyProfiles">
      <profile>
          <targetHosts>example.com, .*.sample.com</targetHosts>
          <proxyHost>localhost</proxyHost>
          <proxyPort>3128</proxyPort>
          <proxyUserName>squidUser</proxyUserName>
          <proxyPassword>password</proxyPassword>
          <bypass>xxx.sample.com</bypass>
      </profile>
      <profile>
          <targetHosts>localhost</targetHosts>
          <proxyHost>localhost</proxyHost>
          <proxyPort>7443</proxyPort>
      </profile>
      <profile>
          <targetHosts>*</targetHosts>
          <proxyHost>localhost</proxyHost>
          <proxyPort>7443</proxyPort>
          <bypass>test.com, direct.com</bypass>
      </profile>
 </parameter>

When you define a profile, it is mandatory to specify the ,  and  parameters for each profile.targetHosts proxyHost proxyPort
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1.  
2.  

When you configure a proxy profile, following are details of the parameters that you need to define in a  :<profile>

Parameter Description Required

targetHosts A host name or a comma-separated list of host names
for a target endpoint. 
Host names can be specified as regular expressions
that match a pattern. When  is specifiedtargetHosts
as an asterisks (*), it will match all the hosts in the
profile

Yes

proxyHost The host name of the proxy server. Yes

proxyPort The port number of the proxy server. Yes

proxyUserName The user name for the proxy server authentication. No

proxyPassword The password for the proxy server authentication. No

bypass A host name or a comma-separated list of host names
that should not be sent via the proxy server.

For example, if you want all requests to *.sample.com
to be sent via a proxy server, but need to directly send
requests to , instead of goinghello.sample.com
through the proxy server, you can add hello.sample

as a bypass host name. .com

You can specify host names as regular expressions that
match a pattern.

No

Enabling SSL Tunneling through a Proxy Server

If your proxy service connects to a back-end server through a proxy server, you can enable secure socket layer (SSL) tunneling through the proxy server to
prevent any intermediate proxy services from interfering with the communication. SSL tunneling is available when your proxy service uses either the HTTP

 or the .PassThrough transport  HTTP-NIO transport

The following section walks you through the steps to enable SSL tunneling through a proxy server. Here we will use   as the caching and forwardingSquid
HTTP web proxy.

Setting up Squid
Configuring SSL tunneling

Setting up Squid

Follow the steps below to set up Squid:

Install Squid as described .here
Add the following lines in the   file:<SQUID_HOME>/etc/squid3/squid.conf

http://sample.com
http://hello.sample.com
http://hello.sample.com
http://hello.sample.com
http://www.squid-cache.org/
http://wiki.squid-cache.org/SquidFaq/InstallingSquid
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acl SSL_ports port 443 8443 8448 8248 8280
acl Safe_ports port 80 # http
acl Safe_ports port 21 # ftp
acl Safe_ports port 443 # https
acl Safe_ports port 70 # gopher
acl Safe_ports port 210 # wais
acl Safe_ports port 1025–65535 # unregistered ports
acl Safe_ports port 280 # http-mgmt
acl Safe_ports port 488 # gss-http
acl Safe_ports port 591 # filemaker
acl Safe_ports port 777 # multiling http
acl CONNECT method CONNECT

auth_param basic program /usr/lib/squid3/basic_ncsa_auth
/etc/squid3/basic_pw
auth_param basic children 5
auth_param basic realm Squid proxy-caching web server
auth_param basic credentialsttl 2 hours
auth_param basic casesensitive off

acl ncsa_users proxy_auth REQUIRED
http_access allow ncsa_users

http_port 3128

Configuring SSL tunneling

Follow the steps below to configure SSL tunneling through the proxy server:

In , add the following parameters to the  configuration for <EI_HOME>/conf/axis2/axis2.xml transportSender PassThroughHttpSende
, , , and :r PassThroughHttpSSLSender HttpCoreNIOSender HttpCoreNIOSSLSender

<parameter name="http.proxyHost" locked="false"> </parameter>hostName
<parameter name="http.proxyPort" locked="false"> </parameter>portNumber
where and specify the host name and port number of the proxy server. hostName  portNumber

Uncomment the following parameter in the  and  configurations and change the valuePassThroughHttpSSLSender HttpCoreNIOSSLSender
to .AllowAll

<parameter name="HostnameVerifier">AllowAll</parameter>

For example, if the host name and port number of proxy server is , your  configurations for localhost:8080 transportSender PassThroughHttPSen
 and  would be as follows:der PassThroughHttpSSLSender

PassThroughHTTPSender

<transportSender name="http"
class="org.apache.synapse.transport.passthru.PassThroughHttpSender">
        <parameter name="non-blocking" locked="false">true</parameter>
        <parameter name="http.proxyHost"
locked="false">localhost</parameter>
        <parameter name="http.proxyPort"
locked="false">8080</parameter>
</transportSender>
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PassThroughHttpSSLSender

<transportSender name="https"
class="org.apache.synapse.transport.passthru.PassThroughHttpSSLSender">
        <parameter name="non-blocking" locked="false">true</parameter>
        <parameter name="keystore" locked="false">
            <KeyStore>
               
<Location>repository/resources/security/wso2carbon.jks</Location>
                <Type>JKS</Type>
                <Password>wso2carbon</Password>
                <KeyPassword>wso2carbon</KeyPassword>
            </KeyStore>
        </parameter>
        <parameter name="truststore" locked="false">
            <TrustStore>
               
<Location>repository/resources/security/client-truststore.jks</Location
>
                <Type>JKS</Type>
                <Password>wso2carbon</Password>
            </TrustStore>
        </parameter>
        <parameter name="http.proxyHost"
locked="false">localhost</parameter>
        <parameter name="http.proxyPort"
locked="false">8080</parameter>
        <parameter name="HostnameVerifier">AllowAll</parameter>
</transportSender>

Error Handling

The main role of WSO2 Enterprise Integrator (WSO2 EI) is to act as the backbone of an organization’s service-oriented architecture. It is the spine through
which all the systems and applications within the enterprise (and external applications that integrate with the enterprise) communicate with each other. For
example, an ESB (which is contained in WSO2 EI) often has to deal with many wire-level protocols, messaging standards, and remote APIs. But
applications and networks can be full of errors. Applications crash. Network routers and links get into states where they cannot pass messages through with
the expected efficiency. These error conditions are very likely to cause a fault or trigger a runtime exception in the ESB.

Using fault sequences

WSO2 EI provides fault sequences for dealing with errors. A fault sequence is a collection of mediators just like any other sequence, and it can be
associated with another sequence or a proxy service. When the sequence or the proxy service encounters an error during mediation or while forwarding a
message, the message that triggered the error is delegated to the specified fault sequence. Using the available mediators it is possible to log the erroneous
message, forward it to a special error-tracking service, and send a SOAP fault back to the client indicating the error or even send an email to the system
admin.

It is not mandatory to associate each sequence and proxy service with a fault sequence. In situations where a fault sequence is not specified explicitly, a
default fault sequence will be used to handle errors.  Sample 4: Specifying a Fault Sequence with a Regular Mediation Sequence shows how to specify a
fault sequence with a regular mediation sequence.

Whenever an error occurs in WSO2 EI, the mediation engine attempts to provide as much information as possible on the error to the user by initializing the
following properties on the erroneous message:

ERROR_CODE
ERROR_MESSAGE
ERROR_DETAIL
ERROR_EXCEPTION        

Within the fault sequence, you can access these property values using the  XPath function. Sample 4 uses the log mediator as follows toget-property
log the actual error message:   

 <log level="custom">
   <property name="text" value="An unexpected error occured"/>

      <property name="message" expression="get-property('ERROR_MESSAGE')"/>      
 </log>  

Note how the ERROR_MESSAGE property is being used to get the error message text. If you want to customize the error message that is sent back to the

https://docs.wso2.com/display/ESB500/Sample+4%3A+Specifying+a+Fault+Sequence+with+a+Regular+Mediation+Sequence
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client, you can use the  as demonstrated in . Fault mediator Sample 5: Creating SOAP Fault Messages and Changing the Direction of a Message

Error codes

This section describes error codes and their meanings.

Transport error codes

Error Code Detail

101000 Receiver input/output error sending

101001 Receiver input/output error receiving

101500 Sender input/output error sending

101501 Sender input/output error receiving

101503 Connection failed

101504 Connection timed out (no input was detected on this connection over the maximum period of inactivity)

101505 Connection closed

101506 NHTTP protocol violation

101507 Connection canceled

101508 Request to establish new connection timed out

101509 Send abort

101510 Response processing failed

If the HTTP PassThrough transport is used, and a connection-level error occurs, the error code is calculated using the following equation:

Error code = Base error code + Protocol State

The sender side of the transport matches the protocol state, which changes according to the phase of the message.

Following are the possible protocol states and the description for each:

Protocol State Description

REQUEST_READY (0) Connection is at the initial stage ready to send a request

REQUEST_HEAD(1) Sending the request headers through the connection

REQUEST_BODY(2) Sending the request body

REQUEST_DONE(3) Request is completely sent

RESPONSE_HEAD(4) The connection is reading the response headers

RESPONSE_BODY(5) The connection is reading the response body

RESPONSE_DONE(6) The response is completed

CLOSING(7) The connection is closing

CLOSED(8) The connection is closed

Since there are several possible protocol states in which a request can time out, you can calculate the error code accordingly using the values in the table
above. For example, in a scenario where you send a request and the request is completely sent to the backend, but a timeout happens before the
response headers are received, the error code is calculated as follows:

In this scenario, the base error code is  and the protocol state is CONNECTION_TIMEOUT(101504) REQUEST_DONE(3).

Therefore, 

Error code = 101504 + 3 = 101507

https://docs.wso2.com/display/ESB500/Sample+5%3A+Creating+SOAP+Fault+Messages+and+Changing+the+Direction+of+a+Message
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Endpoint failures

This section describes the error codes for endpoint failures. For more information on handling endpoint errors, see .Endpoint Error Handling

General errors

Error Code Detail

303000 Load Balance endpoint is not ready to connect

303000 Recipient List Endpoint is not ready

303000 Failover endpoint is not ready to connect

303001 Address Endpoint is not ready to connect

303002 WSDL Address is not ready to connect

Failure on endpoint in the session

Error Code Detail

309001 Session aware load balance endpoint, No ready child endpoints

309002 Session aware load balance endpoint, Invalid reference

309003 Session aware load balance endpoint, Failed session

Non-fatal warnings

Error Code Detail

303100 A failover occurred in a Load balance endpoint

304100 A failover occurred in a Failover endpoint

Referring real endpoint is null

Error Code Detail

305100 Indirect endpoint not ready

Callout operation failed

Error Code Detail

401000 Callout operation failed (from the Callout mediator)

401001 Blocking call operation failed (from the Call mediator when you have enabled blocking in it).

401002 Blocking sender operation failed (from the Call mediator when you have enabled blocking in it).

Custom error codes

Error Code Detail

500000 Endpoint Custom Error - This error is triggered when the endpoint is prefixed by <property
, which enhances the failover logic by marking anname="FORCE_ERROR_ON_SOAP_FAULT" value="true"/>

endpoint as suspended when the response is a SOAP fault.

Configuring Timestamp Conversion for RDBMS

By default, a timestamp is always converted to the UTC time zone before inserting the timestamp data to the database. When retrieving the data, the server
will convert the timestamp back to the server's time zone. This can sometimes lead to inconsistencies where the time zones applicable to timestamps (for
inserting data and retrieving data) are different. Therefore, you can disable UTC conversion for RDBMSs as follows:

Open the server startup script, which is stored in the  directory.<EI_HOME>/bin
For Linux: integrator.sh
For Windows: integrator.bat 

Note that the following functionality is only applicable to  in WSO2 Enterprise Integrator.data integration
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2.  Set the following property to true: -Ddss.legacy.timezone.mode=true

This configuration ensures that data is entered into RDBMSs using the server time zone without converting to UTC.

Security Implementation
Web services security, or to be more precise, SOAP message security identifies and provides solutions for general computer security threats as well as
threats unique to Web services. WSO2 supports WS Security, WS-Policy and WS-Security Policy specifications. These specifications define a behavioral
model for Web services. Since a requirement for one Web service may not be valid for another, the WSO2 Enterprise Integrator (WSO2 EI) also helps
define service-specific security.

It provides 16 predefined, commonly-used security scenarios. All you have to do is apply the required security scenario into your service through the
service's dashboard. You can also define a custom security policy. Understanding the exact security requirements is the first step in planning to secure
Web services. Consider what security aspects are important to your service, whether it is the integrity, confidentiality, or both.

The default security scenarios

The topics below explain the 16 default security scenarios supported by WSO2.
UsernameToken
Non-repudiation
Integrity
Confidentiality
Sign and Encrypt - X509 Authentication
Sign and Encrypt - Anonymous clients
Encrypt Only - Username Token Authentication
Sign and Encrypt - Username Token Authentication
Secure Conversation - Sign only - Service as STS - Bootstrap policy - Sign and Encrypt , X509 Authentication
Secure Conversation - Encrypt Only - Service as STS - Sign and Encrypt , X509 Authentication
Secure Conversation - Sign and Encrypt - Service as STS - Bootstrap policy - Sign and Encrypt , X509 Authentication
Secure Conversation - Sign Only - Service as STS - Bootstrap policy - Sign and Encrypt , Anonymous clients
Secure Conversation - Encrypt Only - Service as STS - Bootstrap policy - Sign and Encrypt , Anonymous clients
Secure Conversation - Encrypt Only - Service as STS - Bootstrap policy - Sign and Encrypt , Username Token Authentication
Secure Conversation - Sign and Encrypt - Service as STS - Bootstrap policy - Sign and Encrypt , Username Token Authentication
Kerberos Token-based Security

UsernameToken

Non-repudiation
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Integrity
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Confidentiality

Sign and Encrypt - X509 Authentication
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Sign and Encrypt - Anonymous clients
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Encrypt Only - Username Token Authentication
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Sign and Encrypt - Username Token Authentication
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Secure Conversation - Sign only - Service as STS - Bootstrap policy - Sign and Encrypt , X509 Authentication
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Secure Conversation - Encrypt Only - Service as STS - Sign and Encrypt , X509 Authentication
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Secure Conversation - Sign and Encrypt - Service as STS - Bootstrap policy - Sign and Encrypt , X509 Authentication
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Secure Conversation - Sign Only - Service as STS - Bootstrap policy - Sign and Encrypt , Anonymous clients
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Secure Conversation - Encrypt Only - Service as STS - Bootstrap policy - Sign and Encrypt , Anonymous clients
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Secure Conversation - Encrypt Only - Service as STS - Bootstrap policy - Sign and Encrypt , Username Token Authentication
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Secure Conversation - Sign and Encrypt - Service as STS - Bootstrap policy - Sign and Encrypt , Username Token Authentication
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Kerberos Token-based Security

If you apply security scenario 16 (Kerberos Token-based Security), you must associate your service with a service principal. Security scenario 16 is only
applicable if you have a Key Distribution Center (KDC) and an Authentication Server in your environment. Ideally you can find KDC and an Authentication
Server in a LDAP Directory server.

Two configuration files are used to specify Kerberos related parameters as follows.

krb5.conf - Includes KDC server details, encryption/decryption algorithms etc.
jaas.conf - Includes information relevant to authorization.

The above files are located in <PRODUCT_HOME>/repository/conf/security folder.

After selecting scenario 16, fill information about the service principal to associate the Web service with. You must specify the service principal name and
password. The service principal must be already defined in the LDAP Directory server.

JMX Monitoring

Java Management Extensions (JMX) is a technology that lets you implement management interfaces for Java applications.   is a JMX-compliantJConsole
monitoring tool, which comes with the Java Development Kit (JDK) 1.5 or later versions. Therefore, when you use a WSO2 product, JMX is enabled by
default, which allows you to monitor the product using JConsole. 

Go to the   for detailed instructions on how to configure JMX for a WSO2 product and how to use   forWSO2 Administration Guide JConsole
monitoring a product.

https://docs.wso2.com/display/ADMIN44x/JMX-Based+Monitoring
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MBeans for WSO2 EI 
Disabling the JMX thread view

MBeans for WSO2 EI 

When JMX is enabled, WSO2 EI exposes a number of management resources as JMX Management Beans (MBeans) that can be used for managing and
monitoring the running server.  When you start JConsole, you can monitor these MBeans from the   tab. While some of these MBeans (MBeans ServerAd

and  ) are common to all WSO2 products, some MBeans are specific to WSO2 EI. min  DataSource

This section summarizes the attributes and operations available for the following WSO2 EI specific MBeans:

Connection MBeans
Latency MBeans
Threading MBeans
Transport MBeans
Broker-specific MBeans

Connection MBeans

These MBeans provide connection statistics for the HTTP and HTTPS transports. 

You can view the following Connection MBeans:

org.apache.synapse/PassThroughConnections/http-listener
org.apache.synapse/PassThroughConnections/http-sender
org.apache.synapse/PassThroughConnections/https-listener
org.apache.synapse/PassThroughConnections/https-sender

Attributes

Attribute Name Description

ActiveConnections Number of currently active connections.

ActiveConnectionsPerHosts A map of the number of connections against hosts.

The common MBeans are explained in detail in the  . Listed below are the MBeans that are specific to WSO2 EI.WSO2 Administration Guide

For details on using JMX based mediation flow statistics in your EI server and detailed explanation of the relevant MBeans, see Monitoring JMX
. Based Statistics

https://docs.wso2.com/display/ADMIN44x/JMX-Based+Monitoring
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LastXxxConnections The number of connections created during last Xxx time period.

RequestSizesMap A map of the number of requests against their sizes.

ResponseSizesMap A map of the number of responses against their sizes.

LastResetTime The time when the connection-statistic recordings were last reset.

Operations

Operation Name Description

reset() Clear recorded connection statistics and restart recording.

Latency MBeans

This view provides statistics of the latencies from all backend services connected through the HTTP  and HTTPS transports. These statistics are provided
as an aggregate value.

You can view the following Latency MBeans:

org.apache.synapse/PassthroughLatencyView/nio-http-http
org.apache.synapse/PassthroughLatencyView/nio-https-https

Attributes

Attribute Name Description

AllTimeAvgLatency Average latency since the latency recording was last reset.

LastxxxAvgLatency Average latency for last xxx time period. For example, LastHourAvgLatency returns the average latency for the last
hour.

LastResetTime The time when the latency-statistic recordings were last reset.

Operations

Operation Name Description

reset() Clear recorded latency statistics and restart recording.

Threading MBeans

These MBeans are only available in the NHTTP transport and not in the default Pass-Through transport.

You can view the following Threading MBeans:

org.apache.synapse/Threading/HttpClientWorker
org.apache.synapse/Threading/HttpServerWorker

Attributes

Attribute Name Description

TotalWorkerCount Total worker threads related to this server/client.

AvgUnblockedWorkerPercent
age

Time-averaged unblocked worker thread percentage.

AvgBlockedWorkerPercentag
e

Time-averaged blocked worker thread percentage.

LastXxxBlockedWorkerPerce
ntage

Blocked worker thread percentage averaged for last Xxx time period.

DeadLockedWorkers Number of deadlocked worker threads since last statistics reset.

LastResetTime The time the thread statistic recordings were last reset.

Operations

Operation Name Description

reset() Clear recorded thread statistic and restart recording.
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Transport MBeans

For each transport listener and sender enabled in WSO2 EI, there will be an MBean under the   domain. For example,org.apache.axis2/Transport
when the JMS transport is enabled, the following MBean will be exposed:

org.apache.axis2/Transport/jms-sender-n

You can also view the following Transport MBeans:

org.apache.synapse/Transport/passthru-http-receiver
org.apache.synapse/Transport/passthru-http-sender
org.apache.synapse/Transport/passthru-https-receiver
org.apache.synapse/Transport/passthru-https-sender

Attributes

Attribute Name Description

ActiveThreadCount Threads active in this transport listener/sender.

AvgSizeReceived The average size of received messages.

AvgSizeSent The average size of sent messages.

BytesReceived The number of bytes received through this transport.

BytesSent The number of bytes sent through this transport.

FaultsReceiving The number of faults encountered while receiving.

FaultsSending The number of faults encountered while sending.

LastResetTime The time when the last transport listener/sender statistic recording was reset.

MaxSizeReceived Maximum message size of received messages.

MaxSizeSent Maximum message size of sent messages.

MetricsWindow Time difference between current time and last reset time in milliseconds.

MinSizeReceived Minimum message size of received messages.

MinSizeSent Minimum message size of sent messages.

MessagesReceived The total number of messages received through this transport.

MessagesSent The total number of messages sent through this transport.

QueueSize The number of messages currently queued. Messages get queued if all the worker threads in this transport thread
pool are busy.

ResponseCodeTable The number of messages sent against their response codes.

TimeoutsReceiving Message receiving timeout.

TimeoutsSending Message sending timeout.

  Operations

Operation Name Description

start() Start this transport listener/sender.

stop() Stop this transport listener/sender.

resume() Resume this transport listener/sender which is currently paused.

resetStatistics() Clear recorded transport listener/sender statistics and restart recording.

pause() Pause this transport listener/sender which has been started.

maintenenceShutdown(long
gracePeriod)

Stop processing new messages, and wait the specified maximum time for in-flight requests to complete before a
controlled shutdown for maintenence.

Broker-specific MBeans

You can also view the following MBeans that are specific to the Brokering profile of WSO2 EI:
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org.wso2.andes/ClusterManagementInformation

Attribute Name Description

ClusteringEnabled If the clustering mode is enabled in the Brokering profile or not.

AllClusterNodeAddresses Retrieve the addresses of the members in a cluster

MyNodeID Retrieve the ID that is assigned to the node

StoreHealth Retrieve the health status of the message store

org.wso2.andes/MessageStatusInformation

Operation Name Description

dumpMessageStatusInfo() Retrieve the lifecycle status of the messages in the store to a specified Excel sheet.

org.wso2.andes/QueueManageInformation
Attributes

Attribute Name Description

NamesOfAllDurableQueues Retrieve the names of all durable queues.

AllQueueCounts Retrieve the number of messages in all the queues of the message store

AllQueueNames Retrieve the names of all the queues in the message store

MessageCountOfQueuesAsCom
positeData

Retrieve the number of messages that are in the queues as Composite data

Operations

Operation Name Description

getMessageCount() Get the number of messages in the store

restoreSelectedMessagesFr
omDeadLetterChannel()

Restore the messages you select from the dead letter channel

rerouteSelectedMessagesFr
omDeadLetterChannel()

Reroute the messages you select from the dead letter channel

deleteMessagesFromDeadLet
terQueue()

Delete the messages you specify, from the dead letter channel

getNumberOfMessagesInDLCF
orQueue()

Retrieve the message count in the dead letter channel of a queue

getMessagesInDLCForQueue(
)

Retrieve the messages in the dead letter channel of a queue

browseQueue() Retrieve information of a queue by browsing it.

getMessageMetadataInDeadL
etterChannel()

Retrieve metadata of messages in a dead letter channel

rerouteAllMessagesInDeadL
etterChannelForQueue()

Reroute all the messages in a dead letter channel of a queue

isQueueExists() Check if a queue exists by a given name

deleteAllMessagesInQueue(
)

Delete all the messages in a queue with the specified name

getDLCQueueInformation() Retrieve information of the dead letter channel of a specified queue

getSubscriptionCount() Retrieve the number of subscriptions of a specified queue

org.wso2.andes/Subscription/ManagementInformation

Operation Name Description

getMessageCount() Retrieve the number of messages of a specified subscription
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getSubscriptions() Retrieve all subscriptions

getFilteredSubscriptions(
)

Retrieve only a set of specified subscriptions

getTotalSubscriptionCount
ForSearchResult()

Retrieve the total number of subscriptions for a specified search

getPendingMessageCount() Retrieve the pending number of messages in all subscriptions

removeSubscription() Remove a specified subscription

Disabling the JMX thread view

Dumping JMX threads is an expensive operation that affects the CPU consumption when many threads are being processed at the same time.

WSO2 EI has enabled thread dumping by default. Therefore, to avoid dumping all the threads , you can configure the property given below.  here

Open the  file.<EI_HOME>/synapse.properties
Add the following property to the file and save the file.

synapse.jmx.thread.view.enabled=false

SNMP Monitoring

Simple Network Management Protocol (SNMP) is an Internet-standard protocol for managing devices on IP networks. Given below is how to configure
SNMP in WSO2 Enterprise Integrator(WSO2 EI), which exposes various MBeans via SNMP.  

Download the following jar files from   .  http://www.snmp4j.org and add them to <EI_HOME>/lib  
snmp4j-2.1.0.jar
snmp4j-agent-2.0.6.jar

Enable SNMP in the  file by adding the following entry: <EI_HOME>/conf/synapse.properties

synapse.snmp.enabled=true

WSO2 EI can now monitor MBeans with SNMP. For example:

Monitoring Info : OID branch "1.3.6.1.4.1.18060.14" with the following
sub-branches:

1 - ServerManager MBean

2 - Transport MBeans

3 - NHttpConnections MBeans

4 - NHTTPLatency MBeans

5 - NHTTPS2SLatency MBeans

MBean OID mappings

Following are the OID equivalents of the server manager and transport MBeans, which are described in :JMX Monitoring

Name=ServerManager@ServerState as OID: 1.3.6.1.4.1.18060.14.1.21.1.0

Name=passthru-http-sender@ActiveThreadCount as OID: 1.3.6.1.4.1.18060.14.2.17.1.0

Name=passthru-http-sender@AvgSizeReceived as OID: 1.3.6.1.4.1.18060.14.2.17.2.0

It is recommended not to dump the thread especially when you have enabled WSO2 EI analytics in a production environment.

https://github.com/wso2/wso2-synapse/blob/master/modules/commons/src/main/java/org/apache/synapse/commons/jmx/ThreadingView.java#L268
http://www.snmp4j.org/
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Name=passthru-http-sender@AvgSizeSent as OID: 1.3.6.1.4.1.18060.14.2.17.3.0

Name=passthru-http-sender@BytesReceived as OID: 1.3.6.1.4.1.18060.14.2.17.4.0

Name=passthru-http-sender@BytesSent as OID: 1.3.6.1.4.1.18060.14.2.17.5.0

Name=passthru-http-sender@FaultsReceiving as OID: 1.3.6.1.4.1.18060.14.2.17.6.0

Name=passthru-http-sender@FaultsSending as OID: 1.3.6.1.4.1.18060.14.2.17.7.0

Name=passthru-http-sender@LastResetTime as OID: 1.3.6.1.4.1.18060.14.2.17.8.0

Name=passthru-http-sender@MaxSizeReceived as OID: 1.3.6.1.4.1.18060.14.2.17.9.0

Name=passthru-http-sender@MaxSizeSent as OID: 1.3.6.1.4.1.18060.14.2.17.10.0

Name=passthru-http-sender@MessagesReceived as OID: 1.3.6.1.4.1.18060.14.2.17.11.0

Name=passthru-http-sender@MessagesSent as OID: 1.3.6.1.4.1.18060.14.2.17.12.0

Name=passthru-http-sender@MetricsWindow as OID: 1.3.6.1.4.1.18060.14.2.17.13.0

Name=passthru-http-sender@MinSizeReceived as OID: 1.3.6.1.4.1.18060.14.2.17.14.0

Name=passthru-http-sender@MinSizeSent as OID: 1.3.6.1.4.1.18060.14.2.17.15.0

Name=passthru-http-sender@QueueSize as OID: 1.3.6.1.4.1.18060.14.2.17.16.0

Name=passthru-http-sender@TimeoutsReceiving as OID: 1.3.6.1.4.1.18060.14.2.17.18.0

Name=passthru-http-sender@TimeoutsSending as OID: 1.3.6.1.4.1.18060.14.2.17.19.0

Name=passthru-https-sender@ActiveThreadCount as OID: 1.3.6.1.4.1.18060.14.2.18.1.0

Name=passthru-https-sender@AvgSizeReceived as OID: 1.3.6.1.4.1.18060.14.2.18.2.0

Name=passthru-https-sender@AvgSizeSent as OID: 1.3.6.1.4.1.18060.14.2.18.3.0

Name=passthru-https-sender@BytesReceived as OID: 1.3.6.1.4.1.18060.14.2.18.4.0

Name=passthru-https-sender@BytesSent as OID: 1.3.6.1.4.1.18060.14.2.18.5.0

Name=passthru-https-sender@FaultsReceiving as OID: 1.3.6.1.4.1.18060.14.2.18.6.0

Name=passthru-https-sender@FaultsSending as OID: 1.3.6.1.4.1.18060.14.2.18.7.0

Name=passthru-https-sender@LastResetTime as OID: 1.3.6.1.4.1.18060.14.2.18.8.0

Name=passthru-https-sender@MaxSizeReceived as OID: 1.3.6.1.4.1.18060.14.2.18.9.0

Name=passthru-https-sender@MaxSizeSent as OID: 1.3.6.1.4.1.18060.14.2.18.10.0

Name=passthru-https-sender@MessagesReceived as OID: 1.3.6.1.4.1.18060.14.2.18.11.0

Name=passthru-https-sender@MessagesSent as OID: 1.3.6.1.4.1.18060.14.2.18.12.0

Name=passthru-https-sender@MetricsWindow as OID: 1.3.6.1.4.1.18060.14.2.18.13.0

Name=passthru-https-sender@MinSizeReceived as OID: 1.3.6.1.4.1.18060.14.2.18.14.0

Name=passthru-https-sender@MinSizeSent as OID: 1.3.6.1.4.1.18060.14.2.18.15.0

Name=passthru-https-sender@QueueSize as OID: 1.3.6.1.4.1.18060.14.2.18.16.0

Name=passthru-https-sender@TimeoutsReceiving as OID: 1.3.6.1.4.1.18060.14.2.18.18.0

Name=passthru-https-sender@TimeoutsSending as OID: 1.3.6.1.4.1.18060.14.2.18.19.0

Name=passthru-http-receiver@ActiveThreadCount as OID: 1.3.6.1.4.1.18060.14.2.19.1.0

Name=passthru-http-receiver@AvgSizeReceived as OID: 1.3.6.1.4.1.18060.14.2.19.2.0

Name=passthru-http-receiver@AvgSizeSent as OID: 1.3.6.1.4.1.18060.14.2.19.3.0

Name=passthru-http-receiver@BytesReceived as OID: 1.3.6.1.4.1.18060.14.2.19.4.0

Name=passthru-http-receiver@BytesSent as OID: 1.3.6.1.4.1.18060.14.2.19.5.0

Name=passthru-http-receiver@FaultsReceiving as OID: 1.3.6.1.4.1.18060.14.2.19.6.0

Name=passthru-http-receiver@FaultsSending as OID: 1.3.6.1.4.1.18060.14.2.19.7.0

Name=passthru-http-receiver@LastResetTime as OID: 1.3.6.1.4.1.18060.14.2.19.8.0
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Name=passthru-http-receiver@MaxSizeReceived as OID: 1.3.6.1.4.1.18060.14.2.19.9.0

Name=passthru-http-receiver@MaxSizeSent as OID: 1.3.6.1.4.1.18060.14.2.19.10.0

Name=passthru-http-receiver@MessagesReceived as OID: 1.3.6.1.4.1.18060.14.2.19.11.0

Name=passthru-http-receiver@MessagesSent as OID: 1.3.6.1.4.1.18060.14.2.19.12.0

Name=passthru-http-receiver@MetricsWindow as OID: 1.3.6.1.4.1.18060.14.2.19.13.0

Name=passthru-http-receiver@MinSizeReceived as OID: 1.3.6.1.4.1.18060.14.2.19.14.0

Name=passthru-http-receiver@MinSizeSent as OID: 1.3.6.1.4.1.18060.14.2.19.15.0

Name=passthru-http-receiver@QueueSize as OID: 1.3.6.1.4.1.18060.14.2.19.16.0

Name=passthru-http-receiver@TimeoutsReceiving as OID: 1.3.6.1.4.1.18060.14.2.19.18.0

Name=passthru-http-receiver@TimeoutsSending as OID: 1.3.6.1.4.1.18060.14.2.19.19.0

Name=passthru-https-receiver@ActiveThreadCount as OID: 1.3.6.1.4.1.18060.14.2.20.1.0

Name=passthru-https-receiver@AvgSizeReceived as OID: 1.3.6.1.4.1.18060.14.2.20.2.0

Name=passthru-https-receiver@AvgSizeSent as OID: 1.3.6.1.4.1.18060.14.2.20.3.0

Name=passthru-https-receiver@BytesReceived as OID: 1.3.6.1.4.1.18060.14.2.20.4.0

Name=passthru-https-receiver@BytesSent as OID: 1.3.6.1.4.1.18060.14.2.20.5.0

Name=passthru-https-receiver@FaultsReceiving as OID: 1.3.6.1.4.1.18060.14.2.20.6.0

Name=passthru-https-receiver@FaultsSending as OID: 1.3.6.1.4.1.18060.14.2.20.7.0

Name=passthru-https-receiver@LastResetTime as OID: 1.3.6.1.4.1.18060.14.2.20.8.0

Name=passthru-https-receiver@MaxSizeReceived as OID: 1.3.6.1.4.1.18060.14.2.20.9.0

Name=passthru-https-receiver@MaxSizeSent as OID: 1.3.6.1.4.1.18060.14.2.20.10.0

Name=passthru-https-receiver@MessagesReceived as OID: 1.3.6.1.4.1.18060.14.2.20.11.0

Name=passthru-https-receiver@MessagesSent as OID: 1.3.6.1.4.1.18060.14.2.20.12.0

Name=passthru-https-receiver@MetricsWindow as OID: 1.3.6.1.4.1.18060.14.2.20.13.0

Name=passthru-https-receiver@MinSizeReceived as OID: 1.3.6.1.4.1.18060.14.2.20.14.0

Name=passthru-https-receiver@MinSizeSent as OID: 1.3.6.1.4.1.18060.14.2.20.15.0

Name=passthru-https-receiver@QueueSize as OID: 1.3.6.1.4.1.18060.14.2.20.16.0

Name=passthru-https-receiver@TimeoutsReceiving as OID: 1.3.6.1.4.1.18060.14.2.20.18.0

Name=passthru-https-receiver@TimeoutsSending as OID: 1.3.6.1.4.1.18060.14.2.20.19.0

Monitoring the ESB Profile with Prometheus

Prometheus is an open source toolkit that can monitor systems and produce useful information such as graphs and alerts. It collects statistical data
exposed over an HTTP endpoint in the form of multi dimensional time series data, which can be then be visualized and queried. For more information about
Prometheus, see .Prometheus Documentation

Overview
Configuring the Prometheus server
Starting the ESB server
Viewing statistics

Overview

The HTTP endpoint exposing the metric data is a service exposed by an internal API, bundled as an OSGi component and added as a feature to the WSO2
EI product. WSO2 ESB exposes its statistical data through JMX as MBeans. The Prometheus publisher in WSO2 EI scrapes these bean data, and converts
them to the Prometheus format. The converted metrics are then exposed through an HTTP endpoint, which is used by Prometheus to scrape the statistical
data.

http://prometheus%202
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Configuring the Prometheus server

Download and install Prometheus.
Open the   file. Add a   as to this file as shown below. The port number and the endpoint<PROMETHEUS_HOME>/prometheus.yml scrape config
name should be as specified below.

scrape_configs:
 - job_name: "esb_stats"
   static_configs:
     - targets: ['localhost:9191']
   metrics_path: "metric-service/metrics"

Save the configuration file.
To start the Prometheus server, navigate to the   and execute the start-up script ( prometheus ) located there.<PROMETHEUS_HOME>

Starting the ESB server

 To start the ESB server with Prometheus enabled, navigate to the  directory and issue one of the following commands.<EI_HOME>/bin

For Windows: integrator.bat -DenablePrometheusApi
For Linux : ./integrator.sh -DenablePrometheusApi

Viewing statistics

The stats can be viewed in following urls.

http://localhost:9191/metric-service/metrics

You may also visit following url in Prometheus server to plot the graphs.

http://localhost:9090/graph

https://prometheus.io/download/
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Governing External References Across Environments

Some artifacts must change based on the environment where the application is deployed. For example, when you deploy a WSO2 Enterprise
Integrator(WSO2 EI) application to Dev, QA, and Production environments, the service endpoints are different in each of those environments, so you must
update the proxy services accordingly with the relevant endpoint values.

This section provides information on how to manage and deploy artifacts across multiple environments. It focuses specifically on the management of
endpoints in multiple environments. The endpoints are the environment dependent artifacts and are used as external references from within the proxy
service (environment independent artifact) configuration. By doing this, the proxy service configuration does not need to be edited each time it is deployed
in a different environment. 

Understanding the Users
Best Practices for Migration

Understanding the Users

Users interacting with artifacts in each environment often have different roles and have access to different resources and tools. For example:
Developer: uses WSO2 Enterprise Integrator(WSO2 EI) Tooling to create services and Composite Applications (Capps) and push project artifacts
to a source code repository, such as GitHub. Typically, the developer has no access to QA or Production resources.
DevOps or Operations team member: uses scripts and the WSO2 Management Console to pull the applications created by the developers from
the source code repository and deploy them to the QA and Production environments. These users need to update the endpoints before they
deploy in the different environments. Typically, they do not have WSO2 EI Tooling.

Best Practices for Migration

The following are the best practices that allow you to easily migrate applications across environments:
We recommend you create one Composite Application (CApp) for each deployment environment, namely HelloWorldDevResources and
HelloWorldQAResources. This allows you to deploy and manage them separately. Additionally, you need to define a Composite Application for the
application itself, i.e., the proxy service. 
Whenever you create a proxy service use the endpoint as a reference name rather than defining it inline within the proxy service. This approach
ensures that the proxy service can be deployed from one environment to another without having to do any environment specific configuration
changes. 
Ensure to use the same name for the endpoint across all environments. 
Ensure the endpoint values are present and accurate in all environments prior to deploying an application using those endpoints. You can either
manually edit the endpoint values prior to deploying the application, or make this an automatic part of your deployment process.

Maven Users

Maven can be used to build and deploy your artifacts across environments. When using Maven, you are also able to define the endpoints as variables and
pass the URL value at the time of building the project.

Details on how you can assign endpoint values at the time of building is available at http://susinda.blogspot.ae/2017/01/wso2-esb-how-to-assign-endpoints
.-at.html

Working with Passwords in the ESB profile

All WSO2 products are shipped with a  implementation that allows you to store encrypted passwords that are mapped to aliases. ThisSecure Vault
approach allows you to use the aliases instead of the actual passwords in your configurations for better security. For example, some configurations require
the admin username and password. If the admin user's password is "admin", you could use  as the password alias.UserManager.AdminUser.Password
You will then map that alias to the actual "admin" password using Secure Vault. The WSO2 product will then look up this alias in Secure Vault during
runtime, decrypt and use its password.

In all WSO2 products, Secure Vault is commonly used for encrypting passwords and other sensitive information in configuration files. When you use the
ESB profile of WSO2 EI, you can encrypt sensitive information contained in synapse configurations in addition to the information in configuration files. See
the following topics:

Encrypting passwords in configuration files
Encrypting passwords for synapse configurations

Using encrypted passwords in synapse configurations
Updating the password validation

Encrypting passwords in configuration files

This content is currently restricted to confluence admins as it is being updated.

In WSO2 EI Tooling, a Maven Multi Module(MMM) project is used to contain all the project information. For more information on Maven Multi
Module projects, see  .http://www.sonatype.com/books/mvnex-book/reference/multimodule.html

Go to the WSO2 administration guide for more information about the  .Secure Vault implementation in WSO2 products

http://susinda.blogspot.ae/2017/01/wso2-esb-how-to-assign-endpoints-at.html
http://susinda.blogspot.ae/2017/01/wso2-esb-how-to-assign-endpoints-at.html
http://www.sonatype.com/books/mvnex-book/reference/multimodule.html
https://docs.wso2.com/display/ADMIN44x/Carbon+Secure+Vault+Implementation


WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 590

1.  

a.  
b.  

2.  
a.  
b.  

c.  
3.  

4.  

To encrypt passwords in configuration files, you simply have to update the  and  files that arecipher-text.properties cipher-tool.properties
stored in the   directory and then run the Cipher tool that is shipped with the product. Go to the links given below to see<EI_HOME>/conf/security/
instructions in the WSO2 administration guide:

Encrypting passwords using the automated process.
Encrypting passwords using the manual process. This is relevant when the location of the configuration files (that contain the elements to be
encrypted) cannot be specified using an xpath in the  -  file.cipher tool.properties
Changing already encrypted passwords.
Resolving already encrypted passwords.

Encrypting passwords for synapse configurations

The ESB profile of WSO2 EI provides a UI that can be used for encrypting passwords and other sensitive information in synapse configurations.

Follow the steps given below if you are using the ESB profile.

If you are using the Cipher tool for the first time in your environment, you must first enable the Cipher tool by executing the -Dconfigure command
with the cipher tool script: 

Open a terminal and navigate to the  directory.<EI_HOME>/bin
Execute one of the following commands:

On Linux: ./ciphertool.sh -Dconfigure
On Windows: ./ciphertool.bat -Dconfigure

Start the ESB profile of WSO2 EI and sign in to the management console:
Open a terminal and navigate to the   directory.<EI_HOME>/bin
Execute one of the following scripts:

On Windows: integrator.bat --run
On Linux/Mac OS: sh integrator.sh

Sign in to the management console.
Go to   ->   and then click  on the tab of the management console. The Manage Secure Vault Tool Manage Passwords  Main Secure Vault

 screen appears.Password Management
Click   and then specify values for the given fields as shown below. This creates a new password entryAdd New Password to encrypt and store,
in the , which is encrypted with the alias (Vault Key) that you specify.registry

Vault Key: The alias for the password.
Password: The actual password.
Re-enter password: The password that you specified as the actual password.

Before you begin, be sure that your  has write-access enabled. Open the  file (stored in the registry database registry.xml <EI_HOME>/con
 directory) and ensure that the  element is set to  as shown below.f/ <readOnly> false

<currentDBConfig>wso2registry</currentDBConfig>
<readOnly>false</readOnly>
<enableCache>true</enableCache>
<registryRoot>/</registryRoot>

This is necessary because the passwords you encrypt using the management console of the ESB profile are written to the registry DB. If the
registry does not have write-access enabled, the required functions on the management console will be disabled.

https://docs.wso2.com/display/ADMIN44x/Encrypting+Passwords+with+Cipher+Tool#EncryptingPasswordswithCipherTool-automated
https://docs.wso2.com/display/ADMIN44x/Encrypting+Passwords+with+Cipher+Tool#EncryptingPasswordswithCipherTool-manual_process
https://docs.wso2.com/display/ADMIN44x/Encrypting+Passwords+with+Cipher+Tool#EncryptingPasswordswithCipherTool-changing_encrypted_passwords
https://docs.wso2.com/display/ADMIN44x/Resolving+Encrypted+Passwords
https://docs.wso2.com/display/ADMIN44x/Working+with+the+Registry
https://docs.wso2.com/display/ADMIN44x/Working+with+the+Registry
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Using encrypted passwords in synapse configurations

To use the alias of an encrypted password in a synapse configuration, you need to add the  custom path expression{wso2:vault-lookup('alias')}
when you define the synapse configuration. For example, instead of hard coding the admin user's password as  , you<Password>admin</Password>
can encrypt and store the password using the   alias as follows: AdminUser.Password <Password>{wso2:vault-lookup('AdminUser.Password'
)}</Password>.

This password in the synapse configuration can now be retrieved by using the   custom path expression to logically{wso2:vault-lookup('alias')}
reference the password mapping.

Updating the password validation

The default expression used for password validation is  . This allows the password to have 5 to 30 characters.^[\\S]{5,30}$

If you want to change the expression that is used to validate the password, you need to add the   systemorg.wso2.SecureVaultPasswordRegEx
property to the   file.<EI_HOME>/conf/carbon.properties
Example:

org.wso2.SecureVaultPasswordRegEx=^[\\S]{5,60}$

Logging

There are two ways of configuring log4j logging in WSO2 Carbon products: you can manually edit the   file or configure logginglog4j.properties
through the management console. Configuration made through the management console can be persisted in the WSO2 registry so that it is available even
after the server restarts. There is also an option to restore the original Log4j configuration from the   file using the managementlog4j.properties
console. However, if you modify the   file and restart the server, the earlier log4j configuration persisted in the registry is overwritten.log4j.properties

In the  profile of WSO2 EI, you can enable wire logs to monitor HTTP messages that flow through the ESB. Please note that wire logs shouldIntegration
be enabled for the troubleshooting purposes only. Running productions systems with wire logs enabled is not recommended.

Enabling wire logs

Follow the steps given below to enable wire logs for the  profile:Integration

This page is currently restricted to confluence administrators.

For information on viewing the contents of  and   in your WSO2 product, see  Logs in theApplication Logs System Logs View and Download
WSO2 Administration Guide.

https://docs.wso2.com/display/ADMIN44x/View+and+Download+Logs
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Go to the  directory and open the log4j.properties file.<EI_HOME>/conf/
Enable the following entry in the file. This is commented out by default.

log4j.logger.org.apache.synapse.transport.http.wire=DEBUG

Run a mediation sequence

......

Reading wire logs

In order to read the wire logs, you must first identify message direction.

DEBUG - wire >>  represents the message coming into the ESB from the wire.
DEBUG - wire <<  represents the message that goes to the wire from the ESB.

There are two incoming messages and two outgoing messages in the above log. The first part of the message log contains the HTTP headers
and is followed by the message payload. As shown in this example, wire logs are very useful when it comes to troubleshooting unexpected issues
that occur while integrating systems. You can verify whether a message payload is correctly going out from the ESB, http headers like
Content-Type is properly set in the outgoing message, etc. by looking at the wire logs.

Monitoring Access Logs

HTTP access logs help you monitor information such as the persons who access the product, how many hits are received, what the errors are, etc. This
information is useful for troubleshooting errors.

All WSO2 products can enable access logs for the HTTP servlet transport. This servlet transport works on 9443/9763 ports, and it receives admin/operation
requests. Therefore, access logs for the servert transport is useful for analysing operational/admin-level access details. Additionally, in products such as
WSO2 Enterprise Service Bus, WSO2 Enterprise Integrator (and WSO2 API Manager), access logs can be generated for the PassThrough and NIO
transports. The PassThrough/NIO transports works on 8280/8243 ports and is used for API/Service invocations. By default, the access logs from both the
servlet transport and the PassThrough/NIO transports are written to a common access log file located in the   directory.<EI_HOME>/repository/logs/

See the topics given below to configure the default behaviour of HTTP access logs in the ESB.

Configuring access logs for the HTTP servlet transport
Configuring access logs for the PassThrough and NIO transports (Service/API invocation)

Supported log pattern formats for the PassThrough and NIO transports

Configuring access logs for the HTTP servlet transport

As the runtime of WSO2 products is based on Apache Tomcat, you can use the   variable in Tomcat as explained below to configureAccess_Log_Valve
access logs for the HTTP servlet transport:

Open the <  file (which is the server descriptor file for the embedded Tomcat integration) EI_HOME>/conf/tomcat/catalina-server.xml
Customize the attributes for the   variable shown below. Access_Log_Valve

<Valve className="org.apache.catalina.valves.AccessLogValve" 
               directory="${carbon.home}/repository/logs"
               prefix="http_access_management_console_" 
               suffix=".log"
               pattern="combined" />

The attributes that are used by default are explained below. See the descriptions of the Tomcat-supported   andAccess Log Valve attributes
customize the required values.

dire
ctor
y

The path to the directory that will store the access log file. By default, this location is set to "  in${carbon.home}/repository/logs"
all WSO2 products.

pref
ix

The prefix added to the log file's name. By default, this is "http_access_management_console_".

Note that access logs for the HTTP servlet transport logs details of the request as well as the response on a single log line.

http://tomcat.apache.org/tomcat-7.0-doc/config/valve.html#Access_Log_Valve/Attributes
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suff
ix

The suffix added to the log file's name. By default, this is ".log".

patt
ern

The attribute defines the format for the log pattern, which consists of the information fields from the requests and responses that should
be logged. The pattern format is created using the following attributes:

A standard value to represent a particular string. For example, "%h" represents the remote host name in the request. See the list of
.string replacement values supported by the Tomcat valve

%{xxx}i is used to represent the header in the incoming request (xxx=header value).
%{xxx}o is used to represents the header in the outgoing request (xxx=header value).

While you can use the above attributes to define a custom pattern, the standard patterns shown below can be used.

common ( ):Apache common log pattern

pattern=%h %l %u %t "%r" %s %b

combined ( ):Apache combined log pattern

pattern=%h %l %u %t "%r" %s %b "%{Referer}i" "%{User-Agent}i"

Note that, by default, the "combined" pattern is enabled in the ESB.

Restart the server. According to the default configurations, a log file named  _   is createdhttp_access_management_console .{DATE}.log
inside the <   directory. The log is rotated on a daily basis.EI_HOME>/repository/logs

Configuring access logs for the PassThrough and NIO transports (Service/API invocation)

By default, access logs related to service/API invocation are disabled for performance reasons in the above products. You should enable these access log
only for troubleshooting errors. Follow the steps given below to enable access logs for the PassThrough transport:

Change the log level from   to   for the following entry in the   configuration file.WARN INFO <EI_HOME>/conf/log4j.properties

log4j.logger.org.apache.synapse.transport.http.access=INFO

You can customize the format of this access log by changing the following property values in the   <EI_HOME>/conf/access-log.properties
configuration file. If this file does not exist in the product by default, you can create a new file with the following parameters.

access_log_directory Add this property ONLY if you want to change the default location of the log file. By default, the product is
configured to store access logs in the  directory.<EI_HOME>/repository/logs

access_log_prefix The prefix added to the log file's name. The default value is as follows:

access_log_prefix=http_access_

Note that access logs for the PassThrough/NIO transports log the request and the response on  separate log lines.two

https://tomcat.apache.org/tomcat-7.0-doc/api/org/apache/catalina/valves/AccessLogValve.html
http://httpd.apache.org/docs/1.3/logs.html#common
http://httpd.apache.org/docs/1.3/logs.html#combined
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access_log_suffix The suffix added to the log file's name. The default value is as follows:

access_log_suffix=.log

access_log_file_date_format The date format used in access logs. The default value is as follows:

access_log_file_date_format=yyyy-MM-dd

access_log_pattern The attribute defines the format for the log pattern, which consists of the information fields from the
requests and responses that should be logged. The pattern format is created using the following attributes:

A standard value to represent a particular string. For example, "%h" represents the remote host name
in the request. Note that all the  are NOT supportedstring replacement values supported by Tomcat
for the PassThrough transport's access logs. The list of supported values are .given below
%{xxx}i is used to represent the header in the incoming request (xxx=header value).

 is used to represents the header in the outgoing request (xxx=header value).%{xxx}o

While you can use the above attributes to define a custom pattern, the standard patterns shown below can
be used.

common ( ):Apache common log pattern

access_log_pattern=%h %l %u %t "%r" %s %b

combined ( ):Apache combined log pattern

access_log_pattern=%h %l %u %t "%r" %s %b "%{Referer}i"
"%{User-Agent}i"

By default, a modified version of the   is enabled in the ESB as shown below.Apache combined log format
Note that the "X-Forwarded-For" header is appended to the beginning of the usually  log format.combined
This correctly identifies the original node that sent the request (in situations where requests go through a
proxy such as a load balancer). The "X-Forwarded-For" header must be present in the incoming request
for this to be logged.

access_log_pattern=%{X-Forwarded-For}i %h %l %u %t \"%r\" %s %b
\"%{Referer}i\" \"%{User-Agent}i\"

Restart the server. 
Invoke a proxy service or REST API that is deployed in the ESB. For testing purposes, use the artifacts in the  . quick start guide
The access log file for the service/API will be created in the   directory. The default name of the log file is <EI_HOME>/repository/logs http_a

.ccess_.log

Note that there will be delay in printing the logs to the log file.

https://tomcat.apache.org/tomcat-7.0-doc/api/org/apache/catalina/valves/AccessLogValve.html
http://httpd.apache.org/docs/1.3/logs.html#common
http://httpd.apache.org/docs/1.3/logs.html#combined
http://httpd.apache.org/docs/1.3/logs.html#combined
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Supported log pattern formats for the PassThrough and NIO transports

Attribute Description

%a Remote IP address

%A Local IP address

%b Bytes sent, excluding HTTP headers, or '-' if zero

%B Bytes sent, excluding HTTP headers

%c Cookie value

%C Accept header

%e Accept Encoding

%E Transfer Encoding

%h Remote host name (or IP address if enableLookups for the connector is false)

%l Remote logical username from identd (always returns '-')

%L Accept Language

%k Keep Alive

%m Request method (GET, POST, etc.)

%n Content Encoding

%r Request Element

%s HTTP status code of the response

%S Accept Chatset

%t Date and time, in Common Log Format

%T Time taken to process the request in seconds.

%u Remote user that was authenticated (if any), else '-'

%U Requested URL path

%v Local server name

%V Vary Header

%x Connection Header

%Z Server Header

Enabling CORS for Data Services
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You can enable Cross Origin Resource Sharing for data services deployed in the ESB of WSO2 EI. As explained below, you have the option of enabling
CORS for selected data services or for all the data services. 

To enable CORS:

Download the following JARs: " " and " ".cors-filter-2.4.jar java-property-utils-1.9.1.jar
Copy the JARs to the  directory.<EI_HOME>/lib/
Add the following configurations to the  file. <EI_HOME>/conf/tomcat/web.xml

<filter> 
 <filter-name>CORS</filter-name>
 <filter-class>com.thetransactioncompany.cors.CORSFilter</filter-class>

</filter>
<filter-mapping>
 <filter-name>CORS</filter-name>
 <url-pattern>/*</url-pattern>
</filter-mapping>

Edit the  section in the above configuration to specify whether CORS should be enabled for all data services or only selected<filter-mapping>
data services.

To enable CORS for a selected data service, add the service's url as the url pattern:

<filter-mapping>
 <filter-name>CORS</filter-name>
 <url-pattern>/services/example/*</url-pattern>
</filter-mapping>

To enable CORS for multiple data service, you add the urls in a comma separated list:

<filter-mapping>
 <filter-name>CORS</filter-name>
 <url-pattern>/services/sampleservice1/*,/services/sampleservice2/*</ur
l-pattern>
</filter-mapping>

Alternatively, you can add two separate filter mappings:

<filter-mapping>
 <filter-name>CORS</filter-name>
 <url-pattern>/services/sampleservice1/*</url-pattern>
</filter-mapping>
<filter-mapping>
 <filter-name>CORS</filter-name>
 <url-pattern>/services/sampleservice2/*</url-pattern>
</filter-mapping>

Restart the server.

Working with Observability

Product observability enables rapid debugging of product issues. The ESB profile of WSO2 Enterprise Integrator (WSO2 EI) enables observability using
correlation logs. Correlation logs allow you to monitor individual HTTP requests from the point that a message is received by the ESB until the
corresponding response message is sent back to the original message sender. That is, the complete round trip of an HTTP message (client  ESB 

https://docs.wso2.com/search.maven.org/remotecontent?filepath=com/thetransactioncompany/cors-filter/2.4/cors-filter-2.4.jar
https://docs.wso2.com/search.maven.org/remotecontent?filepath=com/thetransactioncompany/java-property-utils/1.9.1/java-property-utils-1.9.1.jar
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back-end  ESB  client) can be tracked and anlyzed using a log file.

When correlation logs are enabled for the ESB server, a separate log file named   is created in the   correlation.log <EI_HOME>/repository/logs/
directory. Every HTTP message that flows through the ESB and between the ESB and external clients undergoes several state changes. A new log entry is
created in the   file corresponding to the state changes in the round trip of a single HTTP request. A correlation ID assigned to thecorrelation.log
incoming HTTP request is assigned to all the log entries corresponding to the request. Therefore, you can use this correlation ID to easily locate the logs
relevant to the round trip of a specific HTTP request and, thereby, analyze the behaviour of the message flow.

See the following topics for details:

Configuring correlation logs
Enabling correlation logs in the ESB
Sending an HTTP request with a correlation ID
Accessing the correlation logs
Reading correlation logs

Configuring correlation logs

Follow the steps given below to configure correlation logs in the ESB server.

Add the following parameters to the  file (stored in the  directory):log4j.properties <EI_HOME>/conf/

# correlation logs
    log4j.logger.correlation=INFO, CORRELATION
    log4j.additivity.correlation=false
    # Appender config for correlation logs
    log4j.appender.CORRELATION=org.apache.log4j.RollingFileAppender
   
log4j.appender.CORRELATION.File=${carbon.home}/repository/logs/${instan
ce.log}/correlation.log
    log4j.appender.CORRELATION.MaxFileSize=10MB
    log4j.appender.CORRELATION.layout=org.apache.log4j.PatternLayout
    log4j.appender.CORRELATION.Threshold=INFO
    log4j.appender.CORRELATION.layout.ConversionPattern=%d{yyyy-MM-dd
HH:mm:ss,SSS}|%X{Correlation-ID}|%t|%m%n

Note that the maximum file size of the correlation log is set to 10MB in the above configuration. That is, when the size of the file exceeds 10MB, a
new log file is created. If required, you can change this file size.
If required, you can change the default HTTP header (which is 'activity_id') that is used to carry the correlation ID by adding the following property
to the   file (stored in the   directory). Replace  with a value of yourpassthru-http.properties <EI_HOME>/conf/ <correlation_id>
choice.

correlation_header_name=<correlation_id>

Once the logs are configured, correlation logging should be enabled in the ESB as explained in the next section.

Enabling correlation logs in the ESB

You can enable correlation logging by passing a system property.

If you want correlation logs to be enabled every time the server starts, add the following system property to the product  script (stored instart-up
the  directory) and set it to .<EI_HOME>/bin/ true

By default, product observability is not enabled as it impacts on the product's performance.
In order to use this feature, apply the WUM update that is released on 2018-11-24.

If you want to deploy a WUM update into production, you need to have a paid subscription. If you do not have a paid
subscription, you can use this feature with the next version of WSO2 Enterprise Integrator when it is released. For more
information on updating WSO2 products using WUM, see  . Getting Started with WUM

https://docs.wso2.com/display/ADMIN44x/Getting+Started+with+WUM
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-DenableCorrelationLogs=true \

Alternatively, you can pass the system property at the time of starting the server by executing the following command:

On Linux/MacOS/CentOS sh integrator.sh -DenableCorrelationLogs=true

On Windows integrator.bat -DenableCorrelationLogs=true

Now when you start the ESB server, the  file is created in the  directory.correlation.log <EI_HOME>/repository/logs/

Sending an HTTP request with a correlation ID

When the client sends an HTTP request to the ESB, a correlation ID for the request can be passed using the correlation header that is configured in the
ESB. By default, the correlation header is 'activity_id'. If you want to change the default correlation header, wee the topic on . Ifconfiguring correlation logs
the client does not pass a correlation ID in the request, the ESB will generate an internal value and assign it to the request. The correlation ID assigned to
the incoming request is assigned to all the log entries that are related to the same request.

Shown below is the POST request that is sent using the CURL client in the . Note that the correlation ID is set in this request. quick start guide

curl -X POST --data @request.json
http://localhost:8280/healthcare/categories/surgery/reserve -H
"Content-Type:application/json" -H "activityid:correlationID"

Accessing the correlation logs

If you know the correlation ID of the HTTP request that you want to analyze, you can isolate the relevant logs as explained below.  

Open a terminal and navigate to the   directory where the   file is saved.<EI_HOME>/repository/logs/ correlation.log
Execute the following command with the required correlation ID. Replace <correlation_ID> with the required value.

cat correlation.log | grep "<correlation_ID>"

Shown below is an example of correlation log entries corresponding to the round trip of a single HTTP request.
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2018-11-30 15:27:27,262|correlationID|HTTP-Listener I/O
dispatcher-5|0|HTTP State
Transition|http-incoming-17|POST|/healthcare/categories/surgery/reserve
|REQUEST_HEAD
2018-11-30 15:27:27,262|correlationID|HTTP-Listener I/O
dispatcher-5|0|HTTP State
Transition|http-incoming-17|POST|/healthcare/categories/surgery/reserve
|REQUEST_BODY
2018-11-30 15:27:27,263|correlationID|HTTP-Listener I/O
dispatcher-5|1|HTTP State
Transition|http-incoming-17|POST|/healthcare/categories/surgery/reserve
|REQUEST_DONE
2018-11-30 15:27:27,265|correlationID|HTTP-Sender I/O
dispatcher-4|42173|HTTP State
Transition|http-outgoing-4|POST|http://localhost:9090/grandoaks/categor
ies/surgery/reserve|REQUEST_HEAD
2018-11-30 15:27:27,265|correlationID|HTTP-Sender I/O
dispatcher-4|0|HTTP State
Transition|http-outgoing-4|POST|http://localhost:9090/grandoaks/categor
ies/surgery/reserve|REQUEST_DONE
2018-11-30 15:27:27,267|correlationID|HTTP-Sender I/O dispatcher-4|2
|HTTP|sourhttp://localhost:9090/grandoaks/categories/surgery/reserve|BA
CKEND LATENCY
2018-11-30 15:27:27,267|correlationID|HTTP-Sender I/O
dispatcher-4|2|HTTP State
Transition|http-outgoing-4|POST|http://localhost:9090/grandoaks/categor
ies/surgery/reserve|RESPONSE_HEAD
2018-11-30 15:27:27,267|correlationID|HTTP-Sender I/O
dispatcher-4|0|HTTP State
Transition|http-outgoing-4|POST|http://localhost:9090/grandoaks/categor
ies/surgery/reserve|RESPONSE_BODY
2018-11-30 15:27:27,267|correlationID|HTTP-Sender I/O
dispatcher-4|0|HTTP State
Transition|http-outgoing-4|POST|http://localhost:9090/grandoaks/categor
ies/surgery/reserve|RESPONSE_DONE
2018-11-30 15:27:27,269|correlationID|HTTP-Listener I/O
dispatcher-5|6|HTTP State
Transition|http-incoming-17|POST|/healthcare/categories/surgery/reserve
|RESPONSE_HEAD
2018-11-30 15:27:27,269|correlationID|HTTP-Listener I/O
dispatcher-5|0|HTTP State
Transition|http-incoming-17|POST|/healthcare/categories/surgery/reserve
|RESPONSE_BODY
2018-11-30 15:27:27,269|correlationID|HTTP-Listener I/O
dispatcher-5|0|HTTP State
Transition|http-incoming-17|POST|/healthcare/categories/surgery/reserve
|RESPONSE_DONE
2018-11-30 15:27:27,269|correlationID|HTTP-Listener I/O
dispatcher-5|7|HTTP|http-incoming-17|POST|/healthcare/categories/surger
y/reserve|ROUND-TRIP LATENCY

Reading correlation logs

The pattern/format of a correlation log is shown below along with an example log entry.
Log Pattern

Time Stamp|Correlation ID|Thread name|Duration|Call type|Connection
name|Method type|Connection URL|HTTP state

Example Log
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2018-10-26
17:34:40,464|de461a83-fc74-4660-93ed-1b609ecfac23|HTTP-Listener I/O
dispatcher-3|535|HTTP|http-incoming-3|GET|/api/querydoctor/surgery|ROUN
D-TRIP LATENCY

The detail recorded in a log entry is described below.

Time Stamp The time at which the log is created.

Example

2018-10-26 17:34:40,464

Correlation ID Each log contains a correlation ID, which is unique to the HTTP request. A client can send the correlation ID in the header of the
HTTP request. If this correlation ID is missing in the incoming request, the ESB will generate one for the request.

The HTTP header that carries the correlation ID is configured in the ESB.

Example

de461a83-fc74-4660-93ed-1b609ecfac23

Thread name The identifier of the thread.

Example

HTTP-Listener I/O dispatcher-3

Duration The duration (given in milliseconds) depends on the type of log entry:

If the state in the log entry is ROUND-TRIP LATENCY, the duration corresponds to the time gap between the
REQUEST_HEAD state and the ROUND-TRIP LATENCY state. That is, the total time of the round trip.
If the state in the log entry is BACKEND LATENCY, the duration corresponds to the total time taken by the backend to process
the message.
For all other log entries, the duration corresponds to the time gap between the current log entry and the immediately previous
log entry. That is, the time taken for the HTTP request to move from one state to another.

Example

535
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Call type There are two possible call types:

HTTP call type identifies logs that correspond to either back-end latency or round-trip latency states. That is, in the case of an
individual request, one log will be recorded to identify back-end latency, and another log for round-trip latency. Since these logs
relate to HTTP calls between the ESB and external clients, these logs are categorized using the HTTP call type.
HTTP State Transition call type  logs that correspond to the state transitions in the HTTP transport related to aidentifies
particular message.

Connection
name

This is a name that is generated to identify the connection between the ESB and the external client (back-end or message sender).

Example

http-incoming-3

Method type The HTTP method used for the request.

Example

GET

Connection
URL

The connection URL of the external client with which the message is being communicated. For example, if the message is being
read from the client, the connection URL corresponds to the client sending the message. However, if the  is being writtenmessage
to the backend, the URL corresponds to the backend client.

Example

/api/querydoctor/surgery

HTTP state Listed below are the state changes that a message goes through when it flows through the ESB, and when the message flows
between the ESB and  clients. Typically, a new log entry is generated for each of the states. However, there can be twoexternal
separate log entries created for one particular state (e  depending onxcept for BACKEND LATENCY and ROUND-TRIP LATENCY)
whether the  is being read or written. You can identify the two separate log entries from the  explainedmessage connection URL
above.

REQUEST_HEAD: All HTTP headers in the incoming request are being read/or being written to the backend.
REQUEST_BODY: The body of the incoming request is being read/or being written to the backend.
REQUEST_DONE: The request is completely read (content decoded)/ or is completely written to the backend.
BACKEND LATENCY: The response message is received by the ESB. This status corresponds to the time total time taken by
the backend to process the message.
RESPONSE_HEAD: All HTTP headers in the response message are being read/or being written to the client.
RESPONSE_BODY: The body of the response message is being read/or being written to the client.
RESPONSE_DONE: The response is completely read/ or completely written to the client.
ROUND-TRIP LATENCY: The response message is completely written to the client. This status corresponds to the total time
taken by the HTTP request to compete the round trip (from the point of receiving the HTTP request from a client until the
response message is sent back to the client)

Administration - Message Broker Profile

The Message Broker profile is a separate runtime in the WSO2 EI product. WSO2 EI also includes the ESB profile and the Business Process Management
profile. See  for the list of administration tasks that are common to all profiles of the WSO2 EI product. Product Administration

Listed below are the administration tasks that are specific to the Message Broker profile of WSO2 EI. 

Troubleshooting the Message Broker Profile
Configuring Transports for the Broker
Changing the Default Broker Database
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User Permissions for the EI Message Broker
Configuring Message Compression
Enabling SSL Support
Handling Failover
Configuring the Message Delivery Strategy

Troubleshooting the Message Broker Profile

You can troubleshoot and trace possible errors that can occur with the EI Message Broker profile in a given environment by using the methods given
below.

Debugging
Message tracing
Head dump and thread stack analysis
Using wireshark to analyze protocol communication
Detecting database anomalies
Retrieving logs from the JMS client
Monitoring JAVA metrics
Identifying common warnings/logs

Debugging

The following table provides descriptions of the important classes in the EI Message Broker that will be useful when you debug a session.

Class Description

Inbound  org.wso2.andes.kernel.disruptor.inbound.I
nboundEventManager

All inbound events (such as message arrival,
subscription add/close events etc.) are handled through
this class.

org.wso2.andes.kernel.disruptor.inbound.M
essagePreProcessor

The incoming message goes through this processor
first, where its message ID and destination data are
populated to ensure the message order closest to the
message arrival time.

org.wso2.andes.kernel.disruptor.inbound.C
ontentChunkHandler

This processor will take the message content chunks,
convert them to the andes core chunk size and delegate
the rest of the work to the .MessageWriter

org.wso2.andes.kernel.disruptor.inbound.M
essageWriter

This processor will write the message metadata and
content chunks to the storage database using a batch
approach.

org.wso2.andes.kernel.disruptor.inbound.S
tateEventHandler

Upon saving the message to storage, this handler is
triggered to notify a message received event, or to notify
a message acknowledged event from the consumer.

org.wso2.andes.kernel.disruptor.inbound.I
nboundTransactionEvent

This event is used to communicate the transaction
commit/rollback events from the publisher.

Outbound org.wso2.andes.kernel.disruptor.delivery.
DeliveryEventHandler

This processor is used to deliver the message to one/all
of the active subscriptions (based on the message
destination).

org.wso2.andes.kernel.MessageFlusher This class is used to handover the message to the
consumer after reading from the internal message buffer
( ).readButUndeliveredMessages

org.wso2.andes.kernel.slot.SlotDeliveryWo
rker

There are multiple slot delivery workers managed by the
 These will readSlotDeliveryWorkerManager.

messages from the database after selecting a slot range
from the coordinator. The messages are then pushed to
the message flusher for delivery.

org.wso2.andes.kernel.slot.SlotManagerClu
sterMode

This is where the coordinator logic resides within the
broker. All slots are managed and distributed through
this class across the cluster.

AMQP org.wso2.andes.server.AMQChannel A channel is used for delivering and accepting
messages to/from the broker. Each AMQP
consumer/publisher has its own unique channel with a
channel ID.
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org.wso2.andes.amqp.QpidAndesBridge This is used as the bridge between the Qpid messaging
events and Andes events.

Message tracing

This is a broker-specific logging implementation for tracing a message through its inbound event until it is delivered to the consumer application. This
implementation has minimal impact on the performance of the broker functionality. To enable message tracing in the broker:

Open the  file stored in the  folder.log4j.properties <EI_HOME>/wso2/broker/conf
Uncomment the following:

#log4j.logger.org.wso2.andes.tools.utils.MessageTracer=TRACE,CARBON_TRA
CE_LOGFILE

Once message tracing is enabled, you can start the server and execute a  command with the relevant message ID you want to trace. This will print allgrep
the logs related to your message ID on your terminal.

Head dump and thread stack analysis

As with any other java product, if the broker cluster fails due to a resource exhaustion, the heap and thread dumps will always point you towards the cause
of the leak. Therefore, it is important to be able to retrieve heap and thread dumps from an environment at the point when an error occurs. This will avoid
the necessity of reproducing the exact issue again (specially in case of production issues). A resource exhaustion can happen for two reasons:

Due to a bug in the system.
An actual limitation of resources based on low configuration values.

You can easily create a heap dump and thread dump using the  tool that is shipped with your product. These will also provide informationCarbonDump 
about the product version and any patch inconsistencies.

Using wireshark to analyze protocol communication

Wireshark is a network traffic analysis tool with great filtering features. Given that the broker uses the AMQP and MQTT protocols (which are different from
HTTP), wireshark is a good way of capturing the network traffic and verifying if the packets are going in the expected order with correct data.

Detecting database anomalies

This section explains how you can identify errors by evaluating the condition of the database. Even though most of the database schema is
self-explanatory, it is still good to know the special cases where the slot ranges are being stored and how the safe zone is being evaluated. The following
diagram illustrates the  algorithm:slot-based message delivery

https://docs.wso2.com/display/ADMIN44x/Capturing+System+Data+in+Error+Situations
https://www.wireshark.org/download.html
https://docs.wso2.com/display/EI650/Message+Brokering#MessageBrokering-slot


WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 604

1.  

2.  
3.  

Given that the coordinator is the decision maker on all operations, information on slots are also required to be maintained in a central location. Therefore,
all the slot related information in the database are stored in mainly four tables as shown below.

Table Description

MB_SLOT Each slot, the assigned node ID and the current status are maintained here.

MB_SLOT_MESSAGE_ID Whenever a node communicates a possible slot range to the coordinator, the node will decide on the appropriate
message ID range to be included in the slot and update this table with the last  submitted by theendMessageID
node for a given queue/topic.

MB_NODE_TO_LAST_PUBLISHED
_ID

This table contains the last published message ID for each node in order to calculate the global safe zone
(minimum messageID from all nodes) that is required for deleting slots upon completion.

MB_QUEUE_TO_LAST_ASSIGNED
_ID

Whenever a slot is given by the coordinator to a broker node for processing, its  is updated in thisendMessageID
table against the destination name.

With the above information, you can infer the following validations in the database at any given time:

There should not be any slots in the   table if the   table is empty. This is an eventual guarantee. Even if there are slotsMB_SLOT MB_METADATA
queued for deletion, this rule must still be satisfied after some time.
There should be no records in the   table if the   table is empty (one-to-one relationship).MB_METADATA MB_CONTENT
Given the minimum message ID in the   table, all slots within the   table with the “assigned” statusMB_NODE_TO_LAST_PUBLISHED_ID MB_SLOT
(state = 2) and the endMessageID less than the minimum published ID should be deleted (or at-least be cleared after some time).

Retrieving logs from the JMS client

You can simply monitor the logs from the JMS clients connecting to the broker by enabling the following startup property on the clients:

-Damqj.protocol.logging.level=true

Monitoring JAVA metrics

The metrics dashboard of the broker provides general JVM metrics as well as broker-specific metrics to help you identify how the broker is running in a
loaded/relaxed environment. This functionality will give you information such as the unexpected increases of delivery channels, latencies of database
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reads/writes etc., which will help you identify possible errors in the system. See the  for instructions on how to configure and usedocumentation on metrics
the metrics dashboard.

Identifying common warnings/logs

The following table details some of the most common warning messages/logs that can be encountered when working with EI Message Broker. You will also
find here the possible causes and solutions for such warnings/logs.

Warning Cause Solutions / Approach

[WARN] Invalid message state
transition from <state1>
suggested: <state2>  Message ID:
93293291982

This means that the message lifecycle has deviated
from the expected execution path.  gettingExample:
SENT -> SCHEDULED_TO_SEND.

First, distinguish the expected execution order using the 
“org.wso2.andes.kernel.MessageStatus” class and then
try to identify the exact point at which the issue
occurred. There is a high probability of race conditions.

[WARN] Invalid State transition
from <stateA> suggested :
<stateB> Slot ID :
MyQueue|22309482...

This means that the slot lifecycle (used for delivery) has
deviated from the expected execution path.  CExample:
REATED -> DELETED.

First, distinguish the expected execution order using the 
“org.wso2.andes.kernel.SlotState” class and then try to
identify the exact point at which the issue occurred. Ther
e is a high probability of race conditions.

[WARN] Error when trying to read
property <property>. Switching to
default value : <defaultValue>

This can happen if the broker's configuration file (broke
) is not up to date, or if it has been edited.r.xml

Be sure that the correct version of the  filebroker.xml
is within the pack.

[INFO] Local subscription ADDED
[TestQueue]ID=635@NODE/10.1
00.5.115:4000/T=1456518837302
/D=true/X=false/O=null/E=
amq.direct/ET=org.wso2.andes.se
rver.exchange.DirectExchange$1
@2db707df/EUD=0/S=true
{org.wso2.andes.subscription.Sub
scriptionStore}

This log is printed whenever a new queue/topic
subscription is added to the cluster.

The lifecycle of a subscription is ADDED -> DELETED.
In case of durable topic subscriptions, a subscription
may be disconnected before being deleted. If a
subscription is disconnected, the messages will still
persist until the subscriber is deleted.

Note that this log is not printed if a durable subscription
is disconnected and added for the second time after the
cluster starts.

Info Level log.

Channel created (ID: 21765)
{org.wso2.andes.kernel.AndesCh
annel}

This log is printed every time a publish/subscribe
channel is established between the client and the broker
node. An Andes channel is mapped (one-to-one) to an A

 or an .MQChannel MQTTPublisherChannel

Info level log.

Configuring Transports for the Broker

The Message Broker profile of WSO2 EI uses two transport protocols for the purpose of brokering messages between publishers and subscribers. These
protocols are the Advanced Message Queueing Protocol (AMQP) and the Message Queueing and Telemetry Transport (MQTT).

The following topics explain how these protocols are enabled and configured for the Message Broker profile:

Advanced Message Queuing Protocol (AMQP)
Enabling the transport
Configuring the SSL connection
Related Parameters

Message Queueing and Telemetry Transport (MQTT)
Enabling the transport
Configuring the SSL connection
Configuring authentication and authorization

Advanced Message Queuing Protocol (AMQP)

The Advance Message Queueing Protocol (AMQP) is a wire-level messaging protocol used for message queueing. The <EI_HOME>/wso2/broker/repo
 file contains parameters related to configuring the AMQP transport. sitory/conf/broker.xml

Enabling the transport

The AMQP transport is enabled by default, as shown in the following extract of the   file:broker.xml

https://docs.wso2.com/display/ADMIN44x/Using+Messaging+Metrics
https://github.com/wso2/andes/blob/master/modules/andes-core/broker/src/main/java/org/wso2/andes/kernel/MessageStatus.java
https://github.com/wso2/andes/blob/master/modules/andes-core/broker/src/main/java/org/wso2/andes/kernel/slot/SlotState.java
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<amqp enabled="true">
 <defaultConnection enabled="true" port="5672" />
</amqp>

As shown above, if the value of this parameter is , the AMQP transport is enabled and the AMQP protocol will be applied to messages sent to the true
specified listening port. The default listening port specified for the AMQP transport is 5672. That is, the AMQP broker will be initialized with this port by
default. This value will be incremented based on the offset specified in the  .carbon.xml

Configuring the SSL connection

You can configure a SSL connection for the AMQP transport using the   element in the   file. See <sslConnection> broker.xml Enabling SSL Support in
 for information.the Broker

Related Parameters

Once you have enabled the AMQP transport, you can update the following related parameters as required.

<amqp enabled="true">
 ............
    <maximumRedeliveryAttempts>10</maximumRedeliveryAttempts>
   
<allowSharedTopicSubscriptions>false</allowSharedTopicSubscriptions>
    <allowStrictNameValidation>true</allowStrictNameValidation>
 ............
</amqp>

Parameter Name Description Default Value

maximumRedeliveryAttempts The maximum number of times the broker should
attempt to redeliver a message that has not reached a
subscriber. For example, when this value is set to 10,
another 10 attempts will be made to deliver the
message. The default value can be changed depending
on your reliability requirements. Read more about

.message redelivery

10

allowSharedTopicSubscript
ions

If this parameter is , a durable subscription to atrue
topic can be shared among multiple subscribers. That is,
multiple clients can subscribe to a topic in the broker
using the same client ID. Read more about durable

.subscriptions to topics

false

allowStrictNameValidation If this parameter is true, the queue names and topic
names will be validated according to the AMQP
specification. When this parameter is set to , it isfalse
possible to use ":" in topic names. Read more about this
in ' '.Adding topics from management console

true

Message Queueing and Telemetry Transport (MQTT)

The Message Queueing and Telemetry Transport (MQTT) is a lightweight, broker-based publish/subscribe messaging protocol, which enables an
extremely lightweight publish/subscribe messaging model. The Message Broker profile of WSO2 EI fully supports MQTT version 3.1.0, and partially
supports version 3.1.1.

The MQTT protocol allows a message to be sent to a topic based on three levels of QoS (Quality of Service) as explained below.

QoS 1 - At Most One - At this level, messages are delivered to subscribers in the most efficient manner. A message is dispatched only once.
QoS 2 - At Least One - At this level, the system will ensure that a message is received by the subscriber at least once. The level of delivery is
assured through  .acknowledged delivery
QoS 3 - Exactly Once - At this level, the message is delivered only once to its subscriber. This level is also defined as  .Assured Delivery

Just as the AMQP transport, the MQTT transport can be configured using the   file.<EI_HOME>/wso2/broker/repository/conf/broker.xml

https://docs.wso2.com/display/EI650/Managing+Topics+and+Sub+Topics#ManagingTopicsandSubTopics-Add
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Enabling the transport

The MQTT transport is enabled by default, as shown in the following extract of the   file:broker.xml

<mqtt enabled="true">
 <defaultConnection enabled="true" port="1883" />
 .......
</mqtt>

As shown above, If the value for this parameter is  , the MQTT transport is enabled and the MQTT protocol will be applied to messages that are sent totrue
the specified listening port. The listening port for the MQTT transport is 1883. The MQTT broker will be initialized with this specified port by default. This
value will be incremented based on the offset specified in the  .carbon.xml

Configuring the SSL connection

You can configure a secure SSL connection for the MQTT transport using the   element in the   file. See <sslConnection> broker.xml Enabling SSL
 for information.Support in the Broker

Configuring authentication and authorization

Authentication and authorization of the MQTT connection can be configured using the following settings in the  xml file.broker.

<mqtt enabled="true">
 ..............
    <security>
             <authentication>OPTIONAL</authentication>
            
<authenticator>org.wso2.carbon.andes.authentication.andes.CarbonBasedMQ
TTAuthenticator</authenticator>
    <!--authenticator
class="org.wso2.carbon.andes.authentication.andes.OAuth2BasedMQTTAuthen
ticator">
                <property
name="hostURL">https://localhost:9443/services/OAuth2TokenValidationSer
vice</property>
    <property name="username">admin</property>
    <property name="password">admin</property>
    <property name="maxConnectionsPerHost">10</property>
    <property name="maxTotalConnections">150</property>
   </authenticator-->
   <authorization>NOT_REQUIRED</authorization>
   <authorizer
class="org.wso2.carbon.andes.authorization.andes.CarbonPermissionBasedM
QTTAuthorizer">
    <property
name="connectionPermission">/permission/admin/mqtt/connect</property>
   </authorizer>
    </security>
</mqtt>

The above configurations are explained below:

The   element instructs the MQTT server on whether clients should always send credentials when establishing a<authentication>
connection. Possible values are as follows:

OPTIONAL This is the default value. If an MQTT client sends credentials, the server will validate them. If the client
does not send credentials, the server will allow the client to establish the connection without
authentication. This behavior adheres to the MQTT 3.1 specification.
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REQUIRED If the MQTT client doesn't send credentials or if the credentials are invalid, the server will reject the
connection. Note that if authentication is REQUIRED, the permissions linked to the credentials may also
be checked depending on the value specified for .<authorization> element

The   element specifies the class that implements authentication. By default, the <authenticator> org.wso2.carbon.andes.authenticati
 class is enabled, which authenticates the user's credentials against the Carbon user store.on.andes.CarbonBasedMQTTAuthenticator

If required, you can disable the default authenticator and enable the org.wso2.carbon.andes.authentication.andes.OAuth2BasedMQT
 authenticator class as shown below. This class enables OAuth-based authentication and authorization for MQTT.TAuthenticator

<mqtt enabled="true">
 ..............
    <security>
             .........
    <authenticator
class="org.wso2.carbon.andes.authentication.andes.OAuth2BasedMQTTAuthen
ticator">
                <property
name="hostURL">https://localhost:9443/services/OAuth2TokenValidationSer
vice</property>
    <property name="username">admin</property>
    <property name="password">admin</property>
    <property name="maxConnectionsPerHost">10</property>
    <property name="maxTotalConnections">150</property>
   </authenticator>
   ......
    </security>
</mqtt>

The   element instructs the MQTT server on whether clients should have permission to publish messages to the broker or to<authorization>
subscribe to the broker. Possible values are as follows:

NOT_REQUIRED This is the default value. The MQTT client does not require permission for the purpose of publishing
messages or to subscribe.

REQUIRED The permissions granted to the MQTT client will be checked before allowing the client to publish
messages. This check will execute the class given in the  that is explained below. element<authorizer>
Note that the  should be set to REQUIRED for authorization to be element<authentication>
REQUIRED.

The   element specifies the permissions required by a user to connect to the broker. This is applicable if the <authorizer>  el<authorization>
 is set to REQUIRED.ement

<mqtt enabled="true">
 ..............
    <security>
             ........
   <authorizer
class="org.wso2.carbon.andes.authorization.andes.CarbonPermissionBasedM
QTTAuthorizer">
    <property
name="connectionPermission">/permission/admin/mqtt/connect</property>
   </authorizer>
    </security>
</mqtt>

Changing the Default Broker Database

When you use the Message Broker profile in WSO2 EI, a separate database is required for storing data specific to the broker. This is in addition to the
default  . By default, the EI Message Broker is shipped with an embedded H2 database ( ) for this purpose. TheseCarbon database WSO2MB_DB.ht.db
databases are stored in the <EI_HOME>/wso2/broker/repository/database directory.

https://docs.wso2.com/display/ADMIN44x/Changing+the+Carbon+Database
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Given below are the steps you need to follow in order to change the default broker-specific database.

Setting up the database
Creating the datasource connection
Updating other configuration files
Creating database tables

Setting up the database

You can set up one of the following databases for storing broker-specific data:

Setting up a MySQL database
Setting up an MS SQL database
Setting up an Oracle database

Creating the datasource connection

A datasource is used to establish the connection to a database. By default, the   datasource is configured in the  datasourcesWSO2_MB_STORE_DB master-
xml file for the purpose of connecting to the default  H2 database that stores MB-specific data. .

After setting up the MySQL database to replace the default H2 database, either change the default configurations of the   datasource, WSO2_MB_STORE_DB
or configure a new datasource to point it to the new database as explained below.

Follow the steps below.

Open the <EI    file and locate the   configuration_HOME>/wso2/broker/conf/datasources/m aster-datasources.xml <datasource>
element.
You simply have to update the url pointing to your database, the username and password required to access the database and the driver details
as shown below. Further, be sure to set the   element<defaultAutoCommit>  to false for the MB database. 
MySQL

<datasource>
       <name>WSO2_MB_STORE_DB</name>
       <description></description>
       <jndiConfig>
           <name>jdbc/WSO2MBStoreDB</name>
       </jndiConfig>
       <definition type="RDBMS">
           <configuration>
               <url>jdbc:mysql://localhost:3306/wso2_mb</url>
               <username>regadmin</username>
               <password>regadmin</password>
               <driverClassName>com.mysql.jdbc.Driver</driverClassName>
               <maxActive>80</maxActive>
               <maxWait>60000</maxWait>
               <minIdle>5</minIdle>
               <testOnBorrow>true</testOnBorrow>
               <validationQuery>SELECT 1</validationQuery>
               <validationInterval>30000</validationInterval>
      <defaultAutoCommit>false</defaultAutoCommit>
           </configuration>
       </definition>
</datasource>

MS SQL

For instructions on changing the default Carbon database, see  in the WSO2 Product Administration Guide.Changing the Carbon Database

https://docs.wso2.com/display/ADMIN44x/Setting+up+MySQL
https://docs.wso2.com/display/ADMIN44x/Setting+up+Microsoft+SQL
https://docs.wso2.com/display/ADMIN44x/Setting+up+Oracle
https://docs.wso2.com/display/ADMIN44x/Changing+the+Carbon+Database
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<datasource>
   <name>WSO2_MB_STORE_DB</name>
   <description></description>
   <jndiConfig>
       <name>WSO2MBStoreDB</name>
   </jndiConfig>
   <definition type="RDBMS">
         <configuration>
                   
<url>jdbc:jtds:sqlserver://localhost:1433/wso2_mb</url>
                    <username>sa</username>
                    <password>sa</password>
                   
<driverClassName>com.microsoft.sqlserver.jdbc.SQLServerDriver</driverCl
assName>
                    <maxActive>200</maxActive>
                    <maxWait>60000</maxWait>
                    <minIdle>5</minIdle>
                    <testOnBorrow>true</testOnBorrow>
                    <validationQuery>SELECT 1</validationQuery>
                    <validationInterval>30000</validationInterval>
                    <defaultAutoCommit>false</defaultAutoCommit>
         </configuration>
     </definition>
</datasource>         

Oracle

<datasource>
     <name>WSO2_MB_STORE_DB</name>
  <description></description>
     <jndiConfig>
         <name>WSO2MBStoreDB</name>
     </jndiConfig>
     <definition type="RDBMS">
         <configuration>
           
<driverClassName>oracle.jdbc.driver.OracleDriver</driverClassName>
            <url>jdbc:oracle:thin:@localhost:1521/orcl</url>
            <maxActive>100</maxActive>
            <maxWait>60000</maxWait>
            <minIdle>5</minIdle>
            <testOnBorrow>true</testOnBorrow>
            <validationQuery>SELECT 1 FROM DUAL</validationQuery>
            <validationInterval>30000</validationInterval>
            <username>scott</username>
            <password>tiger</password>
            <defaultAutoCommit>false</defaultAutoCommit>
         </configuration>
     </definition>
</datasource>

Optionally, you can update the configuration elements given below for your database connection.

Element Description

maxActive The maximum number of active connections that can be allocated at the same time from this pool. Enter
any negative value to denote an unlimited number of active connections.
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maxWait The maximum number of milliseconds that the pool will wait (when there are no available connections) for
a connection to be returned before throwing an exception. You can enter zero or a negative value to wait
indefinitely.

minIdle The minimum number of active connections that can remain idle in the pool without extra ones being
created, or enter zero to create none.

testOnBorrow   The indication of whether objects will be validated before being borrowed from the pool. If the object fails
to validate, it will be dropped from the pool, and another attempt will be made to borrow another.

validationQuery The SQL query that will be used to validate connections from this pool before returning them to the caller.

validationInterval The indication to avoid excess validation, and only run validation at the most, at this frequency (time in
milliseconds). If a connection is due for validation but has been validated previously within this interval, it
will not be validated again.

defaultAutoCommit It is required to disable auto committing by setting this property to false for the MB database.
This means that multiple SQL statements will be committed to the database as one transaction, as
opposed to committing each SQL statement as an individual transaction.

Updating other configuration files

Open the   file. This is the root configuration file of the EI Message Broker profile. The changes<EI_HOME>/wso2/broker/conf/broker.xml
made to this file must be done in all the broker nodes.
In the   file we need to use the Oracle message store and Andes context store. To do this, uncomment or add the followingbroker.xml
configuration.

...
<messageStore class="org.wso2.andes.store.rdbms.RDBMSMessageStoreImpl">
           <property name="dataSource">WSO2MBStoreDB</property>
</messageStore>

<andescontextStore
class="org.wso2.andes.store.rdbms.RDBMSAndesContextStoreImpl">
           <property name="dataSource">WSO2MBStoreDB</property>
</andescontextStore>

The elements in the above configuration are described below.
The fully qualified name of the respective implementation class should be defined under the class attributes of   and messageStore ande

 elements. This implementation class will be used by the broker to persist relevant information.sContextStore
The   elements are used to define different properties for each store. The minimal property for starting each store is the <property> dat

 property. Depending on the implementation, the required properties may differ.aSource

Creating database tables

To create the database tables, connect to the database that you created earlier and run the following scripts: 
MySQL

To create the database tables, connect to the database that you created earlier and run the following scripts.

To create tables in the broker-specific database ( ), use the below script:WSO2_MB

mysql -u root -p -DWSO2_MB <
'<WSO2MB_HOME>/dbscripts/mb-store/mysql-mb.sql ';

For more information on other parameters that can be defined in the datasources/ <EI_HOME>/wso2/broker/conf/ master-datas
 file, see  .ources.xml Tomcat JDBC Connection Pool

 You may have to enter the password for each command when prompted.

http://tomcat.apache.org/tomcat-7.0-doc/jdbc-pool.html#Tomcat_JDBC_Enhanced_Attributes
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Restart the server.

MS SQL

To create the database tables, connect to the database that you created earlier and run the following scripts.

To create tables in the broker-specific database (wso2mb), use the below script:

<EI_HOME>/wso2/broker/dbscripts/mb-store/mssql-mb.sql

Restart the server.

Oracle

To create the database tables, connect to the database that you created earlier and run the following scripts in SQL*Plus:

To create tables in the broker-specific database, use the below script:

SQL> @$<EI_HOME>/wso2/broker/dbscripts/mb-store/oracle-mb.sql

Restart the server.

User Permissions for the EI Message Broker

This section explains in detail how the Management Console of a WSO2 product can be used for configuring the permissions granted to a user role. You
will also find detailed descriptions on all the types of permissions that can be granted.

Introduction to role-based permissions
Configuring permissions for a role
Descriptions of permissions

Log-in permissions
Super Tenant permissions
Tenant-level permissions

Configuration permissions
Permissions for managing Queues and Topics
General management permissions
Permissions for monitoring

Introduction to role-based permissions

The   module in WSO2 products enable role-based access. With this functionality, the permissions enabled for aUser Management

You can create database tables automatically  by using the   parameter aswhen starting the product for the first time -Dsetup
follows:

For Windows: <EI_HOME>/wso2/broker/bin/wso2server.bat -Dsetup
For Linux: <EI_HOME>/wso2/broker/bin/wso2server.sh -Dsetup

You can create database tables automatically  by using the   parameter aswhen starting the product for the first time -Dsetup
follows:

For Windows: <EI_HOME>/wso2/broker/bin/wso2server.bat -Dsetup
For Linux: <EI_HOME>/wso2/broker/bin/wso2server.sh -Dsetup

You can create database tables automatically  by using the   parameter aswhen starting the product for the first time -Dsetup
follows:

For Windows: <EI_HOME>/wso2/broker/bin/wso2server.bat -Dsetup
For Linux: <EI_HOME>/wso2/broker/bin/wso2server.sh -Dsetup
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particular role determines what that user can do using the Management Console of a WSO2 product. Permissions can be granted to a role at two levels:

Super tenant level: A role with super tenant permissions is used for managing all the tenants in the system and also for managing the key
features in the system, which are applicable to all the tenants. 
Tenant level: A role with tenant level permissions is only applicable to individual tenant spaces.

By default, every WSO2 product comes with the following User, Role and Permissions configured:

The   user and   role is defined and linked to each other in the user-mgt.xml file, stored in the Admin Admin <PRODUCT_HOME>/repository/con
 directory as shown below.f/

<AddAdmin>true</AddAdmin>
<AdminRole>admin</AdminRole>
<AdminUser>
     <UserName>admin</UserName>
     <Password>admin</Password>
</AdminUser>

The   role has all the permissions in the system enabled by default. Therefore, this is a super tenant, with all permissions enabled.Admin

You will be able to log in to the Management Console of the product with the   user defined in the   file. You can then create newAdmin user-mgt.xml
users and roles and configure permissions for the roles using the Management Console. However, note that you cannot modify the permissions of the Adm

 role. The possibility of managing users, roles and permissions is granted by the   permission. See the documentation on configuringin User Management
the system administrator for more information.

Configuring permissions for a role

To configure the permissions for a role:

Click   in the   tab of the navigator. All the roles created in the system will be listed in the   page as shown below.Users and Roles Configure Roles

Click   to open the permissions navigator for the role as shown below.Permissions
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Note that there may be other categories of permissions enabled for a WSO2 product, depending on the type of features that are installed in the
product. 
You can select the relevant check boxes to enable the required permissions for your role. The   aredescriptions of all the available permissions
explained below.

Descriptions of permissions

Let us now go through each of the options available in the permissions navigator to understand how they apply to functions in WSO2 MB.
Log-in permissions
Super Tenant permissions
Tenant-level permissions

Configuration permissions
Permissions for managing Queues and Topics
General management permissions
Permissions for monitoring

 

Log-in permissions

The  permission defined under   permissions allows users to log in to the Management Console of the product. Therefore, this is the primary Login Admin
permission required for using the Management Console.

Super Tenant permissions

The following table describes the permissions at   level. These are also referred to as   permissions.Super Tenant Super Admin

Permission Description of UI menus enabled

Configuration permissions:

 

The  permissions are used to grant permission to the key functions in a productSuper Admin/Configuration
server, which are common to all the tenants. In each WSO2 product, several configuration permissions will be
available depending on the type of features that are installed in the product. 

 permission ensures that a user can control the features installed in the product using the- Feature Management
Management Console. That is, the  option will be enabled under the  menu. See the topic onFeatures Configure
feature management for more information.

 permission enables the possibility to configure server logging from the Management Console.- Logging  That is,
the  option will be enabled under the  menu. See the topic on logging management for moreLogging Configure
information.

Management permissions: The  permissions are used for adding new tenants and monitoring them.Super Admin/Manage

permission enables the  option in the  menu of the Management- Modify/Tenants Add New Tenant Configure
Console, which allows users to add new tenants.
- Monitor/Tenants permission enables the View Tenants option in the Configure menu of the Management
Console.

See the topic on configuring multiple tenants for more information.

Server Admin permissions: Selecting the  permission enables the  option in the  menu of theServer Admin Shutdown/Restart Main
Management Console.

Tenant-level permissions

The following table describes the permissions at  level. These are also referred to as   permissions.Tenant  Admin

Configuration permissions

The following table explains the permissions required for performing various configuration tasks in the WSO2 MB.

Note that when you select a node in the  navigator, all the subordinate permissions that are listed under the selected node are alsoPermissions
automatically enabled.
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Permission level Description of UI menus enabled

Admin/Configure When the  permission node is selected, the following menus are enabled in the ManagementAdmin/Configure
Console: 

- Configure menu Not applicable to MB./Datasources: 
menu : Not applicable to MB.- Configure /Server Roles  

- Additionally, all permissions listed under  in the permissions navigator are selected automatically.Configure

Admin/Configure/Security When the  permission node is selected, the following menus are enabled in the Admin/Configure/Security Config
 menu of the Management Console: ure

See the topic on managing keystores for information.- Keystores: 
 See the topic on- This permission will also enable the  option under .Roles Configure/Users and Roles

configuring users, roles and permissions for more information.
- Additionally, all permissions listed under  in the permissions navigator are selected automatically.Security

Admin/Configure/Security/Identity
Management/User Management

This permission enables the possibility to add users from the Management Console. That is, the  option willUsers
be enabled under .Configure/Users and Roles

Admin/Configure/Security/Identity
Management/Profile Management

This permissions enables the profiles of all the users. You can view the profile in the  tab, Configure Users and
 link.Roles -> Users

Admin/Configure/Security/Identity
Management/Password
Management

This permission enables t  option for the users listed in the he Change Password User Management/Users and
 screen, which allows the log in user to change the passwords.Roles/Users

Permissions for managing Queues and Topics

WSO2 Message Broker is primarily used for brokering messages between external applications using   and  . Explained below are theQueues Topics
role-based permissions applicable for working with queues and topics in WSO2 MB.

Permissions required for working with  :Queues

Permission level Description of UI menus enabled

Admin/Queue/Add This permission enables the option to  queues. You will be able to add new queues and view a list ofAdd
the available queues with this permission. To be able to delete, purge messages to a queue or browse
details of a queue, you need the following permissions.

Admin/Manage/Queue/Browse This permission enables the option for Queues. When you go to the  tab and click Browse Main Queues
, you will see the  link enabled for each queue.-> List Browse

Admin/Manage/Queue/Delete This permission enables the  option for Queues. When you go to the  tab and click Delete Main Queues ->
, you will see the  link enabled for each queue.List Delete

Admin/Manage/Queue/Purge This permission enables the  option for Queues. When you go to the  tab and click Purge Messages Main
, you will see the  link enabled for each queue.Queues -> List Purge Messages

Admin/Manage/Dead Letter
Channel

This permission enables users to see any queue information that is stored in the Dead Letter Channel.
When this node is selected, the following permissions will be automatically granted:

Browse: Allows users to browse details of a queue stored in the Dead Letter Channel.
Delete: Allows users to delete any queue stored in the Dead Letter Channel.
Reroute: Allows users to reroute a queue stored in the Dead Letter Channel to any other queue
chosen by the user.
Restore: Allows users to restore a queue stored in the Dead Letter Channel to the queue from which
it originated.

Permissions required for working with  :Topics

Permission level Description of UI menus enabled

Note that a user that has permission to  new queues, by default obtains permission to Add cons
from all queues created by the same user and to  messages to theume messages publish

same queues.

https://docs.wso2.com/display/MB350/Working+with+Queues
https://docs.wso2.com/display/MB350/Working+with+Topics
https://docs.wso2.com/display/MB350/Managing+Queues
https://docs.wso2.com/display/MB350/Managing+Topics+and+Sub+Topics
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Admin/Manage/Topic/Add This permission enables the possibility of adding topics and sub topics. When you go to the  tab, the Main
 option will be enabled , which can be used to add a new topic. When you go to Add Topics Topics -> List

and select a particular topic, the  link will also be enabled.Add Subtopic

Admin/Manage/Topic/Delete This permission enables the possibility of deleting topics and subtopics. When you go to  anTopics -> List
d select a particular topic, the  link will be enabled.Delete

Admin/Manage/Topic/Details This permission enables the possibility of checking the details of topics and subtopics. When you go to To
 and select a particular topic, the  link will be enabled.pics -> List Details

Listed below are the permissions that will allow users to manage  .subscriptions to a Topic or Queue

Permission level Description of UI menus enabled

Admin/Manage/Subscription/Queu
e

This permission enables the possibility of viewing details of queue subscribers. The Subscription ->
 option will be available in the  tab.Queue Subscription List Main

Admin/Manage/Subscription/Clos
eQueueSubscriptions

This permission in addition to 'Admin/Manage/Subscription/Queue' will allow users to close queue
subscriptions.

Admin/Manage/Subscription/Topic This permission enables the possibility of viewing details of topic subscribers. The Subscription -> Topic
 option will be available in the  tab.Subscription List Main

Admin/Manage/Subscription/Clos
eTopicSubscriptions

This permission in addition to 'Admin/Manage/Subscription/Topic' will allow users to close topic
subscriptions.

Note that a user that has permission to  new topics, by default obtains permission to Add subsc
 and  to all the topics that are created by the same user.ribe publish

Note that the  node should also be enabled forAdmin/Manage/Resources/Browse permission
topic deletion to be allowed.

Subscribing to Topics/Queues
Explained above are the list of role-based permissions that are required by users in order to create and manage queues/topics from the
Management Console.

Once queues and topics are created in the Management Console, other users should be able to publish to these topics/queues and consume
the messages that are published. Therefore, the creator of the topic/queue should grant permissions to other user roles at the time of creating
the topic/queue as shown below.

When adding a topic from the Management Console, all the available user roles will be listed as shown below. The topic creator can
then select the relevant check box to grant the relevant permissions. See the detailed instruction on .creating topics in WSO2 MB

Note that the permission to create topics/queues also includes the permissions for publishing messages to that topic/queue and
consuming the messages published to that topic/queue.

https://docs.wso2.com/display/MB350/Managing+Subscriptions
https://docs.wso2.com/display/MB350/Managing+Topics+and+Sub+Topics
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General management permissions

Listed below are the permissions for some of the general functions applicable to WSO2 MB. 

Permission level Description of UI menus enabled

Admin/Manage/Add This permission enables the  menu under the  navigator menu. This option allowsCassandra Keyspaces Main
users to add and manage keyspaces in a Cassandra cluster.

Admin/Manage/Resources/Browse This permission enables the  option under the y menu in the main navigator. This option allowsBrowse Registr
users to browse the resources stored in the registry by using the  tree navigator.Registry

Admin/Manage/Search This permission enables the  option under the  sub menu in the  menu. This option allowsSearch Registry Main
users to search for specific resources stored in the registry by filling in the search criteria.

Permissions for monitoring

When adding a queue from the Management Console, all the available user roles will be listed as shown below. The queue creator can
then select the relevant check box to grant the relevant permissions. See the detailed instruction on creating queues in WSO2 MB.

https://docs.wso2.com/display/MB350/Managing+Queues
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Permission level Description of UI menus enabled

Admin/Monitor/Logs When this node is selected, the following menus are enabled in the  tab of the Management Console: Monitor

menu See the topic on system logs for information on how to use this option.- Monitor /System Logs: 
menu See the topic on application logs for information on how to use this option. - Monitor /Application Logs: 

Admin/Monitor/Metrics When this node is selected, the following menus are enabled in  tab of the Management Console:Monitor

Metrics/JVM Metrics: Used for monitoring system statistics common to all products.
Metrics/Messaging Metrics: Used for monitoring MB-specific statistics.

Configuring Message Compression

All messages published to the EI Message Broker are stored in a database, which guarantees message persistence. You can reduce the overhead on the
database by compressing (i.e., reducing the message content size) the messages using LZ4 compression. This will reduce the number of message content
chunks, which in turn will reduce the number of records in the database. This is an optional configuration that you can set up in the message broker. 

Follow the steps given below to enable message content compression for your server.

Open the  file from the  directory.broker.xml <EI_HOME>/wso2/broker/conf
Enable compression by setting the following property to 'true'.

<!-- This is the configuration to allow compression of message
contents, before store messages into the database.-->
<allowCompression>false</allowCompression>

Specify the message content compression threshold using the following parameter. This is the minimum content size a message should have in
order to be compressed. Messages smaller than this size will not be compressed, even if compression is enabled for the server.

<!-- This is the configuration to change the value of the content
compression threshold (in bytes).
Message contents less than this value will not compress, even
compression is enabled. The recommended message size of the smallest
message before compression is 13 bytes. Compress messages smaller than
13 bytes will expand the message size by 0.4% -->
<contentCompressionThreshold>1000</contentCompressionThreshold>

Specify values for the following parameters, which will determine the speed of the message sending mechanism:
The   parameter specifies the total number of parallel decompression handlers that are used to<parallelDecompressionHandlers>
decompress the message content before they are sent to subscribers. 
The   parameter specifies the number of parallel readers used to read content from the message store.<parallelContentReaders>
The   parameters specifies the number of parallel delivery handlers used to deliver messages to<parallelDeliveryHandlers>
subscribers.

Find out more about how this configuration improves the .performance of your broker

Note the following when you set this parameter: 

If you set a very low value, the message size will increase due to the lack of repeated content. 
It is not recommended to compress messages that are smaller than 13 bytes.
This value effects the performance of your server: Lower values will reduce server performance. Higher values (greater than
1000) would increase performance.
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<parallelDecompressionHandlers>5</parallelDecompressionHandlers>
<parallelContentReaders>5</parallelContentReaders>
<parallelDeliveryHandlers>5</parallelDeliveryHandlers>

Enabling SSL Support
The Message Broker profile of WSO2 Enterprise Integrator (WSO2 EI) allows you to send/receive messages via secured connections using the SSL/TLS
protocol. The following instructions describe how you can configure the broker profile and JMS clients to communicate via encrypted connections using
SSL.

Enabling SSL in the broker
Configuring JMS Clients to use SSL
Configuring JMS Clients for Failover with SSL

Enabling SSL in the broker

To enable SSL in the server side, change the following entries in the  file under the relevant transport<EI_HOME>/wso2/broker/conf/broker.xml
(AMQP or MQTT). See   for more information on the available transports.Configuring Transports for WSO2 MB
AMQP

<amqp enabled="true">
   ..........   
    <sslConnection enabled="true" port="8672">
        <keyStore>
           
<location>repository/resources/security/wso2carbon.jks</location>
            <password>wso2carbon</password>
            <certType>SunX509</certType>
        </keyStore>
        <trustStore>
           
<location>repository/resources/security/client-truststore.jks</location
>
            <password>wso2carbon</password>
            <certType>SunX509</certType>
        </trustStore>
        <!--Configure SSL protocols for AMQP transport.
(TLSv1,TLSv1.1,TLSv1.2) -->
        <sslEnabledProtocols>TLSv1</sslEnabledProtocols>
        <!--Configure preferred cipher suites for AMQP transport.
      
(TLS_DHE_RSA_WITH_AES_256_CBC_SHA,TLS_DHE_RSA_WITH_AES_128_CBC_SHA) -->
        <!--<ciphers></ciphers> -->
    </sslConnection>
   ........
</amqp>

MQTT

Note the following when you set this parameter:

Reducing this value would decrease the speed of the message sending mechanism, but also reduce the load on the message
store. 
Increasing this value would increase the speed of the message sending mechanism because multiple handlers are working in
parallel. However, the load on the message store would also increase. 
A higher number of cores is required to increase this value. 
The speed of the message sending mechanism depends on all three parameters given above. Therefore, it is recommended
to set the same (or nearly same) value for all of them.
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<mqtt enabled="true">
   .........
   <sslConnection enabled="true" port="8883">
      <keyStore>
         <location>repository/resources/security/abc.jks</location>
         <password>wso2carbon</password>
   <certType>SunX509</certType>
      </keyStore>
      <trustStore>
         <location>repository/resources/security/qwe.jks</location>
         <password>wso2carbon</password>
   <certType>SunX509</certType>
      </trustStore>
      <!--Configure SSL protocols for AMQP transport.
(TLSv1,TLSv1.1,TLSv1.2) -->
        <sslEnabledProtocols>TLSv1</sslEnabledProtocols>
      <!--Configure preferred cipher suites for AMQP transport.
     
(TLS_DHE_RSA_WITH_AES_256_CBC_SHA,TLS_DHE_RSA_WITH_AES_128_CBC_SHA) -->
        <!--<ciphers></ciphers> -->
   </sslConnection>
   ......
</mqtt>

The parameters in the above configuration are as follows.

Parameter Description

SSL Connection This contains the basic configurations relating to the SSL connection. Setting the  attribute ensures that SSL isenabled="true"
enabled by default when the broker is started. The  attribute sets 8672 as the default SSL listener port forport="8672"
messages/commands sent via the relevant transport.

Location The location where the keystoreused for securing SSL connections is stored. By default, this is the default keystore (wso2carbon
) that is shipped with the broker..jks

Password The password of the .keystore

Certification Type The type of SSL certificate used for the keystore/truststore.  is the standard name of the algorithm used by the keySunX509
managers. This value should be changed accordingly if the system is running on a different JVM. For example,  for theIbmX509
IBM JVM.

SSL-Enabled
Protocols

The SSL protocols that are supported.

Ciphers Define how the content is encrypted.

Configuring JMS Clients to use SSL

SSL parameters are configured and sent to the broker as broker options in the  defined by the client. You need to set the 'ssl=true'TCPConnectionURL
property in the URL and specify the keystore and client trust store paths and passwords. Use the  format shown below to pass the SSLconnectionUrl
parameters:

Note that this should always be a keystore created for the super tenant. Find out more about  forsetting up keystores
your broker.

https://docs.wso2.com/display/NIL/Working+with+Security
https://docs.wso2.com/display/NIL/Working+with+Security
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String connectionURL =
"amqp://<USERNAME>:<PASSWORD>@carbon/carbon?brokerlist='tcp://<IP>:<SSL
_POR
T>?ssl='true'&ssl_cert_alias='<CERTIFICATE_ALIAS_IN_TRUSTSTORE>'&trust_
store='
<PATH_TO_TRUST_STORE>'&trust_store_password='<TRUSTSTORE_PASSWORD>'&
key_store='<PATH_TO_KEY_STORE>'&key_store_password='<KEYSTORE_PASSWOR
D>''";

Setting the 'ssl_cert_alias' property is not mandatory and can be used as an optional way to specify which certificate the broker should use if the trust store
contains multiple entries.

Example: Consider that you have the Integrator runtime of WSO2 EI as the JMS client. Shown below is an example  using theconnectionUrl
defaultkeystores and trust stores in the Integrator:

String connectionUrl =
"amqp://admin:admin@carbon/carbon?brokerlist='tcp://localhost:8672?ssl=
'true'&ssl_cert_alias='RootCA'&trust_store='{ESB_HOME}/repository/resou
rces/security/client-truststore.jks'&trust_store_password='wso2carbon'&
key_store='{ESB_HOME}/repository/resources/security/wso2carbon.jks'&key
_store_password='wso2carbon''";

Configuring JMS Clients for Failover with SSL

For example, if you have configured an EI Message Broker cluster, you might need to configure failover. If those broker nodes have different certs in place,
when configuring a failover connection URL at the client side, you can individually specify a client trust store and a keystore for each broker in the broker
list. Or else, you can import the certs of all brokers in the cluster to a single trust store with different cert aliases and differentiate the cert to use when failing
over by the alias. 

Handling Failover

High availability is an important aspect associated with any server implementation that ensures a certain degree of operational continuity when unplanned
downtime events impact parts of a system. JMS 1.1 does not provide this; instead, most of the time it is vendor specific. 

The idea behind failover is to stop single-point-of-failure in a system. As the broker is the middle man storing and forwarding the messages, if that server
goes down, the entire message flow of the system will go down no matter what other servers and functions are involved. In order to make a robust
messaging system, it is mandatory to have a failover mechanism. 

In order to achieve this, a few instances of message broker servers are set up and running in the system, while the system (generally) uses one broker. If
that broker goes down, it automatically switches to the second broker and continues messaging. If the second broker fails, it will try the next one and so on.
Thus, the whole system will not have any downtime.

Follow the instructions below to set up a failover mechanism using EI Message Broker profile and the Integrator runtime in WSO2 EI:

Setting up the broker instances
Running the broker instances
Testing the setup

Setting up the broker instances

Set up the broker instances as follows.

Setting up the Broker instances in a single machine

When you configure the Integrator runtime to communicate with the broker using SSL, the SSL url should be configured in the jndi.properti
 file for the Integrator (stored in the  directory). es <EI_HOME>/conf Go to this  for detailed instructions on how Integrator runtime works withlink

the Message Broker runtime in WSO2 EI.



WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 622

1.  

2.  

3.  
4.  
5.  

6.  

1.  

2.  

1.  

2.  

Make an exact copy of EI Message Broker runtime in three different locations and rename them as MB1, MB2 and MB3. Those will be the 3
separate MB instances. 
Navigate to  and define an offset of 1.MB1/conf/carbon.xml

<Ports>
<!-- Ports offset. This entry will set the value of the ports defined
below to
 the define value + Offset.
 e.g. Offset=2 and HTTPS port=9443 will set the effective HTTPS port to
9445
 -->
 <Offset>1</Offset>

Navigate to  and define an offset of 2. MB2/conf/carbon.xml
Navigate to  and define an offset of 3. MB3/conf/carbon.xml
The 3 MB instances are ready. Start each instance of MB by running one of the following commands: 

<MB_HOME>/bin/wso2server.sh (on Linux) 
<MB_HOME>/bin/wso2server.bat (on Windows)

The broker instances will start on ports 5673, 5674 and 5675 respectively.

Setting up Broker instances in different machines

Make an exact copy of that folder in three separate machines. Let's assume MB1 is in the machine with IP1, MB2 in the machine with IP2
and MB3 in the machine with IP3.
Start all the above instances by running one of the following commands:

<MB_HOME>/bin/wso2server.sh (on Linux) 
<MB_HOME>/bin/wso2server.bat (on Windows) 

All severs will start with port offset 0, which is 5672.

Running the broker instances

Start the Integrator runtime in WSO2 EI in the default port (port offset 0). This is possible if you used the single machine setup above, as
those servers were started with different port offsets. If you are using different machines, use another machine to start the Integrator
runtime. Instructions can be found .here

There is only a single difference to enable failover across the three brokers we have setup. That is when specifying the following:

connectionfactory.ConnectionFactory
connectionfactory.QueueConnectionFactory
connectionfactory.TopicConnectionFactory

For example, if you hope to use a single machine broker setup as described above,

connectionfactory.QueueConnectionFactory =
amqp://admin:admin@clientID/carbon?failover='roundrobin'&cyclecount='2'
&brokerlist='tcp://localhost:5673?
retries='5'&connectdelay='50';tcp://localhost:5674?retries='5'&connectd
elay='50';tcp://localhost:5675?retries='5'&connectdelay='50''

If you hope to use the broker setup made across several machines as described above,

It is not possible to start multiple WSO2 products with their default configurations simultaneously in the same environment. Since all
WSO2 products use the same port in their default configuration, there will be port conflicts.

https://docs.wso2.com/display/EI600/Configuring+with+the+Broker+Profile
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connectionfactory.QueueConnectionFactory =
amqp://admin:admin@clientID/carbon?failover='roundrobin'&cyclecount='2'
&brokerlist='tcp://IP1:5672?retries='5'&connectdelay='50';tcp://IP2:567
2?retries='5'&connectdelay='50';tcp://IP3:5672?retries='5'&connectdelay
='50''

 The parameters used above are described in detail below:

Brokerlist option

brokerlist='<broker url>[;<broker url>]'

The broker list defines the various brokers that can be used for this connection. A minimum of one broker URL is required. Additional URLs are
semi-colon(';') delimited.

Broker URL format

<transport>://<host>[:<port>][?<option>='<value>'[&<option>='<value>']]

Option Default Description

retries 1 The number of times to retry connecting to this
Broker

ssl false Use ssl on the connection

connecttimeout 30000 How long in (milliseconds) to wait for the connection
to succeed

connectdelay none How long in (milliseconds) to wait before attempting
to reconnect

Brokerlist failover option

failover='<method>[?<options>]'

Method Description

singlebroker This will only use the first broker in the list.

roundrobin This method tries each broker in turn.

nofailover [New in 0.5] This method disables all retry and failover logic.

onetime This option controls how failover occurs when you have a list of brokers. The value used with the failover option
should contain the failover method as well as any other optional values. See the topic below on Using the failover

 for details.option
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The current default is to use the  method when only one broker is present, and the  method with multiple brokers. Thesinglebroker roundrobin
method value in the URL may also be any valid class on the classpath that implements the FailoverMethod interface.

Options

Option Default Description

cyclecount 1 The number of times to loop through the list of
available brokers before failure.

Testing the setup

When sending messages to a queue (you can configure SOAP UI to send messages continuously one after the other) using the setup described above, kill
MB1. You will notice that failover happens at the Integrator instance to the second broker i.e MB2. The logs at the Integrator side will indicate that failover
occurred. 

If there were previous messages at MB1, they will not be delivered. Usually, the solution for that (and many other problems) is broker clustering. For
information on the advantages of clustering, see . Clustering the Broker Profile

Configuring the Message Delivery Strategy

When you work with topics, messages that are not acknowledged by subscriber clients can cause your broker server to go out of memory. The message
delivery strategy configuration in the EI Message Broker controls this issue. This configuration allows you to control how messages that accumulate in
memory should be handled by the server. See the following topics for more details:

Understanding message delivery patterns in EI Message Broker
Changing the default message delivery strategy

Understanding message delivery patterns in EI Message Broker

All messages published to the broker are stored in a database, which makes them inherently persistent. The broker will then read the messages from the
database and deliver them to the relevant subscribers. The way messages flow through EI Message Broker to subscribers works differently for Queues and
Topics.

Queues are typically used for storing messages. A JMS client can then subscribe to the queue at any time and consume the messages stored for the
queue. Unlike with Queues,   in EI Message Broker are typically used for realtime message brokering. That is, messages published to a topic areTopics
required to be delivered to all the active subscribers instantly (in realtime). Messages that are published to a topic while a subscriber is inactive will be
handled according to the durability of the subscription as explained below.

Message delivery for non-durable topic subscriptions

When there are non-durable topic subscriptions for a topic, the messages are temporarily stored in memory of the broker server until all the subscribers
acknowledge that the message is received. However, sometimes a subscriber can be late to acknowledge, which will cause messages to accumulate in
memory. The following steps describe how this message flow works:

Messages published to the EI Message Broker are first stored in the database.
The broker fetches the messages from the DB and dispatches them to all the subscriber clients instantly.
The broker maintains a list of the dispatched messages in memory as meta data until the messages are successfully received by all the clients.
The messages that are successfully received will send an acknowledgment back to the broker.
Messages that are acknowledged by all the subscribers are removed from the meta data in memory.
The messages that are not acknowledged by the subscriber will be retained in memory until such acknowledgment is received.

It is important to note here that the messages are not dispatched to subscriber clients from the broker according to the rate at which the messages are
consumed by the subscriber. For example, consider that the broker dispatches 1000 messages per second to each subscriber: Subscriber A may be
consuming messages at the rate of 500 messages per second, whereas subscriber B will consume all 1000 messages per second. In this scenario, 500
messages that are not acknowledged by subscriber A will always be accumulating in the broker server's memory. If the number of unacknowledged
messages increases beyond a certain point, the broker server could run out of memory. Therefore, when you work with topics, you can change the
message delivery strategy according to the requirement.

Changing the default message delivery strategy

Follow the steps given below.

Open the   file from the   directory.broker.xml <EI_HOME>/wso2/broker/conf
Locate the parameters defining the topic message delivery strategy:

Durability of topic subscriptions:

If the topic subscriber creates a non-durable subscription to the topic, the messages published to the topic while the subscriber is
inactive will be lost.
If the topic subscriber creates a durable subscription, the subscriber will be able to recover all messages that were published to the
topic while the subscriber was inactive.

Read more about the  .durability of topic subscriptions

https://docs.wso2.com/display/EI600/Clustering+the+Message+Broker+Profile
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<topicMessageDeliveryStrategy>
 <strategyName>DISCARD_NONE </strategyName>
 <!-- If you choose DISCARD_ALLOWED topic message delivery strategy, we
keep messages in memory
        until ack is done until this timeout. If an ack is not received
under this timeout, ack will
  be simulated internally and real acknowledgement is discarded.-->
 <deliveryTimeout>60</deliveryTimeout>
</topicMessageDeliveryStrategy>

Update the   parameter using one of the following values:<StategyName>
DISCARD_NONE: This is the default setting, which ensures that none of the messages are discarded from memory in the broker server.
All the unacknowledged messages will be retained in memory of the broker.
DISCARD_ALLOWED: If you set this value, messages dispatched from the broker will be removed from memory without waiting for an
acknowledgment from the subscriber clients.
SLOWEST_SUB_RATE: If you set this value, messages will be dispatched to subscriber clients at the rate of the slowest subscriber. For
example, if subscriber A consumes messages at the rate of 500 messages per second and subscriber B consumes messages at a rate of
1000 messages per second, MB will always dispatch messages at the rate of 500 messages per second to both the subscribers.

Update the   parameter with time period in seconds that is allowed before the broker removes any unacknowledged<deliveryTimeout>
messages.

Administration - Business Process Management Profile

The Business Process Management profile is a separate runtime in the WSO2 EI product. WSO2 EI also includes the Integration profile and the Message
Broker profile. See   for the list of administration tasks that are common to all profiles of the WSO2 EI product. Product Administration

Listed below are the administration tasks that are specific to the Business Process Management profile of WSO2 EI. 

Preparing for Process Deployment
Customizing Human Task Explorer
Sending Human Task Notifications via Email and SMS
Multiple User Stores with Human Tasks
Troubleshooting the Business Process Management Profile
Customizing the BPMN Explorer
Changing the Default Databases for BPMN and BPEL
Cleaning-up Business Process Management Artifacts

Preparing for Process Deployment

Before deploying a business process in EI Business Process, all relevant deployment artifacts need to be bundled in a zip file. At the minimum, the zip
should contain

The deployment descriptor
One or more process definitions (BPEL), WSDL and XSDs

Additionally, the zip file can also contain other files such as SVGs or XSLs.

Deployment Descriptor

The deployment descriptor is a file named deploy.xml which resides at the root of the zip file. During deployment, the process engine loads all documents
from this file. Loading documents allows it to reference processes, service and schema definitions using fully-qualified names, and import based on
namespaces instead of locations. EI Business Process and Apache ODE use deploy.xml to configure one or several processes to use specific services.

The deploy.xml file configures one or more processes to use specific services. For each process, deploy.xml must supply binding information for partner
links to concrete WSDL services.

Every partner link used with a activity must be matched with a element, and every partner link used in an activity<receive/> <provide/> <invoke/> 
must be matched with an element in the deploy.xml, unless that partnerLink has initializePartnerRole="false". Without a deploy.xml, a BPEL<invoke/> 
engine cannot determine the concrete-level details of the partner services. In the deploy.xml, the element determines the concrete-level<service/> 
details of all partner services that interact with the BPEL process.

An example of a deploy.xml configuration is shown below:
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<?xml version="1.0" encoding="UTF-8"?>
<deploy xmlns="http://www.apache.org/ode/schemas/dd/2007/03"
xmlns:FunctionProcess.bpel="http://FunctionProcess.bpel" 
       
xmlns:FunctionProcessService.wsdl="http://FunctionProcessService.wsdl"
xmlns:AdderService.wsdl="http://AdderService.wsdl" 
        xmlns:MultiplierService.wsdl="http://MultiplierService.wsdl"
xmlns:SquareService.wsdl="http://SquareService.wsdl">
  <process name="FunctionProcess.bpel:FunctionProcess">
    <process-events generate="all"/>
    <provide partnerLink="FunctionProcessPartnerLink">
      <service
name="FunctionProcessService.wsdl:FunctionProcessServiceService"
port="FunctionProcessServicePort"/>
    </provide>
    <invoke partnerLink="SquarePartnerLink">
      <service name="SquareService.wsdl:SquareService"
port="SquareServiceSOAP11port_http"/>
    </invoke>
    <invoke partnerLink="MultiplierPartnerLink">
      <service name="MultiplierService.wsdl:MultiplierService"
port="MultiplierServiceSOAP11port_http"/>
    </invoke>
    <invoke partnerLink="AdderPartnerLink">
      <service name="AdderService.wsdl:AdderService"
port="AdderServiceSOAP11port_http"/>
    </invoke>
  </process>
</deploy>

Note that, in the above example, every process and service is namespace-qualified, and the locations of each .bpel or .wsdl are not mentioned. The
deploy.xml supplies binding information for each partnerLink, to create WSDL services with the element for each and <service/> <provide/> <invok

element. During the deployment of a process in the BPEL engine, it loads all required documents from the deployment descriptor.e/> 

Formal Definition

The XML schema describing the deployment descriptor is available . The root element, deploy, contains a list of all deployed processes from thehere
deployment directory:

<deploy><process ...>*
 { other elements }
 </process></deploy>

Each process is identified by its qualified name and specifies bindings for provided and invoked services:

<process name = QName fileName = String? bpel11wsdlFileName = String? >
 (<provide> | <invoke>)*
 { other elements }
</process>

Each process element must provide a name attribute with the qualified name of the process. Optionally, a fileName attribute can be used to specify the
location of the BPEL process definition (the .bpel file). The fileName attribute does not need to be provided unless non-standard compilation options are
used or the bpel11wsdlFileName attribute is used to specify a WSDL document for a BPEL 1.1 process.

Each <process> element must enumerate the services provided by the process and bind each service to an endpoint. This is done through <provide>
elements, which associate partnerLinks with endpoints:

http://svn.wso2.org/repos/wso2/branches/carbon/3.2.0/dependencies/ode/1.3.5-wso2v2/bpel-schemas/src/main/xsd/dd.xsd
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<providepartnerLink=NCName><service name = QName port =
NCName?></provide>

 For example, a simple process that will only be invoked will typically use a deploy.xml configuration similar to the following:

<deploy
xmlns="http://www.apache.org/ode/schemas/dd/2007/03"xmlns:pns="http://o
de/bpel/unit-test" xmlns:wns="http://ode/bpel/unit-test.wsdl">   
    <processname="pns:HelloWorld2">
       <active>true</active>
       <providepartnerLink="helloPartnerLink">
           <servicename="wns:HelloService"port="HelloPort"/>
       </provide>
    </process>
</deploy>

The complete example can be downloaded from .here

A deployment including two processes typically look as follows:

<?xmlversion="1.0"encoding="UTF-8"?>
<deploy xmlns="http://www.apache.org/ode/schemas/dd/2007/03"
xmlns:wns="http://wso2.org/bps/samples/LoanService"
xmlns:dins="http://wso2.org/bps/samples/DILoanService"
xmlns:xkns="http://wso2.org/bps/samples/XKLoanService">
    <processname="dins:DILoanService">
       <active>true</active>
       <providepartnerLink="LoanServicePL">
           <servicename="wns:DILoanService"port="LoanServicePort"/>
       </provide>
       <invokepartnerLink="LoanServicePL">
          
<servicename="wns:LoanServiceCallback"port="LoanServiceCallbackPort"/>
       </invoke>
    </process>

    <processname="xkns:XKLoanService">
       <active>true</active>
       <providepartnerLink="XKLoanServicePL">
           <servicename="wns:XKLoanService"port="LoanServicePort"/>
       </provide>
       <invokepartnerLink="XKLoanServicePL">
          
<servicename="wns:LoanServiceCallback"port="LoanServiceCallbackPort"/>
       </invoke>
    </process>
</deploy>

Download the complete example from .here

Note
Only one partnerLink can be bound to any specified endpoint. The port attribute can be used to select a particular endpoint from the service
definition.

http://svn.wso2.org/repos/wso2/branches/carbon/3.2.0/products/bps/2.1.0/modules/samples/product/src/main/resources/bpel/2.0/HelloWorld2.zip
http://svn.wso2.org/repos/wso2/branches/carbon/3.2.0/products/bps/2.1.0/modules/samples/product/src/main/resources/bpel/2.0/LoanService/
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Process Container Structure

In both EI Business Process and Apache ODE, the exact same flat file structure is used for a process container. XSDs may be contained in directories
inside the process container. For example, the structure of the "FunctionProcess" is shown below.

FunctionProcess
       |->AdderService.wsdl
       |->deploy.xml
       |->FunctionProcess.bpel
       |->FunctionProcessService.wsdl
       |->MultiplierService.wsdl
       |->SquareService.wsdl

Customizing Human Task Explorer

HumanTask-Explorer: jaggery based web-app provides user interface for end users to integrate them to service oriented applications. This is a lightweight
web application that can be customized and deployed in a web server.

Basic Structure of UI construction
Controllers
Models
Header
Modals
Views

File Structure
WSHTRequest module
WSHTRequest usage
Adding internationalization and localization

Changing the Web Browser settings
Localizing strings in the resource file

Basic Structure of UI construction

Each page of the web-app is constructed by set of jaggery scripts as shown in the below diagram.

Controllers

Controller is the main jaggery script which combines jaggery scripts which generating sub parts of each web page. <page>Controller.jag is located in
/humantask-explorer/controller/ directory.  When the server receives a request, it is mapped to particular controller, by url mappings as follows:

URL Mapping Constructed html page

/login/* /controller/loginController.jag Login page

/inbox/* /controller/inboxController.jag User Inbox

/inboxtask/* /controller/inboxTaskController.jag Inbox task

/taskpool/* /controller/taskPoolController.jag Task pool

/alltasks/* /controller/allTasksController.jag Advance search for all tasks

/taskview/* /controller/generalTaskController.jag General Task

/auth/* /controller/authenticator.jag -

/action/* /controller/actionController.jag -

/update/* /controller/updateController.jag -

/logout/* /controller/logout.jag -



WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 629

NOTE :

Controllers specified in blue text in the above table are special purpose controllers that do not provide an html. Instead they perform actions on behalf of the
user as follows:

authenticator - Perform authentication of the user by logging-in to the server through AuthenticationAdmin service
actionController - Performs actions (such as claim task, start task, add comment, assign task, …. etc.) related to tasks. It handles ajax requests
from the browser side for tasks state transitions, commenting, etc..
updateController - Performs providing updated content of comments, history and attachments for ajax requests made from browser side.
logout - Performs logging out from the back-end server on behalf of the user.

Models

Model scripts retrieve data to be displayed to the user. It make AdminServices (in this case retrieve data from  HumanTaskClientAPIAdmin service)
requests to the back-end and retrieve and prepare data to render data in the html page.

Model Purpose

common common.jag is included to all the controllers. It retrieves and update data common to all the pages and all actions
performed by back end implementation of humantask-explorer.

Currently it performs retrieving or/and constructing back-end EI Business Process url

loginModel Create loggin failure message if previous logging failed

inboxModel Retrieve all the tasks assigned to the logged-in user

taskModel Retrieve task details of specified task by task id

taskPoolModel Retrieve task list which is claimable to logged-in user

allTaskModel Retrieve task list according to the parameters passed to the advance search by the user

Header

Header jaggery script (located in humantask-explorer/template/partials/) construct html header which is common to all the web pages.

Modals

Contains modals used in the webpage.

addCommentModal Provide user interface to add comment to a task

assignTaskModal Provide user interface to assign task to assignable user

Views

<page>View.jag scripts (located in humantask-explorer/template/) contains html body rendering the information retrieved in associate Model.

File Structure

The file structure of the ws-humantask-explorer UI is shown below:
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File / Directory Usage

jaggery.conf Jaggery configuration file

error404.html html files to display error http 404. Set in jaggery.conf

error500.html html files to display error http 500. Set in jaggery.conf

assets Directory to store any resources (such as images) used in the webapp

controller Controller jaggery script which append multiple jaggery scripts to form html response to requests

css Directory to contain css files

By default bootstrap-theme.min.css, bootstrap.min.css included. for customization style.css is also included custom
css

fonts Directory to include fonts and bootstrap related resources

js Directory to include javascript .js files

By default it contain bootstrap.min.js, jquery.min.js,  actions.js (contains set of ajax calls for UI front-end) and WSHT
 Request.js (jaggery module to perform HumanTaskClientAPIAdmin core operations for UI back-end).

model Directory containing model jaggery scripts

template template directory contains jaggery scripts that construct html main body content

template directory contains two sub directories:

modals - contains jaggery scripts containing implementation of modals. Include custom modals in this directory

partials - contains scripts to implement html header, navigation and footer. Include partial html content
implementations other than major body content

WSHTRequest module

 can be used as a jaggery module that provide support to make WSHTRequest.js  HumanTaskClientAPIAdmin core requests from the UI back-end to
EI Business Process when customising the ws-humantask-explorer UI.

Following operations are supported by the  module:WSHTRequest

initHTServerInfo Initialize HT server information

url - back end url

sessionCookie - session cookie of the session
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simpleQueryBasic Function to make WS-HT simplequery request in HumanTaskClientAPIAdmin with basic limited parameters

provide only status, pageSize, pageNumber, queryCategory, queryOrder, queryOrderBy parameter suport

simpleQueryAdvance Function to make WS-HT simplequery request Advance parameters.

Provide support for all simpleQuery parameters in HumanTaskClientAPIAdmin

status - task status

pageSize - response task list batch size

pageNumber - task list batch number

queryCategory - task category

[ASSIGNED_TO_ME | ASSIGNABLE | CLAIMABLE | ALL_TASKS | NOTIFICATIONS]

queryOrder - how response needed to get ordered

[ASCENDING | DESCENDING]

queryOrderBy - response needed to order by

[TASK_NAME | CREATED_DATE | UPDATED_DATE | PRIORITY | STATUS]

createdDate - Task created date

taskName - Task name

loadTask Function to make WS-HT loadTask request

id - Task id

getComments Function to make WS-HT getComments request

id - Task id

claimTask Function to claim task to logged-in user

id - Task id

startTask Function to make start tasks service request

id - Task id

stopTask Function to make stop tasks service request

id - Task id

releaseTask Function to make release tasks service request

id - Task id

suspendTask Function to make suspend tasks service request

id - Task id

resumeTask Function to make resume suspended tasks service request

id - Task id

failTask Function to make fail tasks service request

id - Task id

addComment Function to make add comment service request

id - Task id

text - The comment should be wrapped by  '<![CDATA[' and ']]>'

deleteComment Function to make delete comment service request

id - Task id

commentId - Comment id
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1.  

2.  

skipTask Skip an active task

id - id of the task to skip

WSHTRequest usage

Before making service requests the module, user must be initialized by initHTServerInfo().

Adding internationalization and localization

The following steps show an example of how to localize the Human Task Explorer.

Changing the Web Browser settings

Set the language of your Web Browser to the preferred one. For example, in Google Chrome, click   -> ->  menu.Settings Advanced Languages

Click , and then click .Language Add Language
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2.  

3.  

4.  

Search and select , and click .Bulgarian ADD

You view the Bulgarian language added to the list of lanuguages. 
If you have the  file also in the locale_en.json <EI_HOME>/wso2/business-process/repository/deployment/server/jaggeryapp

then click  and then click  to give the highest priority to the directory, s/ -explorer/config/localeshumantask Bulgarian Move to the top
Bulgarian language. 
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4.  

5.  

1.  

2.  

Set the encoding type of your Web Browser to UTF-8.

Localizing strings in the resource file

The resource files in the  <EI_HOME>/wso2/business-process/repository/deployment/server/jaggeryapps/humantask-explorer/con
 directory store the localization strings defined in  files according to the Web Browser locale (e.g.,  ).fig/locales .jag locale_en.json

To localize the Human Task Explorer, you need to localize the strings defined in these resource files as follows.

Create a new file by the name   inside the locale_{lolcaleCode}.json <EI_HOME>/wso2/business-process/repository/deploymen
 directory. t/server/jaggeryapps/ -explorer/config/localeshumantask

Create the key-value pairs in the <EI_HOME>/wso2/business-process/repository/deployment/server/jaggeryapps/ -humantask
  file, and change the values of the key-value pairs to match the language.explorer/config/locales/ locale_bg.json

For example, a section of a sample   file is shown below.locale_bg.json

You might not want to do this based on your Web Browser and its version. For example, the Encoding menu has been removed from
.Google Chrome version 55 and above, and Chrome will do auto-encoding detection now

For example, if the language you set as the highest priority in the Browser is Bulgarian, the locale code is ' ' and the file name shouldbg
be  .locale_bg.json

You can copy the required key-value pairs from the <EI_HOME>/wso2/business-process/repository/deployment/server/
  file, which is the defualt resource file for Jaggery,jaggeryapps/ -explorer/config/locales/humantask locale_en.json

and change the values to match the Bulgarian language accordingly.

https://productforums.google.com/forum/#!topic/chrome/2JIo6Yu7K-I;context-place=forum/chrome
https://productforums.google.com/forum/#!topic/chrome/2JIo6Yu7K-I;context-place=forum/chrome
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2.  

3.  

1.  
2.  

locale_bg.json

{
...
{
"dashboard":"",
"my.tasks.title":" ",
"claimable.tasks":" ",
"notifications.caps":"",
"search":"",
"logout":"   ",
"reserved":"",
"id":"  ",
"type":"",
"name":"  ",
"subject":"",
"status":"",
"priority":"",
"in.progress":"",
"suspended":"",
"completed":"",
"failed":" ",
"obsolete":"",
}
...
}

Start the Business Process profile of WSO2 EI and open the Human Task Explorer web application in your Browser ( //<HOST-NAME>:94https:
45/humantask-explorer), and log in to it. You view the UI of the Human Task Explorer is now changed to Bulgarian.

Sending Human Task Notifications via Email and SMS

EI Business Process can send email and SMS notifications to users when a human task notification occurs. This document provides instructions on
enabling the email and SMS notification support for the human task notifications. 

The BPEL specification defines human tasks for the business processes that need human interactions in order to make decisions. These human tasks can
generate notifications to inform the users of the various decisions that need to be made. Certain users were able to view the notifications from their
account. However, with the email and SMS notification support, users can configure EI Business Process to send messages to the specified email
addresses and phone numbers when a notification is created.

Configuring email notifications

Follow the steps below to configure email notifications for human tasks.

Open the  file.<EI_HOME>/wso2/business-process/conf/output-event-adapters.xml
Edit the following configurations under email   element according to your required settings. <adapterConfig type>
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2.  

3.  
4.  

5.  

<adapterConfig type="email">
        <!-- Comment mail.smtp.user and mail.smtp.password properties
to support connecting SMTP servers which use trust
        based authentication rather username/password authentication
-->
        <property key="mail.smtp.from">bpsuser@gmail.com</property>
        <property key="mail.smtp.user">bpsuser</property>
        <property key="mail.smtp.password">bpsuserpassword</property>
        <property key="mail.smtp.host">smtp.gmail.com</property>
        <property key="mail.smtp.port">587</property>
        <property key="mail.smtp.starttls.enable">true</property>
        <property key="mail.smtp.auth">true</property>

        <!-- Thread Pool Related Properties -->
        <property key="minThread">8</property>
        <property key="maxThread">100</property>
        <property key="keepAliveTimeInMillis">20000</property>
        <property key="jobQueueSize">10000</property>
    </adapterConfig>  

Open the  file.<EI_HOME>/wso2/business-process/conf/humantask.xml
Add the following configuration within the  tag.<HumanTaskServerConfig>

<EnableEMailNotification>true</EnableEMailNotification>

To configure the email message, define the email message settings inside the .ht file. The .ht file can be found in the .zip file in <EI_HOME>/samp
 directory.les/business-process/humantask

Add the following configurations.

<htd:renderings>
 <htd:rendering type="wso2:email">
  <wso2:to name="to" type="xsd:string">bpsuser@gmail.com</wso2:to>
  <wso2:subject name="subject" type="xsd:string">Email
Subject</wso2:subject>
  <wso2:body name="body" type="xsd:string">Hello $firstname$
$lastname$!</wso2:body>
          <!-- Supported Content Types text/plain, text/html -->
        <wso2:contentType name="contentType"
type="xsd:string">text/html</wso2:contentType>
 </htd:rendering>
</htd:renderings>

The following are the common tags used to define rendering.

Tag name Description

Note: The first three configuration parameters in the above XML code snippet must be modified to match your own parameter values.

Tip: Use the rendering type “email”. This should be a child element of .htd:notification

$firstname$ is a UI parameter that will be replaced with values.
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5.  

6.  

7.  

1.  
2.  

3.  

4.  
5.  

6.  

htd:renderings This is a main tag that includes different kinds of rendering sub tags that must be configured for
notifications.

htd:rendering This defines which kind of a rendering should be performed for the parameters inside this tag. You can
use the type of attribute for defining the rendering type. In this case we use email.

The following are tags specific to email rendering.

Tag name Description

htd:to This tag is where you define the destination email address of the notification.

htd:subject This tag contains the subject line of the email that must be sent when the notification is created.

htd:body This tag contains the body of the email that must be sent when the notification is created. The body can
consist a user specified format, e.g., "Hello $lastname$, $firstname$".

Make sure following namespace is included at the top of the .ht file.

xmlns:wso2="http://wso2.org/ht/schema/renderings/"

Save your changes.

Configuring SMS notifications

Do the following steps to configure SMS notifications for human tasks.

Open the   file.<EI_HOME>/wso2/business-process/conf/axis2/axis2-client.xml
Add the following configuration in the file.

<transportSender class="org.apache.axis2.transport.sms.SMSSender"
name="sms">
        <parameter name="systemType"></parameter>
        <parameter name="systemId">bps1</parameter>
        <parameter name="password">bps123</parameter>
        <parameter name="host">localhost</parameter>
        <parameter name="port">2775</parameter>
        <parameter name="phoneNumber">BPS1</parameter>
</transportSender>

Add the following  files to the  directory..jar <EI_HOME>/lib
jsmpp-2.1.0.jar
axis2-transport-sms-1.0.0.jar

Open the   file.<EI_HOME>/wso2/business-process/conf/humantask.xml
Add the following configuration within the   tag. Set this value to  if you want to turn these notifications off.<HumanTaskServerConfig> false

<EnableSMSNotification>true</EnableSMSNotification>

To configure the SMS message, define the SMS message settings inside the .ht file. The .ht file can be found in the .zip file in <EI_HOME>/sampl
 directory.es/business-process/humantask

Note: The first four configuration parameters in the above XML code snippet must be modified to match your own parameter values.
The  and  parameters are provided by the SMS center or simulator that you use.systemId password

https://docs.wso2.com/download/attachments/119130255/jsmpp-2.1.0.jar?version=1&modificationDate=1558091407000&api=v2
https://docs.wso2.com/download/attachments/119130255/axis2-transport-sms-1.0.0.jar?version=1&modificationDate=1558091407000&api=v2
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6.  

7.  

8.  

1.  
2.  
3.  

Add the following configurations.

<htd:renderings>
 <htd:rendering type="wso2:sms">
  <wso2:receiver name="receiver"
type="xsd:string">94777123456</wso2:receiver>
  <wso2:body name="body" type="xsd:string">Hi $firstname$</wso2:body>
 </htd:rendering>
</htd:renderings>

The following are the common tags used to define rendering.

Tag name Description

htd:renderings This is a main tag that includes different kinds of rendering sub tags that must be configured for
notifications.

htd:rendering This defines which kind of a rendering should be performed for the parameters inside this tag. You can
use the type of attribute for defining the rendering type. In this case we use sms.

The following are tags specific to SMS rendering.

Tag name Description

htd:receiver This tag is where you define the number of the notification's receiver.

htd:body This tag contains the content of the SMS that must be sent when the notification is created. The body can
consist a user specified format, e.g., "Hello $lastname$, $firstname$".

Make sure following namespace is included at the top of the .ht file.

xmlns:wso2="http://wso2.org/ht/schema/renderings/"

Save your changes.

Customizing notifications

The notifications can be customized further using parameter. Variable values can be added to the  tag (for both email and SMS notifications)htd:body
using a $ sign or XPath. For example, a value in a presentation parameter can be added to the message body in the format .${parameter name}$
Those variables are evaluated and replaced with relevant presentation parameters.

Another way of adding a variable value to the body is by using an XPath expression. These XPath expressions are evaluated and the values of these
expressions are added to the body instead of the expressions. Note that when the XPath expressions are used, they should be separated by spaces.

Configuring an SMS simulator

You can configure an SMS simulator to try out the SMS notifications. In this example, we use the Logica SMS simulator.

Following are the configurations required to set up Logica SMS Simulator.

Download  as a .zip file.Logica SMS Simulator
Unzip the folder and open the  file.user.txt
Add following configurations to it. Here you must use the values you specified for  and  in step 2 of the Configuring SMSsystemId password
notifications section of this topic.

name=bps1
password=bps123
timeout=unlimited

Tip: Use the rendering type “SMS”. This should be a child element of .htd:notification

$firstname$ is a UI parameter that will be replaced with values.

https://github.com/smn/logica-smpp-sim
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3.  

4.  
5.  

1.  

1.  

2.  

Save the file and run the  script from the terminal.start.sh
Select option 1 to start the simulator. When the simulator requests the port number, provide the port value you configured in step 2 of the
Configuring SMS notifications section of this topic.

Multiple User Stores with Human Tasks

Human tasks provide the specification to define tasks performed by human beings. A human task processor can request the task owners to perform some
tasks and act according to the response. WSO2 Carbon-based products support the use of multiple user stores and the human task engine in the EI
Business Process profile also has the support to assign tasks to users in multiple user stores.

Do the following to configure this.

Adding users
Assigning tasks to domain users

Adding users

In order to use this feature, you must set up multiple user stores as described in . Now you can add users to different domainsConfiguring User Stores
(user stores). Among these user stores, one of them is considered as the primary user store and others are secondary user stores. A user or a role in a
secondary user store must be referred to using the following format.

<domain name>/<username|rolename>

Assigning tasks to domain users

When you assign a task inside your humanTask package or process archive to a domain user, you must use the above format.

For example, let's assume you have ‘ClerkUser’ in the ‘abc.com’ domain and ‘managerUser’ in the primary domain. So If you are assigning any task to
these users they should be referred as follows.

ClerkUser >> abc.com/ClerkUser
managerUser >> managerUser

The management console displays these domain names in block letters. Note that these domain names are case-insensitive, and you can use any
form. So, in short, users only have to refer to the users and roles correctly with the domain prefix when they are in secondary domains.

Refer  Claims Approval Task with Multiple User Stores Sample section for a sample with multiple user stores.

Troubleshooting the Business Process Management Profile

This topic provides detailed guidance, helpful hints and solutions for troubleshooting issues related to the Business Process Management profile (EI
Business Profile) of WSO2 EI. It includes solutions for critical issues and recommendations for handling them.
 

Item Log Possible cause(s)/recommendation(s)

Debugging a BPEL process 
 

Debug a BPEL process using the event
table provided for each BPEL instance or
the message tracer.  

Either of the following can be used to
debug a BPEL process:

Event Table in the Instance View of Management
Console
Message Tracer

: Make sure there are no spaces between name value pairs, as spaces will not be removed. For instance, name= bps1 andTip
name=bps1 will be considered as two users.

https://docs.wso2.com/display/ADMIN44x/Configuring+User+Stores
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1.  

2.  

3.  

4.  

5.  

1.  

2.  

3.  

4.  

5.  
6.  

2. Enable message tracing  

 

Get a message trace for a particular BPEL
invocation.  

Add the following entries to <EI_HOME
 file.>/lib/log4j.properties

log4j.logger.org.wso2.carbon.bpel.messagetrace=TRACE

Then change the threshold of the desired appender
(i.e. CARBON_CONSOLE, CARBON_LOGFILE,
etc.) to  TRACE .
By default, this is set to DEBUG. Find the following
configuration property in the  filelog4j.properties
and change it as follows.

log4j.appender.CARBON_LOGFILE.threshold=TRACE

Re-start the server and send a single request to the
BPEL process.
The log can be found at: EI_HOME/wso2/busine
ss-process/logs/wso2carbon.log

3. Cannot find
DeploymentUnitDAO instance for
package: Recover from
inconsistencies of BPEL

 database against the registry  

ERROR - TenantProcessStoreImpl - Cannot find
DeploymentUnitDAO instance for package
CustomerInfo-2.

ERROR - BPELDeployer - Error deploying BPEL
package: 
CustomerInfo.zip

org.wso2.carbon.bpel.ode.integration.store.
BPELDeploymentException: 
Cannot find DeploymentUnitDAO instance for package
CustomerInfo-2.

at 

org.wso2.carbon.bpel.ode.integration.stor
e.TenantProcessStoreImpl.
loadExistingBPELPackage(TenantProces

 sStoreImpl.  java:579 )

at
org.wso2.carbon.bpel.ode.integration.store.TenantProce
ssStoreImpl.
reloadExistingVersionsOfBPELPackage
(TenantProcessStoreImpl.java:442)

at
org.wso2.carbon.bpel.ode.integration.store.TenantProce
ssStoreImpl.
deploy(TenantProcessStoreImpl.java:186)

at org.wso2.carbon.bpel.BPELDeployer.
deploy(BPELDeployer.java:90)

at
org.apache.axis2.deployment.repository.util.Deployment
FileData.
deploy(DeploymentFileData.java:136)

at org.apache.axis2.deployment.DeploymentEngine.
doDeploy(DeploymentEngine.java:813)

  To recover, follow the steps mentioned
below.

Go to the management console of BPS MASTER
node.
Click on the “Browse” link in the left menu under the
“Registry” sub menu.
Then browse to “/_system/config/bpel/packages”
collection.
Click on the “Actions” link under “CustomerInfo” (i.e.
process package name) collection. The collection
should be similar to the package name shown in the
exception.
Click on the delete link.
Restart the Master node first and then the Slave
node.

4. Deployment Descriptor   The deploy.xml file acts as the deployment descriptor for
a BPEL package.  

It maps configuration information (partner links, WSDL
service and port) for processes in a BPEL archive.  
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1.  

2.  

1.  

2.  

1.  

2.  

5. Does not contain a deploy.xml
file

 

 

 

 

 

 

TenantProcessStoreImpl - Directory
BPS_HOME/repository/bpel/-1234/FunctionProcess-4
does not contain a deploy.xml file!
java.lang.IllegalArgumentException: Directory
BPS_HOME/repository/bpel/-1234/FunctionProcess-4
does not contain a deploy.xml file!
at
org.apache.ode.store.DeploymentUnitDir.<init>(Deploy
mentUnitDir.java:123)

The following issues are common:

1. Missing deploy.xml file in the process archive (BPEL

zip package).  

OR

2. Invalid package structure. The BPEL archive structure
should be similar to the structure shown below. 

6. BPEL Compilation Failure:
Invalid QName value  

BpelC - info: [CompilingProcess] Compiling BPEL
process.
ERROR - BPELDeployer - Error deploying BPEL
package: CustomerInfo.zip
org.apache.xmlbeans.impl.values.XmlValueOutOfRange
Exception: 
Invalid QName value: Localname not a valid NCName in
''

Invalid configuration done in
deploy.xml file.
Process name value is missing. E.g.: <process

 name="">  

7. Cannot find Process definition
for type

BPELDeployer - Error deploying BPEL
package: TestCounter.zip

org.wso2.carbon.bpel.ode.integration.store.BPELDeploy
mentException: Aborting deployment. Cannot find
Process definition for type {http://www.apache.org/ode/s

}chemas/dd/2007/03   test_name.  

The process QNames given in the
deploy.xml file and the BPEL
configuration (.bpel) file should match. 
  

OR
Namespace prefix might be missing in
the process element. E.g.: <process

  name=" lpns :LoanProcess">

 

8. BPEL Deployment Failure:
Invalid boolean value  

org.apache.xmlbeans.impl.values.XmlVal
ueOutOfRangeException: Invalid boolean
value

The  element can have either <active/>  true or fals

  e as the value.  

Check for    <active> .. </active> in the deploy.x
 file.ml

9. Cannot find WSDL definition
for provide service  

org.apache.ode.bpel.iapi.ContextExceptio
n: Cannot find WSDL definition for provide
service

{http://wso2.org/bps/samples/CustomerInfo}CustomerInf
. Required resources not found in the BPELoService1

package CustomerInfo-12.

The service name given in the deploy.
 file and the wsdl should match.xml    

OR
Namespace prefix might be missing in the service
element. E.g.:   <service name=" tns :Custom
e r I n f o S e r v i c e "
port="CustomerInfoPort"/>

10. Cannot find provide port in
the given service  

org.apache.ode.bpel.iapi.ContextExceptio
n: Cannot find provide port in the given
service { http://wso2.org/bps/samples/Cust

 omerInfo}CustomerInfoService . Error in
deploy.xml

The port name given in the  fildeploy.xml
e and the WSDL should match. E.g.: <servi
ce name="tns:CustomerInfoService" port="Cu

  stomerInfoPort "/>  

11. Reference to unknown
partner link  

org.apache.ode.bpel.iapi.BpelEngineExce
ption: Error in deployment descriptor for
process { http://wso2.org/bps/samples/Cus

 tomerInfo}CustomerInfo-12 ; reference to
unknown partner link CustomerInfoPL1

The partner link name(s) given in the
deploy.xml file and the BPEL configuration
(.bpel) file should match. E.g.: <provide

   partnerLink=" CustomerInfoPL1 ">  

http://www.apache.org/ode/schemas/dd/2007/03
http://www.apache.org/ode/schemas/dd/2007/03
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12. BPEL Process Configurations
 

It represents activities carried out within a
business process written using WS-BPEL.

There are two types of Activities as
follows:

Basic Activities.
Structured Activities.  

:Basic Activities     Invoke, Receive, Reply, Assign,
Compensate, CompensateScope, Exit, Throw,

 Empty, Rethrow, Wait  
: Structured Activities Flow, ForEach, If, Pick,

RepeatUntil, Scope, Sequence, While

13. Attempt to reference
undeclared variable  

BpelC - null:60: error:
[UndeclaredVariable] Attempt to reference
undeclared variable "tmpVar" 

Declare variables by specifying a name
and one of the three type attributes such
as type, messageType or element. E.g.:

<variable name="tmpVar1" type="xsd:string"/>
<variable name="tmpVar2" messageType="myNS:myWSDLMessageDataType" />
<variable name="tmpVar3" element="myNS:myXMLElement" />

 

14. bpel:Compilation Failure   cvc-complex-type.2.4.d: Invalid content was found
starting with element 'from'. No child element is expected
at this point

cvc-complex-type.2.4.a: Invalid content was found
starting with element 'from'. One of '{"http://docs.oasis-o

,pen.org/wsbpel/2.0/process/executable":documentation
WC[##other:"http://docs.oasis-open.org/wsbpel/2.0/proc

"], "ess/executable http://docs.oasis-open.org/wsbpel/2.0/
, process/executable":targets

 " http://docs.oasis-open.org/wsbpel/2.0/pr
 ocess/executable":sources , 

 " http://docs.oasis-open.org/wsbpel/2.0/pr
 ocess/executable":copy , 

 " http://docs.oasis-open.org/wsbpel/2.0/pr
ocess/executable":extensionAssignOperat

 ion }' is expected.

The Assign activity is faulty.  E.g.: The error

  line starts from ' from '.  

Error is due to a missing child element  which is<copy>
found within the  element.<assign>

The corrected assign operation is shown below. E.g.:

<assign name="assign1">
         <copy>     
          <from variable="myVar" part="TestPart"/>
          <to variable="tmpVar"/>
       </copy> 
</assign>

The assign activity contains one or more
copy operations. Each copy operation has
a from–spec and a to–spec, indicating the
source and target elements where data
gets copied from and to, respectively.

http://docs.oasis-open.org/wsbpel/2.0/process/executable
http://docs.oasis-open.org/wsbpel/2.0/process/executable
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15. bpel:selectionFailure Fault:
01

 

 

 

 

INFO - ASSIGN - Assignment Fault: {http://docs.oasis-o
pen.org/wsbpel/2.0/process/executable}selectionFailure,
lineNo=167,faultExplanation={http://docs.oasis-open.org

 .0/process/executable}selectionFailure: No/wsbpel/2
results for expression:
'$createSessionRequest.parameters/bpws:session/forCu

' against '<?xml version="1.0"stomerId
encoding="UTF-8"?>

The XPath expression is invalid or the
XML content in the variable, against
which the XPath gets executed is
invalid.
Check the namespaces in the XPath expression or
check the XML content in the variable.     E.g.: ‘ forC

  ustomerId’ should be namespace qualified.  

Namespace Definition: 

xmlns:abc="http://www.abc.com/xyz/test_Session_Service/" 
use namespace qualified xpath expression as
"$createSessionRequest.parameters/abc:session/abc:forCustomerId"  

OR  

"$createSessionRequest.parameters/abc:session/*[local-name() =
'forCustomerId']".

(use local-name = 'someString' to avoid namespaces

verification)  

16. bpel:selectionFailure
Fault: 02  

selectionFailure: No results for expression:
{OXPath10Expression TestNumber}

Specify the namespace of the
TestNumber element.    E.g.:

xmlns:sample="http://www.sample.org/namespace" 
 
<bpel:to part="parameters"  variable="AuthRequest"> 
   <bpel:query
queryLanguage="urn:oasis:names:tc:wsbpel:2.0:sublang:xpath1.0"> 
      <![CDATA[sample:TestNumber]]> 
   </bpel:query> 
</bpel:to> 

http://bpwssession
http://bpwssession
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17. Couldn't validate properly
expression doXslTransform

XPath20ExpressionCompilerBPEL20 - Couldn't validate
properly expression doXslTransform("HelloXslWorld.xsl",
$myVar.TestPart, 'middle', $otherVar)

Add the namespace prefix to the assign
activity.  

: Namespace Definition   xmlns: bpws ="http://docs.oasis
 "-open.org/wsbpel/2.0/process/executable  

Assign operation:

<assign validate="no" name="XSLT"> 
 <copy> 
  <from>
   <![CDATA[bpws:doXslTransform ("transform.xslt",
$requestLoanRequest.request)]]>
  </from> 
  <to>
   <![CDATA [$riskAssessmentRequest.request]]>   
  </to> 
 </copy> 
</assign>

   

18.UndeclaredPropertyAlias:prop
ertyAlias with correlation sets  

[UndeclaredPropertyAlias] The property "{http://tempuri.
" does not haveorg/services/loanApproval}correlatorProp

an alias for message type "OMessageVarType#41
({http://tempuri.org/services/loanApprover}loanApproval

)".Response

If there are two places where correlation is used, there
should be at least two "  propertyAlias " definitions,

unless you use the same wsdl message in both places. I
.e.:  

One for the <invoke> activity's output variable.
One for the <receive> activity's variable.

You need to have an element per message to map the
correlation property. The type of the element of the
message should be similar to the type of the correlation
property.

A sample configuration for correlation initialization is
shown below:

<invoke>
 <correlations> 
            <correlation set="correlator" initiate="yes"
pattern="response">
   </correlation> 
 </correlations> 
</invoke>

19. Service already used by
another process  

ERROR - TenantProcessStoreImpl - Service: {http://wso
 alr2.org/bps/samples/LoanProcess}LoanProcessService

eady used by another process. Try again with a different
service name 

Either of the following can be the reason.

When deploying multiple BPEL packages which
have identical service names. 

OR
When renaming and deploying the same BPEL
package previously deployed. Since both packages
have the same service names, an error is thrown.

Solution is to use different service names.
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20. Engage WS-Addressing   WS-Addressing module is engaged by
default. It is mandatory to use
WS-Addressing when invoking services.

Define the ‘  soapAction ’ inside  <soap:operation/>

to use WS-Addressing. E.g.:  

<soap:operation soapAction="urn:getCustomerSSN" /> 
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21. Datasources Configurations   Following files are used to hold the information on
datasources.

file holds information whichbps-datasources.xml 
is required to create datasource for bpel and
humantask.

 file holds theactiviti-datasources.xml
configuration details to create the datasource for
bpmn related information.

A sample  configurationbps-datasources
is shown below.  

<datasource>
            <name>BPS_DS</name>
            <description></description>
            <jndiConfig>
                <name>bpsds</name>
            </jndiConfig>
            <definition type="RDBMS">
                <configuration>
                    <url>jdbc:mysql://localhost:3306/bps</url>
                    <username>wso2carbon</username>
                    <password>wso2carbon</password>
                       
<driverClassName>com.mysql.jdbc.Driver</driverClassName>
                    <testOnBorrow>true</testOnBorrow>
                    <validationQuery>SELECT 1</validationQuery>
                  <validationInterval>30000</validationInterval>
            <useDataSourceFactory>false</useDataSourceFactory>
      <defaultAutoCommit>true</defaultAutoCommit>
       <maxActive>100</maxActive>
                    <maxIdle>20</maxIdle>
      <maxWait>10000</maxWait>
                </configuration>
            </definition>
        </datasource>

A sample  configuration is shownactiviti-datasources
below.  

<datasource>
            <name>ACTIVITI_DB</name>
            <description>The datasource used for activiti
engine</description>
            <jndiConfig>
                <name>jdbc/ActivitiDB</name>
            </jndiConfig>
            <definition type="RDBMS">
                <configuration>
                    <url>jdbc:mysql://localhost:3306/act</url>
                    <username>wso2carbon</username>
                    <password>wso2carbon</password>
         <driverClassName>com.mysql.jdbc.Driver</driverClassName>
                    <maxActive>50</maxActive>
                    <maxWait>60000</maxWait>
                    <testOnBorrow>true</testOnBorrow>
                    <validationQuery>SELECT 1</validationQuery>
                  <validationInterval>30000</validationInterval>
                </configuration>
            </definition>
        </datasource>

22. Empty password for
datasource  

ERROR - BPELServerImpl - Error creating
BPELDatabaseCreator
javax.naming.NamingException [Root exception is
java.lang.NullPointerException]

[Known Issue]  

The datasource password value cannot be
empty on the files bps-datasources.xml
and ctiviti-datasources.xml. a  

<password>xxxxx</password>
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23. Cannot find
DeploymentUnitDAO instance for
package  

WARN - ProcessStoreImpl - Cannot find deployment unit
information on DB for deployment unit LoanService-4
[2011-12-01 14:59:42,670] ERROR -
TenantProcessStoreImpl - Cannot find
DeploymentUnitDAO instance for package
LoanService-4.
[2011-12-01 14:59:42,671] ERROR - BPELDeployer -
Error deploying BPEL package: LoanService.zip
org.wso2.carbon.bpel.core.ode.integration.store.BPELD
eploymentException: Cannot find DeploymentUnitDAO
instance for package LoanService-4.

You might have initially started the server
with invalid datasource configurations and
later tried to restart the server by
modifying the configurations. In that case,
the server will throw a BPEL package
deployment error.  

To recover, follow the steps mentioned below.

Go to the BPS management console.
Click on the “Browse” link in the left menu under the
“Registry” sub menu.
Then browse to “/_system/config/bpel/pack

” collection.ages
Then click on “Actions” link under “LoanService”
collection. The collection should be similar to the
package name shown in the exception.
Then click on the delete link.
Then restart the server.  

24. Wrong user name or
password in registry
dbConfig:Failed to create
database tables for registry
resource store  

FATAL - DatabaseCreator - Failed to
create database tables for registry
resource store. Cannot create
PoolableConnectionFactory (Wrong user
name or password [8004-140])

Wrong user name or password in the
dbConfig in the  file.registry.xml
Check for the values given for the following
elements.

<userName>wso2carbon</userName>
<password>wso2carbon</password>

 

25. Cannot create JDBC driver of
class  

Cannot create JDBC driver of class
'com.mysql.jdbc.Driver' for connect URL 'mysql://localho

'st:3306/bps
java.sql.SQLException: No suitable driver

To recover, follow the steps mentioned
below:

Place the relevant database driver in the EI_HOME/
 directory.lib

Check for the validity of the following
datasource configuration property
value on the files bps-datasources.xml

.and activiti-datasources.xml

<driverClassName>com.mysql.jdbc.Driver</driverClassName> 

 

26. Failed to resolved external
DataSource at..

ERROR - Database - Failed to resolved external
DataSource at "bpsds".
javax.naming.NameNotFoundException: bpsdsaa
ERROR - BPELServerImpl - Error starting database
connections, check the database configuration!
org.apache.ode.il.dbutil.DatabaseConfigException:
Failed to resolved external DataSource at "bpsds".

The datasource name in the  bps-data
and  files shouldsources.xml  bps.xml

match.
In , we have an element to define thebps.xml
datasource name as shown below:

<tns:DataSource name="bpsds">
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27. Instance creation failed with c
orrelationViolation

axis2ns2:correlationViolation - Error message in the
client side 

This error occurs when already there is an active
instance associated with the same correlation value
that's being used to create the latest instance.

As a solution, unique correlation value should be used to
create new instance.

Customizing the BPMN Explorer

The  enables users to interact with deployed BPMN applications. It's a Jaggery-based, lightweight web application that you can deploy in aBPMN Explorer
web server. 

Basic structure of UI components
Architecture components
Loading the process diagram 
Deploying on an external server
Adding internationalization and localization

Basic structure of UI components

Each page of the web app is constructed by a set of Jaggery scripts as shown below.

It sends AdminServices requests to the back-end and retrieves data to render data in the HTML page.

 The file structure of the BPMN Explorer is as follows:

http://axis2ns2correlationViolation
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File/Directory Usage

assets/ Contains resource files that are used for general purposes such as form generation and encoding.

config/ Contains files to support internationalization of the web app.

controller/ Contains the controllers of the web app.

css/ Contains CSS files of the web app. It includes the  and  filesbootstrap-theme.min.css bootstrap.min.css
by default. Also, includes the  file for customizations.style.css

error404.html The HTML file that is displayed when an HTTP 404 error occurs.

error500.html The HTML file that is displayed when an HTTP 500 error occurs.

fonts/ Contains fonts and bootstrap-related resources.

images/ Stores images of the web app.

js/ Contains JavaScript library files that are used for various purposes.

model/ Contains all the models of the web app.

template/ Contains Jaggery scripts that construct the HTML main body content. Also, this contains a subdirectory named par
, which holds common HTML content such as header, footer, pagination and navigation.tials/

jaggery.conf Includes all Jaggery configurations.

Architecture components

The architecture of the BPMN Explorer consists of the following main Model View Controller (MVC) components.

Models

The  directory contains the<EI_HOME>/wso2/business-process/repository/deployment/server/jaggeryapps/bpmn-explorer/model
following model Jaggery scripts that use the BPMN REST API to retrieve data to display. The API sends AdminServices requests to the back-end and
retrieves data to render the HTML page.

Model Purpose

common.jag Relates to all the models. It retrieves and updates data that is common to all the pages and all the actions
performed by the back-end implementation of the BPMN Explorer.

loginModel.jag Creates a login failure message if previous logging activity failed.

myTasksModel.jag Retrieves all the tasks assigned to the logged-in user.

taskModel.jag Retrieves details of a specific task using the task ID.

claimModel.jag Generates the UI form for viewing claimable tasks.

claimableTaskModel.jag Retrieves the list of tasks that the logged-in user can claim.

completedTaskModel.jag Retrieves information (including attachments) of a selected completed task instance.
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historicTasksModel.jag Lists the completed tasks in the Completed Tasks tab.

processModel.jag Retrieves all deployed BPMN processes.

reportModel.jag Retrieves necessary information (i.e., tasks list, users list, etc.) to generate reports.

searchModel.jag Retrieves instances based on search queries.

taskModel.jag Retrieves information on deployed BPMN tasks (e.g., attachments, metadata, etc.)

statsModel.jag Generates statistical charts for reports. 

Views

Views specify how to render the HTML body of the information retrieved in the . Views are configured via Jaggery files located in the associated Model <EI
 directory._HOME>/wso2/business-process/repository/deployment/server/jaggeryapps/bpmn-explorer/template

Controllers
Controller Jaggery files are located in the <EI_HOME>/wso2/business-process/repository/deployment/server/jaggeryapps/bpmn-explo

 directory. They are used to connect the Jaggery scripts that generate subparts of each page. When the server receives a request, itrer/controller
maps it to a particular controller via URL mappings as follows.

URL Mapping Corresponding HTML Page

/login/* loginController.jag Login page

/myTasks/* myTasksController.jag My tasks

/task/* taskController.jag -

/auth/* authenticator.jag -

/logout/* logout.jag -

/send/* communication.jag -

/process/* processController.jag Processes

/claimableTask/* claimableTaskController.jag Claimable task view

/claimTask/* claimTaskController.jag Claim tasks

/startProcess/* startProcessController.jag -

/historicTasks/* historicTasksController.jag Completed tasks

/stats/* statsController.jag -

/completedTask/* completedTaskController.jag Completed task view

/search/* searchController.jag Search

/reports/* reportController.jag Reports

Loading the process diagram 

The <EI_HOME>/wso2/business-process/repository/deployment/server/jaggeryapps/bpmn-explorer/assets/wsRequest.js file loa
ds the BPMN process diagram for the corresponding process instance in the BPMN Explorer. This avoids the need to authenticate again when viewing the
process diagram. It contains the following methods.

Method Purpose

requestBPS Creates a SOAP request to the backend server.

The following controllers are special purpose controllers that do not provide HTML pages. Instead, they perform actions on behalf of the user.

taskController - performs control actions related to tasks.
authenticator - performs authentication of the user by logging in to the server through the AuthenticationAdmin service.
logout - performs logging out from the back-end server on behalf of the user.
communication - performs control actions related to communication among components.
startProcessController  - performs control actions related to the starting process of tasks.
statsController - performs control actions related to statistics.
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getBPMNProcessDiagram Creates the SOAP payload to retrieve the process diagram.

Deploying on an external server

You can deploy the BPMN Explorer on an external server separate from WSO2 EI. To do this, you need to configure the BPMN Explorer location in the <E
 file. Also, youconfig/config.jsonI_HOME>/wso2/business-process/repository/deployment/server/jaggeryapps/bpmn-explorer/

need to configure the tenant domain in this file if you use the tenant mode of the server.

Adding internationalization and localization

The following steps show an example of how to localize the BPMN Explorer.

Changing the Web Browser settings

Set the language of your Web Browser to the preferred one. For example, in Google Chrome, click   -> ->  menu.Settings Advanced Languages

Click , and then click .Language Add Language

Search and select , and click .Bulgarian ADD
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You view the Bulgarian language added to the list of lanuguages. 
If you have the  file also in the locale_en.json <EI_HOME>/wso2/business-process/repository/deployment/server/jaggeryapp

then click  and then click  to give the highest priority to the Bulgarian directory, s/bpmn-explorer/config/locales Bulgarian Move to the top
language. 

Set the encoding type of your Web Browser to UTF-8.

Localizing strings in the resource files

The resource files in the  <EI_HOME>/wso2/business-process/repository/deployment/server/jaggeryapps/bpmn-explorer/config/l
 directory store the localization strings defined in  files according to the Web Browser locale (e.g.,  ).ocales .jag locale_en.json

To localize the BPMN Explorer, you need to localize the strings defined in these resource files as follows.

Create a new file by the name   inside the locale_{lolcaleCode}.json <EI_HOME>/wso2/business-process/repository/deploymen
 directory. t/server/jaggeryapps/bpmn-explorer/config/locales

You might not want to do this based on your Web Browser and its version. For example, the Encoding menu has been removed from
.Google Chrome version 55 and above, and Chrome will do auto-encoding detection now

For example, if the language you set as the highest priority in the Browser is Bulgarian, the locale code is ' ' and the file name shouldbg
be  .locale_bg.json

https://productforums.google.com/forum/#!topic/chrome/2JIo6Yu7K-I;context-place=forum/chrome
https://productforums.google.com/forum/#!topic/chrome/2JIo6Yu7K-I;context-place=forum/chrome
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Create the key-value pairs in the <EI_HOME>/wso2/business-process/repository/deployment/server/jaggeryapps/bpmn-explo
 file, and change the values of the key-value pairs to match the language.rer/config/locales/locale_bg.json

For example, a section of a sample   file is shown below.locale_bg.json

locale_bg.json

{
...
"dashboard":"",
"my.tasks.title":" ",
"tasks":"",
"welcome.msg":"      BPMN Explorer. ,        ,     .",
"processes":"",
"monitoring":"",
"reports":"",
"search":"",
 "logout":"   ",
...
}

Start the Business Process profile of WSO2 EI and open the BPMN Explorer web application in your Browser ( //<HOST-NAME>:9445/bphttps:
mn-explorer), and log in to it. You view the UI of the BPMN Explorer is now changed to Bulgarian.

Changing the Default Databases for BPMN and BPEL

When you use the Business Process profile in WSO2 EI, two separate databases are required for storing data specific to BPMN and BPEL. This is in
addition to the . By default, the Business Process profile is shipped with embedded H2 databases for this purpose:default Carbon database

activiti.h2.db: For BPMN-specific data.
jpadb.h2.db: For BPEL-specific data.

These databases are stored in the   directory.<EI_HOME>/wso2/business-process/repository/database

Given below are the steps you need to follow in order to change the default BPMN and BPEL databases.

Setting up the database
Creating the datasource connection

Creating the datasource connection for the BPEL database
Creating the datasource connection for the BPMN database

Creating database tables
Creating database tables in the BPEL database 
Creating database tables in the BPMN database 
Create database tables when the server starts

Setting up the database

You can set up two databases of the following types:

Setting up a MySQL database
Setting up an MS SQL database
Setting up an Oracle database

You can copy the required key-value pairs from the <EI_HOME>/wso2/business-process/repository/deployment/server/
 file, which is the defualt resource file for Jaggery, andjaggeryapps/bpmn-explorer/config/locales/locale_en.json

change the values to match the Bulgarian language accordingly.

For instructions on changing the default Carbon database, see  in the WSO2 Product Administration Guide.Changing the Carbon Database

https://docs.wso2.com/display/ADMIN44x/Working+with+Databases
https://docs.wso2.com/display/ADMIN44x/Setting+up+MySQL
https://docs.wso2.com/display/ADMIN44x/Setting+up+Microsoft+SQL
https://docs.wso2.com/display/ADMIN44x/Setting+up+Oracle
https://docs.wso2.com/display/ADMIN44x/Changing+the+Carbon+Database
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Setting up an IBM DB2 database
Setting up a Derby database
Setting up a PostgreSQL database

Creating the datasource connection

A datasource is used to establish the connection to a database. By default, datasource connections for the BPEL and BPMN databases are configured in
the  default  H2 databases, which areactiviti datasources xml and datasources  files respectively. These datasource configurations point to the- . bps- .xml
shipped with the product. After setting up new databases to replace the default H2 databases, you can either change the default configurations in the
above-mentioned files or configure new datasources.

Creating the datasource connection for the BPEL database

Follow the steps below.

Open the < file and locate the   configuEI_HOME>/wso2/business-process/conf/datasources/ datasources  bps- .xml <datasource>
ration element.
You simply have to update the url pointing to your database, the username and password required to access the database. See the following
examples:
MySQL

<datasource>
       <name>BPS_DS</name>
       <description></description>
       <jndiConfig>
           <name>jdbc/bpsds</name>
       </jndiConfig>
       <definition type="RDBMS">
           <configuration>
               <url>jdbc:mysql://localhost:3306/jpadb</url>
               <username>wso2carbon</username>
               <password>wso2carbon</password>
               <driverClassName>com.mysql.jdbc.Driver</driverClassName>
               <maxActive>80</maxActive>
               <maxWait>60000</maxWait>
               <minIdle>5</minIdle>
               <testOnBorrow>true</testOnBorrow>
               <validationQuery>SELECT 1</validationQuery>
               <validationInterval>30000</validationInterval>
       <defaultAutoCommit>true</defaultAutoCommit>
           </configuration>
       </definition>
</datasource>

MS SQL

https://docs.wso2.com/display/ADMIN44x/Setting+up+IBM+DB2
https://docs.wso2.com/display/ADMIN44x/Setting+up+Derby
https://docs.wso2.com/display/ADMIN44x/Setting+up+PostgreSQL
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<datasource>
    <name>BPS_DS</name>
    <description></description>
    <jndiConfig>
           <name>jdbc/bpsds</name>
    </jndiConfig>
    <definition type="RDBMS">
           <configuration>
              <url>jdbc:sqlserver://<IP>:1433;databaseName=jpadb</url>
              <username>wso2carbon</username>
              <password>wso2carbon</password>
             
<driverClassName>com.microsoft.sqlserver.jdbc.SQLServerDriver</driverCl
assName>
              <maxActive>50</maxActive>
              <maxWait>60000</maxWait>
     <minIdle>5</minIdle>
              <testOnBorrow>true</testOnBorrow>
              <validationQuery>SELECT 1</validationQuery>
              <validationInterval>30000</validationInterval>
     <defaultAutoCommit>true</defaultAutoCommit>
           </configuration>
    </definition>
</datasource>       

Oracle

<datasource>
     <name>BPS_DS</name>
  <description></description>
     <jndiConfig>
         <name>bpsds</name>
     </jndiConfig>
     <definition type="RDBMS">
         <configuration>
           
<driverClassName>oracle.jdbc.driver.OracleDriver</driverClassName>
            <url>jdbc:oracle:thin:@localhost:1521/jpadb</url>
            <maxActive>100</maxActive>
            <maxWait>60000</maxWait>
            <minIdle>5</minIdle>
            <testOnBorrow>true</testOnBorrow>
            <validationQuery>SELECT 1 FROM DUAL</validationQuery>
            <validationInterval>30000</validationInterval>
            <username>scott</username>
            <password>tiger</password>
            <defaultAutoCommit>true</defaultAutoCommit>
         </configuration>
     </definition>
</datasource>

IBM



WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 656

2.  

<datasource>
      <name>BPS_DS</name>
      <description></description>
      <jndiConfig>
            <name>jdbc/bpsds</name>
      </jndiConfig>
      <definition type="RDBMS">
            <configuration>
                <url>jdbc:db2://SERVER_NAME:PORT/jpadb</url>
                <username>regadmin</username>
                <password>regadmin</password>
               
<driverClassName>com.ibm.db2.jcc.DB2Driver</driverClassName>
                <maxActive>80</maxActive>
                <maxWait>360000</maxWait>
                <minIdle>5</minIdle>
                <testOnBorrow>true</testOnBorrow>
                <validationQuery>SELECT 1</validationQuery>
                <validationInterval>30000</validationInterval>
    <defaultAutoCommit>true</defaultAutoCommit>
            </configuration>
      </definition>
</datasource>

Derby

<datasource>
     <name>BPS_DS</name>
     <description></description>
     <jndiConfig>
         <name>jdbc/bpsds</name>
     </jndiConfig>
     <definition type="RDBMS">
         <configuration>
               <url>jdbc:derby://localhost:1527/jpadb;create=true</url>
               <username>wso2carbon</username>
               <password>wso2carbon</password>
              
<driverClassName>org.apache.derby.jdbc.EmbeddedDriver</driverClassName>
               <maxActive>80</maxActive>
               <maxWait>60000</maxWait>
               <minIdle>5</minIdle>
               <testOnBorrow>true</testOnBorrow>
               <validationQuery>SELECT 1</validationQuery>
               <validationInterval>30000</validationInterval>
      <defaultAutoCommit>true</defaultAutoCommit>
         </configuration>
     </definition>
</datasource>

PostgreSQL
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<datasource>
      <name>BPS_DS</name>
      <description></description>
      <jndiConfig>
            <name>jdbc/bpsds</name>
      </jndiConfig>
      <definition type="RDBMS">
            <configuration>
                <url>jdbc:postgresql://localhost:5432/jpadb</url>
                <username>wso2carbon</username>
                <password>wso2carbon</password>
               
<driverClassName>org.postgresql.Driver</driverClassName>
                <maxActive>80</maxActive>
                <maxWait>60000</maxWait>
                <minIdle>5</minIdle>
                <testOnBorrow>true</testOnBorrow>
                <defaultAutoCommit>false</defaultAutoCommit>
                <validationInterval>30000</validationInterval>
    <defaultAutoCommit>true</defaultAutoCommit>
           </configuration>
       </definition>
</datasource>
 
 

Optionally, you can update the configuration elements given below for your database connection.

Element Description

maxActive The maximum number of active connections that can be allocated at the same time from this pool. Enter
any negative value to denote an unlimited number of active connections.

maxWait The maximum number of milliseconds that the pool will wait (when there are no available connections) for
a connection to be returned before throwing an exception. You can enter zero or a negative value to wait
indefinitely.

minIdle The minimum number of active connections that can remain idle in the pool without extra ones being
created, or enter zero to create none.

testOnBorrow   The indication of whether objects will be validated before being borrowed from the pool. If the object fails
to validate, it will be dropped from the pool, and another attempt will be made to borrow another.

validationQuery The SQL query that will be used to validate connections from this pool before returning them to the caller.

validationInterval The indication to avoid excess validation, and only run validation at the most, at this frequency (time in
milliseconds). If a connection is due for validation but has been validated previously within this interval, it
will not be validated again.

defaultAutoCommit Specifies whether each SQL statement should be automatically committed when it is completed. It is
recommended to disable auto committing by setting this property to .true

Creating the datasource connection for the BPMN database

Follow the steps below.

Open the < file and locate the   EI_HOME>/wso2/business-process/conf/datasources/ datasources  activiti- .xml <datasource>
configuration element.
You simply have to update the url pointing to your database, the user name and password required to access the database. See the following
examples:
MySQL

For more information on other parameters that can be defined in the <EI_HOME>/wso2/business-process/conf/datasources/
 file, see  .master-datasources.xml Tomcat JDBC Connection Pool

http://tomcat.apache.org/tomcat-7.0-doc/jdbc-pool.html#Tomcat_JDBC_Enhanced_Attributes
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<datasource>
       <name>ACTIVITI_DB</name>
       <description></description>
       <jndiConfig>
           <name>jdbc/ActivitiDB</name>
       </jndiConfig>
       <definition type="RDBMS">
           <configuration>
               <url>jdbc:mysql://localhost:3306/activiti</url>
               <username>wso2carbon</username>
               <password>wso2carbon</password>
               <driverClassName>com.mysql.jdbc.Driver</driverClassName>
               <maxActive>80</maxActive>
               <maxWait>60000</maxWait>
               <minIdle>5</minIdle>
               <testOnBorrow>true</testOnBorrow>
               <validationQuery>SELECT 1</validationQuery>
               <validationInterval>30000</validationInterval>
      <defaultAutoCommit>true</defaultAutoCommit>
           </configuration>
       </definition>
</datasource>

MS SQL

<datasource>
    <name>ACTIVITI_DB</name>
    <description></description>
    <jndiConfig>
           <name>jdbc/ActivitiDB</name>
    </jndiConfig>
    <definition type="RDBMS">
           <configuration>
             
<url>jdbc:sqlserver://<IP>:1433;databaseName=activiti</url>
              <username>wso2carbon</username>
              <password>wso2carbon</password>
             
<driverClassName>com.microsoft.sqlserver.jdbc.SQLServerDriver</driverCl
assName>
              <maxActive>50</maxActive>
              <maxWait>60000</maxWait>
     <minIdle>5</minIdle>
              <testOnBorrow>true</testOnBorrow>
              <validationQuery>SELECT 1</validationQuery>
              <validationInterval>30000</validationInterval>
     <defaultAutoCommit>true</defaultAutoCommit>
           </configuration>
    </definition>
</datasource>       

Oracle
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<datasource>
     <name>ACTIVITI_DB</name>
  <description></description>
     <jndiConfig>
         <name>ActivitiDB</name>
     </jndiConfig>
     <definition type="RDBMS">
         <configuration>
           
<driverClassName>oracle.jdbc.driver.OracleDriver</driverClassName>
            <url>jdbc:oracle:thin:@localhost:1521/activiti</url>
            <maxActive>100</maxActive>
            <maxWait>60000</maxWait>
            <minIdle>5</minIdle>
            <testOnBorrow>true</testOnBorrow>
            <validationQuery>SELECT 1 FROM DUAL</validationQuery>
            <validationInterval>30000</validationInterval>
            <username>scott</username>
            <password>tiger</password>
            <defaultAutoCommit>true</defaultAutoCommit>
         </configuration>
     </definition>
</datasource>

IBM

<datasource>
      <name>ACTIVITI_DB</name>
      <description></description>
      <jndiConfig>
            <name>jdbc/ActivitiDB</name>
      </jndiConfig>
      <definition type="RDBMS">
            <configuration>
                <url>jdbc:db2://SERVER_NAME:PORT/activiti</url>
                <username>regadmin</username>
                <password>regadmin</password>
               
<driverClassName>com.ibm.db2.jcc.DB2Driver</driverClassName>
                <maxActive>80</maxActive>
                <maxWait>360000</maxWait>
                <minIdle>5</minIdle>
                <testOnBorrow>true</testOnBorrow>
                <validationQuery>SELECT 1</validationQuery>
                <validationInterval>30000</validationInterval>
    <defaultAutoCommit>true</defaultAutoCommit>
            </configuration>
      </definition>
</datasource>

Derby
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<datasource>
     <name>ACTIVITI_DB</name>
     <description></description>
     <jndiConfig>
         <name>jdbc/ActivitiDB</name>
     </jndiConfig>
     <definition type="RDBMS">
         <configuration>
              
<url>jdbc:derby://localhost:1527/activiti;create=true</url>
               <username>wso2carbon</username>
               <password>wso2carbon</password>
              
<driverClassName>org.apache.derby.jdbc.EmbeddedDriver</driverClassName>
               <maxActive>80</maxActive>
               <maxWait>60000</maxWait>
               <minIdle>5</minIdle>
               <testOnBorrow>true</testOnBorrow>
               <validationQuery>SELECT 1</validationQuery>
               <validationInterval>30000</validationInterval>
      <defaultAutoCommit>true</defaultAutoCommit>
         </configuration>
     </definition>
</datasource>

PostgreSQL

<datasource>
      <name>ACTIVITI_DB</name>
      <description></description>
      <jndiConfig>
            <name>jdbc/ActivitiDB</name>
      </jndiConfig>
      <definition type="RDBMS">
            <configuration>
                <url>jdbc:postgresql://localhost:5432/activiti</url>
                <username>wso2carbon</username>
                <password>wso2carbon</password>
               
<driverClassName>org.postgresql.Driver</driverClassName>
                <maxActive>80</maxActive>
                <maxWait>60000</maxWait>
                <minIdle>5</minIdle>
                <testOnBorrow>true</testOnBorrow>
                <defaultAutoCommit>false</defaultAutoCommit>
                <validationInterval>30000</validationInterval>
    <defaultAutoCommit>true</defaultAutoCommit>
           </configuration>
       </definition>
</datasource>

Optionally, you can update the configuration elements given below for your database connection.

Element Description

maxActive The maximum number of active connections that can be allocated at the same time from this pool. Enter
any negative value to denote an unlimited number of active connections.

maxWait The maximum number of milliseconds that the pool will wait (when there are no available connections) for
a connection to be returned before throwing an exception. You can enter zero or a negative value to wait
indefinitely.
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minIdle The minimum number of active connections that can remain idle in the pool without extra ones being
created, or enter zero to create none.

testOnBorrow   The indication of whether objects will be validated before being borrowed from the pool. If the object fails
to validate, it will be dropped from the pool, and another attempt will be made to borrow another.

validationQuery The SQL query that will be used to validate connections from this pool before returning them to the caller.

validationInterval The indication to avoid excess validation, and only run validation at the most, at this frequency (time in
milliseconds). If a connection is due for validation but has been validated previously within this interval, it
will not be validated again.

defaultAutoCommit Specifies whether each SQL statement should be automatically committed when it is completed. It is
recommended to disable auto committing by setting this property to .true

Creating database tables

To create the database tables, connect to the databases that you created earlier and run the scripts provided in the product pack.

Creating database tables in the BPEL database 

Several db scripts are provided to create the necessary tables in the BPEL database:

Create: These scripts are stored in the  directory.<EI_HOME>/wso2/business-process/dbscripts/bps/bpel/create
Drop: These scripts are stored in the   directory.<EI_HOME>/wso2/business-process/dbscripts/bps/bpel/drop
Truncate: These scripts are stored in the   directory.<EI_HOME>/wso2/business-process/dbscripts/bps/bpel/truncate
Upgrade: These scripts are stored in the   directory.<EI_HOME>/wso2/business-process/dbscripts/bps/bpel/upgrade

To create the necessary database tables:

Connect to the database and run the above scripts. For example, shown below is how to  data in a  database.create MySQL

mysql -u root -p -DBPS_DS <
'<EI_HOME>/wso2/business-process/dbscripts/bps/bpel/create/mysql.sql';

Restart the server.

Creating database tables in the BPMN database 

Several db scripts are provided to create the necessary tables in the BPMN database:

Create: These scripts are stored in the   directory.<EI_HOME>/wso2/business-process/dbscripts/bps/bpmn/create
Drop: These scripts are stored in the   directory.<EI_HOME>/wso2/business-process/dbscripts/bps/bpmn/drop
Metadata: These scripts are stored in the   directory.<EI_HOME>/wso2/business-process/dbscripts/bps/bpmn/metadata
Upgrade: These scripts are stored in the   directory.<EI_HOME>/wso2/business-process/dbscripts/bps/bpmn/upgrade

To create the necessary database tables:

Connect to the database and run the above scripts. For example, execute the following scripts to   data in a   database.create MySQL
activiti.mysql.create.engine.sql
activiti.mysql.create.history.sql
activiti.mysql.create.identity.sql
activiti.mysql.create.substitute.sql

Shown below is how the script for creating identity data is executed:

mysql -u root -p -DBPS_DS <
'<EI_HOME>/wso2/business-process/dbscripts/bps/bpmn/create/activiti.mys
ql.create.identity.sql';

For more information on other parameters that can be defined in the <EI_HOME>/wso2/business-process/conf/datasources/
 file, see  .master-datasources.xml Tomcat JDBC Connection Pool

http://tomcat.apache.org/tomcat-7.0-doc/jdbc-pool.html#Tomcat_JDBC_Enhanced_Attributes
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Create database tables when the server starts

You can create database tables automatically  by using the   parameter as follows:when starting the product for the first time -Dsetup

For Windows: <EI_HOME>/wso2/business-process/bin/wso2server.bat -Dsetup
For Linux: <EI_HOME>/wso2/business-process/bin/wso2server.sh -Dsetup

Cleaning-up Business Process Management Artifacts

The following are tools available to support cleaning up artifacts related to administration and maintenance tasks.

Process Instance Cleanup
Retired BPEL Package Cleanup
Database Clean-up Scripts

Process Instance Cleanup

Configure process instance cleanup. A large number of process instance data will be accumulated in the BPEL engine's persistence storage if processes
are persisted. Process instance cleanup is used to reduce performance overhead introduced by database size. The process instance cleanup feature can
be configured with periodic cleanup tasks based on various process instance properties, to remove data from WSO2 EI persistence storage.

The 'Schedules' section in bps.xml can be used to configure instance cleanup. The 'Schedules' section can contain multiple 'Schedule' elements with
multiple 'cleanup' elements. In each 'Schedule' element, the attribute 'when' states the time that the instance cleanup task gets executed. Time is
configured using  Inside the cleanup element, filtercron expressions ( ).http://www.quartz-scheduler.org/documentation/quartz-1.x/tutorials/crontrigger
elements can be used with various instance properties, which help select the instance to be deleted.

For example, the following code schedule is configured to initiate a cleanup task at 5:11 PM every day to clean completed process instances.

<tns:Schedules>
    <tns:Schedule when="0 11 17 * * ?">
           <tns:cleanup>
                <tns:filter><![CDATA[status=completed]]></tns:filter>
           </tns:cleanup>
    </tns:Schedule>
</tns:Schedules>

Retired BPEL Package Cleanup

This topic expands on the command line tool used to selectively cleanup RETIRED BPEL packages. This tool can be used to completely remove unwanted
process instances along with the RETIRED package(s).  

Update the following configuration settings in the process-cleanup.properties file which is located in the EI_HOME/wso2/repository/conf directory.

Warning: Do not retire the last active version of the BPEL when using the cleanup tool.

http://www.quartz-scheduler.org/documentation/quartz-1.x/tutorials/crontrigger
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##EI database connection information referred from EI-datasources.xml
file
user.timezone=GMT
clientTrustStorePath=/home/wso2/EI/repository/resources/security/wso2ca
rbon.jks
clientTrustStorePassword=wso2carbon
clientTrustStoreType=JKS
#tenat context eg: tenant mode;
tenant.context=https://localhost:9443/t/abc.com
tenant.context=https://localhost:9443
#EI super admin's login credentials
wso2.EI.username=admin
wso2.EI.password=admin
## Set this option true if instances need to be removed along with
processes
delete.instances=false
## Available Filters for Instance States : ACTIVE, COMPLETED,
SUSPENDED, TERMINATED, FAILED
## Listing process instances having the defined filter state
process.filterStates=COMPLETED,TERMINATED,FAILED

Execute the   (  for Windows) script which is located in the   directory to run the tool.processcleanuptool.sh processcleanuptool.bat EI_HOME/bin

List of instances shown in instance information page

Running the package cleanup tool
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Database Clean-up Scripts

The BPS profile of WSO2 Enterprise Integrator (WSO2 EI) is shipped with cleanup scripts that can remove completed instances of BPEL, BPMN, and
Human Task processes. These scripts can be executed within a . predefined time interval You can either  or remove all completed processes remove a

.selected user's processes

WSO2 EI provides cleanup scripts for the following databases:  , MySQL Oracle,  , and MSSQL .PostgreSQL

Remove all completed process instances

EI server should be in running state until the cleanup job is fully completed. I.e., if the filter states are defined as "process.fi
" and if a retired package contains instances in  lterStates=COMPLETED,TERMINATED,FAILED ACTIVE

or  state, the package will not be listed.  SUSPENDED

Database settings in the   file and in the  file should match.process-cleanup.properties datasources.properties

The cleanup tool can be configured to delete the instances along with the package or delete only the package and keep the instance data by
configuring the delete.instances property. This is done in order to prevent important instance data loss.

Currently this tool supports only Oracle, MySQL and Microsoft SQL Server database types. You need to restart the server after running a
cleanup task. 

Use the user.timezone property to configure the correct time zone. This is particularly necessary when Oracle is used as the EI database.
You can find the DB timezone settings by executing the query select sessiontimezone from dual in Oracle.

If you are using the clean-up scripts to delete the active process instances, stop the server before executing the clean-up scripts.

You can use this method of removing all completed process instances to control your database from growing in size. By doing so, the database
lookup time can be reduced significantly. This applies to BPMN processes, BPEL processes, as well as Human Tasks.

If you want to remove selected BPMN processes from the database, go to General Data Protection Regulation (GDPR) for WSO2 EI. To remove
selected BPEL processes, or Human Tasks, go to the  on this page.next section
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You can remove all instances of completed BPMN, BPEL, and Human Task processes by using one of the scripts listed below. These scripts are stored
separately in the  and  folders of the bpmn bpel  directory. <EI_HOME>/wso2/business-process/repository/resources/cleanup-scripts/ Not
e that the scripts in the bpel folder will remove both bpel and human task process instances.

Be sure to pick the script that is relevant to your database type from the relevant folder (bpmn, or bpel).

Scripts

mssql_clean.sql

mysql_clean.sql

oracle_clean.sql

postgres_clean.sql

Remove selected BPEL processes/Human Tasks

If you are using  processes and  you can select the required (completed) process instances, and remove them individually (instead ofBPEL Human Tasks,
removing  ). This can be done using a special set of scripts that are stored in the  , and  folders of the all the completed process instances bpel  humantask <E

 directory.I_HOME>/wso2/business-process/repository/resources/cleanup-scripts/

Follow the steps given below.

Go to the relevant folder (bpel or humantask) in the <EI_HOME>/wso2/business-process/repository/resources/cleanup-scripts/ 
 the script that is relevant to your database type. For example, if your database is MySQL, select the directory and open mysql_clean_by_id.s

 script.ql

Scripts

mssql_clean_by_id.sql

mysql_clean_by_id.sql

oracle_clean_by_id.sql

postgresql_clean_by_id.sql

Update the selected file with the ID of the bpel process or the human task that you want to remove.
Execute the script.

Verify that the process/task information is removed from the tables in your database.

General Data Protection Regulation (GDPR) for WSO2 EI

WSO2 Enterprise Integrator (WSO2 EI) consists of four profiles (ESB, Message Broker, Business Process Server, and Analytics) that can persist a user's
personally identifiable information (PII) in various sources, namely log files and RDBMSs. However, organizations that use WSO2 EI have a legal obligation
to remove all instances of a user's PII from the system if the relevant user requests. For example, consider a situation where an employee resigns from the
organization and, thereby, requests the organization to remove all instances of one's PII from the organization's system. You can fulfill this requirement by
anonymizing the user's PII in the system, or (in some cases) by completely removing such PII from the system.

See the topics given below for instructions on how to remove PII from each profile of WSO2 EI.

What is GDPR?
How WSO2 EI persists a user's PII
Tools for removing PII in WSO2 EI
Prerequisites for removing PII
Removing PII from the ESB profile

Anonymizing PII references
Deleting original (archived) log files

Removing PII from the BPS profile
Anonymizing PII in the BPMN (activiti) component
Deleting original (archived) log files
Removing Human Task and BPEL process instances

Removing PII from the Analytics profile

What is GDPR?

The General Data Protection Regulation (GDPR) is a new legal framework that was formalized by the European Union (EU) in 2016. It comes into effect
from 28, May 2018. GDPR requires any organization that processes Personally Identifiable Information (PII) of individuals who live in Europe, to be
compliant with the regulations. Organizations that fail to demonstrate GDPR compliance are subjected to financial penalties.
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How WSO2 EI persists a user's PII

Each profile of WSO2 EI persists user information in various different sources as explained below.

ESB Profile The ESB profile can persist PII in various log files (carbon logs, audit logs, API logs, and service-specific logs) depending on the
mediation logic defined. The ESB  persist a user's PII in any RDBMS by default.does not

BPS Profile The BPS profile of WSO2 EI contains three main components: , , and . These components will persist aBPMN BPEL Human Tasks
user's PII in various ways as explained below.

If you have workflows defined in any one of the above components or all of them, PII of users will get stored in the relevant RD
.BMS

All three components will also persist user information in (carbon logs and audit logs)log files .

Message Broker
Profile

The Message Broker profile does not persist any PII in any way.

Analytics
Profile

The Analytics profile of WSO2 EI uses event streams, which contain user information (PII) in its schemas. This data is stored in two
separate RDBMSs dedicated for the Analytics profile.

By default, when you start the Analytics profile, two H2 databases will be created for this purpose. However, when you move to a
production environment, it is recommended to change these to industry-grade RDBMSs. You need to create the connection to the
new databases from the profile by configuring the  file (stored in the analytics-datasources.xml <EI_HOME>/wso2/analyti

 directory.cs/conf/datasources/

Tools for removing PII in WSO2 EI

The following tools are shipped with WSO2 EI:

WSO2 EI is shipped with the  , which can anonymize a user's PII in log files and RDBMSs by replacing all occurrences of theForget-Me Tool
deleted user with either a randomly generated UUID value or a specified pseudonym. This tool is stored in the <EI_HOME>/wso2/tools/forge

 directory of WSO2 EI. Find out about all the capabilities of the Forget-Me tool from .t-me/ here
 In the case of log files, note that the Forget-Me Tool does not replace PII values in the actual log files. Instead, the tool will create aImportant!

new set of log files with anonymized PII values. The organization can then remove the original log files.

In addition to this tool, the BPS profile also contains a set of SQL scripts that can remove PII by completely removing any process instances
associated with a particular user. This method is only applicable to BPEL and Human Task processes.

Prerequisites for removing PII

As explained in , the ESB profile and the BPS profile will store user information in log files. Note that we can only removeHow WSO2 EI persists a user's PII
a deleted user's PII from archived log files, and not the live log files that are connected to the system.

Do you want to learn more about GDPR?
If you are new to GDPR, we recommend that you take a look at our tutorial series on Creating a Winning GDPR Strategy.

Part 1 - Introduction to GDPR
Part 2 - 7 Steps for GDPR Compliance
Part 3 - Identity and Access Management to the Rescue
Part 4 - GDPR Compliant Consent Design

For more resources on GDPR, see the white papers, case studies, solution briefs, webinars, and talks published on our WSO2 GDPR
. You can also find the original GDPR legal text .homepage here

What are the RDBMSs used by the BPS profile?
The BPS profile uses two separate databases dedicated to BPMN data and BPEL/Human Task data respectively.
By default, these are two H2 databases that are shipped with the product. You can find out more about these
databases from .here

If you want to use the Forget-Me tool to remove PII in multiple WSO2 products at the same time, you can use the standalone version of
the tool.
For information on how to build and run the Forget-Me tool in standalone mode, see Removing References to Deleted User Identities in
WSO2 Products in the WSO2 Administration Guide.

https://docs.wso2.com/display/ADMIN44x/Removing+References+to+Deleted+User+Identities+in+WSO2+Products
https://wso2.com/library/article/2017/12/introduction-to-gdpr/
https://wso2.com/library/article/2017/12/7-steps-for-gdpr-compliance/
https://wso2.com/library/article/2018/2/identity-and-access-management-to-the-rescue/
https://wso2.com/library/articles/2018/03/creating-a-winning-gdpr-strategypart-4-gdpr-compliant-consent-design/
https://wso2.com/solutions/regulatory-compliance/gdpr/
https://wso2.com/solutions/regulatory-compliance/gdpr/
http://eur-lex.europa.eu/legal-content/en/TXT/?uri=CELEX%3A32016R0679
https://docs.wso2.com/display/ADMIN44x/Removing+References+to+Deleted+User+Identities+in+WSO2+Products
https://docs.wso2.com/display/ADMIN44x/Removing+References+to+Deleted+User+Identities+in+WSO2+Products
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1.  

2.  

Therefore, stored by the ESB profile and the BPMN component, be sure that the relevant user has been inactive in thebefore you start removing PII 
system for a sufficient amount of time. This will ensure that all of the user's PII contained in log files are successfully archived. You can then follow the
instructions given below to remove the user's PII references from the archived log files.

Removing PII from the ESB profile

Anonymizing PII references

You can use the  to remove references to personally identifiable information (PII) from logs in the ESB profile. Forget-Me Tool For example, consider a
proxy service that logs the username that is sent through a payload. A Log mediator can be used for this as shown below.

<log level="custom">
<property expression="//Authentication/username" name="USER_NAME"/>
</log>

The user name that is used when you invoke this query will be logged in the following log files: wso2carbon.log file, audit.log file, warn.log, and the service-
 that is enabled for the proxy service.specific log file

[EI-Core]  INFO - LogMediator USER_NAME = Sam

Let's look at how to anonymize the username value in log files.

Every log statement follows the same pattern where the "USER_NAME" keyword is followed by an actual username (in this example it is "Sam").
The regex pattern of this log statement will be as shown below. The Forget-Me Tool will use the below regex pattern to anonymize the username. 

This pattern should be added to the   file (stored in the   directoei-patterns.xml <EI_HOME>/wso2/tools/forget-me/conf/log-config/
ry).

<pattern key="pattern3">
      
<detectPattern>(.)*(USER_NAME)(.)*${username}(.)*</detectPattern>
       <replacePattern>${username}</replacePattern>
</pattern>

Update the  file (stored in the directory) as shown below. This file containsconfig.json <EI_HOME>/wso2/tools/forget-me/conf/
references to all the log files (except any ) in the system that store the above user information. If you have enabled aservice-specific log file
service-specific log file, you need to add that file name (see the element descriptions given below).

Before you begin,

Find out about .how the ESB profile stores a user's PII
See the .prerequisites for removing PII from the ESB
In the instructions given below, we will use a proxy service that logs PII to demonstrate how PII can be removed from the ESB profile.
However, please note that it is  to log PII from a proxy service.not recommended

https://docs.wso2.com/display/EI6xx/Creating+a+Proxy+Service#CreatingaProxyService-Enablinglogsforservices
https://docs.wso2.com/display/EI6xx/Creating+a+Proxy+Service#CreatingaProxyService-Enablinglogsforservices
https://docs.wso2.com/display/EI6xx/Creating+a+Proxy+Service#CreatingaProxyService-Enablinglogsforservices
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4.  
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b.  

{
 "processors" : [ 
   "log-file"
 ],
 "directories": [
   {
     "dir": "log-config",
     "type": "log-file",
     "processor" : "log-file",
     "log-file-path" : "<EI_HOME>/repository/logs",
     "log-file-name-regex" : "(audit.log|warn.log|wso2carbon.log)(.)*"
   }
 ]
}

The elements in the above configuration are explained below.
"processors": The processors listed for this element specifies whether the tool will on log files, RDBMSs, or analytics streams. In the
case of the ESB profile, we only need to remove PII from log files, and therefore, the processor is set to "log-file".
"directories": This element lists the directories that correspond to the processors. In the case of the ESB profile, we need to specify the
directories that store log files.
"log-file-path": This specifies the directory path to the log files. Note that all the relevant log files are stored in the <EI_HOME>/reposi

 directory.tory/logs/

"log-file-name-regex": This gives the list of log files (stored in the log-file-path) that will persist the user's PII. Note that the above
log-file-name-regex includes the audit.log, warn.log, and wso2carbon.log files,  the archived files of the same logs. If you haveas well as
enabled a ,  the file name to this list.service-specific log file be sure to add

Open a command prompt and navigate to the  directory.<EI_HOME>/bin
Execute the following command to anonymize the user information that was added to the ei-patterns.xml file.

On Linux:

./forgetme.sh -U Sam

On Windows:

forgetme.bat -U

This will result in the following:
Copies will be created of all the log files specified in the config.json file.  : The following is the format of the log copy anon-<time_stamp

. , >-<original_log_name>.log  For example .anon-1520946791793-warn.log
The PII will be anonymized in the copies. The log files will display the user information as a pseudonym.

[EI-Core]  INFO - LogMediator USER_NAME =
86c3bfd9-f97c-4b08-9f15-772dcb0c1c

Be sure to replace the "log-file-path" value with the correct absolute path to the location where the log files are stored. If you
are , be sure to use the forward slash ("/") instead of the back slash ("\"). For example: on Windows C:/Users/Administra

.tor/Desktop/wso2ei-6.2.0/repository/log

For the list of commands you can run using the Forget-Me tool, see this link.

https://docs.wso2.com/display/EI6xx/Creating+a+Proxy+Service#CreatingaProxyService-Enablinglogsforservices
https://docs.wso2.com/display/ADMIN44x/Removing+References+to+Deleted+User+Identities+in+WSO2+Products
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3.  

Deleting original (archived) log files

 It is the responsibility of the organization to remove the original log files that contain the user'sNote that the PII is not removed from the original log files.
PII.

Removing PII from the BPS profile

Let's look at how to anonymize/remove personally identifiable information (PII) stored by the three main components of the BPS profile (  component, BPMN
 component, and the  component).BPEL Human Task

Anonymizing PII in the BPMN ( ) componentactiviti

The PII references stored by the BPMN component can be removed from log files as well as the BPMN-specific database by using the .Forget-Me Tool

Follow the steps given below.

Add the relevant drivers for your BPMN-specific database to the   directory. For example, if you have<EI_HOME>/wso2/tools/forget-me/lib
 from the default H2 database to MySQL, copy the MySQL driver to this given directory.changed your BPMN database

Open the activiti datasources xml file (stored in the <EI_HOME>/wso2/tools/forget-me/conf/datasources/ directory), and specify the details of the- .
RDBMS that stores the metadata from BPMN workflows.
Update the   file ( stored in the   directory) as shown below. This file containsconfig.json <EI_HOME>/wso2/tools/forget-me/conf/
references to all the log files in the system, and the RDBMS that stores the user information form BPMN workflows.

{
 "processors" : [
   "log-file", "rdbms"
 ],
 "directories": [
   {
     "dir": "log-config",
     "type": "log-file",
     "processor" : "log-file",
     "log-file-path" :
"<EI_HOME>/wso2/business-process/repository/logs",
     "log-file-name-regex" : "(audit.log|warn.log|wso2carbon.log)(.)*"
   },
   {
    "dir": "sql",
    "type": "rdbms",
    "processor" : "rdbms"
    }
 ],
 "extensions": [
   {
     "dir": "datasources",
     "type": "datasource",
     "processor" : "rdbms"
   }
 ]
}

The elements in the above configuration are explained below.
"processors": The processors listed for this element specifies whether the tool will run for log files, RDBMSs, or analytics streams. In the
case of the BPMN component of the BPS profile, we need to remove PII from log files, as well as the BPMN-specific database.
Therefore, the processor is set to "log-file","rdbms".
"directories": This element lists the directories that correspond to the processors. In the case of the BPMN component, we need to
specify the directories that store log files, as well as the directory of the SQL scripts for the BPMN database. Therefore, the above
configuration contains two directories: "log-config" and "sql".
"log-file-path": This specifies the directory path to the logs. In this example, all the relevant log files for BPS are stored in the <EI_HOME

Before you begin,

Find out about how the BPS profile stores a user's PII.
See the .prerequisites for removing PII in the BPS profile



WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 670

3.  
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5.  

a.  

b.  
c.  

 directory. >/wso2/business-process/repository/logs/

"log-file-name-regex": This gives the list of log files (stored in the log-file-path) that will persist the user's PII. Note that the above
log-file-name-regex includes the audit.log, warn.log, and wso2carbon.log files,   the archived files of the same logs.as well as

Open a command prompt and navigate to the   directory.<EI_HOME>/bin
Run the tool using the following command:

On Linux:

./forgetme.sh -U <USERNAME>

On Windows:

forgetme.bat -U <USERNAME>

This will result in the following:
Copies will be created of all the log files specified in the config.json file.  : The following is the format of the log copy anon-<time_stamp

. , >-<original_log_name>.log  For example .anon-1520946791793-warn.log
The PII will be anonymized in the copies. The log files will display the user information as a pseudonym.
The user's PII will be removed from the BPMN database.

Deleting original (archived) log files

Note that the PII is not removed from the original log files. It is the responsibility of the organization to remove the original log files that contain the user's
PII.

Removing Human Task and BPEL process instances

If you are using Human Tasks and BPEL workflows in your BPS profile, you can remove a user's personally identifiable information (PII) from the BPS
instance by removing all process instances and task instances (associated with message exchanges) from the server.

WSO2 EI is shipped with a set of SQL scripts (stored in the   and   folders in the bpel humantask <EI_HOME>/wso2/business-process/repository/
 directory) that you can use for removing process instances and task instances from the BPS profile. resources/cleanup-scripts There are two ways

of doing this:

Remove all completed tasks/processes. This can be configured to a particular period.
Identify the processes/tasks that are specific to a given user ID, and remove them individually.

For instructions, see .BPS database cleanup

Removing PII from the Analytics profile

Shown below is an example data stream (used by the ESB profile) for product analytics. Note that the username, email and the date of birth are personally
identifiable information (PII) of the user.

Stream Name Attribute List

org.wso2.gdpr.students username
email
dateOfBirth

Be sure to replace the "log-file-path" value with the correct absolute path to the location where the log files are stored. If you
are on Windows, be sure to use the forward slash ("/") instead of the back slash :  ("\"). For example C:/Users/Administra

.tor/Desktop/wso2ei-6.2.0/repository/log

For the list of commands you can run using the Forget-Me tool, see this .link

Before you begin, find out about how the Analytics profile stores a user's PII.

https://docs.wso2.com/display/ADMIN44x/Removing+References+to+Deleted+User+Identities+in+WSO2+Products
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org.wso2.gdpr.students.marks username
marks

These PII references can be removed from the Analytics database by using the . Forget-Me Tool Follow the steps given below.

Add the relevant drivers for your Analytics-specific databases to the   directory. For example, if you<EI_HOME>/wso2/tools/forget-me/lib
have changed your Analytics databases from the default H2 instances to MySQL, copy the MySQL driver to this given directory.
Create a folder named 'streams' in the   directory. <EI_HOME>/wso2/tools/forget-me/conf/
Create a new file named streams.json with the content shown below, and store it in the /streams directory that you created in the previous step.
This file holds the details of the streams and the attributes with PII that we need to remove from the database.

{
    "streams": [
        {
            "streamName": "org.wso2.gdpr.students",
            "attributes": ["username", "email", "dateOfBirth"],
            "id": "username"
        },
        {
            "streamName": "org.wso2.gdpr.students.marks",
            "attributes": ["username"],
            "id": "username"
        }
    ]
}

The above configuration includes the following:
Stream Name: The name of the stream.
Attributes: The list of attributes that contain PII.
id: The ID attribute, which holds the value that needs to be anonymized (replaced with a pseudonym).

Update the   file ( stored in the   directory) as shown below.config.json <EI_HOME>/wso2/tools/forget-me/conf/

{
    "processors": [
        "analytics-streams"
    ],
    "directories": [
        {
            "dir": "analytics-streams",
            "type": "analytics-streams",
            "processor": "analytics-streams"
        }
    ]
}

Open a command prompt and navigate to the   directory.<EI_HOME>/bin
Run the tool using the following command:

On Linux:

./forgetme.sh -U <USERNAME> -carbon <EI_ANALYTICS_HOME>

On Windows:
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forgetme.bat -U <USERNAME> -carbon <EI_ANALYTICS_HOME>

For the list of commands you can run using the Forget-Me tool, see this .link

https://docs.wso2.com/display/ADMIN44x/Removing+References+to+Deleted+User+Identities+in+WSO2+Products
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Working with the ESB

The topics in this section provide information on how you can work with the ESB profile of WSO2 Enterprise Integrator (WSO2 EI).

Carrying Messages
Receiving Messages
Processing Messages
Sending Messages

Carrying Messages

A transport is responsible for carrying messages that are in a specific format. The ESB Profile of WSO2 Enterprise Integrator supports all the widely-used
 including HTTP/s, JMS, and VFS, and domain-specific transports like FIX. All ESB transports are directly or indirectly based on the Apachetransports

Axis2 transports framework. This framework provides two main interfaces that each transport implementation must implement.

org.apache.axis2.transport.TransportListener - Implementations of this interface specify how incoming messages are received and processed
before handing them over to the Axis2 engine for further processing.
org.apache.axis2.transport.TransportSender - Implementations of this interface specify how a message can be sent out from the Axis2 engine.

Each transport implementation has to implement the above two interfaces, and thereby, each transport generally contains a transport receiver/listener
implementation and a transport sender implementation. You configure, enable, and manage transport listeners and senders independently of each other.
For example, you could enable just the JMS transport sender without having to enable the JMS transport listener.

Configuring transports

The following sections describe how to globally configure . ESB Transports

Configuring transports
Configuring transports globally

Configuring using the axis2.xml file
Configuring using the catalina-server.xml file in the standalone mode 

Configuring transports at the service level

Configuring transports globally

Configuring using the axis2.xml file

The < > and < > elements in the  /  file are used to configure transporttransportReceiver transportSender <EI_HOME>/conf/axis2 axis2.xml
receivers and senders respectively. Some transports are already configured and enabled by default, including the HTTP and HTTPS transports.

Following is an example of the JMS transport receiver configuration in the  file.axis2.xml

You can send and receive RESTful messages through   using the HTTP and HTTPS transports. However, otherthe ESB profile
transports such as the Local transport does not support RESTful messages.
The HTTP and HTTPS transports are required to start the Management Console of the ESB Profile of WSO2 EI, and for other
administrative functions. Therefore, do not disable these transports. 
WSO2 products do not use the HTTP/S servlet transport configurations that are in the   axis2.xml  file. Instead, they use Tomcat-level

  servlet transport configurations in the  <EI_HOME>/conf/tomcat/catalina-server.xml  file. However, the ESB Profile uses the
HTTP Pass Through transport configurations in the  file.axis2.xml
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<transportReceiver name="jms"
class="org.apache.axis2.transport.jms.JMSListener">
        <parameter name="myTopicConnectionFactory">
            <parameter
name="java.naming.factory.initial">org.apache.activemq.jndi.ActiveMQIni
tialContextFactory</parameter>
            <parameter
name="java.naming.provider.url">tcp://localhost:61616</parameter>
            <parameter
name="transport.jms.ConnectionFactoryJNDIName">TopicConnectionFactory</
parameter>
        </parameter>

        <parameter name="myQueueConnectionFactory">
            <parameter
name="java.naming.factory.initial">org.apache.activemq.jndi.ActiveMQIni
tialContextFactory</parameter>
            <parameter
name="java.naming.provider.url">tcp://localhost:61616</parameter>
            <parameter
name="transport.jms.ConnectionFactoryJNDIName">QueueConnectionFactory</
parameter>
        </parameter>

        <parameter name="default">
            <parameter
name="java.naming.factory.initial">org.apache.activemq.jndi.ActiveMQIni
tialContextFactory</parameter>
            <parameter
name="java.naming.provider.url">tcp://localhost:61616</parameter>
            <parameter
name="transport.jms.ConnectionFactoryJNDIName">QueueConnectionFactory</
parameter>
        </parameter>
</transportReceiver>

<transportReceiver> has the following attributes and elements:

name - A mandatory attribute which indicates a unique name for the transport receiver.
class - A mandatory attribute which indicates the transport receiver implementation class.
parameters - Configuration parameters for the transport receiver, such as the port in the example above. Parameters should be included as child
elements of the < > element.transportReceiver

Similarly < > elements can be used to configure and enable transport senders. Following is the Pass-through transport sendertransportSender
configuration that comes by default:

<transportSender name="http"
class="org.apache.synapse.transport.passthru.PassThroughHttpSender">
      <parameter name="non-blocking" locked="false">true</parameter>
</transportSender>

Having < > and < > elements enabled in the  file causes those transports to be loaded and activatedtransportReceiver transportSender axis2.xml
during server startup. Therefore, any dependency JARs required by those transport implementations must be included in the server classpath (such as the 

 directory) to prevent the server from running into exceptions at startup. Additionally, an inaccurate transport configuration (such as a<EI_HOME>/dropins
wrong parameter value) might cause the transport not to be enabled properly.

The  file will be loaded into memory at server startup only. Therefore, any changes made to the file while the server is running haveaxis2.xml
no effect until you restart the server.
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Configuring using the catalina-server.xml file in the standalone mode 

In addition to configuring transports in the  file, you can globally configure transport receivers using the axis2.xml <EI_HOME>/conf/tomcat/catalin
 file when the server is running in the standalone mode (that is, the server is not running in a servlet container). By default, you will find thea-server.xml

HTTP and HTTPS servlet transports configured in this file. The XML syntax to configure transports in the  file is similar to thecatalina-server.xml
syntax used in the  file, except the < > element takes the place of the < > element. The default HTTP receiveraxis2.xml transport transportReceiver
configuration specified in the   file is as follows:catalina-server.xml

<transport name="http"
class="org.wso2.carbon.server.transports.http.HttpTransport">
      <parameter name="port">9763</parameter>
      <parameter name="maxHttpHeaderSize">8192</parameter>
      <parameter name="maxThreads">150</parameter>
      <parameter name="minSpareThreads">25</parameter>
      <parameter name="maxSpareThreads">75</parameter>
      <parameter name="enableLookups">false</parameter>
      <parameter name="disableUploadTimeout">false</parameter>
      <parameter name="clientAuth">false</parameter>
      <parameter name="maxKeepAliveRequests">100</parameter>
      <parameter name="acceptCount">100</parameter>
      <parameter name="compression">force</parameter>
      <parameter name="compressionMinSize">2048</parameter>
      <parameter name="noCompressionUserAgents">gozilla,
traviata</parameter>
      <parameter name="compressableMimeType">
         
text/html,text/javascript,application/x-javascript,application/javascri
pt,application/xml,text/css,application/xslt+xml,text/xsl,image/gif,ima
ge/jpg,image/jpeg
      </parameter>
  </transport>

Transport receivers configured in  will be loaded through a special Transport Manager implementation. Therefore, the classescatalina-server.xml
specified in the < > element must implement the interface . Currently, only the defaulttransport org.wso2.carbon.server.transports.Transport
servlet transports can be configured from the  file.catalina-server.xml

Configuring transports at the service level 

Also, you can configure transports at the service level. Transports configured at the service level affect individual services and not all the services deployed.
Some transport implementations such as JMS and FIX mandate configuring certain transport parameters at the service level.

To configure a transport at the service level, edit the service's XML file or specify the service-level transport parameters in the proxy service configuration in
the Management Console. For more information, see .Working with Services

ESB Transports

The ESB profile of WSO2 Enterprise Integrator (WSO2 EI) supports a variety of transports, which makes the ESB capable of receiving and sending
messages over a multitude of transport and application level protocols.

The following transport implementations are supported:
PassThrough Transport
HTTP-NIO Transport
HTTPS-NIO Transport
HTTP Servlet Transport
HTTPS Servlet Transport
FIX Transport
JMS Transport
VFS Transport
Local Transport
MailTo Transport
MSMQ Transport
RabbitMQ AMQP Transport
TCP Transport
UDP Transport

For information on configuring transport-level security, see   in the WSO2 Administration Guide.Configuring Transport Level Security

https://docs.wso2.com/display/ADMIN44x/Configuring+Transport+Level+Security
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HL7 Transport
Multi-HTTPS Transport
MQ Telemetry Transport
WebSocket Transport

The topics listed above provide detailed information on each supported transport implementation, and describe the configuration parameters associated
with each transport. For more information on configuring these transports, see .Carrying Messages

PassThrough Transport

PassThrough Transport is a non-blocking HTTP transport implementation based on HTTP Core NIO, and is the default HTTP transport shipped with the
ESB Profile of WSO2 Enterprise Integrator (WSO2 EI). Although the PassThrough Transport is somewhat similar to the NHTTP transport, it overcomes all
the limitations of the NHTTP transport and provides a significant performance gain. The PassThrough Transport also has a simpler and cleaner model for
forwarding messages back and forth. 

org.apache.synapse.transport.passthru.PassThroughHttpSSLListener is the listener class of the PassThrough Transport, and it receives
HTTPS inbound requests.

org.apache.synapse.transport.passthru.PassThroughHttpSSLSender is the sender class of the PassThrough Transport, and it sends out
HTTPS outbound requests. Both the listener and sender of the PassThrough Transport can  .   verify certificate revocation

Verifying certificate revocation 
Connection throttling
Configuring Listeners

Verifying certificate revocation 

org.apache.synapse.transport.passthru.PassThroughHttpSSLListener as well as org.apache.synapse.transport.passthru.Pass
 can verify with the certificate authority whether a certificate is still trusted before it completes a SSL connection. If the certificateThroughHttpSSLSender

authority has revoked the certificate, a connection will not be completed. To enable this feature, you need to add the CertificateRevocationVerifie
 parameter to the receiver or sender in the  file.r <EI_HOME>/conf/axis2/axis2.xml

Setting the   parameter at the transport listener allows you to verify client certificates when a client tries to make anCertificateRevocationVerifier
HTTPS connection with the ESB Profile of WSO2 EI. Following is a sample transport listener configuration that you can add in the   file toaxis2.xml
enable certificate revocation verification:

<transportReceiver name="https"
class="org.apache.synapse.transport.passthru.PassThroughHttpSSLListener
">
...
   <parameter name="CertificateRevocationVerifier" enable="true">
                <CacheSize>1024</CacheSize>
                <CacheDelay>1000</CacheDelay>
   </parameter>
</transportReceiver>

Setting the   parameter at the transport sender allows you to verify server certificates when the ESB Profile of WSO2CertificateRevocationVerifier
EI tries to make an HTTPS connection with a backend server. Following is a sample transport sender configuration that you can add in the   fileaxis2.xml
to enable certificate revocation verification:

<transportSender name="https"
class="org.apache.synapse.transport.passthru.PassThroughHttpSSLSender">
...
   <parameter name="CertificateRevocationVerifier" enable="true">
                <CacheSize>1024</CacheSize>
                <CacheDelay>1000</CacheDelay>
   </parameter>
</transportSender>

When the   parameter is set to  , the ESB Profile of WSO2 EI attempts to use the Online Certificate StatusCertificateRevocationVerifier true
Protocol (OCSP) to verify with the certificate authority at the handshake phase of the SSL protocol. If the OCSP is not supported by the certificate authority,
the ESB Profile of WSO2 EI uses Certified Revocation Lists (CRL) instead. The verification process checks all the certificates in a certificate chain.

The response from the certificate authority includes the verification and the duration for which the verification is valid. To prevent any performance
overhead of continuous HTTP calls, this verification response is cached for the duration specified by the certificate authority, so that subsequent verification
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calls are not required until the response has expired. There are two Least Recently Used (LRU) in-memory caches for OCSP and CRL, which are
automatically managed by a dedicated CacheManager thread for each cache. These CacheManagers update expired cache entries and maintain the LRU
cache replacement policy.

Connection throttling

With the PassThrough transport and HTTP NIO transport, you can enable connection throttling to restrict the number of simultaneous open connections. To
enable connection throttling, edit the  (for the HTTP NIO transport) or <EI_HOME>/conf/nhttp.properties <EI_HOME>/conf/passthru-http.pro

 (for the PassThrough transport), and add the following line:perties

max_open_connections = 2

This will restrict simultaneous open incoming connections to 2. To disable throttling, delete the  setting or set it to -1.max_open_connections

Configuring Listeners

The PassThrough transport has 4 HTTP/HTTPS listneres by default. It includes 2   threads and 2 PassThroughHttpListener PassThroughHttpSSLLi
 threads.stener

You can configure the number of listeners in the   file using the   property.<EI_HOME>/conf/passthru-http.properties io_threads_per_reactor
You are able to define any number of listeners as there is no maximum limit defined in the code level.

HTTP-NIO Transport

HTTP-NIO transport is a module of the Apache Synapse project. The two classes that implement the receiver and sender APIs are org.apache.synaps
 and  respectively. These classese.transport.nhttp.HttpCoreNIOListener org.apache.synapse.transport.nhttp.HttpCoreNIOSender

are available in the JAR file named . The transport implementation is based on Apache HTTP Core - NIO and uses asynapse-nhttp-transport.jar
configurable pool of non-blocking worker threads to grab incoming HTTP messages off the wire.

Transport receiver parameters

Parameter Name Description Requried Possible Values Default Value

port The port on which this
transport receiver should
listen for incoming
messages.

No A positive integer less than
65535

8280

non-blocking Setting this parameter to
true is vital for a number of
scenarios to work properly.

Yes true/false true

bind-address The address of the
interface to which the
transport listener should
bind.

No A host name or an IP
address

127.0.0.1

hostname The host name of the
server to be displayed in
service EPRs, WSDLs etc.
This parameter takes
effect only when the
WSDLEPRPrefix
parameter is not set.

No A host name or an IP
address

localhost

Connection throttling is never exact. For example, setting this property to 2 will result in roughly two simultaneous open connections at any given
time.

The number of listener threads is double the value of the  property because the same number of io_threads_per_reactor PassThroughHt
 and  threads are created.tpListener PassThroughHttpSSLListener

For example, if you defined the value for the  property as 5, you have 5  threadsio_threads_per_reactor PassThroughHttpListener
and 5  threads. Therefore, the total number of listeners are 10.PassThroughHttpSSLListener

In transport parameter tables, literals displayed in italic mode under the "Possible Values" column should be considered as fixed literal constant
values. Those values can be directly put in transport configurations.
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WSDLEPRPrefix A URL prefix which will be
added to all service EPRs
and EPRs in WSDLs etc.

No A URL of the form
<protocol>://<hostname>:<
port>/

Transport sender parameters

Parameter Name Description Requried Possible Values Default Value

http.proxyHost If the outgoing messages
should be sent through an
HTTP proxy server, use
this parameter to specify
the target proxy.

No A host name or an IP
address

http.proxyPort The port through which the
target proxy accepts HTTP
traffic.

No A positive integer less than
65535

http.nonProxyHosts The list of hosts to which
the HTTP traffic should be
sent directly without going
through the proxy.

No A list of host names or IP
addresses separated by '|'

non-blocking Setting this parameter to
true is vital for a number of
scenarios to work properly.

Yes true/false true

For more information, see  .Carrying Messages

Connection throttling

With the HTTP PassThrough and HTTP NIO transports, you can enable connection throttling to restrict the number of simultaneous open connections. To
enable connection throttling, edit the  (for the HTTP NIO transport) or <EI_HOME>/conf/nhttp.properties <EI_HOME>/conf/passthru-http.pro

 (for the PassThrough transport) and add the following line:perties

max_open_connections = 2

This will restrict simultaneous open incoming connections to 2. To disable throttling, delete the  setting or set it to -1.max_open_connections

HTTPS-NIO Transport

HTTPS-NIO transport is also a module that comes from the Apache Synapse code base. The receiver class is named as follows:

org.apache.synapse.transport.nhttp.HttpCoreNIOSSLListener

The sender class is named as follows:

org.apache.synapse.transport.nhttp.HttpCoreNIOSSLSender

When trying to
add multiple
hostnames
along with an
asterisk in order
to define a set
of sub-domains
for non-proxy
hosts, you need
to add a period
before the
asterisk when
configuring
proxy server.

".*.abc.my.c
|localhostom

"

Connection throttling is never exact. For example, setting this property to 2 will result in roughly two simultaneous open connections at any given
time.

http://abc.my.com
http://abc.my.com
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These classes are available in the  bundle. These classes simply extend the  implementation by adding SSLsynapse-nhttp-transport.jar HTTP-NIO
support to it. Therefore, they support all the configuration parameters supported by the HTTP-NIO receiver and sender plus the parameters in the following
table. The sender can also . For general information on transports, see .verify certification revocation Working with Transports
Transport Parameters (Common to both receiver and the sender):

Parameter Name Description Requried Possible Values

keystore The default keystore to be used by
the receiver or the sender should be
specified here along with its related
parameters as an XML fragment.
The path to the keystore file, its type
and the passwords to access the
keystore should be stated in the
XML. The keystore would be used
by the transport to initialize a set of
key managers.

Yes <parameter name="keystore"> 
<KeyStore> 
<Location>lib/identity.jks</Location> 
<Type>JKS</Type> 
<Password>password</Password> 
<KeyPassword>password</KeyPass
word> 
</KeyStore> 
</parameter>

truststore The default trust store to be used by
the receiver or the sender should be
specified here along with its related
parameters as an XML fragment.
The location of the trust store file, its
type and the password should be
stated in the XML body. The
truststore is used by the transport to
initialize a set of trust managers.

Yes <parameter name="truststore"> 
<TrustStore> 
<Location>lib/identity.jks</Location> 
<Type>JKS</Type> 
<Password>password</Password> 
</TrustStore> 
</parameter>

customSSLProfiles The HTTPS NIO transport supports
the concept of custom SSL profiles.
An SSL profile is a user defined
keystore-truststore pair. Such an
SSL profile can be associated with
one or more target servers. For
example, when the HTTPS sender
connects to a target server, it will
use the SSL profile associated with
the target server. If no custom SSL
profiles are configured for the target
server, the default
keystore-truststore pair will be used.
Using this feature the NIO HTTPS
sender can connect to different
target servers using different
certificates and identities. The given
example only contains a single SSL
profile, but there can be as many
profiles as required. Each profile
must be associated with at least one
target server. If a profile should be
associated with multiple target
servers, the server list should be
specified as a comma-separated 
list. A target server is identified by a
host-port pair.

No <parameter
name="customSSLProfiles> 
<profile> 
<servers> , www.test.org:80

</servers> www.test2.com:9763
<KeyStore> 
<Location>/path/to/identity/store
</Location> 
<Type>JKS</Type> 
<Password>password</Password> 
<KeyPassword>password
</KeyPassword> 
</KeyStore> 
<TrustStore> 
<Location>path/to/trust/store
</Location> 
<Type>JKS</Type> 
<Password>password</Password> 
</TrustStore> 
</profile> 
</parameter>

Verifying certificate revocation 

The HTTPS-NIO transport sender can verify with the certificate authority whether the certificate is still trusted before it completes the SSL connection. If the
certificate authority has revoked the certificate, the connection will not be completed. To enable this feature, add the CertificateRevocationVerifie

 parameter to the sender as follows:r

<transportSender name="https"
class="org.apache.synapse.transport.nhttp.HttpCoreNIOSSLSender">
...
    <parameter name="CertificateRevocationVerifier">true</parameter>
</transportSender>

When this parameter is set to , Synapse attempts to use Online Certificate Status Protocol (OCSP) to perform the verification with the certificatetrue
authority at the handshake phase of SSL protocol. If OCSP is not supported by the certificate authority, Synapse uses Certified Revocation Lists (CRL)

http://www.test.org:80
http://www.test2.com:9763
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instead. The verification process checks all the certificates in the certificate chain.

The response from the certificate authority includes the verification and the duration for which the verification is valid. To prevent the performance overhead
of continuous HTTP calls, this verification response is cached for the duration specified by the certificate authority so that subsequent verification calls are
not needed until the response has expired. There are two Least Recently Used (LRU) in-memory caches for OCSP and CRL, which are automatically
managed by a dedicated CacheManager thread for each cache. These CacheManagers update expired cache entries and maintain the LRU cache
replacement policy.

HTTP Servlet Transport

The transport receiver implementation of the HTTP transport is available in the Carbon core component. The transport sender implementation comes from
the Tomcat http connector. This transport is shipped with WSO2 Carbon and all WSO2 Carbon-based products, which use this transport as the default
transport, except WSO2 ESB and WSO2 Enterpise Integrator. By default, we use non-blocking Tomcat Java connector, org.apache.coyote.http11.H
ttp11NioProtocol.

Transport Connector Parameters

Parameter Name Description Required Possible Values Default Value

port The port number on which
this transport receiver
should listen for incoming
messages.

Yes A positive integer less than
65535

 

proxyPort When used, this transport
listener will accept
messages arriving
througha HTTPproxy
server which listens on the
specified proxy port.
Apache mod_proxy should
be enabled in the proxy
server. All the WSDLs
generated will contain the
proxy port value as the
listener port.

No A positive integer less than
65535

 

HTTP servlet transport should be configured in the <EI  file. The transport class that should be specified_HOME>/conf/tomcat/catalina-server.xml
in the   file is as follows:catalina-server.xml

<Connector protocol="org.apache.coyote.http11.Http11NioProtocol"/>

Parameter Name Description Possible Values Default Value

port The port over which this transport
receiver listens for incoming
messages.

A positive integer less than 65535 9763 for HTTP Connector

9443 for HTTPS Connector

redirectPort If this Connector is supporting
non-SSL requests, and a request is
received for which a matching <sec
urity-constraint> requires SSL
transport, Catalina will automatically
redirect the request to the port
number specified here.

A positive integer less than 65535 9443

This is a non-blocking HTTP transport implementation, which means that I/O the threads does not get blocked while received
messages are processed.
Although the  file contains configurations for HTTP/S transports by default, they are not used by WSO2 products. Instead,axis2.xml
the products use the HTTP/S transport configurations in Tomcat-level; therefore, changing the HTTP/S configurations in the axis2.xm

 file has no effect.l

In the transport parameter tables, the literals displayed in italics under the "Possible Values" column should be considered as fixed literal
constant values. Those values can be directly put into the transport configurations.
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bindOnInit Controls when the socket used by
the connector is bound. By default it
is bound when the connector is
initiated and unbound when the
connector is destroyed. If set to fal
se, the socket will be bound when
the connector is started and
unbound when it is stopped.

  false

proxyPort When used, this transport listener
will accept messages arriving
through a HTTP proxy server which
listens on the specified proxy port.
Apache  should bemod_proxy
enabled on the proxy server. All the
WSDLs generated will contain the pr
oxy port value as the listener port.

A positive integer less than 65535  

maxHttpHeaderSize The maximum size of the HTTP
request and response header in
bytes.

A positive integer 4096

acceptorThreadCount The number of threads to be used to
accept connections. Increase this
value on a multi-CPU machine,
although you would never really
need more than 2. Also, with a lot of
non keep-alive connections, you
might want to increase this value as
well.

  2

maxThreads The maximum number of worker
threads created by the receiver to
handle incoming requests. This
parameter largely determines the
number of concurrent connections
that can be handled by the transport.

A positive integer 40

minSpareThreads The minimum number of threads
always kept running. If not specified,
the default will be used.

  50

enableLookups Use this parameter to enable DNS
lookups in order to return the actual
host name of the remote client.
Disabling DNS lookups at transport
level generally improves
performance. By default, DNS
lookups are disabled.

true, false false

disableUploadTimeout This flag allows the servlet container
to use a different, longer connection
timeout while a servlet is being
executed, which in the end allows
either the servlet a longer amount of
time to complete its execution or a
longer timeout during data upload.

true, false true

connectionUploadTimeout Specifies the timeout, in
milliseconds, to use while a data
upload is in progress. This only
takes effect if disableUploadTime
out is set to false.

   

clientAuth Set to true if you want the SSL stack
to require a valid certificate chain
from the client before accepting a
connection. Set to want if you want
the SSL stack to request a client
Certificate, but not fail if one is not
present. A false value (which is the
default) will not require a certificate
chain unless the client requests a
resource protected by a security
constraint that uses CLIENT-CERT a
uthentication.

true, false, want false
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maxKeepAliveRequests The maximum number of HTTP
requests which can be pipelined until
the connection is closed by the
server. Setting this attribute to 1 will
disable HTTP/1.0 keep-alive, as well
as HTTP/1.1 keep-alive and
pipelining. Setting this to -1 will allow
an unlimited amount of pipelined or
keep-alive HTTP requests.

-1 or any positive integer 100

acceptCount The maximum queue length for
incoming connection requests when
all possible request processing
threads are in use. Any requests
received when the queue is full will
be refused.

A positive integer 10

server Overrides the Server header for the
http response. If set, the value for
this attribute overrides the Tomcat
default and any Server header set by
a web application. If not set, any
value specified by the application is
used.

Any string WSO2 Carbon Server

compression The   may use HTTP/1.1Connector
GZIP compression in an attempt to
save server bandwidth.

The acceptable values for the
parameter is "off" (disable
compression), "on" (allow
compression, which causes text data
to be compressed), "force" (forces
compression in all cases), or a
numerical integer value (which is
equivalent to "on", but specifies the
minimum amount of data before the
output is compressed). If the
content-length is not known and
compression is set to "on" or more
aggressive, the output will also be
compressed. If not specified, this
attribute is set to "off".

on, off, force off

compressionMinSize If   is set to "on" thencompression
this attribute may be used to specify
the minimum amount of data before
the output is compressed.

A positive integer 2048

noCompressionUserAgents Indicate a list of regular expressions
matching user-agents of HTTP
clients for which compression should
not be used,because these clients,
although they do advertise support
for the feature, have a broken
implementation.

A comma separatedlist of 
regular expressions

empty string

compressableMimeType Use this parameter to indicate a list
of MIME types for which HTTP
compression may be used.

A comma separated list of 
valid mime types

text/html, text/xml, text/plain

URIEncoding This specifies the character
encoding used to decode the URI
bytes, after %xx decoding the URL.

URI encoding Character set name ISO-8859-1

This servlet transport implementation can be further tuned up using the following parameters.

This is only a subset of all the supported parameters. The servlet HTTP transport uses the   implementation fromorg.apache.catalina.connector.Connector
Apache Tomcat. So the servlet HTTP transport actually accepts any parameter accepted by the connector implementation. For a complete list of supported
parameters, see  .Apache Tomcat's connector configuration reference

Transport Sender Parameters

Parameter Name Description Requried Possible Values Default Value

http://tomcat.apache.org/tomcat-7.0-doc/api/org/apache/catalina/connector/Connector.html
http://tomcat.apache.org/tomcat-7.0-doc/config/http.html
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1.  

2.  

PROTOCOL The version of HTTP
protocol to be used for
outgoing messages.

No HTTP/1.0, HTTP/1.1 HTTP/1.1

Transfer-Encoding Effective only when the
HTTP version is 1.1 (i.e.
the value of the
PROTOCOL parameter
should be HTTP/1.1). Use
this parameter to enable
chunking support for the
transport sender.

No chunked Not Chunked

SocketTimeout The socket timeout value
in milliseconds, for out
bound connections.

No A positive integer 60000 ms

ConnectionTimeout The connection timeout
value in milliseconds, for
out bound connections.

No A positive integer 60000 ms

OmitSOAP12Action Set this parameter to "true"
if you need to disable the
soap action for SOAP 1.2
messages.

No true, false false

Defining multiple tomcat connectors

You have the option of defining multiple tomcat connectors in the   file. Note that when you define multiple connectors, all thecatalina-server.xml
endpoints of the applications deployed in your WSO2 server will still be exposed through all the connector ports. However, you can configure your load
balancer to ensure that only the relevant applications are exposed through the required connector port.

Therefore, you can use multiple connectors to strictly separate the applications deployed in your server as explained below.

See the example given below where two connectors are defined in the   file.catalina-server.xml

<!-- Connector using port 9763 -->
 <Connector protocol="org.apache.coyote.http11.Http11NioProtocol"
                   port="9763"
                   ......
                   ....../>
<!-- Connector using port 9764 -->
 <Connector protocol="org.apache.coyote.http11.Http11NioProtocol"
                   port="9764"
                   ......
                   ....../>

Configure your load balancer so that the relevant applications are exposed through the required connector port.

HTTPS Servlet Transport

Similar to the HTTP transport, the HTTPS transport consists of a receiver implementation which comes from the Carbon core component and a sender
implementation which comes from the Apache Axis2 transport module. In fact, this transport uses exactly the same transport sender implementation as the
HTTP transport. So the two classes that should be specified in the configuration are org.wso2.carbon.core.transports.http.HttpsTransportL

 and   for the receiver and sender in the specified order. Theistener org.apache.axis2.transport.http.CommonsHTTPTransportSender
configuration parameters associated with the receiver and the sender are the same as in HTTP transport. This is also a blocking transport implementation.

However, when using the following class as the receiver implementation, we need to specify the servlet HTTPS transport configuration in the transport's
XML file.

org.wso2.carbon.core.transports.http.HttpsTransportListener

The class that should be specified as the transport implementation is  .org.wso2.carbon.server.transports.http.HttpsTransport

Transport connector parameters

In addition to the configuration parameters supported by the  , HTTPS servlet transport supports the following configurationHTTP servlet transport
parameters:

In transport parameter tables, literals displayed in italic mode under the "Possible Values" column should be considered as fixed literal constant

https://docs.wso2.com/display/ADMIN44x/HTTP+Servlet+Transport
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1.  

2.  

Parameter Name Description Required Possible Values Default Value

sslProtocol Transport level security
protocol to be used.

No TLS, SSL TLS

keystore Path to thekeystorewhich
should be used for
encryption/decryption.

Yes A valid file path to
akeystorefile

 

keypass Password to access the
specifiedkeystore.

Yes A valid password  

Similar to the servlet HTTP transport, this transport is also based on Apache Tomcat's connector implementation. Please refer Tomcat connector
  or a complete list of supported parameters.configuration reference f

Defining multiple tomcat connectors

You have the option of defining multiple tomcat connectors in the   file. Note that when you define multiple connectors, all thecatalina-server.xml
endpoints of the applications deployed in your WSO2 server will still be exposed through all the connector ports. However, you can configure your load
balancer to ensure that only the relevant applications are exposed through the required connector port.

Therefore, you can use multiple connectors to strictly separate the applications deployed in your server as explained below.

See the example given below where two connectors are defined in the   file.catalina-server.xml

<!-- Connector using port 9763 -->
 <Connector protocol="org.apache.coyote.http11.Http11NioProtocol"
                   port="9763"
                   ......
                   ....../>
<!-- Connector using port 9764 -->
 <Connector protocol="org.apache.coyote.http11.Http11NioProtocol"
                   port="9764"
                   ......
                   ....../>

Configure your load balancer so that the relevant applications are exposed through the required connector port.

FIX Transport

FIX (Financial Information eXchang) transport implementation is a module developed under the Apache Synapse project. This transport is mainly used
with WSO2 Enterprise Integrator and WSO2 ESB in conjunction with proxy services. The following class acts as the transport receiver:

org.apache.synapse.transport.fix.FIXTransportListener

The  acts as the transport sender implementation. These classes can be found in the org.apache.synapse.transport.fix.FIXTransportSender
 file. The transport implementation is based on Quickfix/J open source FIX<EI_HOME>/wso2/components/plugins/synapse-fix-transport.jar

engine and hence the following additional dependencies are required to enable the FIX transport.

mina-core.jar
quickfixj-core.jar
quickfixj-msg-fix40.jar
quickfixj-msg-fix41.jar
quickfixj-msg-fix42.jar
quickfixj-msg-fix43.jar
quickfixj-msg-fix44.jar
slf4j-api.jar
slf4j-log4j12.jar

This transport supports JMX.

Download  and in the distribution archive you will find all the dependencies listed above. Also please refer to Quickfix/J documentation onQuickfix/J
configuring FIX acceptors and initiators.

FIX transport does not support any global parameters. All the FIX configuration parameters should be specified at service level.

QuickFix 4J configuration parameters can be found here

values. Those values can be directly put in transport configurations.

https://www.quickfixj.org/
http://www.quickfixengine.org/quickfix/doc/html/configuration.html
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Service Level FIX Parameters

Parameter Name Description Requried Possible Values Default Value

transport.fix. 
AcceptorConfigURL

URL to the Quickfix/J 
acceptor configuration 
file (see notes below).

Required for receiving 
messages over FIX

A valid URL

transport.fix. 
InitiatorConfigURL

URL to the Quickfix/J 
initiator configuration 
file (see notes below).

Required for sending 
messages over FIX

A valid URL

transport.fix. 
AcceptorLogFactory

Log factory implementation

to be used for the 
FIX acceptor (Determines 
how logging is done at the 
acceptor level).

No console, file, jdbc Logging disabled

transport.fix. 
InitiatorLogFactory

Log factory implementation

to be used for the 
FIX acceptor (Determines 
how logging is done at the 
acceptor level).

No console, file, jdbc Logging disabled

transport.fix. 
AcceptorMessage 
Store

Message store 
mechanism to be 
used with the 
acceptor (Determines 
how the FIX message 
store is maintained).

No memory, file, 
sleepycat, jdbc

memory

transport.fix. 
InitiatorMessage 
Store

Message store 
mechanism to be 
used with the initiator 
(Determines how the 
FIX message store is 
maintained).

No memory, file, 
sleepycat, jdbc

memory

transport.fix. 
ResponseDeliverTo 
CompID

If the response FIX 
messages should 
be delivered to a 
location different
from the location
the request was
originated use this 
property to set the 
DeliverToCompID 
field of the FIX 
messages.

No

transport.fix. 
ResponseDeliverTo 
SubID

If the response FIX 
messages should 
be delivered to a 
location different 
from the location 
the request was 
originated use this 
property to set 
the DeliverToSubID 
field of the FIX 
messages.

No

Tip
In transport parameter tables, literals displayed in italic mode under the "Possible Values" column should be considered as fixed literal constant
values. Those values can be directly put in transport configurations.
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transport.fix. 
ResponseDeliverTo 
LocationID

If the response FIX 
messages should 
be delivered to a 
location different
from the location
the request was
originated use this 
property to set the 
DeliverToLocationID 
field of the FIX 
messages.

No

transport.fix. 
SendAllToInSequence

By default, all received 
FIX messages (including 
responses) will be 
directed to the in 
sequence of the proxy 
service. 

Use this property to 
override that behavior.

No true, false true

transport.fix. 
BeginStringValidation

Whether the transport 
should validate 
BeginString values 
when forwrding FIX 
messages across 
sessions.

No true, false true

transport.fix. 
DropExtraResponses

In situation where the 
FIX recipient sends 
multiple responses 
per request use this 
parameter to drop 
excessive responses 
and use only the first 
one.

No true, false false

For more information, see the following topics:

Carrying Messages
Setting Up the ESB Samples
Sample 257: Proxy Services with the FIX Transport
Sample 258: Switching from HTTP to FIX
Sample 259: Switch from FIX to HTTP
Sample 260: Switch from FIX to AMQP
Sample 261: Switching between FIX Versions
Sample 262: CBR of FIX Messages

JMS Transport

Java Message Service (JMS) is a widely used API in Java-based Message Oriented Middleware(MOM) applications. It facilitates loosely coupled, reliable,
and asynchronous communication between different components of a distributed application.

JMS supports two asynchronous communication models for messaging as follows: 

Point-to-point model - In this model message communication happens from one JMS client to another JMS client through a dedicated queue.
Publish and subscribe model -  In this model message communication happens from one JMS client(publisher) to many JMS clients(subscribers)
through a topic. 

JMS supports two models for messaging as follows: 

Queues : point-to-point
Topics : publish and subscribe 

The Java Message Service (JMS) transport in WSO2 Enterprise Integrator(WSO2 EI) allows you to easily send and receive messages to queues and
topics of any JMS service that implements the JMS specification.

The JMS transport implementation comes from the WS-Commons Transports project, and it makes use of JNDI to connect to various JMS brokers. As a
result, WSO2 EI can work with any JMS broker that offers JNDI support. All the relevant classes are packed into the axis2-transport-jms-<version

The ESB Profile of WSO2 EI supports the following messaging features introduced with JMS 2.0:

Shared Topic Subscription
JMSX Delivery Count
JMS Message Delivery Delay

https://docs.wso2.com/display/ESB500/Sample+257%3A+Proxy+Services+with+the+FIX+Transport
https://docs.wso2.com/display/ESB500/Sample+258%3A+Switching+from+HTTP+to+FIX
https://docs.wso2.com/display/ESB500/Sample+259%3A+Switch+from+FIX+to+HTTP
https://docs.wso2.com/display/ESB500/Sample+260%3A+Switch+from+FIX+to+AMQP
https://docs.wso2.com/display/ESB500/Sample+261%3A+Switching+between+FIX+Versions
https://docs.wso2.com/display/ESB500/Sample+262%3A+CBR+of+FIX+Messages
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 and the classes   and   act as the transport receiver>.jar org.apache.axis2.transport.jms.JMSListener org.apache.axis2.transport.jms.JMSSender
and sender respectively.

The JMS transport implementation requires an active JMS server instance to be able to receive and send messages. We recommend using WSO2
 or Apache ActiveMQ, but other implementations such as Apache Qpid and Tibco are also supported. For information on how to configureMessage Broker

the JMS transport with the most common broker servers that can be integrated with WSO2 EI, see .Configuring the JMS Transport

JMS connection factory parameters
Service level JMS configuration parameters
JMS MapMessage support

Producing a MapMessage
Consuming a MapMessage

JMS connection factory parameters

Configuration parameters for the JMS receiver and the sender are XML fragments that represent JMS connection factories. Following is a typical JMS
configuration that uses   as the message broker:WSO2 Message Broker

<parameter name="myTopicConnectionFactory">
      <parameter
name="java.naming.factory.initial">org.wso2.andes.jndi.PropertiesFileIn
itialContextFactory</parameter>
      <parameter
name="java.naming.provider.url">conf/jndi.properties</parameter>
      <parameter
name="transport.jms.ConnectionFactoryJNDIName">TopicConnectionFactory</
parameter>
      <parameter
name="transport.jms.ConnectionFactoryType">topic</parameter>
</parameter>

This is a bare minimal JMS connection factory configuration that consists of four connection factory parameters. The following table describes each JMS
connection factory parameter in detail:

Parameter Name Description

java.naming.factory.initial JNDI initial context factory class. The class must implement the  interface.java.naming.spi.InitialContextFactory

java.naming.provider.url URL of the JNDI provider.

java.naming.security.principal JNDI Username.

java.naming.security.credentials JNDI password.

transport.Transactionality Preferred mode of transactionality.

transport.UserTxnJNDIName JNDI name to be used to require user transaction.

transport.CacheUserTxn Whether caching for user transactions should be enabled or not.

transport.jms.SessionTransacted Whether the JMS session should be transacted or not.

Tip
In transport parameter tables, literals displayed in italic mode under the  column should be considered as fixed literal constantPossible Values
values. Those values can be directly used in transport configurations.

Note
In WSO2 EI, JMS transactions only work with either the Callout mediator or the Call mediator in blocking mode.

http://wso2.com/products/message-broker/
http://wso2.com/products/message-broker/
http://wso2.com/products/message-broker/
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transport.jms.SessionAcknowledgement JMS session acknowledgment mode.

transport.jms.ConnectionFactoryJNDIName The JNDI name of the connection factory.

transport.jms.ConnectionFactoryType Type of the connection factory.

transport.jms.JMSSpecVersion JMS API version.

transport.jms.UserName The JMS connection username.

transport.jms.Password The JMS connection password.

transport.jms.Destination The JNDI name of the destination.

transport.jms.DestinationType Type of the destination.

transport.jms.DefaultReplyDestination JNDI name of the default reply destination.

transport.jms.
DefaultReplyDestinationType

Type of the reply destination.

transport.jms.MessageSelector Message selector implementation.

transport.jms.SubscriptionDurable Whether the connection factory is subscription durable or not.

transport.jms.DurableSubscriberClientID The  parameter when using durable subscriptionsClientId

transport.jms.DurableSubscriberName The name of the durable subscriber.

transport.jms.PubSubNoLocal Whether the messages should be published by the same connection they were received.
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transport.jms.CacheLevel The cache level, with which JMS objects should be cached at start up. You can configure this in the <EI_HOME>/conf/axis2
if WSO2 EI acts as a producer. file, /axis2.xml

Example:

<endpoint>
   <address
uri="jms:/example.MyQueue?transport.jms.ConnectionFactoryJNDIName=Queue
ConnectionFactory&java.naming.factory.initial=org.wso2.andes.jndi.Prope
rtiesFileInitialContextFactory&java.naming.provider.url=repository/conf
/jndi.properties&transport.jms.DestinationType=queue&transport.jms.Cach
eLevel=producer"/>
</endpoint>

Else, you can configure as a proxy service parameter, if WSO2 EI acts as a consumer. Following are the possible values for this
parameter and the description of each:

none - None of the JMS objects will be cached.
connection -  JMS connection objects will be cached.
session -  JMS session objects will be cached.connection and 
consumer - JMS connection, session and consumer objects will be cached.
producer - JMS connection, session and producer objects will be cached.
auto - An appropriate cache level will be used based on the transaction strategy. 

transport.jms.ReceiveTimeout Time to wait for a JMS message during polling. Set this parameter value to a negative integer to wait indefinitely. Set to zero to
prevent waiting.

transport.jms.ConcurrentConsumers Number of concurrent threads to be started to consume messages when polling.

transport.jms.MaxConcurrentConsumers Maximum number of concurrent threads to use during polling.

transport.jms.IdleTaskLimit The number of idle runs per thread before it dies out.

transport.jms.MaxMessagesPerTask The maximum number of successful message receipts per thread.

transport.jms.InitialReconnectDuration Initial reconnection attempts duration in milliseconds.

transport.jms.ReconnectProgressFactor Factor by which the reconnection duration will be increased.

transport.jms.MaxReconnectDuration Maximum reconnection duration in milliseconds.

transport.jms.ReconnectInterval Reconnection interval in milliseconds.

transport.jms.MaxJMSConnections Maximum cached JMS connections in the producer level.

transport.jms.
MaxConsumeErrorRetriesBeforeDelay

Number of retries on consume errors before sleep delay kicks in.

transport.jms.ConsumeErrorDelay Sleep delay when a consume error is encountered (in milliseconds).

transport.jms.ConsumeErrorProgression Factor by which the consume error retry sleep will be increased.

transport.jms.MaxConsumeErrorRetryCount The maximum number of times the consumer should retry upon receiving a consumer error. You need to introduce this
parameter only if the Broker has issues in notifying the Exception Listeners about the exceptions .occurred

JMS transport implementation has some parameters that should be configured at service level. For example, parameters that should be configured in the
service XML files of individual services.

Service level JMS configuration parameters

Following are some of the common parameters you can configure at the service level.

Parameter Name Description Required Possible Values

transport.jms.ConnectionF
actory

Name of the JMS connection factory
the service should use.

No A name of an already defined
connection factory

transport.jms.PublishEPR JMS EPR to be published in the
WSDL.

No A JMS EPR
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transport.jms.ContentType Specifies how the transport listener
should determine the content type of
received messages.

No A simple string value, in which case
the transport listener assumes that
the received messages always have
the specified content type, or a set of
rules. For more information, see http:
//axis.apache.org/axis2/java/transpor

.ts/jms.html#Service_configuration

transport.jms.MessageProp
ertyHyphens

Specifies the action to be taken
when there are JMS Message
property names that contain
hyphens.

No none - No action will be taken. This
is the default value.

replace - Transport headers with
hyphens will be replaced before
adding them as JMS message
properties, and if WSO2 EI is the
consumer, hyphens will be
reintroduced on message retrieval.

delete - Transport headers with
hyphens will be deleted.

For information on how to tune the JMS transport for better performance, see .Tuning the JMS Transport

JMS MapMessage support

In the ESB Profile of WSO2 Enterprise Integrator (WSO2 EI), the JMS transport supports producing and consuming JMS  objects, which sendMapMessage
a set of name/value pairs.

Producing a MapMessage

To send a MapMessage from a proxy service or API to a queue, construct an XML payload using the  (or another method) in thePayloadFactor mediator
following structure, and send it to a JMS endpoint:  

<JMSMap
xmlns="http://axis.apache.org/axis2/java/transports/jms/map-payload">
    <name1>value1</name1>
    <name2>value2</name2>
    <name3>value3</name3>
</JMSMap>

The JMS sender will then produce the equivalent MapMessage object:

MapMessage message = session.createMapMessage();           
message.setString("name1", "value1");
message.setString("name2", "value2");
message.setString("name3", "value3");

Consuming a MapMessage

When a proxy service receives a JMS MapMessage via a JMS broker, it will convert it to an XML message like this:

<JMSMap
xmlns="http://axis.apache.org/axis2/java/transports/jms/map-payload">
    <name1>value1</name1>
    <name2>value2</name2>
    <name3>value3</name3>
</JMSMap>

http://axis.apache.org/axis2/java/transports/jms.html#Service_configuration
http://axis.apache.org/axis2/java/transports/jms.html#Service_configuration
http://axis.apache.org/axis2/java/transports/jms.html#Service_configuration
http://docs.oracle.com/javaee/1.4/api/javax/jms/MapMessage.html
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Configuring the JMS Transport

WSO2 Enterprise Integrator(WSO2 EI) can work with any JMS broker that offers JNDI support.

For information on how to configure the most common broker servers that can be integrated with WSO2 EI, see the following topics:
Configure with the Broker Profile
Configure with ActiveMQ
Configure with IBM WebSphere MQ
Configure with IBM WebSphere Application Server
Configure with JBossMQ
Configure with MSMQ
Configure with Tibco EMS
Configure with SwiftMQ
Configure with WebLogic
Configure with HornetQ
Configure with Multiple Brokers

Configure with the Broker Profile

Follow the steps below to configure the JMS transport of the ESB profile with the Broker profile. 

To enable the JMS transport of the ESB profile to communicate with the Broker profile, edit the  file<EI_HOME>/conf/axis2/axis2.xml , find
commented  blockthe <transport receiver>  and uncomment it as shown below.

From the below configurations, do the ones in the  file based on the profile you use as follows:axis2.xml

To enable the JMS transport in the ESB profile, edit the  file.<EI_HOME>/conf/axis2/axis2.xml
To enable the JMS transport in other profiles, edit the  file. <EI_HOME>/wso2/<PROFILE_HOME>/conf/axis2/axis2.xml <PROFI

 refers to the main directory of the profile inside the WSO2 EI distribution. For example, to enable the JMS transport in theLE_HOME>
Business Process profile, edit the  file<EI_HOME>/wso2/business-process/conf/axis2/axis2.xml
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 <!--Uncomment this and configure as appropriate for JMS transport
support with WSO2 EI Broker Profile -->
   <transportReceiver name="jms"
class="org.apache.axis2.transport.jms.JMSListener">
       <parameter name="myTopicConnectionFactory" locked="false">
          <parameter name="java.naming.factory.initial"
locked="false">org.wso2.andes.jndi.PropertiesFileInitialContextFactory<
/parameter>
           <parameter name="java.naming.provider.url"
locked="false">conf/jndi.properties</parameter>
           <parameter name="transport.jms.ConnectionFactoryJNDIName"
locked="false">TopicConnectionFactory</parameter>
           <parameter name="transport.jms.ConnectionFactoryType"
locked="false">topic</parameter>
       </parameter>
 
       <parameter name="myQueueConnectionFactory" locked="false">
           <parameter name="java.naming.factory.initial"
locked="false">org.wso2.andes.jndi.PropertiesFileInitialContextFactory<
/parameter>
           <parameter name="java.naming.provider.url"
locked="false">conf/jndi.properties</parameter>
           <parameter name="transport.jms.ConnectionFactoryJNDIName"
locked="false">QueueConnectionFactory</parameter>
          <parameter name="transport.jms.ConnectionFactoryType"
locked="false">queue</parameter>
       </parameter>
 
       <parameter name="default" locked="false">
           <parameter name="java.naming.factory.initial"
locked="false">org.wso2.andes.jndi.PropertiesFileInitialContextFactory<
/parameter>
           <parameter name="java.naming.provider.url"
locked="false">conf/jndi.properties</parameter>
           <parameter name="transport.jms.ConnectionFactoryJNDIName"
locked="false">QueueConnectionFactory</parameter>
           <parameter name="transport.jms.ConnectionFactoryType"
locked="false">queue</parameter>
       </parameter>
   </transportReceiver>

 Uncomment the following <transport sender> block for JMS in the same file:

<!-- uncomment this and configure to use connection pools for sending
messages>
<transportSender name="jms"
class="org.apache.axis2.transport.jms.JMSSender"/>

  fileOpen <EI_HOME>/conf/jndi.properties   and make a reference to the running Broker profile as specified below: 
Use   as the virtual host.carbon
Define a queue named .JMSMS
Comment out the topic, since it is not required in this scenario. However, in order to avoid getting the javax.naming.NameNotFoundE

 exception during server startup, make a reference to the Broker profile from the xception:TopicConnectionFactory TopicConne
 as well.ctionFactory

For example:

For more information on the JMS configuration parameters used in the code segments above, see JMS Connection Factory
.Parameters

https://docs.wso2.com/display/EI600/JMS+Transport#JMSTransport-JMSConnectionFactoryParameters
https://docs.wso2.com/display/EI600/JMS+Transport#JMSTransport-JMSConnectionFactoryParameters
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# register some connection factories
# connectionfactory.[jndiname] = [ConnectionURL]
connectionfactory.QueueConnectionFactory =
amqp://admin:admin@clientID/carbon?brokerlist='tcp://localhost:5675'
connectionfactory.TopicConnectionFactory =
amqp://admin:admin@clientID/carbon?brokerlist='tcp://localhost:5675'
# register some queues in JNDI using the form
# queue.[jndiName] = [physicalName]
queue.JMSMS=JMSMS
queue.StockQuotesQueue = StockQuotesQueue

Ensure that the Broker profile is running, and then open a command prompt (or a shell in Linux) and go to the directory.<EI_HOME>/bin/ 
Start the WSO2 EI server by executing the following commands:  (on Linux/OS X) or  (on Windows).sh integrator.sh integrator.bat  

Now, you have both the Broker and the ESB profile of WSO2 EI configured and running with the JMS transport enabled.
Managing security of the configuration

JMS is an integral part of enterprise integration solutions that are highly-reliable, loosely-coupled and asynchronous. As a result, implementing proper
security to your JMS deployments is vital. The below sections discuss some of the best practices of an effective JMS security implementation when used in
combination with WSO2 Enterprise Integrator. 

Let's see how some of the key concepts of system security such as authentication, authorization and availability are implemented in different types of
broker servers as follows.

Given below is an overview of how some common security concepts are implemented in EI-Broker runtime.

Security Concept How it is Implemented in EI-Broker

Authentication Andes Authenticator connected entities to authenticate.

Authorization Creation and use of role-based permissions.

Availability Clustering using Apache Zookeeper.

Integrity Message-level encryption using WS-Security.

Let's see how  . each concept in the table above is implemented in EI-Broker  

After setting up EI-Broker runtime with the ESB runtime in WO2 EI, open   file and add<EI_HOME>/wso2/broker/conf/advanced/qpid-config.xml
the following line as a child element of <tuning>.

<messageBatchSizeForBrowserSubscriptions>100000</messageBatchSizeForBro
wserSubscriptions>

Authentication: Plain Text  

EI-Broker requires all its incoming connections to be authenticated. The   file contains lines similar to the<EI_HOME>/conf/jndi.properties
following. They contain the username and password credentials used to authenticate connections made to the EI-Broker runtime. This is plain text
authentication.   

For instructions on configuring the JMS transport in  of the WSO2 EI Broker profile, see a cluster Running the Broker
. instances

You can apply the same information mentioned in this section when configuring JMS with .Apache QPid

https://docs.wso2.com/display/EI600/Handling+Failover#HandlingFailover-Runningthebrokerinstances
https://docs.wso2.com/display/EI600/Handling+Failover#HandlingFailover-Runningthebrokerinstances
https://qpid.apache.org/
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connectionfactory.TopicConnectionFactory =
amqp://admin:admin@clientID/carbon?brokerlist='tcp://localhost:5675'
connectionfactory.QueueConnectionFactory =
amqp://admin:admin@clientID/carbon?brokerlist='tcp://localhost:5675' 

In the EI-Broker authentication example below, we send a request to the proxy service  , which adds a message to the   qtestJMSProxy example.MyQueue
ueue.   
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<definitions xmlns="http://ws.apache.org/ns/synapse">
  <registry provider="org.wso2.carbon.mediation.registry.WSO2Registry">
     <parameter name="cachableDuration">15000</parameter>
  </registry>
  <proxy name="testJMSProxy"
         transports="https http"
         startOnLoad="true"
         trace="disable">
     <target>
        <inSequence>
           <property name="FORCE_SC_ACCEPTED" value="true"
scope="axis2"/>
           <property name="target.endpoint" value="jmsEP"
scope="default"/>
           <store messageStore="testMsgStore"/>
        </inSequence>
     </target>
  </proxy>
  <endpoint name="jmsEP">
     <address
uri="http://localhost:9000/services/SimpleStockQuoteService"/>
  </endpoint>
  <sequence name="fault">
     <log level="full">
        <property name="MESSAGE" value="Executing default 'fault'
sequence"/>
        <property name="ERROR_CODE"
expression="get-property('ERROR_CODE')"/>
        <property name="ERROR_MESSAGE"
expression="get-property('ERROR_MESSAGE')"/>
     </log>
     <drop/>
  </sequence>
  <sequence name="main">
     <in>
        <log level="full"/>
        <filter source="get-property('To')"
regex="http://localhost:9000.*">
           <send/>
        </filter>
     </in>
     <out>
        <send/>
     </out>
     <description>The main sequence for the message
mediation</description>
  </sequence>
  <messageStore
class="org.wso2.carbon.message.store.persistence.jms.JMSMessageStore"
                name="testMsgStore">
     <parameter
name="java.naming.factory.initial">org.wso2.andes.jndi.PropertiesFileIn
itialContextFactory</parameter>
     <parameter
name="java.naming.provider.url">repository/conf/jndi.properties</parame
ter>
     <parameter name="store.jms.destination">MyQueue</parameter>
  </messageStore>
</definitions>

 If you change the authentication credentials of the jndi.properties file, the connection will not be authenticated. You will see an error similar to:  
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ERROR - AMQConnection Throwable Received but no listener set:
org.wso2.andes.AMQDisconnectedException: Server closed connection and
reconnection not permitted. 

Authentication: Encrypted

In the  , the user names and passwords are stored in plain text inside the WSO2 EI’s jndi.properties file. These credentialsprevious authentication example
can be stored in an encrypted manner for added security.   
Authorization  

EI-Broker runtime allows user-based authorization as seen in the  . To set up users, follow the instructions in example on WSO2 MB Authentication User
 of the WSO2 Admin Guide.Management section  

  
EI-Broker provides role-based authorization for topics, where public/subscribe access can be assigned to user groups. For more information on setting up
role-based authorization for topics, refer to section   of the WSO2 MB documentation.Managing Topics and Subscriptions section
Integrity  

Integrity is part of message-level security, and can be implemented using a standard like WS-Security. For information on how message-level security work
s in JMS, see  .Managing Security of the configuration

Configure with ActiveMQ

This section describes how to configure the JMS transport of the ESB Profile of WSO2 Enterprise Integrator (WSO2 EI) with ActiveMQ. The following topics
are covered:

Setting up WSO2 EI and ActiveMQ
Configuring redelivery in ActiveMQ queues
Managing security of the configuration

Setting up WSO2 EI and ActiveMQ

Follow the instructions below to set up and configure.

Download, set up and start . Apache ActiveMQ   
Follow the  Installation Guide and set up the ESB Profile of WSO2 EI.

 Copy the following client libraries from the       directory <ACTIVEMQ_HOME>/lib to the <EI_HOME>/lib directory.   

           ActiveMQ 5.8.0 and above 
activemq-broker-5.8.0.jar
activemq-client-5.8.0.jar
activemq-kahadb-store-5.8.0.jar  
geronimo-jms_1.1_spec-1.1.1.jar
geronimo-j2ee-management_1.1_spec-1.0.1.jar
geronimo-jta_1.0.1B_spec-1.0.1.jar
hawtbuf-1.9.jar
Slf4j-api-1.6.6.jar
activeio-core-3.1.4.jar (available in the   directory)<ACTIVEMQ_HOME>/lib/optional   

 
       Earlier version of ActiveMQ

activemq-core-5.5.1.jar
geronimo-j2ee-management_1.0_spec-1.0.jar
geronimo-jms_1.1_spec-1.1.1.jar

Next, configure the   and  in the ESB Profile of WSO2 EI based on your requirement. When you need to listen to aJMS transport listeners senders
JMS queue you need to configure the , and when you need to send messages to a JMS queue you need to configure the JMS transport listener J

. MS transport sender

From the below configurations, do the ones in the  file based on the profile you use as follows:axis2.xml

To enable the JMS transport in the ESB profile, edit the  file.<EI_HOME>/conf/axis2/axis2.xml
To enable the JMS transport in other profiles, edit the  file. <EI_HOME>/wso2/<PROFILE_HOME>/conf/axis2/axis2.xml <PROFI

 can be a main directory of a profile inside the WSO2 EI distribution. For example, to enable the JMS transport of theLE_HOME>
Business Process Profile, edit the  file<EI_HOME>/wso2/business-process/conf/axis2/axis2.xml

Do not start the ESB Profile of WSO2 EI at this point. ActiveMQ should be up and running before starting the ESB Profile of WSO2 EI.

https://docs.wso2.com/display/ADMIN44x/Managing+Users%2C+Roles+and+Permissions
https://docs.wso2.com/display/ADMIN44x/Managing+Users%2C+Roles+and+Permissions
http://docs.wso2.org/message-broker/Managing+Topics+and+Subscriptions
https://docs.wso2.com/display/EI650/Configure+with+ActiveMQ#ConfigurewithActiveMQ-Managingsecurityoftheconfiguration
http://activemq.apache.org/
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Start ActiveMQ by navigating to the   directory and executing (on Linux/OSX) or <ACTIVEMQ_HOME>/bin ./activemq console activemq
(on Windows).start

Now you have instances of ActiveMQ and the ESB Profile of WSO2 EI configured, up and running.  Next, let's take a look at implementation
details of various .JMS use cases

Setting up the JMS listener

To enable the JMS transport listener, un-comment the following listener configuration related to ActiveMQ in  file.<EI_HOME>/conf/axis2/axis2.xml

<!--Uncomment this and configure as appropriate for JMS transport
support, after setting up your JMS environment (e.g. ActiveMQ)-->
<transportReceiver name="jms"
class="org.apache.axis2.transport.jms.JMSListener">
       <parameter name="myTopicConnectionFactory" locked="false">
           <parameter name="java.naming.factory.initial"
locked="false">org.apache.activemq.jndi.ActiveMQInitialContextFactory</
parameter>
           <parameter name="java.naming.provider.url"
locked="false">tcp://localhost:61616</parameter>
           <parameter name="transport.jms.ConnectionFactoryJNDIName"
locked="false">TopicConnectionFactory</parameter>
            <parameter name="transport.jms.ConnectionFactoryType"
locked="false">topic</parameter>
       </parameter>
 
       <parameter name="myQueueConnectionFactory" locked="false">
           <parameter name="java.naming.factory.initial"
locked="false">org.apache.activemq.jndi.ActiveMQInitialContextFactory</
parameter>
           <parameter name="java.naming.provider.url"
locked="false">tcp://localhost:61616</parameter>
           <parameter name="transport.jms.ConnectionFactoryJNDIName"
locked="false">QueueConnectionFactory</parameter>
            <parameter name="transport.jms.ConnectionFactoryType"
locked="false">queue</parameter>
       </parameter>
 
       <parameter name="default" locked="false">
           <parameter name="java.naming.factory.initial"
locked="false">org.apache.activemq.jndi.ActiveMQInitialContextFactory</
parameter>
           <parameter name="java.naming.provider.url"
locked="false">tcp://localhost:61616</parameter>
           <parameter name="transport.jms.ConnectionFactoryJNDIName"
locked="false">QueueConnectionFactory</parameter>
            <parameter name="transport.jms.ConnectionFactoryType"
locked="false">queue</parameter>
       </parameter>
   </transportReceiver>

Setting up the JMS sender

To enable the JMS transport sender, un-comment the following configuration in  file.<EI_HOME>/conf/axis2/axis2.xml

When configuring the JMS transport with ActiveMQ, you can append  to the value of the ActiveMQ-specific properties java.naming.p
 property. For example, you can set the rovider.url  and redeliveryDelay  properties wheninitialRedeliveryDelay

configuring a JMS inbound endpoint as follows:

<parameter
name="java.naming.provider.url">tcp://localhost:61616?jms.redeliveryPolicy.redeliveryDelay=10000&amp
;jms.redeliveryPolicy.initialRedeliveryDelay=10000</parameter>

http://activemq.apache.org/connection-configuration-uri.html
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<transportSender name="jms"
class="org.apache.axis2.transport.jms.JMSSender"/>

Connecting multiple ActiveMQ brokers     

The ESB Profile of WSO2 EI can be configured as described below to work with two ActiveMQ brokers. In this example, port 61616 is used for one
ActiveMQ instance and port 61617 is used for another ActiveMQ instance.

Configure the ESB Profile of WSO2 EI to work with one ActiveMQ broker as described above.
 Start another ActiveMQ instance.
 Add another transport receiver to the  file as follows. Note that the name of the transport receiver is<EI_Home>/conf/axis2/axis2.xml
different to that of the transport receiver that you already entered. The port specified is  .61617

For details on the JMS configuration parameters used in the code segments above, see .JMS Connection Factory Parameters

The above configurations do not address the problem of transient failures of the ActiveMQ message broker. Let's say for some reason ActiveMQ
goes down and becomes active again after a while. The ESB Profile of WSO2 EI will not reconnect to ActiveMQ, instead it will throw an error
when requests are sent to the ESB Profile of WSO2 EI until it is restarted. In order to tackle this issue you need to add the following
configuration in place of the java.naming.provider.url,

failover:tcp://localhost:61616

This simply makes sure that re-connection takes place. Failover prefix is associated with the Failover Transport of ActiveMQ. For more
information on this, see .The Failover Transport

https://docs.wso2.com/display/EI650/JMS+Transport#JMSTransport-JMSConnectionFactoryParameters
http://activemq.apache.org/failover-transport-reference.html
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<transportReceiver name="jms1"
class="org.apache.axis2.transport.jms.JMSListener">
       <parameter name="myTopicConnectionFactory" locked="false">
           <parameter name="java.naming.factory.initial"
locked="false">org.apache.activemq.jndi.ActiveMQInitialContextFactory</
parameter>
           <parameter name="java.naming.provider.url"
locked="false">tcp://localhost:61617</parameter>
           <parameter name="transport.jms.ConnectionFactoryJNDIName"
locked="false">TopicConnectionFactory</parameter>
            <parameter name="transport.jms.ConnectionFactoryType"
locked="false">topic</parameter>
       </parameter>
 
       <parameter name="myQueueConnectionFactory" locked="false">
           <parameter name="java.naming.factory.initial"
locked="false">org.apache.activemq.jndi.ActiveMQInitialContextFactory</
parameter>
           <parameter name="java.naming.provider.url"
locked="false">tcp://localhost:61617</parameter>
           <parameter name="transport.jms.ConnectionFactoryJNDIName"
locked="false">QueueConnectionFactory</parameter>
            <parameter name="transport.jms.ConnectionFactoryType"
locked="false">queue</parameter>
       </parameter>
 
       <parameter name="default" locked="false">
           <parameter name="java.naming.factory.initial"
locked="false">org.apache.activemq.jndi.ActiveMQInitialContextFactory</
parameter>
           <parameter name="java.naming.provider.url"
locked="false">tcp://localhost:61617</parameter>
           <parameter name="transport.jms.ConnectionFactoryJNDIName"
locked="false">QueueConnectionFactory</parameter>
            <parameter name="transport.jms.ConnectionFactoryType"
locked="false">queue</parameter>
       </parameter>
   </transportReceiver>

Set up the JMS sender as described in  .Setting up the JMS sender
Configuring redelivery in ActiveMQ queues

When the ESB Profile of WSO2 EI is configured to consume messages from an ActiveMQ queue, you have the option to configure message re-delivery.
This is useful when messages are unable to be processed by the ESB Profile of WSO2 EI due to failures.  

Enable the JMS listener as explained in .Setting up the JMS listener
Add the following JMS parameters into the proxy service configuration in the ESB Profile of WSO2 EI:

<parameter name="redeliveryPolicy.maximumRedeliveries">1</parameter>
<parameter name="transport.jms.DestinationType">queue</parameter>
<parameter name="transport.jms.SessionTransacted">true</parameter>
<parameter
name="transport.jms.Destination">JMStoHTTPStockQuoteProxy</parameter>
<parameter name="redeliveryPolicy.redeliveryDelay">2000</parameter>
<parameter name="transport.jms.CacheLevel">consumer</parameter>

Parameters
redeliveryPolicy.maximumRedeliveries: Maximum number of retries for delivering the message. If set to -1 ActiveMQ will retry
inifinitely.
transport.jms.SessionTransacted: When set to  , this enables the JMS session transaction for the proxy service.true
redeliveryPolicy.redeliveryDelay: Delay time in milliseconds between retries.
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2.  

3.  
transport.jms.CacheLevel: This needs to be set to   for the ActiveMQ redelivery mechanism to work.consumer

Add the following line in your fault sequence:

<property name="SET_ROLLBACK_ONLY" value="true" scope="axis2"/>

Following is a sample proxy service configuration:

<proxy xmlns="http://ws.apache.org/ns/synapse"
       name="JMStoHTTPStockQuoteProxy"
       transports="jms"
       statistics="disable"
       trace="disable"
       startOnLoad="true">
   <target>
      <inSequence>
         <property name="transactionID"
                   expression="get-property('MessageID')"
                   scope="default"/>
         <property name="sourceMessageID"
                   expression="get-property('MessageID')"
                   scope="default"/>
         <property name="proxyMessageID"
                   expression="get-property('MessageID')"
                   scope="default"/>
         <log level="full">
            <property name="transactionID"
expression="get-property('transactionID')"/>
            <property name="sourceMessageID"
expression="get-property('sourceMessageID')"/>
            <property name="MessageID"
expression="get-property('proxyMessageID')"/>
         </log>
         <property name="SET_ROLLBACK_ONLY" value="true"
scope="axis2"/>
         <drop/>               
      </inSequence>
      <faultSequence name="jms_fault"/>
   </target>
   <parameter name="redeliveryPolicy.maximumRedeliveries">1</parameter>
   <parameter name="transport.jms.DestinationType">queue</parameter>
   <parameter name="transport.jms.SessionTransacted">true</parameter>
   <parameter
name="transport.jms.Destination">JMStoHTTPStockQuoteProxy</parameter>
   <parameter name="redeliveryPolicy.redeliveryDelay">2000</parameter>
   <parameter name="transport.jms.CacheLevel">consumer</parameter>
   <description/>
</proxy>

Managing security of the configuration

JMS is an integral part of enterprise integration solutions that are highly-reliable, loosely-coupled and asynchronous. As a result, implementing proper
security to your JMS deployments is vital. The below sections discuss some of the best practices of an effective JMS security implementation when used in
combination with WSO2 Enterprise Integrator. 

Let's see how some of the key concepts of system security such as authentication, authorization and availability are implemented in different types of
broker servers as follows. Given below is an overview of how some common security concepts are implemented in Apache ActiveMQ.

SET_ROLLBACK_ONLY
This parameter must be defined for ActiveMQ to redeliver the message.
When the ESB Profile of WSO2 EI is unable to deliver a message to the back-end service due to an error, it will be routed to the fault
sequence in the configuration. When the  property is set in the fault sequence, the ESB Profile of WSO2 EISET_ROLLBACK_ONLY
informs ActiveMQ to redeliver the message. 
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Security Concept How it is Implemented

Authentication Simple authentication and JAAS plugins.

Authorization Built-in authorization mechanism using XML configuration.

Availability Master/Slave configurations using fail-over transport in ActiveMQ (not to be confused with WSO2 EI transports). 

Integrity WS-Security

Authentication  

Simple Authentication: ActiveMQ comes with an authentication plugin, which provides basic authentication between the ActiveMQ JMS and WSO2 EI. The
steps below describe how to configure.   

1. Add the following configuration in <ACTIVEMQ_HOME>/conf/activemq-security.xml file.

<simpleAuthenticationPlugin anonymousAccessAllowed="true">
           <users>
               <authenticationUser username="system"
password="${activemq.password}"
                   groups="users,admins"/>
               <authenticationUser username="user"
password="${guest.password}"
                   groups="users"/>
               <authenticationUser username="guest"
password="${guest.password}" groups="guests"/>
           </users> 

</simpleAuthenticationPlugin>

2. Edit <ACTIVEMQ_HOME>/conf/credentials.properties file for plain-text version or <ACTIVEMQ_HOME>/conf/credentials-enc.properties file for
encrypted version to define the username and password lists referenced in the configuration above. 
  

Th e   attribute defines whether or not to allow anonymous access. The groups and users defined in step 1 are used to provideanonymousAccessAllowed
authorization schemes. Refer to section  for more information.  Authorization

3. Ensure that the <transportReceiver> element below is added in   file.<EI_HOME>/conf/axis2/axis2.xml
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<transportReceiver name="jms"
class="org.apache.axis2.transport.jms.JMSListener">
       <parameter name="myTopicConnectionFactory" locked="false">
           <parameter name="java.naming.factory.initial"
locked="false">org.apache.activemq.jndi.ActiveMQInitialContextFactory</
parameter>
           <parameter name="java.naming.provider.url"
locked="false">tcp://localhost:61616</parameter>
              <parameter
name="transport.jms.UserName">system</parameter>
               <parameter
name="transport.jms.Password">manager</parameter>
            <parameter name="transport.jms.ConnectionFactoryJNDIName"
locked="false">TopicConnectionFactory</parameter>
            <parameter name="transport.jms.ConnectionFactoryType"
locked="false">topic</parameter>
       </parameter>

       <parameter name="myQueueConnectionFactory" locked="false">
           <parameter name="java.naming.factory.initial"
locked="false">org.apache.activemq.jndi.ActiveMQInitialContextFactory</
parameter>
           <parameter name="java.naming.provider.url"
locked="false">tcp://localhost:61616</parameter>
               <parameter
name="transport.jms.UserName">system</parameter>
               <parameter
name="transport.jms.Password">manager</parameter>
           <parameter name="transport.jms.ConnectionFactoryJNDIName"
locked="false">QueueConnectionFactory</parameter>
            <parameter name="transport.jms.ConnectionFactoryType"
locked="false">queue</parameter>
       </parameter>

       <parameter name="default" locked="false">
           <parameter name="java.naming.factory.initial"
locked="false">org.apache.activemq.jndi.ActiveMQInitialContextFactory</
parameter>
           <parameter name="java.naming.provider.url"
locked="false">tcp://localhost:61616</parameter>
              <parameter
name="transport.jms.UserName">system</parameter>
               <parameter
name="transport.jms.Password">manager</parameter>
           <parameter name="transport.jms.ConnectionFactoryJNDIName"
locked="false">QueueConnectionFactory</parameter>
            <parameter name="transport.jms.ConnectionFactoryType"
locked="false">queue</parameter>
       </parameter>
</transportReceiver>

Lines similar to the following contain the username and password configured in ActiveMQ.

<parameter name="transport.jms.UserName">system</parameter> 
<parameter name="transport.jms.Password">manager</parameter>

Infor
For more advanced authentication schemes that use JAAS which are supported in ActiveMQ, refer to the official ActiveMQ documentation here: 
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Authorization 

ActiveMQ provides authorization schemes using simple XML configurations, which you can apply to the users defined in the authentication plugin. To setup
authorization, ensure you have the following configuration in <ACTIVEMQ_HOME>/conf/activemq-sequrity.xml file.

<authorizationPlugin>
 <map>
  <authorizationMap>
    <authorizationEntries>
      <authorizationEntry queue=">" read="admins" write="admins"
admin="admins" />
      <authorizationEntry queue="USERS.>" read="users" write="users"
admin="users" />
      <authorizationEntry queue="GUEST.>" read="guests"
write="guests,users" admin="guests,users" />
 
      <authorizationEntry queue="TEST.Q" read="guests" write="guests"
/>
 
      <authorizationEntry topic=">" read="admins" write="admins"
admin="admins" />
      <authorizationEntry topic="USERS.>" read="users" write="users"
admin="users" />
      <authorizationEntry topic="GUEST.>" read="guests"
write="guests,users" admin="guests,users" />
 
      <authorizationEntry topic="ActiveMQ.Advisory.>"
read="guests,users" write="guests,users" admin="guests,users"/>
    </authorizationEntries>
  </authorizationMap>
 </map>
</authorizationPlugin> 

Availability  

ActiveMQ supports the use of master/slave and fail-over transport to provide high-availability. ActiveMQ supports two types of master/slave configurations
as follows:

Master/slave using shared file systems
Master/slave using JDBC

We explore the second option here.
Master/slave using JDBC

ActiveMQ uses a special URI similar to the following to facilitate fail-over functionality: failover://(tcp://127.0.0.1:61616,tcp://127.0.0.1:61617,tcp://127.0.0.1:
. Use this URI inside WSO2 EI for a highly-available JMS solution.61618)?initialReconnectDelay=100

To create proxy services, sequences, endpoints, message stores, processors etc. in WSO2 EI, you can either use the management console or copy the
XML configuration to the source view. You can find the source view under menu   in the left navigation pane of theManage > Service Bus > Source View
WSO2 EI management console. Alternatively, you can add an XML file  to <EI_HOME>/repository/deployment/server/synapse-configs/defa
ult/proxy-services.

 http://activemq.apache.org/security.html  

Infor

This configuration defines role-based authorization on queues and topics, and uses ActiveMQ wildcards. For information on   
 here:   wildcards, refer to ActiveMQ documentation http://activemq.apache.org/wildcards.html .

Infor

For more information on either model, refer to ActiveMQ documentation on master/slave here: http://activemq.apache.org/masterslave.ht
.ml

http://activemq.apache.org/security.html
http://activemq.apache.org/wildcards.html
http://activemq.apache.org/masterslave.html
http://activemq.apache.org/masterslave.html
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A sample   WSO2 EI Proxy service for this setup is given below.    

<proxy xmlns="http://ws.apache.org/ns/synapse" name="FailOverJMS"
transports="http" startOnLoad="true" trace="disable">
   <target>
       <inSequence>
           <log level="full"/>
           <property name="OUT_ONLY" value="true" scope="default"/>
           <clone>
               <target>
                   <endpoint>
               <address                        
uri="jms:/OMS?transport.jms.ConnectionFactoryJNDIName=QueueConnectionFa
ctory&amp;java.naming.factory.initial=org.apache.activemq.jndi.ActiveMQ
InitialContextFactory&amp;java.naming.provider.url=failover:(tcp://loca
lhost:61616,tcp://localhost:61617)?randomize=false&amp;transport.jms.De
stinationType=queue"/>
           </endpoint>
               </target>
           </clone>
       </inSequence>
   </target>
   <publishWSDL key="gov:/services/FileService.wsdl">
       <resource location="Message.xsd"
key="gov:/services/Message.xsd"/>
   </publishWSDL>
</proxy> 

Note   inside the addressjava.naming.provider.url=failover:( )?randomize=falsetcp://localhost:61616,tcp://localhost:61617
endpoint uri attribute. The   parameter makes this setup follow a prioritized fail-over configuration, which means when the first instancerandomize=false
fails, it moves to the next. For more information on ActiveMQ fail-over transport and its parameters, refer to ActiveMQ documentation here: http://activemq.

. apache.org/failover-transport-reference.html
Integrity

Integrity is part of message-level security and can be implemented using a standard like WS-Security. Following sample shows the application of
WS-Security for message-level encryption where messages are stored in a message store in WSO2 EI.

tcp://localhost:61616,tcp:
http://activemq.apache.org/failover-transport-reference.html
http://activemq.apache.org/failover-transport-reference.html


WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 705

1.  
2.  

3.  

<definitions xmlns="http://ws.apache.org/ns/synapse">
    <localEntry key="sec_policy"
src="file:repository/samples/resources/policy/policy_3.xml"/>
 <proxy name="FailOverJMS" startOnLoad="true" transports="http"
xmlns="http://ws.apache.org/ns/synapse">
     <target>
         <inSequence>
             <send>
                 <endpoint>
                     <address
uri="jms:/StockQuoteJmsProxy2?transport.jms.ConnectionFactoryJNDIName=Q
ueueConnectionFactory&amp;java.naming.factory.initial=org.apache.active
mq.jndi.ActiveMQInitialContextFactory&amp;java.naming.provider.url=tcp:
//localhost:61616">
                         <enableAddressing version="submission"/>
                         <enableSec policy="sec_policy"/>
                    </address>
                </endpoint>
            </send>
         </inSequence>
         <outSequence>
             <header action="remove" name="wsse:Security"
scope="default"
xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wss
ecurity-secext-1.0.xsd"/>
             <send/>
         </outSequence>
         <faultSequence/>
     </target>
 </proxy>
</definitions>

Configure with Apache Artemis

This section describes how to configure the JMS transport of the ESB Profile of WSO2 Enterprise Integrator (WSO2 EI) with Apache Artemis version  . 2.6.1

Follow the instructions below to set up and configure.

Download, set up and start Apache Artemis.   
Set up the ESB Profile of WSO2 EI. For instructions, see  .Installation Guide

Add the below transport receiver configuration to the  file.<EI_HOME>/conf/axis2/axis2.xml

From the below configurations, do the ones in the  file based on the profile you use as follows:axis2.xml

To enable the JMS transport in the ESB profile, edit the  file.<EI_HOME>/conf/axis2/axis2.xml
To enable the JMS transport in other profiles, edit the  file. <EI_HOME>/wso2/<PROFILE_HOME>/conf/axis2/axis2.xml <PROFI

 can be a main directory of a profile inside the WSO2 EI distribution. For example, to enable the JMS transport of theLE_HOME>
Business Process Profile, edit the  file<EI_HOME>/wso2/business-process/conf/axis2/axis2.xml

Do not start the ESB Profile of WSO2 EI at this point. Apache Artemis should be up and running before starting the ESB Profile of
WSO2 EI.

https://activemq.apache.org/artemis/
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3.  

4.  

<transportReceiver name="jms"
class="org.apache.axis2.transport.jms.JMSListener">
   <parameter name="myTopicConnectionFactory" locked="false">
      <parameter name="java.naming.factory.initial"
locked="false">org.apache.activemq.artemis.jndi.ActiveMQInitialContextF
actory</parameter>
      <parameter name="java.naming.provider.url"
locked="false">tcp://localhost:61616</parameter>
      <parameter name="transport.jms.ConnectionFactoryJNDIName"
locked="false">TopicConnectionFactory</parameter>
      <parameter name="transport.jms.ConnectionFactoryType"
locked="false">topic</parameter>
   </parameter>
   <parameter name="myQueueConnectionFactory" locked="false">
      <parameter name="java.naming.factory.initial"
locked="false">org.apache.activemq.artemis.jndi.ActiveMQInitialContextF
actory</parameter>
      <parameter name="java.naming.provider.url"
locked="false">tcp://localhost:61616</parameter>
      <parameter name="transport.jms.ConnectionFactoryJNDIName"
locked="false">QueueConnectionFactory</parameter>
      <parameter name="transport.jms.ConnectionFactoryType"
locked="false">queue</parameter>
   </parameter>
   <parameter name="default" locked="false">
      <parameter name="java.naming.factory.initial"
locked="false">org.apache.activemq.artemis.jndi.ActiveMQInitialContextF
actory</parameter>
      <parameter name="java.naming.provider.url"
locked="false">tcp://localhost:61616</parameter>
      <parameter name="transport.jms.ConnectionFactoryJNDIName"
locked="false">QueueConnectionFactory</parameter>
      <parameter name="transport.jms.ConnectionFactoryType"
locked="false">queue</parameter>
   </parameter>
</transportReceiver>

the   fileAdd the below transport sender configuration to  <EI_HOME>/conf/axis2/axis2.xml .
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4.  

5.  
6.  
7.  

8.  
9.  

<transportSender name="jms"
class="org.apache.axis2.transport.jms.JMSSender">
   <parameter name="commonJmsSenderConnectionFactory" locked="false">
      <parameter locked="false"
name="java.naming.factory.initial">org.apache.activemq.artemis.jndi.Act
iveMQInitialContextFactory</parameter>
      <parameter locked="false"
name="java.naming.provider.url">tcp://localhost:61616</parameter>
      <parameter locked="false"
name="transport.jms.ConnectionFactoryJNDIName">QueueConnectionFactory</
parameter>
      <parameter locked="false"
name="transport.jms.ConnectionFactoryType">queue</parameter>
   </parameter>
   <parameter name="commonTopicPublisherConnectionFactory"
locked="false">
      <parameter locked="false"
name="java.naming.factory.initial">org.apache.activemq.artemis.jndi.Act
iveMQInitialContextFactory</parameter>
      <parameter locked="false"
name="java.naming.provider.url">tcp://localhost:61616</parameter>
      <parameter locked="false"
name="transport.jms.ConnectionFactoryJNDIName">TopicConnectionFactory</
parameter>
      <parameter locked="false"
name="transport.jms.ConnectionFactoryType">topic</parameter>
   </parameter>
</transportSender>

Remove any existing Apache ActiveMQ client JAR files from the  and   directories.<EI_HOME>/dropins/ <EI_HOME>/lib/
Download the  file and copy it to the  directory.artemis-jms-client-all-2.6.1.jar <EI_Home>/lib/
Remove the below line from the  file.<EI_HOME>/conf/etc/launch.ini

javax.jms,\

Start Apache Artemis. For instructions, go to  .Apache Artemis Documentation
Start the ESB Profile of WSO2 EI by navigating to the   directory and executing  (on Linux/OSX) or <EI_HOME>/bin ./integrator.sh  integra

(on Windows).tor.bat 

Now you have instances of Apache Artemis and the ESB Profile of WSO2 EI configured, up and running.  Next, let's take a look at implementation details
of various  .JMS use cases

Configure with IBM WebSphere MQ

The WSO2 JMS transport can be configured with IBM® WebSphere® MQ. The following topics cover the configuration steps.

Prerequisites
Creating queue manager, queue and channel in IBM WebSphere MQ
Generating the .bindings file
Configuring the ESB JMS transport
Copying IBM Websphere MQ libraries
Deploying JMS listener proxy service
Testing the proxy service
Sample Scenarios

 

From the below configurations, do the ones in the  file based on the profile you use as follows:axis2.xml

To enable the JMS transport in the Integration profile, edit the  file.<EI_HOME>/conf/axis2/axis2.xml
To enable the JMS transport in other profiles, edit the  file. <EI_HOME>/wso2/<PROFILE_HOME>/conf/axis2/axis2.xml <PROFI

 refers to the main directory of the profile inside the WSO2 EI distribution. For example, to enable the JMS transport in theLE_HOME>

https://docs.wso2.com/download/attachments/119130330/artemis-jms-client-all-2.6.1.jar?version=1&modificationDate=1558091414000&api=v2
https://activemq.apache.org/artemis/docs.html
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1.  

2.  

3.  
4.  

5.  

6.  

7.  

8.  

Prerequisites

WSO2 Enterprise Interator (WSO2 EI) is installed. To test the samples, you must also have Apache Ant installed. For details, see Installation
.Prerequisites

WebSphere MQ is installed and the latest fix pack applied (see the  ). The fix pack can be obtained from IBM documentation http://www-01.ibm.co
. (m/software/integration/wmq These instructions are tested on .)IBM WebSphere MQ version 8.0.0.4

Creating queue manager, queue and channel in IBM WebSphere MQ

Start IBM WebSphere MQ Explorer as an administrator. If you are not running on an administrator account, right-click on the IBM WebSphere MQ
icon/menu item and then click  .Run as Administrator
Right-click on  , move the cursor to   and then click   to open the   wizard. Enter Queue Managers New Queue Manager Create Queue Manager ESB

 as the queue manager name. Make sure you select   check box. Leave the default valuesQManager make this the default queue manager
unchanged in the other fields. Click   to move to the next page.Next
Click   in the page for entering data and log values without changing any default values.Next
In the page for entering configuration options, select the following. Then click  .Next

Field Name Value

Start queue manager after it has
been created check box

If this is selected, the queue manager will start running immediately after it is created.

Automatic field If this is selected, the queue manager is automatically started when the machine starts up.

Configure the following in the page for entering listener options.

Field Name Value

Create listener configured for
TCP/IP check box

Select this check box to create the listener.

Listen on port number field Enter the number of the port where you want to set the listener. In this example, the port number will be
1414.

Click   and then click   to save the configuration. The queue manager will be created as shown below.Next Finish

 Expand the navigation tree of the  queue manager in the navigation tree.ESBQManager Right-click on  , move the cursor to   and thenQueues New
click     to open the   wizard. Enter the local queue name as   and complete running the wizard.Local Queue Create a Local Queue LocalQueue1
Leave the default values of all other fields unchanged, and click   to save the local queue. Finish
Right-click on  , move the cursor to   , and then click   to open the Channels New Server-connection Channel Create a Server-connection

 wizard. Enter  as the channel name and click  . Make sure that the value for the   is  . LeaveChannel myChannel  Next Transmission Protocol TCP
the default values unchanged for the rest of the fields, and click  to save the channel.Finish 

Business Process profile, edit the  file<EI_HOME>/wso2/business-process/conf/axis2/axis2.xml

The configuration steps below are for a Windows environment. Similar steps apply for other environments such as OSX and Linux.

http://publib.boulder.ibm.com/infocenter/sametime/v8r0/index.jsp?topic=/com.ibm.help.sametime.advanced.doc/stv_inst_mq_appl_win_t.html
http://www-01.ibm.com/software/integration/wmq
http://www-01.ibm.com/software/integration/wmq
http://www-01.ibm.com/support/docview.wss?uid=swg24040022
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1.  

2.  

3.  

Generating the .bindings file

Create a directory in which the  file can be saved in any location of your computer. In this example, a directory named .bindings  jndidirecto
 will be created in the  folder.ry G

 Go to IBM Websphere MQ, and right-click on  , and then click  .JMS Administered Objects Add Initial Context

Select the   option in the   wizard. Enter  in the  field. Leave theFile system Connection Details  file:G/jndidirectory Context nickname
default values unchanged for other fields and complete running the wizard. The new file initial context will be displayed in the left navigator under J

 as shown below.MS Administered Objects
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3.  

4.  

5.  

6.  

Click the file initial context (named   file:G/jndidirectory  in this example) in the navigator to expand it. Right-click on Connection Factories
, move the cursor to  , and then click  . Enter the name of the connection factory as  .New Connection Factory MyQueueConnectionFactory
Select   as the connection factory type. Select   as the transport.  Queue Connection Factory MQClient   Leave the default values unchanged
for other fields and complete running the wizard.
Right-click on the newly connected connection factory in the left navigator, and the click  . Click  . Then browse and select Properties Connection E

 for the  field. You can change the host and port name for the connection factory if required. No changes willSBQManager Base queue manager
be made in this example since default values are used. Leave the default values unchanged for other fields and click .OK
Right-click   under   in the left navigator. Move the cursor to  and then click   to open the Destination JMS Administered Objects New  Destination N

 wizard. In order to map the destination to the local queue you created in ew Destination  step 7 of the Creating queue manager, queue and

  channel in IBM WebSphere MQ section, enter the same queue name (  in this example) in the   field. Select  for the LocalQueue1 Name Queue Ty

 field. Select   as the queue manager and   as the queue in the wizard. pe ESBQManager   LocalQueue1 Leave the default values unchanged for

 other fields and complete running the wizard.

The .bindings file will be created in the location you specified (     file:G/jndidirectory  in this example) after you carry out the above steps.

In order to connect to the queue, you need to configure channel authentication. Run the following two commands to disable channel authentication for the
ease of use. Alternatively, you can configure the authentication for the MQ server.

runmqsc ESBQManager

ALTER QMGR CHLAUTH(DISABLED)

Note that you have to run the command prompt as a admin user and run these commands.
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1.  

REFRESH SECURITY TYPE(CONNAUTH)

The following will be displayed in the command prompt.

Configuring the ESB JMS transport

Add the following transport receiver to the   file. <EI_HOME>/conf/axis2/axis2.xml

If you use the default configuration of the IBM MQ queue manager, you need to provide username and password client authentication.
The username and password that you need to provide here is the username and password that you provide to log on to your operating
system.
The  parameter in the above configuration should be added only when you use IBM Webspherevender.class.loader.enabled
MQ as the JMS broker.
WSO2 uses some external class loader mechanisms for some external products such as QPID and AMQP due to the limitation of
serializing the JMSObject message. However, it is not required to use this mechanism for IBM Websphere MQ. By adding the vender.

 parameter, you can skip the external class loader for IBM Websphere MQ.class.loader.enabled
This property can also be included in a proxy service, REST API, message store, JMS receiver or the Synapse configuration depending
on the use case.
If you are using Windows Operating Systems (e.g., Windows 10), mention the  file location starting with  for.bindings file:///
mat, in the below   and  configurations in the <transportReceiver'> <transportSender> <EI_HOME>/repository/conf/axis

 file as follows:    2/axis2.xml <parameter name="java.naming.provider.url" locked="false">file:///G:/jndidirec
 tory</parameter>
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<transportReceiver name="jms"
class="org.apache.axis2.transport.jms.JMSListener">
  <parameter name="default" locked="false">
    <parameter name="java.naming.factory.initial"
locked="false">com.sun.jndi.fscontext.RefFSContextFactory</parameter>
    <parameter name="java.naming.provider.url"
locked="false">file:/G:/jndidirectory</parameter>
    <parameter name="transport.jms.ConnectionFactoryJNDIName"
locked="false">MyQueueConnectionFactory</parameter>
    <parameter name="transport.jms.ConnectionFactoryType"
locked="false">queue</parameter>
    <parameter name="transport.jms.UserName"
locked="false">nandika</parameter>
    <parameter name="transport.jms.Password"
locked="false">password</parameter>
  </parameter>

  <parameter name="myQueueConnectionFactory1" locked="false">
    <parameter name="java.naming.factory.initial"
locked="false">com.sun.jndi.fscontext.RefFSContextFactory</parameter>
    <parameter name="java.naming.provider.url"
locked="false">file:/G:/jndidirectory</parameter>
    <parameter name="transport.jms.ConnectionFactoryJNDIName"
locked="false">MyQueueConnectionFactory</parameter>
    <parameter name="transport.jms.ConnectionFactoryType"
locked="false">queue</parameter>
    <parameter name="transport.jms.UserName"
locked="false">nandika</parameter>
    <parameter name="transport.jms.Password"
locked="false">password</parameter>
  </parameter>
</transportReceiver>

Add the following transport sender to the   file. <EI_HOME>/conf/axis2/axis2.xml
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<transportSender name="jms"
class="org.apache.axis2.transport.jms.JMSSender">
  <parameter name="default" locked="false">
    <parameter name="vender.class.loader.enabled">false</parameter>
 <parameter name="java.naming.factory.initial"
locked="false">com.sun.jndi.fscontext.RefFSContextFactory</parameter>
    <parameter name="java.naming.provider.url"
locked="false">file:/G:/jndidirectory</parameter>
    <parameter name="transport.jms.ConnectionFactoryJNDIName"
locked="false">MyQueueConnectionFactory</parameter>
    <parameter name="transport.jms.ConnectionFactoryType"
locked="false">queue</parameter>
    <parameter name="transport.jms.UserName"
locked="false">nandika</parameter>
    <parameter name="transport.jms.Password"
locked="false">password</parameter>
  </parameter>

  <parameter name="myQueueConnectionFactory1" locked="false">
    <parameter name="java.naming.factory.initial"
locked="false">com.sun.jndi.fscontext.RefFSContextFactory</parameter>
    <parameter name="java.naming.provider.url"
locked="false">file:/G:/jndidirectory</parameter>
    <parameter name="transport.jms.ConnectionFactoryJNDIName"
locked="false">MyQueueConnectionFactory</parameter>
    <parameter name="transport.jms.ConnectionFactoryType"
locked="false">queue</parameter>
    <parameter name="transport.jms.UserName"
locked="false">nandika</parameter>
    <parameter name="transport.jms.Password"
locked="false">password</parameter>
  </parameter>
</transportSender>

Copying IBM Websphere MQ libraries

Follow the instructions below to build and install IBM WebSphere MQ client JAR files to WSO2 EI.

Create a new directory named  , and then create another new directory named  inside it.wmq-client lib
Copy the following JAR files from the   directory (where   refers to the IBM WebSphere MQ<IBM_MQ_HOME>/java/lib/ <IBM_MQ_HOME>
installation directory) to the   directory.wmq-client/lib/

com.ibm.mq.allclient.jar
fscontext.jar
jms.jar
providerutil.jar

Create a   file inside the wmq  directory and add all the required dependencies as shown in the example below.POM.xml -client/

These instructions are tested on IBM WebSphere MQ version 8.0.0.4. However, you can follow them for other versions appropriately.

Note: If you are using IBM MQ 8 with Mutual SSL enabled, you need to download the   file and follow thewmq-client-8.0.0.zip
instructions in the readme.txt file.

You need to change the values of the  and  properties accordingly.<version> <systemPath>

https://docs.wso2.com/download/attachments/119130332/wmq-client-8.0.0.zip?version=1&modificationDate=1558091415000&api=v2
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<?xml version="1.0"?>
<project xmlns="http://maven.apache.org/POM/4.0.0"
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
xsi:schemaLocation="http://maven.apache.org/POM/4.0.0
http://maven.apache.org/xsd/maven-4.0.0.xsd">
<modelVersion>4.0.0</modelVersion>
<groupId>wmq-client</groupId>
<artifactId>wmq-client</artifactId>
<version>8.0.0.4</version>
<packaging>bundle</packaging>
<dependencies>
    <dependency>
        <groupId>com.ibm</groupId>
        <artifactId>fscontext</artifactId>
        <version>8.0.0.4</version>
        <scope>system</scope>
        <systemPath>${basedir}/lib/fscontext.jar</systemPath>
    </dependency>
    <dependency>
        <groupId>com.ibm</groupId>
        <artifactId>providerutil</artifactId>
        <version>8.0.0.4</version>
        <scope>system</scope>
        <systemPath>${basedir}/lib/providerutil.jar</systemPath>
    </dependency>
    <dependency>
        <groupId>com.ibm</groupId>
        <artifactId>allclient</artifactId>
        <version>8.0.0.4</version>
        <scope>system</scope>
       
<systemPath>${basedir}/lib/com.ibm.mq.allclient.jar</systemPath>
    </dependency>
    <dependency>
        <groupId>javax.jms</groupId>
        <artifactId>jms</artifactId>
        <version>1.1</version>
        <scope>system</scope>
        <systemPath>${basedir}/lib/jms.jar</systemPath>
    </dependency>
</dependencies>
<build>
    <plugins>
        <plugin>
            <groupId>org.apache.felix</groupId>
            <artifactId>maven-bundle-plugin</artifactId>
            <version>2.3.4</version>
            <extensions>true</extensions>
            <configuration>
                <instructions>
                   
<Bundle-SymbolicName>${project.artifactId}</Bundle-SymbolicName>
                    <Bundle-Name>${project.artifactId}</Bundle-Name>
                   
<Export-Package>*;-split-package:=merge-first</Export-Package>
                    <Private-Package/>
                    <Import-Package/>
                   
<Embed-Dependency>*;scope=system;inline=true</Embed-Dependency>
                    <DynamicImport-Package>*</DynamicImport-Package>
                </instructions>
            </configuration>
        </plugin>
    </plugins>
</build>
</project>
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Navigate to the wmq directory using your Command Line Interface (CLI), and execute the following command, to build the project: mvn-client   
clean install
Stop the WSO2 EI server, if it is already running. 
Remove any existing IBM MQ client JAR files from the dropins directory and the  directory.<EI_HOME>/   <EI_HOME>/lib
Copy the  file to the  directory.<wmq-client>/target/wmq-client-8.0.0.4.jar <EI_Home>/dropins
Download the , and copy it to the   directory. file from the maven repositoryjta.jar <EI_HOME>/lib
Remove following line from the ini file: <EI_HOME>/conf/etc/launch. javax.jms,\
Regenerate  file.bindings  with the  property (if you already generated one before), and replace the existing Provider Version : 8 .bindin

 file (if you have one) with the new  file you generated.gs .bindings
Start the WSO2 EI server.

Deploying JMS listener proxy service

In this section, the following simple proxy service is deployed to listen to the  queue. When a message is published in this queue, the proxyLocalQueue1
service would pull the message out of the queue and log it. See  for detailed instructions to create a proxy service.Working with Proxy Services

<proxy xmlns="http://ws.apache.org/ns/synapse"
       name="MyJMSProxy"
       transports="jms"
       startOnLoad="true"
       trace="disable">
   <description/>
   <target>
      <inSequence>
         <log level="full"/>
         <drop/>
      </inSequence>
   </target>
   <parameter name="transport.jms.Destination">LocalQueue1</parameter>
</proxy>

Testing the proxy service

Open IBM Websphere MQ and publish a message to .  LocalQueue1

The message will be logged in the WSO2 EI's Management console as well as the log file.
Sample Scenarios

This section describes how to configure the following sample scenarios using the JMS transport, WebSphere MQ, and WSO2 EI:

Queue Scenario 1: JMS Client -> Queue -> WSO2 EI -> Axis2server
Queue Scenario 2: JMS Client -> WSO2 EI -> Queue -> Axis2server
Topic Scenario 1: JMS Client -> Topic -> WSO2 EI -> Axis2server
Topic Scenario 2: JMS Client -> WSO2 EI -> Topic -> Axis2server

In scenarios where the client places the message directly on the queue or topic, and the message is then picked up by WSO2 EI, you configure the

http://central.maven.org/maven2/javax/transaction/jta/1.1/jta-1.1.jar
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non-default connection factories in  and comment them out in the <EI_HOME>\conf\axis2\axis2.xml <EI_HOME>\samples\axis2Server\reposi
 file. In scenarios where the client sends the message to WSO2 EI first, and WSO2 places the message on the queue or topic,tory\conf\axis2.xml

you configure the non-default connection factories in   and comment them out in <EI_HOME>\samples\axis2Server\repository\conf\axis2.xml
.<EI_HOME>\conf\axis2\axis2.xml

Queue Scenario 1: Client to Queue to WSO2 EI

In this scenario, the JMS client places an order on the JMS_QUEUE queue. WSO2 EI listens on this queue, gets the message, and sends it to the
back-end server to process. 

In , comment out the myTopicConnectionFactory parameter and uncomment the SQProxyCF parameter.<EI_HOME>\conf\axis2\axis2.xml
It should look as shown below.

<transportReceiver name="jms"
class="org.apache.axis2.transport.jms.JMSListener">
    <!--parameter name="myTopicConnectionFactory" locked="false"> 
      <parameter name="java.naming.factory.initial" 
locked="false">com.sun.jndi.fscontext.RefFSContextFactory</parameter>
      <parameter name="java.naming.provider.url"
locked="false">file:/C:/JNDI-Directory</parameter>
      <parameter name="transport.jms.ConnectionFactoryJNDIName"
locked="false">MQ_JMS_MANAGER</parameter>
      <parameter name="transport.jms.ConnectionFactoryType"
locked="false">topic</parameter>
      <parameter name="transport.jms.Destination">JMS_QUEUE</parameter>
    </parameter--> 

    <parameter name="SQProxyCF" locked="false">
      <parameter
name="java.naming.factory.initial">com.sun.jndi.fscontext.RefFSContextF
actory</parameter>
      <parameter
name="java.naming.provider.url">file:/C:/JNDI-Directory</parameter>
      <parameter name="transport.jms.ConnectionFactoryJNDIName"
locked="false">MQ_JMS_MANAGER</parameter>
      <parameter name="transport.jms.ConnectionFactoryType"
locked="false">queue</parameter>
      <parameter name="transport.jms.Destination">JMS_QUEUE</parameter>
    </parameter>

    <parameter name="default" locked="false">
      <parameter name="java.naming.factory.initial" 
locked="false">com.sun.jndi.fscontext.RefFSContextFactory</parameter>
      <parameter name="java.naming.provider.url"
locked="false">file:/C:/JNDI-Directory</parameter>
      <parameter name="transport.jms.ConnectionFactoryJNDIName"
locked="false">MQ_JMS_MANAGER</parameter>
      <parameter name="transport.jms.ConnectionFactoryType"
locked="false">queue</parameter>
      <parameter name="transport.jms.Destination">JMS_QUEUE</parameter>
    </parameter>
</transportReceiver>

If you are using version 6.0 of IBM WebSphere MQ, add the following parameter to axis2.xml to ensure that JMS Spec version 1.1.2b is used
instead of version 1.1:

<parameter name="transport.jms.JMSSpecVersion">1.0.2b</parameter>

Start WSO2 EI with the   configuration by running the following command.Sample 250
wso2ei-samples.bat -sn 250
Log in to the server management console at: .https://localhost:9443/carbon/
Click Services -> list -> StockQuoteProxy -> edit (Specific Configuration)
Add a service parameter as follows and save it.
name = transport.jms.ConnectionFactory value = SQProxyCF

https://docs.wso2.com/display/ESB500/Sample+250%3A+Introduction+to+Switching+Transports
https://localhost:9443/carbon/
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Go to the  directory and build it using the  command.<EI_HOME>/samples/axis2Client ant
Go to the  directory, open the  source file, and<EI_HOME>/samples/axis2Client/src/samples/userguide GenericJMSClient.java
make the following changes in the code:

Set the jms_dest property default value to  (line 45)JMS_QUEUE
Set the java.naming.provider.url to  (line 82)file:/C:/JNDI-Directory
Set the java.naming.factory.initial to  (line 85)com.sun.jndi.fscontext.RefFSContextFactory
Set the lookup key to  (line 89)MQ_JMS_MANAGER

Configure the proxy configuration so that it appears as follows.

<definitions xmlns="http://ws.apache.org/ns/synapse">
  <proxy name="StockQuoteProxy" transports="https http jms"
startOnLoad="true" trace="disable">
    <target>
      <endpoint>
        <address
uri="http://localhost:9000/services/SimpleStockQuoteService"/>
      </endpoint>
      <inSequence>
        <property name="OUT_ONLY" value="true"/>
      </inSequence>
      <outSequence>
        <send/>
      </outSequence>
    </target>
    <publishWSDL
uri="file:samples/service-bus/resources/proxy/sample_proxy_1.wsdl"/>
    <parameter name="transport.jms.ContentType">
      <rules>
        <jmsProperty>contentType</jmsProperty>
        <default>application/xml</default>
      </rules>
    </parameter>
    <parameter
name="transport.jms.ConnectionFactory">SQProxyCF</parameter>
  </proxy>
  <sequence name="fault">
    <log level="full">
      <property name="MESSAGE" value="Executing default "fault"
sequence"/>
      <property name="ERROR_CODE"
expression="get-property('ERROR_CODE')"/>
      <property name="ERROR_MESSAGE"
expression="get-property('ERROR_MESSAGE')"/>
    </log>
    <drop/>
  </sequence>
  <sequence name="main">
    <log/>
    <drop/>
  </sequence>
</definitions>

Configure  so that it looks as follows.<EI_HOME>\samples\axis2Server\repository\conf\axis2.xml
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<transportReceiver name="jms"
class="org.apache.axis2.transport.jms.JMSListener">
  <!--parameter name="myTopicConnectionFactory" locked="false">
    <parameter name="java.naming.factory.initial" 
locked="false">com.sun.jndi.fscontext.RefFSContextFactory</parameter>
    <parameter name="java.naming.provider.url"
locked="false">file:/C:/JNDI-Directory</parameter>
    <parameter name="transport.jms.ConnectionFactoryJNDIName"
locked="false">MQ_JMS_MANAGER</parameter>
    <parameter name="transport.jms.ConnectionFactoryType"
locked="false">topic</parameter>
    <parameter name="transport.jms.Destination">JMS_QUEUE</parameter>
  </parameter-->

  <!--parameter name="SQProxyCF" locked="false">
    <parameter
name="java.naming.factory.initial">com.sun.jndi.fscontext.RefFSContextF
actory</parameter>
    <parameter
name="java.naming.provider.url">file:/C:/JNDI-Directory</parameter>
    <parameter name="transport.jms.ConnectionFactoryJNDIName"
locked="false">MQ_JMS_MANAGER</parameter>
    <parameter name="transport.jms.ConnectionFactoryType"
locked="false">queue</parameter>
    <parameter name="transport.jms.Destination">JMS_QUEUE</parameter>
  </parameter-->

  <parameter name="default" locked="false">
    <parameter name="java.naming.factory.initial" 
locked="false">com.sun.jndi.fscontext.RefFSContextFactory</parameter>
    <parameter name="java.naming.provider.url"
locked="false">file:/C/JNDI-Directory</parameter>
    <parameter name="transport.jms.ConnectionFactoryJNDIName"
locked="false">MQ_JMS_MANAGER</parameter>
    <parameter name="transport.jms.ConnectionFactoryType"
locked="false">queue</parameter>
    <parameter name="transport.jms.Destination">JMS_QUEUE</parameter>
  </parameter>
</transportReceiver>

Start the axis2 Server with the following command. 
axis2Server.bat
Send the request from the JMS client, and the sample Axis2 server console will print a message.
ant jmsclient -Djms_type=pox -Djms_dest=JMS_QUEUE -Djms_payload=MSFT

Queue Scenario 2: Client to WSO2 EI to Queue

In this scenario, the JMS client places an order to the WSO2 EI, which then places it on the queue. The back-end server listens on this queue, and then
gets the message and processes the request.  

In , comment out both the myTopicConnectionFactory parameter and the SQProxyCF parameter. It<EI_HOME>\conf\axis2\axis2.xml
should look as shown below.
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<transportReceiver name="jms"
class="org.apache.axis2.transport.jms.JMSListener">
    <!--parameter name="myTopicConnectionFactory" locked="false"> 
      <parameter name="java.naming.factory.initial" 
locked="false">com.sun.jndi.fscontext.RefFSContextFactory</parameter>
      <parameter name="java.naming.provider.url"
locked="false">file:/C:/JNDI-Directory</parameter>
      <parameter name="transport.jms.ConnectionFactoryJNDIName"
locked="false">MQ_JMS_MANAGER</parameter>
      <parameter name="transport.jms.ConnectionFactoryType"
locked="false">topic</parameter>
      <parameter name="transport.jms.Destination">JMS_QUEUE</parameter>
    </parameter--> 

    <!--parameter name="SQProxyCF" locked="false">
      <parameter
name="java.naming.factory.initial">com.sun.jndi.fscontext.RefFSContextF
actory</parameter>
      <parameter
name="java.naming.provider.url">file:/C:/JNDI-Directory</parameter>
      <parameter name="transport.jms.ConnectionFactoryJNDIName"
locked="false">MQ_JMS_MANAGER</parameter>
      <parameter name="transport.jms.ConnectionFactoryType"
locked="false">queue</parameter>
      <parameter name="transport.jms.Destination">JMS_QUEUE</parameter>
    </parameter-->

    <parameter name="default" locked="false">
      <parameter name="java.naming.factory.initial" 
locked="false">com.sun.jndi.fscontext.RefFSContextFactory</parameter>
      <parameter name="java.naming.provider.url"
locked="false">file:/C:/JNDI-Directory</parameter>
      <parameter name="transport.jms.ConnectionFactoryJNDIName"
locked="false">MQ_JMS_MANAGER</parameter>
      <parameter name="transport.jms.ConnectionFactoryType"
locked="false">queue</parameter>
      <parameter name="transport.jms.Destination">JMS_QUEUE</parameter>
    </parameter>
</transportReceiver>

Start the WSO2 EI with the configuration using the following command.  Sample 251 
wso2ei-samples.bat -sn 251
Log into the WSO2 EI management console at: .https://localhost: /carbon/8243
Select   and update the JMS URL as follows.Service Bus -> Source view
jms:/JMS_QUEUE?transport.jms.ConnectionFactoryJNDIName=MQ_JMS_MANAGER&java.naming.factory.initial=com.sun.jn
di.fscontext.RefFSContextFactory&java.naming.provider.url=file:/C:/JNDI-Directory&transport.jms.DestinationT
ype=queue&transport.jms.ConnectionFactoryType=queue &transport.jms.Destination=JMS_QUEUE
Configure the proxy service as follows.

https://docs.wso2.com/display/ESB500/Sample+251%3A+Switching+from+HTTP%28S%29+to+JMS
https://localhost:9443/carbon/
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<definitions xmlns="http://ws.apache.org/ns/synapse">
  <proxy name="StockQuoteProxy" transports="https http jms"
startOnLoad="true" trace="disable">
    <target>
      <endpoint>
        <address
uri="jms:/JMS_QUEUE?transport.jms.ConnectionFactoryJNDIName=MQ_JMS_MANA
GER&amp;java.naming.factory.initial=com.sun.jndi.fscontext.RefFSContext
Factory&amp;java.naming.provider.url=file:/C:/JNDI-Directory&amp;transp
ort.jms.DestinationType=queue&transport.jms.ConnectionFactoryType=queue
&amp;transport.jms.Destination=JMS_QUEUE"/>
      </endpoint>
      <inSequence>
        <property name="TRANSPORT_HEADERS" scope="axis2"
action="remove"/>
        <property name="OUT_ONLY" value="true"/>
      </inSequence>
      <outSequence>
        <send/>
      </outSequence>
    </target>
    <publishWSDL
uri="file:samples/service-bus/resources/proxy/sample_proxy_1.wsdl"/>
  </proxy>
  <sequence name="fault">
    <log level="full">
      <property name="MESSAGE" value="Executing default "fault"
sequence"/>
      <property name="ERROR_CODE"
expression="get-property('ERROR_CODE')"/>
      <property name="ERROR_MESSAGE"
expression="get-property('ERROR_MESSAGE')"/>
    </log>
    <drop/>
  </sequence>
  <sequence name="main">
    <log/>
    <drop/>
  </sequence>
</definitions>

Comment out  and uncomment  in the myTopicConnectionFactory SQProxyCF <EI_HOME>\samples\axis2Server\repository\conf\
 file as follows. axis2.xml
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<transportReceiver name="jms"
class="org.apache.axis2.transport.jms.JMSListener">
    <!--parameter name="myTopicConnectionFactory" locked="false"> 
    <parameter name="java.naming.factory.initial" 
locked="false">com.sun.jndi.fscontext.RefFSContextFactory</parameter>
    <parameter name="java.naming.provider.url"
locked="false">file:/C:/JNDI-Directory</parameter>
    <parameter name="transport.jms.ConnectionFactoryJNDIName"
locked="false">MQ_JMS_MANAGER</parameter>
     <parameter name="transport.jms.ConnectionFactoryType"
locked="false">topic</parameter>
     <parameter name="transport.jms.Destination">JMS_QUEUE</parameter>
    </parameter-->

    <parameter name="SQProxyCF" locked="false">
     <parameter
name="java.naming.factory.initial">com.sun.jndi.fscontext.RefFSContextF
actory</parameter>
     <parameter
name="java.naming.provider.url">file:/C:/JNDI-Directory</parameter>
     <parameter name="transport.jms.ConnectionFactoryJNDIName"
locked="false">MQ_JMS_MANAGER</parameter>
     <parameter name="transport.jms.ConnectionFactoryType"
locked="false">queue</parameter>
     <parameter name="transport.jms.Destination">JMS_QUEUE</parameter>
    </parameter>

    <parameter name="default" locked="false"> 
    <parameter name="java.naming.factory.initial" 
locked="false">com.sun.jndi.fscontext.RefFSContextFactory</parameter>
    <parameter name="java.naming.provider.url"
locked="false">file:/C:/JNDI-Directory</parameter>
    <parameter name="transport.jms.ConnectionFactoryJNDIName"
locked="false">MQ_JMS_MANAGER</parameter>
     <parameter name="transport.jms.ConnectionFactoryType"
locked="false">queue</parameter>
     <parameter name="transport.jms.Destination">JMS_QUEUE</parameter>
    </parameter>
  </transportReceiver>

Start the axis2 Server with the following command.
  axis2Server.bat

Add the following parameters to  in service.xml <EI_HOME>\samples\axis2Server\repository\services\SimpleStockQuoteServ
ice.aar.

<parameter name="transport.jms.ConnectionFactory">SQProxyCF</parameter>
<parameter name="transport.jms.Destination">JMS_QUEUE</parameter>

Send the request from the JMS client, and the sample Axis2 server console will print a message as follows.

ant stockquote -Daddurl=http://localhost:8280/services/StockQuoteProxy
-Dmode=placeorder -Dsymbol=MSFT 

Topic Scenario 1: Client to Topic to WSO2 EI  
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In this scenario, the JMS client places an order on the topic ivtT. The WSO2 EI listens to this topic, gets the message, and sends it to the back-end server
to process the request.  

In , uncomment the   parameter and comment out the  para \conf\axis2\axis2.xml<EI_HOME> myTopicConnectionFactory SQProxyCF
meter. It should look as shown below.

<transportReceiver name="jms"
class="org.apache.axis2.transport.jms.JMSListener">
    <parameter name="myTopicConnectionFactory" locked="false"> 
    <parameter name="java.naming.factory.initial" 
locked="false">com.sun.jndi.fscontext.RefFSContextFactory</parameter>
    <parameter name="java.naming.provider.url"
locked="false">file:/C:/JNDI-Directory</parameter>
    <parameter name="transport.jms.ConnectionFactoryJNDIName"
locked="false">MQ_JMS_MANAGER</parameter>
     <parameter name="transport.jms.ConnectionFactoryType"
locked="false">topic</parameter>
     <parameter name="transport.jms.Destination">JMS_QUEUE</parameter>
    </parameter>

    <!--parameter name="SQProxyCF" locked="false">
     <parameter
name="java.naming.factory.initial">com.sun.jndi.fscontext.RefFSContextF
actory</parameter>
     <parameter
name="java.naming.provider.url">file:/C:/JNDI-Directory</parameter>
     <parameter name="transport.jms.ConnectionFactoryJNDIName"
locked="false">MQ_JMS_MANAGER</parameter>
     <parameter name="transport.jms.ConnectionFactoryType"
locked="false">queue</parameter>
     <parameter name="transport.jms.Destination">JMS_QUEUE</parameter>
    </parameter-->

    <parameter name="default" locked="false"> 
    <parameter name="java.naming.factory.initial" 
locked="false">com.sun.jndi.fscontext.RefFSContextFactory</parameter>
    <parameter name="java.naming.provider.url"
locked="false">file:/C:/JNDI-Directory</parameter>
    <parameter name="transport.jms.ConnectionFactoryJNDIName"
locked="false">MQ_JMS_MANAGER</parameter>
     <parameter name="transport.jms.ConnectionFactoryType"
locked="false">queue</parameter>
     <parameter name="transport.jms.Destination">JMS_QUEUE</parameter>
    </parameter>
  </transportReceiver>

Start WSO2 EI with the by running the following command.     configuration Sample 250
 wso2ei-samples.bat -sn 250     

Log in to the server management console at: .https://localhost: /carbon/8243
Click   web services -> list -> StockQuoteProxy -> edit (Specific Configuration)  
Add a service parameter as follows and save it. 

 name = transport.jms.ConnectionFactory value = myTopicConnectionFactory
Go to the  <EI_HOME>/samples/axis2Client directory and build it using the  command.ant   
Go to the  directory, open the  source file, and <EI_HOME>/samples/axis2Client /src/samples/userguide GenericJMSClient.java
make the following changes in the code.

Set the jms_dest property default value to  (line 45)ivtT
Set the java.naming.provider.url to " (line 82)file:/C:/JNDI-Directory
Set the java.naming.factory.initial to  (line 85)com.sun.jndi.fscontext.RefFSContextFactory
Set the lookup key to  (line 89)MQ_JMS_MANAGER

Configure the proxy configuration so that it appears as follows.

https://docs.wso2.com/display/ESB500/Sample+250%3A+Introduction+to+Switching+Transports
https://localhost:9443/carbon/
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8.  

9.  

<definitions xmlns="http://ws.apache.org/ns/synapse">
  <proxy name="StockQuoteProxy" transports="https http jms"
startOnLoad="true" trace="disable">
    <target>
      <endpoint>
        <address
uri="http://localhost:9000/services/SimpleStockQuoteService"/>
      </endpoint>
      <inSequence>
        <property name="OUT_ONLY" value="true"/>
      </inSequence>
      <outSequence>
        <send/>
      </outSequence>
    </target>
    <publishWSDL
uri="file:samples/service-bus/resources/proxy/sample_proxy_1.wsdl"/>
    <parameter name="transport.jms.ContentType">
      <rules>
        <jmsProperty>contentType</jmsProperty>
        <default>application/xml</default>
      </rules>
    </parameter>
    <parameter
name="transport.jms.ConnectionFactory">myTopicConnectionFactory</parame
ter>
  </proxy>
  <sequence name="fault">
    <log level="full">
      <property name="MESSAGE" value="Executing default "fault"
sequence"/>
      <property name="ERROR_CODE"
expression="get-property('ERROR_CODE')"/>
      <property name="ERROR_MESSAGE"
expression="get-property('ERROR_MESSAGE')"/>
    </log>
    <drop/>
  </sequence>
  <sequence name="main">
    <log/>
    <drop/>
  </sequence>
</definitions>

Comment out the non-default connection factories in the  file so that it<EI_HOME>\samples\axis2Server\repository\conf\axis2.xml
looks as follows.
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9.  

10.  

11.  

1.  

<transportReceiver name="jms"
class="org.apache.axis2.transport.jms.JMSListener">
  <!--parameter name="myTopicConnectionFactory" locked="false">
    <parameter name="java.naming.factory.initial" 
locked="false">com.sun.jndi.fscontext.RefFSContextFactory</parameter>
    <parameter name="java.naming.provider.url"
locked="false">file:/C:/JNDI-Directory</parameter>
    <parameter name="transport.jms.ConnectionFactoryJNDIName"
locked="false">MQ_JMS_MANAGER</parameter>
    <parameter name="transport.jms.ConnectionFactoryType"
locked="false">topic</parameter>
    <parameter name="transport.jms.Destination">JMS_QUEUE</parameter>
  </parameter-->

  <!--parameter name="SQProxyCF" locked="false">
    <parameter
name="java.naming.factory.initial">com.sun.jndi.fscontext.RefFSContextF
actory</parameter>
    <parameter
name="java.naming.provider.url">file:/C:/JNDI-Directory</parameter>
    <parameter name="transport.jms.ConnectionFactoryJNDIName"
locked="false">MQ_JMS_MANAGER</parameter>
    <parameter name="transport.jms.ConnectionFactoryType"
locked="false">queue</parameter>
    <parameter name="transport.jms.Destination">JMS_QUEUE</parameter>
  </parameter-->

  <parameter name="default" locked="false">
    <parameter name="java.naming.factory.initial" 
locked="false">com.sun.jndi.fscontext.RefFSContextFactory</parameter>
    <parameter name="java.naming.provider.url"
locked="false">file:/D/JNDI-Directory</parameter>
    <parameter name="transport.jms.ConnectionFactoryJNDIName"
locked="false">MQ_JMS_MANAGER</parameter>
    <parameter name="transport.jms.ConnectionFactoryType"
locked="false">queue</parameter>
    <parameter name="transport.jms.Destination">bogusq</parameter>
  </parameter>
</transportReceiver>

Start the axis2 server with the following command. 
 axis2Server.bat

Send the request from the JMS client, and the sample Axis2 server console will print a message.
Topic Scenario 2: Client to WSO2 EI to Topic

In this scenario, the JMS client sends an order to the WSO2 EI, which places it on the topic . The back-end server listens on this topic, and then getsivtT
the message and processes the request.

In , comment out the non-default connection factories as follows:<EI_HOME>\conf\axis2\axis2.xml
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1.  

2.  

3.  
4.  
5.  

6.  

<transportReceiver name="jms"
class="org.apache.axis2.transport.jms.JMSListener">
    <!--parameter name="myTopicConnectionFactory" locked="false"> 
      <parameter name="java.naming.factory.initial" 
locked="false">com.sun.jndi.fscontext.RefFSContextFactory</parameter>
      <parameter name="java.naming.provider.url"
locked="false">file:/C:/JNDI-Directory</parameter>
      <parameter name="transport.jms.ConnectionFactoryJNDIName"
locked="false">MQ_JMS_MANAGER</parameter>
      <parameter name="transport.jms.ConnectionFactoryType"
locked="false">topic</parameter>
      <parameter name="transport.jms.Destination">ivtT</parameter>
    </parameter--> 

    <!--parameter name="SQProxyCF" locked="false">
      <parameter
name="java.naming.factory.initial">com.sun.jndi.fscontext.RefFSContextF
actory</parameter>
      <parameter
name="java.naming.provider.url">file:/C:/JNDI-Directory</parameter>
      <parameter name="transport.jms.ConnectionFactoryJNDIName"
locked="false">MQ_JMS_MANAGER</parameter>
      <parameter name="transport.jms.ConnectionFactoryType"
locked="false">queue</parameter>
      <parameter name="transport.jms.Destination">JMS_QUEUE</parameter>
    </parameter-->

    <parameter name="default" locked="false">
      <parameter name="java.naming.factory.initial" 
locked="false">com.sun.jndi.fscontext.RefFSContextFactory</parameter>
      <parameter name="java.naming.provider.url"
locked="false">file:/C:/JNDI-Directory</parameter>
      <parameter name="transport.jms.ConnectionFactoryJNDIName"
locked="false">MQ_JMS_MANAGER</parameter>
      <parameter name="transport.jms.ConnectionFactoryType"
locked="false">queue</parameter>
      <parameter name="transport.jms.Destination">bogusq</parameter>
    </parameter>
</transportReceiver>

Start the WSO2 EI with the  configuration by running the following command. Sample 251 
wso2ei-samples.bat -sn 251
Log into WSO2 EI server management console at  .https://localhost: /carbon/8243
Click  , and in the JMS URL, change transport.jms.DestinationType to Service Bus -> Source view topic.
Add the following parameters to service.xml in <EI_HOME>\samples\axis2Server\repository\services\SimpleStockQuoteService
.aar.

<parameter
name="transport.jms.ConnectionFactory">myTopicConnectionFactory</parame
ter>
<parameter name="transport.jms.Destination">ivtT</parameter>

Configure the proxy service so that it appears as follows.

https://docs.wso2.com/display/ESB500/Sample+251%3A+Switching+from+HTTP%28S%29+to+JMS
https://localhost:9443/carbon/
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6.  

7.  

<definitions xmlns="http://ws.apache.org/ns/synapse">
  <proxy name="StockQuoteProxy" transports="https http jms"
startOnLoad="true" trace="disable">
    <target>
      <endpoint>
        <address
uri="jms:/ivtT?transport.jms.ConnectionFactoryJNDIName=MQ_JMS_MANAGER&a
mp;java.naming.factory.initial=com.sun.jndi.fscontext.RefFSContextFacto
ry&amp;java.naming.provider.url=file:/C:/JNDI-Directory&amp;transport.j
ms.DestinationType=topic&amp;transport.jms.ConnectionFactoryType=topic&
transport.jms.Destination=ivtT"/>
      </endpoint>
      <inSequence>
        <property name="TRANSPORT_HEADERS" scope="axis2"
action="remove"/>
        <property name="OUT_ONLY" value="true"/>
      </inSequence>
      <outSequence>
        <send/>
      </outSequence>
    </target>
    <publishWSDL
uri="file:samples/service-bus/resources/proxy/sample_proxy_1.wsdl"/>
  </proxy>
  <sequence name="fault">
    <log level="full">
      <property name="MESSAGE" value="Executing default "fault"
sequence"/>
      <property name="ERROR_CODE"
expression="get-property('ERROR_CODE')"/>
      <property name="ERROR_MESSAGE"
expression="get-property('ERROR_MESSAGE')"/>
    </log>
    <drop/>
  </sequence>
  <sequence name="main">
    <log/>
    <drop/>
  </sequence>
</definitions>

In , uncomment  and comment out <EI_HOME>\samples\axis2Server\repository\conf\axis2.xml myTopicConnectionFactory SQP
.roxyCF
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7.  

8.  

9.  

<transportReceiver name="jms"
class="org.apache.axis2.transport.jms.JMSListener">
  <parameter name="myTopicConnectionFactory" locked="false">
    <parameter name="java.naming.factory.initial" 
locked="false">com.sun.jndi.fscontext.RefFSContextFactory</parameter>
    <parameter name="java.naming.provider.url"
locked="false">file:/C:/JNDI-Directory</parameter>
    <parameter name="transport.jms.ConnectionFactoryJNDIName"
locked="false">MQ_JMS_MANAGER</parameter>
    <parameter name="transport.jms.ConnectionFactoryType"
locked="false">topic</parameter>
    <parameter name="transport.jms.Destination">ivtT</parameter>
  </parameter>

  <!--parameter name="SQProxyCF" locked="false">
    <parameter
name="java.naming.factory.initial">com.sun.jndi.fscontext.RefFSContextF
actory</parameter>
    <parameter
name="java.naming.provider.url">file:/D:/JNDI-Directory</parameter>
    <parameter name="transport.jms.ConnectionFactoryJNDIName"
locked="false">MQ_JMS_MANAGER</parameter>
    <parameter name="transport.jms.ConnectionFactoryType"
locked="false">queue</parameter>
    <parameter name="transport.jms.Destination">JMS_QUEUE</parameter>
  </parameter-->

  <parameter name="default" locked="false">
    <parameter name="java.naming.factory.initial" 
locked="false">com.sun.jndi.fscontext.RefFSContextFactory</parameter>
    <parameter name="java.naming.provider.url"
locked="false">file:/D/JNDI-Directory</parameter>
    <parameter name="transport.jms.ConnectionFactoryJNDIName"
locked="false">MQ_JMS_MANAGER</parameter>
    <parameter name="transport.jms.ConnectionFactoryType"
locked="false">queue</parameter>
    <parameter name="transport.jms.Destination">bogusq</parameter>
  </parameter>
</transportReceiver>

Start the axis2 server with the following command. 
 axis2Server.bat

Send the request from the JMS client, and the sample Axis2 server console will print a message.

For implementation details of other JMS use cases, see . JMS Usecases

Configure with IBM WebSphere Application Server

 IBM  WebSphere  Application Server.This page describes how to configure the WSO2 JMS transport with  ® ®

1. Set up  according to the instructions provided by IBM.IBM WebSphere Application Server

2. Create a JMS queue (e.g., samplequeue) and a JMS connection factory (e.g., QueueConnectionFactory) as described in the topics under Setting Up
 in the IBM documentation. JMS in IBM WebSphere Application Server  

3. . Copy the following libraries from <WEBSHPERE_HOME>/java/lib directory to <EI_HOME>/lib directory

   com.ibm.ws.runtime.jar

From the below configurations, do the ones in the  file based on the profile you use as follows:axis2.xml

To enable the JMS transport in the Integration profile, edit the  file.<EI_HOME>/conf/axis2/axis2.xml
To enable the JMS transport in other profiles, edit the  file. <EI_HOME>/wso2/<PROFILE_HOME>/conf/axis2/axis2.xml <PROFI

 refers to the main directory of the profile inside the WSO2 EI distribution. For example, to enable the JMS transport in theLE_HOME>
Business Process profile, edit the  file<EI_HOME>/wso2/business-process/conf/axis2/axis2.xml

http://pic.dhe.ibm.com/infocenter/iisinfsv/v8r5/index.jsp?topic=%2Fcom.ibm.swg.im.iis.infoservdir.user.doc%2Ftopics%2Ft_isd_user_creating_jms_que_cx_fact.html
http://pic.dhe.ibm.com/infocenter/iisinfsv/v8r5/index.jsp?topic=%2Fcom.ibm.swg.im.iis.infoservdir.user.doc%2Ftopics%2Ft_isd_user_creating_jms_que_cx_fact.html
http://pic.dhe.ibm.com/infocenter/iisinfsv/v8r5/topic/com.ibm.swg.im.iis.infoservdir.user.doc/topics/t_isd_user_creating_jms_que_cx_fact.html
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   com.ibm.ws.admin.client_7.0.0.jar
   com.ibm.ws.sib.client.thin.jms_7.0.0.jar
   com.ibm.ws.webservices.thinclient_7.0.0.jar
   bootstrap.jar

 4. Add the following entries to the <EI_HOME>/conf/etc/launch.ini file.

javax.jms,\
javax.rmi.CORBA,\

5. Enable the JMS Listener and Sender in <EI_HOME>/conf/axis2/axis2.xml by un-commenting the following lines of code. 
 

JMS Listener

<transportReceiver name="jms"
class="org.apache.axis2.transport.jms.JMSListener">
       <parameter name="myQueueConnectionFactory" locked="false">
            <parameter name="java.naming.factory.initial"
locked="false">com.ibm.websphere.naming.WsnInitialContextFactory</param
eter>
            <parameter name="java.naming.provider.url"
locked="false">iiop://localhost:2809</parameter>
            <parameter name="transport.jms.ConnectionFactoryJNDIName"
locked="false">QueueConnectionFactory</parameter>
            <parameter name="transport.jms.ConnectionFactoryType"
locked="false">queue</parameter>
            <parameter
name="transport.jms.Destination">samplequeue</parameter>
       </parameter>
 
        <parameter name="default" locked="false">
            <parameter name="java.naming.factory.initial"
locked="false">com.ibm.websphere.naming.WsnInitialContextFactory</param
eter>
            <parameter name="java.naming.provider.url"
locked="false">iiop://localhost:2809</parameter>                       

            <parameter name="transport.jms.ConnectionFactoryJNDIName"
locked="false">QueueConnectionFactory</parameter>
            <parameter name="transport.jms.ConnectionFactoryType"
locked="false">queue</parameter>
            <parameter
name="transport.jms.Destination">samplequeue</parameter>
       </parameter>
   </transportReceiver>

JMS Sender

<transportSender name="jms"
class="org.apache.axis2.transport.jms.JMSSender"/> 

For details on the .JMS configuration parameters used in the code segments above, see JMS Connection Factory Parameters

https://docs.wso2.com/display/EI650/JMS+Transport#JMSTransport-JMSConnectionFactoryParameters
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1.  

2.  

3.  

4.  

6. Start IBM WebSphere Application Server and WSO2 EI.   

You now have instances of IBM WebSphere Application Server and WSO2 EI configured and running. Next, see   for implementation detailsJMS Usecases
of various JMS use cases.

Configure with JBossMQ

The following instructions describe how to set up the  with , the default JMS provider in JBoss Application Server 4.2. (JBossMQJMS transport JBossMQ
was replaced by  in JBoss Application Server 5.0.)JBoss Messaging

To configure the JMS transport with JBossMQ:

Copy the following client libraries to the  directory.<EI_HOME>/lib
<JBOSS_HOME>/lib/jbosssystem.jar
<JBOSS_HOME>/client/jbossallclient.jar

Enable the JMS transport listener by adding the following listener configuration to the  file:<EI_HOME>/conf/axis2/axis2.xml

<! Configuration for JBoss 4.2.2 GA MQ >
<transportReceiver name="jms"
class="org.apache.axis2.transport.jms.JMSListener">
  <parameter name="MyQueueConnectionFactory" locked="false">
    <parameter name="java.naming.factory.initial"
locked="false">org.jnp.interfaces.NamingContextFactory</parameter>
    <parameter name="java.naming.factory.url.pkgs"
locked="false">org.jnp.interfaces:org.jboss.naming</parameter>
    <parameter name="java.naming.provider.url"
locked="false">jnp://localhost:1099</parameter>
    <parameter name="transport.jms.ConnectionFactoryJNDIName"
locked="false">/ConnectionFactory</parameter>
    <parameter name="transport.jms.Destination"
locked="true">queue/susaQueue</parameter>
  </parameter>
</transportReceiver>

Enable the JMS transport sender by uncommenting the following line in the  file:<EI_HOME>/conf/axis2/axis2.xml

<transportSender name="jms"
class="org.apache.axis2.transport.jms.JMSSender"/>

Start the WSO2 EI and ensure that the logs prints messages indicating that the JMS listener and sender are started and that the JMS transport is
initialized.

Configure with MSMQ

. This section describes how to configure the WSO2 Enterprise Integrator's JMS transport with Microsoft Message Queuing (MSMQ)

From the below configurations, do the ones in the  file based on the profile you use as follows:axis2.xml

To enable the JMS transport in the Integration profile, edit the  file.<EI_HOME>/conf/axis2/axis2.xml
To enable the JMS transport in other profiles, edit the  file. <EI_HOME>/wso2/<PROFILE_HOME>/conf/axis2/axis2.xml <PROFI

 refers to the main directory of the profile inside the WSO2 EI distribution. For example, to enable the JMS transport in theLE_HOME>
Business Process profile, edit the  file<EI_HOME>/wso2/business-process/conf/axis2/axis2.xml

The setup instruction here are only applicable for Windows environments since we invoke Microsoft C++ API for MSMQ via JNI invocations.

From the below configurations, do the ones in the  file based on the profile you use as follows:axis2.xml

To enable the JMS transport in the Integration profile, edit the  file.<EI_HOME>/conf/axis2/axis2.xml
To enable the JMS transport in other profiles, edit the  file. <EI_HOME>/wso2/<PROFILE_HOME>/conf/axis2/axis2.xml <PROFI

https://community.jboss.org/wiki/JBossMQ
http://www.jboss.org/jbossmessaging
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The  component in WSO2 EI is a transport for working with MSMQ. This component natively sends and receives directly allocated ByteBuffermsmq:
instances, allowing access to the JNI layer without memory copying. Using the  created with the method , the native code canByteBuffer allocateDirect
directly access the memory. URI format is .msmq:msmqQueueName

Follow the steps below to set up and configure WSO2 EI with MSMQ. 

1. Download the  file and add it to the  directory. This file provides the JNI axis2-transport-msmq-2.0.0-wso2v2.jar <EI_HOME>/dropins 
invocation required by MSMQ bridging. 

2. Install Visual C++ 2008 (VC9). It works with Microsoft Visual Studio 2008 Express.

3. Set up MSMQ on a Windows environment. For setup instructions, refer to : .http://msdn.microsoft.com/en-us/library/aa967729.aspx  

4. If you haven't already, download and install WSO2 EI as described in Getting Started .  
Setting up the JMS Listener

5. Add the following configuration to <EI_HOME>/conf/axis2/axis2.xml file. 

<transportReceiver name="msmq"
class="org.apache.axis2.transport.msmq.MSMQListener">
     <parameter name="msmq.receiver.host"
locked="false">localhost</parameter>
</transportReceiver>

Setting up the JMS Sender

6. To enable the JMS transport sender, add the following JMS transport listener configuration in <EI_HOME>/conf/axis2/axis2.xml file. 

<transportSender name="msmq"
class="org.apache.axis2.transport.msmq.MSMQSender"/>

You now have instances of MSMQ and WSO2 EI configured, up and running. Next, refer to section  for implementation details of variousJMS Usecases
JMS use cases.

Configure with Tibco EMS

This section describes how to configure the WSO2 Enterprise Integrator's JMS transport with Tibco EMS . Follow the steps below to set up and configure.

 refers to the main directory of the profile inside the WSO2 EI distribution. For example, to enable the JMS transport in theLE_HOME>
Business Process profile, edit the  file<EI_HOME>/wso2/business-process/conf/axis2/axis2.xml

If you get an error message similar to the following when you start the Integration Profile after configuring the JMS transport with MSMQ, you
must check whether the   file is available in the   directory. If the file is not available, you need tomsvcr100d.dll C:\Windows\System32
download the file and copy it to the   directory.C:\Windows\System32

ERROR - NativeWorkerPool Uncaught exception
java.lang.UnsatisfiedLinkError: no msmq_native_support in
java.library.path

For details on the .JMS configuration parameters used in the code segments above, see JMS Connection Factory Parameters

From the below configurations, do the ones in the  file based on the profile you use as follows:axis2.xml

To enable the JMS transport in the Integration profile, edit the  file.<EI_HOME>/conf/axis2/axis2.xml

http://msmqmsmqQueueName
https://docs.wso2.com/download/attachments/119130368/axis2-transport-msmq-2.0.0-wso2v2.jar?version=1&modificationDate=1558091418000&api=v2
https://docs.wso2.com/display/EI650/JMS+Transport#JMSTransport-JMSConnectionFactoryParameters
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1.  
2.  
3.  

4.  

Download and set up Tibco EMS in your environment.
If you have not done so already, download and install WSO2 EI as described in .Installation Guide
Copy the Tibco EMS client jar files that are shipped with the distribution to the  directory. <EI_HOME>/extensions

tibcrypt.jar or jms-2.0.jar (If Tibco EMS 8.4 version is used, be sure to use jms-2.0.jar)
tibjms.jar
tibjmsadmin.jar
tibjmsapps.jar
tibrvjms.jar

WSO2 EI does not have a default configuration script for TIBCO EMS. Therefore, add the following configuration to the <EI_HOME>/conf/axis2
 file./axis2.xml

Setting up the JMS Listener 

<transportReceiver name="jms"
class="org.apache.axis2.transport.jms.JMSListener">
    <parameter name="TopicConnectionFactory" locked="false">
       <parameter locked="false" name="java.naming.factory.initial">
         com.tibco.tibjms.naming.TibjmsInitialContextFactory
       </parameter>
       <parameter locked="false"
name="java.naming.provider.url">tcp://127.0.0.1:37222</parameter>
       <parameter locked="false"
name="java.naming.security.principal">admin</parameter>
       <parameter locked="false"
name="java.naming.security.credentials"/>
       <parameter locked="false"
name="transport.jms.ConnectionFactoryJNDIName">TopicConnectionFactory</
parameter>
       <parameter locked="false"
name="transport.jms.JMSSpecVersion">1.0.2b</parameter>
       <parameter locked="false"
name="transport.jms.ConnectionFactoryType">topic</parameter>
       <parameter locked="false"
name="transport.jms.UserName">admin</parameter>
       <parameter locked="false"
name="transport.jms.Password">admin</parameter>
       <parameter locked="false"
name="transport.jms.CacheLevel">session</parameter>
    </parameter>
    <parameter locked="false" name="QueueConnectionFactory">
       <parameter locked="false" name="java.naming.factory.initial">
         com.tibco.tibjms.naming.TibjmsInitialContextFactory
       </parameter>
       <parameter locked="false"
name="java.naming.provider.url">tcp://127.0.0.1:37222</parameter>
       <parameter locked="false"
name="java.naming.security.principal">admin</parameter>
       <parameter locked="false"
name="java.naming.security.credentials"/>
       <parameter locked="false"
name="transport.jms.ConnectionFactoryJNDIName">QueueConnectionFactory</
parameter>
       <parameter locked="false"
name="transport.jms.JMSSpecVersion">1.0.2b</parameter>
       <parameter locked="false"
name="transport.jms.ConnectionFactoryType">queue</parameter>
       <parameter locked="false"
name="transport.jms.UserName">admin</parameter>
       <parameter locked="false"
name="transport.jms.Password">admin</parameter>
       <parameter locked="false"
name="transport.jms.CacheLevel">session</parameter>
    </parameter>
    <parameter name="default" locked="false">
       <parameter locked="false" name="java.naming.factory.initial">
          com.tibco.tibjms.naming.TibjmsInitialContextFactory

To enable the JMS transport in other profiles, edit the  file. <EI_HOME>/wso2/<PROFILE_HOME>/conf/axis2/axis2.xml <PROFI
 refers to the main directory of the profile inside the WSO2 EI distribution. For example, to enable the JMS transport in theLE_HOME>

Business Process profile, edit the  file<EI_HOME>/wso2/business-process/conf/axis2/axis2.xml
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       </parameter>
       <parameter locked="false"
name="java.naming.provider.url">tcp://127.0.0.1:37222</parameter>
       <parameter locked="false"
name="java.naming.security.principal">admin</parameter>
       <parameter locked="false"
name="java.naming.security.credentials"/>
       <parameter locked="false"
name="transport.jms.ConnectionFactoryJNDIName">QueueConnectionFactory</
parameter>
       <parameter locked="false"
name="transport.jms.JMSSpecVersion">1.0.2b</parameter>
       <parameter locked="false"
name="transport.jms.ConnectionFactoryType">queue</parameter>
       <parameter locked="false"
name="transport.jms.UserName">admin</parameter>
       <parameter locked="false"
name="transport.jms.Password">admin</parameter>
       <parameter locked="false"
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name="transport.jms.CacheLevel">session</parameter>
   </parameter>
</transportReceiver>

Setting up the JMS Sender

To enable the JMS transport sender, add the following JMS transport listener configuration in <EI_HOME>/conf/axis2/axis2.xml file.

<transportSender name="jms"
class="org.apache.axis2.transport.jms.JMSSender">
   <parameter locked="false" name="QueueConnectionFactory">
      <parameter locked="false" name="java.naming.factory.initial">
         com.tibco.tibjms.naming.TibjmsInitialContextFactory
      </parameter>
      <parameter locked="false"
name="java.naming.provider.url">tcp://127.0.0.1:37222</parameter>
      <parameter locked="false"
name="transport.jms.ConnectionFactoryJNDIName">QueueConnectionFactory</
parameter>
      <parameter locked="false"
name="transport.jms.JMSSpecVersion">1.0.2b</parameter>
      <parameter locked="false"
name="transport.jms.ConnectionFactoryType">queue</parameter>
   </parameter>
</transportSender>

For details on the JMS configuration parameters used in the code segments above, see .JMS Connection Factory Parameters

You now have instances of Tibco EMS and WSO2 EI configured, up and running. Next, see  for implementation details of various JMS useJMS Usecases
cases. 

Configure with SwiftMQ

This section describes how to configure the WSO2 Enterprise Integrator's JMS transport with SwiftMQ. Follow the instructions below to set up and
configure.

1. Download and set up . Instructions can be found in  documentation.SwiftMQ SwiftMQ  

2. If you have not already done so, download and install WSO2 EI as described in .Installation Guide

3. Copy the following client libraries from to <<SMQ_HOME>/lib directory EI_HOME>/lib directory. 

jms.jar
jndi.jar
swiftmq.jar

4. Next, configure transport listeners and senders in WSO2 EI.
Setting up the JMS Listener

From the below configurations, do the ones in the  file based on the profile you use as follows:axis2.xml

To enable the JMS transport in the Integration profile, edit the  file.<EI_HOME>/conf/axis2/axis2.xml
To enable the JMS transport in other profiles, edit the  file. <EI_HOME>/wso2/<PROFILE_HOME>/conf/axis2/axis2.xml <PROFI

 refers to the main directory of the profile inside the WSO2 EI distribution. For example, to enable the JMS transport in theLE_HOME>
Business Process profile, edit the  file<EI_HOME>/wso2/business-process/conf/axis2/axis2.xml

 should be up and running before starting WSO2 EI.SwiftMQ

Always use the standard client libraries that come with a particular version of SwiftMQ, in order to avoid version incompatibility issues. We
recommend you to remove old client libraries, if any, from all locations including  and before copying the<EI_HOME>/lib <EI_HOME>/droppins 
ones relevant to a given version.

https://docs.wso2.com/display/EI650/JMS+Transport#JMSTransport-JMSConnectionFactoryParameters
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To enable the JMS transport listener, add the following listener configuration  to <EI_HOME>/conf/axis2/axis2.xml file.related to SwiftMQ  

<transportReceiver name="jms"
class="org.apache.axis2.transport.jms.JMSListener">
   <parameter name="myTopicConnectionFactory" locked="false">
       <parameter name="java.naming.factory.initial"
locked="false">com.swiftmq.jndi.InitialContextFactoryImpl</parameter>
       <parameter name="java.naming.provider.url"
locked="false">smqp://localhost:4001/timeout=10000</parameter>
       <parameter name="transport.jms.ConnectionFactoryJNDIName"
locked="false">TopicConnectionFactory</parameter>
       <parameter name="transport.jms.JMSSpecVersion"
locked="false">1.0</parameter>
       <parameter name="transport.jms.ConnectionFactoryType"
locked="false">topic</parameter>
   </parameter>
   <parameter name="myQueueConnectionFactory" locked="false">
       <parameter name="java.naming.factory.initial"
locked="false">com.swiftmq.jndi.InitialContextFactoryImpl</parameter>
       <parameter name="java.naming.provider.url"
locked="false">smqp://localhost:4001/timeout=10000</parameter>
       <parameter name="transport.jms.ConnectionFactoryJNDIName"
locked="false">QueueConnectionFactory</parameter>
       <parameter name="transport.jms.JMSSpecVersion"
locked="false">1.0</parameter>
       <parameter name="transport.jms.ConnectionFactoryType"
locked="false">queue</parameter>
   </parameter>
   <parameter name="default" locked="false">
       <parameter name="java.naming.factory.initial"
locked="false">com.swiftmq.jndi.InitialContextFactoryImpl</parameter>
       <parameter name="java.naming.provider.url"
locked="false">smqp://localhost:4001/timeout=10000</parameter>
       <parameter name="transport.jms.ConnectionFactoryJNDIName"
locked="false">QueueConnectionFactory</parameter>
       <parameter name="transport.jms.JMSSpecVersion"
locked="false">1.0</parameter>
       <parameter name="transport.jms.ConnectionFactoryType"
locked="false">queue</parameter>
   </parameter>
</transportReceiver>

Setting up the JMS Sender

To enable the JMS transport sender, add the following configuration in <EI_HOME>/conf/axis2/axis2.xml file. 

<!-- uncomment this and configure to use connection pools for sending
messages -->
<transportSender name="jms"
class="org.apache.axis2.transport.jms.JMSSender"/>

You now have instances of  and WSO2 EI configured, up and running.SwiftMQ  Next, refer to section  for implementation details of variousJMS Usecases
JMS use cases.

Configure with WebLogic

The following instructions describe how to configure the JMS transport with Oracle WebLogic 10.3.4.0.

For details on the .JMS configuration parameters used in the code segments above, see JMS Connection Factory Parameters

https://docs.wso2.com/display/EI650/JMS+Transport#JMSTransport-JMSConnectionFactoryParameters
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1.  
2.  
3.  

4.  

Starting WebLogic and the WSO2 EI

Download, set up, and start . Oracle WebLogic Server
Start WSO2 EI.
Wrap the weblogic client jar and build a new OSGi bundle using the following  . The exporting of  package and pom.xml javax.jms javax.xml.n

 package of the client jar should be prevented.amespace
Copy the client libraries file from the  directory to the  wlfullclient.jar <WEBLOGIC_HOME>/wlserver_XX/server/lib <EI_HOME>/dro

 directory.pins

Configuring WebLogic server

Configure the required connection factories and queues in WebLogic.  An entry for a JMS queue would look like the following. The configuration files can
be found in configuration inside  file. Alternatively you can configure<WEBLOGIC_HOME>/user_projects/domains/<DOMAIN_NAME>/config/jms 
using the WebLogic web console which can be accessed through   with default configurations.http://localhost:7001

<queue name="wso2MessageQueue">
    <sub-deployment-name>jms</sub-deployment-name>
    <jndi-name>jms/wso2MessageQueue</jndi-name>
  </queue>

Once you start the WebLogic server with the above changes, you'll be able to see the following on STDOUT.

<Jun 25, 2013 11:20:02 AM IST> <Notice> <WebLogicServer> <BEA-000331>
<Started WebLogic Admin Server "AdminServer" for domain "wso2" running
in Development Mode> 
<Jun 25, 2013 11:20:02 AM IST> <Notice> <WebLogicServer> <BEA-000365>
<Server state changed to RUNNING> 
<Jun 25, 2013 11:20:02 AM IST> <Notice> <WebLogicServer> <BEA-000360>
<Server started in RUNNING mode> 

You will now need to configure the transport listener, sender, and message store in WSO2 EI. For details on JMS configuration parameters used in the
code segments, see .JMS Connection Factory Parameters
Setting up the JMS listener

To enable the JMS transport listener, add the following listener configuration related to Weblogic in the  file.<EI_HOME>/conf/axis2/axis2.xml

From the below configurations, do the ones in the  file based on the profile you use as follows:axis2.xml

To enable the JMS transport in the Integration profile, edit the  file.<EI_HOME>/conf/axis2/axis2.xml
To enable the JMS transport in other profiles, edit the  file. <EI_HOME>/wso2/<PROFILE_HOME>/conf/axis2/axis2.xml <PROFI

 refers to the main directory of the profile inside the WSO2 EI distribution. For example, to enable the JMS transport in theLE_HOME>
Business Process profile, edit the  file<EI_HOME>/wso2/business-process/conf/axis2/axis2.xml

http://www.oracle.com/technetwork/middleware/weblogic/downloads/wls-main-097127.html
https://svn.wso2.org/repos/wso2/scratch/lasantha/weblogic-wrapper/pom.xml
http://localhost:7001/
https://docs.wso2.com/display/EI650/JMS+Transport#JMSTransport-JMSConnectionFactoryParameters
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<transportReceiver name="jms"
class="org.apache.axis2.transport.jms.JMSListener">
    <parameter name="myQueueConnectionFactory" locked="false">
  <parameter name="java.naming.factory.initial"
locked="false">weblogic.jndi.WLInitialContextFactory</parameter>
     <parameter name="java.naming.provider.url"
locked="false">t3://localhost:7001</parameter>
     <parameter name="transport.jms.ConnectionFactoryJNDIName"
locked="false">jms/myconnectionFactory</parameter>
        <parameter name="transport.jms.ConnectionFactoryType"
locked="false">queue</parameter>
        <parameter name="transport.jms.UserName"
locked="false">weblogic</parameter>
        <parameter name="transport.jms.Password"
locked="false">admin123</parameter>
    </parameter>
    <parameter name="default" locked="false">
        <parameter name="java.naming.factory.initial"
locked="false">weblogic.jndi.WLInitialContextFactory</parameter>
        <parameter name="java.naming.provider.url"
locked="false">t3://localhost:7001</parameter>
        <parameter name="transport.jms.ConnectionFactoryJNDIName"
locked="false">jms/myConnectionFactory</parameter>
        <parameter name="transport.jms.ConnectionFactoryType"
locked="false">queue</parameter>
        <parameter name="transport.jms.UserName"
locked="false">weblogic</parameter>
        <parameter name="transport.jms.Password"
locked="false">admin123</parameter>
    </parameter>
</transportReceiver>

Setting up the JMS sender

To enable the JMS transport sender, un-comment the following configuration in the  file.<EI_HOME>/conf/axis2/axis2.xml

<transportSender name="jms"
class="org.apache.axis2.transport.jms.JMSSender"/>

Setting up a message store in WSO2 EI

To set up a message store for WebLogic messages in WSO2 EI, use a configuration similar to the following:
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<messageStore
class="org.wso2.carbon.message.store.persistence.jms.JMSMessageStore"
  name="wso2MessageStore">    
    <parameter
name="java.naming.factory.initial">weblogic.jndi.WLInitialContextFactor
y</parameter>
    <parameter name="store.jms.cache.connection">false</parameter>
    <parameter name="store.jms.password">admin123</parameter>
    <parameter
name="java.naming.provider.url">t3://localhost:7001</parameter>
    <parameter name="store.jms.ConsumerReceiveTimeOut">300</parameter>
    <parameter
name="store.jms.connection.factory">jms/myConnectionFactory</parameter>
    <parameter name="store.jms.username">weblogic</parameter>
    <parameter name="store.jms.JMSSpecVersion">1.1</parameter>
    <parameter
name="store.jms.destination">jms/wso2MessageQueue</parameter>
</messageStore>

JMS Producer Proxy Service

Use the following proxy service configuration in WSO2 EI to publish messages to the WebLogic queue:
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<proxy xmlns="http://ws.apache.org/ns/synapse"
       name="WeblogicJMSSenderProxy"
       transports="http"
       statistics="disable"
       trace="disable"
       startOnLoad="true">
   <target>
      <inSequence>
         <property name="Accept-Encoding" scope="transport"
action="remove"/>
         <property name="Content-Length" scope="transport"
action="remove"/>
         <property name="Content-Type" scope="transport"
action="remove"/>
         <property name="User-Agent" scope="transport"
action="remove"/>
         <log level="custom">
            <property name="STATUS:"
                      value="------Message send by
WeblogicJMSConsumerProxy--------"/>
         </log>
         <property name="OUT_ONLY" value="true"/>
         <property name="FORCE_SC_ACCEPTED" value="true"
scope="axis2"/>
         <send>
            <endpoint>
               <address
uri="jms:/jms/TestJMSQueue1?transport.jms.ConnectionFactoryJNDIName=jms
/TestConnectionFactory1&amp;java.naming.factory.initial=weblogic.jndi.W
LInitialContextFactory&amp;java.naming.provider.url=t3://localhost:7001
&amp;transport.jms.DestinationType=queue"/>
            </endpoint>
         </send>
      </inSequence>
      <outSequence>
         <send/>
      </outSequence>
   </target>
   <description/>
</proxy>

JMS Consumer Proxy Service

Use the following proxy service configuration in WSO2 EI to read messages from the WebLogic queue:
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1.  
2.  

3.  

<proxy xmlns="http://ws.apache.org/ns/synapse"
       name="WeblogicJMSConsumerProxy"
       transports="jms"
       statistics="disable"
       trace="disable"
       startOnLoad="true">
   <target>
      <inSequence>
         <log level="custom">
            <property name="STATUS:"
                      value="------Message consumed by
WeblogicJMSConsumerProxy--------"/>
         </log>
         <log level="full"/>
      </inSequence>
      <outSequence>
         <send/>
      </outSequence>
   </target>
   <parameter
name="transport.jms.Destination">jms/TestJMSQueue1</parameter>
   <description/>
</proxy>

Configure with HornetQ

This section describes how to configure WSO2 Enterprise Integrator's   with HornetQ, which is an open source project to build aJMS transport
multi-protocol, asynchronous messaging system.

When configuring WSO2 EI's   with HornetQ, you can either configure with a standalone HornetQ server or with HornetQ embedded in aJMS transport
JBoss Enterprise Application Platform (JBoss EAP) server.

Go to the required tab for step by step instructions based on how you need to configure the WSO2 EI's   with HornetQ.JMS transport

Configure with a standalone HornetQ server

Follow the instructions below to configure WSO2 EI JMS transport with a standalone HornetQ server.

Download HornetQ from the  site.HornetQ Downloads 
Create a sample queue by editing the   file as follows:<HORNET_HOME>/config/stand-alone/non-clustered/hornetq-jms.xml

<queue name="wso2">
      <entry name="/queue/mySampleQueue"/>
</queue>

Add the following two connection entries to the same file. These entries are required to enable WSO2 EI to act as a JMS consumer.

From the below configurations, do the ones in the  file based on the profile you use as follows:axis2.xml

To enable the JMS transport in the Integration profile, edit the  file.<EI_HOME>/conf/axis2/axis2.xml
To enable the JMS transport in other profiles, edit the  file. <EI_HOME>/wso2/<PROFILE_HOME>/conf/axis2/axis2.xml <PROFI

 refers to the main directory of the profile inside the WSO2 EI distribution. For example, to enable the JMS transport in theLE_HOME>
Business Process profile, edit the  file<EI_HOME>/wso2/business-process/conf/axis2/axis2.xml

https://docs.wso2.com/display/ESB500/JMS+Transport
https://docs.wso2.com/display/ESB500/JMS+Transport
https://docs.wso2.com/display/ESB500/JMS+Transport
http://hornetq.jboss.org/downloads.html
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3.  

4.  
5.  

6.  

7.  

<connection-factory name="QueueConnectionFactory">
      <xa>false</xa>
      <connectors>
         <connector-ref connector-name="netty"/>
      </connectors>
      <entries>
         <entry name="/QueueConnectionFactory"/>
      </entries>
</connection-factory>
 
 
<connection-factory name="TopicConnectionFactory">
      <xa>false</xa>
      <connectors>
         <connector-ref connector-name="netty"/>
      </connectors>
      <entries>
         <entry name="/TopicConnectionFactory"/>
      </entries>
</connection-factory>

If you have not already done so, download WSO2 EI and install as described in the Installation Guide.
Download the   file and copy it into the   directory. .hornet-all-new.jar <EI_HOME>/lib/

Uncomment the following line in the   file to enable the JMS transport sender on axis2core. <EI_HOME>/conf/axis2/axis2.xml

<transportSender name="jms"
class="org.apache.axis2.transport.jms.JMSSender"/>

Enable the JMS listener with the HornetQ configuration parameters in the   file by un-commenting the<EI_HOME>/conf/axis2/axis2.xml
following lines of code.

Note
If you are packing the JARs yourself, make sure you remove the javax.jms package from the assembled JAR to avoid the carbon
runtime from picking this implementation of JMS over the bundled-in distribution.

https://docs.wso2.com/download/attachments/119130351/hornetq-all-new.jar?version=1&modificationDate=1558091416000&api=v2
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<transportReceiver name="jms"
 class="org.apache.axis2.transport.jms.JMSListener">
 <parameter name="myTopicConnectionFactory" locked="false">
  <parameter
name="java.naming.factory.initial"locked="false">org.jnp.interfaces.Nam
ingContextFactory</parameter>
  <parameter
name="java.naming.factory.url.pkgs"locked="false">org.jboss.naming:org.
jnp.interfaces</parameter>
  <parameter name="java.naming.provider.url"
locked="false">jnp://localhost:1099</parameter>
  <parameter name="transport.jms.ConnectionFactoryJNDIName"
   locked="false">TopicConnectionFactory</parameter>
  <parameter name="transport.jms.ConnectionFactoryType"
   locked="false">topic</parameter>
 </parameter>
 <parameter name="myQueueConnectionFactory" locked="false">
  <parameter
name="java.naming.factory.initial"locked="false">org.jnp.interfaces.Nam
ingContextFactory</parameter>
  <parameter
name="java.naming.factory.url.pkgs"locked="false">org.jboss.naming:org.
jnp.interfaces</parameter>
  <parameter name="java.naming.provider.url"
locked="false">jnp://localhost:1099</parameter>
  <parameter name="transport.jms.ConnectionFactoryJNDIName"
   locked="false">QueueConnectionFactory</parameter>
  <parameter name="transport.jms.ConnectionFactoryType"
   locked="false">queue</parameter>
 </parameter>
 <parameter name="default" locked="false">
  <parameter
name="java.naming.factory.initial"locked="false">org.jnp.interfaces.Nam
ingContextFactory</parameter>
  <parameter
name="java.naming.factory.url.pkgs"locked="false">org.jboss.naming:org.
jnp.interfaces</parameter>
  <parameter name="java.naming.provider.url"
locked="false">jnp://localhost:1099</parameter>
  <parameter name="transport.jms.ConnectionFactoryJNDIName"
   locked="false">QueueConnectionFactory</parameter>
  <parameter name="transport.jms.ConnectionFactoryType"
   locked="false">queue</parameter>
 </parameter>
 
</transportReceiver>

Start HornetQ with the following command.
On Windows: <HORNETQ_HOME>\bin\run.bat --run
On Linux/Solaris: sh <HORNETQ_HOME>/bin/run.sh

Now you have configured WSO2 EI's JMS transport with a standalone HornetQ server. The next section describes how you can test the configuration.
Testing the configuration

To test the configuration, we create a proxy service named   to publish messages from WSO2 EI to HornetQ sample queue, and create the JMSPublisher
 queue to read messages from the HornetQ sample queue. JMSListener
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Start the WSO2 EI management console. See  for more information.Running the Product
Create the  proxy service with the following configuration:JMSPublisher 

<proxy xmlns="http://ws.apache.org/ns/synapse"
       name="JMSPublisher"
       transports="https,http"
       statistics="enable"
       trace="enable"
       startOnLoad="true">
   <target>
      <inSequence>
         <property name="FORCE_SC_ACCEPTED" value="true"
scope="axis2"/>
         <property name="Accept-Encoding" scope="transport"
action="remove"/>
         <property name="Content-Length" scope="transport"
action="remove"/>
         <property name="Content-Type" scope="transport"
action="remove"/>
         <property name="User-Agent" scope="transport"
action="remove"/>
         <property name="OUT_ONLY" value="true"/>
         <log level="full"/>
         <send>
            <endpoint>
               <address
uri="jms:/queue/mySampleQueue?transport.jms.ConnectionFactoryJNDIName=Q
ueueConnectionFactory&amp;java.naming.factory.initial=org.jnp.interface
s.NamingContextFactory&amp;java.naming.provider.url=jnp://localhost:109
9&amp;transport.jms.DestinationType=queue"/>
            </endpoint>
         </send>
      </inSequence>
   </target>
   <publishWSDL
uri="file:samples/service-bus/resources/proxy/sample_proxy_1.wsdl"/>
   <description>HornetQ-WSO2 ESB sample</description>
</proxy>

Note
The proxy service is created for the  service shipped with WSO2 EI samples in this example so thatSimpleStockQuoteService
the configuration can be tested by sending a request to call one of the operations of the service.
The  parameter is set to  since this proxy service is created only for the purpose of publishing the messages ofOUT_ONLY true
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2.  

3.  

4.  

5.  

Create the   proxy service with the following configuration:JMSListener

<proxy xmlns="http://ws.apache.org/ns/synapse"
       name="JMSListener"
       transports="jms"
       statistics="disable"
       trace="disable"
       startOnLoad="true">
   <target>
      <inSequence>
         <log level="custom">
            <property name="JMS LISTENER PROXY" value="LOCATED"/>
         </log>
         <log level="full"/>
         <drop/>
      </inSequence>
   </target>
   <parameter name="transport.jms.ContentType">
      <rules>
         <jmsProperty>contentType</jmsProperty>
         <default>application/xml</default>
      </rules>
   </parameter>
   <parameter
name="transport.jms.Destination">queue/mySampleQueue</parameter>
   <description/>
</proxy>

Use a client application of your choice to send a request to the endpoint of the   proxy service. In this example, theJMSPublisher
following request is sent using SOAPUI, calling the   operation of the  for which the   prplaceOrder SimpleStockQuoteService JMSPublisher
oxy service is created.

<soapenv:Envelope
xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:ser="http://services.samples"
xmlns:xsd="http://services.samples/xsd">
   <soapenv:Header/>
   <soapenv:Body>
      <ser:placeOrder>
         <!--Optional:-->
         <ser:order>
            <!--Optional:-->
            <xsd:price>20</xsd:price>
            <!--Optional:-->
            <xsd:quantity>20</xsd:quantity>
            <!--Optional:-->
            <xsd:symbol>IBM</xsd:symbol>
         </ser:order>
      </ser:placeOrder>
   </soapenv:Body>
</soapenv:Envelope>

Check the log on your WSO2 EI terminal.  You will see the following log, which indicates that the request published in the queue is picked by the J
 proxy.MSListener

WSO2 EI to the  queue specified in the address URI.mySampleQueue
You may have to change the host name, port etc. of the JMS string based on your environment
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5.  

1.  
2.  

3.  

4.  

5.  

6.  

[<TIME Stamp>]  INFO - LogMediator JMS LISTENER PROXY = LOCATED

[<TIME Stamp>]  INFO - LogMediator To: , WSAction: "urn:placeOrder",
SOAPAction: "urn:placeOrder", MessageID:
ID:be08707e-033d-11e4-8307-25263fbb9173, Direction: request, Envelope:
<?xml version="1.0" encoding="utf-8"?><soapenv:Envelope
xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"><soapenv:Body
><soapenv:Envelope xmlns:xsd="http://services.samples/xsd"
xmlns:ser="http://services.samples"><soapenv:Body>

      <ser:placeOrder>
         <!--Optional:-->
         <ser:order>
            <!--Optional:-->
            <xsd:price>20</xsd:price>
            <!--Optional:-->
            <xsd:quantity>20</xsd:quantity>
            <!--Optional:-->
            <xsd:symbol>IBM</xsd:symbol>
         </ser:order>
      </ser:placeOrder>
   </soapenv:Body></soapenv:Envelope></soapenv:Body></soapenv:Envelope>

Configure with HornetQ embedded in a JBoss EAP server

Follow the instructions below to set up and configure WSO2 EI with HornetQ embedded in a JBoss EAP server. 
Setting up JBoss EAP

This section describes the steps to install JBoss EAP server and create a message queue within the server. 

Download JBoss EAP Server 7.0.0 from   and run the JBoss EAP installer as described .JBoss EAP Downloads here
 Execute one of the following commands in command prompt to create a new application user.  

On Windows: <EAP_HOME>\bin\add-user.bat -a -u 'SampleUser' -p 'SamplePwd1!' -g 'guest'
On Linux/Mac: <EAP_HOME>/bin/add-user.sh -a -u 'SampleUser' -p 'SamplePwd1!' -g 'guest' 

Create a sample queue by editing the  file. Add the following content<EAP_HOME>/standalone/configuration/standalone-full.xml

within the <hornetq-server> element:

<jms-destinations>
      <jms-queue name="sampleQueue">
          <entry name="queue/test"/>
          <entry name="java:jboss/exported/jms/queue/test"/>
      </jms-queue>
</jms-destinations>

Start the JBoss EAP server by executing one of the following commands in command prompt:
On Windows: <EAP_HOME>\bin\standalone.bat -c standalone-full.xml 
On Linux/Mac: <EAP_HOME>/bin/standalone.sh -c standalone-full.xml

Acess the management console of the JBoss EAP server using the following URL:
http://127.0.0.1:9990
Log in to the Management Console using  as both the username and password. In the Profile menu, click Messaging -> Destinations andadmin
you will be able to see the queue you added in Step 4 in the  section. Queues/Topics

http://developers.redhat.com/products/eap/download/
https://access.redhat.com/documentation/en/red-hat-jboss-enterprise-application-platform/version-7.0/installation-guide/#running_the_jboss_eap_installer
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Now you have configured the JBoss EAP Server. The next section describes how to configure WSO2 EI to listen and fetch messages from the queue that
you created above.
Configuring WSO2 EI

If you have not already done so, download and .install WSO2 EI
Enable the JMS listener with the JBoss EAP configuration parameters in the  file by adding the following<EI_HOME>/conf/axis2/axis2.xml
lines of code. 

<transportReceiver name="jms"
class="org.apache.axis2.transport.jms.JMSListener">
 <parameter name="QueueConnectionFactory" locked="false">
        <parameter name="java.naming.factory.initial"
locked="false">org.jboss.naming.remote.client.InitialContextFactory</pa
rameter>
        <parameter name="java.naming.provider.url"
locked="false">remote://localhost:4447</parameter>
        <parameter name="transport.jms.ConnectionFactoryJNDIName"
locked="false">jms/RemoteConnectionFactory</parameter>
        <parameter name="transport.jms.UserName"
locked="false">SampleUser</parameter>
       <parameter name="transport.jms.Password"
locked="false">SamplePwd1!</parameter>
        <parameter name="java.naming.security.principal"
locked="false">SampleUser</parameter>
        <parameter name="java.naming.security.credentials"
locked="false">SamplePwd1!</parameter>
        <parameter name="transport.jms.ConnectionFactoryType"
locked="false">queue</parameter>
 </parameter>
</transportReceiver>
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Copy the  file from the  directory to the  directory.jboss-client.jar <EAP_HOME>/bin/client <EI_HOME>/lib

Enable the JMS sender by uncommenting the following line of code in the  file.<EI_HOME>/conf/axis2/axis2.xml

<transportSender name="jms"
class="org.apache.axis2.transport.jms.JMSSender"/> 

Now you have configured the WSO2 EI's JMS transport with HornetQ embedded in a JBoss EAP server. The next section describes how you can test the
configuration.
Testing the configuration

To test the configuration we create a proxy service named   to publish messages from WSO2 EI to the HornetQ sample queue, and createJMSPublisher
the   queue to read messages from the HornetQ sample queue. JMSListener

The username and password created for the guest user in the above section are used in the configuration.  

Note
After copying the  file from the  directory to the  directory, be sure tojboss-client.jar <EAP_HOME>/bin/client <EI_HOME>/lib
remove the  package from the  file.javax.jms jboss-client.jar
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Start WSO2 EI management console. See  for more information.Running the Product
Create the    proxy service with the following configuration:JMSPublisher

<proxy xmlns="http://ws.apache.org/ns/synapse"
       name="JMSPublisher"
       transports="https,http"
       statistics="enable"
       trace="enable"
       startOnLoad="true">
   <target>
      <inSequence>
         <property name="FORCE_SC_ACCEPTED" value="true"
scope="axis2"/>
         <property name="Accept-Encoding" scope="transport"
action="remove"/>
         <property name="Content-Length" scope="transport"
action="remove"/>
         <property name="Content-Type" scope="transport"
action="remove"/>
         <property name="User-Agent" scope="transport"
action="remove"/>
         <property name="OUT_ONLY" value="true"/>
         <log level="full"/>
         <send>
            <endpoint>
               <address
uri="jms:/jms/queue/test?transport.jms.ConnectionFactoryJNDIName=jms/Re
moteConnectionFactory&amp;java.naming.factory.initial=org.jboss.naming.
remote.client.InitialContextFactory&amp;java.naming.provider.url=remote
://localhost:4447&amp;transport.jms.DestinationType=queue&amp;transport
.jms.UserName=SampleUser&amp;transport.jms.Password=SamplePwd1!&amp;jav
a.naming.security.principal=SampleUser&amp;java.naming.security.credent
ials=SamplePwd1!"/>            </endpoint>
</send>

      </inSequence>
   </target>
   <publishWSDL
uri="file:samples/service-bus/resources/proxy/sample_proxy_1.wsdl"/>
   <description>HornetQ-WSO2 ESB sample</description>
</proxy>

Note
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Create the   proxy service with the following configuration:JMSListener

<proxy xmlns="http://ws.apache.org/ns/synapse"
       name="JMSListener"
       transports="jms"
       statistics="disable"
       trace="disable"
       startOnLoad="true">
   <target>
      <inSequence>
         <log level="custom">
            <property name="JMS LISTENER PROXY" value="LOCATED"/>
         </log>
         <log level="full"/>
         <drop/>
      </inSequence>
   </target>
   <parameter name="transport.jms.ContentType">
      <rules>
         <jmsProperty>contentType</jmsProperty>
         <default>text/plain</default>
      </rules>
   </parameter>
<parameter
name="transport.jms.ConnectionFactory">QueueConnectionFactory</paramete
r>
   <parameter
name="transport.jms.Destination">jms/queue/test</parameter>
<description/>

</proxy>

Use a client application of your choice to send a request to the endpoint of the   proxy service. In this example, theJMSPublisher
following request is sent using SOAPUI, calling the   operation of the   for which the   prplaceOrder SimpleStockQuoteService JMSPublisher
oxy service is created.

<soapenv:Envelope
xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:ser="http://services.samples"
xmlns:xsd="http://services.samples/xsd">
   <soapenv:Header/>
   <soapenv:Body>
      <ser:placeOrder>
         <!--Optional:-->
         <ser:order>
            <!--Optional:-->
            <xsd:price>20</xsd:price>
            <!--Optional:-->
            <xsd:quantity>20</xsd:quantity>
            <!--Optional:-->
            <xsd:symbol>IBM</xsd:symbol>
         </ser:order>
      </ser:placeOrder>
   </soapenv:Body>
</soapenv:Envelope>

The proxy service is created for the  service shipped with WSO2 EI samples in this example soSimpleStockQuoteService
that the configuration can be tested by sending a request to call one of the operations of the service.
The  parameter is set to  since this proxy service is created only for the purpose of publishing the messages ofOUT_ONLY true
WSO2 EI to the  queue specified in the address URI.mySampleQueue
You may have to change the host name, port etc. of the JMS string based on your environment
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Check the log on your WSO2 EI terminal.  You will see the following log, which indicates that the request published in the queue is picked by the J
 proxy.MSListener

[<TIME Stamp>]  INFO - LogMediator JMS LISTENER PROXY = LOCATED

[<TIME Stamp>]  INFO - LogMediator To: , WSAction: "urn:placeOrder",
SOAPAction: "urn:placeOrder", MessageID:
ID:be08707e-033d-11e4-8307-25263fbb9173, Direction: request, Envelope:
<?xml version="1.0" encoding="utf-8"?><soapenv:Envelope
xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"><soapenv:Body
><soapenv:Envelope xmlns:xsd="http://services.samples/xsd"
xmlns:ser="http://services.samples"><soapenv:Body>

      <ser:placeOrder>
         <!--Optional:-->
         <ser:order>
            <!--Optional:-->
            <xsd:price>20</xsd:price>
            <!--Optional:-->
            <xsd:quantity>20</xsd:quantity>
            <!--Optional:-->
            <xsd:symbol>IBM</xsd:symbol>
         </ser:order>
      </ser:placeOrder>
   </soapenv:Body></soapenv:Envelope></soapenv:Body></soapenv:Envelope>

Configure with Multiple Brokers

If your system has more than one existing brokers, it will be required to configure the JMS transport with multiple brokers. In such situations, each transport
receiver should have a separate name. 

The following example illustrates how to configure WSO2 EI to listen to both ActiveMQ and WSO2 MB messages.

Download ActiveMQ (version 5.8.0 or later) from the  site. Download the WSO2 Message Broker from the Apache ActiveMQ WSO2 Message
 site.Broker

Copy the following client libraries from   directory to  directory.<AMQ_HOME>/lib <EI_HOME>/lib
activemq-broker-5.8.0.jar 
activemq-client-5.8.0.jar 
geronimo-jms_1.1_spec-1.1.1.jar 
geronimo-j2ee-management_1.1_spec-1.0.1.jar 
hawtbuf-1.9.jar 

Configure the   file as follows to enable ActiveMQ as a transport listener.<EI_HOME>/conf/axis2/axis2.xml

From the below configurations, do the ones in the  file based on the profile you use as follows:axis2.xml

To enable the JMS transport in the Integration profile, edit the  file.<EI_HOME>/conf/axis2/axis2.xml
To enable the JMS transport in other profiles, edit the  file. <EI_HOME>/wso2/<PROFILE_HOME>/conf/axis2/axis2.xml <PROFI

 refers to the main directory of the profile inside the WSO2 EI distribution. For example, to enable the JMS transport in theLE_HOME>
Business Process profile, edit the  file<EI_HOME>/wso2/business-process/conf/axis2/axis2.xml

http://activemq.apache.org/
http://wso2.com/products/message-broker/
http://wso2.com/products/message-broker/
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<transportReceiver name="jms1"
class="org.apache.axis2.transport.jms.JMSListener">
       <parameter name="myTopicConnectionFactory" locked="false">
           <parameter name="java.naming.factory.initial"
locked="false">org.apache.activemq.jndi.ActiveMQInitialContextFactory</
parameter>
           <parameter name="java.naming.provider.url"
locked="false">tcp://localhost:61616</parameter>
           <parameter name="transport.jms.ConnectionFactoryJNDIName"
locked="false">TopicConnectionFactory</parameter>
            <parameter name="transport.jms.ConnectionFactoryType"
locked="false">topic</parameter>
       </parameter>
 
       <parameter name="myQueueConnectionFactory" locked="false">
           <parameter name="java.naming.factory.initial"
locked="false">org.apache.activemq.jndi.ActiveMQInitialContextFactory</
parameter>
           <parameter name="java.naming.provider.url"
locked="false">tcp://localhost:61616</parameter>
           <parameter name="transport.jms.ConnectionFactoryJNDIName"
locked="false">QueueConnectionFactory</parameter>
            <parameter name="transport.jms.ConnectionFactoryType"
locked="false">queue</parameter>
       </parameter>
 
       <parameter name="default" locked="false">
           <parameter name="java.naming.factory.initial"
locked="false">org.apache.activemq.jndi.ActiveMQInitialContextFactory</
parameter>
           <parameter name="java.naming.provider.url"
locked="false">tcp://localhost:61616</parameter>
           <parameter name="transport.jms.ConnectionFactoryJNDIName"
locked="false">QueueConnectionFactory</parameter>
            <parameter name="transport.jms.ConnectionFactoryType"
locked="false">queue</parameter>
       </parameter>
   </transportReceiver>

Enter the following configuration in the same file to enable the WSO2 Message Broker.
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<!--Uncomment this and configure as appropriate for JMS transport
support with WSO2 MB 2.x.x -->
   <transportReceiver name="jms2"
class="org.apache.axis2.transport.jms.JMSListener">
       <parameter name="myTopicConnectionFactory" locked="false">
          <parameter name="java.naming.factory.initial"
locked="false">org.wso2.andes.jndi.PropertiesFileInitialContextFactory<
/parameter>
           <parameter name="java.naming.provider.url"
locked="false">repository/conf/jndi.properties</parameter>
           <parameter name="transport.jms.ConnectionFactoryJNDIName"
locked="false">TopicConnectionFactory</parameter>
           <parameter name="transport.jms.ConnectionFactoryType"
locked="false">topic</parameter>
       </parameter>
 
       <parameter name="myQueueConnectionFactory" locked="false">
           <parameter name="java.naming.factory.initial"
locked="false">org.wso2.andes.jndi.PropertiesFileInitialContextFactory<
/parameter>
           <parameter name="java.naming.provider.url"
locked="false">repository/conf/jndi.properties</parameter>
           <parameter name="transport.jms.ConnectionFactoryJNDIName"
locked="false">QueueConnectionFactory</parameter>
          <parameter name="transport.jms.ConnectionFactoryType"
locked="false">queue</parameter>
       </parameter>
 
       <parameter name="default" locked="false">
           <parameter name="java.naming.factory.initial"
locked="false">org.wso2.andes.jndi.PropertiesFileInitialContextFactory<
/parameter>
           <parameter name="java.naming.provider.url"
locked="false">repository/conf/jndi.properties</parameter>
           <parameter name="transport.jms.ConnectionFactoryJNDIName"
locked="false">QueueConnectionFactory</parameter>
           <parameter name="transport.jms.ConnectionFactoryType"
locked="false">queue</parameter>
       </parameter>
   </transportReceiver>

Add a topic and a queue to the  jndi.properties file located in as follows:<EI_HOME>/conf 

Note that the transport receiver name is different in each configuration.
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<connection-factory name="QueueConnectionFactory">
      <xa>false</xa>
      <connectors>
         <connector-ref connector-name="netty"/>
      </connectors>
      <entries>
         <entry name="/QueueConnectionFactory"/>
      </entries>
</connection-factory>

<connection-factory name="TopicConnectionFactory">
      <xa>false</xa>
      <connectors>
         <connector-ref connector-name="netty"/>
      </connectors>
      <entries>
         <entry name="/TopicConnectionFactory"/>
      </entries>
</connection-factory>

Start both ActiveMQ and WSO2 MB.
Start the WSO2 EI server and the management console. If they are already running, restart them.

Now a proxy service can be created with reference to transport receiver JMS1 and/or JMS2. For example, the following proxy service is configured with
reference to both transport receivers.

<proxy xmlns="http://ws.apache.org/ns/synapse" 
name="jmsMultipleListnerProxy" 
transports="jms1,jms2" 
statistics="disable" 
trace="disable" 
startOnLoad="true"> 
<target> 
<inSequence> 
<log level="full"/> 
<send> 
<endpoint> 
<address uri="http://localhost:9000/services/SimpleStockQuoteService"/>

</endpoint> 
</send> 
</inSequence> 
<outSequence> 
<send/> 
</outSequence> 
</target> 
<parameter name="transport.jms.ContentType"> 
<rules> 
<jmsProperty>contentType</jmsProperty> 
<default>application/xml</default> 
</rules> 
</parameter> 
<description/> 
</proxy>

JMS Usecases

This section provides information on how to implement common business use cases that support the specified messaging models and  the new messaging
features introduced with JMS 2.0.



WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 753

1.  
2.  

3.  

Using the ESB as a JMS Consumer
Using the ESB as a JMS Producer
Using the ESB as JMS Consumer and Producer
JMS Synchronous Invocations : Dual Channel HTTP-to-JMS
JMS Synchronous Invocations : Quad Channel JMS-to-JMS
Store and Forward Using JMS Message Stores
Publish-Subscribe with JMS
Shared Topic Subscription with the ESB Profile of WSO2 Enterprise Integrator
Detecting Repeatedly Redelivered Messages Using the JMSXDeliveryCount Property
Using the ESB Profile of WSO2 Enterprise Integrator as a JMS Producer and Specifying a Delivery Delay on Messages

Using the ESB as a JMS Consumer

This section describes how to configure the ESB Profile of WSO2 Enterprise Integrator (WSO2 EI) to listen to a JMS Queue.

One-way messaging
Two-way HTTP back-end call

Defining the content type of incoming JMS messages

One-way messaging

 

Follow the steps below to configure the ESB Profile of WSO2 EI to listen to a JMS queue, consume messages, and send them to a HTTP back-end
service.       

Configure the ESB Profile of WSO2 EI with Apache ActiveMQ and set up the JMS listener. For instructions, see .Configure with ActiveMQ
Create a proxy service with the following configuration. To create a proxy service using Tooling, see .Working with Proxy Services via Tooling

<proxy xmlns="http://ws.apache.org/ns/synapse"
name="JMStoHTTPStockQuoteProxy" transports="jms">
       <target>
           <inSequence>
               <property action="set" name="OUT_ONLY" value="true"/>
           </inSequence>
           <endpoint>
               <address
uri="http://localhost:9000/services/SimpleStockQuoteService"/>
           </endpoint>
           <outSequence/>
       </target>
</proxy>

Proxy Service Configuration
The  property is set to  to indicate that the message exchange is one-way.OUT_ONLY  true

You can make the proxy service a JMS listener by setting its transport as  . Once the JMS transport is enabled for a proxy service,jms
the ESB Profile of WSO2 EI starts listening on a JMS queue with the same name as the proxy service.

In the sample configuration above, the ESB Profile of WSO2 EI listens to a JMS queue named  . ToJMStoHTTPStockQuoteProxy
make the proxy service listen to a different JMS queue, define the  parameter with the name of thetransport.jms.Destination 
destination queue. For details, see .below
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To test this scenario you need an HTTP back-end service.  the SimpleStockQuoteService and . Deploy start the Axis2 server
Place a message in the ActiveMQ queue by executing the following command from the   folder.<EI_HOME>/samples/axis2Client

ant stockquote -Dmode=placeorder
-Dtrpurl="jms:/JMStoHTTPStockQuoteProxy?transport.jms.ConnectionFactory
JNDIName=QueueConnectionFactory&java.naming.factory.initial=org.apache.
activemq.jndi.ActiveMQInitialContextFactory&java.naming.provider.url=tc
p://localhost:61616&transport.jms.ContentTypeProperty=Content-Type&tran
sport.jms.DestinationType=queue"

The ESB Profile of WSO2 EI will read the message from the ActiveMQ queue and send it to the back-end service. You will see the following
response on the Axis2 Server console:

Fri Dec 16 10:21:11 GST 2016 samples.services.SimpleStockQuoteService 
:: Accepted order #1 for : 7424 stocks of IBM at $ 156.74347214873563

Two-way HTTP back-end call

In addition to one-way invocations, the proxy service can listen to the queue, pick up a message and do a two-way HTTP call as well. It allows the
response to be delivered to a queue specified by the client. This is done by specifying a  element when placing a request message toReplyDestination
a JMS queue. The scenario is depicted in the diagram below.

We can have a proxy service similar to the following to simulate a two-way invocation:

<proxy xmlns="http://ws.apache.org/ns/synapse"
       name="JMStoHTTPStockQuoteProxy1"
       transports="jms"
       startOnLoad="true"
       trace="disable">
   <description/>
   <target> 
      <inSequence>
         <send>
            <endpoint>
               <address
uri="http://localhost:9000/services/SimpleStockQuoteService"/>
            </endpoint>
         </send>
      </inSequence>
      <outSequence/>
   </target>
   <parameter name="transport.jms.ContentType">
      <rules>
         <jmsProperty>contentType</jmsProperty>
         <default>text/xml</default>
      </rules>
   </parameter>
</proxy>

https://docs.wso2.com/display/EI600/Setting+Up+the+Service+Bus+Samples#SettingUptheServiceBusSamples-Deployingsampleback-endservices
https://docs.wso2.com/display/EI600/Setting+Up+the+Service+Bus+Samples#SettingUptheServiceBusSamples-StartingtheAxis2server
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Defining the content type of incoming JMS messages

By default, the ESB Profile of WSO2 EI considers all messages consumed from a queue as SOAP messages. To consider messages consumed from a
queue as a different format, define the   parameter with the respective content type as a proxy service parameter.transport.jms.ContentType
  

To demonstrate this, let's modify the  as follows:above configuration

<proxy xmlns="http://ws.apache.org/ns/synapse"
name="JMStoHTTPStockQuoteProxy" transports="jms">
       <target>
           <inSequence>
               <property action="set" name="OUT_ONLY" value="true"/>
               <send>
                   <endpoint>
                       <address
uri="http://localhost:9000/services/SimpleStockQuoteService"/>
                   </endpoint>
               </send>
           </inSequence>
           <outSequence/>
       </target>
       <parameter name="transport.jms.ContentType">
           <rules>
               <jmsProperty>contentType</jmsProperty>
               <default>application/xml</default>
           </rules>
       </parameter>
       <parameter
name="transport.jms.Destination">MyJMSQueue</parameter>
   </proxy>

Using the ESB as a JMS Producer

For a two-way JMS scenario the  property is not used.OUT_ONLY

Use the following command from the  folder. Note how the  elem<EI_HOME>/samples/axis2Client transport.jms.ReplyDestination
ent is specified.

ant stockquote -Dsymbol=WSO2
-Dtrpurl="jms:/JMStoHTTPStockQuoteProxy1?transport.jms.ConnectionFactor
yJNDIName=QueueConnectionFactory&java.naming.factory.initial=org.apache
.activemq.jndi.ActiveMQInitialContextFactory&java.naming.provider.url=t
cp://localhost:61616&transport.jms.ContentTypeProperty=Content-Type&tra
nsport.jms.DestinationType=queue&transport.jms.ReplyDestination=Respons
eQueue" 

You can view the responses from the back-end service in the  by accessing the ActiveMQ management console using the URLResponseQueue
 and using  as both the username and password.http://0.0.0.0:8161/admin admin

Proxy Service Configuration
You can specify a different content type within the  parameter. In the sample configuration above, the contenttransport.jms.ContentType
type defined is .application/xml

If you want the proxy service to listen to a queue where the queue name is different from the proxy service name, you can specify the queue
name using  parameter. In the sample configuration above, the ESB Profile of WSO2 EI listens to a JMStransport.jms.Destination
queue named .MyJMSQueue

http://0.0.0.0:8161/admin
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This section describes how to configure the ESB Profile of WSO2 to a JMS Queue.Enterprise Integrator (WSO2 EI) to send messages 

 

Follow the steps below to configure the ESB Profile of WSO2 EI to accept messages via HTTP, and send them to JMS queue.  

Configure the ESB Profile of WSO2 EI with Apache ActiveMQ and set up the JMS Sender. For instructions, see .Configure with ActiveMQ  
Start WSO2 EI Tooling and create a proxy service with the following configuration. See  for instructions.Creating a Proxy Service

<proxy xmlns="http://ws.apache.org/ns/synapse" name="StockQuoteProxy"
transports="http">
    <target>
        <inSequence>
            <property action="set" name="OUT_ONLY" value="true"/>
            <send>
                <endpoint>
                    <address uri=""/> <!-- Specify the JMS connection
URL here -->
                </endpoint>
            </send>
        </inSequence>
        <outSequence/>
    </target>
    <publishWSDL
uri="file:samples/service-bus/resources/proxy/sample_proxy_1.wsdl"/>
</proxy>

Proxy service configuration
The  property is set to  , which indicates that the message exchange is one-way. OUT_ONLY  true To send a message to a JMS queue,
you should define the JMS connection URL as the endpoint address (which should be invoked via the  mediator). There are twoSend
ways to specify the endpoint URL:

Specify the JNDI name of the JMS queue and the   in the JMS connection URL as shown in theconnection factory parameters
exampe below. Values of connection factory parameters depend on the type of the JMS broker.

When the broker is ActiveMQ

jms:/SimpleStockQuoteService?transport.jms.ConnectionFactoryJNDIName=Qu
eueConnectionFactory&java.naming.factory.initial=org.apache.activemq.jn
di.ActiveMQInitialContextFactory&java.naming.provider.url=tcp://localho
st:61616&transport.jms.DestinationType=queue

https://docs.wso2.com/display/EI650/JMS+Transport#JMSTransport-ConnectionFactoryParams
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3.  Send a message to the ESB by executing the following command from the   folder.<EI_HOME>/samples/axis2Client

ant stockquote -Daddurl=http://localhost:8280/services/StockQuoteProxy
-Dmode=placeorder -Dsymbol=WSO2

Using the ESB as JMS Consumer and Producer

This section describes how to configure the ESB Profile of WSO2 Enterprise Integrator (WSO2 EI) to work as a JMS-to-JMS proxy service.

When the broker is WSO2 Message Broker

jms:/StockQuotesQueue?transport.jms.ConnectionFactoryJNDIName=QueueConn
ectionFactory&amp;java.naming.factory.initial=org.wso2.andes.jndi.Prope
rtiesFileInitialContextFactory&amp;java.naming.provider.url=conf/jndi.p
roperties&transport.jms.DestinationType=queue

If you have already specified the endpoint's connection factory parameters (for the JMS sender configuration) in the axis2.x
ml file (stored in the <EI_HOME>/conf/axis2/ directory), the connection URL in the proxy service should be as shown
below. In this example, the endpoint URL of the proxy service refers the relevant connection factory in the axis2.xml file:

When the broker is ActiveMQ

jms:transport.jms.ConnectionFactory=QueueConnectionFactory

When the broker is WSO2 Message Broker

jms:/StockQuotesQueue?transport.jms.ConnectionFactory=QueueConnectionFa
ctory

Be sure to replace the ' ' character in the endpoint URL with ' ' to avoid the following exception:& &amp;

com.ctc.wstx.exc.WstxUnexpectedCharException: Unexpected character '='
(code 61); expected a semi-colon after the reference for entity
'java.naming.factory.initial' at [row,col {unknown-source}

You can view the ActiveMQ queue by accessing the ActiveMQ management console using the URL  http://0.0.0.0:8161/admin
and using admin as both the username and password.

http://0.0.0.0:8161/admin
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to  Follow the steps below to configure the ESB Profile of WSO2 EI listen to a JMS queue and consume messages, and then send those messages to
another JMS queue.

Configure the ESB Profile of WSO2 EI with Apache ActiveMQ and set up the JMS listener and sender. For instructions, see Configure with
.ActiveMQ

Create a proxy service with the following configuration. To create a proxy service using Tooling, see  .Working with Proxy Services via Tooling

<proxy name="StockQuoteProxy" transports="jms">
   <target>
       <inSequence>
           <property action="set" name="OUT_ONLY" value="true"/>
           <send>
               <endpoint>
                  <address uri=""/> <!-- Specify the JMS connection URL
here -->
               </endpoint>
           </send>
       </inSequence>
   </target>
</proxy>

Proxy service configuration
In the sample configuration above, the 'transports' property is set to 'jms', which allows the ESB to receive JMS messages. This proxy
service listens to a JMS queue named StockQuoteProxy and sends messages to another queue named SimpleStockQuoteServi
ce. The OUT_ONLY property is set to true, which indicates that the message exchange is one-way. To send a message to a JMS
queue, you should define the JMS connection URL as the endpoint address (which should be invoked via the  mediator). ThereSend
are two ways to specify the endpoint URL

Specify the JNDI name of the JMS queue and the   in the JMS connection URL in the exampeconnection factory parameters
below. Values of connection factory parameters depend on the type of the JMS broker.

When the broker is ActiveMQ

jms:/SimpleStockQuoteService?transport.jms.ConnectionFactoryJNDIName=Qu
eueConnectionFactory&java.naming.factory.initial=org.apache.activemq.jn
di.ActiveMQInitialContextFactory&java.naming.provider.url=tcp://localho
st:61616&transport.jms.DestinationType=queue

https://docs.wso2.com/display/EI650/JMS+Transport#JMSTransport-ConnectionFactoryParams
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2.  

3.  To place a message into a JMS queue, execute following command from the   directory.<EI_HOME>/samples/axis2Client

ant stockquote -Dmode=placeorder
-Dtrpurl="jms:/StockQuoteProxy?transport.jms.ConnectionFactoryJNDIName=
QueueConnectionFactory&java.naming.factory.initial=org.apache.activemq.
jndi.ActiveMQInitialContextFactory&java.naming.provider.url=tcp://local
host:61616&transport.jms.ContentTypeProperty=Content-Type&transport.jms
.DestinationType=queue"

Generally, JMS is used for one-way, asynchronous message exchange. However you can perform synchronous messaging also with JMS. For more

When the broker is WSO2 Message Broker

jms:/StockQuotesQueue?transport.jms.ConnectionFactoryJNDIName=QueueConn
ectionFactory&amp;java.naming.factory.initial=org.wso2.andes.jndi.Prope
rtiesFileInitialContextFactory&amp;java.naming.provider.url=conf/jndi.p
roperties&transport.jms.DestinationType=queue

If you have already specified the endpoint's connection factory parameters (for the JMS sender configuration) in the axis2.x
 file (stored in the   directory), the connection URL in the proxy service should be as shownml <EI_HOME>/conf/axis2/

below. In this example, the endpoint URL of the proxy service refers the relevant connection factory in the axis2.xml file:

When the broker is ActiveMQ

jms:transport.jms.ConnectionFactory=QueueConnectionFactory

When the broker is WSO2 Message Broker

jms:/StockQuotesQueue?transport.jms.ConnectionFactory=QueueConnectionFa
ctory

Be sure to replace the ' ' character in the endpoint URL with ' ' to avoid the following exception:& &amp;

com.ctc.wstx.exc.WstxUnexpectedCharException: Unexpected character '='
(code 61); expected a semi-colon after the reference for entity
'java.naming.factory.initial' at [row,col {unknown-source}

You can view the ActiveMQ queues by accessing the ActiveMQ management console using the URL   andhttp://0.0.0.0:8161/admin
using    as both the username and password.admin
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information, see   and  .JMS Synchronous Invocations : Dual Channel HTTP-to-JMS JMS Synchronous Invocations : Quad Channel JMS-to-JMS

JMS Synchronous Invocations : Dual Channel HTTP-to-JMS

A JMS synchronous invocation takes place when a JMS producer receives a response to a JMS request produced by it when invoked. The ESB Profile of
WSO2 Enterprise Integrator (WSO2 EI) uses an internal   to correlate the request and the response. See  fJMS correlation ID JMS Request/Reply Example
or more information. JMS synchronous invocations are further explained in the following use case.

When the proxy service named  receives an HTTP request, it publishes that request in a JMS queue named . Another proxySMSSenderProxy SMSStore
service named  subscribes to messages published in this queue and forwards them to a back-end service named SMSForwardProxy SimpleStockQuot

. When this back-end service returns an HTTP response, internal ESB logic is used to save that message as a JMS message in a JMS queueeService
named . The   proxy service picks the response from the   queue and deliversSMSReceiveNotification SMSSenderProxy SMSReceiveNotification
it to the client as an HTTP message using internal ESB logic.

Note that the   proxy service is able to pick up the message from the  queue because the SMSSenderProxy SMSReceiveNotification transport.jms
 parameter of the   proxy service is set to the same   queue..ReplyDestination SMSSenderProxy SMSReceiveNotification

The following subsections explain how to execute this use case.

Creating the JMS publisher and consumer
JMS publisher configuration
JMS consumer configuration

Testing the use case
Setting up the ESB profile to communicate with the broker
Starting the ESB and the Broker
Starting theSimpleStockQuote service
Invoking the JMS publisher
Analyzing the output

Creating the JMS publisher and consumer

Create two proxy services with the  and  given below and then deploy the proxy service artifacts inJMS publisher configuration JMS consumer configuration
the ESB of WSO2 EI. See creating a proxy service for instructions.
JMS publisher configuration

Create a proxy service named  with the configuration given below. SMSSenderProxy

The correlation between request and response:
Note that the message that is passed to the back-end service contains the JMS message ID. However, the back-end service is required to return
the response using the JMS correlation ID. Therefore, the  service should be configured to copy the message ID from the request (theback-end
value of the  header) to the correlation ID of the response (using the  header).JMSMessageID JMSCorrelationID

https://docs.wso2.com/display/EI611/JMS+Synchronous+Invocations+%3A+Dual+Channel+HTTP-to-JMS
https://docs.wso2.com/display/EI611/JMS+Synchronous+Invocations+%3A+Quad+Channel+JMS-to-JMS
http://www.eaipatterns.com/RequestReplyJmsExample.html
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Sample proxy service

<proxy xmlns="http://ws.apache.org/ns/synapse"
       name="SMSSenderProxy"
       transports="https,http"
       statistics="disable"
       trace="disable"
       startOnLoad="true">
   <target>
      <inSequence>
         <property name="transport.jms.ContentTypeProperty"
                   value="Content-Type"
                   scope="axis2"/>
      </inSequence>
      <outSequence>
         <property name="TRANSPORT_HEADERS" scope="axis2"
action="remove"/>
         <send/>
      </outSequence>
      <endpoint>
         <address
uri="jms:/SMSStore?transport.jms.ConnectionFactoryJNDIName=QueueConnect
ionFactory&amp;java.naming.factory.initial=org.wso2.andes.jndi.Properti
esFileInitialContextFactory&amp;java.naming.provider.url=conf/jndi.prop
erties&amp;transport.jms.DestinationType=queue&amp;transport.jms.ReplyD
estination=SMSReceiveNotificationStore"/>
      </endpoint>
   </target>
   <description/>
</proxy>

Listed below are some of the properties that can be used with the   mediator used in this proxy service:Property

Property Description

TRANSPORT_HEADERS This property is used in the out sequence to make sure that transport headers (which are JMS headers in this
example) are removed from the message when it is passed to the back-end client.

It is recommended to set this property because (according to the JMS specification) a property name can contain
any character for which the  Java method returns 'true'. Character.isJavaIdentifierPart Therefore when
there are headers that contain special characters (e.g accept-encoding), some JMS brokers will give errors.

transport.jms.ContentType
Property

The JMS transport uses this property in the above configuration to determine the content type of the response
message. If this property is not set, the JMS transport treats the incoming message as plain text.

Note: When this property is used, the content type is determined by the out transport. For example, if the proxy
service/API is sending a request, the endpoint reference will determine the content type. Also, if the proxy
service/API is sending the response back to the client, the configuration of the service/API will determine the content
type.

JMS_WAIT_REPLY This property can be used to specify how long the system should wait for the JMS queue (SMSRecieveNotification
queue) to send the response back. You can add this property to the in sequence as shown below.

<property name="JMS_WAIT_REPLY" value="60000" scope="axis2"/>
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JMS_TIME_TO_LIVE This property can be set in the InSequence of the proxy service to specify the maximum time period for which a
message can live without being consumed.

<property name="JMS_TIME_TO_LIVE" scope="axis2" value="20000"/>

The endpoint of this proxy service uses the properties listed below to connect the proxy service to the JMS queue in the Message Broker profile. 

Property Value for this use case

address uri jms:/SMSStore

java.naming.factory.initial org.wso2.andes.jndi.PropertiesFileInitialContextFactory

java.naming.provider.url conf/jndi.properties

transport.jms.DestinationType queue

transport.jms.ReplyDestination SMSReceiveNotificationStore

Since this is a two-way invocation, the  property is not set in the In sequence. OUT_ONLY
JMS consumer configuration

Create a proxy service named  with the configuration given below. This proxy service will consume messages from the  queSMSForwardProxy SMSStore
ue of the Message Broker Profile, and forward the messages to the back-end service.

Note that there are two ways to define the endpoint URL:

Specify the JNDI name of the JMS queue and the   in the connection URL as shown in the aboveconnection factory parameters
example.
If you have already specified the endpoint's connection factory parameters (for the JMS sender configuration) in the axis2.xml file
(stored in the <EI_HOME>/conf/axis2/ directory), the connection URL in the proxy service should be as shown below. In this
example, the endpoint URL of the proxy service refers the relevant connection factory in the axis2.xml file:

jms:/SMSStore?transport.jms.ConnectionFactory=QueueConnectionFactory

Be sure to replace the ' ' character in the endpoint URL with ' ' to avoid the following exception:& &amp;

com.ctc.wstx.exc.WstxUnexpectedCharException: Unexpected character '='
(code 61); expected a semi-colon after the reference for entity
'java.naming.factory.initial' at [row,col {unknown-source}

https://docs.wso2.com/display/EI650/Generic+Properties#GenericProperties-OutOnly
https://docs.wso2.com/display/EI650/JMS+Transport#JMSTransport-ConnectionFactoryParams


WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 763

1.  

<proxy xmlns="http://ws.apache.org/ns/synapse"
       name="SMSForwardProxy"
       transports="jms"
       statistics="disable"
       trace="disable"
       startOnLoad="true">
   <target>
      <inSequence>
         <send>
            <endpoint>
               <address
uri="http://localhost:9000/services/SimpleStockQuoteService"/>
            </endpoint>
         </send>
      </inSequence>
      <outSequence>
         <send/>
      </outSequence>
   </target>
   <parameter name="transport.jms.ContentType">
      <rules>
         <jmsProperty>contentType</jmsProperty>
         <default>text/xml</default>
      </rules>
   </parameter>
   <parameter
name="transport.jms.ConnectionFactory">myQueueConnectionFactory</parame
ter>
   <parameter name="transport.jms.DestinationType">queue</parameter>
   <parameter name="transport.jms.Destination">SMSStore</parameter>
   <description/>
</proxy>

The ,  parameter and the transport.jms.ConnectionFactory transport.jms.DestinationType transport.jms.Destination
 parameter map the proxy service to the  queue.properties SMSStore

The  sample shipped with WSO2 EI is used as the back-end service in this example. To invoke this service, the addressSimpleStockQuoteService

URI of this proxy service is defined as  e.http://localhost:9000/services/SimpleStockQuoteServic

Testing the use case

Follow the steps given below to try out the above use case.
Setting up the ESB profile to communicate with the broker

Follow the steps below to enable the JMS transport of the ESB Profile to communicate with the Message Broker profile:

Edit the   file, find the commented   block and uncomment it as follows:<EI_HOME>/conf/axis2/axis2.xml <transport receiver>
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1.  

2.  

3.  

 <!--Uncomment this and configure as appropriate for JMS transport
support with WSO2 MB 2.x.x -->
   <transportReceiver name="jms"
class="org.apache.axis2.transport.jms.JMSListener">
       <parameter name="myTopicConnectionFactory" locked="false">
          <parameter name="java.naming.factory.initial"
locked="false">org.wso2.andes.jndi.PropertiesFileInitialContextFactory<
/parameter>
           <parameter name="java.naming.provider.url"
locked="false">conf/jndi.properties</parameter>
           <parameter name="transport.jms.ConnectionFactoryJNDIName"
locked="false">TopicConnectionFactory</parameter>
           <parameter name="transport.jms.ConnectionFactoryType"
locked="false">topic</parameter>
       </parameter>
 
       <parameter name="myQueueConnectionFactory" locked="false">
           <parameter name="java.naming.factory.initial"
locked="false">org.wso2.andes.jndi.PropertiesFileInitialContextFactory<
/parameter>
           <parameter name="java.naming.provider.url"
locked="false">conf/jndi.properties</parameter>
           <parameter name="transport.jms.ConnectionFactoryJNDIName"
locked="false">QueueConnectionFactory</parameter>
          <parameter name="transport.jms.ConnectionFactoryType"
locked="false">queue</parameter>
       </parameter>
 
       <parameter name="default" locked="false">
           <parameter name="java.naming.factory.initial"
locked="false">org.wso2.andes.jndi.PropertiesFileInitialContextFactory<
/parameter>
           <parameter name="java.naming.provider.url"
locked="false">conf/jndi.properties</parameter>
           <parameter name="transport.jms.ConnectionFactoryJNDIName"
locked="false">QueueConnectionFactory</parameter>
           <parameter name="transport.jms.ConnectionFactoryType"
locked="false">queue</parameter>
       </parameter>
   </transportReceiver>

Uncomment the following   block for JMS in the same file:<transport sender>

<!-- uncomment this and configure to use connection pools for sending
messages-->
<transportSender name="jms"
class="org.apache.axis2.transport.jms.JMSSender"/>

Open the   file and update the connection factories and queues as follows:<EI_HOME>/conf/jndi.properties

For more information on the JMS configuration parameters used in the code segments above, see JMS Connection Factory
.Parameters

https://docs.wso2.com/display/EI650/JMS+Transport#JMSTransport-JMSConnectionFactoryParameters
https://docs.wso2.com/display/EI650/JMS+Transport#JMSTransport-JMSConnectionFactoryParameters
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3.  

1.  
2.  

1.  
2.  

3.  
a.  

b.  

# register some connection factories
# connectionfactory.[jndiname] = [ConnectionURL]
connectionfactory.QueueConnectionFactory =
amqp://admin:admin@clientID/carbon?brokerlist='tcp://localhost:5675'

# register some queues in JNDI using the form
# queue.[jndiName] = [physicalName]
queue.SMSStore=SMSStore
queue.SMSReceiveNotificationStore=SMSReceiveNotificationStore

Starting the ESB and the Broker

Start the Message Broker Profile. For information on how to start the Message Broker Profile, see  .Starting the Message Broker Profile
Start the ESB Profile. For information on how to start the ESB Profile, see  .Starting the ESB Profile

Starting theSimpleStockQuote service

Follow the steps below to start the Axis2 server:

Open a command prompt (or a shell in Linux) and go to the   directory.<EI_HOME>/samples/axis2Server
Execute one of the following commands 

On Windows: axis2server.bat
On Linux/Solaris: ./axis2server.sh

Deploy the sample back-end service. Follow the steps below to build and deploy the  :SimpleStockQuoteService
Open a command prompt (or a shell in Linux) and go to the <EI_HOME>/samples/axis2Server/src/SimpleStockQuoteService
 directory.
Run  .ant

Invoking the JMS publisher

Execute the following command from the   directory to invoke the  proxy service that you defined<EI_HOME>/samples/axis2Client SMSSenderProxy
as the JMS publisher:

ant stockquote -Daddurl=http://localhost:8280/services/SMSSenderProxy
-Dsymbol=IBM

Analyzing the output

Analyze the output on the Axis2 server console as well as the output on the client console to understand how a JMS producer can receive a response to a
JMS request produced by it.

You will see the following on the Axis2 server console:

Fri Dec 08 11:19:29 IST 2017 samples.services.SimpleStockQuoteService
:: Generating quote for : IBM

You will see the following response on the client console:

Standard :: Stock price = $162.04696182786148

JMS Synchronous Invocations : Quad Channel JMS-to-JMS

Introduction
Prerequisites

https://docs.wso2.com/display/EI650/Running+the+Product#RunningtheProduct-EI_Broker
https://docs.wso2.com/display/EI650/Running+the+Product#RunningtheProduct-ESB
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1.  
2.  

3.  

4.  
a.  

b.  

Sample configuration

Introduction

The following diagram depicts quad-channel JMS synchronous invocations of the WSO2 Enterprise Integrator (WSO2 EI).

   
Prerequisites

Follow the steps below to set the prerequisites up before you start.

Download and set up . For instructions, seeApache ActiveMQ    Installation Prerequisites.
C    opy the following client libraries from the  to the  directory <AMQ_HOME>/lib <  EI_HOME>/lib directory.  

  ActiveMQ 5.8.0 and above 
activemq-broker-5.8.0.jar
activemq-client-5.8.0.jar
geronimo-jms_1.1_spec-1.1.1.jar
geronimo-j2ee-management_1.1_spec-1.0.1.jar

   hawtbuf-1.9.jar
          Earlier versions of ActiveMQ

activemq-core-5.5.1.jar
geronimo-j2ee-management_1.0_spec-1.0.jar
geronimo-jms_1.1_spec-1.1.1.jar

Add the following properties to the  file. For more information, see .<EI_HOME>/conf/jndi.properties Setting up WSO2 EI and ActiveMQ

queue.ClientReq = ClientReq
queue.BEReq = BEReq
queue.BERes = BERes

Uncomment the following sections in the   file.<EI_HOME>/conf/axis2/axis2.xml
To enable the JMS transport sender:

<transportSender name="jms"
class="org.apache.axis2.transport.jms.JMSSender"/>

To enable the JMS transport listener:

http://activemq.apache.org/
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4.  

b.  

<!--Uncomment this and configure as appropriate for JMS transport
support, after setting up your JMS environment (e.g.
ActiveMQ)--><transportReceiver name="jms"
class="org.apache.axis2.transport.jms.JMSListener">
       <parameter name="myTopicConnectionFactory" locked="false">
           <parameter name="java.naming.factory.initial"
locked="false">org.apache.activemq.jndi.ActiveMQInitialContextFactory</
parameter>
           <parameter name="java.naming.provider.url"
locked="false">tcp://localhost:61616</parameter>
           <parameter name="transport.jms.ConnectionFactoryJNDIName"
locked="false">TopicConnectionFactory</parameter>
            <parameter name="transport.jms.ConnectionFactoryType"
locked="false">topic</parameter>
       </parameter>
  
       <parameter name="myQueueConnectionFactory" locked="false">
           <parameter name="java.naming.factory.initial"
locked="false">org.apache.activemq.jndi.ActiveMQInitialContextFactory</
parameter>
           <parameter name="java.naming.provider.url"
locked="false">tcp://localhost:61616</parameter>
           <parameter name="transport.jms.ConnectionFactoryJNDIName"
locked="false">QueueConnectionFactory</parameter>
            <parameter name="transport.jms.ConnectionFactoryType"
locked="false">queue</parameter>
       </parameter>
  
       <parameter name="default" locked="false">
           <parameter name="java.naming.factory.initial"
locked="false">org.apache.activemq.jndi.ActiveMQInitialContextFactory</
parameter>
           <parameter name="java.naming.provider.url"
locked="false">tcp://localhost:61616</parameter>
           <parameter name="transport.jms.ConnectionFactoryJNDIName"
locked="false">QueueConnectionFactory</parameter>
            <parameter name="transport.jms.ConnectionFactoryType"
locked="false">queue</parameter>
       </parameter>
   </transportReceiver>

Sample configuration

Following is a sample configuration of WSO2 EI for quad-channel  JMS synchronous invocations.
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1.  
2.  

3.  
4.  
5.  

Example Code 5

<proxy name="QuadJMS" transports="jms"
xmlns="http://ws.apache.org/ns/synapse">
      <target>
          <inSequence>
              <property action="set"
name="transport.jms.ContentTypeProperty" value="Content-Type"
scope="axis2"/>
              <log level="full"
xmlns="http://ws.apache.org/ns/synapse"/>
              <send>
                  <endpoint>
                      <address
uri="jms:/BEReq?transport.jms.ConnectionFactoryJNDIName=QueueConnection
Factory&amp;java.naming.factory.initial=org.apache.activemq.jndi.Active
MQInitialContextFactory&amp;java.naming.provider.url=tcp://localhost:61
616&amp;transport.jms.DestinationType=queue&amp;transport.jms.ReplyDest
ination=BERes"/>
                  </endpoint>
              </send>
          </inSequence>
          <outSequence>
              <send/>
          </outSequence>
      </target>
      <parameter name="transport.jms.ContentType">
          <rules>
              <jmsProperty>contentType</jmsProperty>
              <default>text/xml</default>
          </rules>
      </parameter>
      <parameter name="transport.jms.Destination">ClientReq</parameter>
</proxy>

The message flow of the above sample configuration is as follows:

The  property of the JMS message is set to . Therefore, the c JMSReplyTo ClientRes lient sends a JMS message to the   queue. ClientReq
the WSO2 EI proxy to pick messages from  queue, andThe transport.jms.ReplyDestination value is set to . This enables BERes ClientReq

send to  queueBEReq  . 
The back-end picks messages from the  queue, processes and places response messages to  queue. BEReq BERes
Once a response is available in  queue, the proxy service picks it and sends back to  queue. BERes ClientRes
The client picks it as the response message.

Note that there are two ways to define the endpoint URL:

Specify the JNDI name of the JMS queue and the   in the connection URL as shown in the sampleconnection factory parameters
configuration given above.
If you have already specified the endpoint's connection factory parameters (for the JMS sender configuration) in the axis2.xml file
(stored in the <EI_HOME>/conf/axis2/ directory), the connection URL in the proxy service should be as shown below. In this
example, the endpoint URL of the proxy service refers the relevant connection factory in the axis2.xml file:

When the broker is ActiveMQ

jms:transport.jms.ConnectionFactory=QueueConnectionFactory

https://docs.wso2.com/display/EI650/JMS+Transport#JMSTransport-ConnectionFactoryParams
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Store and Forward Using JMS Message Stores

A message store is a storage in the ESB Profile of WSO2 Enterprise Integrator (WSO2 EI) for messages. The ESB profile of WSO2 EI ships with the
following message store implementations:  ,  ,  ,  . You alsoIn Memory Message Store JMS Message Store RabbitMQ Message Store JDBC Message Store
have the option to create a  with your own message store implementation.Custom Message Store  

For more information, see  .Message Stores  Next, let's take a look at a few business use case scenarios of JMS message stores. 

Use case scenario 1
Configuring the message store
Configuring the proxy service
Configuring the message processor
Testing the use case

Use case scenario 2
Configure the broker 
Configuring the back-end service
Configuring the ESB Profile of WSO2 EI
Executing the sample  

Use case scenario 1 

In this sample:

The client sends requests to a proxy service.
The proxy service stores the messages in a JMS message store. 
The back-end service is invoked by a message forwarding processor, which picks stored messages from the JMS message store. 

When the broker is WSO2 MB

jms:/BEReq?transport.jms.ConnectionFactory=QueueConnectionFactory

Be sure to replace the ' ' character in the endpoint URL with ' ' to avoid the following exception:& &amp;

com.ctc.wstx.exc.WstxUnexpectedCharException: Unexpected character '='
(code 61); expected a semi-colon after the reference for entity
'java.naming.factory.initial' at [row,col {unknown-source}

https://docs.wso2.com/display/EI611/In+Memory+Message+Store
https://docs.wso2.com/display/EI611/JMS+Message+Store
https://docs.wso2.com/display/EI611/RabbitMQ+Message+Store
https://docs.wso2.com/display/EI611/JDBC+Message+Store
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Let's proceed to configure the sample scenario.
Configuring the message store

Create a JMS message store for the broker. Given below are the sample configurations for the WSO2 Message Broker profile and ActiveMQ broker.
ActiveMQ broker

Set the value of the <java.naming.provider.url> property to point to the provider URL.

<messageStore xmlns="http://ws.apache.org/ns/synapse"
             class="org.apache.synapse.message.store.impl.jms.JmsStore"
             name="JMSMS">
  <parameter
name="java.naming.factory.initial">org.apache.activemq.jndi.ActiveMQIni
tialContextFactory</parameter>
  <parameter
name="java.naming.provider.url">tcp://localhost:61616</parameter>
</messageStore>

WSO2 MB profile

Set the value of the the <java.naming.provider.url> property to point to the   file. In this case, <  isjndi.properties store.jms.destination>
a mandatory parameter. If you are using the Message Broker Profile of WSO2 EI, you need to create a queue named 'JMSMS' using the Message Broker

 parameterProfile (i.e., the value you specify for the store.jms.destination ). For instructions on creating the queue, see Managing Queues.

https://docs.wso2.com/display/EI610/Managing+Queues#ManagingQueues-CreatingnewqueuesAdd
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1.  

2.  

<messageStore name="JMSMS"
class="org.apache.synapse.message.store.impl.jms.JmsStore"
xmlns="http://ws.apache.org/ns/synapse">   
  <parameter
name="java.naming.factory.initial">org.wso2.andes.jndi.PropertiesFileIn
itialContextFactory</parameter>   
  <parameter
name="java.naming.provider.url">conf/jndi.properties</parameter>
  <parameter name="store.jms.destination">JMSMS</parameter>
</messageStore>

Configuring the proxy service

 Define an endpoint which is used to send the message to the back-end service.  

<endpoint name="SimpleStockQuoteService">
  <address
uri="http://127.0.0.1:9000/services/SimpleStockQuoteService"/>
</endpoint>

Create a proxy service which stores messages to the created Message Store.  

<proxy name="Proxy1" transports="https http" startOnLoad="true"
trace="disable">   
  <target>
     <inSequence>
        <property name="FORCE_SC_ACCEPTED" value="true" scope="axis2"/>
        <property name="OUT_ONLY" value="true"/>
        <log level="full"/>
        <store messageStore="JMSMS"/>
     </inSequence>
  </target>
</proxy>

Note that you can use the FORCE_SC_ACCEPTED property in the message flow to send an Http 202 status to the client after the ESB accepts a
message. If this property is not specified, the client that sends the request to the proxy service will timeout since it is not getting any response
back from the proxy.

Configuring the message processor

Create a message forwarding processor using the below configuration. Message forwarding processor consumes the messages stored in the message
store. 

<messageProcessor
class="org.apache.synapse.message.processor.impl.forwarder.ScheduledMes
sageForwardingProcessor" name="Processor1"
targetEndpoint="SimpleStockQuoteService" messageStore="JMSMS">
   <parameter name="max.delivery.attempts">4</parameter>
   <parameter name="interval">4000</parameter>
   <parameter name="is.active">true</parameter>
</messageProcessor>

Testing the use case
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To invoke the proxy service, we use the sample axis2 client shipped with WSO2 EI. Navigate to  directory, and <EI_HOME>/samples/axis2client exec
ute the following command to invoke the proxy service.   

ant stockquote -Daddurl=http://localhost:8280/services/Proxy1
-Dmode=placeorder

  Note a message similar to the following example printed in the Axis2 Server console.  

SimpleStockQuoteService :: Accepted order for : 7482 stocks of IBM at $
169.27205579038733

Use case scenario 2

In the sample, when the message forwarding processor receives a response from the back-end service, it forwards it to a  to process thereplySequence
response message.

Let's proceed to configuring this sample scenario. 
 Configure the broker

1. See   or   for details on setting up a broker server for this sample. Note that you onlyConfigure with the Message Broker Profile Configure with ActiveMQ
need to set up the broker server itself and do  need to configure the listeners and senders in the configuration (i.e., just perform steps 1 through 4 in thenot
Message Broker instructions or 1 through 3 in the ActiveMQ instructions).

2. Create a JMS message store for the broker set up in step 1.  To create proxy services, sequences, endpoints, message stores and processors, you can
either use the management console or copy the XML configuration to the source view. You can find the source view under menu Manage > Service Bus >

 Alternatively, you can add an XML file to  in the left navigation pane of the Integration Profile management console.Source View <EI_HOME>/repositor
  .y/deployment/server/synapse-configs/default/message-stores  

For example,

Before you begin:

Configure the ESB profile: Enable the JMS transport (for your JMS broker) in the ESB profile. See Configure with the Message
 or   for instructions if you are using the MB profile or ActiveMQ.Broker Profile Configure with ActiveMQ

Set up the back-end service: Deploy the SimpleStockQuoteService service in the axis2 server that is shipped with WSO2 EI, and
then start the axis2 server. See the instructions in  . The back-end service is now started!Setting Up the ESB Samples
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If you use ActiveMQ, the sample message store configuration is as follows:

<messageStore xmlns="http://ws.apache.org/ns/synapse"
             class="org.apache.synapse.message.store.impl.jms.JmsStore"
             name="JMSMS">
  <parameter
name="java.naming.factory.initial">org.apache.activemq.jndi.ActiveMQIni
tialContextFactory</parameter>
  <parameter
name="java.naming.provider.url">tcp://localhost:61616</parameter>
</messageStore>

If you use WSO2 Message Broker as the broker server, the sample message store configuration is as follows:

<messageStore name="JMSMS"
class="org.apache.synapse.message.store.impl.jms.JmsStore"
xmlns="http://ws.apache.org/ns/synapse">   
  <parameter
name="java.naming.factory.initial">org.wso2.andes.jndi.PropertiesFileIn
itialContextFactory</parameter>   
  <parameter
name="java.naming.provider.url">conf/jndi.properties</parameter>
  <parameter name="store.jms.destination">JMSMS</parameter>
</messageStore>

Configuring the back-end service

1. Set up the prerequisites given in the  section in . Then, deploy the  client byPrerequisites Setting Up the ESB Samples SimpleStockQuoteService
navigating to < , and run the  command in the command prompt or shellEI_HOME>/samples/axis2Server/src/SimpleStockQuoteService ant

 script. This will build the sample and deploy the service for you.

 To start the Axis2 server, 2. WSO2 EI comes with a default Axis2 server, which you can use as the back-end service for this sample. navigate to <EI_HOM
 and run E>/samples/axis2server axis2Server.sh (on Linux) or axis2Server.bat (on Windows).

3. Point your browser to  and verify that the service is running.http://localhost:9000/services/SimpleStockQuoteService?wsdl

You now have  a JMS message store configured. Next, configure the Integration Profile of WSO2 EI for the specific message broker you use. 
Configuring the ESB Profile of WSO2 EI

1.     Define an endpoint, which is used to send the message to the back-end service.  

<endpoint name="SimpleStockQuoteService">
   <address
uri="http://127.0.0.1:9000/services/SimpleStockQuoteService"/>
</endpoint>

  2. Create a proxy service which stores messages to the created Message Store.  

Set the value of the the <   java.naming.provider.url>  property to point to the provider URL.  

Set the value of the the <  java.naming.provider.url>  property to point to the   file. In this case, <jndi.properties store.jm
  is a mandatory parameter.s.destination>  

http://localhost:9000/services/SimpleStockQuoteService?wsdl
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<proxy name="Proxy2" transports="https,http"
       statistics="disable" trace="disable" startOnLoad="true">
   <target>
      <inSequence>
         <property name="FORCE_SC_ACCEPTED" value="true" scope="axis2"
/>
         <log level="full" />
         <store messageStore="JMSMS" />
      </inSequence>
   </target>
</proxy>

3. Create a sequence to  handle  the response received from the back-end service.

<sequence name="replySequence">
  <log level="full">
     <property name="REPLY" value="MESSAGE" />
  </log>
  <drop/>
</sequence>

4. Create a message forwarding processor using the below configuration. Message forwarding processor consumes the messages stored in the message
store. Compared to the message processor in  sample 1  , this has an additional parameter message.processor.reply.sequence to point to a sequence to

  handle the response message.     

<messageProcessor name="Processor2"
class="org.apache.synapse.message.processor.impl.forwarder.ScheduledMes
sageForwardingProcessor" targetEndpoint="SimpleStockQuoteService"
messageStore="JMSMS" xmlns="http://ws.apache.org/ns/synapse">
   <parameter name="interval">1000</parameter>
   <parameter name="client.retry.interval">1000</parameter>
   <parameter name="max.delivery.attempts">4</parameter>
   <parameter
name="message.processor.reply.sequence">replySequence</parameter>
   <parameter name="is.active">true</parameter>
   <parameter name="max.delivery.drop">Disabled</parameter>
   <parameter name="member.count">1</parameter>
</messageProcessor>

Once the back-end service and the Integration Profile of WSO2 EI are configured, proceed to invoking the sample as follows.   
 Executing the sample  

 1. To invoke the proxy service, we use the sample axis2 client shipped with WSO2 EI. Navigate to  directory, and <EI_HOME>/samples/axis2client/ e
  xecute the following command to invoke the proxy service.  

ant stockquote -Daddurl=http://localhost:8280/services/Proxy2 

. For example,2. Note the service being invoked and then the response being logged from the replySequence
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INFO - LogMediator To: /services/InOutProxy, WSAction:
urn:getSimpleQuote, SOAPAction: urn:getSimpleQuote,
 MessageID: urn:uuid:dec12d9c-5289-476c-9d9a-b7bb7ebc7be4, Direction:
request, REPLY = MESSAGE,
 Envelope:
 <?xml version='1.0' encoding='utf-8'?>
 <soapenv:envelope
xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/">
 <soapenv:body><ns:getsimplequoteresponse
xmlns:ns="http://services.samples">
 <ns:return xmlns:ax21="http://services.samples/xsd"
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
xsi:type="ax21:GetQuoteResponse">
 <ax21:change>-2.3141856129298564</ax21:change><ax21:earnings>12.877155
014054368</ax21:earnings>
 <ax21:high>172.73334579339183</ax21:high><ax21:last>165.31090559096748
</ax21:last>
 <ax21:lasttradetimestamp>Thu Dec 29 07:48:42 IST
2011</ax21:lasttradetimestamp>
 <ax21:low>-164.80767926468306</ax21:low><ax21:marketcap>9451314.231029
626</ax21:marketcap>
 <ax21:name>IBM
Company</ax21:name><ax21:open>-161.41234152690964</ax21:open>
 
<ax21:peratio>25.74977555860659</ax21:peratio><ax21:percentagechange>-1
.2214036358135663</ax21:percentagechange>

<ax21:prevclose>189.46935681818218</ax21:prevclose><ax21:symbol>IBM</ax
21:symbol><ax21:volume>8611</ax21:volume>
 </ns:return></ns:getsimplequoteresponse></soapenv:body></soapenv:envel
ope>

Publish-Subscribe with JMS

 JMS supports two models for messaging as follows:  

Queues: point-to-point
Topics: publish and subscribe 

There are many business use cases that can be implemented using the publisher-subscriber (pub-sub) pattern. For example, consider a blog with
subscribed readers. The blog author posts a blog entry that the subscribers of the blog can view. In other words, the blog author publishes a message (the
blog post content) and the subscribers (the blog readers) receive that message. Popular publisher/subscriber patterns like these can be implemented using
JMS topics as described in the following sections:

Scenario overview
Configuring the broker server
Configuring the publisher
Configuring the subscribers
Publishing to the topic

Scenario overview

In this sample scenario, you create a JMS topic in a broker server such as ActiveMQ or the Message Broker Profile of WSO2 Enterprise Integrator (WSO2
EI), and then you add proxy services using the ESB Profile of WSO2 EI to act as the publisher and subscribers. This example assumes you have already d

 ownloaded and installed the ESB Profile of WSO2 EI (see ).Installation Guide
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1.  

2.  

Configuring the broker server

For this example, you will use ActiveMQ as the broker server. Follow the instructions in  to set up the ESB Profile of WSO2 EI withConfigure with ActiveMQ
ActiveMQ as the broker.
Configuring the publisher

Open the  file and specify the JNDI designation of the topic (in this example it is <EI_HOME>/conf/JNDI.properties SimpleStockQuoteSer
):vice

# register some queues in JNDI using the form
# queue.[jndiName] = [physicalName]
queue.MyQueue = example.MyQueue
 
# register some topics in JNDI using the form
# topic.[jndiName] = [physicalName]
topic.MyTopic = example.MyTopic
topic.SimpleStockQuoteService = SimpleStockQuoteService

Next,  named  and configure it to publish to the topic . You can add theadd a proxy service StockQuoteProxy SimpleStockQuoteService
proxy service to the ESB either by building the proxy service in the design view via the Management Console of the ESB Profile or by copying the
XML configuration into the source view. Alternatively, you can add an XML file named  to the StockQuoteProxy.xml <EI_HOME>/repository

. A sample XML code segment that defines the proxy service is given/deployment/server/synapse-configs/default/proxy-services
below. You will see that the address URI specifies properties to configure the .JMS transport
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2.  

<definitions xmlns="http://ws.apache.org/ns/synapse">
   <proxy name="StockQuoteProxy"
          transports="http"
          startOnLoad="true"
          trace="disable">
      <target>
         <endpoint>

            <address 
uri="jms:/SimpleStockQuoteService?transport.jms.ConnectionFactoryJNDINa
me=TopicConnectionFactory&amp;java.naming.factory.initial=org.apache.ac
tivemq.jndi.ActiveMQInitialContextFactory&amp;java.naming.provider.url=
tcp://localhost:61616&amp;transport.jms.DestinationType=topic"/>
         </endpoint>
         <inSequence>
            <property name="OUT_ONLY" value="true"/>
         </inSequence>
         <outSequence>
            <send/>
         </outSequence>
      </target>
   </proxy>
</definitions>

Note that there are two ways to define the endpoint URL:

Specify the JNDI name of the JMS topic and the   in the connection URL as shown in the aboveconnection factory parameters
example.
If you have already specified the endpoint's connection factory parameters (for the JMS sender configuration) in the axis2.x
ml file (stored in the <EI_HOME>/conf/axis2/ directory), the connection URL in the proxy service should be as shown
below. In this example, the endpoint URL of the proxy service refers the relevant connection factory in the axis2.xml file:

When the broker is ActiveMQ

jms:transport.jms.ConnectionFactory=QueueConnectionFactory

When the broker is WSO2 Message Broker

jms:/StockQuotesQueue?transport.jms.ConnectionFactory=QueueConnectionFa
ctory

Be sure to replace the ' ' character in the endpoint URL with ' ' to avoid the following exception:& &amp;

com.ctc.wstx.exc.WstxUnexpectedCharException: Unexpected character '='
(code 61); expected a semi-colon after the reference for entity
'java.naming.factory.initial' at [row,col {unknown-source}

https://docs.wso2.com/display/EI650/JMS+Transport#JMSTransport-ConnectionFactoryParams
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Configuring the subscribers

Next, you need to configure two proxy services that subscribe to the JMS topic , so that whenever the topic receives aSimpleStockQuoteService
message, it is sent to the subscribing proxy services. Following is the sample configuration for the proxy services:
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<definitions xmlns="http://ws.apache.org/ns/synapse">
    <proxy name="SimpleStockQuoteService1"
          transports="jms"
          startOnLoad="true"
          trace="disable">
      <description/>
      <target>
         <inSequence>
            <property name="OUT_ONLY" value="true"/>
            <log level="custom">
               <property name="Subscriber1" value="I am Subscriber1"/>
            </log>
            <drop/>
         </inSequence>
         <outSequence>
            <send/>
         </outSequence>
      </target>
      <parameter name="transport.jms.ContentType">
         <rules>
            <jmsProperty>contentType</jmsProperty>
            <default>application/xml</default>
         </rules>
      </parameter>
      <parameter
name="transport.jms.ConnectionFactory">myTopicConnectionFactory</parame
ter>
      <parameter name="transport.jms.DestinationType">topic</parameter>
      <parameter
name="transport.jms.Destination">SimpleStockQuoteService</parameter>
   </proxy>

   <proxy name="SimpleStockQuoteService2"
          transports="jms"
          startOnLoad="true"
          trace="disable">
      <description/>
      <target>
         <inSequence>
            <property name="OUT_ONLY" value="true"/>
            <log level="custom">
               <property name="Subscriber2" value="I am Subscriber2"/>
            </log>
            <drop/>
         </inSequence>
         <outSequence>
            <send/>
         </outSequence>
      </target>
      <parameter name="transport.jms.ContentType">
         <rules>
            <jmsProperty>contentType</jmsProperty>
            <default>application/xml</default>
         </rules>
      </parameter>
      <parameter
name="transport.jms.ConnectionFactory">myTopicConnectionFactory</parame
ter>
      <parameter name="transport.jms.DestinationType">topic</parameter>
      <parameter
name="transport.jms.Destination">SimpleStockQuoteService</parameter>
   </proxy>
</definitions>

Publishing to the topic
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1.  

2.  

3.  

Open a command prompt (or a shell in Linux), go to the   directory and execute one of the following commands to start the ESB<EI_HOME>\bin
Profile of WSO2 EI:

On Windows:integrator.bat --run
On Linux/Mac OS:sh integrator.sh

A log message similar to the following will appear:

INFO {org.wso2.andes.server.store.CassandraMessageStore} -  Created
Topic : SimpleStockQuoteService
INFO {org.wso2.andes.server.store.CassandraMessageStore} -  Registered
Subscription tmp_127_0_0_1_44759_1 for Topic SimpleStockQuoteService

To invoke the publisher, use the sample  client service by navigating to the   directory andstock quote <EI_HOME>/samples/axis2Client
running the following command:

ant stockquote -Daddurl=http://localhost:8280/services/StockQuoteProxy
-Dmode=placeorder -Dsymbol=MSFT 

The message flow is executed as follows:

When the  client sends the message to the StockQuoteProxy service, the publisher is invoked and sends the message tostockquote
the JMS topic.
The topic delivers the message to all the subscribers of that topic. In this case, the subscribers are ESB proxy services.

Shared Topic Subscription with the ESB Profile of WSO2 Enterprise Integrator

With JMS 1.1, a subscription on a topic is not permitted to have more than one consumer at a time. That is, if multiple JMS consumers subscribe to a JMS
topic, and if a message comes to that topic, multiple copies of the message is forwarded to each consumer. There is no way of sharing messages between
consumers that come to the topic.

With the shared subscription feature in JMS 2.0 you can overcome this restriction.  When shared subscription is used, a message that comes to a topic is
forwarded to only one of the consumers. That is, if multiple JMS consumers subscribe to a JMS topic, consumers can share the messages that come to the
topic. The advantage of shared topic subscription is that it allows to share the workload between consumers.

The ESB Profile of WSO2 Enterprise Integrator (WSO2 EI) can be configured as a shared topic listener that can connect to a shared topic subscription as a
message consumer (subscriber) to share workload between other consumers of the subscription. The following diagram illustrates this sample scenario:

To demonstrate the sample scenario, let's configure the JMS inbound endpoint in the ESB Profile of WSO2 EI as a shared topic listener using HornetQ as
the message broker. This sample scenario includes the following sections:

Prerequisites
Configuring and starting the HornetQ message broker

There can be many types of publishers and subscribers for a given JMS topic. The following article in the WSO2 library provides more
information on different types of publishers and subscribers: .http://wso2.org/library/articles/2011/12/wso2-esb-example-pubsub-soa

http://wso2.org/library/articles/2011/12/wso2-esb-example-pubsub-soa


WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 781

1.  

2.  

Building the sample scenario
Executing the sample scenario
Analyzing the output

Prerequisites

Download the  and copy it to the  directory.hornetq-all-new.jar  <EI_HOME>/lib/
Replace the   file in the   directory with geronimo-jms_1.1_spec-1.1.0.wso2v1.jar <EI_HOME>/wso2/lib/endorsed/ javax.jms-api-
2.0.1.jar
Download HornetQ from   and extract the tar.gz.http://hornetq.jboss.org/downloads

Configuring and starting the HornetQ message broker

Open the  file in a text editor and add the following<HornetQ_HOME>/config/stand-alone/non-clustered/hornetq-jms.xml
configuration:

<connection-factory name="QueueConnectionFactory">
      <xa>false</xa>
      <connectors>
         <connector-ref connector-name="netty"/>
      </connectors>
      <entries>
         <entry name="/QueueConnectionFactory"/>
      </entries>
</connection-factory>
 
<connection-factory name="TopicConnectionFactory">
      <xa>false</xa>
      <connectors>
         <connector-ref connector-name="netty"/>
      </connectors>
      <entries>
         <entry name="/TopicConnectionFactory"/>
      </entries>
</connection-factory>

<queue name="wso2">
      <entry name="/queue/mySampleQueue"/>
</queue>

<topic name="sampleTopic">
      <entry name="/topic/exampleTopic"/>
</topic>

Start the HornetQ message broker
To start the message broker on Linux, navigate to the   directory and execute the  command with<HornetQ_HOME>/bin/ run.sh
root privileges.

Building the sample scenario

The XML configuration for this sample scenario is as follows:

Make sure to configure the below properties as follows when setting up the inbound endpoint:

Set the value of the  property as .transport.jms.JMSSpecVersion 2.0
Set the value of the  propoerty as .transport.jms.SharedSubscription true
Specify a subscriber name as the value of the  property and use the same for alltransport.jms.DurableSubscriberName
subscribers.

https://drive.google.com/file/d/0BzqPLt3PumqXNi1vM1hodFc1NWs/view
https://drive.google.com/a/wso2.com/file/d/0BzqPLt3PumqXbl9WclRtZHFmWTg/view
https://drive.google.com/a/wso2.com/file/d/0BzqPLt3PumqXbl9WclRtZHFmWTg/view
http://hornetq.jboss.org/downloads
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<definitions xmlns="http://ws.apache.org/ns/synapse">
   <registry
provider="org.wso2.carbon.mediation.registry.WSO2Registry">
      <parameter name="cachableDuration">15000</parameter>
   </registry>
   <taskManager
provider="org.wso2.carbon.mediation.ntask.NTaskTaskManager">
      <parameter name="cachableDuration">15000</parameter>
   </taskManager>
   <sequence name="request" onError="fault">
      <log level="full"/>
      <drop/>
   </sequence>
   <sequence name="fault">
      <log level="full">
         <property name="MESSAGE" value="Executing default
&#34;fault&#34; sequence"/>
         <property name="ERROR_CODE"
expression="get-property('ERROR_CODE')"/>
         <property name="ERROR_MESSAGE"
expression="get-property('ERROR_MESSAGE')"/>
      </log>
      <drop/>
   </sequence>
   <sequence name="main">
      <log level="full"/>
      <drop/>
   </sequence>
   <inboundEndpoint name="jms_inbound"
                    sequence="request"
                    onError="fault"
                    protocol="jms"
                    suspend="false">
      <parameters>
         <parameter name="interval">1000</parameter>
         <parameter
name="transport.jms.Destination">/topic/exampleTopic</parameter>
         <parameter name="transport.jms.CacheLevel">3</parameter>
         <parameter
name="transport.jms.ConnectionFactoryJNDIName">TopicConnectionFactory</
parameter>
         <parameter name="sequential">true</parameter>
         <parameter
name="java.naming.factory.initial">org.jnp.interfaces.NamingContextFact
ory</parameter>
         <parameter
name="java.naming.provider.url">jnp://localhost:1099</parameter>
         <parameter
name="transport.jms.SessionAcknowledgement">AUTO_ACKNOWLEDGE</parameter
>
         <parameter
name="transport.jms.SessionTransacted">false</parameter>
         <parameter
name="transport.jms.ConnectionFactoryType">topic</parameter>
         <parameter name="transport.jms.JMSSpecVersion">2.0</parameter>
         <parameter
name="transport.jms.SharedSubscription">true</parameter>
         <parameter
name="transport.jms.DurableSubscriberName">mySubscription</parameter>
      </parameters>
   </inboundEndpoint>
</definitions>

To build the sample
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Start the ESB Profile of WSO2 EI with the sample configuration.
Executing the sample scenario

Run the following java file:

TopicConsumer.java

package SharedTopicSubscribe;

import java.util.Properties;

import javax.jms.Connection;
import javax.jms.ConnectionFactory;
import javax.jms.MessageConsumer;
import javax.jms.Session;
import javax.jms.TextMessage;
import javax.jms.Topic;
import javax.naming.Context;
import javax.naming.InitialContext;

public class TopicConsumer {
 private static final String DEFAULT_CONNECTION_FACTORY =
"TopicConnectionFactory";
 private static final String DEFAULT_DESTINATION =
"/topic/exampleTopic";
 private static final String INITIAL_CONTEXT_FACTORY =
"org.jnp.interfaces.NamingContextFactory";
 private static final String PROVIDER_URL = "jnp://localhost:1099";
 private static final String SUBSCRIPTION_NAME = "mySubscription";

 public static void main(final String[] args) {
  try {
   runExample();
  } catch (Exception e) {
   e.printStackTrace();
  }
 }

 public static void runExample() throws Exception {
  Connection connection = null;
  Context initialContext = null;
  try {
   // /Step 1. Create an initial context to perform the JNDI lookup.
   final Properties env = new Properties();
   env.put(Context.INITIAL_CONTEXT_FACTORY, INITIAL_CONTEXT_FACTORY);
   env.put(Context.PROVIDER_URL,
System.getProperty(Context.PROVIDER_URL, PROVIDER_URL));
   initialContext = new InitialContext(env);

   // Step 2. perform a lookup on the topic
   Topic topic = (Topic) initialContext.lookup(DEFAULT_DESTINATION);

   // Step 3. perform a lookup on the Connection Factory
   ConnectionFactory cf =
                          (ConnectionFactory)
initialContext.lookup(DEFAULT_CONNECTION_FACTORY);

   // Step 4. Create a JMS Connection
   connection = cf.createConnection();

   // Step 5. Create a JMS Session
   Session session = connection.createSession(false,
Session.AUTO_ACKNOWLEDGE);

   // Step 6. Create a JMS Message Consumer
   MessageConsumer messageConsumer =
                                    
session.createSharedConsumer(topic, SUBSCRIPTION_NAME);



WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 784

   // Step 7. Start the Connection
   connection.start();
   System.out.println("Shared message consumer started on topic: " +
DEFAULT_DESTINATION +
                      "\n");

   // Step 8. Receive the message
   TextMessage messageReceived = null;
   while (true) {
    messageReceived = (TextMessage) messageConsumer.receive();
    System.out.println("Consumer received message: " +
messageReceived.getText() + "\n");
   }

  } finally {

   // Step 9. Close JMS resources
   if (connection != null) {
    connection.close();
   }

   // Also the initialContext
   if (initialContext != null) {
    initialContext.close();
   }
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  }
 }
}

This acts as the shared topic subscriber.
Run the following java file to publish 5 messages to the HornetQ topic:

TopicPublisher.java

package SharedTopicSubscribe;

import java.util.Properties;

import javax.jms.Connection;
import javax.jms.ConnectionFactory;
import javax.jms.MessageProducer;
import javax.jms.Session;
import javax.jms.TextMessage;
import javax.jms.Topic;
import javax.naming.Context;
import javax.naming.InitialContext;

public class TopicPublisher {
 private static final String DEFAULT_CONNECTION_FACTORY =
"TopicConnectionFactory";
 private static final String DEFAULT_DESTINATION =
"/topic/exampleTopic";
 private static final String INITIAL_CONTEXT_FACTORY =
"org.jnp.interfaces.NamingContextFactory";
 private static final String PROVIDER_URL = "jnp://localhost:1099";
 // Set up all the default values
 private static final String param = "IBM";

 public static void main(final String[] args) {
  try {
   runExample();
  } catch (Exception e) {
   e.printStackTrace();
  }
 }

 public static boolean runExample() throws Exception {
  Connection connection = null;
  Context initialContext = null;
  try {
   // /Step 1. Create an initial context to perform the JNDI lookup.
   // Set up the namingContext for the JNDI lookup
   final Properties env = new Properties();
   env.put(Context.INITIAL_CONTEXT_FACTORY, INITIAL_CONTEXT_FACTORY);
   env.put(Context.PROVIDER_URL,
System.getProperty(Context.PROVIDER_URL, PROVIDER_URL));
   initialContext = new InitialContext(env);

   // Step 2. perform a lookup on the topic
   Topic topic = (Topic) initialContext.lookup(DEFAULT_DESTINATION);

   // Step 3. perform a lookup on the Connection Factory
   ConnectionFactory cf =
     (ConnectionFactory)
initialContext.lookup(DEFAULT_CONNECTION_FACTORY);

   // Step 4. Create a JMS Connection
   connection = cf.createConnection();

   // Step 5. Create a JMS Session
   Session session = connection.createSession(false,
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Session.AUTO_ACKNOWLEDGE);

   // Step 6. Create a Message Producer
   MessageProducer producer = session.createProducer(topic);
   System.out.println("Publishing 5 messages to topic/exampleTopic");
   for (int i = 0; i < 5; i++) {

    // Step 7. Create a Text Message
    TextMessage message = session.createTextMessage(getMessage());

    // Step 8. Send the Message
    producer.send(message);
   }
   return true;
  } finally {

   // Step 9. Close JMS resources
   if (connection != null) {
    connection.close();
   }

   // Also the initialContext
   if (initialContext != null) {
    initialContext.close();
   }
  }
 }

 private static double getRandom(double base, double varience, boolean
onlypositive) {
  double rand = Math.random();
  return (base + (rand > 0.5 ? 1 : -1) * varience * base * rand) *
    (onlypositive ? 1 : rand > 0.5 ? 1 : -1);
 }

 private static String getMessage() {
  return "<soapenv:Envelope
xmlns:soapenv=\"http://schemas.xmlsoap.org/soap/envelope/\">\n" +
    "   <soapenv:Header/>\n" + "<soapenv:Body>\n" +
    "<m:placeOrder xmlns:m=\"http://services.samples\">\n" + "   
<m:order>\n" +
    "        <m:price>" + getRandom(100, 0.9, true) + "</m:price>\n" +
    "        <m:quantity>" + (int) getRandom(10000, 1.0, true) +
"</m:quantity>\n" +
    "        <m:symbol>" + param + "</m:symbol>\n" + "    </m:order>\n"
+
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    "</m:placeOrder>" + "   </soapenv:Body>\n" + "</soapenv:Envelope>";
 }
}

Analyzing the output

You will see that the 5 messages are shared between the inbound listener and . This is because both the inbound listener and TopicConsumer.java Top
 are configured as shared subscribers.icConsumer.java

The total number of consumed messages between the inbound listener and  will be equal to the number messages published by TopicConsumer.java T
.opicPublisher.java

Detecting Repeatedly Redelivered Messages Using the JMSXDeliveryCount Property

In JMS 2.0, it is mandatory for JMS providers to set the   property, which allows an application that receive a message to determineJMSXDeliveryCount
how many times the message is redelivered.

If a message is being redelivered, it means that a previous attempt to deliver the message failed due to some reason. If a message is being redelivered
multiple times, it can be because the message is  in some way. When such a message is being redelivered over and over again, it wastes resourcesbad
and prevents subsequent  messages from being processed.good

When you work with the ESB Profile of WSO2 Enterprise Integrator (WSO2 EI), you can detect such repeatedly redelivered messages using the  JMSXDel
 property that is set in messages.iveryCount

Being able to detect repeatedly redelivered messages is particularly useful because you can take necessary steps to handle such messages in a proper
manner. For example, you can consume such a message and send it to a separate queue.

The following diagram illustrates how the ESB Profile of WSO2 EI can be used to detect repeatedly redelivered messages, and store such messages in an
internal message store. 

To demonstrate the scenario illustrated above, let's configure the JMS inbound endpoint in the ESB Profile of WSO2 EI using HornetQ as the message
broker. This sample scenario includes the following sections:

Prerequisites
Configuring and starting the HornetQ message broker
Building the sample scenario
Executing the sample scenario
Analyzing the output

Prerequisites

Download the   and copy it to the  directory.hornetq-all-new.jar  <EI_HOME>/lib/
Replace the   file in the   directory with geronimo-jms_1.1_spec-1.1.0.wso2v1.jar <EI_HOME>/wso2/lib/endorsed/  javax.jms-api
-2.0.1.jar
Download HornetQ from   and extract the tar.gz.http://hornetq.jboss.org/downloads

Configuring and starting the HornetQ message broker

Open the   file in a text editor and add the following<HornetQ_HOME>/config/stand-alone/non-clustered/hornetq-jms.xml
configuration:

https://drive.google.com/file/d/0BzqPLt3PumqXNi1vM1hodFc1NWs/view
https://drive.google.com/a/wso2.com/file/d/0BzqPLt3PumqXbl9WclRtZHFmWTg/view
https://drive.google.com/a/wso2.com/file/d/0BzqPLt3PumqXbl9WclRtZHFmWTg/view
http://hornetq.jboss.org/downloads
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<connection-factory name="QueueConnectionFactory">
      <xa>false</xa>
      <connectors>
         <connector-ref connector-name="netty"/>
      </connectors>
      <entries>
         <entry name="/QueueConnectionFactory"/>
      </entries>
</connection-factory>
 
<connection-factory name="TopicConnectionFactory">
      <xa>false</xa>
      <connectors>
         <connector-ref connector-name="netty"/>
      </connectors>
      <entries>
         <entry name="/TopicConnectionFactory"/>
      </entries>
</connection-factory>

<queue name="wso2">
      <entry name="/queue/mySampleQueue"/>
</queue>

<topic name="sampleTopic">
      <entry name="/topic/exampleTopic"/>
</topic>

Start the HornetQ message broker
To start the message broker on Linux, navigate to the   directory and execute the   command with<HornetQ_HOME>/bin/ run.sh
root privileges.

Building the sample scenario

The XML configuration for this sample scenario is as follows:

<definitions xmlns="http://ws.apache.org/ns/synapse">
    <registry
provider="org.wso2.carbon.mediation.registry.WSO2Registry">
        <parameter name="cachableDuration">15000</parameter>
    </registry>
    <taskManager
provider="org.wso2.carbon.mediation.ntask.NTaskTaskManager">
        <parameter name="cachableDuration">15000</parameter>
    </taskManager>
     <sequence name="request" onError="fault">
        <log level="full"/>
        <filter regex="1"
           
source="get-property('default','jms.message.delivery.count')"
xmlns:ns="http://org.apache.synapse/xsd">
            <then>
                <log>
                    <property name="DeliveryCounter" value="1"/>
                </log>
            </then>
            <else>
                <store messageStore="JMS-Redelivered-Store"/>
                <log>
                    <property name="DeliveryCounter" value="more than
1"/>
                </log>
            </else>
        </filter>
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        <drop/>
    </sequence>
    <sequence name="fault">
        <log level="full">
            <property name="MESSAGE" value="Executing default
&quot;fault&quot; sequence"/>
            <property expression="get-property('ERROR_CODE')"
name="ERROR_CODE"/>
            <property expression="get-property('ERROR_MESSAGE')"
name="ERROR_MESSAGE"/>
        </log>
        <drop/>
    </sequence>
    <sequence name="main">
        <log level="full"/>
        <drop/>
    </sequence>
    <messageStore name="JMS-Redelivered-Store"/>
    <inboundEndpoint name="jms_inbound" onError="fault" protocol="jms"
        sequence="request" suspend="false">
        <parameters>
            <parameter name="interval">1000</parameter>
            <parameter
name="transport.jms.Destination">queue/mySampleQueue</parameter>
            <parameter name="transport.jms.CacheLevel">1</parameter>
            <parameter
name="transport.jms.ConnectionFactoryJNDIName">QueueConnectionFactory</
parameter>
            <parameter name="sequential">true</parameter>
            <parameter
name="java.naming.factory.initial">org.jnp.interfaces.NamingContextFact
ory</parameter>
            <parameter
name="java.naming.provider.url">jnp://localhost:1099</parameter>
            <parameter
name="transport.jms.SessionAcknowledgement">AUTO_ACKNOWLEDGE</parameter
>
            <parameter
name="transport.jms.SessionTransacted">false</parameter>
            <parameter
name="transport.jms.ConnectionFactoryType">queue</parameter>
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        </parameters>
    </inboundEndpoint>
</definitions>

This configuration creates an inbound endpoint to the JMS broker and has a simple sequence that logs the message status using the JMSXDeliveryCoun
 value. t

To build the sample

Start the ESB Profile of WSO2 EI with the sample configuration.
Executing the sample scenario

Run the following java file to publish a message to the JMS queue:

SOAPPublisher.java

package JMSXDeliveryCount;

import java.util.Properties;
import java.util.logging.Logger;

import javax.jms.ConnectionFactory;
import javax.jms.Destination;
import javax.jms.JMSContext;
import javax.naming.Context;
import javax.naming.InitialContext;
import javax.naming.NamingException;

public class SOAPPublisher {
 private static final Logger log =
Logger.getLogger(SOAPPublisher.class.getName());

 // Set up all the default values
 private static final String param = "IBM";

 // with header for inbounds
 private static final String MESSAGE_WITH_HEADER =
   "<soapenv:Envelope
xmlns:soapenv=\"http://schemas.xmlsoap.org/soap/envelope/\">\n" +
     "   <soapenv:Header/>\n" +
     "<soapenv:Body>\n" +
     "<m:placeOrder xmlns:m=\"http://services.samples\">\n" +
     "    <m:order>\n" +
     "        <m:price>" +
     getRandom(100, 0.9, true) +
     "</m:price>\n" +
     "        <m:quantity>" +
     (int) getRandom(10000, 1.0, true) +
     "</m:quantity>\n" +
     "        <m:symbol>" +
     param +
     "</m:symbol>\n" +
     "    </m:order>\n" +
     "</m:placeOrder>" +
     "   </soapenv:Body>\n" +
     "</soapenv:Envelope>";
 private static final String DEFAULT_CONNECTION_FACTORY =
"QueueConnectionFactory";
 private static final String DEFAULT_DESTINATION =
"queue/mySampleQueue";
 private static final String INITIAL_CONTEXT_FACTORY =
"org.jnp.interfaces.NamingContextFactory";
 private static final String PROVIDER_URL = "jnp://localhost:1099";

 public static void main(String[] args) {

  Context namingContext = null;
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  try {

   // Set up the namingContext for the JNDI lookup
   final Properties env = new Properties();
   env.put(Context.INITIAL_CONTEXT_FACTORY, INITIAL_CONTEXT_FACTORY);
   env.put(Context.PROVIDER_URL,
System.getProperty(Context.PROVIDER_URL, PROVIDER_URL));
   namingContext = new InitialContext(env);

   // Perform the JNDI lookups
   String connectionFactoryString =
     System.getProperty("connection.factory",
                        DEFAULT_CONNECTION_FACTORY);
   log.info("Attempting to acquire connection factory \"" +
connectionFactoryString + "\"");
   ConnectionFactory connectionFactory =
     (ConnectionFactory) namingContext.lookup(connectionFactoryString);
   log.info("Found connection factory \"" + connectionFactoryString +
"\" in JNDI");

   String destinationString = System.getProperty("destination",
DEFAULT_DESTINATION);
   log.info("Attempting to acquire destination \"" + destinationString
+ "\"");
   Destination destination = (Destination)
namingContext.lookup(destinationString);
   log.info("Found destination \"" + destinationString + "\" in JNDI");

   // String content = System.getProperty("message.content",
   // DEFAULT_MESSAGE);
   String content = System.getProperty("message.content",
MESSAGE_WITH_HEADER);

   try (JMSContext context = connectionFactory.createContext()) {
    log.info("Sending  message");
    // Send the message
    context.createProducer().send(destination, content);
   }

  } catch (NamingException e) {
   log.severe(e.getMessage());
  } finally {
   if (namingContext != null) {
    try {
     namingContext.close();
    } catch (NamingException e) {
     log.severe(e.getMessage());
    }
   }
  }
 }

 private static double getRandom(double base, double varience, boolean
onlypositive) {
  double rand = Math.random();
  return (base + (rand > 0.5 ? 1 : -1) * varience * base * rand) *
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    (onlypositive ? 1 : rand > 0.5 ? 1 : -1);
 }
}

Analyzing the output

When you analyze the output on the ESB console, you will see an entry similar to the following:

INFO - LogMediator To: , MessageID:
ID:60868ca5-d174-11e5-b7de-f9743c9bcc9e, Direction: request,
DeliveryCounter = 1

Using the ESB Profile of WSO2 Enterprise Integrator as a JMS Producer and Specifying a Delivery Delay on Messages

In a normal message flow, JMS messages that are sent by the JMS producer to the JMS broker are forwarded to the respective JMS consumer without any
delay. 

With the delivery delay messaging feature introduced with JMS 2.0, you can specify a delivery delay time value in each JMS message so that the JMS
broker will not deliver the message until after the specified delivery delay has elapsed. Specifying a delivery delay is useful if there is a scenario where you
do not want a message consumer to receive a message that is sent until a specified time duration has elapsed. To implement this, you need to add a
delivery delay to the JMS producer so that the publisher does not deliver a message until the specified delivery delay time interval is elapsed.

The following diagram illustrates how you can use the ESB Profile of WSO2 Enterprise Integrator (WSO2 EI) as a JMS producer and specify a delivery
delay on messages when you do not want the message consumer to receive a message until a specified time duration has elapsed.

To demonstrate the scenario illustrated above, let's configure the JMS transport sender in the ESB Profile of WSO2 EI using HornetQ as the message
broker. This sample scenario includes the following sections:

Prerequisites
Configuring and starting the HornetQ message broker
Configuring the JMS transport sender in the ESB Profile of WSO2 EI
Building the sample scenario
Executing the sample scenario
Analyzing the output

Prerequisites

Download the   and copy it to the  directory.hornetq-all-new.jar  <EI_HOME>/lib
Replace the   file in the   directory with geronimo-jms_1.1_spec-1.1.0.wso2v1.jar <EI_HOME>/wso2/lib/endorsed/ javax.jms-api-
2.0.1.jar
Download HornetQ from   and extract the tar.gz.http://hornetq.jboss.org/downloads

Configuring and starting the HornetQ message broker

Open the   file in a text editor and add the following<HornetQ_HOME>/config/stand-alone/non-clustered/hornetq-jms.xml
configuration:

https://drive.google.com/file/d/0BzqPLt3PumqXNi1vM1hodFc1NWs/view
https://drive.google.com/a/wso2.com/file/d/0BzqPLt3PumqXbl9WclRtZHFmWTg/view
https://drive.google.com/a/wso2.com/file/d/0BzqPLt3PumqXbl9WclRtZHFmWTg/view
http://hornetq.jboss.org/downloads
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<connection-factory name="QueueConnectionFactory">
      <xa>false</xa>
      <connectors>
         <connector-ref connector-name="netty"/>
      </connectors>
      <entries>
         <entry name="/QueueConnectionFactory"/>
      </entries>
</connection-factory>
 
<connection-factory name="TopicConnectionFactory">
      <xa>false</xa>
      <connectors>
         <connector-ref connector-name="netty"/>
      </connectors>
      <entries>
         <entry name="/TopicConnectionFactory"/>
      </entries>
</connection-factory>

<queue name="wso2">
      <entry name="/queue/mySampleQueue"/>
</queue>

<topic name="sampleTopic">
      <entry name="/topic/exampleTopic"/>
</topic>

Start the HornetQ message broker
To start the message broker on Linux, navigate to the   directory and execute the   command with<HornetQ_HOME>/bin/ run.sh
root privileges.

Configuring the JMS transport sender in the ESB Profile of WSO2 EI

To enable the JMS transport sender, un-comment the JMS transport sender configuration in the  file and<EI_HOME>/conf/axis2/axis2.xml
update the sender configuration so that it is as follows:
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<transportSender name="jms"
class="org.apache.axis2.transport.jms.JMSSender">
    <parameter name="myQueueConnectionFactory" locked="false">
          <parameter name="java.naming.factory.initial" locked =
"false">org.jnp.interfaces.NamingContextFactory</parameter>
          <parameter name="java.naming.provider.url"
locked="false">jnp://localhost:1099</parameter>
          <parameter name="transport.jms.ConnectionFactoryJNDIName"
locked="false">QueueConnectionFactory</parameter>
          <parameter name="transport.jms.ConnectionFactoryType"
locked="false">queue</parameter>
          <parameter
name="transport.jms.Destination">queue/mySampleQueue</parameter>
          <parameter
name="transport.jms.JMSSpecVersion">2.0</parameter>
    </parameter>

    <parameter name="default" locked="false">
          <parameter name="java.naming.factory.initial" locked =
"false">org.jnp.interfaces.NamingContextFactory</parameter>
          <parameter name="java.naming.provider.url"
locked="false">jnp://localhost:1099</parameter>
          <parameter name="transport.jms.ConnectionFactoryJNDIName"
locked="false">QueueConnectionFactory</parameter>
          <parameter name="transport.jms.ConnectionFactoryType"
locked="false">queue</parameter>
          <parameter
name="transport.jms.Destination">queue/mySampleQueue</parameter>
          <parameter
name="transport.jms.JMSSpecVersion">2.0</parameter>
    </parameter>
</transportSender>

Building the sample scenario

The XML configuration for this sample scenario is as follows:

<definitions xmlns="http://ws.apache.org/ns/synapse">
    <registry
provider="org.wso2.carbon.mediation.registry.WSO2Registry">
        <parameter name="cachableDuration">15000</parameter>
    </registry>
    <taskManager
provider="org.wso2.carbon.mediation.ntask.NTaskTaskManager"/>
    <proxy name="JMSDelivery" startOnLoad="true" trace="disable"
transports="https http">
        <description/>
        <target>
            <inSequence>
                <property name="OUT_ONLY" value="true"/>
                <property name="FORCE_SC_ACCEPTED" scope="axis2"
value="true"/>
                <property action="remove" name="Content-Length"
scope="transport"/>
                <property action="remove" name="MIME-Version"
scope="transport"/>
                <property action="remove" name="Transfer-Encoding"
scope="transport"/>
                <property action="remove" name="User-Agent"
scope="transport"/>
                <property action="remove" name="Accept-Encoding"
scope="transport"/>
                <property name="messageType" scope="axis2"
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value="application/xml"/>
                <property action="remove" name="Content-Type"
scope="transport"/>
                <log level="full"/>
                <send>
                    <endpoint>
                        <address
uri="jms:transport.jms.ConnectionFactory=myQueueConnectionFactory"/>
                    </endpoint>
                </send>
            </inSequence>
            <outSequence>
                <send/>
            </outSequence>
        </target>
        <publishWSDL
uri="file:repository/samples/resources/proxy/sample_proxy_1.wsdl"/>
    </proxy>
    <proxy name="JMSDeliveryDelayed" startOnLoad="true" trace="disable"
transports="https http">
        <description/>
        <target>
            <inSequence>
                <property name="OUT_ONLY" value="true"/>
                <property name="FORCE_SC_ACCEPTED" scope="axis2"
value="true"/>
                <property action="remove" name="Content-Length"
scope="transport"/>
                <property action="remove" name="MIME-Version"
scope="transport"/>
                <property action="remove" name="Transfer-Encoding"
scope="transport"/>
                <property action="remove" name="User-Agent"
scope="transport"/>
                <property action="remove" name="Accept-Encoding"
scope="transport"/>
                <property name="messageType" scope="axis2"
value="application/xml"/>
                <property action="remove" name="Content-Type"
scope="transport"/>
                <property name="JMS_MESSAGE_DELAY" scope="axis2"
value="10000"/>
                <log level="full"/>
                <send>
                    <endpoint>
                        <address
uri="jms:/transport.jms.ConnectionFactory=myQueueConnectionFactory"/>
                    </endpoint>
                </send>
            </inSequence>
            <outSequence>
                <send/>
            </outSequence>
        </target>
        <publishWSDL
uri="file:repository/samples/resources/proxy/sample_proxy_1.wsdl"/>
    </proxy>
    <sequence name="fault">
        <!-- Log the message at the full log level with the
ERROR_MESSAGE and the ERROR_CODE-->
        <log level="full">
            <property name="MESSAGE" value="Executing default 'fault'
sequence"/>
            <property expression="get-property('ERROR_CODE')"
name="ERROR_CODE"/>
            <property expression="get-property('ERROR_MESSAGE')"
name="ERROR_MESSAGE"/>
        </log>
        <!-- Drops the messages by default if there is a fault -->
        <drop/>
    </sequence>



WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 796

    <sequence name="main">
        <in>
            <!-- Log all messages passing through -->
            <log level="full"/>
            <!-- ensure that the default configuration only sends if it
is one of samples -->
            <!-- Otherwise Synapse would be an open proxy by default
(BAD!)               -->
            <filter regex="http://localhost:9000.*"
source="get-property('To')">
                <!-- Send the messages where they have been sent (i.e.
implicit "To" EPR) -->
                <send/>
            </filter>
        </in>
        <out>
            <send/>
        </out>
        <description>The main sequence for the message
mediation</description>
    </sequence>
    <!-- You can add any flat sequences, endpoints, etc.. to this



WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 797

synapse.xml file if you do
    *not* want to keep the artifacts in several files -->
</definitions>

This configuration creates two proxy services  and . The  proxy service sets a delivery delayJMSDeliveryDelayed JMSDelivery JMSDeliveryDelayed
of 10 seconds on the message that it forwards, whereas the   proxy service does not set a delivery delay on the message.JMSDelivery

To build the sample

Start the ESB Profile of WSO2 EI with the sample configuration.
Executing the sample scenario

Run the following java file, which acts as the JMS consumer that consumes messages from the queue:

QueueConsumer.java

package DeliveryDelay;

import java.sql.Timestamp;
import java.util.Date;
import java.util.Properties;

import javax.jms.Connection;
import javax.jms.ConnectionFactory;
import javax.jms.MessageConsumer;
import javax.jms.Session;
import javax.jms.TextMessage;
import javax.jms.Queue;
import javax.naming.Context;
import javax.naming.InitialContext;

/**
 * Sample consumer to demonstrate JMS 2.0 feature :
 * Message Delivery Delay
 * Classic API is used
 */

public class QueueConsumer {
private static final String DEFAULT_CONNECTION_FACTORY =
"QueueConnectionFactory";
private static final String DEFAULT_DESTINATION =
"queue/mySampleQueue";
private static final String INITIAL_CONTEXT_FACTORY =
"org.jnp.interfaces.NamingContextFactory";
private static final String PROVIDER_URL = "jnp://localhost:1099";

public static void main(final String[] args) {
try {
   runExample();
  } catch (Exception e) {
   e.printStackTrace();
  }
 }

public static void runExample() throws Exception {
Connection connection = null;
Context initialContext = null;
try {

// Step 1. Create an initial context to perform the JNDI lookup.
final Properties env = new Properties();
   env.put(Context.INITIAL_CONTEXT_FACTORY, INITIAL_CONTEXT_FACTORY);
   env.put(Context.PROVIDER_URL,
System.getProperty(Context.PROVIDER_URL, PROVIDER_URL));
   initialContext = new InitialContext(env);
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// Step 2. perform a lookup on the Queue
Queue queue = (Queue) initialContext.lookup(DEFAULT_DESTINATION);

// Step 3. perform a lookup on the Connection Factory
ConnectionFactory cf = (ConnectionFactory)
initialContext.lookup(DEFAULT_CONNECTION_FACTORY);

// Step 4. Create a JMS Connection
   connection = cf.createConnection();

// Step 5. Create a JMS Session
Session session = connection.createSession(false,
Session.AUTO_ACKNOWLEDGE);

// Step 6. Create a JMS Message Consumer
MessageConsumer messageConsumer = session.createConsumer(queue);

// Step 7. Start the Connection
   connection.start();
System.out.println("JMS consumer stated on the queue " +
DEFAULT_DESTINATION +
"\n");

//Clear the queue, if there is any previous messages in the queue
TextMessage tempMessage;
do{
    tempMessage = (TextMessage) messageConsumer.receive(1); 
   } while(tempMessage != null);

// Step 8.1. Receive the message one
TextMessage firstMessage = (TextMessage) messageConsumer.receive(); 
long first = System.currentTimeMillis();
System.out.println("Consumer received message: [ "+new Timestamp(new
Date(first).getTime())+" ] " + firstMessage.getText() + "\n");

// Step 8.2. Receive delayed
TextMessage secondMessage = (TextMessage) messageConsumer.receive(); 
long second = System.currentTimeMillis();
System.out.println("Consumer received dealyed message: [ "+new
Timestamp(new Date(second).getTime())+" ] " + secondMessage.getText() +
"\n");
System.out.println("Time difference between two messages :
"+(second-first)/1000+"s");
  } finally {

// Step 9. Close JMS resources
if (connection != null) {
    connection.close();
   }

// Also the initialContext
if (initialContext != null) {
    initialContext.close();
   }
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  }
 }
}

Run the following command from  to invoke the two proxy services:<EI_HOME>/sample/axis2Client

ant stockquote -Daddurl=http://localhost:8280/services/JMSDelivery
-Dmode=placeorder -Dsymbol=MSFT && ant stockquote
-Daddurl=http://localhost:8280/services/JMSDeliveryDelayed
-Dmode=placeorder -Dsymbol=MSFT

Analyzing the output

You will see that two messages are received by the Java consumer with a time difference of more than 10 seconds.

This is because the   proxy service sets a delivery delay of 10 seconds on the message that it forwards, whereas the JMSDeliveryDelayed JMSDeliver
 proxy service does not set a delivery delay on the message.y

VFS Transport

The Virtual File System (VFS) transport is used by WSO2 Enterprise Integrator(WSO2 EI) to process files in the specified source directory. After
processing the files, it moves them to a specified location or deletes them. Note that files cannot remain in the source directory after processing or they will
be processed again, so if you need to maintain these files or keep track of which files have been processed, specify the option to move them instead of
deleting them after processing. If you want to move files into a database, use the VFS transport and the  (for an example, seeDBReport mediator  Sample

).271: File Processing

Note that the VFS transport is enabled by default from WSO2 EI version 6.5.0 onwards.

Configuring the endpoint |  |  |  |  |  | Security Failure tracking Transferring large files VFS service-level parameters VFS URL parameters Samples

Configuring the endpoint

To configure a VFS endpoint, use the  prefix in the URI. For example:vfs:file

<endpoint>
    <address uri="vfs:file:///home/user/test/out"/>
</endpoint>

Security

The VFS transport supports the  with  . The configuration is identical to other protocols with the only differenceSFTP protocol Secure Sockets Layer (SSL)
being the URL prefixes and parameters. For more information, see  below.VFS URL parameters

Securing VFS password in a proxy service

The following instructions describe how to secure the VFS password in a proxy service configuration.

Provide configuration for the password decryption by adding the following lines in   file:<EI_HOME>/conf/axis2/axis2.xml

: When you transfer a file to a remote FTP location via VFS, the ESB tries to detect the FTP location by navigating from the root folder first. IfTip
the ESB does not    have  at least list permission  to the root (/), the file transfer fails.

https://docs.wso2.com/display/EI620/Sample+271%3A+File+Processing
https://docs.wso2.com/display/EI620/Sample+271%3A+File+Processing
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1.  

2.  
3.  

1.  

<transportReceiver
class="org.apache.synapse.transport.vfs.VFSTransportListener"
name="vfs">
<parameter locked="false"
name="keystore.identity.location">repository/resources/security/wso2car
bon.jks</parameter>
<parameter locked="false" name="keystore.identity.type">JKS</parameter>
<parameter locked="false"
name="keystore.identity.store.password">wso2carbon</parameter>
<parameter locked="false"
name="keystore.identity.key.password">wso2carbon</parameter>
<parameter locked="false"
name="keystore.identity.alias">wso2carbon</parameter>
</transportReceiver>

Manually encrypt the password using Cipher Tool. See,  in the administration guide.Encrypting Passwords in Cipher Tool
Provide the encrypted password value in your proxy configuration by adding the following parameter:

<parameter
name="transport.vfs.FileURI">smb://{wso2:vault-decrypt('encryptedValue'
)}</parameter>

Failure tracking

To track failures in file processing, which can occur when a resource becomes unavailable, the VFS transport creates and maintains a failed records file.
This text file contains a list of files that failed to be processed. When a failure occurs, an entry with the failed file name and the timestamp is logged in the
text file. When the next polling iteration occurs, the VFS transport checks each file against the failed records file, and if a file is listed as a failed record, it
will skip processing and schedule a move task to move that file.

Transferring large files

If you need to transfer large files using the VFS transport, you can avoid out-of-memory failures by taking the following steps:

In , in the  section, add the binary message builder as follows:<EI_HOME>/conf/axis2/axis2.xml messageBuilders

If you need to secure the passwords provided in the above configuration, you can do so using  The secured configurationsecure vault.
would look like this:

<transportReceiver
class="org.apache.synapse.transport.vfs.VFSTransportListener"
name="vfs">
<parameter locked="false"
name="keystore.identity.location">repository/resources/security/wso2car
bon.jks</parameter>
<parameter locked="false" name="keystore.identity.type">JKS</parameter>
<parameter locked="false" name="keystore.identity.store.password"
svns:secretAlias="vfs.transport.keystore.password">password</parameter>
<parameter locked="false" name="keystore.identity.key.password"
svns:secretAlias="vfs.transport.key.password">password</parameter>
<parameter locked="false"
name="keystore.identity.alias">wso2carbon</parameter>
</transportReceiver>

https://docs.wso2.com/display/ADMIN44x/Encrypting+Passwords+with+Cipher+Tool#EncryptingPasswordswithCipherTool-Encryptingpasswordsmanually
https://docs.wso2.com/display/ADMIN44x/Carbon+Secure+Vault+Implementation
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1.  

2.  

3.  

<messageBuilder contentType="application/binary"
class="org.apache.axis2.format.BinaryBuilder"/>

and in the  section, add the binary message formatter as follows:messageFormatters

<messageFormatter contentType="application/binary"
class="org.apache.axis2.format.BinaryFormatter"/>

In the proxy service where you use the VFS transport, add the following parameter to enable streaming (see  belowVFS service-level parameters
for more information):

<parameter name="transport.vfs.Streaming">true</parameter>

In the same proxy service, before the Send mediator, add the following property:

<property name="ClientApiNonBlocking" value="true" scope="axis2"
action="remove"/>

For more information, see Example 3 of the  .Send Mediator

VFS service-level parameters

The VFS transport does not have any global parameters to be configured. Rather, it has a set of service-level parameters that must be specified for each
proxy service that uses the VFS transport.

Parameter Name Description Required Possible Values Default Value

Note
You also need to add the following property if you want to use the VFS transport to transfer files from VFS to VFS.

https://docs.wso2.com/display/EI650/Send+Mediator#SendMediator-blocking
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transport.vfs.FileURI The URI of the location of
your files. This should be
the source location of the
files (if you are configuring
the ESB to read files) or
the destination of the files (
if you are configuring the
ESB to send files). You
can specify
connection-level
parameters on the URL
(see  VFS URL parameters
below).

When you need to access
the absolute path of the
URL, you can define the
URL with sftpPathFrom

 as shown below.Root
Also, note that transport.vf

 iss.AvoidPermissionCheck
a mandatory parameter for
this URL when SFTP is
used.

<parameter name="transport.vfs.FileURI">sftp://[ username[: password]@]
hostname[: port][
absolute-path]?sftpPathFromRoot=true;transport.vfs.AvoidPermissionCheck
=true</parameter>

Yes A valid file URI in the
following form: 
file://<path>

transport.vfs.ContentType Content type of the files
processed by the
transport. To specify the
encoding, follow the
content type with a
semi-colon and the
character set. For
example:
<parameter name="tra
nsport.vfs.ContentTy
pe“>text/plain;chars
et=UTF-32</parameter
>
When writing a file, you
can set a different
encoding with the CHARAC

 propTER_SET_ENCODING
erty:
<property name="CHAR
ACTER_SET_ENCODING" 
value="UTF-8" scope=
"axis2" type="STRING
"/>

Yes A valid content type for the
files (e.g., ).text/xml
You can specify the
encoding after the content
type, such as text/plai
n;charset=UTF-32 

transport.vfs. 
FileNamePattern

If the VFS listener should
process only a subset of
the files available at the
specified file URI location,
use this parameter to
select those files by name
using a regular expression.

No A regular expression to
select files by name (e.g., 

)*\.xml

transport. 
PollInterval

The polling interval for the
transport receiver to poll
the file URI location. The
value is expressed in
seconds unless you add
"ms" for milliseconds, e.g.,
"2" or "2000ms" to specify
2 seconds.

No A positive integer.
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transport.vfs. 
ActionAfterProcess

Whether to move, delete or
take no action on the files
after the transport has
processed them.

No MOVE,  or DELETE NONE DELETE

transport.vfs. 
ActionAfterFailure

Whether to move, delete or
take no action on the files
if a failure occurs.

No MOVE,  or DELETE NONE DELETE

transport.vfs. 
MoveAfterProcess

Where to move the files
after processing if
ActionAfterProcess is
MOVE.

Yes, if 
ActionAfterProcess 
is MOVE

A valid file URI

transport.vfs. 
MoveAfterFailure

Where to move the files
after processing if
ActionAfterFailure is
MOVE.

Yes, if 
ActionAfterFailure 
is MOVE

A valid file URI

transport.vfs. 
ReplyFileURI

The location where reply
files should be written by
the transport.

No A valid file URI

transport.vfs. 
ReplyFileName

The name for reply files
written by the transport.

No A valid file name response.xml

transport.vfs. 
MoveTimestampFormat

The pattern/format of the
timestamps added to file
names as prefixes when
moving files.

No A valid timestamp pattern 
(e.g., yyyy-MM-dd'T'HH

):mm:ss.SSSZ 

transport.vfs. 
Streaming

Whether files should be
transferred in streaming
mode, which is useful
when transferring large
files

No true or false false

transport.vfs. 
ReconnectTimeout

Reconnect timeout value in
seconds to be used in
case of an error when
transferring files

No A positive integer 30 sec

transport.vfs. 
MaxRetryCount

Maximum number of retry
attempts to carry out in
case of errors.

No A positive integer 3

transport.vfs.Append When writing the response
to a file, whether the
response should be
appended to the response
file instead of overwriting
the file. This value should
be defined as a query
parameter in the out/reply
file URI. For example: 
"vfs:file:///home/us

? er/test/out
transport.vfs.Append
=true"

or:

<parameter name=" 
transport.vfs.ReplyF

 ileURI">
file:///home/user/te
st/out? 
transport.vfs.Append
=true 
</parameter>

No true or false false (the response file
will be completely
overwritten).

transport.vfs. 
MoveAfterFailedMove

Where to move the failed
file.

No A valid file URI

transport.vfs. 
FailedRecordsFileName

The name of the file that
maintains 
the list of failed files.

No A valid file name vfs-move-failed-reco
rds. 
properties

http://docs.oracle.com/javase/7/docs/api/java/text/SimpleDateFormat.html
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transport.vfs. 
FailedRecordsFile 
Destination

Where to store the failed
records file.

No A folder URI

transport.vfs. 
MoveFailedRecord 
TimestampFormat

Entries in the failed
records file include the
name of the file that failed
and the timestamp of its
failure. This property
configures the time stamp
format.

No A valid timestamp pattern 
(e.g., yyyy-MM-dd'T'HH

):mm:ss.SSSZ 

dd-MM-yyyy HH:mm:ss

transport.vfs. 
FailedRecordNext 
RetryDuration

The time in milliseconds to
wait before retrying the
move task.

No A positive integer 3000 milliseconds

transport.vfs.Locking By default, file locking is
enabled in the VFS
transport. This parameter
lets you configure the
locking behavior on a per
service basis. You can
also disable locking
globally by specifying the
parameter at the receiver
level and selectively
enable locking only for a
set of services.

No enable or disable enable

transport.vfs.
FileProcessCount

This setting allows you to
throttle the VFS listener by
processing files in batches.
Specify the number of files
you want to process in
each batch.

No A positive integer, such as
10

N/A

transport.vfs.
FileProcessInterval

The interval in milliseconds
between two file
processes.

No A positive integer, such as
1000

N/A

transport.vfs.ClusterAware Whether VFS coordination
clusupport is enabled in a 

stered deployment or not.

No true or false false

transport.vfs.FileSizeLimit Only file sizes that are less
than or equal to the
defined limit are
processed.

No File size in bytes -1(unlimited file size)

transport.vfs.AutoLockReleaseInte
rval

The timeout value for stale
locks where the VFS
transport will ignore those
file locks once the defined
time period is reached. (Th
e time period is calculated

the time the lock isfrom 
created to the time you
attempt to access it.)

If you need stale locks to
never timeout provide -1
as the timeout value.

No Time in milliseconds 20000

transport.vfs.SFTPIdentities Location of the private key No A valid file path N/A

transport.vfs.SFTPIdentityPassPhr
ase

Passphrase of the private
key

No A valid passphrase N/A

transport.vfs.SFTPUserDirIsRoot If the SFTP user directory
should be treated as root

No true or false true

http://docs.oracle.com/javase/7/docs/api/java/text/SimpleDateFormat.html
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transport.vfs.ResolveHostsDynami
cally

Whether hostnames
should be resolved at the
time of deployment or
whether it is necessary to
resolve hostnames
dynamically at runtime. By
default hostnames are
resolved at the time of
deployment. If you want to
resolve hostnames at
runtime, set this parameter
to .true

No true or false false

VFS URL parameters

When you use the  parameter, you can set connection-specific VFS parameters as URL query parameters. For example, to use SFTPtransport.vfs.FileURI
with SSL, you could specify the URL as shown below. Note that   is a mandatory parameter for this URL when SFTP istransport.vfs.AvoidPermissionCheck
used.

<parameter
name="transport.vfs.FileURI">vfs:ftps://test:test123@10.200.2.63/vfs/in
?vfs.ssl.keystore=/home/user/openssl/keystore.jks&amp;vfs.ssl.truststor
e=/home/user/openssl/vfs-truststore.jks&amp;vfs.ssl.kspassword=importke
y&amp;vfs.ssl.tspassword=wso2vfs&amp;vfs.ssl.keypassword=importkey;tran
sport.vfs.AvoidPermissionCheck=true</parameter>

Following are details on the URL parameters you can set. To configure the proxy over ftp/sftp click .here

Parameter Name Description Possible Values Default Value

transport.vfs.AvoidPermissionChe
ck

Be sure to set this parameter to true
for an SFTP connection. This is
because (by default) the VFS
transport checks whether the user
has permission to access the
location of the files (the source
location or the destination).
However, since the system is
reading files in an external server
through the SFTP connection, this
permission check is not required and
should be avoided.

true | false

vfs.passive Enable FTP passive mode. This is
required when the FTP client and
server are not in the same network.

true | false false

transport.   vfs . Append If file with same name exists, this
parameter tells whether to create a
new file and write content or append
content to existing file

true | false false

Note
Reolving
hostnames at
runtime is only
possible for the
Server
Message Block
(SMB) protocol.

https://docs.wso2.com/display/EI650/Configuring+File+Inbound+Protocol+for+FTP%2C+SFTP+and+FILE+Connections#ConfiguringFileInboundProtocolforFTP,SFTPandFILEConnections-ConfigSFTP
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vfs.protection Set data channel protection level
using FTP PROT command

C - Clear

S - Safe(SSL protocol
only)
E - Confidential(SSL protocol
only)
P - Private

C

vfs.ssl.keystore Private key store to use for mutual
SSL. Your keystore must be signed
by a certificate authority. For more
information, see http://docs.oracle.co
m/cd/E19509-01/820-3503/ggfen/ind

.ex.html

String - Path of keystore

vfs.ssl.kspassword Private key store password String

vfs.ssl.keypassword Private key password String

vfs.ssl.truststore Trust store to use for SFTP String - Path of keystore

vfs.ssl.tspassword Trust store password String

transport.vfs.CreateFolder If the directory does not exists create
and write the file

true | false false

transport. vfs.SendFileSynchronou
sly

Whether to send files synchronously
to the file host. When this parameter
is set to , files will be sent onetrue
after another to the file host. This
synchronous write can be configured
on a per host basis.

true | false false

Samples

Sample 254: Using the File System as Transport Medium (VFS)
Sample 255: Switching from FTP Transport Listener to Mail Transport Sender
Sample 265: Accessing a Windows Share Using the VFS Transport
Sample 271: File Processing
Sample 654: Smooks Mediator

Local Transport

Apache Axis2's local transport implementation is used to make fast, in-VM (Virtual Machine) service calls and transfer data within . Theproxy services
transport does not have a receiver implementation. The following class implements the sender API:

org.apache.axis2.transport.local.NonBlockingLocalTransportSender

To use this transport, configure an endpoint with the  prefix. For example, to make an in-VM call to the HelloService, use local:// local://services/
. Note that the local transport cannot be used to send REST API calls, which require the HTTP/S transports. HelloService

Configuring the Local Transport

By default, WSO2 EI provides CarbonLocalTransportSender and CarbonLocalTransportReceiver, which are used for internal communication among
Carbon components and are not suitable for WSO2 EI service invocation. To enable the local transport for service invocation, follow these steps.

1. In the carbon.xml file at location , an endpoint is available as follows by default.<EI_HOME>/conf

<ServerURL>local://services/</ServerURL>

Replace it with,

WS-Security cannot be used with the local transport. Since the local is mainly used to make calls within the same VM, WS-Security is
generally not required in scenarios where it is used.
If you want to make calls across tenants, you should use a non local transport even if they run from the same VM.
If you need to use local transport with callout mediator, you do not need to perform configuration mentioned in this section as callout
mediator requires blocking local transport which is configured by default in WSO2 Enterprise Integrator distribution.

http://docs.oracle.com/cd/E19509-01/820-3503/ggfen/index.html
http://docs.oracle.com/cd/E19509-01/820-3503/ggfen/index.html
http://docs.oracle.com/cd/E19509-01/820-3503/ggfen/index.html
https://docs.wso2.com/pages/viewpage.action?pageId=85369151
https://docs.wso2.com/display/EI6xx/Sample+255%3A+Switching+from+FTP+Transport+Listener+to+Mail+Transport+Sender
https://docs.wso2.com/display/EI6xx/Sample+265%3A+Accessing+a+Windows+Share+Using+the+VFS+Transport
https://docs.wso2.com/display/EI6xx/Sample+271%3A+File+Processing
https://docs.wso2.com/display/EI6xx/Sample+654%3A+Smooks+Mediator
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a.  
b.  
c.  
d.  
e.  
f.  
g.  
h.  

<ServerURL>https://${carbon.local.ip}:${carbon.management.port}${carbon
.context}/services/</ServerURL>

2. In the axis2.xml file at location xml, there is a transport sender and receiver named 'local' specified as follows in two<EI_HOME>/conf/axis2/axis2.
different places:

<transportReceiver name="local"
class="org.wso2.carbon.core.transports.local.CarbonLocalTransportReceiv
er"/>

<transportSender name="local"
class="org.wso2.carbon.core.transports.local.CarbonLocalTransportSender
"/>

Remove both these lines and add following line.

<transportSender name="local"
class="org.apache.axis2.transport.local.NonBlockingLocalTransportSender
"/>

For more information about transports, see . Carrying Messages

Example

There are three proxy services in WSO2 EI named ,  and . The invocation of services takeLocalTransportProxy SecondProxy StockQuoteProxy
place in the following order:

The stockquote client invokes  .LocalTransportProxy
The message received is forwarded to  .SecondProxy
The message is forwarded to .StockQuoteProxy

 invokes the backend service.StockQuoteProxy
receives a response. StockQuoteProxy

The response is returned by   to  .StockQuoteProxy SecondProxy
The response is returned by   to SecondProxy .LocalTransportProxy
The response is returned by   to the client.LocalTransportProxy

When local transport is not used, the messages sent by one proxy service to another (i.e. flows b, c, f and g) goes through the network as shown in the
following diagram.
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Local transport can be used as shown below to prevent message flows between proxy services from going through the network. When local transport calls
are in JVM calls, the time taken for communication between proxy services will be reduced since no network overhead will be introduced.

Run for a demonstration of this scenario.sample 268 

MailTo Transport

When you use the ESB profile of WSO2 Enterprise Integrator (WSO2 EI) to mediate messages, the mediation sequence can be configured to send emails
(over SMTP) or receive emails (Over POP3 or IMAP) by using the MailTo transport protocol. The MailTo transport sender and receiver should be enabled
in the   file (stored in the   directory) by uncommenting the sender/receiver configurations. In addition to enabling theaxis2.xml <EI_HOME>/conf/axis2/
transport, you can add more properties to this configuration to control the behavior of the transport.

Sending emails from a mediation sequence
Step 1: Enabling the transport sender
Step 2: Configuring the mediation flow

To send emails from the global sender
To send emails from a service-specific sender

This transport implementation is available as a module of the WS-Commons Transports project. The JAR consisting of the MailTo transport
implementation is named  and the following sender and receiver classes should be included in the WSO2 EIaxis2-transport-mail.jar 
configuration to enable the MailTo transport:

org.apache.axis2.transport.mail.MailTransportSender
org.apache.axis2.transport.mail.MailTransportListener
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Receiving emails to a mediation sequence
Step 1: Enabling the transport receiver
Step 2: Configuring the mediation flow

Sending emails from a mediation sequence

Follow the steps given below to configure your mediation sequences to trigger emails.

Step 1: Enabling the transport sender

To enable the MailTo sender, uncomment the following in the axis2.xml file (stored in the   directory):<EI_HOME>/conf/axis2/

<transportSender name="mailto"
class="org.apache.axis2.transport.mail.MailTransportSender">
    <parameter name="mail.smtp.host">smtp.gmail.com</parameter>
    <parameter name="mail.smtp.port">587</parameter>
    <parameter name="mail.smtp.starttls.enable">true</parameter>
    <parameter name="mail.smtp.auth">true</parameter>
    <parameter name="mail.smtp.user">synapse.demo.0</parameter>
    <parameter name="mail.smtp.password">mailpassword</parameter>
    <parameter
name="mail.smtp.from">synapse.demo.0@gmail.com</parameter>
</transportSender>

Note that, in addition to enabling the transport, the following parameters are used in the above configuration to set a default email account as the mail
sender. You can override this default mail sender by specifying an email sender account within your mediation sequence.

mail.smtp.from The email address from which mails will be sent.

mail.smtp.user The user name of the email account (mail sender). Note that in some email service providers, the user name is the same as
the email address specified for the 'From' parameter.

mail.smtp.passwor
d

The password of the email account (mail sender).

If you want to use multiple mail boxes to send emails, make a copy of the default MailTo sender configuration in the <EI_HOME>/conf/axis2/axis2.xm
 file and change the transport sender name. For example, add  as the name.l mailtoWSO2

<transportSender name="mailtoWSO2"
class="org.apache.axis2.transport.mail.MailTransportSender">
        .........

You can use the  mail box by specifying the following in a synapse configuration:mailtoWSO2

<endpoint>
     <address uri="mailtoWSO2:user@host"/>
</endpoint>

For a list of parameters supported by the MailTo transport sender, see  . In addition to the parameters described there, the MailToSMTP Package Summary
transport sender supports the following parameters.

Parameter Name Description Possible Values

transport.mail.SMT
PBccAddresses

If one or more e-mail addresses need to be specified as BCC addresses for
outgoing mails, this parameter can be used.

A comma-separated list of e-mail
addresses

https://javaee.github.io/javamail/docs/api/com/sun/mail/smtp/package-summary.html
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1.  

2.  
3.  
4.  

1.  

transport.mail.For
mat

Format of the outgoing mail. Text, Multipart

Step 2: Configuring the mediation flow

Once the MailTo transport sender is enabled, you can configure email messaging within your mediation flow by applying the MailTo transport properties. 
To send emails from the global sender

Use WSO2 EI Tooling to create a simple passthru proxy service with the following configurations:

Transpor
t

Select 'http' and 'https' as the transports  messages.receiving

Endpoint
URL

Enter a valid email address prefixed with the transport sender name (specified in the axis2.xml file). For example, if the transport
sender is 'mailto', the endpoint URL should be as follows: 'mailto:targetemail@mail.com'.

Deploy the proxy service in you WSO2 EI server.
Invoke the proxy service by sending a request. For example use SOAP UI. 
Check the inbox of your email account, which is configured as the target endpoint. You will receive an email from the email sender that is
configured globally in the axis2.xml file.

To send emails from a service-specific sender

Use WSO2 EI Tooling to create a simple passthru proxy service with the following configurations:

Transpor
t

Select 'http' and 'https' as the transports  messages.receiving

Endpoint
URL

Enter a valid email address prefixed with the transport sender name (specified in the axis2.xml file). For example, if the transport
sender is 'mailto', the endpoint URL should be as follows: 'mailto:targetemail@ '.mail.com

The following proxy service is generated:
Design View

 to import the SSL certificate of your SMTP host server (specified by the  parameter) to the client trust store of yourBe sure mail.smtp.host
ESB. The ESB will use the trusted certificates in this client trust store to validate the identity of the SMTP server.

When importing the certificate, be sure to use a certificate alias that is relevant to your server. For example, if you are using Gmail, use
'smtp.gmail.com' as the certificate alias. See the instructions on .importing certificates to a keystore

For testing purposes, be sure to enable access from less secure apps to your email account. See the documentation
from your email service provider for instructions.

For testing purposes, be sure to enable access from less secure apps to your email account. See the documentation
from your email service provider for instructions.

http://mail.com
https://docs.wso2.com/display/ADMIN44x/Creating+New+Keystores#CreatingNewKeystores-Step3:Importingcertificatestothetruststore
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1.  

2.  

Source View

<?xml version="1.0" encoding="UTF-8"?>
<proxy name="EmailSender" startOnLoad="true" transports="https http"
xmlns="http://ws.apache.org/ns/synapse">
    <target>
        <inSequence>
            <log/>
            <send>
                <endpoint>
                    <address uri="mailto:targetemail@mail.com"/>
                </endpoint>
            </send>
        </inSequence>
        <outSequence/>
        <faultSequence/>
    </target>
</proxy>

Now, let's set the email sender details by adding  mediators to the mediation sequence. If these details are not provided in the proxyProperty
service, the system uses the email   explained above. Shown below is the new mediation sequence:sender configurations in the axis2.xml

Design View

Note the following:

You need to update the property values with actual values of the mail sender account.
In some email service providers, the value for the 'mail.smtp.user' property is the same as the email address of the account.
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Source View

<?xml version="1.0" encoding="UTF-8"?>
<proxy name="EmailSender" startOnLoad="true" transports="https http"
xmlns="http://ws.apache.org/ns/synapse">
    <target>
        <inSequence>
            <log/>
            <property name="From" scope="transport" type="STRING"
value="frommail@mail.com"/>
            <property name="mail.smtp.user" scope="transport"
type="STRING" value="userID"/>
            <property name="mail.smtp.password" scope="transport"
type="STRING" value="xxxxxx"/>
            <send>
                <endpoint>
                    <address uri="mailto:targetemail@mail.com"/>
                </endpoint>
            </send>
        </inSequence>
        <outSequence/>
        <faultSequence/>
    </target>
</proxy>

Deploy the proxy service in you WSO2 EI server.
Invoke the proxy service by sending a request. 
Check your inbox. You will receive an email from the email sender that you configured for the proxy service.

Receiving emails to a mediation sequence

Follow the steps given below to configure your mediation sequence to receive emails, and then process the contents within the sequence.

Step 1: Enabling the transport receiver

To enable the MailTo receiver globally, uncomment the following:

<transportReceiver name="mailto"
class="org.apache.axis2.transport.mail.MailTransportListener">
</transportReceiver> 
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The MailTo transport receiver should be configured at service level and each service configuration should explicitly state the mail transport receiver
configuration. This is required to enable different services to receive mails over different mail accounts and configurations. 

Step 2: Configuring the mediation flow

Once the MailTo transport receiver is enabled, you can configure email messaging within your mediation flow by applying the MailTo transport
properties. The MailTo transport listener implementation can be configured by setting the parameters as described in the JavaMail API documentation. For
IMAP related properties, see . For POP3 properties, see . The MailTo transport listener also supportsIMAP Package Summary POP3 Package Summary
the following transport parameters in addition to the parameters described in the JavaMail API documentation.

Parameter Name Description e.g.Required Possible Values Default Value

transport.mail.Address The mail address from
which this service should
fetch incoming mails.

Yes A valid e-mail address

transport.mail.bodyWhenAt
tached

The content for the body of
the mail when sending a
mail with an attachment.

No The text you want to
appear in the mail body

transport.mail.Folder The mail folder in the
server from which the
listener should fetch
incoming mails.

No A valid mail folder name
(e.g., inbox)

inbox folder if that is
available or else the root
folder

transport.mail.Protocol The mail protocol to be
used to receive messages.

No pop3, imap imap

transport.mail.PreserveHe
aders

A comma separated list of
mail header names that
this receiver should
preserve in all incoming
messages.

No A comma separated list

transport.mail.RemoveHead
ers

A comma separated list of
mail header names that
this receiver should
remove from incoming
messages.

No A comma separated list

transport.mail.ActionAfte
rProcess

Action to perform on the
mails after processing
them.

No MOVE, DELETE DELETE

transport.mail.ActionAfte
rFailure

Action to perform on the
mails after a failure occurs
while processing them.

No MOVE, DELETE DELETE

transport.mail.MoveAfterP
rocess

Folder to move the mails
after processing them.

Required if
ActionAfterProcess is
MOVE

A valid mail folder name

transport.mail.MoveAfterF
ailure

Folder to move the mails
after encountering a
failure.

Required if
ActionAfterFailure is
MOVE

A valid mail folder name

transport.mail.ProcessInP
arallel

Whether the receiver
should process incoming
mails in parallel or not.
This works only if the mail
protocol supports
processing incoming mails
in parallel. (e.g., IMAP)

No true, false false

Note
You need to provide correct parameters for a valid mail account at the service level.

In the following transport parameter tables, the literals displayed in italics in the Possible Values column should be considered as fixed literal
constant values. Those values can be directly specified in the transport configuration.

https://javaee.github.io/javamail/docs/api/com/sun/mail/imap/package-summary.html
https://javaee.github.io/javamail/docs/api/com/sun/mail/pop3/package-summary.html
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transport.ConcurrentPolli
ngAllowed

Whether the receiver
should poll for multiple
messages concurrently.

No true, false false

transport.mail.MaxRetryCo
unt

Maximum number of retry
operations to be performed
when fetching incoming
mails.

Yes A positive integer

transport.mail.ReconnectT
imeout

The reconnect timeout in
milliseconds to be used
when fetching incoming
mails.

Yes A positive integer

What's Next?

Carrying Messages
Sample 255: Switching from FTP Transport Listener to Mail Transport Sender
Sample 256: Proxy Services with the MailTo Transport
Sample 271: File Processing

MSMQ Transport

The   component is a transport for working withmsmq:  Microsoft Message Queuing

. This component natively sends and receives direct allocated ByteBuffer instances. This allows you to access the JNI layer without expensive memory
copying. In fact, using ByteBuffer created with the method allocateDirect can be passed to the JNI layer, and the native code is able to directly access the
memory.

URI format

msmq:msmqQueueName

Examples

msmq:DIRECT=OS:localhost\\private$\\test?concurrentConsumers=1
msmq:DIRECT=OS:localhost\\private$\\test?deliveryPersistent=true&priority=5&timeToLive=10

Configuring the MSMQ transport

In the xml file at location , define the MSMQ sender/listener pair as follows:axis2. <EI_HOME>/conf/axis2

<transportSender name="msmq"
class="org.apache.axis2.transport.msmq.MSMQSender"/>

<transportReceiver name="msmq"
class="org.apache.axis2.transport.msmq.MSMQListener">
          <parameter name="msmq.receiver.host"
locked="false">localhost</parameter>
</transportReceiver>

Download the  file and add it to the  directory. This file provides the JNI axis2-transport-msmq-2.0.0-wso2v2.jar <EI_HOME>/dropins 
invocation required by MSMQ bridging. 
Make sure MQ installed and running. For more information, see .http://msdn.microsoft.com/en-us/library/aa967729.aspx
Make sure that you have installed Visual C++ 2008 (VC9) and that it works with Microsoft Visual Studio 2008 Express.

For more information, see:

Configure the JMS Transport with MSMQ
Sample 270: Transport switching from HTTP to MSMQ and MSMQ to HTTP

RabbitMQ AMQP Transport

The MSMQ examples only work on Windows, since they invoke Microsoft C++ API for MSMQ via JNI invocation.

https://docs.wso2.com/display/EI610/Sample+255%3A+Switching+from+FTP+Transport+Listener+to+Mail+Transport+Sender
https://docs.wso2.com/display/EI610/Sample+256%3A+Proxy+Services+with+the+MailTo+Transport
https://docs.wso2.com/display/EI610/Sample+271%3A+File+Processing
https://msdn.microsoft.com/en-us/library/ms711472%28v=vs.85%29.aspx
https://msdn.microsoft.com/en-us/library/ms711472%28v=vs.85%29.aspx
https://docs.wso2.com/download/attachments/119130368/axis2-transport-msmq-2.0.0-wso2v2.jar?version=1&modificationDate=1558091418000&api=v2
http://msdn.microsoft.com/en-us/library/aa967729.aspx
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AMQP is a wire-level messaging protocol that describes the format of the data that is sent across the network. If a system or application can read and write
AMQP, it can exchange messages with any other system or application that understands AMQP, regardless of the implementation language.

The RabbitMQ AMQP transport is implemented using the . It allows you to send or receive AMQP messages by directly calling anRabbitMQ Java Client
AMQP broker (RabbitMQ). 

The following diagram illustrates a scenario where the ESB Profile of WSO2 Enterprise Integrator (WSO2 EI) uses the RabbitMQ AMQP transport to
exchange messages between RabbitMQ Java clients by calling a RabbitMQ broker.

As you can see in the diagram, the  uses the RabbitMQ Java client to publish messages to an AMQP queue (Q1), and the  usersSender Receiver
it to consume messages from another AMQP queue (Q2). In this scenario, a proxy service in the ESB Profile of WSO2 EI listens to Q1, and when
a message becomes available on the queue, the proxy service consumes it and publishes it to Q2.
This section provides information on configuring the RabbitMQ transport in the ESB Profile of WSO2 EI, along with information on how to enable
connection recovery, how to enable SSL support as well as a sample RabbitMQ proxy service that describes how to use the RabbitMQ transport.

[  ] [  ] [  ] [ Configuring the RabbitMQ AMQP transport RabbitMQ AMQP transport parameters Connection recovery in RabbitMQ SSL enabled RabbitMQ
 ] [  ] [  ] [  ]transport Higher Throughput of Message Delivery to RabbitMQ Creating the RabbitMQ proxy service Rolling failed messages back

Configuring the RabbitMQ AMQP transport

Open  for editing. <EI_HOME>/conf/axis2/axis2.xml
In the transport  section, add the following RabbitMQ transport listener, replacing the values with your host, port, username, andlisteners
password to connect to the AMQP broker. 

<transportReceiver name="rabbitmq"
class="org.apache.axis2.transport.rabbitmq.RabbitMQListener">
   <parameter name="AMQPConnectionFactory" locked="false">
      <parameter name="rabbitmq.server.host.name"
locked="false">192.168.0.3</parameter>
      <parameter name="rabbitmq.server.port"
locked="false">5672</parameter>
      <parameter name="rabbitmq.server.user.name"
locked="false">user</parameter>
      <parameter name="rabbitmq.server.password"
locked="false">abc123</parameter>
   </parameter>
</transportReceiver>

As an optional step, you can create multiple connection factories if you want this listener to connect to multiple brokers.
In the transport  section, add the following RabbitMQ transport sender, which will be used for sending AMQP messages to a queue:senders

http://en.wikipedia.org/wiki/Advanced_Message_Queuing_Protocol
http://www.rabbitmq.com/java-client.html
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<transportSender name="rabbitmq"
class="org.apache.axis2.transport.rabbitmq.RabbitMQSender"/>

Download the " " and copy it into   folderamqp-client-5.7.0.jar <EI_HOME>/lib
Start WSO2 EI.

RabbitMQ AMQP transport parameters

Following are details on the listener parameters you can set:

Parameter Description Required

rabbitmq.connection.facto
ry

The name of the connection factory. Yes

rabbitmq.exchange.name Name of the RabbitMQ exchange to which the queue is
bound. Use this parameter instead of rabbitmq.queu

, if you need to use the defaulte.routing.key
exchange and publish to a queue.

No

rabbitmq.queue.name The queue name to send or consume messages. If you
do not specify this parameter, you need to specify the r

 parameter.abbitmq.queue.routing.key

Yes

rabbitmq.queue.auto.ack Defines how the message processor sends the
acknowledgement  fwhen consuming messages recived
rom the RabbitMQ message store. If you set this to true,
the message processor automatically sends the
acknowledgement to the messages store as soon as it
receives messages from it. This is called an auto
acknowledgement.

If you set it to false, the message processor waits until it
receives the response from the backend to send the
acknowledgement to the mssage store. This is called a
client acknowledgement.

No

rabbitmq.consumer.tag The client generated consumer tag to establish context. No

rabbitmq.channel.consumer
.qos

The consumer qos value. You need to specify this
parameter only if the  parrabbitmq.queue.auto.ack
ameter is set to .false

No

rabbitmq.queue.durable Whether the queue should remain declared even if the
broker restarts.

 No

rabbitmq.queue.exclusive Whether the queue should be exclusive or should be
consumable by other connections.

 No

rabbitmq.queue.auto.delet
e

Whether to keep the queue even if it is not being
consumed anymore.

 No

rabbitmq.queue.routing.ke
y

The routing key of the queue.  No

rabbitmq.queue.autodeclar
e

Whether to create queues if they are not present.
However, you should set this parameter only if queues
are not declared prior on the broker. Setting this
parameter in the publish URL to   improvesfalse
RabbitMQ transport performance.

No

rabbitmq.exchange.autodec
lare

Whether to create exchanges if they are not present.
However, you should set this parameter only if
exchanges are not declared prior on the broker. Setting
this parameter in the publish URL to false improves
RabbitMQ transport performance.

No

rabbitmq.exchange.type The type of the exchange.  No

https://www.rabbitmq.com/java-client.html
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rabbitmq.exchange.durable Whether the exchange should remain declared even if
the broker restarts.

 No

rabbitmq.exchange.auto.de
lete

Whether to keep the exchange even if it is not bound to
any queue anymore.

 No

rabbitmq.message.content.
type

The content type of the consumer.  No. The default value is .text/xml

Following are details on the sender parameters you can set:

Parameter Description Required

rabbitmq.server.host.name Host name of the server. Yes

rabbitmq.server.port Port number of the server. Yes

rabbitmq.exchange.name The name of the RabbitMQ exchange to which the
queue is bound. Use this parameter instead of rabbitm

, if you need to use the defaultq.queue.routing.key
exchange and publish to a queue.

No

rabbitmq.queue.routing.ke
y

The exchange and queue binding key that will be used
to route messages.

No

rabbitmq.replyto.name The name of the call back queue. Specify this parameter
if you expect a response.

No

rabbitmq.queue.delivery.m
ode

The delivery mode of the queue. Possible values are 1
and 2.
1 - Non-persistent.
2 - Persistent. This is the default value.

No

rabbitmq.exchange.type The type of the exchange. No

rabbitmq.queue.name The queue name to send or consume messages. If you
do not specify this parameter, you need to specify the r

 parameter.abbitmq.queue.routing.key

Yes

rabbitmq.queue.durable Whether the queue should remain declared even if the
broker restarts. The default value is .false

No

rabbitmq.queue.exclusive Whether the queue should be exclusive or should be
consumable by other connections. The default value is f
alse

No

rabbitmq.queue.auto.delet
e

Whether to keep the queue even if it is not being
consumed anymore. The default value is .false

No

rabbitmq.exchange.durable Whether the exchange should remain declared even if
the broker restarts.

No

rabbitmq.queue.autodeclar
e

Whether to create queues if they are not present.
However, you should set this parameter only if queues
are not declared prior on the broker. Setting this
parameter in the publish URL to   improvesfalse
RabbitMQ transport performance.

No

rabbitmq.exchange.autodec
lare

Whether to create exchanges if they are not present.
However, you should set this parameter only if
exchanges are not declared prior on the broker. Setting
this parameter in the publish URL to   improvesfalse
RabbitMQ transport performance.

No

Note
If the content type is specified in the
message, this parameter does not override
the specified content type.
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rabbitmq.message.correlat
ion.id

The correlation ID is required to identify a message that
comes through one queue and requires a response
back via another queue. This ID helps you map the
messages and is unique for every request.

No

rabbitmq.message.id Every message has its own unique message ID.

For the   , properties refer to the server on which RabbitMQ is running.rabbitmq.server

Connection recovery in RabbitMQ

In case of a network failure or broker shutdown, the WSO2 EI server will try to recreate the connection. The following parameters need to be configured in
the transport listener to enable connection recovery in RabbitMQ.

<parameter name="rabbitmq.connection.retry.interval"
locked="false">10000</parameter>
<parameter name="rabbitmq.connection.retry.count"
locked="false">5</parameter>   

If the parameters specified above are set, the WSO2 EI server will retry 5 times with 10000 ms time intervals to reconnect w . Ifhen the connection is lost
reconnecting also fails, WSO2 EI will terminate the connection. If you do not specify values for the above parameters, WSO2 EI uses 30000ms as the
default  and 3 as the default retry count.retry interval 

Optionally, you can configure the following parameter in the listener: 

<parameter name="rabbitmq.server.retry.interval"
locked="false">10000</parameter>

The parameter specified above sets the retry interval with which the RabbitMQ client tries to reconnect. Generally having this value less than the value
specified as   will help synchronize the reconnection of WSO2 EI and the RabbitMQ client.rabbitmq.connection.retry.interval

SSL enabled RabbitMQ transport

To enable SSL support in RabbitMQ, you need to configure the transport listener with parameters required to enable SSL, as well as the parameters
that provide information related to keystores and truststores.

Following is a sample SSL-enabled transport listener configuration:
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<transportReceiver name="rabbitmq"
class="org.apache.axis2.transport.rabbitmq.RabbitMQListener">     
 <parameter name="AMQPConnectionFactoryKS" locked="false">
   <parameter name="rabbitmq.server.host.name"
locked="false">localhost</parameter>
   <parameter name="rabbitmq.server.port"
locked="false">5671</parameter>
   <parameter name="rabbitmq.server.user.name"
locked="false"></parameter>
   <parameter name="rabbitmq.server.password"
locked="false"></parameter>
   <parameter name="rabbitmq.connection.retry.interval"
locked="false">10000</parameter>
   <parameter name="rabbitmq.connection.retry.count"
locked="false">5</parameter>
   <parameter name="rabbitmq.connection.ssl.enabled"
locked="false">true</parameter>
   <parameter name="rabbitmq.connection.ssl.version"
locked="false">SSL</parameter>
   <parameter name="rabbitmq.connection.ssl.keystore.location"
locked="false">../client/keycert.p12</parameter>
   <parameter name="rabbitmq.connection.ssl.keystore.type"
locked="false">PKCS12</parameter>
   <parameter name="rabbitmq.connection.ssl.keystore.password"
locked="false">MySecretPassword</parameter>
   <parameter name="rabbitmq.connection.ssl.truststore.location"
locked="false">ssl/rabbitstore</parameter>
   <parameter name="rabbitmq.connection.ssl.truststore.type"
locked="false">JKS</parameter>
   <parameter name="rabbitmq.connection.ssl.truststore.password"
locked="false">rabbitstore</parameter>
 </parameter> 
</transportReceiver>

Configuring parameters that provide information related to keystores and truststores can be optional based on your broker configuration.

For example, if   is set to   in the RabbitMQ broker configuration, then you only need to specify fail_if_no_peer_cert false <parameter
. Additionally, you can also set name="rabbitmq.connection.ssl.enabled" locked="false">true</parameter> <parameter
 parameter to specify the SSL version. If name="rabbitmq.connection.ssl.version" locked="false">true</parameter> fail_if_no_pee

 is set to  , you need to provide keystore and truststore information.r_cert true

Following is a sample broker configuration where   is set to  :fail_if_no_peer_cert false

{ssl_options, [{cacertfile,"/path/to/testca/cacert.pem"},
               {certfile,"/path/to/server/cert.pem"},
               {keyfile,"/path/to/server/key.pem"},
               {verify,verify_peer},
               {fail_if_no_peer_cert,false}]}  

The same parameter names are applicable for transport sender configurations.

Higher Throughput of Message Delivery to RabbitMQ

For increased performance and higher throughput in message delivery, configure the transport sender as follows:
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<transportSender name="rabbitmq"
class="org.apache.axis2.transport.rabbitmq.RabbitMQSender">
   <parameter name="CachedRabbitMQConnectionFactory" locked="false"> 
     <parameter name="rabbitmq.server.host.name"
locked="false">localhost</parameter> 
     <parameter name="rabbitmq.server.port"
locked="false">5672</parameter> 
     <parameter name="rabbitmq.server.user.name"
locked="false">user</parameter> 
     <parameter name="rabbitmq.server.password"
locked="false">abc123</parameter> 
   </parameter> 
</transportSender>

Creating the RabbitMQ proxy service

Following is a sample RabbitMQ proxy service named AMQPProxy, which consumes AMQP messages from one RabbitMQ broker and publishes them to
another:

Sample Proxy Service

<proxy xmlns="http://ws.apache.org/ns/synapse" name="AMQPProxy"
transports="rabbitmq" statistics="disable" trace="disable"
startOnLoad="true">
   <target>
      <inSequence>
         <log level="full"/>
         <property name="OUT_ONLY" value="true"/>
         <property name="FORCE_SC_ACCEPTED" value="true"
scope="axis2"/>
      </inSequence>
      <endpoint>
         <address
        
uri="rabbitmq:/AMQPProxy?rabbitmq.server.host.name=192.168.0.3&rabbitmq
.server.port=5672&rabbitmq.server.user.name=user&rabbitmq.server.passwo
rd=abc123&rabbitmq.queue.name=queue2&rabbitmq.exchange.name=exchange2"/
>
      </endpoint>
   </target>
   <parameter name="rabbitmq.queue.name">queue1</parameter>
   <parameter name="rabbitmq.exchange.name">exchange1</parameter>
   <parameter
name="rabbitmq.connection.factory">AMQPConnectionFactory</parameter>
   <description></description>
</proxy>

Note the following:

The transport key name is . You need to specify this key name in the transports parameter (ie.,  ).rabbitmq transports="rabbitmq"
The proxy is defined as OUT_ONLY, because it does not expect a response from the endpoint.
The endpoint specifies where the messages will be published. The URI prefix is  so that the RabbitMQ AMQP transport will be used torabbbitmq
publish the message. Be sure to specify the rest of the parameters in the URI as shown in the sample proxy service above. (NOTE: if you are
configuring the URI through the management console instead of entering the configuration directly in the configuration file, you must encode the
ampersands in the URI as "&amp;" instead of "&".) If you do not know which  to use, leave the value blank to use the defaultRabbitMQ exchange
exchange.

When configuring the , be sure to add the following connection factory parameter in the address URI: proxy service rabbitmq.connection.fa
ctory=CachedRabbitMQConnectionFactory

http://www.rabbitmq.com/tutorials/tutorial-three-python.html
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The  parameter specifies the queue on which the proxy service listens and consumes messages. If you do not specify arabbitmq.queue.name
name for this parameter, the name of the proxy service will be used as the queue name.
 The   parameter specifies the RabbitMQ exchange to which the queue is bound. If you do not want to use a specificrabbitmq.exchange.name
exchange, leave this value blank to use the default exchange.
The  parameter specifies the listener that listens on the queue and consumes messages. In this example, therabbitmq.connection.factory
connection factory is set to the name of the listener we created earlier (ie., ).AMQPConnectionFactory

You can modify the sample proxy service above to handle scenarios where you only want to receive AMQP messages but need to send messages in a
different format, or you want to receive messages in a different format and send only AMQP messages. You can also modify the proxy service to work with
a different transport. For example, you can create a proxy that uses the RabbitMQ AMQP transport to listen to messages and then sends them over HTTP
or JMS.

Sample java clients

This section describes the sample Java clients that you can use to send and receive AMQP messages. These clients can be used to test the scenario
where the Sender publishes a message to a RabbitMQ AMQP queue, which is consumed by WSO2 EI and published to another queue, which in turn is
consumed by the Receiver. When you run these clients, the Receiver will get the messages sent by the Sender, confirming that you have correctly
configured the RabbitMQ AMQP transport.
AMQP sender

The following Java client sends SOAP XML messages to a RabbitMQ queue:

ConnectionFactory factory = new ConnectionFactory();
factory.setHost(host);
factory.setUsername(username);
factory.setPassword(password);
factory.setPort(port);
Connection connection = factory.newConnection();
Channel channel = connection.createChannel();
channel.queueDeclare(queueName, false, false, false, null);
channel.exchangeDeclare(exchangeName, "direct", true);
channel.queueBind(queueName, exchangeName, routingKey);

// The message to be sent
String message = "<soapenv:Envelope
xmlns:soapenv=\"http://schemas.xmlsoap.org/soap/envelope/\">\n" +
                 "<soapenv:Header/>\n" +
                 "<soapenv:Body>\n" +
                 "  <p:greet
xmlns:p=\"http://greet.service.kishanthan.org\">\n" +
                 "     <in>" + name + "</in>\n" +
                 "  </p:greet>\n" +
                 "</soapenv:Body>\n" +
                 "</soapenv:Envelope>";

// Populate the AMQP message properties
AMQP.BasicProperties.Builder builder = new
AMQP.BasicProperties().builder();
builder.messageId(messageID);
builder.contentType("text/xml");
builder.replyTo(replyToAddress);
builder.correlationId(correlationId);
builder.contentEncoding(contentEncoding);

// Custom user properties
Map<String, Object> headers = new HashMap<String, Object>();
headers.put("SOAP_ACTION", "greet");
builder.headers(headers);

// Publish the message to exchange
channel.basicPublish(exchangeName, queueName, builder.build(),
message.getBytes());

This client was tested with SOAP messages sent and consumed from AMQP broker queues with the content type “text/xml”. When specifying the queue
name for publishing messages, be sure to specify the same queue where the RabbitMQ transport listener is listening.
AMQP receiver 

When specifying the queue name for consuming messages, be sure to specify the same queue configured in the proxy service endpoint.
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ConnectionFactory factory = new ConnectionFactory();
factory.setHost(hostName);
factory.setUsername(userName);
factory.setPassword(password);
factory.setPort(port);
Connection connection = factory.newConnection();
Channel channel = connection.createChannel();
channel.queueDeclare(queueName, false, false, false, null);
channel.exchangeDeclare(exchangeName, "direct", true);
channel.queueBind(queueName, exchangeName, routingKey);

// Create the consumer
QueueingConsumer consumer = new QueueingConsumer(channel);
channel.basicConsume(queueName, true, consumer);

// Start consuming messages
while (true) {
   QueueingConsumer.Delivery delivery = consumer.nextDelivery();
   String message = new String(delivery.getBody());
}

Rolling failed messages back

When a message is read from an inbound (RabbitMQ) message queue via an Inbound Endpoint, it will be sent to a service running on the Axis2 back-end
server. If a failure occurs, the transaction will roll back. This avoids the loss of the message.

As shown in the below example, you need to set the   property to   in the fault handler (e.g., the fault sequence), to roll theSET_ROLLBACK_ONLY true
message back when a failure occurs. 

If you are using a RabbitMQ Inbound Endpoint for receiving messages, set the scope of the   property to   asSET_ROLLBACK_ONLY default
follows:

<property name="SET_ROLLBACK_ONLY" scope="default" type="STRING" value="true"/>
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The inbound endpoint configuration

<?xml version="1.0" encoding="UTF-8"?><inboundEndpoint
xmlns="http://ws.apache.org/ns/synapse"
name="rabbit-mq-dec41-inbound-endpoint"
sequence="rabbit-mq-dec41-inbound-sequence" onError="rabbitmq_fault"
protocol="rabbitmq" suspend="false">
    <parameters>
        <parameter name="sequential">true</parameter>
        <parameter name="coordination">true</parameter>
        <parameter
name="rabbitmq.connection.factory">AMQPConnectionFactory</parameter>
        <parameter
name="rabbitmq.server.host.name">localhost</parameter>
        <parameter name="rabbitmq.server.port">5672</parameter>
        <parameter name="rabbitmq.server.user.name">rabbit</parameter>
        <parameter name="rabbitmq.server.password">rabbit</parameter>
        <parameter
name="rabbitmq.queue.name">RABBITMQ-INBOUND-QUEUE</parameter>
        <parameter
name="rabbitmq.exchange.name">RABBITMQ-INBOUND-EXCHANGE</parameter>
        <parameter name="rabbitmq.queue.durable">true</parameter>
        <parameter name="rabbitmq.queue.exclusive">false</parameter>
        <parameter name="rabbitmq.queue.auto.delete">false</parameter>
        <parameter name="rabbitmq.queue.auto.ack">false</parameter>
        <parameter name="rabbitmq.exchange.durable">true</parameter>
        <parameter
name="rabbitmq.exchange.auto.delete">false</parameter>
        <parameter
name="rabbitmq.connection.ssl.enabled">false</parameter>
    </parameters>
</inboundEndpoint>

The below is the fault sequence with the   property set to  .SET_ROLLBACK_ONLY true

The fault sequence

<?xml version="1.0" encoding="UTF-8"?><sequence
xmlns="http://ws.apache.org/ns/synapse" name="rabbitmq_fault">
    <log level="full">
        <property name="MESSAGE" value="Executing default 'fault'
sequence"/>
        <property xmlns:ns="http://org.apache.synapse/xsd"
name="ERROR_CODE" expression="get-property('ERROR_CODE')"/>
        <property xmlns:ns="http://org.apache.synapse/xsd"
name="ERROR_MESSAGE" expression="get-property('ERROR_MESSAGE')"/>
    </log>
        <property name="SET_ROLLBACK_ONLY" value="true" scope="default"
type="STRING"/>
    <drop/>
</sequence>

For more information on the implementation details of common RabbitMQ use cases, see the following topics:

RabbitMQ Use Cases

RabbitMQ Use Cases

The following are some of the main RabbitMQ use cases of WSO2 EI.
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1.  

WSO2 EI as a RabbitMQ Message Consumer
Prerequisites
Configure the sample
Execute the sample client
Analyzing the output

WSO2 EI as a RabbitMQ Message Producer
Prerequisites
Configure the sample
Execute the sample client
Analyzing the output

Remote Procedure Call(RPC) with RabbitMQ

WSO2 EI as a RabbitMQ Message Consumer

This section describes how WSO2 Enterprise Integrator(WSO2 EI) can be configured as a RabbitMQ message consumer.

The following is a sample scenario that demonstrates how WSO2 EI is configured to listen to a rabbitMQ queue, consume messages, and send the
messages to an HTTP back-end service.

Prerequisites

Configure the RabbitMQ AMQP transport. For information on how to configure the transport, see .Configuring the RabbitMQ AMQP transport
Start the WSO2 EI server.

Configure the sample

Create a custom proxy service with the following configuration. For more information on creating proxy services, see .Working with Proxy Services

Note
To create proxy services, sequences, endpoints, message stores and message processors in WSO2 EI, you can either use the management
console or copy the XML configuration to the source view. To access the source view on the WSO2 EI management console, go to  -> Manage S

 -> .ervice Bus Source View

https://docs.wso2.com/display/EI650/RabbitMQ+AMQP+Transport#RabbitMQAMQPTransport-ConfigRabbitMQ
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2.  

3.  

<?xml version="1.0" encoding="UTF8"?>
<proxy xmlns="http://ws.apache.org/ns/synapse" name="AMQPProxy"
transports="rabbitmq" statistics="disable" trace="enable"
startOnLoad="true">
<target>
 <inSequence>
   <log level="full"/>
   <property name="OUT_ONLY" value="true"/>
   <property name="FORCE_SC_ACCEPTED" value="true" scope="axis2"/>
    <send>
     <endpoint>
       <address
uri="http://localhost:9000/services/SimpleStockQuoteService"/>
     </endpoint>
    </send>
 </inSequence>
</target>
 <outSequence>
   <drop/>
 </outSequence>
    <parameter name="rabbitmq.queue.name">queue</parameter>
    <parameter name="rabbitmq.exchange.name">exchange</parameter>
    <parameter
name="rabbitmq.connection.factory">AMQPConnectionFactory</parameter>
   <description/>
</proxy>

WSO2 EI comes with a default Axis2 server, which you can use as the back-end service for this sample. To start the Axis2 server, navigate to <EI
, and run   on Linux or   on Windows._HOME>/samples/axis2server axis2Server.sh axis2Server.bat

Deploy the   client by navigating to , andSimpleStockQuoteService <EI_HOME>/samples/axis2Server/src/SimpleStockQuoteService
running the   command on the command prompt or shell script. This will build the sample and deploy the service for you. For more informationant
on sample back-end services, see  .Deploying sample back-end services

Now you have a running WSO2 EI instance with a custom proxy service and a back-end service deployed. Next, we will send a message to the back-end
service through WSO2 EI using a sample client.
Execute the sample client

Run the following client to publish a getquote request to the RabbitMQ server exchange that is running on port .5672

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Backend


WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 826

ConnectionFactory factory =new ConnectionFactory();
factory.setHost("localhost");
factory.setUsername("guest");
factory.setPassword("guest");
factory.setPort(5672);
Connection connection =factory.newConnection();
Channel channel =connection.createChannel();
channel.queueDeclare("queue",false,false,false,null);
channel.exchangeDeclare("exchange","direct",true);
channel.queueBind("queue","exchange","route");

//The message to be sent
Stringmessage ="<soapenv:Envelope
xmlns:soapenv=\"http://schemas.xmlsoap.org/soap/envelope/\">\n" +
                 "<soapenv:Header/>\n" +
                 "<soapenv:Body>\n" +
                   "<m:placeOrder
xmlns:m=\"http://services.samples\">\n" +
                     "<m:order>\n" +
                       "<m:price>100</m:price>\n" +
                       "<m:quantity>20</m:quantity>\n" +
                       "<m:symbol>RMQ</m:symbol>\n" +
                     "</m:order>\n" +
                   "</m:placeOrder>\n" +
                 "</soapenv:Body>\n" +
                 "</soapenv:Envelope>";

//PopulatetheAMQPmessageproperties
AMQP.BasicProperties.Builderbuilder =new
AMQP.BasicProperties().builder();
builder.contentType("text/xml");
builder.contentEncoding(contentEncoding);

Map<String, Object> headers = new HashMap<String, Object>();
headers.put("SOAP_ACTION", "urn:placeOrder");
builder.headers(headers);
 
//Publishthemessagetoexchange
channel.basicPublish("exchange","queue",builder.build(),message.getByte
s()); 

Analyzing the output

The direct exchange is bound to the queue with route-key  that is consumed by WSO2 EI's RabbitMQ transport receiver. From there the messagequeue
will be sent to the AMQPProxy and it will be forwarded to the given http url.

If you analyze the console running the sample Axis2 server, you will see the following message indicating that the server has accepted an order

Accepted order #1 for : 7078 stocks of IBM at $ 73.73786002620719

WSO2 EI as a RabbitMQ Message Producer

This section describes how WSO2 Enterprise Integrator(WSO2 EI) can be used to send messages to a RabbitMQ queue.
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1.  

2.  

Following is a sample scenario that demonstrates how WSO2 EI is configured to listen to HTTP requests and publish them to a RabbitMQ server (message
exchange).

Prerequisites

Configure the RabbitMQ AMQP transport. For information on how to configure the transport, see  .Configuring the RabbitMQ AMQP transport
Start the WSO2 EI server.

Configure the sample

Create a custom proxy service with the following configuration. For more information on creating proxy services, see  .Working with Proxy Services

<?xml version="1.0" encoding="UTF8"?>
<proxy xmlns="http://ws.apache.org/ns/synapse"
name="AMQPProducerSample" transports="http" statistics="disable"
trace="disable" startOnLoad="true">
<target>
 <inSequence>
    <property name="OUT_ONLY" value="true"/>
    <property name="FORCE_SC_ACCEPTED" value="true" scope="axis2"/>
     <send>
      <endpoint>
       <address
uri="rabbitmq:/AMQPProducerSample?rabbitmq.server.host.name=localhost&a
mp;rabbitmq.server.port=5672&amp;rabbitmq.queue.name=queue&amp;rabbitmq
.queue.route.key=route&amp;rabbitmq.exchange.name=exchange"/>
      </endpoint>
    </send>
 </inSequence>
 <outSequence>
        <send/>
 </outSequence>
</target>
<description/>
</proxy> 

Use the following as a RabbitMQ consumer that will consume and display the incoming messages to the RabbitMQ queue.

Note
To create proxy services, sequences, endpoints, message stores and message processors in WSO2 EI, you can either use the management
console or copy the XML configuration to the source view. To access the source view on the management console, go to  -> Manage Service

 -> .Bus Source View

https://docs.wso2.com/display/EI650/RabbitMQ+AMQP+Transport#RabbitMQAMQPTransport-ConfigRabbitMQ
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ConnectionFactory factory = new ConnectionFactory();
factory.setHost("localhost");
factory.setUsername("guest");
factory.setPassword("guest");
factory.setPort(5672);

Connection connection = factory.newConnection();
Channel channel = connection.createChannel();
channel.queueDeclare("queue",false,false,false,null);
channel.exchangeDeclare("exchange","direct",true);
channel.queueBind("queue","exchange","route");

//Createtheconsumer
QueueingConsumer consumer = new QueueingConsumer(channel);
channel.basicConsume("queue",true,consumer);

//Startconsumingmessages
while(true)
{
    QueueingConsumer.Delivery delivery = consumer.nextDelivery();
    String message = new String(delivery.getBody());
}

Execute the sample client

Execute the following command from , to send an HTTP message to the WSO2 EI proxy service.<EI_HOME>/sample/axis2Client

ant stockquote
-Daddurl=http://localhost:8280/services/AMQPProducerSample
-Dmode=placeorder

Analyzing the output

You will see that the HTTP request is sent to the given proxy service and that it is forwarded to the RabbitMQ server via the RabbitMQ AMQP transport
sender. You can view the messages received at the RabbitMQ queue in the RabbitMQ SimpleProducer console.

Remote Procedure Call(RPC) with RabbitMQ

You can send request-response messages using the RabbitMQ transport by implementing a Remote Procedure Call(RPC) scenario with RabbitMQ.

The following diagram illustrates a remote procedure call scenario with RabbitMQ:

The remote procedure call works as follows:
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When WSO2 Enterprise Integrator(WSO2 EI) starts up, it creates an anonymous, exclusive callback queue. 
For a remote procedure call request, WSO2 EI sends a message with the following properties:

reply_to : This is set to the callback queue
correlation_id : This is set to a unique value for every request.

The request is then sent to the rpc_queue.
The RPC Server waits for requests on that queue. When a request appears, it does the job and sends a message with the result back to the
WSO2 EI server, using the queue from the  field with the same .reply_to correlation_id
WSO2 EI waits for data on the reply_to queue. When a message appears, it checks the  property. If it matches the value fromcorrelation_id
the request, it returns the response to the application.

The following is a sample proxy service named  that sends request-response messages using the RabbitMQ transport.RabbitMQRPCProxy

<proxy xmlns="http://ws.apache.org/ns/synapse"
    name="RabbitMQRPCProxy"
    startOnLoad="true"
    trace="enable"
       transports="http">
   <description/>
   <target>
   <inSequence>
      <log level="full">
         <property name="received" value="true"/>
      </log>
      <send>
         <endpoint>
            <address
uri="rabbitmq://?rabbitmq.server.host.name=localhost&amp;rabbitmq.serve
r.port=5672&amp;rabbitmq.server.user.name=guest&amp;rabbitmq.server.pas
sword=guest&amp;rabbitmq.queue.name=rpc_queue&amp;rabbitmq.queue.routin
g.key=rpc_queue&amp;rabbitmq.replyto.name=dummy"/>
         </endpoint>
      </send>
   </inSequence>
   <outSequence>
      <log level="full">
         <property name="response" value="true"/>
      </log>
      <send/>
   </outSequence>
   </target>
</proxy>

The following is the code for a sample RPC server:

package rpc;

import com.rabbitmq.client.AMQP.BasicProperties;
import com.rabbitmq.client.Channel;
import com.rabbitmq.client.Connection;
import com.rabbitmq.client.ConnectionFactory;
import com.rabbitmq.client.QueueingConsumer;
import java.util.concurrent.TimeoutException;
import java.io.IOException;

public class RPCServer {

    public static void main(String[] argv) {
        Connection connection = null;
        Channel channel;
        try {
            ConnectionFactory factory = new ConnectionFactory();
            factory.setHost("localhost");
            connection = factory.newConnection();
            channel = connection.createChannel();
            QueueingConsumer consumer = new QueueingConsumer(channel);
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            channel.basicConsume("rpc_queue", false, consumer);

            System.out.println(" [x] Awaiting RPC requests");

            while (true) {
                String response = null;
                QueueingConsumer.Delivery delivery =
consumer.nextDelivery();
                BasicProperties props = delivery.getProperties();
                BasicProperties replyProps =
                        new
BasicProperties.Builder().correlationId(props.getCorrelationId()).conte
ntType("text/xml")
                                                     .build();

                response =
                        "<soapenv:Envelope
xmlns:soapenv=\"http://schemas.xmlsoap.org/soap/envelope/\" " +
                        "xmlns:ser=\"http://services.samples\"
xmlns:xsd=\"http://services.samples/xsd\">\n" +
                        "   <soapenv:Header/>\n" +
                        "   <soapenv:Body>\n" +
                        "      <ser:placeOrder>\n" +
                        "         <!--Optional:-->\n" +
                        "         <ser:order>\n" +
                        "            <!--Optional:-->\n" +
                        "            <xsd:price>10</xsd:price>\n" +
                        "            <!--Optional:-->\n" +
                        "            <xsd:quantity>5</xsd:quantity>\n"
+
                        "            <!--Optional:-->\n" +
                        "            <xsd:symbol>RMQ</xsd:symbol>\n" +
                        "         </ser:order>\n" +
                        "      </ser:placeOrder>\n" +
                        "   </soapenv:Body>\n" +
                        "</soapenv:Envelope>";

                String replyToQueue = props.getReplyTo();
                System.out.println("Publishing to : " + replyToQueue);
                channel.basicPublish("", replyToQueue, replyProps,
response.getBytes("UTF-8"));
               
channel.basicAck(delivery.getEnvelope().getDeliveryTag(), false);
            }

        } catch (InterruptedException e) {
            e.printStackTrace();
        } catch (IOException e) {
            e.printStackTrace();
        } catch (TimeoutException e) {
            e.printStackTrace();
        } finally {
            if (connection != null) {
                try {
                    connection.close();
                } catch (IOException e) {
                    e.printStackTrace();
                }
            }
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        }
    }
}

TCP Transport

The TCP transport allows you to send and receive SOAP messages over the Transmission Control Protocol (TCP) to the TCP Proxy through the same
TCP connection.

The TCP transport is included with the WSO2 Enterprise Integrator (WSO2 EI) distribution, but must be enabled before use. To enable the TCP transport,
open the  file in a text editor and add the following transport receiver configuration and sender configuration:<EI_HOME>/conf/axis2/axis2.xml

<!-- Enable TCP message -->  
<transportReceiver name="tcp"
class="org.apache.axis2.transport.tcp.TCPTransportListener">
    <parameter name="transport.tcp.port">6060</parameter>
</transportReceiver>

<transportSender name="tcp"
class="org.apache.axis2.transport.tcp.TCPTransportSender"/>

If you want to use the sample Axis2 client to send TCP messages, uncomment the TCP transport sender configuration in the following file:

<EI_HOME>/samples/axis2Client/client_repo/conf/axis2.xml

Transport receiver parameters
Sending multiple messages via the same TCP channel

Transport receiver parameters

Parameter Name Description Required Possible Values

port The port on which the TCP server should listen for incoming messages. No A positive integer less than 65535

hostname The host name of the server to be displayed in WSDLs, etc. No A valid host name or an IP address

contentType The content type of the input message No A valid content type (e.g., , application/xml ap
,  etc.)plication/json text/html

responseClient Whether the client needs to get the response or not No True or false

For more information, see .Working with Transports

Sending multiple messages via the same TCP channel

Generally, you can send only one message via one generic TCP channel as described above. Nevertheless, WSO2 EI also supports sending multiple
messages via the same TCP channel by splitting them in different ways.

Hence, the TCP transport needs to determine the end of the message that is mediated through the EI to split it by a character, a sequence of characters,
message length and special characters in hex form. Client can select which input type to use to send the request to the TCP proxy out of the available
options (i.e., binary and String). Splitting the message by a single character is the most efficient method. 

Following are the properties that are specific to sending multiple messages via the same TCP channel.

Property Description Required Possible Values Default Value

recordDelimiterType Type of the record
delimiter you use to split
the message

No Character, byte or String String

The TCP transport supports sending messages from a Web Socket to a TCP channel.
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recordDelimiter The delimiter of the record 
you use to split the
message

No A valid vale that matches
the specified delimiter type

N/A

recordLength Length of the message to
be split. If you set this,
then the delimiter
properties are omitted.

No A valid integer value. This
will be identified in bytes.

N/A

inputType Input type of the message No String or binary String

You can split the following sample request input message in different ways as explained below.

<soapenv:Envelope
xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/">""<soapenv:He
ader/><soapenv:Body/></soapenv:Envelope>"

Splitting by a character

The sample proxy below splits the message by a character. It receives a message with an empty body, which it will forward to the HTTP endpoint after
enriching the body with the symbolic value " ".IBM
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<proxy name="TCPProxy" 
          transports="tcp" 
          startOnLoad="true" 
          trace="disable"> 
      <description/> 
      <target> 
         <inSequence> 
            <property name="symbol" value="IBM" scope="default"
type="STRING"/> 
            <enrich> 
               <source type="inline" clone="true"> 
                  <m:getQuote xmlns:m="http://services.samples"> 
                     <m:request> 
                        <m:symbol>?</m:symbol> 
                     </m:request> 
                  </m:getQuote> 
               </source> 
               <target type="body"/> 
            </enrich> 
            <enrich> 
               <source type="property" clone="true" property="symbol"/>

               <target xmlns:m="http://services.samples"
xpath="//m:getQuote/m:request/m:symbol"/> 
            </enrich> 
            <log level="full" separator=","/> 
            <send> 
               <endpoint> 
                  <address
uri="http://localhost:9000/services/SimpleStockQuoteService"
format="soap11"/> 
               </endpoint> 
            </send> 
         </inSequence> 
         <outSequence> 
            <log level="full"/> 
            <send/> 
         </outSequence> 
      </target> 
      <parameter name="transport.tcp.responseClient">true</parameter> 
      <parameter name="transport.tcp.recordDelimiter">|</parameter> 
      <parameter name="transport.tcp.inputType">string</parameter> 
      <parameter name="transport.tcp.port">6789</parameter> 
      <parameter
name="transport.tcp.recordDelimiterType">character</parameter> 
      <parameter name="transport.tcp.contentType">text/xml</parameter> 
   </proxy>

Splitting by a special character

The sample proxy below splits the input message by appending a special character to the end of the message.
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<proxy name="TCPProxy" 
          transports="tcp" 
          startOnLoad="true" 
          trace="disable"> 
      <description/> 
      <target> 
         <inSequence> 
            <property name="symbol" value="IBM" scope="default"
type="STRING"/> 
            <enrich> 
               <source type="inline" clone="true"> 
                  <m:getQuote xmlns:m="http://services.samples"> 
                     <m:request> 
                        <m:symbol>?</m:symbol> 
                     </m:request> 
                  </m:getQuote> 
               </source> 
               <target type="body"/> 
            </enrich> 
            <enrich> 
               <source type="property" clone="true" property="symbol"/>

               <target xmlns:m="http://services.samples"
xpath="//m:getQuote/m:request/m:symbol"/> 
            </enrich> 
            <log level="full" separator=","/> 
            <send> 
               <endpoint> 
                  <address
uri="http://localhost:9000/services/SimpleStockQuoteService"
format="soap11"/> 
               </endpoint> 
            </send> 
         </inSequence> 
         <outSequence> 
            <log level="full"/> 
            <send/> 
         </outSequence> 
      </target> 
      <parameter name="transport.tcp.recordDelimiter">0x03</parameter> 
      <parameter name="transport.tcp.responseClient">true</parameter> 
      <parameter name="transport.tcp.inputType">binary</parameter> 
      <parameter name="transport.tcp.port">6789</parameter> 
      <parameter
name="transport.tcp.recordDelimiterType">byte</parameter> 
      <parameter name="transport.tcp.contentType">text/xml</parameter> 
   </proxy>

Splitting by a character sequence

The sample proxy below splits the input message by a sequence of characters.
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<proxy name="TCPProxy" 
          transports="tcp" 
          startOnLoad="true" 
          trace="disable"> 
      <description/>
<target> 

        <inSequence> 
            <property name="symbol" value="IBM" scope="default"
type="STRING"/> 
            <enrich> 
               <source type="inline" clone="true"> 
                  <m:getQuote xmlns:m="http://services.samples"> 
                     <m:request> 
                        <m:symbol>?</m:symbol> 
                     </m:request> 
                  </m:getQuote> 
               </source> 
               <target type="body"/> 
            </enrich> 
            <enrich> 
               <source type="property" clone="true" property="symbol"/>

               <target xmlns:m="http://services.samples"
xpath="//m:getQuote/m:request/m:symbol"/> 
            </enrich> 
            <log level="full" separator=","/> 
            <send> 
               <endpoint> 
                  <address
uri="http://localhost:9000/services/SimpleStockQuoteService"
format="soap11"/> 
               </endpoint> 
            </send> 
         </inSequence> 
         <outSequence> 
            <log level="full"/> 
            <send/> 
         </outSequence> 
      </target>
<parameter name="transport.tcp.responseClient">true</parameter> 
      <parameter name="transport.tcp.recordDelimiter">split</parameter>
      <parameter name="transport.tcp.inputType">string</parameter> 
      <parameter name="transport.tcp.port">6789</parameter> 
      <parameter
name="transport.tcp.recordDelimiterType">string</parameter> 
      <parameter name="transport.tcp.contentType">text/xml</parameter> 
 </proxy>

Developing the Java Client for the Transport

The sample Java Client below splits the input message by a special character. (Also, you can develop a character delimiter client by changing the below
client accordingly.)

import java.io.ByteArrayOutputStream;
 import java.io.IOException;
 import java.io.InputStream;
 import java.io.OutputStreamWriter;
 import java.io.PrintWriter;
 import java.net.Socket;
 
 public class TCPClient {
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 String host = "localhost";
 int port = 6789;
 Socket socket = null;
 int count = 0;
 
 public static void main(String args[]) throws Exception {
 Character aByte = 0x10;
 TCPClient client = new TCPClient();
 String message = "<soapenv:Envelope
xmlns:soapenv=\"http://schemas.xmlsoap.org/soap/envelope/\">"
                 +
"<soapenv:Header/><soapenv:Body/></soapenv:Envelope>" + aByte;
 client.sendToServer(message);
 client.recieveFromServer();
 client.sendToServer(message);
 client.recieveFromServer();
 client.close();
 }
 
 TCPClient() throws Exception {
 socket = new Socket(host, port);
 }
 
 void sendToServer(String msg) throws Exception {
 //create output stream attached to socket
 PrintWriter outToServer = new PrintWriter(new
OutputStreamWriter(socket.getOutputStream()));
 //send msg to server
 outToServer.print(msg);
 outToServer.flush();
 }
 
 void recieveFromServer() throws Exception {
 char delimiter = 0x10;
 InputStream inFromServer = socket.getInputStream();
 //read from server
 int next = inFromServer.read();
 ByteArrayOutputStream bos = new ByteArrayOutputStream();
 while (next > -1) {
 if (delimiter != next) {
 bos.write(next);
 }
 next = inFromServer.read();
 if (delimiter == next) {
 System.out.println(new String(bos.toByteArray()));
 count++;
 if (count == 1 || count == 2) {
 break;
 }
 bos = new ByteArrayOutputStream();
 }
 }
 
 if (count == 2) {
 close();
 }
 }
 
 void close() throws IOException {
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 socket.close();
 }
 }

UDP Transport

The UDP transport allows the WSO2 Enterprise Integrator to handle messages in user datagram protocol (UDP) format. The axis2-transport-udp.ja
 archive file contains the following UDP transport implementation classes, which are part of the Apache WS-Commons Transports project:r

org.apache.axis2.transport.udp.UDPListener
org.apache.axis2.transport.udp.UDPSender

To enable the , open the  file in a text editor and add the following transport configurations:UDP transport <EI_HOME>/conf/axis2/axis2.xml

<transportReceiver name="udp"
class="org.apache.axis2.transport.udp.UDPListener"/>
<transportSender name="udp"
class="org.apache.axis2.transport.udp.UDPSender"/>

If you want to use the sample Axis2 client to send UDP messages, add the UDP transport sender configuration in the <EI_HOME>/samples/axis2Clie
file as well. For an example of using the UDP transport, see .nt/client_repo/conf/axis2.xml  Sample 267: Switching from UDP to HTTP/S

HL7 Transport

The HL7 transport allows you to handle  (HL7) messages. The following sections describe how to install, enable, and configureHealth Level 7 International
the HL7 transport: 

Enabling the transport
Configuring the transport

Conformance profile
Message pre-processing
Acknowledgement

Configuring application acknowledgement
Validating messages
Configuring the thread pool
Storing messages

Creating an HL7 Proxy Service
Accept acknowledgement
Application acknowledgement

Exchanging HL7 messages with the File System
Transferring messages from file system to file system
Transferring messages between HL7 and the file system
Transferring messages between HL7 and FTP

Enabling the transport

You can   using this transport after enabling it. You enable the HL7 transport in the   file create an HL7 proxy service <EI_HOME>/conf/axis2/axis2.xml
as follows:

WSO2 Enterprise Integrator(WSO2 EI) uses the HAPI parser to provide HL7 support, which currently does not support HL7v3.

http://www.hl7.org/about/index.cfm?ref=common
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<transportReceiver name="hl7"
class="org.wso2.carbon.business.messaging.hl7.transport.HL7TransportLis
tener">
    <parameter name="port">9292</parameter>
</transportReceiver>
<transportSender name="hl7"
class="org.wso2.carbon.business.messaging.hl7.transport.HL7TransportSen
der">
    <!--parameter name="non-blocking">true</parameter-->
</transportSender>
...
<messageFormatters>
  <messageFormatter contentType="application/edi-hl7"
class="org.wso2.carbon.business.messaging.hl7.message.HL7MessageFormatt
er"/>
...
</messageFormatters>
...
<messageBuilders>
  <messageBuilder contentType="application/edi-hl7"
class="org.wso2.carbon.business.messaging.hl7.message.HL7MessageBuilder
"/>
</messageBuilders>

Configuring the transport

When , you can optionally configure the following behavior of the HL7 transport.creating an HL7 proxy service

Conformance profile

Add the parameter "transport.hl7.ConformanceProfilePath" in the proxy service to point to a URL where the HL7 conformance profile (XML file) can be
found.

Message pre-processing

Add the "transport.hl7.MessagePreprocessorClass" parameter in the proxy service to point to an implementation class of the interface
"org.wso2.carbon.business.messaging.hl7.common.HL7MessagePreprocessor", which is used to process raw HL7 messages before parsing them so that
potential errors in the messages can be rectified using the transport.

Acknowledgement

You can enable or disable automatic message acknowledgment. When automatic message acknowledgment is enabled, an ACK is immediately sent back
to the client after receiving a message. When it is disabled, the user is given control to send back an ACK/NACK message from an integration sequence
after any message validations or related tasks.

When using a transport such as HTTP, to create an ACK/NACK message from an HL7 message in the flow, specify an axis2 scope message context
property "HL7_GENERATE_ACK" and set its value to true. This ensures that an ACK/NACK message is created automatically when a message is sent
(using the HL7 formatter). By default, an ACK message is created. If a NACK message is required instead, use the message context properties
"HL7_RESULT_MODE" and "HL7_NACK_MESSAGE" as described below.

In the proxy service, add the following parameters to enable or disable auto-acknowledgement and validation:

<proxy>...
   <parameter name="transport.hl7.AutoAck">true|false</parameter> <!--
default is true -->
</proxy> 

When ‘AutoAck’ is false, you can set the following properties inside an integration sequence.
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<property name="HL7_RESULT_MODE" value="ACK|NACK" scope="axis2" /> <!--
notice the properties should be in axis2 scope --> 

When the result mode is ‘NACK’, you can use the following property to provide a custom description of the error message.

<property name="HL7_NACK_MESSAGE" value="<ERROR MESSAGE>" scope="axis2"
/>

You can use the property "HL7_RAW_MESSAGE" in the axis2 scope to retrieve the original raw EDI format HL7 message in an in sequence. The user
doesn't have to convert from XML to EDI again, so this usage may be particularly helpful inside a custom mediator.

To control the encoding type of incoming messages, set the Java system property "ca.uhn.hl7v2.llp.charset".
Configuring application acknowledgement

In general, we don't wait for the back-end application's response before sending an "accept-acknowledgement" message to the client. If you do want to wait
for the application's response before sending the message, define the following property in the InSequence:
<property name="HL7_APPLICATION_ACK" value="true" scope="axis2"/> 

In this case, the request thread will wait until the back-end application returns the response before sending the "accept-acknowledgement" message to the
client. You can configure how long request threads wait for the application's response by configuring the time-out in milliseconds at the transport level:

<transportReceiver name="hl7" class="org.wso2.carbon.business.messaging.hl7.transport.HL7TransportListener"> 
     <parameter name="transport.hl7.TimeOut">1000</parameter>

</transportReceiver>

For more information on configuring the proxy service for application acknowledgment, see  in Application acknowledgement Creating an HL7 Proxy Service
.

Validating messages

By default, the HL7 transport validates messages before building their XML representation. You configure validation with the following parameter in the
proxy service:

<proxy>...
   <parameter
name="transport.hl7.ValidateMessage">true|false</parameter> <!--
default is true -->
</proxy> 

When  is set to false, you can set the following parameters to handle invalid messages:transport.hl7.ValidateMessage

 transport.hl7.BuildInvalidMessages : when set to , true builds a SOAP envelope with the contents of the raw HL7 message inside the 
 element.<rawMessage>

: when  is set to , you use this parameter to specify  transport.hl7. PassThroughInvalidMessages   BuildInvalidMessages true
whether to pass this message through (true) or to throw a fault (false).

The following diagram illustrates these flows.

Configuring the thread pool

The HL7 transport uses a thread pool to manage connections. A larger thread pool provides greater performance, because the transport can process more
messages simultaneously, but it also uses more memory. You can add the following properties to the proxy service to configure the thread pool to suit your
environment:

transport.hl7.corePoolSize: the core number of threads in the pool. Default is 10.
transport.hl7.maxPoolSize: the maximum number of threads that can be in the pool. Default is 20.
transport.hl7.idleThreadKeepAlive: the time in milliseconds to keep idle threads alive before releasing them. Default is 10000 (10
seconds). 
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Storing messages

You can use the HL7 message store to automatically store HL7 messages, allowing you to audit and replay messages as needed. The HL7 store is a
To use the message store, you take the following steps:custom message store implementation on top of Open JPA. 

Create an empty database in your RDBMS, and then create a message store configuration that points to that database.
Create a sequence that points to that message store configuration.

For example:
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<definitions xmlns="http://ws.apache.org/ns/synapse">

   <proxy name="HL7Store" startOnLoad="true" trace="disable"
transports=”hl7”>
      <description/>
      <target>
         <inSequence>
            <property name="HL7_RESULT_MODE" value="ACK"
scope="axis2"/>
            <log level="full"/>
            <property name="messageType" value="application/edi-hl7"
scope="axis2"/>
            <clone>
               <target sequence="StoreSequence"/>
               <target sequence="SendSequence"/>
            </clone>
         </inSequence>
      </target>
      <parameter name="transport.hl7.AutoAck">false</parameter>
      <parameter name="transport.hl7.Port">55557</parameter>
      <parameter name="transport.hl7.ValidateMessage">false</parameter>
   </proxy>

   <sequence name="StoreSequence">
      <property name="OUT_ONLY" value="true"/>
      <store messageStore="HL7StoreJPA"/>
   </sequence>

   <sequence name="SendSequence">
      <in>
         <send>
            <endpoint>
               <address uri="hl7://localhost:9988"/>
            </endpoint>
         </send>
      </in>
      <out>
         <log level="full"/>
         <drop/>
      </out>
   </sequence>

   <messageStore
class="org.wso2.carbon.business.messaging.hl7.store.jpa.JPAStore"
                 name="HL7StoreJPA">
      <parameter
name="openjpa.ConnectionDriverName">org.apache.commons.dbcp.BasicDataSo
urce</parameter>
      <parameter
name="openjpa.ConnectionProperties">DriverClassName=com.mysql.jdbc.Driv
er, Url=jdbc:mysql://localhost/hl7storejpa,  MaxActive=100, 
MaxWait=10000,  TestOnBorrow=true,  Username=root, 
Password=root</parameter>
      <parameter
name="openjpa.jdbc.DBDictionary">blobTypeName=LONGBLOB</parameter>
   </messageStore>

</definitions>

In this configuration, when the HL7 proxy service runs, an HL7 service will start listening on the port defined in the  servicetransport.hl7.Port
parameter. When an HL7 message arrives, the proxy will send an ACK back to the client as specified in the HL7_RESULT_MODE property. The Clone
mediator is used inside the proxy to replicate the message into the Send and Store sequences, where the message is sent to the specified endpoint and is
also stored in the message store HL7StoreJPA.

The HL7StoreJPA message store is a custom message store implemented in org.wso2.carbon.business.messaging.hl7.store.jpa.JPAStore
. It takes   as parameters. In this example, the  and  propertiOpenJPA properties openjpa.ConnectionProperties openjpa.ConnectionDriverName

http://openjpa.apache.org/builds/1.0.1/apache-openjpa-1.0.1/docs/manual/ref_guide_conf_openjpa.html
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2.  
3.  
4.  

es are used to create an Apache DBCP pooled connection set to a MySQL database. You will need to create the database specified in the connection
properties and provide the database authentication details matching your datab into ase. You may also need to place the JDBC drivers for your database <

. EI_HOME>/lib  

You can view the messages in this message store using the HL7 Console UI. You can search for messages on the unique message UUID or HL7 specific
Control ID. The search field supports the wildcard ‘%’ to allow LIKE queries. The table can also be filtered to search for content within messages.

Selected messages can be edited and injected into a proxy service. Reinjecting a message to the same service will result in a new message being stored
with a different message UUID.

Creating an HL7 Proxy Service

You can create a proxy service that uses the HL7 transport, to connect to an HL7 server. This proxy service will receive HL7-client connections and send
them to the HL7 server. It can also receive XML messages over HTTP/HTTPS and transform them into HL7 before sending them to the server, and it will
transform the HL7 responses back into XML.

To create the HL7 proxy service:

In the , create a custom proxy service (see ).Management Console Adding a Proxy Service
In the transports list, specify , , and .https http hl7
Create an Address Endpoint with the URL of the HL7 server host and port, such as: hl7://localhost:9988
Add the following parameter to the proxy service (required to enable the transport):
<parameter name="transport.hl7.Port">9292</parameter>

For example:

<proxy xmlns="http://ws.apache.org/ns/synapse" name="hl7testproxy"
transports="https,http,hl7" statistics="disable" trace="disable"
startOnLoad="true">
       <target>
          <inSequence>
             <log level="full" />
          </inSequence>
          <outSequence>
             <log level="full" />
             <send />
          </outSequence>
          <endpoint
name="endpoint_urn_uuid_9CB8D06C91A1E996796270828144799-1418795938">
             <address uri="hl7://localhost:9988" />
          </endpoint>
       </target>
       <parameter name="transport.hl7.Port">9292</parameter>
    </proxy>

For information on additional configuration you can set on the HL7 transport, see .HL7 Transport

Accept acknowledgement

If user doesn't want to wait for the back-end service to process the message and only needs acknowledgment from the system that the message was
received, you can configure the proxy service to send an ACK/NACK message after the message is received. For example:

If you want to try the example configurations on this page, you must have an HL7 client and HL7 back-end application set up and running. To
see a sample that illustrates how to create an HL7 client and back-end application, see: 
https://github.com/wso2/carbon-mediation/tree/v4.6.6/components/business-adaptors/hl7/org.wso2.carbon.business.messaging.hl7.samples/src
/main/java/org/wso2/carbon/business/messaging/hl7/samples

https://docs.wso2.com/display/EI650/Running+the+Product#RunningtheProduct-run
https://github.com/wso2/carbon-mediation/tree/v4.6.6/components/business-adaptors/hl7/org.wso2.carbon.business.messaging.hl7.samples/src/main/java/org/wso2/carbon/business/messaging/hl7/samples
https://github.com/wso2/carbon-mediation/tree/v4.6.6/components/business-adaptors/hl7/org.wso2.carbon.business.messaging.hl7.samples/src/main/java/org/wso2/carbon/business/messaging/hl7/samples
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<proxy name="HL7Proxy" transports="hl7" startOnLoad="true"
trace="disable">
    <description/>
    <target>
        <inSequence>
            <property name="HL7_RESULT_MODE" value="ACK"
scope="axis2"/>
            <property name="HL7_GENERATE_ACK" value="true"
scope="axis2"/>
            <send>
               <endpoint
name="endpoint_urn_uuid_9CB8D06C91A1E996796270828144799-1418795938">
                    <address uri="hl7://localhost:9988"/>
                </endpoint>
            </send>
        </inSequence>
        <outSequence>
            <log level="custom">
                <property name="OUT" value="***********out sequence
proxy2***********"/>
            </log>
           <drop/>
        </outSequence>
     </target>
     <parameter name="transport.hl7.AutoAck">false</parameter>
     <parameter name="transport.hl7.ValidateMessage">false</parameter>
</proxy>

Application acknowledgement

If you want to wait for the application's response before sending the acknowledgment message (see ), you addConfiguring application acknowledgement
the HL7_APPLICATION_ACK property to the inSequence and any additional HL7 properties and transport parameters as needed. For example:

<proxy xmlns="http://ws.apache.org/ns/synapse" name="HL7Proxy"
transports="hl7" statistics="disable" trace="disable"
startOnLoad="true"> 
  <target> 
      <inSequence> 
           <property name="HL7_APPLICATION_ACK" value="true"
scope="axis2"/>  
            <send> 
                  <endpoint
name="endpoint_urn_uuid_9CB8D06C91A1E996796270828144799-1418795938"> 
                          <address uri="hl7://localhost:9988"/> 
                   </endpoint> 
             </send> 
      </inSequence> 
      <outSequence>  
           <property name="HL7_RESULT_MODE" value="NACK"
scope="axis2"/> 
           <property name="HL7_NACK_MESSAGE" value="error msg"
scope="axis2"/> 
           <send/> 
      </outSequence> 
  </target> 
  <parameter name="transport.hl7.AutoAck">false</parameter> 
  <parameter name="transport.hl7.ValidateMessage">true</parameter> 
  <description></description> 
</proxy>
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Exchanging HL7 messages with the File System

The following samples demonstrate how to read and write HL7 messages to and from the file system using the  and  :HL7 Transport VFS Transport

Enabling the transport
Configuring the transport

Conformance profile
Message pre-processing
Acknowledgement

Configuring application acknowledgement
Validating messages
Configuring the thread pool
Storing messages

Creating an HL7 Proxy Service
Accept acknowledgement
Application acknowledgement

Exchanging HL7 messages with the File System
Transferring messages from file system to file system
Transferring messages between HL7 and the file system
Transferring messages between HL7 and FTP

For more information on creating an HL7 proxy service, see .Creating an HL7 Proxy Service

Transferring messages from file system to file system

WSO2 Enterprise Integrator(WSO2 EI) allows messages to be transferred between HL7 and the file system using the HL7 and VFS transports. To begin,
ensure that you have the VFS and HL7 transports enabled by uncommenting the relevant transportReceiver and transportSender elements inside the <EI_

 file. You must also uncomment the relevant builder/formatter pair to enable WSO2 EI to work with the HL7 messageHOME>/conf/axis2/axis2.xml
format. For more information, see  and  .HL7 Transport VFS Transport

Once you have enabled the transports and started the WSO2 EI server, use the following proxy service configuration to run the sample. 

<proxy xmlns="http://ws.apache.org/ns/synapse"
name="FileSystemToFileSystem" transports="vfs">
  <target>
    <inSequence>
      <property name="OUT_ONLY" value="true" scope="default"
type="STRING"/>
      <property name="transport.vfs.ReplyFileName"
expression="get-property('transport','FILE_NAME')" scope="transport"
type="STRING"/>
      <log level="full"/>
      <send>
        <endpoint>
          <address uri="vfs:file:///tmp/out"/>
        </endpoint>
      </send>
    </inSequence>
  </target>
  <parameter name="transport.PollInterval">5</parameter>
  <parameter name="transport.vfs.FileURI">/tmp/in</parameter>
  <parameter name="transport.vfs.FileNamePattern">.*\.hl7</parameter>
  <parameter
name="transport.vfs.ContentType">application/edi-hl7;charset="iso-8859-
15"</parameter>
  <parameter name="transport.hl7.ValidateMessage">false</parameter>
</proxy>

Now, copy the following HL7 message into a text editor and save it as an  file inside the directory you specified with the  p.hl7 transport.vfs.FileURI
arameter (  in the above example)./tmp/in

MSH|^~\&|Abc|Def|Ghi|JKL|20131231000000||ADT^A01|1234567|P|2.6|||NE|NE|CH|

The proxy service is configured to detect  files in the   directory. We have also configured the VFS content type as the .hl7 transport.vfs.FileURI app
 MIME type with an optional charset encoding. When you save the  file to that directory, the proxy service invokes the HL7lication/edi-hl7 .hl7

This sample uses the UNIX temporary directory /tmp/ in several VFS parameters; be sure to change them to match a location in your file system.

https://docs.wso2.com/display/EI6xx/HL7+Transport#HL7Transport-createCreatinganHL7ProxyService
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builders/formatters and builds the HL7 message into its equivalent XML format. It then prints the XML representation of the message on the management
console and forwards the message to the VFS endpoint ‘/tmp/out’.

For more information on configuring these transports and general properties you can set, see the following topics:

HL7 Transport
VFS Transport
Properties Reference

Transferring messages between HL7 and the file system

Now, let's look at how we can send and receive files between an HL7 service and the file system. For this scenario, we will use the  toHAPI Test Panel
send messages to WSO2 EI. As with the previous example, ensure that you have the VFS and HL7 transports and their builders/formatters enabled, and
replace the temporary directories shown in the sample with actual directories on your file system.

<proxy xmlns="http://ws.apache.org/ns/synapse" 
     name="HL7ToFileSystem" 
     transports="hl7" 
     statistics="disable" 
     trace="disable" 
     startOnLoad="true"> 
 <target> 
    <inSequence> 
       <log level="full"/> 
       <property name="HL7_RESULT_MODE" value="ACK" scope="axis2"/> 
       <property name="OUT_ONLY" value="true"/> 
       <property name="transport.vfs.ReplyFileName" 
                 expression="fn:concat(get-property('SYSTEM_DATE',
'yyyyMMdd.HHmmssSSS'), '.xml')" 
                 scope="transport"/> 
       <send> 
          <endpoint> 
             <address uri="vfs:file:///tmp/out"/> 
          </endpoint> 
       </send> 
    </inSequence> 
 </target> 
 <parameter name="transport.hl7.AutoAck">false</parameter> 
 <parameter name="transport.hl7.Port">55555</parameter> 
 <parameter name="transport.hl7.ValidateMessage">false</parameter> 
 <description/> 
</proxy> 

To invoke this proxy, use the HAPI Test Panel to connect to the HL7 service at the specified port and send a test message. When this proxy service runs,
an HL7 service will start listening on the port defined in the  parameter. When the HL7 message arrives, the proxy will send antransport.hl7.Port
ACK back to the client as specified in the HL7_RESULT_MODE property. The HL7 message is then processed through WSO2 EI and sent to the VFS
endpoint, which will save the HL7 message in ‘/tmp/out’.

Transferring messages between HL7 and FTP

The following configuration is similar to the previous example, but it illustrates how to process files between an HL7 endpoint and files accessed through
FTP. To run this sample, first set up an endpoint by starting a new receiver connection in the HAPI Test Panel on port 9988. You then configure this
endpoint in the Send mediator as shown in the following proxy service example. The proxy service will detect  files in the   .hl7 transport.vfs.FileURI
directory and send them to the HL7 endpoint.

http://hl7api.sourceforge.net/hapi-testpanel/index.html
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<proxy xmlns="http://ws.apache.org/ns/synapse"
       name="SFTPToHL7"
       transports="vfs"
       statistics="disable"
       trace="disable"
       startOnLoad="true">
   <target>
      <inSequence>
         <property name="OUT_ONLY" value="true" scope="default"
type="STRING"/>
         <log level="full"/>
         <send>
            <endpoint>
               <address uri="hl7://localhost:9988"/>
            </endpoint>
         </send>
      </inSequence>
      <outSequence>
         <drop/>
      </outSequence>
   </target>
   <parameter name="transport.vfs.ReconnectTimeout">2</parameter>
   <parameter name="transport.vfs.ActionAfterProcess">MOVE</parameter>
   <parameter name="transport.PollInterval">5</parameter>
   <parameter name="transport.hl7.AutoAck">false</parameter>
   <parameter
name="transport.vfs.MoveAfterProcess">vfs:sftp://user:pass@localhost/vf
s/out</parameter>
   <parameter
name="transport.vfs.FileURI">vfs:sftp://user:pass@localhost/vfs/in</par
ameter>
   <parameter
name="transport.vfs.MoveAfterFailure">vfs:sftp://user:pass@localhost/vf
s/failed</parameter>
   <parameter name="transport.vfs.FileNamePattern">.*\.hl7</parameter>
   <parameter
name="transport.vfs.ContentType">application/edi-hl7;charset="iso-8859-
15"</parameter>
   <parameter name="transport.vfs.ActionAfterFailure">MOVE</parameter>
   <parameter name="transport.hl7.ValidateMessage">false</parameter>
   <description/>
</proxy>  

Once you start the endpoint of the WSO2 EI server, if you place an HL7 message in the  directory, you will be able to see thetransport.vfs.FileURI
message passed to the HL7 endpoint in the HAPI Test Panel.

Multi-HTTPS Transport

The  is similar to the , but it allows you to have different SSL profiles with separate truststores and keystoresMulti-HTTPS transport HTTPS-NIO transport
for different hosts using the same WSO2 Enterprise Integrator(WSO2 EI) server. WSO2 EI uses truststores and a keystores for SSL protocol
implementation. WSO2 EI can listen to different host IPs and ports for incoming HTTPS connections, and each IP/Port will have a separate SSL profile
configured.

Enabling the transport

The following  and  classes should be included in the WSO2 EI configuration in order to enable the Multi-HTTPStransport receiver transport sender
transport.

Transport receiver

The receiver class can either be  or org.apache.synapse.transport.nhttp.HttpCoreNIOMultiSSLListener org.apache.synapse.transpo
.rt.passthru.PassThroughHttpMultiSSLListener

You can enable the Multi-HTTPS transport receiver by adding the following configuration in the   file under the <EI_HOME>/conf/Axis2/axis2.xml Tran
 section:sport Ins (Listeners)
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<transportReceiver name="multi-https"
class="org.apache.synapse.transport.nhttp.HttpCoreNIOMultiSSLListener">
        <parameter name="port">8343</parameter>
        <parameter name="non-blocking">true</parameter>
        <parameter name="SSLProfiles">
            <profile>
                <bindAddress>192.168.1.2</bindAddress>
                <KeyStore>
                    <Location>/path/to/testhost1.p12</Location>
                    <Type>PKCS12</Type>
                    <Password>test</Password>
                    <KeyPassword>test</KeyPassword>
                </KeyStore>
            </profile>
            <profile>
                <bindAddress>192.168.1.3</bindAddress>
                <KeyStore>
                    <Location>/path/to/testhost2.p12</Location>
                    <Type>PKCS12</Type>
                    <Password>test</Password>
                    <KeyPassword>test</KeyPassword>
                </KeyStore>
            </profile>
            <profile>
                <bindAddress>192.168.1.4</bindAddress>
                <KeyStore>
                    <Location>/path/to/testhost3.p12</Location>
                    <Type>PKCS12</Type>
                    <Password>test</Password>
                    <KeyPassword>test</KeyPassword>
                </KeyStore>
                <TrustStore>
                    <Location>/path/to/testtrust.jks</Location>
                    <Type>JKS</Type>
                    <Password>nopassword</Password>
                </TrustStore>
                <SSLVerifyClient>require</SSLVerifyClient>
            </profile>
        </parameter>
</transportReceiver>

Transport sender

The sender class can either be  or org.apache.synapse.transport.nhttp.HttpCoreNIOSSLSender org.apache.synapse.transport.pass
.thru.PassThroughHttpSSLSender

You can enable the Multi-HTTPS transport sender by adding the following configuration in the   file under the <EI_HOME>/conf/Axis2/axis2.xml Trans
 section:port Outs (Senders)
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<transportSender name="https"
class="org.apache.synapse.transport.nhttp.HttpCoreNIOSSLSender">
     <parameter name="non-blocking" locked="false">true</parameter>
 <parameter name="customSSLProfiles">
  <profile>
  <servers>localhost:8244</servers>
  <KeyStore>
   <Location>repository/resources/security/esb.jks</Location>
   <Type>JKS</Type>
   <Password>123456</Password>
      <KeyPassword>123456</KeyPassword>
        </KeyStore>
  <TrustStore>   
           
<Location>repository/resources/security/esbtruststore.jks</Location>
   <Type>JKS</Type>
   <Password>123456</Password>
  </TrustStore>
  </profile>
    </parameter>
   <parameter name="keystore" locked="false">
            <KeyStore>                
               
<Location>repository/resources/security/wso2carbon.jks</Location>
                <Type>JKS</Type>
                <Password>wso2carbon</Password>
                <KeyPassword>wso2carbon</KeyPassword>
            </KeyStore>
    </parameter>
    <parameter name="truststore" locked="false">
            <TrustStore>               
               
<Location>repository/resources/security/client-truststore.jks</Location
>
                <Type>JKS</Type>
                <Password>wso2carbon</Password>
            </TrustStore>
     </parameter>
    <parameter name="HostnameVerifier">AllowAll</parameter>
</transportSender>

Synchronizing the profiles in a cluster

If you are running in a clustered environment and want your SSL profiles to be synchronised across the cluster nodes, you can move the   paSSLProfiles
rameter from   to   Then you can add the axis2.xml .<EI_HOME>/repository/deployment/server/multi_ssl_profiles.xml SSLProfilesCon

 parameter to the Multi-HTTPS transport receiver configuration in the   file and point to the new destination of the configuration.figPath axis2.xml

For example, the Multi-HTTPS transport configuration in the   file will now look as follows:axis2.xml

<transportReceiver name="multi-https"
class="org.apache.synapse.transport.nhttp.HttpCoreNIOMultiSSLListener">
        <parameter name="port">8343</parameter>
        <parameter name="non-blocking">true</parameter>
        <parameter name="SSLProfilesConfigPath">
         
 <filePath>/repository/deployment/server/multi_ssl_profiles.xml</filePa
th>
        </parameter>
</transportReceiver>
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To synchronise this configuration between two EI nodes, you must enable EI clustering and the SVN-Based Deployment Synchronizer.

The   directory will then be synchronized on the WSO2 EI nodes when the nodes are run in a clustered<EI_HOME>/repository/deployments/server
environment. If you change the   file, you must manually reload it into each WSO2 EI node by invoking the multi_ssl_profiles.xml reloadSSLProfi

 in the   MBean in JConsole. For more information, see  .leConfig org.apache.synapse.MultiSSLProfileReload JMX-based Monitoring

Dynamic SSL profiles

In addition to updating  with the SSL profile configurations, you can dynamically load the SSL profiles at runtime using a periodic schedule oraxis2.xml
JMX invocation. Now instead of reloading the entire  at runtime, you can reload the new configuration files that contain only the custom profileaxis2.xml
information for the sender and receiver.

Enabling dynamic SSL profiles

The following configuration changes should be done in the Multi-HTTPS transport receiver and sender.

Do the following changes in the Multi-HTTPS transport receiver:

Edit the  file and add the   parameter as follows to the multi-https<EI_HOME>/conf/Axis2/axis2.xml dynamicSSLProfilesConfig
transport listener:

<transportReceiver name="multi-https"
class="org.apache.synapse.transport.nhttp.HttpCoreNIOMultiSSLListener">
    <parameter name="port">8343</parameter>
    <parameter name="non-blocking">true</parameter>
 ..........
 <parameter name="dynamicSSLProfilesConfig">
  <filePath>conf/sslprofiles/listenerprofiles.xml</filePath>
  <fileReadInterval>3600000</fileReadInterval>  
 </parameter>
    .........
</transportReceiver>

Create the   file with the following configuration in the   directory:listenerprofiles.xml <EI_HOME>/conf/sslprofiles

Configuration for listenerprofiles.xml

<parameter name="SSLProfiles">
<profile>
  <bindAddress>192.168.0.123</bindAddress>
  <KeyStore>
   <Location>repository/resources/security/esb.jks</Location>
   <Type>JKS</Type>
   <Password>123456</Password>
   <KeyPassword>123456</KeyPassword>
      </KeyStore>
  <TrustStore>    
           
<Location>repository/resources/security/esbtruststore.jks</Location>
   <Type>JKS</Type>
   <Password>123456</Password>
  </TrustStore>
  <SSLVerifyClient>require</SSLVerifyClient>
   </profile>
</parameter>

Note:
You can configure the file path for the  file as required.listenerprofiles.xml

https://docs.wso2.com/display/ADMIN44x/JMX-Based+Monitoring
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The SSL profile will be applied to each request that is received at the IP specified within the  element.<bindAddress>

Do the following changes in the Multi-HTTPS transport sender:

Edit the   file and add the   parameter as follows:<EI_HOME>/conf/Axis2/axis2.xml dynamicSSLProfilesConfig

<transportSender name="https"
class="org.apache.synapse.transport.nhttp.HttpCoreNIOSSLSender">
    .......  
 <parameter name="dynamicSSLProfilesConfig">
  <filePath>repository/conf/sslprofiles/senderprofiles.xml</filePath>
  <fileReadInterval>3600000</fileReadInterval>  
 </parameter>
 .......
</transportSender>

Create the   file with the following configuration in the   directory:senderprofiles.xml <EI_HOME>/conf/sslprofiles

Configuration for senderprofiles.xml

<parameter name="customSSLProfiles">
 <profile>
  <servers>localhost:8244,192.168.1.234:8245</servers>
  <KeyStore>
   <Location>repository/resources/security/esb.jks</Location>
   <Type>JKS</Type>
   <Password>123456</Password>
      <KeyPassword>123456</KeyPassword>
        </KeyStore>
  <TrustStore>   
           
<Location>repository/resources/security/esbtruststore.jks</Location>
   <Type>JKS</Type>
   <Password>123456</Password>
  </TrustStore>
 </profile>
</parameter>

The SSL profile will be applied to each request that is sent to the destination server specified within the   element as IP:Port<servers>
combination.

Loading SSL profiles dynamically at runtime

You can either use a periodic schedule or a JMX invocation to apply custom profiles at runtime. The following section describes the two options in detail:

Periodic schedule - If you use this option, the WSO2 EI server will automatically check updates of the file content and apply the custom
profiles based on the value specified in the   parameter. For example, if you have set the   as 1 hour,fileReadInterval fileReadInterval
WSO2 EI will automatically check updates of the file content and apply the custom profile every 1 hour.

JMX Invocation - If you use this option, custom profiles will be applied dynamically by invoking the   method in thenotifyFileUpdate
respective sender/listener MBean under the   or   group in JConsole.ListenerSSLProfileReloader SenderSSLProfileReloader

The following table provides information on the parameters that you can set when you enable dynamic SSL profiles:

Parameter Name Description Default Value

Note:
You can configure the file path for the  file as required.senderprofiles.xml
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filePath The relative/absolute file path of the custom SSL profile
configuration XML file.

-

fileReadInterval The time interval (in milliseconds) in which configuration
updates will be loaded and applied at runtime. This
value should be greater than 1 minute.

3600000

MQ Telemetry Transport

MQ Telemetry Transport (MQTT) is a simple and lightweight network protocol for device communication. This is an easy to implement protocol that is
based on the principle of publish/subscribe. These characteristics make MQTT ideal for use in constrained environments.

For example,

When the network is expensive, has low bandwidth or is unreliable.
When running on an embedded device with limited processor or memory resources.

The MQTT transport implementation requires an MQTT server instance to be able to send and receive messages. The recommended MQTT server is the
Mosquitto message broker. 

Configuration parameters for the MQTT receiver and sender are XML fragments that represent MQTT connection factories.

Following is a sample MQTT connection factory configuration that consists of four connection factory parameters:

<parameter locked="false" name="mqttConFactory">
                <parameter locked="false"
name="mqtt.server.host.name">localhost</parameter>
                <parameter locked="false"
name="mqtt.server.port">1883</parameter>
                <parameter locked="false"
name="mqtt.client.id">esb.test.listener</parameter>
                <parameter locked="false"
name="mqtt.topic.name">esb.test2</parameter>
</parameter>

MQTT connection factory parameters

Following are details on the MQTT parameters that you can set:

Parameter Name Description Required Possible Values

mqtt.server.host.name The name of the host. Yes A valid host name

mqtt.server.port The port ID. Yes 1883,1885

mqtt.client.id The client ID. Yes A valid client ID

mqtt.topic.name The name of the topic Yes A valid topic name

mqtt.subscription.qos The QoS value. No 0, ,1 2

mqtt.session.clean Whether session clean should be
enabled or not.

No true, false

mqtt.ssl.enable Whether ssl should be enabled or
not.

No true , false

mqtt.subscription.usernam
e

The username for the subscription. No A valid user name

mqtt.subscription.passwor
d

The password for the subscription. No A valid password

mqtt.temporary.store.dire
ctory

The path of the directory to be used
as the persistent data store for
quality of service purposes.

No A valid local path. The default value
is the ESB temp path.

mqtt.blocking.sender Whether blocking sender should be
enabled or not.

No true , false
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mqtt.content.type The content type. No A valid content type. the default
content type is .text/plain

mqtt.message.retained Whether the messaging engine
should retain a published message
or not. This parameter can be used
only in the transport sender.

No true, false
The default value is .false

For a sample that demonstrates how Axis2 publishes a message on a particular topic, and how an MQTT client subscribed to that topic receives it, see  Sa
.mple 272:Publishing and Subscribing using EI's MQ Telemetry Transport

WebSocket Transport

The WebSocket transport implementation of WSO2 Enterprise Integrator(WSO2 EI) is based on the , and consists of an Axis2 senderWebSocket protocol
implementation for WebSockets and secure WebSockets. WebSocket is a protocol that provides full-duplex communication channels over a single TCP
connection, and can be used by any client or server application. This transport supports bi-directional message mediation.

The ESB Profile of WSO2 Enterprise Integrator (WSO2 EI) provides WebSocket support also via the  ,   aWebSocket Transport WebSocket Inbound Protocol
nd  .Secure WebSocket Inbound Protocol

Enabling the transport

The following transport sender class should be included in the WSO2 EI configuration to enable the WebSocket transport.

org.wso2.carbon.websocket.transport.WebsocketTransportSender

To enable the WebSocket transport sender

Edit the   file and uncomment the following WebSocket sender configuration:<EI_HOME>/conf/axis2/axis2.xml

<transportSender name="ws"
class="org.wso2.carbon.websocket.transport.WebsocketTransportSender">
      <parameter name="ws.outflow.dispatch.sequence"
locked="false">outflowDispatchSeq</parameter>
      <parameter name="ws.outflow.dispatch.fault.sequence"
locked="false">outflowFaultSeq</parameter>       
</transportSender>

To enable the secure WebSocket transport sender

Edit the   file and uncomment the following secure WebSocket sender configuration:<EI_HOME>/conf/axis2/axis2.xml

<transportSender name="wss"
class="org.wso2.carbon.websocket.transport.WebsocketTransportSender">
      <parameter name="ws.outflow.dispatch.sequence"
locked="false">outflowDispatchSeq</parameter>
      <parameter name="ws.outflow.dispatch.fault.sequence"
locked="false">outflowFaultSeq</parameter>
      <parameter name="ws.trust.store" locked="false">
           
<ws.trust.store.location>repository/resources/security/client-truststor
e.jks</ws.trust.store.location>
           
<ws.trust.store.Password>wso2carbon</ws.trust.store.Password>
      </parameter>
</transportSender>

SAP Integration

Systems, Applications, and Products (SAP) for data processing is an industry leading enterprise software solution that is widely used in product and
process oriented enterprises for finance, operations, HR and many other aspects of a business. SAP ERP solutions provide reliable and efficient platforms
to build and integrate enterprise or business-wide data and information systems with ease. 

http://tools.ietf.org/html/rfc6455
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The ESB profile of WSO2 Enterprise Integrator (WSO2 EI) leverages the best of both worlds by providing the integration layer so that an existing SAP R/3
based solutions of an enterprise can be integrated with other data/business oriented systems so that you can mix-and-match requirements with minimal
effort. As a result, enterprises can keep parts of their systems independent of SAP and extensible for many other systems, solutions and middleware.

The WSO2 SAP adapter is shipped with the ESB profile and is implemented as a transport for the ESB profile. This is provided in the <EI_HOME>/wso2/c
 directory as org.wso2.carbon.transports.sap-VERSION.jar (e.g. org.wso2.carbon.transports.sap_1.0.0.jar).omponents/plugins

The WSO2 SAP adapter has full IDoc and experimental BAPI support. It uses the SAP JCO library as the underlying framework to communicate with SAP.
 This section describes how to set up the ESB profile in a SAP environment, how to install the SAP JCo middleware library, SAP Intermediate Document
(IDoc) and Business Application Programming Interface (BAPI) adapters.

Installing the SAP Adapter |  | |  |  | Setting up the Client Configuration File Setting up the Server Configuration File Configuring WSO2 SAP Adapter Addition
 | al Configuration Parameter Troubleshooting

Installing the SAP Adapter

Follow the instructions below to install and set up the SAP adapter.

Download WSO2 EI and install the ESB Profile by following the instruction in the  .Installation Guide
Download the   and   middleware libraries from the SAP support portal and copy those libraries to the sapidoc3.jar sapjco3.jar <EI_HOME>/l

 directory.ib

Download the native SAP JCo library and copy it to the system path. You need to select the system path applicable to your operating system as
described below.

Linux 32-bit Copy the Linux native SAP jcolibrary  to .libsapjco3.so <JDK_HOME>/jre/lib/i386/server

Linux 64-bit Copy the Linux native SAP jcolibrary  to .libsapjco3.so <JDK_HOME>/jre/lib/amd64

Windows Copy the Windows native SAP jcolibrary  to .sapjco3.dll <WINDOWS_HOME>/system32

Create a directory named   in the   directory.conf <EI_HOME>/conf/
Create a directory named   within the   directory that you created and provide access rights to read the properties files you will save in itsap conf  
later.
Copy the following SAP endpoint properties files to the   directory. You need to have two properties files, one at the<EI_HOME>/conf/sap/
server-end and the other at the client-end to communicate with an external SAP endpoint using IDoc or BAPI.

 *.dest : This is where we store SAP endpoint parameters when the ESB Profile of WSO2 EI is configured as a client to an external
SAP endpoint.  

 *.server : This is where we store SAP endpoint parameters when the ESB Profile of WSO2 EI is configured as a server to an external
SAP endpoint.

For details on creating the properties files and defining the relevant properties, see   and Setting up the Client Configuration File Setting up the
.Server Configuration File

Start the ESB profile of WSO2 EI using the   switch to specify the location of your SAP jco library. -Djava.library.path
For example, you can execute the following command to start the ESB Profile:

./integrator.sh
-Djava.library.path=/usr/lib/jvm/jre1.7.0/lib/i386/server/

Setting up the Client Configuration File

To setup the ESB profile as a client to a SAP system you need to create the   properties file and define the relevant properties. The following table*.dest
lists the properties and the description of each property that should be specified in the   properties file.*.dest

Property Description

jco.client.client Client logon

jco.client.user User logon

Note
You need to have SAP login credentials to access the SAP support portal.

http://libsapjco3.so/
http://libsapjco3.so/
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jco.client.alias_user Alias user name

jco.client.passwd Logon password

jco.client.lang Logon language

jco.client.sysnr R/3 system number

jco.client.ashost R/3 application server

jco.client.mshost R/3 message server

jco.client.gwhost Gateway host

jco.client.gwserv Gateway service

jco.client.r3name R/3 name

jco.client.group Group of application servers

jco.client.tpname Program ID of external server program

jco.client.tphost Host of external server program

jco.client.type Type of remote host (3=R/3, E=External)

jco.client.codepage Initial code page for logon

jco.client.use_sapgui Use remote SAP graphical user interface

jco.client.mysapsso2 Use the specified SAP cookie version 2 as the logon ticket

jco.client.grt_data Additional data for GUI

jco.client.use_guihost Host to which the remote GUI is redirected

jco.client.use_guiserv Service to which the remote GUI is redirected

jco.client.use_guiprogid Progid of the server that starts the remote GUI

jco.client.snc_partnernam
e

SNC partner name (for example, CN=B20, O=SAP-AG, C=DE\) snc_mode

jco.client.snc_mode SNC mode (0 or 1)

jco.client.snc_qop SNC level of security (1-9)

jco.client.snc_myname SNC name; overrides default SNC partner

jco.client.snc_lib Path to the library

jco.client.Dest R/2 destination

jco.client.saplogon_id SAPLOGON string on 32-bit Windows

jco.client.extiddata Data for external application (PAS)

jco.client.extidtype Type of external authentication (PAS)

jco.client.x509cert Use the specified X509-certificate as the logon ticket

jco.client.msserv R/3 port number of message server

jco.client.profile_name Profile name used for shared memory communication

jco.client.idle_timeout Idle timeout for the connection

jco.client.ice Ignore RFC library character conversion errors (1 or 0)

jco.client.logon Enable or disable logon check at open time (1 or 0)

jco.client.trace Enable or disable RFC trace (1 or 0)

jco.client.abap_debug Enable ABAP debugging (1 or 0)

jco.client.getsso2 Get or do not get a SSO ticket after logon (1 or 0)
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jco.client.toupper Enable or disable uppercase character conversions for logon

The   properties file should be named  . For example, if the name of your SAP gateway is  , the name of the file should*.dest <SAP-GWHOST>.dest SAPSYS
be SAPSYS.dest.

Following is a sample configuration for the   properties file:*.dest

jco.client.client=800
jco.client.user=wso2_user
jco.client.passwd=wso2pass14
jco.client.lang=en
jco.client.ashost=/H/217.116.29.154/S/3299/H/10.100.5.120/S/3200
jco.client.gwserv=3300
jco.client.sysnr=00
jco.client.idle_timeout=300
jco.client.logon=0
jco.client.msserv=3600
jco.client.trace=0
jco.client.getsso2=0
jco.client.r3name=CPT

Setting up the Server Configuration File

To setup the ESB Profile of WSO2 EI as an IDoc server, you need to create the   properties file and define the relevant properties. The following*.server
table lists the properties and the description of each property that should be specified in the   properties file.*.server

Property Description

jco.server.gwhost Gateway host

jco.server.gwserv Gateway service

jco.server.progid Program ID of the server

jco.server.trace You can enable or disable the RFC trace

jco.server.repository_des
tination

Name of the  file. For example, if the  file is , set this to ..dest .dest SAPSYS01.dest SAPSYS01

jco.server.params Arbitrary parameters for RFC library

jco.server.snc_myname SNC name

jco.server.snc_qop SNC level of security (1-9)

jco.server.snc_lib Path to the SNC library

jco.server.profile_name Name of the profile file used during start-up

jco.server.unicode Determines whether or not you connect in unicodemode (1=true, 0=false)

jco.server.max_startup_de
lay

Maximum server start-up delay time in seconds

jco.server.connection_cou
nt

Number of SAP to the ESB connections

jco.server.name Name of the server configuration. This needs to be the same name provided in the SAP configuration.

Note
You can obtain the values for these properties from your SAP system administrator.

http://jco.server.name/
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This file should be named  . For example, if the name of your SAP gateway is  , the name of the file should be <SAP-GWHOST>.server SAPSYS SAPSYS.se
rver.

Following is a sample configuration for the   properties file:*.server

jco.server.gwhost=/H/217.116.29.154/S/3299/H/10.100.5.120/S/3200
jco.server.gwserv=3300
jco.server.progid=IGS.CPT
jco.server.repository_destination=IGS.CPT
jco.server.name=IGS.CPT
jco.server.unicode=1

Configuring WSO2 SAP Adapter

Go to the required tab for detailed steps based on how you need to configure WSO2 SAP Adapter.
Configure with IDoc adapter

WSO2 SAP adapter can be used with IDoc, which is a synchronous interface used when exchanging data with the SAP system. WSO2 EI can be
configured for  or  when using the SAP adapter.Sending IDocs Receiving IDocs

Sending IDocs

Follow the instructions below to configure the ESB Profile as an IDoc client using the SAP adapter.

Uncomment the following line in  file to enable the IDoc transport sender on axis2 core. <EI_HOME>/conf/axis2/axis2.xml

<transportSender name=”idoc”
class="org.wso2.carbon.transports.sap.SAPTransportSender"/>

Create  proxy service with the following configuration:IDocSender

Note
You can obtain the values for these properties from your SAP system administrator.
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<proxy xmlns=http://ws.apache.org/ns/synapse 
       name="IDocSender"
    transports="http" 
       startOnLoad="true" 
       trace="enable" 
       statistics="enable">
    <target>
      <inSequence>
         <log level="full"/>
         <send>
         <endpoint name="sapidocendpoint">
             <address uri="idoc:/SAPSYS"/>
         </endpoint>
         </send>
      </inSequence>
      <outSequence/>
   </target>
   <parameter name="serviceType">proxy</parameter>
   <description/>
</proxy>

You can now send IDocs using the configured WSO2 SAP adapter.

Receiving IDocs

Follow the instructions below to configure the ESB Profile as an IDoc server using the SAP adapter.

Uncomment the following line in   file to enable IDoc transport receiver in axis2 core.<EI_HOME>/conf/axis2/axis2.xml

<transportReceiver name=”idoc”
class="org.wso2.carbon.transports.sap.SAPTransportListener"/>

Ensure the server configuration file  is available in  folder.SAPSYS.server <EI_HOME>/conf/sap
Start the ESB Profile of WSO2 EI using the   switch to specify the location of your SAP jco library. -Djava.library.path
For example, you can execute the following command to start the ESB Profile:

./integrator.sh
-Djava.library.path=/usr/lib/jvm/jre1.7.0/lib/i386/server/

If you set the property shown below (use the  mediator before the  mediator in the above sequence), anyProperty Send
business-level error messages that are sent back from the SAP endpoint will be successfully passed through the out flow
sequence. Without this property, the business-level errors from SAP can get detected as faulty messages and passed to the
Fault sequence.

<property name="sap.escape.error.handling" scope="axis2" value="true"/>

The SAP endpoint client properties file  should be in folderSAPSYS.dest  <EI_HOME>/conf/sap .
Additional axis2 level sender parameters that can be defined in the axis2 core are listed in .SAP Transport Sender Parameters
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Create the  proxy service with the following configuration:IDocReceiver

<proxy xmlns=http://ws.apache.org/ns/synapse 
       name="IDocReceiver"
       transports="idoc" 
       statistics="enable" 
       trace="enable" 
       startOnLoad="true">
   <target>
     <inSequence>
         <log level="full"/>
         <drop/>
    </inSequence>
    <outSequence>
        <log level="full"/>
        <send/>
    </outSequence>
  </target>
  <parameter name="transport.sap.enableTIDHandler">enabled</parameter>
  <parameter name="transport.sap.serverName">SAPSYS</parameter>
  <description/>
</proxy>

Once the proxy service configuration is saved, WSO2 SAP adapter is now ready to receive IDoc messages.
Configure with BAPI adapter

WSO2 SAP adapter so that it can be used with BAPI, which is a synchronous interface used when exchanging data with the SAP system. The ESB Profile
of WSO2 EI can be configured for  or  when using the SAP adapter.Sending BAPIs Receiving BAPIs

Sending BAPIs

Follow the instructions below to configure the ESB profile as a BAPI client using the SAP adapter.
Uncomment the following line in    file to enable the BAPI transport sender in axis2 core.<EI_HOME>/conf/axis2/axis2.xml

<transportSender name="bapi"
class="org.wso2.carbon.transports.sap.SAPTransportSender"/>

Start the ESB Profile of WSO2 EI using the    switch to specify the location of your SAP jco library. -Djava.library.path

For example, you can execute the following command to start the ESB Profile:

./integrator.sh
-Djava.library.path=/usr/lib/jvm/jre1.7.0/lib/i386/server/

Create the  proxy service with the following configuration:BAPISender

The SAP endpoint server properties file  should be folder.SAPSYS.server in the <EI_HOME>/conf/sap 
Additional proxy level listener parameters that can be defined in the proxy configuration are listed in Proxy Service Listener

.Parameters
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<proxy xmlns="http://ws.apache.org/ns/synapse" 
       name="BAPISender" 
       transports="https,http" 
       startOnLoad="true" 
       trace="disable">
    <target>
        <inSequence>
            <send>
                <endpoint name="sap_bapi_endpoint">
                    <address uri="bapi:/SAPSYS"/>
                </endpoint>
            </send>
        </inSequence>
        <outSequence>
            <log level="full"/>
            <send/>
        </outSequence>
    </target>
</proxy>

Receiving BAPIs

Follow the instructions below to configure the ESB Profile as a BAPI server using the SAP adapter.

Uncomment the following line in    file to enable the BAPI transport listener in axis2 core.<EI_HOME>/conf/axis2/axis2.xml

<transportReceiver name="bapi"
class="org.wso2.carbon.transports.sap.SAPTransportListener"/>

Start the ESB Profile of WSO2 EI using the   switch to specify the location of your SAP jco library. -Djava.library.path
For example, you can execute the following command to start the ESB Profile:

./integrator.sh
-Djava.library.path=/usr/lib/jvm/jre1.7.0/lib/i386/server/

Create the  proxy service with the following configuration:BAPIReceiver

If you set the property shown below (use the  mediator before the  mediator in the above sequence), anyProperty Send
business-level error messages that are sent back from the SAP endpoint will be successfully passed through the out flow
sequence. Without this property, the business-level errors from SAP can get detected as faulty messages and passed to the
Fault sequence.

<property name="sap.escape.error.handling" scope="axis2" value="true"/>

The SAP endpoint client properties file  should be in the folderSAPSYS.dest  <EI_HOME>/conf/sap .
Additional axis2-level sender parameters that can be defined in the axis2 core are listed in .SAP Transport Sender Parameters
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<proxy xmlns=http://ws.apache.org/ns/synapse 
       name="BAPIReceiver"
       transports="bapi" 
       statistics="enable" 
       trace="enable" 
       startOnLoad="true">
   <target>
     <inSequence>
         <log level="full"/>
         <drop/>
    </inSequence>
    <outSequence>
        <log level="full"/>
        <send/>
    </outSequence>
  </target>
  <parameter name="transport.sap.enableTIDHandler">enabled</parameter>
  <parameter name="transport.sap.serverName">SAPSYS</parameter>
  <description/>
</proxy>

Additional Configuration Parameter

This section describes additional parameters that can be used when configuring WSO2 SAP adapter.

SAP Transport Sender Parameters

Following are descriptions of the SAP client properties that can be defined in the message context with axis2-client scope when using the ESB Profile of
WSO2 EI as a SAP client to send messages. These properties can be added in  xml file:<EI_HOME>/conf/axis2/axis-client.

Property Description

transport.sap.xmlMapper The key of custom IDOC XML mapper to use. This key should be defined in the   transport.sap. customXMLMa
 parameter. If no key is specified the default IDoc XML mapper will be used. ppers

 transport.sap. xmlParserO
ptions

The options for the default IDoc XML parser to be used in the default IDoc XML mapper. Multiple options can be
combined using the bitwise OR "|" operator. The possible parser options are as follows:

PARSE_ACCEPT_ONLY_XMLVERSION_10 3328
PARSE_ACCEPT_ONLY_XMLVERSION_11 2816
PARSE_ACCEPT_ONLY_XMLVERSIONS_10_TO_11 2304
PARSE_IGNORE_INVALID_CHAR_ERRORS 4
PARSE_IGNORE_UNKNOWN_FIELDS 2
PARSE_REFUSE_UNKNOWN_XMLVERSION 256
PARSE_REFUSE_XMLVERSION_10 512
PARSE_REFUSE_XMLVERSION_11 1024
PARSE_WITH_FIELD_VALUE_CHECKING 1
PARSE_WITH_IGNORE_UNKNOWN_FIELDS 2
PARSE_WITHOUT_FIELD_DATATYPE_CHECKING 8

Following is an Axis2 transport sender property that can be defined in   file: <EI_HOME>/conf/axis2/axis2.xml

 transport.sap.customXMLMappers : The key/value list of custom mappers, where the values are fully qualified class names for custom
mappers that are implementing  .org.wso2.carbon.transports.sap.idoc.IDocXMLMapper

 

Proxy Service Listener Parameters

Following are descriptions of the proxy level listener parameters that can be defined in a proxy configuration when using the ESB Profile of WSO2 EI as a

The SAP endpoint server properties file  should in the folderSAPSYS.server  be  <EI_HOME>/conf/sap .
Additional proxy level listener parameters that can be defined in the proxy configuration are listed in Proxy Service Listener

.Parameters
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SAP server:

Parameter Description

transport.sap.serverName The name of the server containing the JCO server configuration.

 transport.sap. enableErro
rListener

Set this to enable the default error listener. If this is used together with the   transport.sap. customErrorList
parameter, the custom error listener will be used.ener 

 transport.sap. enableTIDH
andler

Set this to enable the transaction handler to handle transactions that are received from a SAP system.
Transactional applications must provide a custom implementation using the  transport.sap. customTIDHandl

 parameter.er

 transport.sap. customTIDH
andler

The fully qualified class name for the custom TID handler implementing .JCoServerTIDHandler

transport.sap.connections The number of registered connections managed by the server instance. The default value is  and the maximum1
value is .100

 transport.sap. customErro
rListener

The fully qualified class name for the custom error listener implementing . JCoServerErrorListener

 transport.sap. customExce
ptionListener

The fully qualified class name for the custom exception listener implementing .JCoServerExceptionListener

Troubleshooting

Given below are general troubleshooting guidelines.

How to handle the   errorServer unknown

An example of this error message is as follows:

[2010-10-25 19:53:00,405] ERROR - DefaultErrorListener Exception
occured on :
JCOSERVER01 and connection : null
com.sap.conn.jco.JCoException: (129) JCO_ERROR_SERVER_STARTUP: Server
startup
failed at Mon Oct 25 19:53:00 IST 2010.
This is caused by either a) erroneous server settings, b) the backend
system has been shutdown,
c) network problems. Will try next startup in 1 seconds.
Could not start server: Connect to SAP gateway failed
Connect parameters: TPNAME=JCOSERVER01 GWHOST=cynthia GWSERV=sapgw00
ERROR service 'sapgw00' unknown
TIME Mon Oct 25 19:53:00 2010
RELEASE 720
COMPONENT NI (network interface)
VERSION 40
RC -3
MODULE nixxsl.cpp
LINE 184
DETAIL NiSrvLGetServNo: service name cached as unknown
COUNTER 2
at
com.sap.conn.jco.rt.DefaultServer.openConnection(DefaultServer.java:116
8)
at
com.sap.conn.jco.rt.DefaultServer.openConnections(DefaultServer.java:10
57)
at
com.sap.conn.jco.rt.DefaultServer.adjustConnectionCount(DefaultServer.j
ava:1004)
at
com.sap.conn.jco.rt.DefaultServerManager$DispatcherWorker.run(DefaultSe
rverManager.java:
299)
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at java.lang.Thread.run(Thread.java:619)
Caused by: com.sap.conn.jco.JCoException: (129)
JCO_ERROR_SERVER_STARTUP: Could
not start server: Connect to SAP gateway failed
Connect parameters: TPNAME=JCOSERVER01 GWHOST=cynthia GWSERV=sapgw00
ERROR service 'sapgw00' unknown
TIME Mon Oct 25 19:53:00 2010
RELEASE 720
COMPONENT NI (network interface)
VERSION 40
RC -3
MODULE nixxsl.cpp
LINE 184
DETAIL NiSrvLGetServNo: service name cached as unknown
COUNTER 2
at
com.sap.conn.jco.rt.MiddlewareJavaRfc$JavaRfcServer.accept(MiddlewareJa
vaRfc.java:2135)
at
com.sap.conn.jco.rt.ServerConnection.accept(ServerConnection.java:380)
at
com.sap.conn.jco.rt.DefaultServer.openConnection(DefaultServer.java:114
9)
© 2012 WSO2
.. 4 more
Caused by: RfcException: [null]
message: Connect to SAP gateway failed
Connect parameters: TPNAME=JCOSERVER01 GWHOST=cynthia GWSERV=sapgw00
ERROR service 'sapgw00' unknown
TIME Mon Oct 25 19:53:00 2010
RELEASE 720
COMPONENT NI (network interface)
VERSION 40
RC -3
MODULE nixxsl.cpp
LINE 184
DETAIL NiSrvLGetServNo: service name cached as unknown
COUNTER 2
Return code: RFC_FAILURE(1)
error group: 102
key: RFC_ERROR_COMMUNICATION
at
com.sap.conn.rfc.engine.RfcIoControl.error_end(RfcIoControl.java:255)
at
com.sap.conn.rfc.engine.RfcIoControl.ab_rfcaccept(RfcIoControl.java:43)
at com.sap.conn.rfc.api.RfcApi.RfcAccept(RfcApi.java:41)
at
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com.sap.conn.jco.rt.MiddlewareJavaRfc$JavaRfcServer.accept(MiddlewareJa
vaRfc.java:2121)
... 6 more

The solution to overcome this is to add your SAP server names to the   file with the relevant ports. For example, the following/etc/services
lines can be added if we consider the example error given above.

sapgw00 3300/tcp
sapgw01 3301/tcp

How to handle connection to message server host failed error  
An example of this error message is as follows:

Connection parameters: TYPE=B DEST=SAPSYS01 MSHOST=SAPSYS01 MSSERV=3600
R3NAME=ERD GROUP=PUBLIC PCS=1

ERROR Group PUBLIC not found

TIME Fri Jan 24 15:48:53 2014

This indicates that that the username (i.e. wso2-user) used in the above configuration is not assigned to the 'public' user group. 
The solution to overcome this is to add wso2-user to the user group named public in your SAP system. If such a group does not exist, a user
group named 'public' needs be created and the above user needs to be added to that group.

Receiving Messages

The following sections describe how the ESB profile receives messages.

Working with Services
Working with APIs
Working with Inbound Endpoints
Scheduling ESB Tasks
Working with Topics and Events

Working with Services

Web services can be deployed in the ESB profile of WSO2 Enterprise Integrator (WSO2 EI) to facilitate various integration use cases:

Proxy services for mediating messages
Data services for exposing datasources
Admin services for managing WSO2 EI internally 

The following topics explain how you can manage the above services, in general, using the Management Console:

Using the service dashboard
Accessing the service WSDLs
Using WSO2 EI Tools for services

Using the service dashboard

When you log in to the product's management console, you can navigate to the list of services and click a service to open the dashboard. You can use the
dashboard to perform functions such as viewing statistical information about a service, editing a service, redeploying a service, etc. When you click Try this

, you will be directed to a page that displays all the operations available for the service.service

Note
When redeploying a proxy service, there is a two-second delay by default to allow the existing configuration to finish processing the current
messages. You can change this delay by adding the  parameter to the parameters section of hotupdate.timeout <EI_HOME>/conf/axis2

 . For example, to eliminate the delay, add the following line:/axis2.xml
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Accessing the service WSDLs

A service deployed in the ESB can be accessed through endpoint URLs with the following format. Note that the default server ports are 8280 and 8243 for
HTTP and HTTPS respectively.

http://{host ip of the server}:8280/services/{service name}
https://{host ip of the server}:8243/services/{service name}

You can access the WSDL file (service descriptor file) of a service by appending the service URL with the following:

?wsdl2: WSDL 2.0 description of the service
?wsdl: WSDL 1.1 description of the service

The WSDLs describe the operations that the service expose, the structure of the XML that is sent and received by each operation, and how to
communicate with the service to retrieve the XML content. By default, six different types of endpoints are deployed for a service. Each of these endpoint
types are represented by the WSDL 2.0 <endpoint> elements of the service, and by the <binding> elements to which these endpoints refer. The default
endpoints are as follows:

SOAP 1.2 over HTTP
SOAP 1.1 over HTTP
Plain old XML/REST over HTTP
SOAP 1.2 over HTTPS
SOAP 1.1 over HTTPS
Plain old XML/REST over HTTPS

Using WSO2 EI Tools for services

The following tools are available in the ESB profile of WSO2 EI:

WSDL2Java: This tool is used to generate Java code to provide or consume a Web service for a given WSDL. You can use this tool to develop
Web services for contract-first development. The tool provides many options to customize your code. You can now call this stub object from your
client Java code. Note that when you instantiate a stub object generated from WSDL2java without passing any parameters, the underlying Axis2
runtime creates a configuration context for the new stub object. Therefore, when initializing multiple stub objects, many configuration context
objects are created, which slows the performance of the client. To avoid performance problems, create a configuration context at the beginning of
your client code and pass that same context to all stub objects. For example:

ConfigurationContext configurationContext =
ConfigurationContextFactory.createConfigurationContextFromFileSystem("r
epository", "axis2.xml");
CustomerOrderServiceStub stub = new
CustomerOrderServiceStub(configurationContext,
"http://localhost:8088/services/CustomerOrderService");

Java2WSDL: This tool allows you to generate the WSDL for the Java code that is already written to provide a Web service. This tool helps you to
develop Web services in the code-first approach, where the development starts with the code and thereafter you derive the WSDL from the
source.
Try It: This tool allows you to try your own Web Services Definition Language (WSDL) or any publicly available WSDL of the document/literal
style. This tool provides a mechanism to test your WSDL by creating endpoints on-the-fly. It helps to test a WSDL before actually coding it, without
the need for a third party WSDL validator tool. You can change the endpoint for the service if there are multiple endpoints. You can also specify a
customized endpoint.

WSDL Validator: This tool validates a WSDL document and prints the result in the   section. You can upload your WSDL or youValidation Result

<parameter name="hotupdate.timeout" locked="false">0</parameter>

Note
The Try It tool does not support relative schema imports and WSDL imports at the moment. We will provide this feature in a future
release.
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can provide a WSDL URL. The tool will validate your WSDL and print the result in the   section.Validation Result

Working with Proxy Services

A proxy service is a virtual service that receives messages and optionally processes them before forwarding them to a service at a given . Theendpoint
proxy service allows you to perform necessary transformations and introduce additional functionality without changing your actual service. For example, if
you have an unsecured service, you can secure it through the proxy service by enabling WS-Security. Also, if you want your service to handle messages of
different formats, you can create a Transformer proxy service, which will transform requests and responses based on specified XSLT configurations. A
proxy service can also switch transports, process the messages with  or  . It can terminate the flow or send a message back tomediation sequences tasks
the client even without sending it to the actual service.

A proxy service is created and exposed on the specified transports through the underlying Axis2 engine. The proxy service can be a SOAP or REST/POX
service over HTTP/S or SOAP, POX, Plain Text, or a Binary/Legacy service for other transports such as JMS and VFS file systems. It exposes service
endpoint references (EPRs) as per the standard Axis2 conventions based on the service name.

What's next?

For additional samples of manual proxy service configurations, see  .Proxy Service Samples
For information on how to use various transports for proxy services:

Using JMS with the ESB
Using VFS for file processing in the ESB

Creating a Proxy Service

You can create a new proxy service or import an existing proxy service from an XML file, such as a Synapse configuration file using WSO2 Integration
Studio.

Prerequisites
Step 1: Creating a new proxy service
Step 2: Update the mediation flow in the proxy service
Step 3: Deploying the proxy service in the ESB server

Prerequisites

You need to have WSO2 Integration Studio installed to create a new proxy service or to import an existing proxy service. For instructions on installing
WSO2 Integration Studio, see Installing WSO2 Integration Studio.

Step 1: Creating a new proxy service

Following sections describe how you can create a new proxy service.

Open WSO2 Integration Studio and click ESB Project  Create New in the Getting Started tab as shown below.

Proxy Service vs. Proxy Server
Do not confuse a proxy , which processes messages on their way to a service, with a proxy , which acts as an intermediary forservice server
handling traffic to a server. For information on how to configure the ESB profile to route messages through a proxy server, see Working with

.Proxy Servers

Note
Axis2 does not allow custom URIs to be set for services on some transports such as HTTP/S. The proxy service could be exposed over all
enabled Axis2 transports such as HTTP, HTTPS, JMS, Mailand File etc. or on a subset of these as specified with the optional transports
attribute.

https://docs.wso2.com/display/EI611/Installing+Enterprise+Integrator+Tooling
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Enter a project name and click .Finish
Right-click the SampleServices project in the navigator and go to  to open the  dialog.New  Proxy Service New Proxy Service

Select  and click .Create New Proxy Service Next
Type a unique name for the proxy service, and select a proxy service template from the list shown below. These templates will automatically
generate the mediation flow that is required for each use case.

The use cases covered by each template are explained below.

Template
Type

Description

Pass-Through
proxy

This template creates a proxy service that forwards messages to the endpoint without performing any processing.

Transformer
proxy

This template creates a proxy service that transforms all the incoming requests using XSLT and then forwards them to a
given endpoint. It can also transform responses from the backend service. You need to simply specify the location of the
XSLT you want to use.

Log Forward
proxy

This template creates a proxy service that first logs all the incoming requests and passes them to a given endpoint. It can
also log responses from the backend service before routing them to the client. You can specify the log level for requests and
responses, where  logs  , , , , , , and any properties, and Simple  To  From  WSAction  SOAPAction  ReplyTo  MessageID Full
 logs all attributes of the message plus the SOAP envelope information.

WSDL-Based
proxy

This template generates a proxy service from the remotely hosted WSDL of an existing web service. The endpoint
information is extracted from the WSDL. In the   field, enter the URL and URN of the WSDL. The URL defines the hostURI
address of the network resource (can be omitted if resources are not network homed), and the URN defines the resource
name in local namespaces. For example, if the URL is  and the URN is  , you would  ftp://ftp.dlink.ru /pub/ADSL/
enter  for the URI. To ensure that the URI is valid, click  . You then enter the ftp://ftp.dlink.ru/pub/ADSL/ Test URI
service name and port of the WSDL. Lastly, if you want to publish this WSDL, click  .Publish Same Service Contract

Secure proxy This template creates a proxy service that uses WS-Security to process incoming requests and forward them to an unsecured
backend service. You simply need to provide the policy file that should be used.

Custom proxy This template creates an empty proxy service file, where you can manually create the mediation flow by adding all the
sequences, endpoints, transports, and other QoS settings.

In the  field, enter the project folder where the proxy service should be saved. Save in

Importing a proxy service?
If you already have a proxy service created, you have the option of importing the XML configuration. Select Import Proxy Service and
follow the instructions on the UI. To create a new proxy service from scratch, continue with the following steps.

If you don't have an already created project, click   to create one.Create New ESB Project

ftp://ftp.dlink.ru/
ftp://ftp.dlink.ru/pub/ADSL/
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Click . The proxy service is created in the src/main/synapse-config/proxy-services folder under the project you specified, and the proxy Finish
service appears in the editor. Click its icon in the editor to view its properties.

Step 2: Update the mediation flow in the proxy service

Once you have created a proxy service file as explained above, you can update the mediation flow by adding new mediation artifacts and changing the
existing artifacts (which were generated for the template you selected).

First, open the proxy service configuration file from the project explorer.
You can use either the  or the  to update the mediation flow. Shown below is an example of a PassThrough proxydesign view source view
service:
Design View

You can select any of the mediation artifacts from the design view shown below and update its parameters from the  tab in the bottomProperties
pane. You can also drag and drop new mediation artifacts to the design view from the artifact  to modify the mediation flow.Palette

Source View

You also have the option of using the management console to create proxy services: Click the   tab on the management console, go to Main Man
 ->   ->  and then click  . The   screen appears.age Services Add, Proxy Service Create Proxy Service from Template
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If you have a sample proxy service configuration, you can simply copy it to the source view shown below.

Step 3: Deploying the proxy service in the ESB server

Once you have added the security policy to your proxy service as explained in the previous topics, you need to create a   projectComposite Application
with a CAR file. You can then deploy the CAR file in the ESB server:

Right-click the   and click  .Project Explorer New > Project
From the window that opens, click  .Composite Application Project
Give a name to the   project and select the projects that you need to group into your C-App from the list of availableComposite Application
projects. You need to select the   project, which contains the proxy service and security policy file respectively.ESB
Next,  .deploy the CAR file in the ESB server

Using REST with a Proxy Service

If you have a REST front-end client, REST back-end service, or both a REST client and service, you can use a proxy service in the ESB profile to handle
the communication between the front end and back end. This page describes the following scenarios:

REST Client and SOAP Service
SOAP Client and REST Service
REST Client and REST Service
JMS Client and REST Service

REST Client and SOAP Service

This usecase represents the scenario where a REST front-end client has to communicate in plain old XML (POX) with a SOAP back-end service. This can
be easily achieved by placing the WSO2 EI in the middle with a proxy service.

https://docs.wso2.com/display/ADMIN44x/Deploying+Composite+Applications+in+the+Server
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Assume the front-end REST client is using http/https as its transport protocol, and the back-end service is expecting SOAP1.1. The proxy service
configuration would look like this:

<proxy xmlns="http://ws.apache.org/ns/synapse"
       name="StockQuoteProxy"
       startOnLoad="true"
       statistics="disable"
       trace="disable"
       transports="http,https">
   <target>
      <inSequence>
         <header name="Action" scope="default" value="urn:getQuote"/>
         <send>
            <endpoint>
               <address format="soap11"
                       
uri="http://localhost:9000/services/SimpleStockQuoteService"/>
            </endpoint>
         </send>
      </inSequence>
      <outSequence>
         <send/>
      </outSequence>
      <faultSequence/>
   </target>
   <description/>
</proxy>

In this scenario, the client sends a REST message to the ESB profile, which transforms the message to a SOAP1.1 message and sends it to the back-end
service. Once the back-end response is received, the ESB profile sends the response back to the client as a REST message.

To implement this scenario:

Start the ESB profile and change the configuration as shown above.
Deploy the back-end service 'SimpleStockQuoteService' and start the Axis2 server using the instructions in .Starting Sample Back-End Services
You will now send a message to the back-end service through the ESB profile using the sample . This client can run in severalStock Quote Client
modes.
Run the following ant command from the  directory to trigger a sample message to the back-end service:<EI_HOME>/samples/axis2Client
ant stockquote -Daddurl=  -Drest=truehttp://localhost:8280/services/StockQuoteProxy

If the message is mediated successfully, it will display an output on the Axis2 server's start-up console along with an output message on the client console.
If you want to see exactly how the REST messages are transformed to SOAP messages, you could place an Apache tcpmon application between the client
and WSO2 EI and another between WSO2 EI and the back-end service.

For another example of POX to SOAP conversion, see . Sample 50: POX to SOAP Conversion

SOAP Client and REST Service

This usecase represents the scenario where a SOAP front-end client has to communicate with a REST back-end service. This can be easily achieved by
placing WSO2 EI in the middle with a proxy service.

https://docs.wso2.com/display/EI611/Sample+50%3A+POX+to+SOAP+conversion
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The proxy service configuration would look like this:

<?xml version="1.0" encoding="UTF-8"?>
<proxy xmlns="http://ws.apache.org/ns/synapse"
       name="CustomerServiceProxy"
       startOnLoad="true"
       statistics="disable"
       trace="disable"
       transports="http,https">
   <target>
      <inSequence>
         <filter xpath="//getCustomer">
            <then>
               <property expression="//getCustomer/id"
                         name="REST_URL_POSTFIX"
                         scope="axis2"
                         type="STRING"/>
               <property name="HTTP_METHOD" scope="axis2" type="STRING"
value="GET"/>
            </then>
            <else/>
         </filter>
         <header name="Accept" scope="transport"
value="application/xml"/>
         <send>
            <endpoint>
               <address format="pox"
                       
uri="http://localhost:9763/jaxrs_basic/services/customers/customerservi
ce/customers"/>
            </endpoint>
         </send>
      </inSequence>
      <outSequence>
         <send/>
      </outSequence>
      <faultSequence/>
   </target>
   <description/>
</proxy>

In this scenario, the client sends a SOAP message to the ESB profile, which transforms it to a REST message and sends it to the back-end service. Once
the back-end response is received, the ESB profile sends it back to the client as a SOAP message. The  is used to identify the requiredfilter mediator
service. Though this example only has one filter, there could be many filters in the real scenario. The REST_URL_POSTFIX property is a well-defined
property, and its value is appended to the target URL when sending messages out in a RESTful manner. Similar to REST_URL_POSTFIX, the
HTTP_METHOD property is also well-defined and sets the HTTP verb to GET.

Note that the format of the endpoint is set to . This format works for GET, PUT, and DELETE methods, but if you want to use POST and thepox
URI has a postfix, the format must be .rest
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To implement this scenario:

Start the ESB profile and change the configuration as shown above.
Build and deploy the  sample. This sample is shipped with WSO2 EI. It contains a set of pure RESTful services, so we will use thisJAX-RS Basics
as our back-end service.
Send a message to the back-end service through the ESB profile using . The service used in this scenario is the getCustomer service,SoapUI
which requires the customer ID to complete its task. A sample SOAP message that is used to achieve this is as follows:

<soapenv:Envelope
xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/">
   <soapenv:Header/> 
   <soapenv:Body>
     <getCustomer>
        <id>123</id>
     </getCustomer>
   </soapenv:Body>
</soapenv:Envelope>

This message simply represents the relevant method to be invoked and its associated value. Upon successful execution, SoapUI should display
the following message in response.

<Customer>
   <id>123</id>
   <name>John</name>
</Customer>

For another example, see .Sample 152: Switching Transports and Message Format from SOAP to REST POX

REST Client and REST Service

This usecase represents the scenario where a REST front-end client has to communicate with a REST back-end service. Even though they are both using
the same architecture, let’s assume the front-end client is using JSON whereas the back-end service is using plain old XML (POX). This can be easily
achieved by placing WSO2 EI in the middle with a proxy service.

  The proxy service configuration is as follows:

http://www.soapui.org
https://docs.wso2.com/display/EI611/Sample+152%3A+Switching+Transports+and+Message+Format+from+SOAP+to+REST+POX
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<?xml version="1.0" encoding="UTF-8"?>
<proxy xmlns="http://ws.apache.org/ns/synapse"
       name="CustomerServiceProxy"
       startOnLoad="true"
       statistics="disable"
       trace="disable"
       transports="http,https">
   <target>
      <inSequence>
         <send>
            <endpoint>
               <address format="pox"
                       
uri="http://localhost:9763/jaxrs_basic/services/customers/customerservi
ce"/>
            </endpoint>
         </send>
      </inSequence>
      <outSequence>
         <send/>
      </outSequence>
      <faultSequence/>
   </target>
   <description/>
</proxy>                            

In this scenario, the ESB profile simply changes the message type of the client into XML and then passes it to the REST service. Once the ESB profile has
received the XML message, it transforms it back into a JSON message and sends it to the client. 

To implement this scenario:

Start the ESB profile and create a proxy service using the configuration shown above.
Build and deploy   sample. This contains a set of pure RESTful services, so we will use this as our back-end service.JAX-RS Basic
Go to the command prompt and issue the following  command to simulate the request of a real REST client:curl
curl -v -i -H "Accept: application/json" http://localhost:8280/services/CustomerServiceProxy/customers/123

 Following is the expected output that should appear on the console upon successful execution of the scenario:

{
   "Customer":{
      "id":123,
      "name":"John"
   }
}

JMS Client and REST Service

This use case represents the scenario where a JMS front-end client has to communicate with a REST back-end service. This can be easily achieved by
placing WSO2 EI in the middle with a proxy service.
 
 
 

In this scenario, a proxy service in the ESB profile listens to a JMS queue, picks up available messages from that queue, and delivers the messages to the
REST back-end service. For the JMS front-end client, we will use the  that ships with the ESB profile. For the REST back-end service, wesample JMSClient
will use the   sample service that is shipped with the ESB profile. We will use ActiveMQ as the message broker.JAX-RS Basics

Typically, it’s very important to set the HTTP_METHOD property, because this represents the required HTTP action to be sent to the back-end
service. However, in this scenario we will use a  request, which is done using the HTTP GET method, so by default any request is using GETcurl
as its HTTP action, even if the HTTP_METHOD property is not set.

http://docs.wso2.org/application-server/JAX-RS+Basics
http://curl.haxx.se/
http://curl.haxx.se/
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The proxy service configuration is as follows:

<proxy xmlns="http://ws.apache.org/ns/synapse" name="JmsToRestProxy"
transports="jms" statistics="disable" trace="disable"
startOnLoad="true">
  <target>
     <inSequence>
        <property name="OUT_ONLY" value="true"/>
        <send>
           <endpoint>
              <address
uri="http://localhost:8280/jaxrs_basic/services/customers/customerservi
ce/customers"/>
           </endpoint>
        </send>
     </inSequence>
  </target>
  <parameter name="transport.jms.ContentType">
     <rules>         
        <jmsProperty>contentType</jmsProperty>         
        <default>application/xml</default>      
     </rules>
  </parameter>
  <description></description>
</proxy>

To implement this scenario:

Start ActiveMQ and . configure the JMS transport in WSO2 EI to work with ActiveMQ
Build and deploy the  sample.JAX-RS Basics
Goto  and execute the following command:<EI_HOME>/samples/axis2Client
ant jmsclient -Djms_type=text -Djms_dest=dynamicQueues/JmsToRestProxy

 -Djms_payload="<Customer><name>WSO2</name></Customer>"
This sends  as the payload.<Customer><name>WSO2</name></Customer>

In the application server console, you will see the following line printed:

----invoking addCustomer, Customer name is: WSO2

Applying Security to a Proxy Service

The steps below demonstrate how you can apply security to a proxy service via .WSO2 Integration Studio

Prerequisites
Step 1: Creating a registry resource project
Step 2: Creating the security policy file
Step 3: Add a proxy service
Step 4: Add the security policy to the proxy service
Step 5: Deploying the artifacts in the ESB server
Testing the service

Prerequisites

Install WSO2 Integration Studio.
Click  to download the sample proxy service ( ). We will use this proxy service to apply security.this link StockQuoteProxy.xml

Step 1: Creating a registry resource project

First, create a registry resource project. We will use this project to store the security policy (which is a registry resource).

Open   and click in the  tab as shown below.WSO2 Integration Studio Miscelleneous  Create New Registry Project Getting Started

https://docs.wso2.com/download/attachments/119130870/StockQuoteProxy.xml?version=1&modificationDate=1558091461000&api=v2
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Enter a name for the project and click  .Next
Enter the Maven information about the project and click  .Finish
The new project will be listed in the project explorer.

Step 2: Creating the security policy file

Follow the instructions given below to create a  resource in your registry project. This will be your security policy file.WS-Policy

Right-click the registry resource project in the left navigation panel, click  , and then click  . This will open the New Registry Resource New Registry
 window.Resource

  



WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 875

2.  

3.  

Select the   option as shown below and click  .From existing template Next

Enter a resource name and select the   template along with the preferred registry path.WS-Policy
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Click  . The policy file is now listed in the project explorer as shown belowFinish

Double-click the policy file to open the file. Note that you get a  and  of the policy.Design View Source View
Let's use the  to enable the required security scenario. For example, enable the  security scenario as shownDesign View Sign and Encyrpt
below.

Click the icon next to the scenario to get details of the scenario.
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7.  You can provide also provide encryption properties, signature properties, and advanced rampart configurations as shown below.
Encryption/Signature Properties

Rampart Properties
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Specifying role-based access?

For certain scenarios, you can specify user roles. After you select the scenario, scroll to the right to see the   button.User Roles

Either define the user roles inline or retrieve the user roles from the server.
Define Inline
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Get from the server

By default, the role names are not case sensitive. If you want to make them case sensitive, add the following property under the <Authorizati
 configuration in the  file:onManager> user-mgt.xml

<Property name= "CaseSensitiveAuthorizationRules"> true </Property>
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Step 3: Add a proxy service

You can either create a new proxy service, or import an already created proxy service to your workspace.

Follow the steps given below.

Right-click the  in the navigator and go to ESB Solution project New  Proxy Service to open the New Proxy Service dialog.
Let's import the proxy service you downloaded previously. Click   and  . Enter values for the following fields:Import Poxy Service Next

Proxy Service Configuration
File

Browse for the proxy service file that you downloaded .previously

Save in The file you import should be saved in an ESB project in your Tooling workspace. To create a new ESB
project:

Click .Create New ESB Project
Select .New ESB Config Project
Enter a project name. For example, enter 'ESB_Project' as the project name.
Click . The new ESB_Project is added to the  field.Finish Save in

Click . You will now see a new ESB_Project folder (with the proxy service) in your project explorer.Finish

Step 4: Add the security policy to the proxy service

You can now apply the security policy to the proxy service. Follow the steps given below.

Double-click the proxy service on the project explorer to open the file and click on the service on design view.
In the  tab shown below and tick on   property.Properties Security Enabled

Alternatively, you can  .create a new proxy service

https://docs.wso2.com/display/EI650/Creating+a+Proxy+Service#CreatingaProxyService-create
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Select the  icon for the  field. In the dialog box that opens, create a new record and click the  icon to open the Browse Service Policies Browse Re
 dialog as shown below.source Key

Click  , to add the security policy from the current workspace. You can select the path to the  xml file that you createdworkspace sample_policy.
in the previous steps.

Save the proxy service file.

Step 5: Deploying the artifacts in the ESB server

Once you have added the security policy to your proxy service as explained in the previous topics, you need to create a  projectComposite Application
with a CAR file. You can then deploy the CAR file in the ESB server:

Right-click the   and click  .Project Explorer New > Project
From the window that opens, click  .Composite Application Project
Give a name to the   project and select the projects that you need to group into your C-App from the list of availableComposite Application
projects. You need to select the  project and the  project, which contains the proxy service and security policy fileESB  registry resource
respectively.
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Next,  .deploy the CAR file in the ESB server

Testing the service

Secured proxy services (not including user name token) cannot be tested using the management console. For this, we need to create a Soap UI project
with the relevant security settings and then send the request to the hosted service.

Publishing a Custom WSDL

When you create a proxy service, a default WSDL is automatically generated. You can access this WSDL by suffixing the service URL with ?wsdl. See the
example given below, where the proxy service name is 'sample_service' and IP is localhost:

http://localhost:8280/services/sample_service?wsdl

However, this default WSDL only shows the   operation. This can be a limitation because your proxy service may be exposing a back-end servicemediate
that expects additional information such as the message format. Therefore, the proxy service should be able to publish a custom WSDL based on the
back-end service's WSDL or a modified version of that WSDL. For example, if the back-end service expects a message that includes the name,
department, and permission level, and you want the proxy service to inject the permission level as it processes the message, you could publish a WSDL
that includes just the name and department without the permission level parameter. 

See the following topics try a custom WSDL for a proxy service:

Prerequisites
Adding a custom WSDL to the proxy service
Testing the custom WSDL

Prerequisites

Let's set up a sample proxy service in WSO2 Integration Studio.

Install WSO2 Integration Studio. For instructions, see  .Installing WSO2 Integration Studio
Click   to download the sample proxy service ( ).this link StockQuoteProxy.xml

Adding a custom WSDL to the proxy service

Follow the steps given below to add a custom WSDL to your proxy service.

Open the proxy service from your tooling project.
In the  tab, the WSDL type is set to  by default.Properties NONE

https://docs.wso2.com/display/ADMIN44x/Deploying+Composite+Applications+in+the+Server
http://localhost:8280/services/Logging?wsdl
https://docs.wso2.com/download/attachments/85371060/StockQuoteProxy.xml?version=2&modificationDate=1526364863000&api=v2
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To publish a custom WSDL for this proxy service, select one of the WSDL types.

WSDL Type Description

INLINE Enter the WSDL definition in the  field.WSDL XML

SOURCE_URL Enter the URI of the WSDL in the text box, and then click   to ensure it is available. A URI consistsTest URI
of a URL and URN. The URL defines the host address of the network resource (can be omitted if
resources are not network homed), and the URN defines the resource name in local "namespaces."

For example URI = URL =   and  , wftp://ftp.dlink.ru/pub/ADSL here  ftp://ftp.dlink.ru
URN = pub/ADSL  

REGISTRY_KEY If the WSDL is saved as a registry entry, select this option and choose the reference key of that registry
entry from the governance Registry or configuration Registry.

ENDPOINT -

If your WSDL has dependencies with other resources (schemas or other WSDL documents), you can link them using the  properWsdl Resources
ty shown below. Click the   icon and enter the registry key and the location of the dependent resource: The location is available in thebrowse
WSDL. When you have the location, you can find registry key corresponding to the location from the registry. 

ftp://ftp.dlink.ru/pub/ADSL
ftp://ftp.dlink.ru/
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In the following example, the WSDL imports a metadata schema from the metadata.xsd file. Therefore, the location is metadata.xsd.

<xsd:import namespace=http://www.wso2.org/test/10
schemaLocation="metadata.xsd" />

In the following example, the WSDL is retrieved from the registry using the key  . This WSDL imports another WSDL from my.wsdl http://www.
. This dependent WSDL is retrieved from the registry using the   registry key.standards.org/standard.wsdl standard.wsdl

<publishWSDL key="my.wsdl">
   <resource location="http://www.standards.org/standard.wsdl"
key="standard.wsdl"/>
 </publishWSDL>

Go to the  section in the  tab.Service Parameters Properties

http://www.standards.org/standard.wsdl
http://www.standards.org/standard.wsdl
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Following are additional service parameters you can use to configure the service WSDL.

Parameter Description

useOriginalwsdl If this parameter is set to , the original WSDL published via the  parameter is usedtrue publishWSDL
instead of the custom WSDL.

modifyUserWSDLPortAddress If true (default), the port addresses will be modified to the current host. Effective only with useOriginalw
.sdl=true

ApplicationXMLBuilder.allowDTD If this parameter is set to true, it enables data type definition processing for the proxy service. 
Data type definition processing is disabled in the Axis2 engine due to security vulnerability. This parameter
enables it for individual proxy services.

enablePublishWSDLSafeMode If this parameter is set to when deploying a proxy service, even though the WSDL is not available,true 
you can prevent the proxy service from being faulty. However, the deployed proxy service will be
inaccessible since the WSDL is not available.

showAbsoluteSchemaURL If this parameter is set to , the absolute path of the referred schemas of the WSDL is shown insteadtrue
of the relative paths.

showProxySchemaURL If this parameter is set to , the full proxy URL will be set as the prefix to the schema location of thetrue
imports in proxy WSDL.

Testing the custom WSDL

To test the custom WSDL:

Deploy the proxy service in the ESB profile.
Copy the URL shown below to your browser:

http://localhost:8280/services/StockQuoteProxy?wsdl

Changing the Endpoint of a Deployed Proxy Service
The below sections describe how you can change the endpoint reference of a deployed proxy service without changing its own configuration. For example,
in this scenario, you have two endpoints to manage two environments (i.e., Dev and QA). The endpoint URLs for the services hosted in the Dev and QA
environments respectively are as follows:

Dev environment: http://localhost:8280/services/echo
QA environment: http://localhost:8281/services/echo

See the topics given below for instructions.

Creating the endpoint reference projects
Creating the proxy service 

This is only applicable when you publish the WSDL (i.e., via the  property) eitherpublishWSDL
as a URI or as an endpoint.

http://localhost:8280/services/Logging?wsdl
http://wso2s-macbook-air-59.local:8280/services/StockQuoteProxy?wsdl
https://www.google.com/url?q=http://localhost:8280/services/echo&sa=D&source=hangouts&ust=1533987796246000&usg=AFQjCNHGkW_-21LrrGTq7bZTCOqRn_23uw
https://www.google.com/url?q=http://localhost:8280/services/echo&sa=D&source=hangouts&ust=1533987796246000&usg=AFQjCNHGkW_-21LrrGTq7bZTCOqRn_23uw
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1.  

Creating the composite application project
Deploying the Dev composite application
Testing the Dev environment
Changing the endpoint reference
Testing the QA environment

 

Creating the endpoint reference projects

Follow the steps below to create two ESB Config Projects containing the two endpoint values for the Dev and QA environments.

Open   and click  in the   tab.WSO2 Integration Studio Miscelleneous  Create New Config Project  Getting Started

In the  dialog that opens, select  and click .New ESB Project New ESB Config Project Next
Enter  as the project name and click .HelloWorldDevResources Finish
Right-click the  project in the  and go to . HelloWorldResources Project Explorer New -> Endpoint
Select   and click  . Create a New Endpoint Next
Fill in the information as in the table below and click .Finish

Field Value

Endpoint Name HelloWorldEP

Endpoint Type Address Endpoint

Address http://localhost:8280/services/echo

Similarly, to create resources for the QA environment, create another ESB Config project named   and create anHelloWorldQAResources
endpoint named  . Provide the following endpoint address:HelloWorldEP
http://localhost:8280/services/echo

Creating the proxy service 

In this section, you will create an ESB Solutions Project containing the Proxy Service configuration.

Open   and click  in the   tab as shown below.WSO2 Integration Studio ESB Project  Create New  Getting Started

https://www.google.com/url?q=http://localhost:8280/services/echo&sa=D&source=hangouts&ust=1533987796246000&usg=AFQjCNHGkW_-21LrrGTq7bZTCOqRn_23uw
https://www.google.com/url?q=http://localhost:8280/services/echo&sa=D&source=hangouts&ust=1533987796246000&usg=AFQjCNHGkW_-21LrrGTq7bZTCOqRn_23uw
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In the   dialog that opens, enter   as the project name and click  .New ESB Solution Project HelloWorldServices Finish
Right-click the  project in the and go to HelloWorldServices Project Explorer New -> Proxy Service. 
In the  dialog that opens, select   and click  . Fill in the details as specified in the table below:New Proxy Service Create a New Proxy Service Next

Field Value

Proxy Service Name HelloWorldProxy

Proxy Service Type Select Pass Through Proxy

Endpoint Select HelloWorldEP (You need to select  from the endpoint options listed.)Predefined Endpoint

The projects setup is now complete. You now need to create CApp projects for each of the Composite Applications you want to generate. The ESB proxy
service and the Dev endpoint must go in its own CApp, and you create a separate CApp for the ESB proxy service and the QA endpoint. 

Creating the composite application project

Right-click the  and go to  .Project Exporer File -> New -> Composite Application Project
Name the project . HelloWorldDevCApp
Select the   and   projects from the list of dependancies, and click .HelloWorldServices HelloWorldDevResources Finish
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Similarly, create  containing the projects  and . HelloWorldQACApp HelloWorldServices HelloWorldQAResources

Your CApp projects are now ready to be deployed to your ESB servers.

Deploying the Dev composite application

See  for instructions on deploying the applications and starting the server.Running the ESB profile via WSO2 Integration Studio

Testing the Dev environment

Log in to the management console using admin as the username and password.
Click  , and click on the   link for the , which you just deployed using the CApp.Services > List Try This Service HelloWorldProxy

https://docs.wso2.com/display/EI650/Running+the+Product#RunningtheProduct-RunningtheESBprofileviaTooling


WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 890

2.  

3.  

4.  

Use the following request to invoke the service:

<body>
  <p:echoInt xmlns:p="http://echo.services.core.carbon.wso2.org">
     <!--0 to 1 occurrence-->
     <in>50</in>
  </p:echoInt>
</body>

Click  . You view the response from the   hosted in WSO2 EI as seen in the image below.Send HelloWorldProxy
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Changing the endpoint reference

Follow the steps below to change the endpoint reference of the  you deployed, to point it to the QA environment, without changing itsHelloWorldProxy 
configuration.

Set a port offset by changing the following configuration in the  file.<EI_HOME>/conf/carbon.xml

<Ports>
        <Offset>1</Offset>
........

</Ports>

Undeploy the deploy the  and re-start the ESB Profile of WSO2 EI. For instructions, see HelloWorldDevCApp,  HelloWorldQACApp  Running the
.ESB profile via WSO2 Integration Studio

https://docs.wso2.com/display/EI650/Running+the+Product#RunningtheProduct-RunningtheESBprofileviaTooling
https://docs.wso2.com/display/EI650/Running+the+Product#RunningtheProduct-RunningtheESBprofileviaTooling
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Testing the QA environment

Log in to the Management Console using admin as the username and password.
Click  , and click on the   link for the  , which you just deployed using the CApp.Services > List Try This Service HelloWorldProxy

If you click on the  in the  list, you view that the port offset has been applied and the endpointHelloWorldProxy Deployed Services
URL has been changed to point to the QA environment.
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Use the following request to invoke the service:

<body>
  <p:echoInt xmlns:p="http://echo.services.core.carbon.wso2.org">
     <!--0 to 1 occurrence-->
     <in>100</in>
  </p:echoInt>
</body>

Click  . You view the response from the   hosted in WSO2 EI as seen in the image below.Send HelloWorldProxy
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Enabling Logs for Services

The advantage of having per-service log files is that it is very easy to analyze/monitor what went wrong in this particular service (proxy service, data service
etc.) by looking at the service log. Enabling this feature will not terminate the   file. This file will contain the complete log with every logwso2-ei.log
statement, including the service logs that you have configured to be logged into a different log file. In other words, the service log is an additional log file,
which will contain a copy of the logs to that particular service.

Follow the instructions below to configure the logs of a particular service to be logged into a given log file.  The following steps explain how to enable logs
for a sample proxy service deployed in the ESB profile of WSO2 EI.

See   in  . It has a proxy service named  .Sample 150 Proxy Service Samples StockQuoteProxy
Configure   to log the service specific logs to a file called   in the logs directory of the EI installationlog4j stock-quote-proxy-service.log
directory.

Open up the   file found in the   directory of the WSO2 EI installation directory using your favorite text editor andlog4j.properties conf
add the following section to the end of the file starting in a new line.

log4j.category.SERVICE_LOGGER.StockQuoteProxy=DEBUG, SQ_PROXY_APPENDER
log4j.additivity.SERVICE_LOGGER.StockQuoteProxy=false
log4j.appender.SQ_PROXY_APPENDER=org.apache.log4j.DailyRollingFileAppen
der
log4j.appender.SQ_PROXY_APPENDER.File=logs/stock-quote-proxy-service.lo
g
log4j.appender.SQ_PROXY_APPENDER.datePattern='.'yyyy-MM-dd-HH-mm
log4j.appender.SQ_PROXY_APPENDER.layout=org.apache.log4j.PatternLayout
log4j.appender.SQ_PROXY_APPENDER.layout.ConversionPattern=%d{ISO8601}
\[%X{ip}-%X{host}\] \[%t\] %5p %c{1} %m%n

Save the file.
Try it out. By default, the configuration does not do any logging at runtime, so configure the Proxy Service in-sequence to contain a log mediator to
log the message at "Full" log level.
Execute the sample client after starting the server with sample 150: and the sample axis2 server with the   service deployedSimpleStockQuote
on it as per stated in the sample documentation.

<EI_HOME>/samples/bin/wso2ei-samples.sh -sn 150

Inspect the logs directory of the ESB profile's installation directory to see the  .stock-quote-proxy-service.log file

Further, to demonstrate the log file rotation; this particular logger was configured to rotate the file in each minute whenever there is a log going into
the service log. Therefore, if you execute the sample client once again after 1 minute, you will be able to see the service log file rotation as well.

https://docs.wso2.com/display/EI600/Sample+150%3A+Introduction+to+Proxy+Services
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Using Pinned Servers

You can use the   attribute to specify the list of Synapse servers where this proxy service should be deployed. If there is no pinned serverpinnedServers
list, the proxy service is started in all server instances. The   attribute takes the Synapse server names separated by commas or spaces.pinnedServers
The Synapse server name is specified in the system property   or through the   parameter SynapseServerName axis2.xml SynapseConfig.ServerNam

. If neither of these are set, the server hostname is used, or it defaults to  . You can give a name to a Synapse server instance by specifyinge localhost
the property   when you execute the startup script   or  , or by editing -DSynapseServerName=<ServerName> integrator.bat integrator.sh wrappe

 to do this where Synapse is started as a service.r.conf

Working with Data Services

Data integration is an important part of an integration process. For example, consider the following scenario, where you have a typical integration process
that is managed using the ESB profile of WSO2 EI. In this scenario, data stored in various, disparate datasources are required in order to complete the
integration use case. The data services functionality that is embedded in the ESB profile allows you to manage this integration scenario by decoupling the
data from the datasource layer and exposing them as data services. The main integration flow defined in the ESB will then have the capability of managing
the data through the data service. Once the data service is defined, you can manipulate the data stored in the datasources by invoking the relevant
operation defined in the data service. For example, you can perform the basic CRUD operations as well as other advanced operations.

See the following topics for more information:

Creating a Data Service from Scratch
Uploading a Created Data Service
Generating a Data Service
Elements of a Data Service
Managing Data Integration Artifacts via Tooling
Writing Queries
Input Validators
Filtering Responses by User Role
Using Namespaces
RDBMS Datasources
Sample Queries

Creating a Data Service from Scratch

The following tutorials explain how you can expose various datasources as data services using the  wizard of the ESB profile ofCreate New Data Service
WSO2 Enterprise Integrator (WSO2 EI):

Exposing a Google Spreadsheet as a Data Service
Exposing a Google Spreadsheet as a Data Service - Has BOTH Query Options
Exposing CSV Data as a Data Service
Exposing Excel Data as a Data Service
Exposing RDF Data as a Data Service
Exposing MongoDB as a Data Service
Exposing a Web Resource as a Data Service
Exposing a Carbon Datasource as a Data Service
Exposing a Custom Datasource as a Data Service
Exposing Cassandra as a Data Service
Exposing a JNDI Datasource as a Data Service

Exposing an RDBMS as a Data Service

Exposing a Google Spreadsheet as a Data Service

This tutorial guides you on how to expose data in a Google spreadsheet as a data service. 

See the following topics for instructions.  Also, see the samples in  .Data Integration Samples

Start the Create New Data Service wizard
Add a google spreadsheet datasource
Define a query for the datasource
Define an operation to invoke the query
Finish creating the data service
Invoking your data service
Exposing a public spreadsheet as a data service

Start the Create New Data Service wizard

Now, let's start creating the data service from scratch:

Download the product installer from  , and run the installer.here

The data services feature was previously provided by WSO2 as a separate product (WSO2 Data Services Server). With the introduction of
WSO2 EI, you no longer require a separate data services server to manage the datasources required for your integration scenario.

http://wso2.com/integration/
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Let's call the installation location of your product the   directory.<EI_HOME>

If you installed the product using the , this is located in a place specific to your OS as shown below:installer

OS Home directory

Mac OS /Library/WSO2/EnterpriseIntegrator/6.5.0

Windows C:\Program Files\WSO2\EnterpriseIntegrator\6.5.0\

Ubuntu /usr/lib/wso2/EnterpriseIntegrator/6.5.0

CentOS /usr/lib64/EnterpriseIntegrator/6.5.0

Start the ESB profile:

On MacOS/Linux/CentOS

Open a terminal and execute the following command:

wso2ei-6.5.0-integrator

On WindowsGo to Start Menu -> Programs -> WSO2 -> Enterprise Integrator 6.5.0
This will open a terminal and start the ESB profile.Integrator. 

Access the management console of the ESB profile: .https://localhost:9443/carbon/

Sign in using  as the username and password.admin
Click   under the   menu to open the   wizard.Create Data Service Create Data Service
Enter  as the data service name as shown below. Leave the default values for the other fields.GSpread

Click   to go to the   screen.Next Datasources

Add a google spreadsheet datasource

You can add a google spreadsheet as the datasource by following the steps given below.

Click   to open the following screen.Add New Datasource

For the purpose of this tutorial, be sure to use  as the IP in the above URL.localhost

https://localhost:9443/carbon/
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Follow the instructions below to fill the datasource details.
In the   field, enter   as the value.Datasource Id GoogleSpreadsheet
In the   field, Select    from the list.  Datasource Type Google Spreadsheet
This specifies the type of datasource for which the data service is created. You will now get the following screen:

In the   field, specify Google Spreadsheet URL https://docs.google.com/spreadsheets/d/1o1pCmMFcbWZ_eJ54ymcb486GctTdsR6b4kF
 as the path to your spreadsheet.ERmKrR1w/edit?hl=en&hl=en#gid=0

Select a value for the   field based on whether the spreadsheet is private or public. Visibility
Since we have used a private spreadsheet in this example, set the visibility to  .  Private

You are asked to provide credentials. Google no longer supports authentication through username and password. Therefore, you need to
provide credentials in the form of a  ,  , and  .Client ID Client Secret Refresh Token
Get the Client ID and Client Secret:

Go to   and click .google documentation CONFIGURE A PROJECT
Expand the drop-down, select a project you have already created or create a new project.
On the   window, select .Configure your OAuth client Web Browser
Enter the URL given for  in the management console as the value for  .Redirect URI   Authorized Redirect URIs

Note that this is a private spreadsheet, which is not published on the web. If you want to use a public spreadsheet, see the
topic on exposing a .public spreadsheet as a data service

You can use your own private spreadsheet too.

Setting the hostname
Note that the   should contain the same hostname as the  URl  that you provided inRedirect URI Authorized Redirect 
the previous step, as well as the host on which the management console runs.

If the server is running on your machine, you can simply use  as the hostname (or the direct IPlocalhost
address, which is 127.0.0.1). 

https://docs.google.com/spreadsheets/d/1o1pCmMFcbWZ_eJ54ymcb486GctTdsR6b4kFERmKrR1w/edit?hl=en&hl=en#gid=0
https://docs.google.com/spreadsheets/d/1o1pCmMFcbWZ_eJ54ymcb486GctTdsR6b4kFERmKrR1w/edit?hl=en&hl=en#gid=0
https://developers.google.com/identity/sign-in/web/devconsole-project
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g.  

h.  

3.  
4.  

1.  
2.  
3.  

4.  

Click .CREATE
Copy the  and , and enter them in the management console.Client ID Client Secret

Click  . You will now be redirected to the Google consent page. Generate Token
After you approve that, the refresh token will be inserted into the   screen automatically. Note that we just store theNew Datasource
refresh token because the access token is going to expire anyway.

Click   to ensure that the configured works as expected.Test Connection
If you get a successful message, your configurations are correct. If you get an error, make sure you configure the fields as explained in
the document.
The    option allows you to write queries for the spreadsheet in two different modes:Use Query Mode

Non-Query mode: Allows you to directly expose the content of a Google spreadsheet as a service.
Query mode: Allows you to query a Google spreadsheet in a familiar, SQL-like manner, and expose the result as a service. You
need to provide the name of the spreadsheet, in addition to the spreadsheet URL.

In this tutorial, we use the Non-Query mode. Therefore, don't select Use Query Mode.
Save the datasource.
Click   to go to the   screenNext Queries

Define a query for the datasource 

If query mode is disabled for the spreadsheet, you cannot use SQL statements to query data in the spreadsheet.  Note that in non-query mode, you can
only get data from the spreadsheet and you cannot insert, update, or modify any data.  

Click   to open the   screen.Add New Query Add New Query
Enter   as the query id in the   field.Q1 Query ID
In the   field, select the datasource for which you are going to write a query. Select the datasource for the Google spreadsheet that youDatasource
created previously.
You can directly specify the details of the spreadsheet as shown below.

Worksheet Number 1 
You want the query to get the data from Sheet1 in the Google spreadsheet.

Start reading from 2   
You enter 2 because the 1st row of the spreadsheet is the header. The data is available from row 2
onwards.

Rows to read 5 
The data in this row will be fetched by the query.

Headers available true

Header row 1   
You enter 1 because the 1st row of the spreadsheet includes the header.

If the server is running on a local network, you must always use a hostname instead of the direct IP address.
This is because publicly shared IPs cannot be used. You also need to ensure that the hostname you use is
known to the browser by registering it in your  file./etc/hosts
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b.  
c.  

6.  

7.  

Define : Output Mapping
Now, let's specify how the data fetched from the datasource should be displayed in the output. The Google spreadsheet we are using contains
several columns with customer data. We will create output mappings for the following columns:  ,  ,  , and ID CustomerNumber CustomerName City
.

Output type Select .XML
You can select XML, JSON, or RDF. We will use XML for this tutorial.

Grouped by element Enter . Customers
This is the XML element that groups the query result.

Row Name Enter  . Customer
This is the XML element that groups each individual result.

Add New Output Mapping Follow the steps given below to add a new output mapping:

Click    to start creating the output mapping for the    colAdd New Output Mapping customerNumber
umn. Enter values as shown below:

Mapping Type Element
Name

Datasou
rce Type

Datasou
rce
Column
Name

Paramet
er Type

Schema
Type

element custome
rNumber

column custome
rNumber

SCALAR string

Click   to save the output mapping. You will now have one output mapping listed for the query.Add
Now, add output mappings for the following:

Mapping Type Output
Filed
Name

Datasou
rce Type

Datasou
rce
Column
Name

Paramet
er Type

Schema
Type

attribute custome
rName

column custome
rName

SCALAR string

attribute city column city SCALAR string

You will now have the following output mappings listed for the query:

Click  to return to the  screen.Main Configuration Query
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1.  
2.  
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Click .Save
Click  to go to the  screen.Next Operations

Define an operation to invoke the query

Follow the steps given below:

Click    to open the  screen.Add New Operation Add New Operation
In the    field, enter  as the name for the operation.Operation Name CustomerDetails
In the    field, select  This is the query that you created under .Query ID Q1. Define a query for the datasource
Save the operation.

Finish creating the data service

Once you have defined the operation, click    to complete the data service creation process.Finish

You will now be taken to the    screen, which shows all the data services deployed on the server.Deployed Services

Invoking your data service

You can try the data service you created by using the  tool that is in your product by default.TryIt

Go to the   screen.Deployed Services
Click the  link for the   data service that you just created. The TryIt tool will open with the  service. Try this service GSpread GSpread
Select the operation your created earlier and click CustomerDetails  Send.
You will see the data displayed.

  

Exposing a Google Spreadsheet as a Data Service - Has BOTH Query Options

This tutorial guides you on how to expose data in a Google spreadsheet as a data service. 

See the following topics for instructions.  Also, see the samples in  .Data Integration Samples

Start the Create New Data Service wizard

Exposing a public spreadsheet as a data service

A google spreadsheet can be a private spreadsheet or a publicly exposed (published to the web) spreadsheet. The tutorial given above uses a private
spreadsheet.

Note the following if you are using a public spreadsheet:

Before you begin, the spreadsheet is required to be published to the web. To publish a spreadsheet, select     fromFile > Publish to the web
the spreadsheet's user interface. Use the spreadsheet's URL for the  field.Google Spreadsheet URL
When you come to the   step in the   wizard, the  check box should be clearedEdit Datasource Create New Data Service   Use Query Mode
as it is not possible to define SQL-like queries for a public spreadsheet. This also means that you cannot add or modify the data in the
spreadsheet. That is, you can only get data from a public spreadsheet. You can follow the same instructions given in the section for defining

 (in the above tutorial) to define the query for a public spreadsheet.a query in 'non-query' mode

This document is only visible to those at WSO2. 
There is an error that is thrown when the query mode is enabled. Therefore, the content was deleted from [1]. Once issue [2] is fixed, please
delete [1] and use this documentation.

[1] Exposing a Google Spreadsheet as a Data Service

[2] https://github.com/wso2/product-ei/issues/2421

https://github.com/wso2/product-ei/issues/2421
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2.  

3.  

4.  
5.  
6.  

7.  

Add a Google spreadsheet datasource
Define a query for the datasource
Define an operation to invoke the query
Finish creating the data service
Invoking your data service
Exposing a public spreadsheet as a data service

Start the Create New Data Service wizard

Now, let's start creating the data service from scratch:

Download the product installer from  , and run the installer.here
Let's call the installation location of your product the   directory.<EI_HOME>

If you installed the product using the , this is located in a place specific to your OS as shown below:installer

OS Home directory

Mac OS /Library/WSO2/EnterpriseIntegrator/6.5.0

Windows C:\Program Files\WSO2\EnterpriseIntegrator\6.5.0\

Ubuntu /usr/lib/wso2/EnterpriseIntegrator/6.5.0

CentOS /usr/lib64/EnterpriseIntegrator/6.5.0

Start the ESB profile:

On MacOS/Linux/CentOS

Open a terminal and execute the following command:

wso2ei-6.5.0-integrator

On WindowsGo to Start Menu -> Programs -> WSO2 -> Enterprise Integrator 6.5.0
This will open a terminal and start the ESB profile.Integrator. 

Access the management console of the ESB profile: .https://localhost:9443/carbon/

Sign in using  as the username and password.admin
Click   under the   menu to open the   wizard.Create Data Service Create Data Service
Enter  as the data service name as shown below. Leave the default values for the other fields.GSpread

Click   to go to the   screen.Next Datasources

For the purpose of this tutorial, be sure to use  as the IP in the above URL.localhost

http://wso2.com/integration/
https://localhost:9443/carbon/
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7.  

1.  

2.  
a.  
b.  

c.  

d.  

Add a Google spreadsheet datasource

You can add a Google spreadsheet as the datasource by following the steps given below.

Click   to open the following screen.Add New Datasource

Follow the instructions below to fill the datasource details.
In the   field, enter   as the value.Datasource Id GoogleSpreadsheet
In the   field, Select   from the list.  Datasource Type Google Spreadsheet
This specifies the type of datasource for which the data service is created. You will now get the following screen:

In the   field, specify Google Spreadsheet URL https://docs.Google.com/spreadsheets/d/1o1pCmMFcbWZ_eJ54ymcb486GctTdsR6b4kF
 as the path to your spreadsheet.ERmKrR1w/edit?hl=en&hl=en#gid=0

Select a value for the   field based on whether the spreadsheet is private or public. Visibility
Since we have used a private spreadsheet in this example, set the visibility to  .  Private

Note that this is a private spreadsheet, which is not published on the web. If you want to use a public spreadsheet, see the
topic on exposing a .public spreadsheet as a data service

You can use your own private spreadsheet too.

https://docs.google.com/spreadsheets/d/1o1pCmMFcbWZ_eJ54ymcb486GctTdsR6b4kFERmKrR1w/edit?hl=en&hl=en#gid=0
https://docs.google.com/spreadsheets/d/1o1pCmMFcbWZ_eJ54ymcb486GctTdsR6b4kFERmKrR1w/edit?hl=en&hl=en#gid=0
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2.  

d.  

e.  
i.  
ii.  
iii.  
iv.  

v.  
vi.  

f.  

g.  

h.  

You are asked to provide credentials. Google no longer supports authentication through username and password. Therefore, you need to
provide credentials in the form of a  ,  , and  .Client ID Client Secret Refresh Token
Get the Client ID and Client Secret:

Go to   and click .Google documentation CONFIGURE A PROJECT
Expand the drop-down, select a project you have already created or create a new project.
On the   window, select .Configure your OAuth client Web Browser
Enter the URL given for  in the management console as the value for  .Redirect URI   Authorized Redirect URIs

Click .CREATE
Copy the  and , and enter them in the management console.Client ID Client Secret

Click  . You will now be redirected to the Google consent page. Generate Token
After you approve that, the refresh token will be inserted into the   screen automatically. Note that we store the refreshNew Datasource
token because the access token is going to expire.

Click   to ensure that the configured works as expected.Test Connection
If you get a successful message, your configurations are correct. If you get an error, make sure you configure the fields as explained in
the document.
The   option allows you to write queries for the spreadsheet in two different modes:Use Query Mode

Non-Query mode: Allows you to directly expose the content of a Google spreadsheet as a service.
Query mode: Allows you to query a Google spreadsheet in a familiar, SQL-like manner, and expose the result as a service. You
need to provide the name of the spreadsheet, in addition to the spreadsheet URL.

You can try this tutorial by enabling or disbaling the query mode.
Disable query mode

Setting the hostname
Note that the   should contain the same hostname as the  URl  that you provided,Redirect URI Authorized Redirect 
as well as the host on which the management console runs.

If the server is running on your machine, you can simply use  as the hostname (or the direct IPlocalhost
address, which is 127.0.0.1). 
If the server is running on a local network, you must always use a hostname instead of the direct IP address.
This is because publicly shared IPs cannot be used. You also need to ensure that the hostname you use is
known to the browser by registering it in your  file./etc/hosts

https://developers.google.com/identity/sign-in/web/devconsole-project
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2.  

h.  

i.  
ii.  

3.  
4.  

1.  
2.  
3.  

The query mode is disabled by default. Ensure that your datasource configurations looks as follows:
Example:

Enable query mode

Follow the steps given below:

Select .Use Query Mode
Provide the name of the spreadsheet, in addition to the spreadsheet URL.
For this usecase enter  because the Google spreadsheet we used is named customers.customers

Save the datasource.
Click   to go to the   screenNext Queries

Define a query for the datasource 

You can define queries in two ways for a Google spreadsheet, depending on whether or not    for the datasource.Query mode is enabled

Select the respective tab and follow the steps based on how you configured your datasource.
Query mode disbaled

If query mode is disabled for the spreadsheet, you cannot use SQL statements to query data in the spreadsheet.  Note that in non-query
mode, you can only get data from the spreadsheet and you cannot insert, update, or modify any data.  

Follow the steps given below:

Click   to open the   screen.Add New Query Add New Query
Enter   as the query id in the   field.Q1 Query ID
In the   field, select the datasource for which you are going to write a query. Select the datasource for the GoogleDatasource
spreadsheet that you created previously.
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4.  You can directly specify the details of the spreadsheet as shown below.

Worksheet Number 1 
You want the query to get the data from Sheet1 in the Google spreadsheet.

Start reading from 2 
You enter 2 because the 1st row of the spreadsheet is the header. The data is available
from row 2 onwards.

Rows to read 5 
The data in this row will be fetched by the query.

Headers available true

Header row 1 
You enter 1 because the 1st row of the spreadsheet includes the header.
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5.  

a.  

b.  

c.  

6.  
7.  
8.  

Define  : Output Mapping
Now, let's specify how the data fetched from the datasource should be displayed in the output. The Google spreadsheet we are
using contains several columns with customer data. We will create output mappings for the following columns:  , ID CustomerNumb

,  , and  .er CustomerName City

Output type Select .XML
You can select XML, JSON, or RDF. We will use XML for this tutorial.

Grouped by element Enter . Customers
This is the XML element that groups the query result.

Row Name Enter  . Customer
This is the XML element that groups each individual result.

Add New Output Mapping Follow the steps given below to add a new output mapping:

Click    to start creating the output mapping for the  Add New Output Mapping custom
  column. Enter values as shown below:erNumber

Mapping Type Elem
ent
Name

Datas
ource
Type

Datas
ource
Colu
mn
Name

Para
meter
Type

Sche
ma
Type

element custo
merNu
mber

colum
n

custo
merNu
mber

SCALA
R

strin
g

Click   to save the output mapping. You will now have one output mapping listedAdd
for the query.
Now, add output mappings for the following:

Mapping Type Outp
ut
Filed
Name

Datas
ource
Type

Datas
ource
Colu
mn
Name

Para
meter
Type

Sche
ma
Type

attribute custo
merNa
me

colum
n

custo
merNa
me

SCALA
R

strin
g

attribute city colum
n

city SCALA
R

strin
g

You will now have the following output mappings listed for the query:

Click  to return to the  screen.Main Configuration Query
Click  .Save
Click   to go to the   screen.Next Operations

Query mode enabled



WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 907

1.  
2.  
3.  
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5.  

6.  

1.  
2.  
3.  
4.  

1.  
2.  
3.  

You can query data in the spreadsheet using SQL statements.  At the moment, the query mode supports only the basic SELECT, INSERT,
UPDATE, and DELETE queries. Note that the Google spreadsheet SQL driver does not accept the SELECT * command. Therefore, all the
required select options (e.g., column names) should be specified in the query. See the following example:  <sql>SELECT

 . Nested queries will be supported in an upcomingemployeeId,name,salary FROM Sheet1 WHERE employeeId = ?</sql>
release. 

Click   to open the   screen.Add New Query Add New Query
Enter   as the query id in the   field.Q1 Query ID
In the   field, select the datasource for which you are going to write a query. Select the datasource for the GoogleDatasource
spreadsheet that you created previously.
Specify an SQL query to insert data into the spreadsheet.

SELECT customerNumber, customerName, city FROM SHEET1

Click  to create the output mapping. This defines how the employee details retrieved from the datasource willGenerate Response
be presented in the result. 
Note that, by default, the output type is XML. 
Click   to go to the   screen.Next Operations

Define an operation to invoke the query

Follow the steps given below:

Click   to open the  screen.Add New Operation Add New Operation
In the   field, enter  as the name for the operation.Operation Name CustomerDetails
In the    field, select  This is the query that you created under .Query ID Q1. Define a query for the datasource
Save the operation.

Finish creating the data service

Once you have defined the operation, click   to complete the data service creation process.Finish

You will now be taken to the   screen, which shows all the data services deployed on the server.Deployed Services

Invoking your data service

You can try the data service you created by using the  tool that is in your product by default.TryIt

Go to the   screen.Deployed Services
Click the  link for the   data service that you just created. The TryIt tool will open with the  service. Try this service GSpread GSpread
Select the operation your created earlier and click CustomerDetails  Send.
You will see the data displayed.

  

The    class  is used internally asorg.wso2.carbon.dataservices.sql.driver.TDriver
the SQL driver to implement the query mode. It is a JDBC driver implementation to be used with
tabular data models such as Google spreadsheets, Excel sheets etc.

A select query is used because the spreadsheet we are using has view permission only. If you want to try out an insert
query, take a copy of the spreadsheet, and provide edit permissions. Make sure to update the spreadsheet link  too.here

Exposing a public spreadsheet as a data service

A Google spreadsheet can be a private spreadsheet or a publicly exposed (published to the web) spreadsheet. The tutorial given above uses a private
spreadsheet.

Note the following if you are using a public spreadsheet:

Before you begin, the spreadsheet is required to be published to the web. To publish a spreadsheet, select     fromFile > Publish to the web
the spreadsheet's user interface. Use the spreadsheet's URL for the  field.Google Spreadsheet URL
When you come to the   step in the   wizard, the  check box should be cleared asEdit Datasource Create New Data Service  Use Query Mode
it is not possible to define SQL-like queries for a public spreadsheet. This also means that you cannot add or modify the data in the
spreadsheet. That is, you can only get data from a public spreadsheet. You can follow the same instructions given in the section for defining

 (in the above tutorial) to define the query for a public spreadsheet.a query in 'non-query' mode
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1.  

2.  

Exposing CSV Data as a Data Service

This tutorial guides you on how to expose the data in a CSV file as a data service using WSO2 Enterprise Integrator (WSO2 EI) . We will create a data
service that can search for data in the file.

We will use the   file that is shipped with WSO2 EI by default. The   file stored in the Products.csv Products.csv <EI_HOME>/samples/data-servic
 folder contains data about products (cars/motorcycles) that are manufactured in an automobile company. The data table has the followinges/resources

columns: , , , and .ID  Name  Classification  Price

Follow the steps given below to create a data service for this datasource. Also, see the samples in  .Data Integration Samples

Creating the data service
Connecting to the datasource
Creating a query to GET data
Creating a SOAP operation to invoke the query
Creating a REST resource to invoke the query
Finish creating the data service

Invoking your data service using SOAP
Invoking your data service using REST

Creating the data service

Now, let's start creating the data service from scratch:

Download the product installer from  , and run the installer.here
Let's call the installation location of your product the   directory.<EI_HOME>

If you installed the product using the , this is located in a place specific to your OS as shown below:installer

OS Home directory

Mac OS /Library/WSO2/EnterpriseIntegrator/6.5.0

Windows C:\Program Files\WSO2\EnterpriseIntegrator\6.5.0\

Ubuntu /usr/lib/wso2/EnterpriseIntegrator/6.5.0

CentOS /usr/lib64/EnterpriseIntegrator/6.5.0

Start the ESB profile:

Note!
You can only read data from CSV files. The ESB profile of WSO2 EI does not support inserting, updating, or modifying data in a CSV file.

http://wso2.com/integration/
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3.  
4.  
5.  
6.  

7.  
8.  

1.  

2.  
3.  

1.  

2.  

a.  

On MacOS/Linux/CentOS

Open a terminal and execute the following command:

wso2ei-6.5.0-integrator

On WindowsGo to Start Menu -> Programs -> WSO2 -> Enterprise Integrator 6.5.0
This will open a terminal and start the ESB profile.Integrator. 

Access the management console of the ESB profile: . https://localhost:9443/carbon/
Log in using  as the username and password.admin
Click  to open the   window.Data Service >   Create Create Data Service
Enter the following data service name.

Data Service Name CSV

Leave the default values for the other fields.
Click to go to the  screen.Next Datasources

Connecting to the datasource

You can add a CSV file as the datasource as explained below.

Click   and enter values as shown below. Add New Datasource

Datasource ID CSV

Datasource Type CSV

CSV File Location ./samples/data-services/resources/Products.csv . 
In this tutorial, we are using a sample CSV file that is stored in the above location of your product distribution.

Column Separator comma

Start Reading From
Row

2 
You enter 2 because the 1st row of the CSV file is the header. The data is available from row 2 onwards.

Contains Column
Header Row

true

Header row 1 
You enter 1 because the 1st row of the CSV file includes the header.

Save the datasource. 
Click  to go to the  screen.Next Queries

Creating a query to GET data

Now let's start writing a query to search for data in the CSV datasource. The query specifies the data that should be fetched, and the format that should be
used to display data when the query is invoked.

Click  to open the  screen and enter the following details.Add New Query Add New Query

Query Name Q1

Datasource CSV

Now let's specify , which will determine how the result from your query will be presented when the query is invoked.  output mappings
The sample CSV datasource we are using contains four columns: , , , and . We will create an output mapping forID Name Classification Price
each of these columns.   

Start by giving the following information:

Output type Select . XML
You can select XML, JSON, or RDF. We will use XML for this tutorial. This specifies the format in which the query
results should be presented. 

Grouped by
element

Enter . Products
This will be the XML element that will group the query result.

https://10.100.5.65:9443/carbon/
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a.  

b.  

c.  
d.  

3.  
4.  
5.  

1.  

Row Name Enter . Product
This is the XML element that should group each individual result.

Click  to start creating the output mapping for the  column. Enter values as shown below:Add New Output Mapping ID

Mapping Type Datasource
Type

Output Field
Name

Datasource
Column Name

Parameter
Type

Schema Type

Element Column ID ID SCALAR string

Click  to save the output mapping. You will now have one output mapping listed for the  query.Add Q1
Create output mappings for the remaining columns given below.

Mapping Type Datasource
Type

Output Field
Name

Datasource
Column Name

Parameter
Type

Schema Type

Element Column Classificatio
n

Classificatio
n

SCALAR string

Element Column Price Price SCALAR string

Element Column Name Name SCALAR string

Click  to return to the  screen.Main Configuration Query
Click to save the query.Save 
Click  to go to the  screen.Next Operations

Creating a SOAP operation to invoke the query

To invoke the query, you need to define an operation.

Click  and enter the following information.Add New Operation
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Operation Name GetProductsOp

Query ID Q1

Save the operation.

You can now invoke the data service query using SOAP.
Creating a REST resource to invoke the query

Now, let's create REST resources to invoke the query created above. Alternatively, you can create SOAP operations to invoke the queries. See the previou
 for instructions.s section

Click   and enter the following information.Add New Resource

Resource Path Products

Resource Method GET

Query ID Q1

Save the resource.

You can now invoke the data service query using REST.
Finish creating the data service

Once you have defined the operation, click   to complete the data service creation process.Finish

You will now be taken to the   screen, which shows all the data services deployed on the server.Deployed Services
Invoking your data service using SOAP

You can try the data service you created by using the  tool that is in your product by default.TryIt

Go to the  screen. Deployed Services
Click the  for the  data service. Try this service link CSV
The  tool will open with the CSV service.TryIt
Select the  operation that you created previously and click .GetProductOp Send
The result of the  query will be published.Q1

Example:

Invoking your data service using REST

You can send an HTTP GET request to invoke the data service using cURL as shown below.

curl -X GET http://localhost:8280/services/CSV.HTTPEndpoint/Products

This will return the response in XML.
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Example:

<Products
xmlns="http://ws.wso2.org/dataservice"><Product><ID>S10_1678</ID><Categ
ory>Motorcycles</Category><Price>1000</Price><Name>1969 Harley Davidson
 Ultimate
Chopper</Name></Product><Product><ID>S10_1949</ID><Category>Classic
Cars</Category><Price>600</Price><Name>1952 Alpine Renault 1300</Name>
</Product><Product><ID>S10_2016</ID><Category>Motorcycles</Category><Pr
ice>456</Price><Name>1996 Moto Guzzi
1100i</Name></Product><Product><ID>S10_4698</ID>
<Category>Motorcycles</Category><Price>345</Price><Name>2003
Harley-Davidson Eagle Drag
Bike</Name></Product><Product><ID>S10_4757</ID><Category>Classic Cars
</Category><Price>230</Price><Name>1972 Alfa Romeo
GTA</Name></Product><Product><ID>S10_4962</ID><Category>Classic
Cars</Category><Price>890</Price>
<Name>1962 LanciaA Delta
16V</Name></Product><Product><ID>S12_1099</ID><Category>Classic
Cars</Category><Price>560</Price><Name>1968 Ford Mustang</Name>
</Product><Product><ID>S12_1108</ID><Category>Classic
Cars</Category><Price>900</Price><Name>2001 Ferrari
Enzo</Name></Product></Products>

Exposing Excel Data as a Data Service

This tutorial guides you on how to expose the data in an Excel sheet as a data service. We will create a data service that can search for data on the file and
insert data into the file.

To demonstrate this feature, we will use the   file that is shipped with WSO2 EI. The   file is stored in the Products.xls Products.xls <EI_HOME>/samp
 folder and it contains data about products ( cars/motorcycles) that are manufactured in an automobile company. Theles/data-services/resources/

data table has the following columns: , , and .ID Model Classification

Creating the data service
Connecting to the datasource
Define a query for the datasource
Create a SOAP operation to invoke the queries
Creating a REST resource to invoke the query
Finish creating the data service

Invoking your data service using SOAP
Invoking your data service using REST

Creating the data service

Now, let's start creating the data service from scratch:

Download the product installer from  , and run the installer.here
Let's call the installation location of your product the   directory.<EI_HOME>

If you installed the product using the , this is located in a place specific to your OS as shown below:installer

OS Home directory

Mac OS /Library/WSO2/EnterpriseIntegrator/6.5.0

Windows C:\Program Files\WSO2\EnterpriseIntegrator\6.5.0\

Ubuntu /usr/lib/wso2/EnterpriseIntegrator/6.5.0

CentOS /usr/lib64/EnterpriseIntegrator/6.5.0

Start the ESB profile:

WSO2 EI uses the Apache POI library version 3.9.0 to work with Excel datasources, and thereby, supports both XLS and XLSX formats. For
more information, see the .Apache POI Documentation

http://wso2.com/integration/
https://poi.apache.org/spreadsheet/index.html
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On MacOS/Linux/CentOS

Open a terminal and execute the following command:

wso2ei-6.5.0-integrator

On WindowsGo to Start Menu -> Programs -> WSO2 -> Enterprise Integrator 6.5.0
This will open a terminal and start the ESB profile.Integrator. 

Access the ESB profile's management console using the following URL: .https://localhost:9443/carbon/
Sign in using  as the username and password.admin
Click   under   to open the   window.Create Data Service Create Data Service 
Enter the following data service name.

Data Service Name Excel

Leave the default values for the other fields.
Click    to go to the    screen.Next Datasources

Connecting to the datasource

Follow the steps given below to add an Excel file as the datasource.

Click   and enter the following details:Add New Datasource

Datasource ID Excel

Datasource
Type

EXCEL

Excel URL Enter . ./samples/data-services/resources/Products.xls
In this tutorial, we are using a sample excel file that is stored in the above location of your product pack.

Use Query
Mode

Select to enable it or keep it deselected to disable query mode. You can try out this tutorial using eitherUse Query Mode 
option.
The   option allows you to write queries for the datasource in two different ways. Use Query Mode

If query mode is , you can write SQL queries for the excel sheet.enabled
If query mode is , you can get data from the excel datasource without an SQL query. disabled

Save the datasource.
Click   to go to the   screen.Next Queries

Define a query for the datasourceQuery mode disabled

See the next section on defining queries for more information on how the query mode affects how you query data
in the excel sheet.
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If   for the spreadsheet, you cannot write SQL statements to query the spreadsheet. Instead, you need to specify disabledQuery Mode is
the query details by filling in the data extraction parameters. This also means that, when query mode is disabled, you cannot use the data
service to insert, update, or modify data in the spreadsheet. This data service can only be used to get data that is already stored in the
spreadsheet.

Follow the steps given below:

Click   and add the following details:Add New Query

Query ID GetProducts

Datasource Type EXCEL

Workbook Name Sheet1
You want the query to get the data from Sheet1 in the excel spreadsheet.

Start reading from 2
You enter 2 because the 1st row of the spreadsheet is the header. The data is available
from row 2 onwards.

Rows to read 5
Five rows of data will be fetched by the query.

Headers available true

Header row 1
You enter 1 because the 1st row of the spreadsheet includes the header.

Define  : Output Mapping
Now, let's specify how the data fetched from the datasource should be displayed in the output. The Excel datasource we are using
contains three columns: ID, Model, and Classification. We will create an output mapping for each of these columns.    

Start by giving the following information:

Output type Select . XML
You can select XML, JSON, or RDF. This specifies the format in which the query
results should be presented. 

Grouped by element Enter . Products
This is the XML element that groups the query result.

Row Name Enter . Product
This is the XML element that should group each individual result.

Click  to start creating the output mapping. Listed below are the output mappings that shouldAdd New Output Mapping
be created.
Fill in the details and click  to add each output mapping.Add

Mapping Type Element
Name

Datasource
Type

Datasource
Column
Name

Parameter
Type

Schema
Type

Element ID Column ID SCALAR string

Element Model Column Model SCALAR string

Element Classifica
tion

Column Classifica
tion

SCALAR string

Once you have created all of the above mappings, click   to return to the   screen.Main Configuration Query
Save the query.

Query mode enabled
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If   for the datasource, follow the steps given below.Query Mode is enabled   
Creating a query to GET data
Creating a query to POST data

Creating a query to GET data

Click   and add the following details.Add New Query

Query ID GetProductbyID

Datasource EXCEL

SQL

select ID, Model, Classification from Sheet1 where ID=:ID

Click  , and the default input mappings will be generated for all the fields that you have specified in yourGenerate Input Mapping
SQL statement. 
You need to create input mappings for the ID, Model and Classification columns specified in the above SQL statement. These
input mapping parameters will be used for inserting data into the relevant columns. 
Click   to create the output mapping. Generate Response
This defines how the employee details retrieved from the datasource will be presented in the result. Note that, by default, the
output type is XML. 
Save the query.

Creating a query to POST data

You can query data in the spreadsheet using SQL statements. At the moment, the query mode supports only basic , , SELECT INSERT UPDA
, and  queries. Nested queries will be supported in an upcoming release. The TE DELETE org.wso2.carbon.dataservices.sql.drive

 class is used internally as the SQL Driver. It is a JDBC driver implementation used with tabular data models such as Googler.TDriver
spreadsheets, Excel sheets, etc.   

Follow the steps given below.

Click   and add the following details.Add New Query

Query ID AddProducts

Datasource EXCEL

SQL

INSERT INTO sheet1 (ID, Model, Classification) VALUES(:ID, :Model,
:Classification)

Click  , and the default input mappings will be generated for all the fields that you have specified in yourGenerate Input Mapping
SQL statement. 
You need to create input mappings for the ID, Model, and Classification columns specified in the above SQL statement. These
input mapping parameters will be used for inserting data into the relevant columns.
Save the query.

Create a SOAP operation to invoke the queries

To invoke the query, you need to define an operation.
Query mode disabled
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To Follow the steps given below

Click   and enter the following information.Add New Operation

Operation Name GetProducts

Query ID GetProducts

Save the operation.

You can now invoke the data service query using SOAP.

Query mode enabled

To invoke the query, you need to define an operation.

Click   and enter the following information.Add New Operation

Operation Name GetProductsbyIDOp

Query ID GetProductsbyID

Save the operation.
Click   and enter the following information.Add New Operation

Operation Name AddProductsOp

Query ID AddProducts

Save the operation.

You can now invoke the data service query using SOAP.

Creating a REST resource to invoke the query

Now, let's create REST resources to invoke the query created above. Alternatively, you can create SOAP operations to invoke the queries. See the previou
 or instructions.s section

Query mode disabled

Follow the steps given below:

Click   and enter the following information.Add New Resource

Resource Path Products

Resource Method GET

Query ID GetProducts

Save the resource.

You can now invoke the data service query using REST.

Query mode enabled
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Follow the steps given below:

Click   and enter the following information.Add New Resource

Resource Path Products/{ID}

Resource Method GET

Query ID GetProductsbyID

Save the resource.
Click   and enter the following information.Add New Resource

Resource Path Products

Resource Method POST

Query ID AddProducts

Save the resource.

You can now invoke the data service query using REST.

Finish creating the data service

Once you have defined the operation, click   to complete the data service creation process. Finish
You will now be taken to the   screen, which shows all the data services deployed on the server.Deployed Services
Invoking your data service using SOAP

You can try the data service you created by using the TryIt tool that is in your product by default.

Go to the Deployed Services screen.
Click the  link for the Excel data service. The TryIt tool will open with the Excel data service.Try this service
Run the operation. 
Query mode disabled

Select the  operation your created earlier and click Send.GetProducts
You see an output similar to the following: 

Query mode enabled
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Invoking the AddProductsOp operation

This operation can insert data into the excel sheet, you will need to specify the values that should be inserted. 

Click .AddProductsOp
Provide the product details by copying the code given below.

<p:AddProductsOp xmlns:p="http://ws.wso2.org/dataservice">
 <!--Exactly 1 occurrence-->
 <xs:ID xmlns:xs="http://ws.wso2.org/dataservice">S310_5686</xs:ID>
 <!--Exactly 1 occurrence-->
 <xs:Model xmlns:xs="http://ws.wso2.org/dataservice">1972 Alfa Romeo
GTA</xs:Model>
 <!--Exactly 1 occurrence-->
 <xs:Classification xmlns:xs="http://ws.wso2.org/dataservice">Classic
Cars</xs:Classification>
</p:AddProductsOp>

Click Send.

Invoking the GetProductsbyIDOp operation

This operation can get details of a product. You need to define the product ID for the data to be fetched from the excel sheet. 

Click .GetProductsbyIDOp
Provide the product ID by copying the code given below. To confirm that the data you added above was included
in the spreadsheet, let's use the same ID.

<p:_getproducts_id xmlns:p="http://ws.wso2.org/dataservice">
   <!--Exactly 1 occurrence-->
   <xs:ID xmlns:xs="http://ws.wso2.org/dataservice">S310_5686</xs:ID>
</p:_getproducts_id>

Click   .Send

Invoking your data service using REST

You can send an HTTP GET request to invoke the data service using a curl command as shown below.
Query mode disabled
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Run the following curl command to get the product details:

curl -X GET http://localhost:8280/services/Excel.HTTPEndpoint/Products

You get an output similar to the following:

<Products
xmlns="http://ws.wso2.org/dataservice"><Product><ID>S10_1678</ID><Model
>1969 Harley Davidson Ultimate Chopper</Model>
<Classification>Motorcycles</Classification></Product><Product><ID>S10_
1949</ID><Model>1952 Alpine Renault 1300</Model><Classification>Classic
Cars</Classification>
</Product><Product><ID>S10_2016</ID><Model>1996 Moto Guzzi
1100i</Model><Classification>Motorcycles</Classification></Product><Pro
duct>
<ID>S10_4698</ID><Model>2003 Harley-Davidson Eagle Drag
Bike</Model><Classification>Motorcycles</Classification></Product><Prod
uct>
<ID>S10_4757</ID><Model>1972 Alfa Romeo
GTA</Model><Classification>Classic
Cars</Classification></Product></Products>

Query mode enabled
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Get product details

Invoke the following command to get details of a product.

curl -X GET
http://localhost:8280/services/Excel.HTTPEndpoint/Products/{PRODUCT_ID}

Example:

curl -X GET
http://localhost:8280/services/Excel.HTTPEndpoint/Products/S10_4757

Add a product

Follow the steps given below to insert data to the excel sheet:

Copy code given below to a file, name it , and save it.product-data.xml

<_putproduct>
      <ID>S410_5443</ID>
      <Model>1972 Alfa Romeo GTA</Model>
      <Classification>Classic Cars</Classification>
</_putproduct>

Open the terminal, navigate the location where the file was saved and run the following command to insert data to the excel sheet.

curl -X POST -H 'Accept: application/xml' -H 'Content-Type:
application/xml' --data "@product-data.xml" -k -v
http://localhost:8280/services/Excel.HTTPEndpoint/Products

These will return the response in XML.

What's next?

Try out the samples under  .Data Integration Samples

Exposing RDF Data as a Data Service

This tutorial will guide you on how to expose an RDF datasource as a data service using the   wizard. To demonstrate thisCreate New Data Service
feature, we will use a sample RDF file that is shipped with WSO2 EI by default. Given below are the details of this datasource: 

The RDF file ( ), stored in the   folder contains data about some popular movies. EachMovies.rdf <EI_HOME>/samples/data-services/resources
movie data has the following sub elements: "title", "director", "year", "genre" and "actor".

Movies.rdf file

<?xml version="1.0"?>
<rdf:RDF
xmlns:rdf=" "http://www.w3.org/1999/02/22-rdf-syntax-ns#
xmlns:cd=" ">http://www.popular.movies/cd#

To confirm that the data got added you can run the GET curl command again using the product ID that you used in the 
 file.product-data.xml

http://www.w3.org/1999/02/22-rdf-syntax-ns
http://www.popular.movies/cd
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<rdf:Description
rdf:about="  Holiday">http://www.popular.movies/cd/Roman
<cd:title>Roman Holiday</cd:title>
<cd:director>William Wyler</cd:director>
<cd:year>1953</cd:year>
<cd:genre>Romance</cd:genre>
<cd:actor>Gorella Gori</cd:actor>
</rdf:Description>

<rdf:Description
rdf:about="  Jones's Diary">http://www.popular.movies/cd/Bridget
<cd:title>Bridget Jones's Diary</cd:title>
<cd:director>Cilla Ware</cd:director>
<cd:year>2001</cd:year>
<cd:genre>Drama</cd:genre>
<cd:actor>John Clegg</cd:actor>
</rdf:Description>

<rdf:Description
rdf:about="  Proposal">http://www.popular.movies/cd/The
<cd:title>The Proposal</cd:title>
<cd:director>Anne Fletcher</cd:director>
<cd:year>2009</cd:year>
<cd:genre>Romance</cd:genre>
<cd:actor>Alexis Garcia</cd:actor>
</rdf:Description>

<rdf:Description
rdf:about="  Princess Diaries">http://www.popular.movies/cd/The
<cd:title>The Princess Diaries</cd:title>
<cd:director>Garry Marshall</cd:director>
<cd:year>2001</cd:year>
<cd:genre>Comedy</cd:genre>
<cd:actor>John McGivern</cd:actor>
</rdf:Description>

<rdf:Description
rdf:about=" ">http://www.popular.movies/cd/Austenland
<cd:title>Austenland</cd:title>
<cd:director>Jerusha Hess</cd:director>
<cd:year>2013</cd:year>
<cd:genre>Adaptation</cd:genre>
<cd:actor>Georgia King</cd:actor>
</rdf:Description>

<rdf:Description
rdf:about=" ">http://www.popular.movies/cd/Beginners
<cd:title>Beginners</cd:title>
<cd:director>Mike Mills</cd:director>
<cd:year>2011</cd:year>
<cd:genre>Drama</cd:genre>
<cd:actor>Seth T Walker</cd:actor>
</rdf:Description>

<rdf:Description
rdf:about=" ">http://www.popular.movies/cd/Flipped
<cd:title>Flipped</cd:title>
<cd:director>Rob Reiner</cd:director>
<cd:year>2010</cd:year>
<cd:genre>Drama</cd:genre>
<cd:actor>Michele Messmer</cd:actor>
</rdf:Description>

<rdf:Description
rdf:about="  Linings Playbook">http://www.popular.movies/cd/Silver
<cd:title>Silver Linings Playbook</cd:title>
<cd:director>David O. Russell</cd:director>
<cd:year>2012</cd:year>
<cd:genre>Adaptation</cd:genre>
<cd:actor>Anthony Lawton</cd:actor>
</rdf:Description>

<rdf:Description
rdf:about="  Again">http://www.popular.movies/cd/Begin
<cd:title>Begin Again</cd:title>
<cd:director>John Carney</cd:director>
<cd:year>2014</cd:year>
<cd:genre>Drama</cd:genre>

http://www.popular.movies/cd/Roman
http://www.popular.movies/cd/Bridget
http://www.popular.movies/cd/The
http://www.popular.movies/cd/The
http://www.popular.movies/cd/Austenland
http://www.popular.movies/cd/Beginners
http://www.popular.movies/cd/Flipped
http://www.popular.movies/cd/Silver
http://www.popular.movies/cd/Begin
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<cd:actor>Eric Burton</cd:actor>
</rdf:Description>

<rdf:Description
rdf:about=" ">http://www.popular.movies/cd/Adventureland
<cd:title>Adventureland</cd:title>
<cd:director>Greg Mottola</cd:director>
<cd:year>2009</cd:year>
<cd:genre>Drama</cd:genre>
<cd:actor>Ryan Mcfarland</cd:actor>
</rdf:Description>

<rdf:Description
rdf:about="  Spectacular Now">http://www.popular.movies/cd/The
<cd:title>The Spectacular Now</cd:title>
<cd:director>James Ponsoldt</cd:director>
<cd:year>2013</cd:year>
<cd:genre>Drama</cd:genre>
<cd:actor>Andre Royo</cd:actor>
</rdf:Description>

<rdf:Description
rdf:about=" ">http://www.popular.movies/cd/WALL-E
<cd:title>WALL-E</cd:title>
<cd:director>Andrew Stanton</cd:director>
<cd:year>2008</cd:year>
<cd:genre>Adventure</cd:genre>
<cd:actor>Ben Burtt</cd:actor>
</rdf:Description>

<rdf:Description
rdf:about="  Actually">http://www.popular.movies/cd/Love
<cd:title>Love Actually</cd:title>
<cd:director>Richard Curtis</cd:director>
<cd:year>2003</cd:year>
<cd:genre>Comedy</cd:genre>
<cd:actor>Tiffany Boysell</cd:actor>
</rdf:Description>

<rdf:Description
rdf:about="  and Screaming">http://www.popular.movies/cd/Kicking
<cd:title>Kicking and Screaming</cd:title>
<cd:director>Jesse Dylan</cd:director>
<cd:year>2005</cd:year>
<cd:genre>Comedy</cd:genre>
<cd:actor>Willie Amakye</cd:actor>
</rdf:Description>

<rdf:Description
rdf:about="  and Maude">http://www.popular.movies/cd/Harold
<cd:title>Harold and Maude</cd:title>
<cd:director>Hal Ashby</cd:director>
<cd:year>1971</cd:year>
<cd:genre>Comedy</cd:genre>
<cd:actor>G Wood</cd:actor>
</rdf:Description>

<rdf:Description
rdf:about="  Me If You Can">http://www.popular.movies/cd/Catch
<cd:title>Catch Me If You Can</cd:title>
<cd:director>Steven Spielberg</cd:director>
<cd:year>2002</cd:year>
<cd:genre>Drama</cd:genre>
<cd:actor>Antoine Drolet Dumoulin</cd:actor>
</rdf:Description>

<rdf:Description
rdf:about=" ">http://www.popular.movies/cd/Ratatouille
<cd:title>Ratatouille</cd:title>
<cd:director>Jan Pinkava</cd:director>
<cd:year>2007</cd:year>
<cd:genre>Drama</cd:genre>
<cd:actor>Teddy Newton</cd:actor>
</rdf:Description>

<rdf:Description
rdf:about="  Dark Knight">http://www.popular.movies/cd/The
<cd:title>The Dark Knight</cd:title>

http://www.popular.movies/cd/Adventureland
http://www.popular.movies/cd/The
http://www.popular.movies/cd/WALL-E
http://www.popular.movies/cd/Love
http://www.popular.movies/cd/Kicking
http://www.popular.movies/cd/Harold
http://www.popular.movies/cd/Catch
http://www.popular.movies/cd/Ratatouille
http://www.popular.movies/cd/The
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<cd:director>Christopher Nolan</cd:director>
<cd:year>2008</cd:year>
<cd:genre>Crime</cd:genre>
<cd:actor>Andy Luther</cd:actor>
</rdf:Description>

</rdf:RDF>

See the following topics for instructions. Also, see the samples in  .Data Integration Samples

Creating a data service
Connecting to the datasource
Creating a query to GET data
Creating a SOAP operation to invoke the query
Creating a REST resource to invoke the query
Finish creating the data service 

Invoking your data service using SOAP 
Invoking your data service using REST

Creating a data service

Follow the steps given below.

Download the product installer from  , and run the installer.here
Let's call the installation location of your product the   directory.<EI_HOME>

If you installed the product using the , this is located in a place specific to your OS as shown below:installer

OS Home directory

Mac OS /Library/WSO2/EnterpriseIntegrator/6.5.0

Windows C:\Program Files\WSO2\EnterpriseIntegrator\6.5.0\

Ubuntu /usr/lib/wso2/EnterpriseIntegrator/6.5.0

CentOS /usr/lib64/EnterpriseIntegrator/6.5.0

Start the ESB profile:

On MacOS/Linux/CentOS

Open a terminal and execute the following command:

wso2ei-6.5.0-integrator

On WindowsGo to Start Menu -> Programs -> WSO2 -> Enterprise Integrator 6.5.0
This will open a terminal and start the ESB profile.Integrator. 

Log in to the product's management console.
Click  , to start creating a data service.Data Service  Create
Enter the following name for the data service.

Data Service Name RDFDataService

Click   to enter the datasource connection details.Next
Connecting to the datasource

Follow the steps given below.

Click   and enter the following details:Add New Datasource

Datasource ID RDF

Datasource Type RDF

RDF File Location Enter the path to the RDF file. In this tutorial we are using a sample RDF file that is shipped with your
product. The file location is ./samples/data-services/resources/Movies.rdf.

Save the datasource.

http://wso2.com/integration/
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Click  , to start creating queries.Next
Creating a query to GET data

Now let's start writing a query for getting data from the rdf file. The query will specify the data that should be fetched by this query, and the formatMovies.
that should be used to display data when the query is invoked.

Click   and enter the following details:Add New Query

Query ID GetMoviebyGenre

Datasource RDF

SPARQL In this field, enter the sparql query describing the data that should be retrieved from the RDF datasource.
We will use the following query:

PREFIX cd: <http://www.popular.movies/cd#>
 
SELECT ?title ?director ?year ?genre ?actor 
WHERE {   
      ?movie cd:title ?title. 
      ?movie cd:director ?director. 
      ?movie cd:year ?year. 
      ?movie cd:genre ?genre. 
      ?movie cd:actor ?actor.
}

The   input mapping section is used to specify the type of input that should be given in order to get the output result. Click Add New Input Mapping
to start creating the input mapping. We will create an input mapping for 'genre', which will allow us to query for data based on the genre of the
movie.

Mapping Name genre

Sparql Type String

Now let's specify output mappings to specify how the data fetched from the query should be displayed. We will create output mappings for all the
types of data in the RDF file:  title, director, year, genre and actor. Follow the steps given below.

Start by giving the following information:

Output type You can select XML, JSON or RDF. We will use XML for this tutorial. This specifies the format in
which the query results should be presented. 

Grouped by element Enter . Movies This will be the XML element that will group the query result.

Row Name Enter . This isMovie  the XML element that should group each individual result.

Click Add New Output Mapping to start creating the output mapping for the title column. 
Click   to save the output mapping. You will now have one output mapping listed for the  query.Add GetMoviesbyGenre
Now, add the following output mappings:

Mapping Type Element Name Datasource
Type

Datasource
Column Name

Parameter
Type

Schema Type

Element title Column title SCALAR string

Element director Column director SCALAR string

Element year Column year SCALAR string

Element genre Column genre SCALAR string

Element actor Column actor SCALAR string

Click   to return to the   screen.Main Configuration Query
Save the query, and click   to go to the   screen.Next Operations

Creating a SOAP operation to invoke the query

To invoke the query, you need to define an operation.

Click   and enter the following information.Add New Operation
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Operation Name GetMoviesbyGenreOp

Query ID GetMoviesbyGenre

Save the operation.

You can now invoke the data service query using SOAP.
Creating a REST resource to invoke the query

Now, let's create REST resources to invoke the query created above. Alternatively, you can create SOAP operations to invoke the queries. See the previou
 for instructions.s section

Click   and enter the following information.Add New Resource

Resource Path Movies/{genre}

Resource Method GET

Query ID GetMoviesbyGenre

Save the resource.

You can now invoke the data service query using REST.
Finish creating the data service 

Once you have defined the operation, click Finish to complete the data service creation process. You will now be taken to the Deployed Services screen,
which shows all the data services deployed on the server.
Invoking your data service using SOAP 

You can try the data service you created by using the TryIt tool that is in your product by default. 

Go to the  screen.Deployed Services
Click the Try this service link for the Excel data service. The TryIt Tool will open with the  service. RDF
Enter  as the genre: <xs:Genre xmlns:xs="http://ws.wso2.org/dataservice">Drama</xs:Genre>Drama
Select the   operation and click GetMoviesbyGenre Send.
The following XML response will be published on the TryIt tool:
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Movies xmlns="http://ws.wso2.org/dataservice">
   <Movie>
      <title>Ratatouille</title>
      <director>Jan Pinkava</director>
      <year>2007</year>
      <genre>Drama</genre>
      <actor>Teddy Newton</actor>
   </Movie>
   <Movie>
      <title>Catch Me If You Can</title>
      <director>Steven Spielberg</director>
      <year>2002</year>
      <genre>Drama</genre>
      <actor>Antoine Drolet Dumoulin</actor>
   </Movie>
   <Movie>
      <title>The Spectacular Now</title>
      <director>James Ponsoldt</director>
      <year>2013</year>
      <genre>Drama</genre>
      <actor>Andre Royo</actor>
   </Movie>
   <Movie>
      <title>Adventureland</title>
      <director>Greg Mottola</director>
      <year>2009</year>
      <genre>Drama</genre>
      <actor>Ryan Mcfarland</actor>
   </Movie>
   <Movie>
      <title>Begin Again</title>
      <director>John Carney</director>
      <year>2014</year>
      <genre>Drama</genre>
      <actor>Eric Burton</actor>
   </Movie>
   <Movie>
      <title>Flipped</title>
      <director>Rob Reiner</director>
      <year>2010</year>
      <genre>Drama</genre>
      <actor>Michele Messmer</actor>
   </Movie>
   <Movie>
      <title>Beginners</title>
      <director>Mike Mills</director>
      <year>2011</year>
      <genre>Drama</genre>
      <actor>Seth T Walker</actor>
   </Movie>
   <Movie>
      <title>Bridget Jones's Diary</title>
      <director>Cilla Ware</director>
      <year>2001</year>
      <genre>Drama</genre>
      <actor>John Clegg</actor>
   </Movie>
</Movies>

Invoking your data service using REST

You can send an HTTP GET request to invoke the data service using cURL as shown below.
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curl -X GET
http://localhost:8280/services/RDFDataService.HTTPEndpoint/Movies/Drama

This will return the response in XML.

Exposing MongoDB as a Data Service

This tutorial will guide you on how to expose data from a MongoDB datasource as a data service using the ESB profile of WSO2 Enterprise Integrator
(WSO2 EI).

Follow the steps given below. Also, see the samples in  .Data Integration Samples

Install and start MongoDB 
Creating a data service

Connecting to the datasource
Creating a query to POST data
Creating a query to GET data
Creating SOAP operations to invoke the queries
Creating REST resources to invoke the queries
Finish creating the data service

Invoking your data service using SOAP
Invoking your data service using REST

 Install and start MongoDB

A MongoDB server v2.4.x or v2.2.x should be already running in the default port.

Create a collection as below in the command shell.
Creating a data service

Now, let's start creating the data service from scratch:

Download the product installer from  , and run the installer.here
Let's call the installation location of your product the   directory.<EI_HOME>

If you installed the product using the , this is located in a place specific to your OS as shown below:installer

OS Home directory

Mac OS /Library/WSO2/EnterpriseIntegrator/6.5.0

Windows C:\Program Files\WSO2\EnterpriseIntegrator\6.5.0\

Ubuntu /usr/lib/wso2/EnterpriseIntegrator/6.5.0

CentOS /usr/lib64/EnterpriseIntegrator/6.5.0

Start the ESB profile:

On MacOS/Linux/CentOS

Open a terminal and execute the following command:

wso2ei-6.5.0-integrator

On WindowsGo to Start Menu -> Programs -> WSO2 -> Enterprise Integrator 6.5.0
This will open a terminal and start the ESB profile.Integrator. 

Log in to the management console of ESB profile of WSO2 EI using the following URL on your browser:  " ".https://localhost:9443/carbon/
Click   under the   menu to open the Create Data Service Create Data Service window.
Enter the following data service name.

Data Service Name MongoDB

http://wso2.com/integration/
https://10.100.5.65:9443/carbon/
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Leave the default values for the other fields.
Click Next to go to the Datasources screen

Connecting to the datasource

When you get to the Add New Data Source screen, click Add New Datasource to open the corresponding screen.

Start by entering the following values:

Datasource ID MongoDB

Datasource Type MongoDB

You can then specify the connection details to the MongoDB database you set up previously. The fields available for the MongoDB datasource
type are as follows:

Servers Enter . localhost This can be a comma separated list of server hosts and ports where the database is
running. E.g.: "localhost" - "125.10.5.3, 125.10.5.4" - "192.168.3.1:27017, 192.168.3.2:27017".

Database Name Enter . The name of the database to which you want to connect.mydb

Write Concern Select   from the list. The write concern value to control the write behavior as well as exception raisingNONE  
on error conditions: 

Descriptions of Write Concern options

Option Description

FSYNC_SAFE Exceptions are raised for network issues, and server errors. The
write operation waits for the server to flush the data to disk.

NONE No exceptions are raised, even for network issues.

NORMAL Exceptions are raised for network issues, but not server errors.

REPLICAS_SAFE Exceptions are raised for network issues, and server errors;
waits for at least 2 servers for the write operation.

SAFE Exceptions are raised for network issues, and server errors;
waits on a server for the write operation.

Read Preference Select   from the list. The read preference value, which describes how MongoDB clients route readPRIMARY
operations to members of a  . It has the following options.replica set

Descriptions of Read Preference options

Option Description

PRIMARY Default mode. All operations read from the current replica set pri
.mary

SECONDARY All operations read from the  members of the replicasecondary
set.

Auto Connect Retry Controls whether or not to connect. That is, the system retries to connect automatically.

Connection Timeout Connection timeout in milliseconds. 0 is default and infinite.

Max. Wait Max wait time of a blocking thread for a connection.

Socket Timeout Socket timeout value. 0 is default and infinite.

Connections per Host If the number of connections allowed per host is exceeded, further connections will be blocked.

Threads Allowed to Block
For Connection Multiplier

The value in this field, multiplied by the connections per host, gives the maximum number of threads that may
be waiting for a connection to become available from the pool. All further threads will get an exception. For
example, if connections per host are 10 and the 'threads allowed to block for connection multiplier' is 5, up to
50 threads can wait for a connection.

Creating a query to POST data

Follow the steps given below.

Click   and enter the following details:Add New Query
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Query ID Enter mongo_insert as the query ID.

Datasource Select the datasource for which you are going to write a query. Select the mongo datasource that you
created previously.

SPARQL In this field, enter the SPARQL query describing the data that should be retrieved from the
RDF datasource. We will use the following query: 

things.insert("{id:#, name:#}")

Now let's specify input mappings for the data in the MongoDB database. We will create output mappings for the id and name fields.
Click   to start creating the input mapping. Add New Input Mapping We want to add data into the database using the   and   fields.id name
First, create the input mapping for  .id
Click   to save the input mapping.Add
Create the input mapping for the   field.name

Save the query.
Creating a query to GET data

Now, let's start writing a query for getting data from the MongoDB datasource. The query will specify the data that should be fetched by this query, and the
format that should be used to display data when the query is invoked.

Click Add New Query, and enter the following data:

Query ID Enter mongo_find as the query ID.

Datasource Select the datasource for which you are going to write a query. Select the mongo datasource that you
created previously.

SPARQL In this field, enter the SPARQL query describing the data that should be retrieved from the
MongoDB datasource. We will use the following query: 

things.find()

Define  : Now, let's specify how the data fetched from the datasource should be displayed in the output. Output Mapping We will create output

mappings for the  fieldData .
Start by giving the following information:

Output type Specify the format in which the query results should be presented. You can select XML, JSON or RDF. We will
use XML for this tutorial.

Grouped by
element

Specify a grouping for all the output mappings. This will be the XML element that will group the query result.
Enter Documents in this field. 

Row Name Specify the XML element that should group each individual result. Enter Document in this field.

Click   to start creating the output mapping. Enter the following values:Add New Output Mapping
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Click Main Configuration to return to the Query screen.
Save the query, and click  to go to the  screen.Next Operations

Creating SOAP operations to invoke the queries

To invoke the query, you need to define an operation.

Click   and enter the following information.Add New Operation

Operation Name mongo_insert_op

Query ID mongo_insert

Save the operation.
Click   and enter the following information.Add New Operation

Operation Name mongo_find_op

Query ID mongo_find

Save the operation.

You can now invoke the data service query using SOAP.
Creating REST resources to invoke the queries

Now, let's create REST resources to invoke the query created above. Alternatively, you can create SOAP operations to invoke the queries. See the previou
 for instructions.s section

Click   and enter the following information.Add New Resource

Resource Path insert/{id}

Resource Method POST

Query ID mongo_insert

Save the resource.
Click   and enter the following information.Add New Resource

Resource Path find

Resource Method GET

Query ID mongo_find

Save the resource.

You can now invoke the data service query using REST.
Finish creating the data service

Once you have defined the operation, click Finish to complete the data service creation process. You will now be taken to the Deployed Services screen,
which shows all the data services deployed on the server.
Invoking your data service using SOAP

You can try the data service you created by using the TryIt tool that is in your product by default. 
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Go to the  screen.Deployed Services
Click the  link for the MongoDB data service. The  will open with the MongoDB service.Try this service TryIt Tool
Select the   operation and enter values for  and .mongo_insert_op ID Name
Click  to execute the operation. The data will be inserted to the database.Send
Now, select the  operation and click  . The response will be published in the TryIt toolmongo_find_op Send

Invoking your data service using REST

You can send an HTTP GET request to invoke the data service using cURL as shown below.

curl -X GET http://localhost:8280/services/MongoDB.HTTPEndpoint/find

This will return the response in XML.

Exposing a Web Resource as a Data Service

This tutorial will guide you on how to expose a web resource as a data service using the ESB profile of WSO2 Enterprise Integrator (WSO2 EI). You can
create a data service that can fetch selected data from a web resource and display the data in XML, JSON or RDF form.

Follow the instructions below. Also, see the samples in  .Data Integration Samples

Creating a data service
Connecting to the datasource
Creating a query to GET data
Creating a SOAP operation to invoke the query
Creating a REST resource to invoke the query
Finish creating the data service

Invoking your data service using SOAP
Invoking your data service using REST

Creating a data service

Now, let's start creating the data service from scratch:

Download the product installer from  , and run the installer.here
Let's call the installation location of your product the   directory.<EI_HOME>

If you installed the product using the , this is located in a place specific to your OS as shown below:installer

OS Home directory

Mac OS /Library/WSO2/EnterpriseIntegrator/6.5.0

Windows C:\Program Files\WSO2\EnterpriseIntegrator\6.5.0\

Ubuntu /usr/lib/wso2/EnterpriseIntegrator/6.5.0

CentOS /usr/lib64/EnterpriseIntegrator/6.5.0

Start the ESB profile:

On MacOS/Linux/CentOS

Open a terminal and execute the following command:

wso2ei-6.5.0-integrator

On WindowsGo to Start Menu -> Programs -> WSO2 -> Enterprise Integrator 6.5.0
This will open a terminal and start the ESB profile.Integrator. 

Log in to the management console of ESB profile of WSO2 EI using the following URL on your browser:  " ".https://localhost:9443/carbon/
Click   under the   menu to open the Create Data Service Create Data Service window.
Enter the following data service name.

Data Service Name WebResource

http://wso2.com/integration/
https://10.100.5.65:9443/carbon/
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Leave the default values for the other fields.
Click Next to go to the Datasources screen.

Connecting to the datasource

You can add a web resource as the datasource by following the steps given below.

Click   and enter the following details:Add New Datasource

Datasource ID Enter .WebHarvestDataSource

Datasource Type This specifies the type of datasource for which you will create the data service. Select Web Datasource fr
om the list.

Inline Web Harvest Config Select Inline Web Harvest Config and enter the configuration as shown below:

<config>
 <var-def name='AppInfo'>
  <xslt>
   <xml>
    <html-to-xml>
     <http method='get' url='https://play.google.com/store/apps'/>
    </html-to-xml>
   </xml>
   <stylesheet>
   <![CDATA[ <xsl:stylesheet version="1.0"
xmlns:xsl="http://www.w3.org/1999/XSL/Transform">
  <xsl:output method="xml" omit-xml-declaration="yes" indent="yes"/>
  <xsl:template match="/">
                 <AppInfo>
                    <xsl:for-each select="//*[@class='details']">
                    <App>
                     <Title><xsl:value-of
select="a[@class='title']"/></Title>
                     <Description><xsl:value-of
select="div[@class='description']"/></Description>
                    </App>
                  </xsl:for-each>
                 </AppInfo>
                </xsl:template>
      </xsl:stylesheet>
   ]]>
   </stylesheet>
  </xslt>
 </var-def>
</config>

Save the datasource. 
Click   to go to the   screen.Next Queries

Creating a query to GET data

Now let's start writing a query for getting data from the web resource. The query will specify the data that should be fetched by this query, and the format
that should be used to display the data.

Click   and enter the following details:Add New Query

Query ID Enter webquery as the query ID.

Datasource Select the datasource for which you are going to write a query. Select the web datasource that you
created previously.

Scrapper Variable Enter . When you add a query to a Web datasource, you must enter a AppInfo Scraper Variable. This
scraper variable must be the same as the output name in the web datasource configuration, which returns
the output from the configuration. In this example, the   name in the configuration is var-def weatherInf

 (           ).o < var-def name = 'AppInfo' >

Define  : Now, let's specify how the data fetched from the datasource should be displayed in the output. Output Mapping We will create output
mappings for the following data in the web resource: Title and Description. 
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Start by giving the following details:

Output Type Specify the format in which the query results should be presented. You can select XML, JSON or
RDF. We will use XML for this tutorial.

Grouped by element Specify a grouping for all the output mappings. This will be the XML element that will group the
query result. Enter AppInfo in this field. 

Row Name Specify the XML element that should group each individual result.  Enter App in this field.

Click   to start creating the output mapping for the   field.Add New Output Mapping Title
Click   to save the output mapping. Add
Now, add another output mapping for the  column.Description
You will now have the following output mappings listed for the  query:webquery

Click   to go to the   screen.Next Operations
Creating a SOAP operation to invoke the query

To invoke the query, you need to define an operation.

Click   and enter the following information.Add New Operation

Operation Name GetResourceOp

Query ID WebQuery

Save the operation.

You can now invoke the data service query using SOAP.
Creating a REST resource to invoke the query

Now, let's create REST resources to invoke the query created above. Alternatively, you can create SOAP operations to invoke the queries. See the previou
 for instructions.s section

Click   and enter the following information.Add New Resource

Resource Path AppInfo

Resource Method GET

Query ID webquery

Save the resource.

You can now invoke the data service query using REST.
Finish creating the data service

Once you have defined the operation, click Finish to complete the data service creation process. You will now be taken to the Deployed Services screen,
which shows all the data services deployed on the server.
Invoking your data service using SOAP

You can try the data service you created by using the TryIt tool that is in your product by default.

Go to the  screen.Deployed Services
Click the  link for the WebResource data service. The TryIt Tool will open with the data service.Try this service
Select the  operation and click GetResource Send.
The response will be published.

Invoking your data service using REST

You can send an HTTP GET request to invoke the data service using cURL as shown below.

curl -X GET
http://localhost:8280/services/WebResource.HTTPEndpoint/AppInfo

This will return the response in XML.
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Exposing a Carbon Datasource as a Data Service

A Carbon datasource is an RDBMS or a custom datasource created using the ESB profile of WSO2 Enterprise Integrator (WSO2 EI). You can simply use
that as the datasource for a data service. A Carbon datasource is persistent, and can be used whenever required. 
Creating a Carbon datasource

See  for instructions on how to create a Carbon datasource. Managing Datasources Be sure to copy the JDBC driver relevant to the database engine to one
of the locations given below.

If the driver is a JAR file, add it to the   directory, so that it will be converted to an OSGI bundle and copied to the   direct<EI_HOME>/lib dropins
ory during server startup. For example, if you are using MySQL, you would specify   as the driver and would copy com.mysql.jdbc.Driver mys

 to this directory.ql-connector-java-5.XX-bin.jar
If the driver is already an OSGI bundle, you can directly add it to the   directory. <EI_HOME>/dropins

If you do not copy the driver to the relevant directory, you will get an exception similar to "Cannot load JDBC driver class com.mysql.jdbc.Driver" when you
create the datasource.
Creating a data service using the Carbon datasource

Follow the instructions in  andExposing a Datasource as a Data Service  when you get to the Add New Data Source screen, select Carbon Data Source a
s the data source type. You get a drop-down list from which an existing Carbon data source can be selected as shown below. 

Also, see the samples in  .Data Integration Samples

Exposing a Custom Datasource as a Data Service

See the topics given below to expose a custom datasource as a data service. Also, see the samples in  .Data Integration Samples
About custom datasources
Adding a custom tabular datasource to the data service

Connecting to the datasource
Creating a query to GET data
Creating a SOAP operation to invoke the query
Creating a REST resource to invoke the query
Finish creating the data service
Invoking the custom tabular data service using SOAP
Invoking the custom tabular data service using REST

Adding a custom query datasource to the data service
Connecting to the datasource
Creating a query to GET data
Creating a SOAP operation to invoke the query
Creating a REST resource to invoke the query
Finish creating the data service
Invoking the custom query data service using SOAP 
Invoking your custom query data service using REST

About custom datasources

Custom datasources allow you to interface data services with your own datasource implementation. There are two options for writing a custom datasource,
and these two options cover most of the common business use cases as follows:

Custom tabular datasources: Used to represent data in tables, where a set of named tables contain data rows that can be queried later. A
tabular datasource is typically associated with an SQL data services query. This is done by internally using our own SQL parser to execute SQL
against the custom datasource. You can use the org.wso2.carbon.dataservices.core.custom.datasource.TabularDataBasedDS in
terface to implement tabular datasources. For a sample implementation of a tabular custom datasource, see org.wso2.carbon.dataservice
s.core.custom.datasource.InMemoryDataSource. Also, this is supported in Carbon datasources with the following datasource reader
implementation: org.wso2.carbon.dataservices.core.custom.datasource.CustomTabularDataSourceReader.
Custom query datasources: Used when the datasource has some form of query expression support. Custom query datasources are
implemented using the org.wso2.carbon.dataservices.core.custom.datasource.CustomQueryBasedDS interface. You can create
any non-tabular datasource using the query-based approach. Even if the target datasource does not have a query expression format, you can
create your own. For example, you can support any NoSQL type datasource this way. For a sample implementation of a query-based custom

https://docs.wso2.com/display/ADMIN44x/Managing+Datasources
https://github.com/wso2/carbon-data/blob/master/components/data-services/org.wso2.carbon.dataservices.core/src/main/java/org/wso2/carbon/dataservices/core/custom/datasource/TabularDataBasedDS.java
https://github.com/wso2/carbon-data/blob/master/components/data-services/org.wso2.carbon.dataservices.core/src/main/java/org/wso2/carbon/dataservices/core/custom/datasource/InMemoryDataSource.java
https://github.com/wso2/carbon-data/blob/master/components/data-services/org.wso2.carbon.dataservices.core/src/main/java/org/wso2/carbon/dataservices/core/custom/datasource/InMemoryDataSource.java
https://github.com/wso2/carbon-data/blob/master/components/data-services/org.wso2.carbon.dataservices.core/src/main/java/org/wso2/carbon/dataservices/core/custom/datasource/CustomQueryBasedDS.java


WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 935

1.  

2.  

3.  
4.  
5.  

6.  

1.  

2.  

datasource, see org.wso2.carbon.dataservices.core.custom.datasource.EchoDataSource. This is supported in Carbon
datasources with the following datasource reader implementation: org.wso2.carbon.dataservices.core.custom.datasource.CustomQ
ueryDataSourceReader. 

In the   methods of all custom datasources, user-supplied properties are parsed to initialize the datasource accordingly. Also, a property named init __DAT
, which contains a UUID to uniquely identify the current datasource, is passed.Custom datasource authors use this to identifyASOURCE_ID__

the datasources accordingly. For example, scenarios like datasource instances communicating within a server cluster for data synchronisation.

Adding a custom tabular datasource to the data service

Follow the steps given below to create a custom tabular datasource.'

Download the product installer from  , and run the installer.here
Let's call the installation location of your product the   directory.<EI_HOME>

If you installed the product using the , this is located in a place specific to your OS as shown below:installer

OS Home directory

Mac OS /Library/WSO2/EnterpriseIntegrator/6.5.0

Windows C:\Program Files\WSO2\EnterpriseIntegrator\6.5.0\

Ubuntu /usr/lib/wso2/EnterpriseIntegrator/6.5.0

CentOS /usr/lib64/EnterpriseIntegrator/6.5.0

Start the ESB profile:

On MacOS/Linux/CentOS

Open a terminal and execute the following command:

wso2ei-6.5.0-integrator

On WindowsGo to Start Menu -> Programs -> WSO2 -> Enterprise Integrator 6.5.0
This will open a terminal and start the ESB profile.Integrator. 

Log in to the management console of ESB profile of WSO2 EI using the following URL on your browser:  " ".https://localhost:9443/carbon/
Click   under the   menu to open the Create Data Service Create Data Service window.
Enter the following data service name.

Data Service Name CustomTabularDataService

Leave the default values for the other fields.
Connecting to the datasource

Click Add New Datasource, and enter the following details: 

Datasource ID CustomTabular

Datasource Type Custom Datasource

Custom Datasource Class Enter the following interface: org.wso2.carbon.dataservices.core.custom.datasource.InMem
.oryDataSource

Click  to enter properties that will identify the data in the datasource.Add New Property

Property Value

inmemory_datasource_schem
a

{Users:[ID,Name]}

Find the custom connectors used from the github project located at https://github.com/wso2/wso2-dss-connectors.

https://github.com/wso2/carbon-data/blob/master/components/data-services/org.wso2.carbon.dataservices.core/src/main/java/org/wso2/carbon/dataservices/core/custom/datasource/EchoDataSource.java
http://wso2.com/integration/
https://10.100.5.65:9443/carbon/
https://github.com/wso2/carbon-data/blob/master/components/data-services/org.wso2.carbon.dataservices.core/src/main/java/org/wso2/carbon/dataservices/core/custom/datasource/InMemoryDataSource.java
https://github.com/wso2/carbon-data/blob/master/components/data-services/org.wso2.carbon.dataservices.core/src/main/java/org/wso2/carbon/dataservices/core/custom/datasource/InMemoryDataSource.java
https://github.com/wso2/wso2-dss-connectors/


WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 936

2.  

3.  
4.  

1.  

2.  
a.  

b.  
c.  
d.  

e.  
3.  

1.  

2.  

1.  

2.  

inmemory_datasource_recor
ds

{Users:[["1","Will Smith"],["2","Denzel Washington"]]

Save the datasource. 
Click Next to go to the Queries screen.

Creating a query to GET data

Click   to start defining a query. We will write a query to find and display all users in the datasource.Add New Query

Query ID getAllUsers

Datasource CustomTabular

SQL

SELECT ID,Name FROM Users

Now let's specify output mappings for the data. We will create output mappings for the following data:  ID and Name. 
Start by giving the following information:

Output type You can select XML, JSON or RDF. We will use XMLfor this tutorial. This specifies the format in
which the query results should be presented. 

Grouped by element Enter . Users This will be the XML element that will group the query result.

Row Name Enter . This isUser  the XML element that should group each individual result.

Click Add New Output Mapping to start creating the output mapping for the ID field.
Add another output mapping for the   column.Name
You will now have the following output mappings listed for the   query:getAllUsers

Click   to return to the   screen.Main Configuration Query
Click   to go to the   screen.Next Operations

Creating a SOAP operation to invoke the query

To invoke the query, you need to define an operation.

Click   and enter the following information.Add New Operation

Operation Name GetAllUsersOp

Query ID getAllUsers

Save the operation.
Creating a REST resource to invoke the query

Now, let's create REST resources to invoke the query created above. Alternatively, you can create SOAP operations to invoke the queries. See the previou
 for instructions.s section

Click   and enter the following information.Add New Resource

Resource Path Users

Resource Method GET

Query ID getAllUsers

Save the resource.

You can now invoke the data service query using REST.
Finish creating the data service

Once you have defined the operation, click    Finish to complete the data service creation process. You will now be taken to the  Deployed Services screen
, which shows all the data services deployed on the server.
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Invoking the custom tabular data service using SOAP

You can try the data service you created by using the TryIt tool that is in your product by default. 

Go to the   screen.Deployed Services
Click the  link for the  data service. The TryIt Tool will open with the data service. Try this service CustomTabular 
Select the getAllUsersOp operation.
Click  to see the result:Send 

<Users xmlns="http://ws.wso2.org/dataservice">
   <User>
      <ID>1</ID>
      <Name>Will Smith</Name>
   </User>
   <User>
      <ID>2</ID>
      <Name>Denzel Washington</Name>
   </User>
</Users>

Invoking the custom tabular data service using REST

You can send an HTTP GET request to invoke the data service using cURL as shown below.

curl -X GET
http://localhost:8280/services/CustomTabularDataService.HTTPEndpoint/Us
ers

This will return the response in XML.
Adding a custom query datasource to the data service

Follow the steps given below to create a custom query datasource.

Log in to the management console of ESB profile of WSO2 EI using the following URL on your browser:  " ".https://localhost:9443/carbon/
Click   under the   menu to open the Create Data Service Create Data Service window.
Enter the following data service name.

Data Service Name CustomQueryDataService

Leave the default values for the other fields.
Click Next to go to the Datasources screen.

Connecting to the datasource

Click , and enter the values shown below.Add New Datasource

Datasource ID CustomQuery

Datasource Type Custom Datasource

Custom Query Data Source Select this check box.

Custom Datasource Class Enter the following interface: org.wso2.carbon.dataservices.core.custom.datasource.EchoD
.ataSource

Click Add New Property to enter properties that will identify the data in the datasource.

Property Value

prop1 prop_value1

prop2 prop_value2

https://10.100.5.65:9443/carbon/
https://github.com/wso2/carbon-data/blob/master/components/data-services/org.wso2.carbon.dataservices.core/src/main/java/org/wso2/carbon/dataservices/core/custom/datasource/EchoDataSource.java
https://github.com/wso2/carbon-data/blob/master/components/data-services/org.wso2.carbon.dataservices.core/src/main/java/org/wso2/carbon/dataservices/core/custom/datasource/EchoDataSource.java
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<property name="prop1">prop_value1</property>
<property name="prop2">prop_value2</property>

Save the datasource. 
Click   to go to the   screen.Next Queries

Creating a query to GET data

Click   to open the   screen and enter the following details.Add New Query Add New Query

Query ID getValues

Datasource CustomQuery

Expression

column1,column2;R1C1 :param1,R1C2 :param2;R2C1 :param1,R2C2 :param2

Now let's specify input mappings to enter data. We will create input mappings for the fields given in the expression above:  Column1 and Column
2

Click  to open the respective screen. Define a mapping for column 1.Add New Input Mapping
Add another input mapping for column 2. You will now have two input mappings for the two columns as shown below.

Now let's specify  , which will determine how the result from your query will be presented when the query is invoked. The sampleoutput mappings
datasource we are using contains the following columns:  and . We will create an output mapping for each of these columns.Column 1 Column 2  

Start by entering the following values:

Output type You can select XML, JSON or RDF. We will use XMLfor this tutorial. This specifies the format in
which the query results should be presented. 

Grouped by element Enter . Rows This will be the XML element that will group the query result.

Row Name Enter . This isRow  the XML element that should group each individual result.

Click Add New Output Mapping to start creating the output mapping for column. Enter a mappings for C1 and C1.
Click   to save the output mapping. You will now have one output mapping listed for the   query.Add Q1
Create output mappings for the remaining columns given below.

Click   to return to the   screen.Main Configuration Query
Click   to go to the   screen.Next Operations

Creating a SOAP operation to invoke the query

To invoke the query, you need to define an operation.

Click   and enter the following information.Add New Operation

Operation Name GetValuesOp

Query ID getValues
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Save the operation.

You can now invoke the data service query using SOAP.
Creating a REST resource to invoke the query

Now, let's create REST resources to invoke the query created above. Alternatively, you can create SOAP operations to invoke the queries. See the previou
 for instructions.s section

Click   and enter the following information.Add New Resource

Resource Path Values/{column1}

Resource Method GET

Query ID getValues

Save the resource.
Finish creating the data service

Once you have defined the operation, click    Finish to complete the data service creation process. You will now be taken to the  Deployed Services screen
, which shows all the data services deployed on the server.
Invoking the custom query data service using SOAP 

You can try the data service you created by using the TryIt tool that is in your product by default. 

Go to the   screen.Deployed Services
Click the  link for the  data service. The TryIt Tool will open with the data service. Try this service CustomQueryDataService 
Select the getValuesOp operation.
Enter any values for the input parameters as shown below.

<!--Exactly 1 occurrence-->
      <xs:column1
xmlns:xs="http://ws.wso2.org/dataservice">1</xs:column1>
      <!--Exactly 1 occurrence-->
      <xs:column2
xmlns:xs="http://ws.wso2.org/dataservice">2</xs:column2

Click  to see the result:Send 

<Rows xmlns="http://ws.wso2.org/dataservice">
   <Row>
      <C1>R1C1 :param1</C1>
      <C2>R1C2 :param2</C2>
   </Row>
   <Row>
      <C1>R2C1 :param1</C1>
      <C2>R2C2 :param2</C2>
   </Row>
</Rows>

Invoking your custom query data service using REST

You can send an HTTP GET request to invoke the data service using cURL as shown below.

curl -X GET
http://localhost:8280/services/CustomQueryDataService.HTTPEndpoint/valu
es/1

This will return the response in XML.
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Exposing Cassandra as a Data Service

This tutorial will guide you on how to expose data stored in Cassandra as a data service. Also, see the samples in  .Data Integration Samples

Prerequisites
Installing and starting Cassandra
Creating a keyspace and a table

Creating a data service
Connecting to the datasource
Creating a query to ADD user information
Creating a query to GET data
Creating SOAP operationa to invoke the queries
Creating a REST resource to invoke the query
Finish creating the data service

Invoking your data service using SOAP
Post new data
Get data

Invoking your data service using REST
Post new data
Get data

Prerequisites

Set up the Cassandra server with a keyspace and table for this tutorial:
Installing and starting Cassandra

A Cassandra server of version 3.0 should be already running in the default port. For instructions, go to  .Apache Cassandra Documentation

Creating a keyspace and a table

Execute the SQL commands as given below.

Create the keyspace named  :UsersKS

CREATE KEYSPACE UsersKS WITH replication = {'class':'SimpleStrategy',
'replication_factor':3};

Create the table named   in the   keyspace:Users UsersKS

CREATE TABLE UsersKS.Users (id uuid, name text, country text, age int,
PRIMARY KEY (id));

Creating a data service

Now, let's start creating the data service from scratch:

Download the product installer from  , and run the installer.here
Let's call the installation location of your product the   directory.<EI_HOME>

If you installed the product using the , this is located in a place specific to your OS as shown below:installer

OS Home directory

Mac OS /Library/WSO2/EnterpriseIntegrator/6.5.0

Windows C:\Program Files\WSO2\EnterpriseIntegrator\6.5.0\

Ubuntu /usr/lib/wso2/EnterpriseIntegrator/6.5.0

Get familiar with the basics of Cassandra, including the prerequisites for using Cassandra, by going through the following: https://wiki.a
.pache.org/cassandra/GettingStarted

Get familiar with using the Cassandra CLI, by going through the following: .http://wiki.apache.org/cassandra/CassandraCli
Functionality of the underlying connector used for the Cassandra datasource: https://www.datastax.com/documentation/developer/java-

.driver/2.0/index.html
Also, note that Cassandra requires the most stable version of Java 7 or 8 you can deploy; preferably the Oracle/Sun JVM. 

http://cassandra.apache.org/download/
http://wso2.com/integration/
https://wiki.apache.org/cassandra/GettingStarted
https://wiki.apache.org/cassandra/GettingStarted
http://wiki.apache.org/cassandra/CassandraCli
http://www.datastax.com/documentation/developer/java-driver/2.0/index.html
http://www.datastax.com/documentation/developer/java-driver/2.0/index.html
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CentOS /usr/lib64/EnterpriseIntegrator/6.5.0

Start the ESB profile:

On MacOS/Linux/CentOS

Open a terminal and execute the following command:

wso2ei-6.5.0-integrator

On WindowsGo to Start Menu -> Programs -> WSO2 -> Enterprise Integrator 6.5.0
This will open a terminal and start the ESB profile.Integrator. 

Log in to the management console of ESB profile of WSO2 EI using the following URL on your browser:  " ".https://localhost:9443/carbon/
Click   under the   menu to open the Create Data Service Create Data Service window.
Enter the following data service name.

Data Service Name CassandraDataService

Leave the default values for the other fields.
Click Next to go to the Datasources screen

Connecting to the datasource

Click  . and enter the following details:Add New Datasource

Datasource ID Cassandra

Datasource Type Select Cassandra as the datasource.

Cassandra Server Enter .localhost

The rest of the datasource properties are optional. See the descriptions given below.
Properties for a Cassandra datasource

The following describes the properties supported by the Cassandra datasource. 

Data Source Property Description

Cassandra Servers* Host names of Cassandra servers in a comma-separated list.

Keyspace The default key space used by the Cassandra session.

Port The port of Cassandra servers.

Cluster Name The Cassandra cluster name.

Compression Compression used in communication.

User Name The authenticating user's username.

Password The authenticating user's password.

Load Balancing Policy The client load balancing policy on how calls should be made to the provided servers.

Enable JMX Reporting Enable JMX statistics for the connector.

Enable Metrics Enable metrics for the connector.

Local Core Connections Per Host Connection pooling: Local core connections per server host.

Remote Core Connections Per
Host

Connection pooling: Remote core connections per server host.

Local Max.Connections Per Host Connection pooling: Maximum local connections per server host.

Remote Max.Connections Per
Host

Connection pooling: Remote max connections per server host.

https://10.100.5.65:9443/carbon/
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Local New Connection Threshold This property determines the threshold in the connection pool, which will trigger the creation of a new
connection when the connection pool has not reached the .maximum capacity for local hosts
Generally, it will not be required to change the default value for this parameter.

Remote New Connection
Threshold

This property determines the threshold in the connection pool, which will trigger the creation of a new
connection when the connection pool has not reached the .maximum capacity for remote hosts
Generally, it will not be required to change the default value for this parameter.

Local Max Requests Per
Connection

This property allows you to throttle the number of concurrent requests per connection for local hosts.

Remote Max Requests Per
Connection

This property allows you to throttle the number of concurrent requests per connection for remote
hosts.

Protocol Version The native protocol version to use. By default, it auto connects. "2" for Cassandra versions 2.0 and
upwards, and "1" for Cassandra version 1.2.x.

Consistency Level The consistency level used for queries.

Fetch Size Fetch size used by queries.

Serial Consistency Level The serial consistency level used for queries.

Reconnection Policy The reconnection policy used for the cluster.

Constant Reconnection Policy
Delay

If "ConstantReconnectionPolicy" is used for Reconnection Policy, this represents the constant wait
 in milliseconds.time between reconnection attempts

Exponential Reconnection Policy
Base Delay

If "ExponentialReconnectionPolicy" is used for Reconnection Policy, this represents the base delay in
milliseconds.

Exponential Reconnection Policy
Max. Delay

If "ExponentialReconnectionPolicy" is used for Reconnection Policy, this represents the maximum
delay in milliseconds.

Retry Policy Configured the retry policy in this cluster.

Connection Timeout The socket connection timeout in milliseconds.

Keep Alive Set if socket keeps alive.

Read Timeout Set per host socket read timeout in milliseconds.

Receive Buffer Size The socket receive buffer size.

Send Buffer Size Thesocketsendbuffersize.

Reuse Address The socket re-use address.

So Linger The socket linger on value.

TCP no Delay Set socket TCP to no delay.

Enable SSL Enable SSL.

Enable OData In WSO2 EI   protocol version 4 (OASIS standards) is supported, which mainly provides supportOData
for CRUD operations. You can easily expose databases as an odata service by selecting this check
box. Currently, Odata service feature support is available for RDBMS datasources and Cassandra
datasources. If you have enabled Odata for your data service, you can complete the data service
creation process. That is, you are not required to define queries or operations for the service. This
Odata service will now be accessible from the following endpoints:

For super tenant: http://localhost:<port>/odata/{dataserviceName}/{datasourc
eId}/
For normal tenants: http://localhost:<port>/odata/t/{tenantId}/{dataserviceN
ame}/{datasourceId}/

Disable Native Batch Requests Disables native Cassandrabatchrequests,and reverts to emulated batch requests.

* Mandatory fields.

Creating a query to ADD user information

Now let's write a query for adding user information to the   table of the   keyspace in your Cassandra server.Users UsersKS

Click   and enter the following details:Add New Query

Query ID Enter  as the query ID.addUsers

http://www.odata.org/
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Datasource Select the datasource for which you are going to write a query. Select the Cassandra datasource that you
created previously.

SQL In this field, enter the SQL statement describing the data that should be added to the
Cassandra datasource.

INSERT INTO UsersKS.Users (id, name, country, age) values (:id, :name,
:country, :age)

Click Generate Input Mapping to create the input mappings.

Edit the   column and change the     to  .id SQL Type UUID
Save the mapping.
Edit the   column and change the     to  .age SQL Type INTEGER
Save the mapping and click   to return to the query. You will now have the following input mappings:Main Configuration

Save the query.
Creating a query to GET data

Now let's start writing a query for getting data from the datasource. The query will specify the data that should be fetched by this query, and the format that
should be used to display data when the query is invoked.

Click   and enter the following details:Add New Query

Query ID Enter  as the query ID.getUsersbyID

Datasource Select the datasource for which you are going to write a query. Select the Cassandra datasource that you
created previously.

SQL In this field, enter the SQL statement describing the data that should be retrieved from the
Cassandra datasource.

SELECT id, age, country, name FROM UsersKS.Users WHERE id = :id

Click Generate Input Mapping to create the input mapping. The   is the input as shown below.id
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Edit the   column and change the   to  .id SQL Type UUID
Save the mapping and click Main Configuration to return to the query.
Click Generate Response to create the output mapping. This defines how the employee details retrieved from the datasource will be presented in
the result. Note that, by default, the output type is XML. 

Save the query.
Click   to open the   screen.Next Operations

Creating SOAP operationa to invoke the queries

Click   and enter the following information.Add New Operation

Operation Name addUsersOp

Query ID addUsers

Save the operation.
Click   and enter the following information.Add New Operation

Operation Name getUsersbyIDOp

Query ID getUsersbyID

Save the operation.

You can now invoke the data service query using SOAP.
Creating a REST resource to invoke the query

Now, let's create REST resources to invoke the query created above. Alternatively, you can create SOAP operations to invoke the queries. See the previou
 for instructions.s section

Click   and enter the following information.Add New Resource

Resource Path users

Resource Method POST

Query ID addUsers

Save the resource.
Click   and enter the following information.Add New Resource

Resource Path users/{id}

Resource Method GET

Query ID getUsersbyID

Save the resource.

You can now invoke the data service query using REST.
Finish creating the data service

Once you have defined the operation, click Finish to complete the data service creation process. You will now be taken to the Deployed Services screen,
which shows all the data services deployed on the server.
Invoking your data service using SOAP

You can try the data service you created by using the TryIt tool that is in your product by default. 

Go to the   screen.Deployed Services
Click the  link for the Cassandra data service. The TryIt Tool will open with the data service. Try this service  

Post new data

Select the   operation you created earlier. addUsersOp
You need to provide the user details. Be sure to enter a UUID value as the user ID.
Click  .Send

The data is now added to the database.
Get data
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Select the   operation you created earlier. getUsersbyIDOp
Enter the UUID value that you entered as the user's ID previously.
Click  to see the details of the user you added previously.Send 

Invoking your data service using REST

The HTTP requests sent for each of the resources using cURL would be as follows:
Post new data

Create a file called users-payload.xml file, and define the XML payload for posting new data as shown below. Note that the id is a UUID value.

<_postusers>
    <id>a05cdd7a-3d6a-11e8-b467-0ed5f89f718b</id>
    <name>Peter Parker</name>
    <country>USA</country>
    <age>20</age>
</_postusers>

Send the following HTTP request from the location where the users-payload.xml file is stored:

curl -X POST -H 'Accept: application/xml'  -H 'Content-Type:
application/xml' --data "@users-payload.xml"
http://localhost:8280/services/CassandraDataService/users

Get data

The service can be invoked in REST-style via curl ( ). Shown below is the curl command to invoke the GET resource:http://curl.haxx.se

curl -X GET
http://localhost:8280/services/CassandraDataService.HTTPEndpoint/users/
a05cdd7a-3d6a-11e8-b467-0ed5f89f718b

Exposing a JNDI Datasource as a Data Service

Java Naming and Directory Interface (JNDI) is a Java API (application programming interface) providing naming and directory functionality for Java
software clients to discover and look up data and objects via a name.  WSO2 Enterprise Integrator (WSO2 EI) supports the JNDI InitialContext
implementation by inheriting the JNDI implementation of Tomcat ( ). http://tomcat.apache.org/tomcat-7.0-doc/jndi-resources-howto.html JNDI helps decouple

look-up datasourceobject creation from the object  . When you have registered a   with JNDI, others can discover it through a JNDI lookup and use it.

Follow the topics below. Also, see the samples in  .Data Integration Samples

Start the Create New Data Service wizard
Add a JNDI datasource
Define a query for the datasource
Define an operation to invoke the query
Finish creating the data service

 

Start the Create New Data Service wizard

Now, let's start creating the data service from scratch:

Download the product installer from  , and run the installer.here
Let's call the installation location of your product the   directory.<EI_HOME>

If you installed the product using the , this is located in a place specific to your OS as shown below:installer

OS Home directory

http://curl.haxx.se/
http://tomcat.apache.org/tomcat-7.0-doc/jndi-resources-howto.html
http://wso2.com/integration/
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Mac OS /Library/WSO2/EnterpriseIntegrator/6.5.0

Windows C:\Program Files\WSO2\EnterpriseIntegrator\6.5.0\

Ubuntu /usr/lib/wso2/EnterpriseIntegrator/6.5.0

CentOS /usr/lib64/EnterpriseIntegrator/6.5.0

Start the ESB profile:

On MacOS/Linux/CentOS

Open a terminal and execute the following command:

wso2ei-6.5.0-integrator

On WindowsGo to Start Menu -> Programs -> WSO2 -> Enterprise Integrator 6.5.0
This will open a terminal and start the ESB profile.Integrator. 

Log in to the management console using the following URL on your browser:  .https://localhost:9443/carbon/
Click   under   to open the   wizard.Create Data Service Create Data Service
Enter a name for the data service. Leave the default values for the other fields.
Click   to go to the   screen.Next Datasources

Add a JNDI datasource

You can add a JNDI datasource by following the steps given below.

Click Add New Datasource to open the following screen:

Select  as JNDI Datasource the data source type. The JNDI-specific options will be available for editing as shown below.

The options in the above window are explained below:
JNDI Context Class: The corresponding context factory class.
Provider URL: The URL that specifies the location of a resource on the Web.
Resource Name: The name of the JNDI resource. 

https://localhost:9443/carbon/
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Define a query for the datasource

Now let's start writing a query for getting data from the datasource. The query will specify the data that should be fetched by this query, and the format that
should be used to display data when the query is invoked.

Click   to open the   screen.Add New Query Add New Query
Enter the following values:

: Enter an ID for the query.Query ID
 Select the datasource for which you are going to write a query. Select the  datasource that you created previously.Datasource: JNDI

 In this field, enter the SQL statement describing the data that should be retrieved from the RDBMS datasource.SQL:
: Input mappings allow you to add parameters to a query so that you can set the parameter value when executing the query. Add input mappings

: Out mapping is used to specify how the data that is fetched from your query will be shown in the response.Add output mappings
Click   to open the   screen.Next Operations

Define an operation to invoke the query

Data service operations are written to invoke queries.

Click   to open   screen.Add New Operation Add New Operation
Add a name for your operation in the   field.Operation Name
In the   field, select the query that you defined previously.Query ID
Save the operation.

Finish creating the data service

Once you have defined the operation, click Finish to complete the data service creation process. You will now be taken to the Deployed Services screen,
which shows all the data services deployed on the server.

Uploading a Created Data Service

After  a data service (  file) file from scratch, deploy it to the ESB profile of WSO2 Enterprise Integrator (WSO2 EI) using one of the methodscreating .dbs
listed below:

Uploading via the management console
Uploading as a hot deployment

Uploading via the management console

Follow the steps given below to upload the data service through the management console:

Download the product installer from  , and run the installer.here
Let's call the installation location of your product the   directory.<EI_HOME>

If you installed the product using the , this is located in a place specific to your OS as shown below:installer

OS Home directory

Mac OS /Library/WSO2/EnterpriseIntegrator/6.5.0

Windows C:\Program Files\WSO2\EnterpriseIntegrator\6.5.0\

Ubuntu /usr/lib/wso2/EnterpriseIntegrator/6.5.0

CentOS /usr/lib64/EnterpriseIntegrator/6.5.0

Start the ESB profile:

On MacOS/Linux/CentOS

Open a terminal and execute the following command:

wso2ei-6.5.0-integrator

On WindowsGo to Start Menu -> Programs -> WSO2 -> Enterprise Integrator 6.5.0
This will open a terminal and start the ESB profile.Integrator. 

Go to the management console: .https://localhost:9443/carbon
Sign in using  as the username and password.admin

You can also expose an RDBMS datasource datasource Carbon   as a JNDI   using the Configure > Datasources menu of the management
.console. For instructions, see Managing Datasources 

http://wso2.com/integration/
https://docs.wso2.com/display/ADMIN44x/Managing+Datasources
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Click  .Data Service > Upload
Select the database backup (.dbs) file and click . Upload

If the file is deployed successfully, the  window appears with the new data service listed. From here, you can manage yourDeployed Services
service. See .Working with Data Services

Uploading as a hot deployment

Alternatively, copy the database backup (.dbs) file to  folder. <EI_HOME>/repository/deployment/server/dataservices
It will be deployed instantly as hot deployment, which is enabled in Data Services Server by default.

Generating a Data Service

This option automatically creates a data service using a given database structure. When generating a data service, the server takes its table structure
according to the structure specified in the datasource and automatically creates the , , , and  operations.  SELECT INSERT UPDATE DELETE

Step 1: Setting up a datasource
Step 2: Creating a Carbon datasource
Step 3: Generating a data service
Step 4: Verifying the generated CRUD operations (Optional)
Step 5: Invoking your data service 

Step 1: Setting up a datasource

Follow the steps given below to set up a MySQL database for this tutorial.

Download the product installer from here, and run the installer.
Let's call the installation location of your product the   directory.<EI_HOME>

If you installed the product using the , this is located in a place specific to your OS as shown below:installer

OS Home directory

Mac OS /Library/WSO2/EnterpriseIntegrator/6.5.0

Windows C:\Program Files\WSO2\EnterpriseIntegrator\6.5.0\

Ubuntu /usr/lib/wso2/EnterpriseIntegrator/6.5.0

CentOS /usr/lib64/EnterpriseIntegrator/6.5.0

Install the MySQL server.
Download the JDBC driver for MySQL from   and copy it to your   directory.here <EI_HOME>/lib
Create the following database:  AccountDetails

CREATE DATABASE AccountDetails;

Create the following table:

Don't' have a database backup file? Upload a sample data service that is stored in the   f<EI_HOME>/samples/data-services/dbs
older.

When adding a data service file to the ESB profile for the first time, you need to create a folder named  in the dataservices <EI_HOME>/repo
 directory. sitory/deployment/server

http://wso2.com/integration/
http://dev.mysql.com/downloads/connector/j/
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USE AccountDetails;

CREATE TABLE ACCOUNT(AccountID int NOT NULL,Branch varchar(255) NOT
NULL, AccountNumber varchar(255),AccountType ENUM('CURRENT', 'SAVINGS')
NOT NULL,
Balance FLOAT,ModifiedDate DATE,PRIMARY KEY (AccountID)); 

Enter the following data into the table:

INSERT INTO ACCOUNT VALUES
(1,"AOB","A00012","CURRENT",231221,'2014-12-02');

Step 2: Creating a Carbon datasource

Follow the steps given below.

Start the ESB profile.

On MacOS/Linux/CentOS

Open a terminal and execute the following command:

wso2ei-6.5.0-integrator

On WindowsGo to Start Menu -> Programs -> WSO2 -> Enterprise Integrator 6.5.0
This will open a terminal and start the ESB profile.Integrator. 

Access the management console: https://localhost:9443/cabon
Sign in using  as the username and password.admin
Open the  tab and click  . Configure Datasources
This will open the  screen.Datasources
Click  and enter the following details corresponding to the  database:Add Datasource AccountDetails

Datasource Type RDBMS

Name AccountDetails

Datasource provider Leave  selected.Default

Database Engine MySQL

Driver com.mysql.jdbc.Driver

URL jdbc:mysql://localhost:3306/AccountDetails

User Name Enter your MySQL server's username.

The ESB profile of WSO2 EI comes with the datasource management feature, which allows users to create any RDBMS datasource or
custom datasource that is used by the server to connect to databases or external data stores. See   in the WSO2Managing Datasources
Administration Guide for instructions on how to use this feature. Note that these pre-defined datasources can also be added to a data service as 

.Carbon datasources

https://docs.wso2.com/display/ADMIN44x/Managing+Datasources
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Password Enter your MySQL server's password. 
If you have not assigned a password, keep this field empty.

Save the datasource.

Step 3: Generating a data service

Once the datasource is created, follow the steps below to generate a data service.

Open the Main tab and click    .Data Service > Generate
In the  field, select the datasource from the drop-down list.Carbon Datasource AccountDetails 
In the  field, give the name of the database that you created, which is . Database Name AccountDetails

Click  to open the  screen. Next Customize Service Generation
The tables in the AccountDetails database will be listed. We only have one table (ACCOUNT) in the database as shown below. 

Select the  table and click to open the screen.ACCOUNT Next  Service Generation 
You must select a service generation mode from the following two options:
For this guide select Multiple Services. A data service is created for the table in the AccountDetails datasource.

Single Service: Creates a single data service for operations of all tables.
If this option is selected, you need to provide a name for the Data Service you are creating.
Multiple Services: Creates a service per table, which will contain isolated operations for each table. 
This is only applicable if you have selected multiple tables in the previous step.

Click  to open the  screen. A data service by the name of ACCOUNT_DataService is now generated.Next Generated Services
Click   to complete the data service creation process.  You will now be taken to the   screen, which shows all the dataFinish Deployed Services
services deployed on the server.

Want to make sure that your datasource is connected to the database? Click  to find out.Test Connection

Note that in most cases the database name should be the same name used when creating the datasource. If you want to find the
database name for the datasource you selected in step 2 above, go to the  tab and click  in the navigator. YouConfigure Datasources
can then get the details (including the database name) of a datasource by clicking . View

However, some datasources such as Oracle and H2 may not require the exact database name.
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Step 4: Verifying the generated CRUD operations (Optional)

You can verify that the relevant queries and CRUD operations are generated accurately:

Click the  service to open the service dashboard.ACCOUNT_DataService
Click  to open the service in the  wizard.Edit Data Service (Wizard) Create New Data Service
Click  until you get to the  screen. The queries corresponding to CRUD operations are automatically generated:Next Queries

Click  to get to the  screen. The CRUD operations connected to the queries:Next Operations

Click  to go back to the service dashboard.Finish

Step 5: Invoking your data service 

You can try the data service you created by using the TryIt tool that is in your product by default.    

Go to the   screen.Deployed Services
Click the  link for the  data service. The TryIt Tool will open with the data service. Try this service AccountDetails 
See that the CRUD operations are generated for the datasource.
Execute the CRUD operations from the TryIt tool to see the result.

Elements of a Data Service

Data services and resources provide a service-and-resource-interface to some data stored in a relational database. In a service interface, you must indicate
how service requests map to queries against collections of tables in a relational database and how query results are mapped to service responses. In a
resource interface, you must indicate how a set of resources map to queries and how query responses are returned as resource representations (or reports
of resource creation or deletion, depending on the HTTP verb in use).

The following topics describe the data services configuration language and the key elements used when composing a data service, such as queries,
databases, operations etc. along with example syntax.

[  ] [  Data services and resource language  ] [ Configuring the datasource  ] [ Defining queries  ] [ Defining service operations  ] [ Defining resources Defining
 ] [ event trigger  ] [ Security configuration  ]Sample data service configuration

Data services and resource language

Data services and resources are defined using the Data Services and Resource Language (DSRL) where a <data> element describes a data service or a
resource. The common attributes of a <data> element is given in the following example:
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<data baseURI="xs:anyURI" name="xs:NMTOKEN"
enableBatchRequests="xs:BOOLEAN" enableBoxcarring="xs:BOOLEAN"
txManagerJNDIName="xs:NMTOKEN" serviceNamespace="xs:anyURI"
serviceGroup="xs:NMTOKEN" serviceStatus="active|inactive"
transports="http https JMS local" >
    config+
    query+
    operation+
    resource+
    event-trigger+
</data>

Attribute Description

baseURI a REQUIRED URI indicating the base URI for the operations and resources definedwithinthe <data> element.

name a REQUIRED name of the data service.

enableBatchRequest an OPTIONAL boolean to enable the batch request feature.

enableBoxcarring an OPTIONAL boolean to enable theboxcarringfeature.

txManagerJNDIName an OPTIONAL JNDI name for overriding the standard JNDI location for locating the JTA transaction manager

serviceNamespace an OPTIONAL URI to uniquely identify the web service.

serviceGroup an OPTIONAL name that is used to categorizedata-servicesin different groups.

serviceStatus an OPTIONAL string to enable WIP (specifiesweatherthe data service is deployed or work in progress) support.

transports an OPTIONAL string to enable the transports required for the data service. The possible values are "http", "https",
"JMS" and "local".

Configuring thedatasource

The following sample config gives the common elements used to connect to a datasource:

<config id="xs:ID">
    <property name="xs:NMTOKEN">xs:urType</property>+
</config>

config/@id: an OPTIONAL XML ID identifying the config element. If the configuration file has multiple <config> elements, then this attribute is
required.

The actual set of properties is defined by each type of database connection (e.g., JDBC will have its own standard set).
Defining queries

A query consists of parameters that describe how to map the result to an XML element. It is similar to a function that maps some parameters to an XML
element. A query definition does not indicate how the parameters are acquired. Instead, it just lists the parameters that are needed, assuming that the
parameters will be provided. If the query is at a top level (i.e., direct child of <data>) then either an operation definition or a resource definition provides the
context for the parameters. If the query is nested within a <result> element, then the parameter names refer to column names of the result table described
in the <result> element of the XML.

The following sample config shows the common attributes of a <query> element:
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<query id="xs:ID"?  useConfig="xs:ConfigID"
returnGeneratedKeys="xs:BOOLEAN">
    <param name="xs:NMTOKEN" sqlType="xs:string"  paramType="SCALAR |
ARRAY"  type="IN | OUT | IN-OUT" ordinal="xs:integer"  
defaultValue="xs:string" />*
           ( <validateCustom class= "xs:string"/> | <validateLength
minimum="xs:integer" maximum="xs:integer" /> | <validatePattern
pattern="xs:string" />)
      </param>
    ( <sql dialect="xs:NMTOKEN">xs:string</sql>+ |
<sparql>xs:string</sparql> )
    <properties>
        <property name="xs:NMTOKEN">xs:string</property>+
    </properties>
    <result element="xs:QName" rowName="xs:QName" 
defaultNamespace="xs:anyURI" />
        (element | attribute | call-query )*
    </result>
</query>

<element name="xs:QName" column="xs:NMTOKEN" requiredRoles="xs:NMTOKEN"
export="xs:NMTOKEN" exportType="SCALAR | ARRAY" xsdType="xs:QName">
     (element | attribute | call-query )*
</element>

<attribute name="xs:QName" column="xs:NMTOKEN"
requiredRoles="xs:NMTOKEN" export="xs:NMTOKEN" exportType="SCALAR |
ARRAY" xsdType="xs:QName"/>

<call-query href="xs:NCName"         requiredRoles="xs:NMTOKEN" >
            <with-param name="xs:string" query-param="xs:string" />*
</call-query>

Attributes Sub-attributes Sub-attributes Description

id     an OPTIONAL XML ID identifying
the query. If <query> is a direct child
of <data> then this attribute is
required.

useConfig     a REQUIRED reference
tothedatasourcethatis to be
usedforquery.

returnGeneratedKeys     an OPTIONAL boolean parameter to
enable returnGeneratedKeys.

Set this attribute to true only in
INSERT queries, where the query
inserts to a table that has an auto
incrementing key column. In such a
case, an auto incremented key value
is added to the results set.
Also see .Returning Generated Keys

param     a declaration of a parameter of the
query

  name   a REQUIRED name of the
parameter.

  sqlType   an OPTIONAL string containing a
legal SQL type which defines the
type of the parameter. If none is
specified then defaults to string.

https://docs.wso2.com/display/EI600/Adding+Input+Mappings
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  paramType   a REQUIRED parameter type. If
none is specified then defaults to
SCALAR.

  ordinal   a  REQUIRED only for stored
procedures which map the
parameter positions with the query.

  defaultValue   an OPTIONAL default value of the
input parameter.

  validateCustom class a REQUIRED custom validation
class to validate the input parameter.

  validateLength minimum a REQUIRED integer when
specifying the minimum length of the
parameter.

    maximum a REQUIRED integer when
specifying the maximum length of
the parameter.

  validatePattern pattern a REQUIRED string pattern to
validate the string input parameter.

sql     a REQUIRED string containing the
SQL query or SQL function to
execute. See Calling an SQL

.Function in a Query

  dialect   an OPTIONAL string
containingjdbcdriver prefix when
need to usesql-dialects.

sparql     a REQUIRED string containing
thesparqlquery to execute when
using RDF asdatasource.

properties     an OPTIONAL XML to define
advanced query properties. Each
property is defined as a child
element of this.

  name   a REQUIRED name of the property.

result     a REQUIRED
elementdescriibinghow the table
resulting from executing the query
will be converted to an XML element.
If any <column> or <query> child
elements are present, then ONLY
those are transferred as child
elements of the result element (or
elements, depending on whether
result/@rowName is given or not).
The order of the nested <column> or
<query> elements defines the order
of elements in the result element.

  element   a REQUIRED QName which is the
name of the element which will hold
the results.

  rowName   an OPTIONAL QName which is the
name of the element wrapping each
row of the result table if more than
one element from the table is to be
returned. If this attribute is not given,
then only the first row is returned
and hence no second level wrapper
element is needed.

  defaultNamespace   an OPTIONAL URI being the default
namespace to use for the
namespace name of elements and
attributesthat result columnsare
mapped to. Defaultsto "" (meaning
no namespace).

https://docs.wso2.com/display/EI600/Calling+MySQL+or+Oracle+Functions+in+a+Query
https://docs.wso2.com/display/EI600/Calling+MySQL+or+Oracle+Functions+in+a+Query
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  call-query   an OPTIONAL element (which may
occur any number of times) which is
used to execute a further query and
produce an element which will be
present in the parent element as a
child. This is used primarily to use a
value of a column as key to select
data from a new table.

  element   an OPTIONAL element (which may
occur any number of times)
indicating how a specific column in
the result table is to be mapped into
an element

    element/@name a REQUIRED QName giving the
name of the element to put the
column data into

    element/@column an OPTIONAL string giving the
name of the column whose value is
to be copied into the element.

    element/@requiredRoles an OPTIONAL string giving the
names of roles that who has
permission to see the result element.
Bydefaultit has set to all users.

    element/@export an OPTIONAL name giving to the
element that to be export outside of
query. This feature is used
withboxcarringsupport.

    element/@exportType a REQUIRED parameter when using
export option. Used to give the
export element type whether scalar
or array.

    element/@xsdType an OPTIONAL indication of the XML
Schema type of the element. If none
is given defaults to the mapping of
the SQL type of the result column
named by @column to an XML
Schema type as per [SQL XML
Mapping]

  attribute   an OPTIONAL element (which may
occur any number of times)
indicating how a specific column in
the result table is to be mapped into
an attribute of the element
representing the current row

    attribute/@name a REQUIRED QName giving the
name of the attribute to put the
column data into

    attribute/@column an OPTIONAL string giving the
name of the column whose value is
to be copied into the attribute. Either
@column or @param is required.

    attribute/@param an OPTIONAL string giving the
name of the param whose value is to
be copied into the attribute. Either
@column or @param is required.

    attribute/@requiredRoles an OPTIONAL string giving the
names of roles that who has
permission to see the result attribute.
Bydefaultit has set to all users.

    attribute/@export an OPTIONAL name giving to the
attribute that to be export outside of
query. This feature is used
withboxcarringsupport.
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    attribute/@exportType a REQUIRED parameter when using
export option. Used to give the
export element type whether scalar
or array.

    attribute/@xsdType an OPTIONAL indication of the XML
Schema type of the attribute. If none
is given defaults to the mapping of
the SQL type of the result column
named by @column to an XML
Schema type as per [SQL XML
Mapping]

  call-querry   an OPTIONAL element (which may
occur any number of times)
indicating how a specific column in
the result table is to be mapped into
a query result.

    with-param/@name a REQUIRED name of the query to
put the column data into

    with-param/@query-param an OPTIONAL string giving the
name of the column whose value is
to be copied into the element.

Defining service operations

Operation refers to a Web service operation defined by a query. The operation is defined as an invocation of a query indicating how the parameters of the
query are computed or derived. The syntax is as follows:

<operation name="xs:NCName" disableStreaming="xs:BOOLEAN"/>
    <description>"xs:string"</description>
    <call-query href="xs:IDREF"      />
        <with-param name="xs:NMTOKEN" (query-param="xs:NMTOKEN" |
column="xs:NMTOKEN | param="xs:NMTOKEN")/>
    </call-query>
</operation>

operation/@name: is the REQUIRED name of the operation.
operation/@disableStreaming: an OPTIONAL boolean that used to disable streaming. By default streaming are enable.
operation/@description: an OPTIONAL string used to describeoperation.
operation/call-query:describes how a query is to be invoked with the data received in the operation invocation.

call-query/@href: an OPTIONAL reference to the query that is to be invoked. If this is missing then a query must be nested within this
element.
call-query/with-param: a description of a parameter binding for the query invocation: says how a named parameter's value is computed.

with-param/@name: a REQUIRED NMTOKEN identifying the parameter whose value is being specified.
with-param/@query-param: an OPTIONAL attribute indicating the name of the URI query parameter (from operation/@path)
whose value is the value of this parameter.
with-param/@column: an OPTIONAL attribute naming a column of the immediate parent <result> element. That is, this applies
onlyfornested queries and serves the purpose of being able to use a query result as input to a nested query.
with-param/@param: an OPTIONAL attribute naming a <param> of the parent <query>. That is, this applies onlyfornested
queries and serves the purpose of being able to use a parameter of the parent query input to a nested query.

call-query/query: an OPTIONAL <query> being the anonymous query to be invoked as the implementation of this operation with the
parameters identified above.

Defining resources

<resource path="uri-template" method="GET|POST|PUT|DELETE"
disableStreaming="xs:BOOLEAN">
    <description>"xs:string"</description>
    <call-query href="xs:IDREF"      />
        <with-param name="xs:NMTOKEN" />
        query?
    </call-query>
</resource>
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This defines the resource identified by "new URI (/data/@baseURI, /data/resource/@path)" and indicates how the request is mapped to a query invocation.
Defining event trigger

<event-trigger id=xs:NCName" language="XPath">
     <expression>xs:string</expression>
     <target-topic>xs:string</target-topic>
     <subscriptions>
         <subscription>xs:string</subscription>
     </subscriptions>
</event-trigger>

event-triger/@id: REQUIRED id used to identify the event-trigger, used in data services queries.
event-triger/language REQUIRED currently only XPath issupported  asthe event trigger language.
target-topic REQUIRED topic, to which the event notifications will be published.
subscriptions REQUIRED  can be any WS-Eventingcomplientendpoint. For example, an SMTP transport can be used to send a message to a mail
inbox, where an email address is given as the subscription. Here many subscriptions can be defined for the given topic.

Security configuration

When a data service receives messages, it expects to receive a signed and encrypted message as specified by the security policy stored in the registry of
. Therefore, as shown below, you can embed the security configurations directly in the .dbs file of the data service by adding the path to theyour server

relevant security policy. Please see Apache Rampart and Axis2 documentation on the format of the policy file stored in the registry. You can also use the
'enableSec' element to ensure that Apache Rampart is engaged for the data service. 

<policy key="<sec_policy_path>"/>
<enableSec/>

Sample data service configuration

Given below is a sample data service configuration with queries, resources etc. for your reference:

<data name="DSSample" enableBatchRequests="false"
enableBoxcarring="true" serviceStatus="active"
baseURI="http://ws.wso2.org/dataservice/samples/ds_sample"
transports="http https JMS local">
   <config id="default">
      <property
name="org.wso2.ws.dataservice.driver">org.h2.Driver</property>
      <property
name="org.wso2.ws.dataservice.protocol">jdbc:h2:file:./samples/database
/DATA_SERV_SAMP</property>
      <property name="org.wso2.ws.dataservice.user">wso2ds</property>
      <property
name="org.wso2.ws.dataservice.password">wso2ds</property>
      <property name="org.wso2.ws.dataservice.minpoolsize">1</property>
      <property
name="org.wso2.ws.dataservice.maxpoolsize">10</property>
      <property
name="org.wso2.ws.dataservice.validation_query"></property>
   </config>
    <query id="employeesByNumberSQL" useConfig="default">
      <sql>select * from Employees where employeeNumber = ?</sql>
      <result element="employees" rowName="employee">
         <element name="last-name" column="lastName" />
         <element name="first-name" column="firstName" />
         <element name="email" column="email" />
         <element name="salary" column="salary" />
      </result>
       <param name="employeeNumber" paramType="SCALAR"
sqlType="INTEGER" type="IN" ordinal="1" >
          <validateLength minimum="3" maximum="20" />
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       </param>
   </query>
  <query id="updateProductQuantityQuery" useConfig="default"
input-event-trigger="product_stock_low_trigger">
      <sql>update Products set quantityInStock=? where
productCode=?</sql>
      <param name="productCode" paramType="SCALAR" sqlType="STRING"
type="IN" ordinal="2" />
      <param name="quantityInStock" paramType="SCALAR" sqlType="DOUBLE"
type="IN" ordinal="1" />
   </query>
    <query id="createProductQuery" useConfig="default">
      <sql>insert into Products (productCode, productName, productLine,
quantityInStock, buyPrice) values (?,?,?,?,?)</sql>
      <param name="productCode" paramType="SCALAR" sqlType="STRING"
type="IN" ordinal="1" />
      <param name="productName" paramType="SCALAR" sqlType="STRING"
type="IN" ordinal="2" />
      <param name="productLine" paramType="SCALAR" sqlType="STRING"
type="IN" ordinal="3" />
      <param name="quantityInStock" paramType="SCALAR"
sqlType="INTEGER" type="IN" ordinal="4" />
      <param name="buyPrice" paramType="SCALAR" sqlType="DOUBLE"
type="IN" ordinal="5" />
   </query>
  <operation name="employeesByNumber">
      <call-query href="employeesByNumberSQL"           >
         <with-param name="employeeNumber" query-param="employeeNumber"
/>
      </call-query>
   </operation>
   <event-trigger id="product_stock_low_trigger" language="XPath">
     
<expression>/updateProductQuantityQuery/quantityInStock&lt;10</expressi
on>
      <target-topic>product_stock_low_topic</target-topic>
      <subscriptions>
         <subscription>mailto:test@test.com</subscription>
      </subscriptions>
   </event-trigger>
    <resource
path="product/{productCode}/{productName}/{productLine}/{quantityInStoc
k}/{buyPrice}" method="POST">
      <call-query href="createProductQuery"          >
         <with-param name="productCode" query-param="productCode" />
         <with-param name="productName" query-param="productName" />
         <with-param name="productLine" query-param="productLine" />
         <with-param name="quantityInStock"
query-param="quantityInStock" />
         <with-param name="buyPrice" query-param="buyPrice" />
      </call-query>
   </resource>
   <policy
key="conf:repository/components/org.wso2.carbon.security.mgt/policy/sce
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nario1"/>
   <enableSec/>
</data>

Managing Data Integration Artifacts via Tooling

A   provides a Web service interface to access data that is stored in relational databases, CSV files, Microsoft Excel sheets, Googledata service
spreadsheets, and more. The following sections describe how you can use WSO2 Integration Studio to work with data services' artifacts. 

Prerequisites
Creating a data service

Step 1: Creating a data service project
Step 2: Creating the datasource connection
Step 3: Creating a query
Step 4: Creating a resource to invoke the query
Step 5: Testing the data service

Importing a data service
Applying security to a data service

Step 1: Creating a registry resource project
Step 2: Creating a security policy as a registry resource
Step 3: Adding the security policy to the data service
Step 4: Testing the data service with the security policy

Creating a custom validator
Creating a new custom validator
Importing a validator project

Using an encrypted datasource password
Step 1: Encrypting the datasource password
Step 2: Using the encrypted password in the data service
Step 5: Testing the data service

Prerequisites

Install WSO2 Integration Studio using the instructions in Installing WSO2 Integration Studio.
To demonstrate how data services work, we will use a MySQL database as the datasource. Follow the steps given below to set up a MySQL
database:

Install the MySQL server.
Download the JDBC driver for MySQL from   and copy it to your   directory.here <EI_HOME>/lib

Create a database named  .Employees

CREATE DATABASE Employees;

Create the Employee table inside the Employees database:

USE Employees;
CREATE TABLE Employees (EmployeeNumber int(11) NOT NULL, FirstName
varchar(255) NOT NULL, LastName varchar(255) DEFAULT NULL, Email
varchar(255) DEFAULT NULL, Salary varchar(255));

Creating a data service

Follow the steps given below to create a new data service.
Step 1: Creating a data service project

All the data services' artifacts that you create should be stored in a Data Service project. Follow the steps given below to create a project:

If the driver class does not exist in the relevant folders when you create the datasource, you will get an exception such as 'Can
'.not load JDBC driver class com.mysql.jdbc.Driver

http://dev.mysql.com/downloads/connector/j/
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Open  and click in the   tab as shown below.WSO2 Integration Studio,  DS Project  Create New  Getting Started

In the  dialog that opens, give a name for the project and click  .New Data Service Project Next
If required, change the Maven information about the project.
Click  . The new project will be listed in the project explorer.Finish

Step 2: Creating the datasource connection

Follow the steps given below to create the data service file:

Select the already created  in the project navigator, right click and go to  . Data Service Project New -> Data Service
The  window will open as shown below.New Data Service

To start creating a data service from scratch, select   and click  .Create New Data Service Next
Enter a name for the data service:

Data Service Name RDBMSDataService

Click  and start adding the datasource connection details given below.Next 
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Datasource ID Datasource

Datasource Type RDBMS

Datasource Type
(Default/External)

Leave  selected.Default

Database Engine MySQL

Driver Class com.mysql.jdbc.Driver

URL jdbc:mysql://localhost:3306/Employees

User Name root

Save the data service.

A data service file (DBS file) will now be created in your data service project. Shown below is the project directory.

Step 3: Creating a query

Let's write an SQL query to GET data from the MySQL datasource that you configured in the previous step:

Select the data service you created in the previous step.
Right-click and click  .Add Query
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Enter the following query details:

Query ID GetEmployeeDetails

Datasource Datasource

Save the query. The query element is now added to the data service:

Right-click the   query and click  to add the following SQL statement:GetEmployeeDetails Add SQL 

select EmployeeNumber, FirstName, LastName, Email from Employees where
EmployeeNumber=:EmployeeNumber

Save the SQL statement.
Right-click the query again and click  . Add Input Mapping
Enter the following input mapping details:

Mapping Name EmployeeNumber

Parameter Type SCALAR

SQL Type STRING

Save the input mapping.
Right-click the query again and click  .Add Output Mapping
Enter the following value to group the output mapping:

Grouped by Element Employees

Save the output mapping.
Right-click the output mapping and go to   to create an element.Add Output Mapping  Add Element
Enter the following element details.
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Datasource Type column

Output Field Name EmployeeNumber

Datasource Column Name EmployeeNumber

Schema Type String

Save the element.
Follow the same steps to create the following output elements:

Datasource Type Output Field Name Datasource Column Name Schema Type

column FirstName FirstName string

column LastName LastName string

column Email Email string

Save the output elements.

The data service should now have the query element added as shown below.

Step 4: Creating a resource to invoke the query

Now, let's create a REST resource that can be used to invoke the query.

Right-click the data service and click  . Add the following resource details.Add Resource

Resource Method GET

Resource Path Employee/{EmployeeNumber}

Expand the GET resource, and click the  . Connect the query to the resource by adding the following:GetEmployeeDetails (call-query)

Query ID GetEmployeeDetails

Save the resource.

The data service should now have the resource added as shown below.

Step 5: Testing the data service
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You can test the data service artifacts by following the steps given below.

Package the data service file (.dbs file) into a  . See the instructions in Composite Application (CApp) Packaging Artifacts into Composite
.Applications

Add your WSO2 EI product instance to WSO2 Integration Studio, and deploy the CApp in the server. See the instructions in Deploying Composite
.Applications in the Server

Start the ESB profile. The data service is now deployed in WSO2 EI.
Send a GET request to invoke the service. You can use  as shown below.curl

curl -X GET
http://localhost:8280/services/RDBMSDataService.HTTPEndpoint/Employee/3

You will receive the employee's details in the response.

Importing a data service

Follow these steps to import an existing data service descriptor file (DBS file) to a  in WSO2 Integration Studio. Alternatively, you can Data Service project
.create a new data service

Select the   in the project navigator, right click, and go to  . Data Service Project New -> Data Service
Select   and click  .Import Data Service Next
Specify the data service descriptor (DBS) file by typing its full pathname or by clicking   and navigating to the file.Browse

Optionally, specify the location and working sets for this project. 
A Maven POM file will be generated automatically for this project. If you want to customize the Maven options (such as including parent POM
information in the file from another project in this workspace), click   and specify the options.Next
Click . The data service is added and is open in the editor. You can now right-click the data service in the outline and add queries, Finish
operations, additional data sources, and so on.

Applying security to a data service

WSO2 supports WS-Security, WS-Policy, and WS-Security Policy specifications. These specifications define a behavioral model for Web services. To
enable a security policy for a data service, you need to first create a security policy file, and then add it to the data service.
Step 1: Creating a registry resource project

Registry artifacts (such as security policy files) should be stored in a  project. Follow the steps given below to create a project:Registry Resource

Open   and click  in the   tab as shown below.WSO2 Integration Studio Miscelleneous  Create New Registry Project  Getting Started

Enter a name for the project and click  .Next
Enter the Maven information about the project and click  .Finish

You can test this using the .sample data service file

https://docs.wso2.com/display/ADMIN44x/Packaging+Artifacts+into+Composite+Applications
https://docs.wso2.com/display/ADMIN44x/Packaging+Artifacts+into+Composite+Applications
https://docs.wso2.com/display/ADMIN44x/Deploying+Composite+Applications+in+the+Server
https://docs.wso2.com/display/ADMIN44x/Deploying+Composite+Applications+in+the+Server
https://docs.wso2.com/download/attachments/119130577/RDBMSDataService.dbs?version=1&modificationDate=1558091436000&api=v2
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The new project will be listed in the project explorer.
Step 2: Creating a security policy as a registry resource

Right-click the registry resource project in the left navigation panel, click  , and then click  . This will open the New Registry Resource New Registry
 window.  Resource

Select the   option as shown below and click  .From existing template Next

Enter the following details:

Resource Name Sample_Policy

Artifact Name Sample_Policy

Template WS-Policy

Registry gov

Registry path ws-policy/

Click   and the policy file will be listed in the navigator.Finish
Let's use the   to enable the required security scenario. For example, enable the   security scenario asDesign View Sign and Encyrpt
shown below.

Click the icon next to the scenario to get details of the scenario.
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b.  You can also provide encryption properties, signature properties, and advanced rampart configurations as shown below.
Encryption/Signature Properties

Rampart Properties
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Using role-based permissions?
For certain scenarios, you can specify user roles. After you select the scenario, scroll to the right to see the   buttonUser Roles
.

Either define the user roles inline or retrieve the user roles from the server.
Define Inline
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Save the policy file.
Step 3: Adding the security policy to the data service

Once you have configured the policy file, you can add the security policy to the data service as explained below. 

If you have already created a data service using WSO2 Integration Studio, select the file from the Project Explorer. Alternatively, you can
download this  and import it to your development environment. sample data service file

Get from the server

Be sure to update your database credentials in the dataservice file.

https://docs.wso2.com/download/attachments/119130577/RDBMSDataService.dbs?version=1&modificationDate=1558091436000&api=v2
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Once you have select the data service file, click the  icon for the   field.browse Policy

Click  , to add the security policy from the current workspace. You can select the path to the  xml file that you createdworkspace sample_policy.
in the previous steps.

Click  , and the security policy will be added to the data service.OK

Save the data service.
Step 4: Testing the data service with the security policy

Follow the steps given below.

Package the data service file (.dbs file) and the security policy file into a  . See the instructions in Composite Application (CApp) Packaging
.Artifacts into Composite Applications

https://docs.wso2.com/display/ADMIN44x/Packaging+Artifacts+into+Composite+Applications
https://docs.wso2.com/display/ADMIN44x/Packaging+Artifacts+into+Composite+Applications
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Add your WSO2 EI product instance to WSO2 Integration Studio, and deploy the CApp in the server. See the instructions in Deploying Composite
.Applications in the Server

Start the ESB profile. The data service and the security policy is now deployed in WSO2 EI.

Creating a custom validator

An   allows a data service to validate the input parameters in a request and stop the execution of the request if the input doesn’t meet theinput validator
required criteria. In addition to the default validators provided, you can create your own custom validators by creating a Java class that implements the org

 interface. You can   or .wso2.carbon.dataservices.core.validation.Validator create a new custom validator import an existing validator
.  project

Creating a new custom validator

Follow these steps to create a new custom validator. Alternatively, you can  .import an existing validator project

Go to  to open the . File-> New -> Other -> Data Services Validator Project  New Data Services Validated Artifact Creation Wizard
Select   and click  .Create New Data Services Validator Project Next
Type a unique name for the project and specify the package and class name for this validator.
Optionally, specify the location and working set for this project.
A Maven POM file will be generated automatically for this project. If you want to customize the Maven options (such as including parent POM
information in the file from another project in this workspace), click   and specify the options.Next
Click  . The project is created, and the new validator class is open in the editor where you can add your validation logic.  Finish

Importing a validator project

Follow these steps to import an existing custom validator project. Alternatively, you can  .create a new custom validator

Go to  to open the . File-> New -> Other -> Data Services Validator Project   New Data Services Validated Artifact Creation Wizard
Select   and click  .Import Project From Workspace Next
Select the existing validator project, and optionally specify the location and working sets for the new project. 
A Maven POM file will be generated automatically for this project. If you want to customize the Maven options (such as including parent POM
information in the file from another project in this workspace), click   and specify the options.Next
Click . The project is imported, and the validator class is open in the editor, where you can modify the validation logic as needed. Finish

Using an encrypted datasource password

When you create a data service for an RDBMS datasource, you have the option of encrypting the datasource connection password. This ensures that the
password is encrypted in the configuration file (.dbs file) of the data service.
Step 1: Encrypting the datasource password

Any plain text password can be encrypted using the Cipher Tool that is shipped with your WSO2 product. This tool uses the secure vault implementation in
the product to perform the encryption.

Start by initiating the Cipher Tool. Execute the following command from the  directory.<EI_HOME>/bin
Linux: ciphertool Dconfiguresh .sh -
Windows: ciphertool.bat -Dconfigure

To encrypt your password, execute the same command without -Dconfigure as shown below. 
Linux: sh ciphertool.sh 
Windows: ciphertool.bat

This command will prompt you to enter the KeyStore Password of the running Carbon instance. The default is wso2carbon.
Specify the plain text password that is used to log in to your database and execute the command. The encrypted password will be returned.

Add the encrypted password and an alias to the  file (stored in the cipher-text.properties <PRODUCT_HOME>/repository/conf/securi
 directory) as shown below. Note that you can use a name of your preference for the password alias. In this example, we have used ty/ DB_Pass

.word_Alias

Once you create the CApp project, note that the information about each of the projects and artifacts that you packaged into the CApp
will be listed (under   in the ).Dependencies Composite Application Project POM Editor

Be sure to set the server role to   for the security policy file as shown belowEnterprise Service Bus

Be sure to use the password to the RDBMS that is used in your data service.

https://docs.wso2.com/display/ADMIN44x/Deploying+Composite+Applications+in+the+Server
https://docs.wso2.com/display/ADMIN44x/Deploying+Composite+Applications+in+the+Server
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DB_Password_Alias=<encrypted_value>

Save the file.
Step 2: Using the encrypted password in the data service

Once you have encrypted the datasource password, you can update the data service as explained below.

Select the data service from the project explorer, right click and go to . This will open the data service in text form.-> Open With -> Text Editor

Update the datasource configuration by adding the secret alias of the password. See the example given below.

<config id="Datasource">
        <property name="org.wso2.ws.dataservice.user">root</property>
        <property name="org.wso2.ws.dataservice.password"
svns:secretAlias="DB_Password_Alias"></property>
        <property
name="org.wso2.ws.dataservice.protocol">jdbc:mysql://localhost:3306/Emp
loyees</property>
        <property
name="org.wso2.ws.dataservice.driver">com.mysql.jdbc.Driver</property>
        <property name="org.wso2.ws.dataservice.minpoolsize"/>
        <property name="org.wso2.ws.dataservice.maxpoolsize"/>
        <property name="org.wso2.ws.dataservice.validation_query"/>
</config>

Add the "http://org.wso2.securevault/configuration" namespace configuration to the datasource as follows:

<data enableBatchRequests="true" name="RDBMSDataService"
serviceNamespace="http://org.wso2.securevault/configuration">

Save the data service file.
Step 5: Testing the data service

You can test the data service artifacts by following the steps given below.

Package the data service file (.dbs file) into a  . See the instructions in Composite Application (CApp) Packaging Artifacts into Composite
.Applications

Add your WSO2 EI product instance to WSO2 Integration Studio and deploy the CApp in the server. See the instructions in Deploying Composite
.Applications in the Server

Start the ESB profile. The data service is now deployed in WSO2 EI.

Writing Queries

The query in a data service specifies the type of task that should be performed on the data in a particular data store. For example, consider the task of
retrieving data from a data store, or posting, updating, and deleting data. Data consumers send requests to the data service by invoking the relevant
operation (or REST resource) in the data service. Consequently, the query connected to the operation/resource is executed to perform the task.

For most data stores, a query typically represents an SQL statement. However, some data stores such as Excel, and CSV, require queries to be specified
differently.

If you don't have an already created data service in WSO2 Integration Studio, you can  or create a new data service import an existing
 file.data service

REST resources and Operations are used depending on whether the particular task should be invoked RESTfully, or by using SOAP. Read
more about REST resource and operations in data services.

https://docs.wso2.com/display/ADMIN44x/Packaging+Artifacts+into+Composite+Applications
https://docs.wso2.com/display/ADMIN44x/Packaging+Artifacts+into+Composite+Applications
https://docs.wso2.com/display/ADMIN44x/Deploying+Composite+Applications+in+the+Server
https://docs.wso2.com/display/ADMIN44x/Deploying+Composite+Applications+in+the+Server
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A query in a data service consists of the following elements:

SQL/Query details
Input parameters
Output parameters
Events
Advanced query parameters

SQL/Query details

If the data store supports SQL, you need to specify the SQL statement to execute the required task. In other data stores (such as Google Spreadsheets),
you need to specify the query details.

Input parameters

If you are writing an SQL query that requires an input value, you need to specify the parameters that can be used to provide the input. For example, if the
SQL statement is to get the price of a particular product, it is necessary to provide the identifier of the product in the data store. In the Input Mapping
section, you can create a parameter and map it to the column name of the product identifier in the database.

Input mappings allow you to add parameters to a query so that you can set the parameter value when executing the query. For example, when you define a
query as   an input mapping is a parameter that sets the value of ID.SELECT *, FROM TEST_TABLE, WHERE ID=1,

Parameter Description

Generate Input
Mapping

If you have defined an SQL query, you can generate input mappings corresponding to the input fields specified in the query by
clicking  . As shown in the example below, an input mapping is created for the   field, which willGenerate Input Mappings emp_no
allow you to invoke this query by specifying a value for this field as an input.

 

Parameter Type This is the data type of the input mapping, which determines how the input mapping parameter will be given in the target query.

SCALAR: In the target query, the parameter will be used as one value.
ARRAY: In the target query, the parameter will contain one or many values for a mapped parameter.

In the context of RDBMS and SQL datasources, an ARRAY parameter mapped to an SQL query will be expanded to
multiple comma separated parameters at runtime. For example, this can be used in SQL statement conditions such as SELECT ...
WHERE ... IN(?).

SQL Type The data type of the corresponding SQL parameter can be selected from this menu. Note that the QUERY_STRING data type
cannot be used if the parameter type is set to ARRAY. Find more from here about data types.

Note that ARRAY parameter type cannot be used with the QUERY_STRING data type (SQL type).

https://docs.wso2.com/display/EI611/Data+Types+of+Mappings
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Default Value Default values help you automatically assign a value to a parameter when a user has not entered a specific parameter value in a
request. Default values are added when defining queries. Therefore, this value gets automatically added to the query if it is
ignored by the user.

You can refer to Internal Property Values using Default Values. You can use special system variables that are defined as default
values. At the moment, it only provides a variable for retrieving the username of the current user authenticated in a secured data
service. You can access this variable as follows:

#{USERNAME}: Dynamically replaces the input mapping with the current
user's username when a data service request is processed.

#{NULL}: Sets the current input mapping value to null.
         It's the same as providing "xsi:nil" in the incoming message's
input parameter element.

#{TENANT_ID}: Represents the current tenant ID.
              This is useful in a Stratos deployment where multiple
tenants live in the same server.

#{USER_ROLES}: This value contains the list of user roles that the
current calling user has.
               If the parameter mapped is of type ARRAY, it will have
the full list of user roles.
               If it's a SCALAR, it will only contain the first user
role of the user.

For a demonstration of the usage of default values, see  .Default Values Sample   

IN/OUT Type These are used in stored procedures which takes out parameters and in/out parameters. IN is the usual parameter we give to
provide some value inside. OUT only returns a value from a stored procedure. INOUT does both.

Validators

Returning
Generated Keys

The   option appears under   on the   page.Return Generated Keys Input Mappings Queries  

It inserts data to a table that has auto increment key columns. The auto incremented key value of the record is mapped to the
result output mappings of the data service. For example, the sample query below is used to insert values to a table by the name w

, which has an auto increment column:es_teams  

INSERT INTO wes_teams(TEAM) VALUES(?)
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Once the user selects   Return Generated Keys option, an auto increment key is added as an output mapping as follows:
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Returning Updated
Row Count

With the current data services functionality, we don't have a way to indicate that the update operation did not affect any rows. But,
we can return the updated row count as a response to the client in queries like update/insert to indicate how may rows are
affected by the query execution.

Output parameters

Just as Input mapping allows you to add parameters to a query, output mapping determines how the output of a query should be presented. Use this
section to specify how the result of the query should be presented. You can choose XML, JSON, or RDF as the format of the result, along with the
parameters that should be used to represent the data.

Parameter Description

Output Type The output type determines the format in which the query output will be presented. You can select either XML, RDF
or JSON.

The following parameters are configurable for XML/RDF output types.

Para
met
er

Description

Gene
rate
Outp
ut
Mapp
ing

If you have defined an SQL query, you can generate output mappings corresponding to the fields specified in the query by clicking Generate
. In the example shown below, there is an SQL query that needs to output values for the   and   fieldResponse customernumber customername

s in the   table.customers

Use
colum
n
numb
ers

If this option is selected the mapping will be done by the column number basis instead of the column name. The following screenshot provides
an example for using column numbers

Esca
pe
non-p
rintab
le
chara
cters

Tick this option if the data in your database consists of characters that are not serializable to XML. Few examples are & < > " '. When you invoke
services that access such data and produce responses, the sever throws errors. Ticking this option ensures that non-printable characters will be
ignored when producing the responses.

Row
Name
space

See  .Defining Namespaces

Note that this option is only available for  statements excluding  , and for datasources such as RDBMS.SELECT  SELECT *

https://docs.wso2.com/display/EI611/Using+Namespaces+in+Data+Services
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Quer
y
Resul
t
Expor
t

When you click Add New Output Mapping in the Result(Output Mapping) section of the Queries page as explained above, the Edit Output
Mapping page will open. You can specify the type of fields that will present the output of your query by giving the data source type, output field
name, data source column name etc.

In the   page, you can define query result export options.Edit Output Mapping  Query Request Export feature must be used in conjunction with
request box. It allows individual queries executed in a request r to communicate with each other. The concept is 'exporting' a specific result
element so that the next calling query will get that result element as a query parameter. So, if you've two queries, namely, 'query1' and
'query2' that's executed sequentially in a request box, and if 'query1' has a specific result element and that element is exported with the name
'foo', then 'query2' also gets a query param named 'foo'. So when this request box session is executed, the query1's exported value will be
passed into query2 as an input parameter.

This feature is very useful in situations where the result of an earlier-executed query is required for the execution of a subsequent query (e.g. a
newly created primay key). 

The following figure shows how a result element can be declared to be exported with a given name when defining a query in a data service.

There are two export types that can be used. 

 SCALAR : The single element value is exported. If there are multiple instances of this value, the last one will be exported.
 ARRAY : An array of values will be exported. Each occurrence of the value is added to an array and exported. 

For a demonstration on the usage of export options, refer to  . request box sample  

Events

This section can be used to trigger notifications from the query.

Advanced query parameters

Advanced query properties help define additional features when querying the database. This option is available when adding queries to datasources such
as RDBMS. 
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Query property details are described below.

Property Name Description

Timeout Sets a timeout for the underlying JDBC query.

Fetch Direction Forward - rows in a result set will be processed in a forward direction; first-to-last.
 Backward - the rows in a result set will be processed in reverse direction; last-to-first.

Fetch Size The number of rows that should be fetched from the database when more rows are needed. If the fetch size is zero, the JDBC
driver ignores the value and is free to make its own best guess as to what the fetch size should be. Note that the fetch size is
set to a lower value in the ESB profile of WSO2 EI by default. However, if you expect a very large number of rows to be
fetched, you should increase the fetch size accordingly (e.g. 1000) to improve performance.

Max Field Size Maximum data size for the field. 
Used to reduce the size each field takes in order to eliminate the possibility of hitting a db limit.

Max Rows Maximum number of rows to be returned. Zero means all rows.

Force Stored
Procedure

Forces the current SQl statement as a stored procedure.

Force JDBC Batch
Requests

Forces to use native JDBC batch request.

Adding Multiple SQL Dialects

SQL Dialect support allows users to create multiple SQL queries for different SQL dialects by checking the driver. This helps maintain driver-specific
functionality/key words in SQL statements of a single data service query.

For example, to determine the data length retrieved from a column, there can be different ways to write the SQL query depending on the SQL driver.

On MySQL and PostgreSQL:

SELECT OCTET_LENGTH(employeeNumber)
FROM Employees;
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1.  

2.  

On Microsoft SQL Server:

SELECT DATALENGTH(employeeNumber)
FROM Employees

On Oracle:

SELECT LENGTH(employeeNumber)
FROM Employees

To avoid writing different data service queries for the same operation depending on the configuration, write all three SQL queries in the same data service
query as shown below.

Follow the steps below to add SQL dialects to a query.

The SQL dialect option appears when adding a query to datasources such as RDBMS. For example,

Click   to open the   window. Select the required SQL driver and define the SQL statement as shown below.Add New SQL Dialect SQL Dialect
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2.  

3.  

 

If the SQL statement should be the same for multiple drivers, select all drivers (e.g., MySQL, PostgreSQL and H2) at once and define the
statement as shown below.

 
To define an SQL dialect for a driver other than the ones listed in the supported drivers list, provide the driver prefix in the text field and define the
SQL query as shown above.

Mapping Data Types

This section describes few important points on the following data types used when defining Input and Output Mappings:
Array data type
Binary data type
User-defined data types
TIMESTAMP data type

Array data type

Array parameter type enables data services to dynamically provide a set of values without knowing the size of the data set beforehand. Generally, more
than single data types enable building queries for more complex inputs. Array data type is available as a parameter type when creating input mappings
queries that are defined while creating data services.
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Let's see how array types are handled internally in the SOAP message-level. When the parameters are serialized (in scalar types), there is only one
element per parameter in the SOAP message. In arrays, the element representing the parameter is repeated. For example, refer to the sample SOAP
message below, which contains the array type .employeeNumbers

...
<s:Body>
   <p:setSalaryForEmployees
xmlns:p="http://ws.wso2.org/dataservice/samples/rdbms_sample">
      <salary
xmlns="http://ws.wso2.org/dataservice/samples/rdbms_sample">15000</sala
ry>
      <employeeNumbers
xmlns="http://ws.wso2.org/dataservice/samples/rdbms_sample">1002</emplo
yeeNumbers>
      <employeeNumbers
xmlns="http://ws.wso2.org/dataservice/samples/rdbms_sample">2014</emplo
yeeNumbers>
      <employeeNumbers
xmlns="http://ws.wso2.org/dataservice/samples/rdbms_sample">4411</emplo
yeeNumbers>
   </p:setSalaryForEmployees>
</s:Body>
</s:Envelope>

Array types are properly mentioned in the WSDL generation. As a result, it is suitably presented in a service that is code generated.

Binary data type

When using data services, you might across the need to transfer binary data from/to the server. This is handled using Base64 encoding. When sending,
binary data must be encoded in Base64 format. Similarly, when receiving, the receiving character data must be Base64-decoded in order to retrieve the
original binary data back.

Binary data type is available as an  SQL Type when creating input mappings for your queries. For example,

When defining the result of a data service, in order to declare that a binary value is expected, add a suitable entry in Output Mappings. The  Schema Type
of the Output Mapping should be selected as " ." For example,xs:base64Binary

Note that ARRAY parameter type cannot be used with the QUERY_STRING data type ( ).SQL type

http://xsbase64Binary
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When using code-generated clients, the encoding/decoding of Base64 data need not be explicitly done by the user since the existence of binary data is
mentioned in the WSDL. For example, in Axis2 code-generated stubs, the binary types are handled using the  "DataHandler" class.
User-defined data types

Apart from the standard data types (such as Varchar, Integer etc.) the 'Data Service Hosting' feature also supports querying of custom objects, which are
usually called User Defined Types (UDT). Users can query UDTs with ordinary SQL queries as well as OUT parameters of stored procedures. 

 Query UDTs with Ordinary SQL Queries

In this option, you are only required to define an output mapping corresponding to the UDT to be queried. An important point is that the attributes of a UDT
is queried depending on the order they are specified in the UDT. For example, if the UDT carries the structure below, the attribute index "0" maps to the
attribute "Id". 

"SampleUDT{Id Integer, Name Varchar(100)}"

Similarly, attribute "Name" can be retrieved via the index "1". The following image depicts how it is done in the Data Services Wizard: 
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 Query UDTs via OUT Parameters of a Stored Procedure

It is possible to retrieve the values of UDTs via the OUT parameters defined in stored procedures. The user should define an input mapping as an OUT
parameter as well as an output mappings, in order to actually retrieve the values of the UDT attributes. 

Shown below is an example of how we can define the Input mapping in order to register an OUT parameter to be able to retrieve the value of a sample
UDT called "PERSON_T". 



WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 983

TIMESTAMP data type

If you are writing a query for a column in the database that requires a value in the form of a date and time, the   data type should be used for theTIMESTAMP
mapping in the data service. The format of the   value should be as follows: 'TIMESTAMP YYYY-MM-DD hh:mm:ss[.mmm]'. Note that T ' ' should be includedT
to indicate the start of the time value in the time stamp.

Input Validators

Validators are added to individual input mappings in a query. Input validation allows data services to validate the input parameters in a request and stop the
execution of the request if the input doesn’t meet the required criteria. The ESB profile of WSO2 EI provides a set of built-in validators for some of the most
common use cases. It also provides an extension mechanism to write custom validators. 

Long Range validator
Double Range validator
Length validator
Pattern validator
Custom validators

Long Range validator

Validates if an integer value is in the specified range. The validator requires a minimum and a maximum value to set the range. For example,

Double Range validator

Validates if a floating point is in the specified range. The validator requires a minimum and a maximum value to set the range. For example,

The   data to the   data of   typeTIMESTAMP  type is synonymous    DATETIME  type. Therefore, if you are writing a query for a column  DATETIME , you
use   incan  TIMESTAMP  your input/output mapping.
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Length validator

Validates the string length of a given parameter against a specified length. For example,
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Pattern validator

Validates the string value of the parameter against a given regular expression. For example,

Custom validators

Used to add your own validation logic by implementing the interface . Theorg.wso2.carbon.dataservices.core.validation.Validator
definition of the interface is as follows:

public interface Validator {
    public void validate(ValidationContext context, String name,
ParamValue value) throws ValidationException;
}

If the validation fails, the validate method in the interface by default throws an exception of type . The parameters of the methodValidationException 
are as follows:

context : Is of type , which contains information about the full set of parameters passed into the request. When theValidationContext
validation logic depends on other parameters, the validation context can be used to check the names/values of the rest of the parameters.
name : A string value that represents the name of the parameter to be validated.
value : Is of type , which represents the value of the parameter to be validated. It is either  or .ParamType SCALAR ARRAY

If you need to provide properties when initializing the custom validator, it is necessary to implement the org.wso2.carbon.dataservices.core.vali
 interface. This extends the Validator interface as shown below.dation.ValidatorExt 

public interface ValidatorExt extends Validator {
    public void init(Map<String, String> props);
}

The init method initializes the set of properties provided for the custom validator via the management console or the configuration file of the data service.
See the examples given below.
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1.  
2.  

3.  

4.  

Properties provided via the management console:

Properties provided via the data service configuration file:

After creating a custom validator class, package it in a JAR file and store it in the server's classpath location for external libraries (which is the  <EI_HOME>
 directory)/lib

What's next?

Want to try out a scenario that includes input validators? Take a look at the   tutorial.Validating Input Values in a Data Request

Filtering Responses by User Role

When you work with data services, you can control access to sensitive data for specific user roles. This facility is called Role-based content filtering. It
filters data where specific data sections are only accessible to a given type of users. 

Define user role-based result filtering
Extend role-based filtering via a custom authorization provider

Define user role-based result filtering

When you work with data services, you can control access to sensitive data for specific user roles. This facility is called  . ItRole-based content filtering
filters data where specific data sections are only accessible to a given type of users. 

Follow the steps below to filter a data service according to a specific user role.

   Log on to the management console and select  Services >   List under the   menu.Main  
The   windowDeployed Services  appears, which lists out all the currently active services and service groups. Click the data service you want to
edit to open its dashboard. 
In the dashboard, click the   Edit Data Service link. You can directly edit the XML file or use the management console. We use the latter in this
example.

 
Navigate to the   pageQueries    of the data service, select the query you want to edit and Edit Query.
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4.  

5.  

6.  

 
In the   section of the query, edit the field that needs to be filtered and tick the appropriate user role in theOutput Mappings    Allowed User Roles s
ection.

 
Once all the required roles are set, the result entries of the   Edit Query page look as follows in this example:
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6.  

7.  

1.  

 
Save the changes.

Extend role-based filtering via a custom authorization provider

In the ESB profile of WSO2 EI, you can   by taking roles from the primary user store of the server. However, this extensionfilter content to specific user roles
provides the flexibility for you to develop data services by plugging in a mechanism to provide those role details from any preferred external source (e.g.,
third party identity provider, JWT token etc.). Hence, in data integration scenarios where data needs to be filtered based on the user who requests those
data, follow the steps below to plug in a custom authorization provider.

Create a Java Project and create a Java class (e.g.  ), which extends the SampleAuthProvider org.wso2.carbon.dataservices.core.au
 interface and the below methods.th.AuthorizationProvider

Method Description

String
getUsername(MessageContex
t msgContext)

This should return the user name (i.e., from the message context, which contains all the HTTP request
details.)

String[]
getUserRoles(MessageConte
xt msgContext)

This should return the roles of the user returned from the  method (e.g., this can begetUsername
extracted from a JWT or a third party Identity provider etc.)

String[] getAllRoles() This should return all the roles of the user store, so that you can select which role needs to see which data
etc. in the UI when creating the data service.

void init(Map<String,
String>
authorizationProps)

This initializes the auth provider (e.g., if you are using a third party identity provider to retrieve roles, you
can pass the required parameters such as endpoint URLs, tokens etc. to the provider through this method
and do required initializations within this method.)
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1.  

2.  
3.  
4.  

SampleAuthProvider Class

public class SampleAuthProvider implements AuthorizationProvider {
    public String[] getUserRoles(MessageContext messageContext) throws
DataServiceFault {
        String[] roles = {"user", "manager"};
        return roles;
    }    

    public String[] getAllRoles() throws DataServiceFault {
        String[] roles = {"admin", "client", "user", "manager"};
        return roles;
    }

    public String getUsername(MessageContext messageContext) throws
DataServiceFault {
        return "saman";
    }

    public void init(Map<String, String> map) throws DataServiceFault {

    }
}

Build the project and place the JAR file in the   directory.<EI_HOME>/lib/
Start WSO2 EI and open the Management Console. For instructions, see  .Running the Product
Create the data service. For instructions, see Creating a Data Service from Scratch.

When creating the data service;

when creating the datasource, enter the   that you created above.Authorization Provider Class

https://docs.wso2.com/display/EI611/Creating+a+Data+Service+from+Scratch
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4.  

when adding the output mapping, select the user roles out of the ones you defined when creating the Java class.
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4.  

When you invoke the data service you created, you will view a response as shown in the example below.

<Persons
xmlns="https://localhost:9443/carbon/ds/addQuery.jsp?queryId=query1">
   <Person>
      <PersonID>4</PersonID>
      <FirstName>john</FirstName>
      <Address>12, seren street, TN</Address>
   </Person>
   <Person>
      <PersonID>1</PersonID>
      <FirstName>Tom</FirstName>
      <Address>34, baker str, London</Address>
   </Person>
   <Person>
      <PersonID>2</PersonID>
      <FirstName>Jack</FirstName>
      <Address>324, Vale str, PN</Address>
   </Person>
   <Person>
      <PersonID>3</PersonID>
      <FirstName>Allan</FirstName>
      <Address>23, St str, NW</Address>
   </Person>
</Persons>

You can extend this functionality to extract required roles from the JWT tokens, or invoke third-party identity providers to fetch roles etc. to do role-based
filtering in data services.

Using Namespaces
Data services are implemented using XML, which means that there can be conflicting element names. Therefore, we use namespaces to uniquely identify
the elements defined within a specific web service. Using namespaces for a data service is optional. However, in certain data services, namespaces
become necessary. Read below for more information.

Since the sample Java class above returns hard-coded  roles, the response below returns only the rows those roles“{“user”, “manager”}”
can view.
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See the following topics for instructions on setting namespaces at different levels of a data service:
Setting the namespace for a data service
Setting the namespace for a data service query
Setting namespaces for specific elements in the query result
Setting namespaces for complex results

Setting the namespace for a data service

The service namespace is used to uniquely identify a web service, which means that this namespace applies to all elements in the data service. In the
WSDL that represents the service, the namespace is indicated by the "targetNamespace" attribute. The service namespace can be set when you define a
data service using the management console as shown below.

Setting the namespace for a data service query

When you define a query for your data service, you can set a namespace for the elements in the query result (output mapping). That is, the Row
 applies to all the result rows that you define as output mappings for that query. Namespace The example below shows how the row namespace is set for

 the query result element: Customers.

1.  

2.  

3.  
4.  

a.  

b.  

Namespace inheritance in a data service:
Namespaces can be defined at different levels of a data service, which means that you can have multiple namespaces applicable to your data
service at the same time. In such a scenario, the top-level namespaces will be inherited by the lower level as explained below.

The  applies to all aspects of the data service, i.e., to all elements in the results of all the queriesnamespace at the data service level
(output mapping).
The  overrides the service namespace and applies a given namespace to all thenamespace at the query result level (row namespace)
result elements (output mapping elements) of that query.
The  overrides the query-level row namespace.namespace specified for a result element (output mapping)
If you have a :complex element with child elements nested

The namespace for the complex element overrides the result row namespace and assigns the namespace to all its child
elements.
The namespace specifically assigned to a child element overrides the parent element's namespace.
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After setting the row namespace, the data type of the  element falls under the given namespace as shown below.Customers

If you have multiple queries with the same element wrapper but different element rows, be sure to use separate namespaces for each query.
The example below illustrates two queries in a data service (.dbs file) with the following qualities:

The element wrapper is the same for both queries, which is .<result element="employees" rowName="employee">
The two queries contain two unique element rows: ' ' and ' '.salary phone

Therefore, since we are using the same element wrapper for both queries, we need to use two separate namespaces to identify the two
conflicting elements ('salary' and 'phone') in the two queries as shown below.
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Setting namespaces for specific elements in the query result

The row namespace applies to all elements in the query result. Alternatively, you can specify namespaces for selected elements (output mapping
elements) in the query result as shown below. This namespace will only apply to that element.

This is how the setting is reflected in the WSDL.

<query id="employeesByNumberSQL" useConfig="default">
      <sql>select * from Employees where employeeNumber = ?</sql>
      <result defaultNamespace="http://abc.com/empNamespace1"
element="employees" rowName="employee">
         <element column="lastName" name="last-name" xsdType="string"/>
         <element column="firstName" name="first-name"
xsdType="string"/>
         <element column="email" name="email" xsdType="string"/>
         <element column="salary" name="salary" xsdType="double"/>
      </result>
      <param name="employeeNumber" ordinal="1" sqlType="INTEGER"/>
</query>
<query id="employeesByIDSQL" useConfig="default">
      <sql>select * from Employees where employeesID = ?</sql>
      <result defaultNamespace="http://abc.com/empNamespace2"
element="employees" rowName="employee">
         <element column="lastName" name="last-name" xsdType="string"/>
         <element column="firstName" name="first-name"
xsdType="string"/>
         <element column="email" name="email" xsdType="string"/>
         <element column="phone" name="phone" xsdType="string"/>
      </result>
      <param name="employeeID" ordinal="1" sqlType="INTEGER"/>
</query>
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Setting namespaces for complex results

In complex results, the result elements can be arbitrarily nested. These nested elements can have their own namespaces. The example given below
illustrates a query with a complex result (nested elements). As shown below, the namespace specified for the 'contact' element is inherited by the child
elements that are nested within. However, if you assign specific namespaces to the child elements, the namespace inherited by the parent element will be
overridden. 

If you have a data service query using the same result element multiple times, be sure to use separate namespaces for each element to avoid
conflicts. The example below illustrates a single query in a data service (.dbs file) that has the same element defined twice. In this situation, we
have to use separate namespaces for the two elements in order to distinguish them separately.

<query id="getProductByIDSQL" useConfig="default">
      <sql>select * from Products where productID = ?</sql>
      <result defaultNamespace="http://abc.com/productIDNamespace"
element="products" rowName="product">
         <element column="productID" name="productID"
xsdType="string"/>
         <element column="productID" name="productID"
xsdType="INTEGER"/>
         <element column="productName" name="productName"
xsdType="string"/>
      </result>
</query>
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<query id="customersInBostonSQL" useConfig="default">
      <sql>select  * from Customers where city = 'Boston' and country =
'USA'</sql>
      <result defaultNamespace="http://abc.com/nsb" element="customers"
rowName="customer">
         <element column="customerName" name="customer-name"
xsdType="string"/>
         <element namespace="http://abc.com/nsb" name="contact">
          <element column="contactLastName" name="contact-last-name"
xsdType="string"/>
          <element column="contactFirstName" name="contact-first-name"
xsdType="string"/>
         </element>
         <element column="phone" name="phone" xsdType="string"/>
         <element column="city" name="city" xsdType="string"/>
         <element column="country" name="country" xsdType="string"/>
      </result>
</query>

The WSDL created for the above service is as follows:

The resulted XML of the executed service is as follows:
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RDBMS Datasources

Given below are some advanced configurations that you can use when you define a data service using an RDBMS as the datasource.

Datasource Configuration Parameters
Dynamic User Authentication
Securing Datasource Password
Tuning Datasource Configuration Parameters

Datasource Configuration Parameters

When a database operation is processed, the server spawns a database connection from an associated datasource. After using this connection, the server
returns it to the pool of connections. The physical connection is not dropped with the database server unless it becomes stale or the datasource connection
is closed. This is called  and is a recommended way to gain more performance/throughput in the system. RDBMSdatasource connection pooling
datasources in the server use Tomcat JDBC connection pool ( ). It is common to all components that access databasesorg.apache.tomcat.jdbc.pool
for data persistence, such as the registry, user management (if configured against a JDBC userstore), etc.

You can configure the datasource connection pool parameters, such as how long a connection is persisted in the pool, using the datasource
 section that appears in the management console when creating a datasource.configuration parameters

Each parameter is described below:

Property Name Description

The default values of the following parameters might not be optimal for the specific hardware/server configurations in your environment. We
recommend that you carry out load tests in your environment to tune them accordingly. See Tuning Datasource Configuration Parameters for
information on how you can select the best values for these parameters.
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Transaction Isolation The default TransactionIsolation state of connections created by this pool.
TRANSACTION_UNKNOWN
TRANSACTION_NONE
TRANSACTION_READ_COMMITTED
TRANSACTION_READ_UNCOMMITTED
TRANSACTION_REPEATABLE_READ
TRANSACTION_SERIALIZABLE

Initial Size (int)

The initial number of connections created when the pool is started. Default value is 0.

Max. Active (int)

The maximum number of active connections that can be allocated from this pool at the same time. The default
value is 100.

If you set this value too low, the response times for some requests might slow down as they have to wait for
connections to get free. A value too high might cause too much memory and resource utilization and the system to
slow down or be unresponsive.

Max. Idle (int)

The maximum number of connections that can remain idle in the pool, without extra ones being released. Default
value is 8. Put a negative value for unlimited. Idle connections are checked periodically (if enabled) and
connections that have been idle for longer than minEvictableIdleTimeMillis will be released. (also see )testWhileIdle

Min. Idle (int)

The minimum number of connections that can remain idle in the pool, without extra ones being created. The
connection pool can shrink below this number if validation queries fail. Default value is 0. (also see )testWhileIdle

Max. Wait (int)

Maximum number of milliseconds that the pool waits (when there are no available connections) for a connection to
be returned before throwing an exception. Default value is 30000 (30 seconds).

Validation Query (String)

The SQL query used to validate connections from this pool before returning them to the caller. If specified, this
query does not have to return any data, it just can't throw an SQLException. The default value is null. Example
values are SELECT 1(mysql), select 1 from dual(oracle), SELECT 1(MS Sql Server).

validationQueryTimeout (int)

The timeout in seconds before a connection validation queries fail. This works by calling java.sql.Statement.s
 on the statement that executes the . The pool itself doesn'tetQueryTimeout(seconds) validationQuery

timeout the query. It is still up to the JDBC driver to enforce query timeouts. A value less than or equal to zero will
disable this feature. The default value is .-1

Test On Return (boolean)

Used to indicate if objects will be validated before being returned to the pool. NOTE - for a true value to have any
effect, the validationQuery parameter must be set to a non-null string. The default value is false.

Test On Borrow (boolean)

Used to indicate if objects will be validated before being borrowed from the pool. If the object fails to validate, it will
be dropped from the pool, and we will attempt to borrow another one. NOTE - for a true value to have any effect,
the validationQuery parameter must be set to a non-null string. In order to have a more efficient validation, see valid

. Default value is false.ationInterval

Test While Idle (boolean)

The indication of whether objects will be validated by the idle object evictor (if any). If an object fails to validate, it
will be dropped from the pool. NOTE - for a true value to have any effect, the  parameter must bevalidationQuery
set to a non-null string. The default value is false and this property has to be set in order for the pool cleaner/test
thread to run (also see ).timeBetweenEvictionRunsMillis

Time Between Eviction Runs Mills (int)

The number of milliseconds to sleep between runs of the idle connection validation/cleaner thread. This value
should not be set under 1 second. It dictates how often we check for idle, abandoned connections, and how often
we validate idle connections. The default value is 5000 (5 seconds).

Number of Tests Per Eviction Run (int)

The number of objects to examine during each run of the idle object evictor thread.
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Minimum Evictable Idle Time (int)

The minimum amount of time an object may sit idle in the pool before it is eligible for eviction. The default value is
60000 (60 seconds).

Remove Abandoned (boolean)

Flag to remove abandoned connections if they exceed the . If set to true a connection isremoveAbandonedTimout
considered abandoned and eligible for removal if it has been in use longer than the removeAbandonedTimeout.
Setting this to true can recover db connections from applications that fail to close a connection. See also
logAbandoned. The default value is false.

Remove Abandoned Timeout (int) Timeout in seconds before an abandoned(in use) connection can be removed. The default value is 60 (60
seconds). The value should be set to the longest running query your applications might have.

Log Abandoned (boolean) Flag to log stack traces for application code which abandoned a Connection. Logging of abandoned
Connections adds overhead for every Connection borrow because a stack trace has to be generated. The default
value is false.

Auto Commit (boolean) The default auto-commit state of connections created by this pool. If not set, default is JDBC driver
default (If not set then the setAutoCommit method will not be called.)

Default Read Only (boolean) The default read-only state of connections created by this pool. If not set then the setReadOnly method
will not be called. (Some drivers don't support read-only mode, ex: Informix)

Default Catalog (String) The default catalog of connections created by this pool.

Validator Class Name (String) The name of a class that implements the org.apache.tomcat.jdbc.pool.Validator interface and provides a
no-arg constructor (may be implicit). If specified, the class will be used to create a Validator instance, which is then
used instead of any validation query to validate connections. The default value is null. An example value is
com.mycompany.project.SimpleValidator.

Connection Properties (String) The connection properties that will be sent to our JDBC driver when establishing new connections. Format
of the string must be [propertyName=property;]* NOTE - The "user" and "password" properties will be passed
explicitly, so they do not need to be included here. The default value is null.

Init SQL The ability to run a SQL statement exactly once, when the connection is created.

JDBC Interceptors Flexible and pluggable interceptors to create any customizations around the pool, the query execution and the
result set handling.

Validation Interval (long) avoid excess validation, only run validation at most at this frequency - time in milliseconds. If a connection is
due for validation, but has been validated previously within this interval, it will not be validated again. The default
value is 30000 (30 seconds).

JMX Enabled (boolean) Register the pool with JMX or not. The default value is true.

Fair Queue (boolean) Set to true if you wish that calls to getConnection should be treated fairly in a true FIFO fashion. This
uses the org.apache.tomcat.jdbc.pool.FairBlockingQueue implementation for the list of the idle connections. The
default value is true. This flag is required when you want to use asynchronous connection retrieval. Setting this flag
ensures that threads receive connections in the order they arrive. During performance tests, there is a very large
difference in how locks and lock waiting is implemented. When fairQueue=true there is a decision making process
based on what operating system the system is running. If the system is running on Linux (property os.name=Linux.
To disable this Linux specific behavior and still use the fair queue, simply add the property
org.apache.tomcat.jdbc.pool.FairBlockingQueue.ignoreOS=true to your system properties before the connection
pool classes are loaded.

Abandon When Percentage Full (int) Connections that have been abandoned (timed out) wont get closed and reported up unless the number of
connections in use are above the percentage defined by abandonWhenPercentageFull. The value should be
between 0-100. The default value is 0, which implies that connections are eligible for closure as soon as
removeAbandonedTimeout has been reached.

Max Age (long) Time in milliseconds to keep this connection. When a connection is returned to the pool, the pool will check
to see if the now - time-when-connected > maxAge has been reached, and if so, it closes the connection rather
than returning it to the pool. The default value is 0, which implies that connections will be left open and no age
check will be done upon returning the connection to the pool.

Use Equals (boolean) Set to true if you wish the ProxyConnection class to use String.equals and set to false when you wish to
use == when comparing method names. This property does not apply to added interceptors as those are configured
individually. The default value is true.

Suspect Timeout (int) Timeout value in seconds. Default value is 0. Similar to to the removeAbandonedTimeout value but instead of
treating the connection as abandoned, and potentially closing the connection, this simply logs the warning if
logAbandoned is set to true. If this value is equal or less than 0, no suspect checking will be performed. Suspect
checking only takes place if the timeout value is larger than 0 and the connection was not abandoned or if abandon
check is disabled. If a connection is suspect a WARN message gets logged and a JMX notification gets sent once.
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Alternate User Name Allowed (boolean) By default, the jdbc-pool will ignore the DataSource.getConnection(username,password) call, and simply
return a previously pooled connection under the globally configured properties username and password, for
performance reasons.

The pool can however be configured to allow use of different credentials each time a connection is requested. To
enable the functionality described in the DataSource.getConnection(username,password) call, simply set the
property alternateUsernameAllowed to true. Should you request a connection with the credentials user1/password1
and the connection was previously connected using different user2/password2, the connection will be closed, and
reopened with the requested credentials. This way, the pool size is still managed on a global level, and not on a per
schema level. The default value is false.

Also see  and DBCP configuration guide in http://tomcat.apache.org/tomcat-7.0-doc/jdbc-pool.html http://commons.apache.org/proper/commons-dbcp/confi
.guration.html

Dynamic User Authentication

Dynamic user authentication allows you to authenticate database users dynamically for each data service call. This is implemented using a mapping
between the server users and the database users. This mapping can be either,

Static inside the data service configuration.
Provided at runtime through a Java class that implements the interface org.wso2.carbon.dataservices.core.auth.DynamicUserAuthe
nticator.

The following topics explain both:

Static configuration
Runtime configuration
Dynamic user lookup order of precedence
Use of external datasources

Static configuration

You can specify a code as shown in the following example in the datasource configuration section of the data service.

<data name="RDBMSSample" serviceGroup="RDBMS">                         

   <config id="default">                                               

      <property name="driverClassName">org.h2.Driver</property>        

      <property
name="url">jdbc:h2:file:./samples/database/DATA_SERV_SAMP</property>
      <property name="username">wso2ds</property>
      <property name="password">wso2ds</property>
      <property name="dynamicUserAuthMapping">
         <configuration>
            <entry request="admin">
               <username>wso2ds</username>
               <password>wso2ds</password>
            </entry>
            <entry request="user1">
               <username>dbuser1</username>
               <password>dbpass1</password>
            </entry>
            <entry request="*">                                        

               <username>guest</username>                              

               <password>guest</password>                              

            </entry>                                                   

         </configuration>                                              

      </property>                            
   </config>  
....

http://tomcat.apache.org/tomcat-7.0-doc/jdbc-pool.html
http://commons.apache.org/proper/commons-dbcp/configuration.html
http://commons.apache.org/proper/commons-dbcp/configuration.html
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The configuration above maps the two Carbon users to specific database credentials and the rest of the users to a different username/password pair. The 
 property in  represents the incoming Carbon user, and the username and passworddynamicUserAuthMapping /configuration/entry/@request

elements that follow represent the mapped database credentials.

For dynamic user authentication to work, security must be enabled in the data service throug  for user authentication. If userUsernameToken
authentication is not available when a  section is specified, it maps to the request="*" scenario by default.dynamicUserAuthMapping

The following screenshot shows a sample configuration of dynamic user mappings. For each entry, the Carbon user and the target database
user/password can be mapped.

Runtime configuration

In the runtime mode, the property  must be specified instead of the datasource configuration property dynamicUserAuthClass dynamicUserAuthMapp
. The  property's value must have the fully-qualified class name of a Java class that implements the interface ing dynamicUserAuthClass org.wso2.ca

 The interface is as follows:rbon.dataservices.core.auth.DynamicUserAuthenticator.

public interface DynamicUserAuthenticator {
     /**
     * This method is used to lookup a username/password pair given a
source username.
     * @param user The source username
     * @return A two element String array containing the username and
password respectively
     * @throws DataServiceFault
     */
     String[] lookupCredentials(String user) throws DataServiceFault;

}

The following example code snippet shows an implementation of a dynamic user authenticator class.
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package samples;
import org.wso2.carbon.dataservices.core.DataServiceFault;
import org.wso2.carbon.dataservices.core.auth.DynamicUserAuthenticator;

public class MyDynAuthClass implements DynamicUserAuthenticator {
     @Override
     public String[] lookupCredentials(String user) throws
DataServiceFault {
             if ("admin".equals(user)) {
                 return new String[] {"wso2ds", "wso2ds"};
             } else if ("user1".equals(user)) {
                 return new String[] {"dbuser1", "dbpass1"};
             } else if ("user2".equals(user)) {
                 return new String[] {"dbuser2", "dbpass2"};
             } else {
                 throw new DataServiceFault("The user '" + user + "'
not supported in invoking the target data service");
             }
      }
}

The  method takes in the request user and returns the database username/password in a String array. The dbs file configurationlookupCredentials
format is as follows:

<data name="RDBMSSample" serviceGroup="RDBMS">                         

   <config id="default">
      <property name="driverClassName">org.h2.Driver</property>
      <property
name="url">jdbc:h2:file:./samples/database/DATA_SERV_SAMP</property>
      <property name="username">wso2ds</property>
      <property name="password">wso2ds</property>                      

      <property
name="dynamicUserAuthClass">samples.MyDynAuthClass</property>
....

The dynamic user authentication class can be specified in the field shown in the screenshot below.
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1.  

2.  

3.  
4.  

5.  
6.  
7.  

8.  

Dynamic user lookup order of precedence

In a single datasource configuration, both the static and the runtime configurations can be available at once. The server processes them as follows:

Higher precedence goes to the static mapping in initially looking up the credentials. The "*" request setting is ignored in the first pass
If a request user/database credentials mapping cannot be found, the secondary runtime Java class implementation is used to look up the user
If the previous option also fails, the program returns for the primary static mapping and processes the "*" request mapping
The data service request returns an error only if all of the above options fail

Use of external datasources

When using datasources that are not inline like Carbon, JNDI etc. the datasources must be specified in a way that its connections can be created for
selected users. Specifically in Carbon datasources, enable the setting  for dynamic user authentication to function.alternateUsernameAllowed

Securing Datasource Password

All WSO2 products, by default, come with a , which is a modified version of synapse secure vault. It provides capability tosecure vault implementation
securely store-sensitive data such as plain-text passwords in configuration files of the WSO2 Carbon platform, such as , , user-mgt.xml Carbon.xml  A

 ,  etc.xis2.xml registry.xml All WSO2 Carbon-based products inherit the secure vault implementation from the core Carbon platform. For more
information, go to  .Securing Passwords in Configuration Files

However, when securing passwords of more product-specific configuration files such as data service configurations, the steps may vary. Therefore, WSO2
DSS provides the feature to securely store sensitive data in data service configuration files, using the secure vault functionality. Users can encrypt their
passwords using tokens instead of the actual password inside the data service configuration file. See the instructions given below.

Run ciphertool script from  directory.<PRODUCT_HOME>/bin
Linux: sh ciphertool.sh -Dconfigure
Windows: ciphertool.bat -Dconfigure

To encrypt the plain text using ciphertool, run the ciphertool script again without  option. It asks for the KeyStore Password of the-Dconfigure
running Carbon instance. The default is .wso2carbon
Then provide the plain text value that needs to be encrypted and the tool returns the encrypted text value.
Update the  file by adding a new alias (any name of your<PRODUCT_HOME>/repository/conf/security/cipher-text.properties
preference) and the encrypted value.
Log in to the Management Console and click .Main
Click  under the  menu and click on the service whose password you want to secure.List Services
Click , click , and then click .Edit Data Service (Wizard) Next Edit Datasource

You need to manually secure the password if you are creating the datasource inline when creating the data service. However, If you create the
datasource via the      option in the Management Console, it stores the datasource in the Registry, andConfigure Datasources Add Datasource
thereby, t  he password you enter will be  encrypted .automatically

https://docs.wso2.com/display/Carbon440/Secure+Vault+Implementation
https://docs.wso2.com/display/ADMIN44x/Securing+Passwords+in+Configuration+Files


WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 1004

8.  

9.  

In the  window of the management consoleEdit datasource     select  option. I provide the alias nameUse as Secret Alias n the  field, Password
instead of the actual password.

The namespace and alias will be added to the .dbs file as follows:

Tuning Datasource Configuration Parameters

When you  , ensure that the parameters relevant to connection pooling are tuned according to your productionconfigure datasource connections
environment. Consider the following when tuning:

The application's concurrency requirement.
The average time taken to run a database query.
The maximum number of connections the database server can support.

The goal of tuning the pool properties is to maintain a pool that is large enough to handle the peak load to the datasource without unnecessarily utilising
resources. The following are the highly used, important properties:

Property Name How to Tune

Min. Idle Configure this to match the expected minimum concurrency. The default value is 0.

Max. Idle The value should be less than the Max. Active value. For high performance, tune Max. Idle to match the number of
average, concurrent requests to the pool. If this value is set to a large value, the pool will contain unnecessary idle
connections.

Max. Active The maximum latency (approximately) = (P / M) * T ,

 where,

M = Max. Active value
P = Peak concurrency value
T = Time (average) taken to process a query.

Therefore, by increasing the Max. Active value (up to the expected highest number of concurrency), the time that
requests wait in the queue for a connection to be released will decrease. But before increasing the Max. Active
value, consult the database administrator, as it will create up to Max.Active connections at burst times from a single
node, and it may not be possible for the DBMS to handle the accumulated count of these active connections.

Max. Wait Adjust this to a value slightly higher than the maximum latency for a request.

That is, Max. Wait = (P / M) * T + buffer time.
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Validation Query Set "Validation Query" to a simple test query like SELECT 1.

Test On Borrow When the connection to the database is broken, the connection pool does not know that the connection has been
lost. As a result, the connection pool will continue to distribute connections to the application until the application
actually tries to use the connection. To resolve this problem, set "Test On Borrow" to "true" and make sure that the
"Validation Query" property is set.

validationInterval This parameter allows to control how frequently a given validation query is executed. By default it is set to 30
seconds. Deciding the value for the "validationInterval" depends on the target application behavior. If a larger value
is set, the frequency of executing the Validation Query is low, which results in better performance (but for values
larger than several seconds, this becomes negligible, as the validation query usually executes very fast). With a
smaller value, a stale connection will be identified quickly when it is presented. This maybe required for systems
where the connections should be instantly repaired in a case like a database server restart. Therefore, selecting a
value for the this property is a trade-off and ultimately depends on what is acceptable for the application.

The following properties are used for detecting and removing the connections that get leaked from the connection pool:

Property Name How to configure

Remove Abandoned If this property is set to 'true', a connection is considered abandoned and eligible for removal if it has been in use for
longer than the removeAbandonedTimeout value explained below.

Remove Abandoned Timeout The time in seconds that should pass before a connection that is in use can be removed. This is the time period
after which the connection will be declared abandoned. This value should be set to the longest running query that
the applications might have.

Log Abandoned Set this property to "true" if you wish to log when the connection was abandoned. If this option is set to "true", a
stack trace is recorded during the  call and is printed when a connection is notdataSource.getConnection
returned.

Sample Queries

This section gives examples of writing queries using the features discussed so far.
Sample 1: Using input mappings in a query
Sample 2: Adding output mappings to a query
Sample 3: Using a result row namespace
Sample 4: Querying a RDF data source
Sample 5: Querying a Web data source
Sample 6: Querying a google spreadsheet 
Sample 7: Calling a MySQL function
Sample 8: Calling an Oracle function
Sample 9: Defining a dynamic SQL query
Sample 10: Defining Named parameters
Sample 11: Grouping data into complex elements

Sample 1: Using input mappings in a query

This sample demonstrates how to write a simple query with input mappings.

 Query ID : customerAddressSQL

 SQL Statement   : select * from Customers where contactLastName = ? and contactFirstName = ?

The following query needs two parameters for execution. The  Input Mapping section is used to specify these input parameters.
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For information on adding validations to your input mappings, see .Input Validators
Sample 2: Adding output mappings to a query

Following sample shows how to query the Cassandra data source created in  and add output mappings to it.Cassandra

 Query ID : getUsers

 Data Source : CassandraDatasource

 CQL : select 'key', 'username', 'password' from USER

You can define how the output of this query looks by adding output mappings as follows:

https://docs.wso2.com/display/EI650/Input+Validators#InputValidators-Validators
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Sample 3: Using a result row namespace

This example shows how to use a results row namespace in output mappings.  See  for information on namespaces.Defining Namespaces  
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Sample 4: Querying a RDF data source

Following sample shows a query written for the RDF data source created in , which is based on the added RDF file.Exposing RDF Data as a Data Service
This sample uses the following SPARQL query to extract movies information from the data source.

PREFIX cd: <http://www.popular.movies/cd#> 

SELECT ?title ?director ?year ?genre ?actor  
WHERE {    
      ?movie cd:title ?title.  
      ?movie cd:director ?director.  
      ?movie cd:year ?year.  
      ?movie cd:genre ?genre.  
      ?movie cd:actor ?actor. 
}

The  input mapping section is used to specify parameters to the query. The above query extracts movie information according to the genre. Therefore, we
  add genre as an input parameter. Next, the output mappings are used  to map the response to an output XML.  

Sample 5: Querying a Web data source

Following sample shows a query written for the Web data source created in . Web Resource When you add a query to a Web data source, you must enter a
.Scraper Variable  This scraper variable must be the same as the output name in the Web data source configuration, which returns the output from the

configuration. In this example, the  is weatherInfo (      ). Therefore, the var-def name in the configuration < var-def name = 'weatherInfo' > Web resource
is also specified as weatherInfo as shown below:output variable name 
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It defines output mappings as follows to specify how the  output looks like.  
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Sample 6: Querying a google spreadsheet 

Given below are sample queries that can be written for a google spreadsheet datasource. Note that SQL queries of this type can only be used for a google
spreadsheet if the  is enabled for the datasource in the data service.Query mode

Sample 1:

SELECT customerNumber, customerName, phone, state, country
FROM customers

Sample 2:
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INSERT INTO customers (customerNumber, customerName, contactLastName)
VALUES(?,?,?)

Sample 3:

UPDATE customers
SET contactFirstName=?, contactLastName=?
WHERE customerNumber=?

Sample 4:

DELETE FROM customers
WHERE customerNumber=?

You can also create new sheets in the Excel or drop existing sheets.

Sample 5:

CREATE SHEET ProductCategories (ProductCode, Category)
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Sample 6:

DROP SHEET ProductCategories

Sample 7: Calling a MySQL function

Assume you have the following MySQL function, which takes a string parameter and returns the same as output. Create a database before executing the
query.

create function myFunction(p_inparam varchar(20)) 
  returns varchar(20)
  begin
     declare output_text varchar(20);
     set output_text = p_inparam;
     return output_text;
  end

To call this function from the data service, add a query to the data service definition file (.dbs) pointing to an RDBMS datasource that connects to the
MySQL database. For example,

<sql>select myFunction('WSAS') s ABC</sql> a

For example, see the following data service configuration:

<data name="sqlfunctionService">
   <config id="mynew">
      <property name="driverClassName">com.mysql.jdbc.Driver</property>
      <property
name="url">jdbc:mysql://localhost:3306/sample&lt;/property>
      <property name="username">root</property>
      <property name="password">root</property>
   </config>
   <query id="NewfunctionQuery" useConfig="mynew">
      <sql>select myFunction('WSAS') as ABC</sql>
      <result element="wsas" rowName="wsas">
         <element column="output_text" name="n_param"
xsdType="string"/>
      </result>
      <param name="imparam" sqlType="STRING"/>
   </query>
   <operation name="functionop">
      <call-query href="NewfunctionQuery">
         <with-param name="imparam" query-param="imparam"/>
      </call-query>
   </operation>
</data> 
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You can also call this function in the   page of the management console as follows:Query Details

Sample 8: Calling an Oracle function

Assume you have the following Oracle stored function, which returns the total number of entries in a table:

CREATE OR REPLACE FUNCTION myfunction(ename IN VARCHAR, eid IN NUMBER)
RETURN INTEGER 
AS myCount INTEGER;
BEGIN
    INSERT INTO TEAMS values(eid, ename);
    SELECT COUNT(*) into myCount from TEAMS;
    RETURN myCount;
END;
/

Create a table before executing the query as follows:

CREATE TABLE TEAMS(id INTEGER, team VARCHAR(30));

To call this function from the data service, add a query to the data service definition file (.dbs). For example,

"{call ?:=myfunction(?,?)}"

First input parameter carries the return value of the function. Other two parameters are inputs to the function. You must define an Input parameter with OUT
type to get the result of function (i.e., the first parameter in the query above). Then, define a Output parameter to get this value as a result set from the data
service. The following code segment does this:

<result element="TotalTeams" rowName="">
    <element name="totalTeams" column="totalTeams" xsdType="xs:integer"
/>
</result>
<param name="totalTeams" sqlType="INTEGER" type="OUT" ordinal="1" />

For example, see the following data service configuration:
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<data name="testOracleFunction">
   <config id="or">
      <property
name="org.wso2.ws.dataservice.driver">oracle.jdbc.driver.OracleDriver</
property>
      <property
name="org.wso2.ws.dataservice.protocol">jdbc:oracle:thin:user/pwd@local
host:1521/XE</property>
      <property name="org.wso2.ws.dataservice.user">user</property>
      <property name="org.wso2.ws.dataservice.password">pwd</property>
   </config>
   <query id="q1" useConfig="or">
      <sql>{call ?:=myfunction(?,?)}</sql>
      <result element="TotalTeams" rowName="">
         <element name="totalTeams" column="totalTeams"
xsdType="xs:integer" />
      </result>
      <param name="totalTeams" sqlType="INTEGER" type="OUT" ordinal="1"
/>
      <param name="ename" sqlType="STRING" ordinal="2" />
      <param name="eid" sqlType="INTEGER" ordinal="3" />
   </query>
   <operation name="op1">
      <call-query href="q1">
         <with-param name="ename" query-param="ename" />
         <with-param name="eid" query-param="eid" />
      </call-query>
   </operation>
</data>

You can call this function in the   page of the management console as before.Query Details
Sample 9: Defining a dynamic SQL query

Dynamic SQL query support allows you to change SQL queries (e.g., defining additional conditions in the SQL) in the runtime without changing the data
service configuration. For this to work, you must specify required SQL query statements (e.g., with WHERE clause) as a   data type. TheseQUERY_STRING
statements will be directed to the final SQL query in the runtime.  

The   data type is available as an SQL type when creating Input Mappings for queries. For example,QUERY_STRING

Dynamic query support can lead to SQL injection attacks. Therefore, we recommend that the clients validate the values set to  aQUERY_STRING
t runtime.
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You can add the SQL query using the mapping name:

 

A sample configuration for the data service is shown below:
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<data name="DynamicQuerySample"
serviceNamespace="http://ws.wso2.org/dataservice/samples/rdbms_sample">
   <config id="default">
      <property name="driverClassName">org.h2.Driver</property>
      <property
name="url">jdbc:h2:file:./samples/database/DATA_SERV_SAMP</property>
      <property name="username">wso2ds</property>
      <property name="password">wso2ds</property>
      <property name="minIdle">1</property>
      <property name="maxActive">10</property>
      <property name="autoCommit">false</property>
   </config>
   <query id="employeesSQL" useConfig="default">
      <sql>select * from Employees :filterQuery</sql>
      <result element="employees" rowName="employee">
         <element column="lastName" name="last-name" xsdType="string"/>
         <element column="firstName" name="first-name"
xsdType="string"/>
         <element column="email" name="email" xsdType="string"/>
         <element column="salary" name="salary" xsdType="double"/>
      </result>
      <param name="filterQuery" sqlType="QUERY_STRING"/>
   </query>
   <query id="customerInCountrySQL" useConfig="default">
      <sql>select * from Customers where country = :country
:filter</sql>
      <result element="customer-addresses" rowName="customer-address">
         <element column="customerNumber" name="customer-number"
xsdType="integer"/>
         <element column="contactLastName" name="contact-last-name"
xsdType="string"/>
         <element column="contactFirstName" name="contact-first-name"
xsdType="string"/>
         <element column="addressLine1" name="address-line1"
xsdType="string"/>
         <element column="addressLine2" name="address-line2"
xsdType="string"/>
         <element column="city" name="city" xsdType="string"/>
         <element column="state" name="state" xsdType="string"/>
         <element column="postalCode" name="postal-code"
xsdType="string"/>
         <element column="country" name="country" xsdType="string"/>
      </result>
      <param name="country" sqlType="STRING"/>
      <param name="filter" sqlType="QUERY_STRING"/>
   </query>
   <query id="insertUpdateQuery" useConfig="default">
      <sql>:query</sql>
      <param name="query" sqlType="QUERY_STRING"/>
   </query>
   <operation name="getEmployees">
      <call-query href="employeesSQL">
         <with-param name="filterQuery" query-param="filterQuery"/>
      </call-query>
   </operation>
   <operation name="getCustomersInCountry">
      <call-query href="customerInCountrySQL">
         <with-param name="country" query-param="country"/>
         <with-param name="filter" query-param="filter"/>
      </call-query>
   </operation>
   <operation name="insertUpdateOp">
      <call-query href="insertUpdateQuery">
         <with-param name="query" query-param="query"/>
      </call-query>
   </operation>
</data>
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Sample 10: Defining Named parameters

Named Parameters enable reusability of parameters and reduce the complexity of database configurations. Named parameters are specified in SQL
queries of data services.  

A named parameter must have the same name as the input parameter along with a colon ':' in front. For example,

Sample 11: Grouping data into complex elements

Complex Elements help represent data in a structured manner. For example, let's take a table containing customer information. There can be several
columns that keep data related to the address of employees such as number, street, city, postal code. You can group them into one element called address
using complex elements and present them in a more structured manner.

Following example illustrates how to use complex elements:

After defining the query, proceed to adding an Output Mapping. In output mappings, select the     Mapping Type as complex element. Specify an Element
    Name and click the Add Nested Element button. For example,
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The added element appears under   Complex Elements in the Output Mapping.

According to the figure below, addressline1, addressline2 and city are nested elements that come under address element.
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1.  
2.  

Working with Admin Services

WSO2 products are managed internally using SOAP Web services known as  . WSO2 products come with a management console UI,admin services
which communicates with these admin services to facilitate administration capabilities through the UI.

A service in WSO2 products is defined by the following components:

Service component: provides the actual service
UI component: provides the Web user interface to the service
Service stub: provides the interface to invoke the service generated from the service WSDL

There can be instances where you want to call back-end Web services directly. For example, in test automation, to minimize the overhead of having to
change automation scripts whenever a UI change happens, developers prefer to call the underlying services in scripts. The topics below explain how to
discover and invoke these services from your applications.

Discovering the admin services

By default, the WSDLs of admin services are hidden from consumers. Given below is how to discover them using the  console.OSGi

Set the   element to false in the  file.<HideAdminServiceWSDLs> <PRODUCT_HOME>/repository/conf/carbon.xml
Go to   folder and start the WSO2 product as follows,<PRODUCT_HOME>/bin/

In Linux Environment

sh wso2server.sh -DosgiConsole

https://www.osgi.org/developer/


WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 1020

2.  

3.  
4.  
5.  

6.  

7.  

1.  
2.  

In Windows Environment

wso2server.bat -DosgiConsole

When the server is started, hit the enter/return key several times to get the OSGI shell in the console.
In the OSGI shell, type: osgi> listAdminServices
The list of admin services of your product are listed. For example:

To see the service contract of an admin service, select the admin service's URL and then paste it in your browser with   at the end. For?wsdl
example:
https://localhost:9443/services/RemoteUserStoreManagerService?wsdl

Note that the admin service's URL appears as follows in the list you discovered in step 6:

RemoteUserStoreManagerService, RemoteUserStoreManagerService,
https://<host IP>:9443/services/RemoteUserStoreManagerService/  

Invoking an admin service

Admin services are secured using common types of security protocols such as HTTP basic authentication, WS-Security username token, and session
based authentication to prevent anonymous invocations. For example, the   Web service is secured with the HTTP basic authentication. ToUserAdmin
invoke a service, you do the following:

Authenticate yourself and get the session cookie.
Generate the client stubs to access the back-end Web services.

Authenticate the user

The example code below authenticates the user and gets the session cookie:

In products like WSO2 ESB and WSO2 API Manager, the port is 8243 (assuming 0 port offset). However, you should be accessing the
Admin Services via the management console port, which is 9443 when there is no port offset.

After discovering admin service you can restart the server without -DosgiConsole

To generate the stubs, you can write your own client program using the Axis2 client API or use an existing tool like  (4.5.1 or later) orSoapUI
wsdl2java.

The wsdl2java tool, which comes with WSO2 products by default hides all the complexity and presents you with a proxy to the back-end service.
The stub generation happens during the project build process within the Maven POM files. It uses the Maven ant run plug-in to execute the
wsdl2java tool.

You can also use the Java client program given   to invoke admin services. All dependency JAR files that you need to run this client arehere
found in the   directory./lib

http://www.soapui.org/
https://svn.wso2.org/repos/wso2/people/asela/user-mgt/remote-user-api/4.2.X/
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import org.apache.axis2.AxisFault;  
 import org.apache.axis2.transport.http.HTTPConstants;  
 import org.wso2.carbon.authenticator.stub.AuthenticationAdminStub;  
 import
org.wso2.carbon.authenticator.stub.LoginAuthenticationExceptionExceptio
n;  
 import
org.wso2.carbon.authenticator.stub.LogoutAuthenticationExceptionExcepti
on;  
 import org.apache.axis2.context.ServiceContext;  
 import java.rmi.RemoteException;  
   
 public class LoginAdminServiceClient {  
   private final String serviceName = "AuthenticationAdmin";  
     private AuthenticationAdminStub authenticationAdminStub;  
     private String endPoint;  
   
     public LoginAdminServiceClient(String backEndUrl) throws AxisFault
{  
       this.endPoint = backEndUrl + "/services/" + serviceName;  
       authenticationAdminStub = new AuthenticationAdminStub(endPoint);

     }  
   
     public String authenticate(String userName, String password)
throws RemoteException,  
                                      
LoginAuthenticationExceptionException {  
   
       String sessionCookie = null;  
   
       if (authenticationAdminStub.login(userName, password,
"localhost")) {  
         System.out.println("Login Successful");  
   
         ServiceContext serviceContext = authenticationAdminStub.  
            
_getServiceClient().getLastOperationContext().getServiceContext();  
         sessionCookie = (String)
serviceContext.getProperty(HTTPConstants.COOKIE_STRING);  
         System.out.println(sessionCookie);  
       }  
   
       return sessionCookie;  
     }  
   
     public void logOut() throws RemoteException,
LogoutAuthenticationExceptionException {  
       authenticationAdminStub.logout();  
     }  
 }

Generate the client stubs

After authenticating the user, give the retrieved admin cookie with the service endpoint URL as shown in the sample below. The service
management service name is ServiceAdmin. You can find its URL (e.g., ) in the https://localhost:9443/services/ServiceAdmin serv

To resolve dependency issues, if any, add the following dependency JARs location to the class path: <PRODUCT_HOME>/repository/compon
.ents/plugins

The the  class requires  as a parameter. You canAuthenticationAdminStub org.apache.axis2.context.ConfigurationContext
give a null value there.
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 file in the  folder in the respective bundle that you find in .ice.xml META-INF <PRODUCT_HOME>/repository/components/plugins

import org.apache.axis2.AxisFault;  
 import org.apache.axis2.client.Options;  
 import org.apache.axis2.client.ServiceClient;  
 import org.wso2.carbon.service.mgt.stub.ServiceAdminStub;  
 import
org.wso2.carbon.service.mgt.stub.types.carbon.ServiceMetaDataWrapper;  
 import java.rmi.RemoteException;  
   
 public class ServiceAdminClient {  
   private final String serviceName = "ServiceAdmin";  
   private ServiceAdminStub serviceAdminStub;  
   private String endPoint;  
   
   public ServiceAdminClient(String backEndUrl, String sessionCookie)
throws AxisFault {  
     this.endPoint = backEndUrl + "/services/" + serviceName;  
     serviceAdminStub = new ServiceAdminStub(endPoint);  
     //Authenticate Your stub from sessionCooke  
     ServiceClient serviceClient;  
     Options option;  
   
     serviceClient = serviceAdminStub._getServiceClient();  
     option = serviceClient.getOptions();  
     option.setManageSession(true);  
    
option.setProperty(org.apache.axis2.transport.http.HTTPConstants.COOKIE
_STRING, sessionCookie);  
   }  
   
   public void deleteService(String[] serviceGroup) throws
RemoteException {  
     serviceAdminStub.deleteServiceGroups(serviceGroup);  
   
   }  
   
   public ServiceMetaDataWrapper listServices() throws RemoteException
{  
     return serviceAdminStub.listServices("ALL", "*", 0);  
   }  
 } 

The following sample code lists the back-end Web services:



WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 1023

import
org.wso2.carbon.authenticator.stub.LoginAuthenticationExceptionExceptio
n;  
 import
org.wso2.carbon.authenticator.stub.LogoutAuthenticationExceptionExcepti
on;  
 import org.wso2.carbon.service.mgt.stub.types.carbon.ServiceMetaData; 

 import
org.wso2.carbon.service.mgt.stub.types.carbon.ServiceMetaDataWrapper;  
   
 import java.rmi.RemoteException;  
   
 public class ListServices {  
   public static void main(String[] args)  
       throws RemoteException, LoginAuthenticationExceptionException,  
           LogoutAuthenticationExceptionException {  
     System.setProperty("javax.net.ssl.trustStore",
"$ESB_HOME/repository/resources/security/wso2carbon.jks");  
     System.setProperty("javax.net.ssl.trustStorePassword",
"wso2carbon");  
     System.setProperty("javax.net.ssl.trustStoreType", "JKS");  
     String backEndUrl = "https://localhost:9443";  
   
     LoginAdminServiceClient login = new
LoginAdminServiceClient(backEndUrl);  
     String session = login.authenticate("admin", "admin");  
     ServiceAdminClient serviceAdminClient = new
ServiceAdminClient(backEndUrl, session);  
     ServiceMetaDataWrapper serviceList =
serviceAdminClient.listServices();  
     System.out.println("Service Names:");  
     for (ServiceMetaData serviceData : serviceList.getServices()) {  
       System.out.println(serviceData.getName());  
     }  
   
     login.logOut();  
   }  
 }  

Working with APIs

An API is one way of triggering a mediation flow defined in the ESB of WSO2 Enterprise Integrator (WSO2 EI). Alternatively, you can use , Proxy Services I
, or .  APIs allow you to send messages directly to the ESB profile,  which will then execute a specific logic based on thenbound Endpoints Scheduled Tasks

instructions in the HTTP call.

The following topics provide additional information on how to configure an API in the ESB profile.

Using REST with APIs
Overview of REST APIs
Example APIs
Generating Swagger documents for the APIs

 

Using REST with APIs

You can create APIs that allow messages to be sent over the HTTP and HTTPS transports. Furthermore, you can configure REST endpoints in an API by
directly specifying HTTP verbs (such as POST and GET), URI templates, and URL mappings. Alternatively, you can use the   to defineHTTP Endpoint
REST endpoints using URI templates.

The structure of APIs in the ESB profile is based on REST architectural principles. This section highlights some of the basic architectural principles of REST

To get started with REST APIs in the ESB, follow the tutorial on .sending a simple message to a service

https://docs.wso2.com/display/EI6xx/HTTP+Endpoint
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based on the following resources:

Architectural Styles and the Design of Network-based Software Architectures
Restful Service Best Practices

Overview of REST APIs

Each API must specify a unique name and a unique . An API is made of one or more , which is a logical component of an API thatURL Context Resources
can be accessed by making a particular type of HTTP call.  Once a request is dispatched to a resource it will be mediated through the  of thein-sequence
resource. At the end of the in-sequence, the request can be forwarded to a back-end application for further processing. Any responses coming from the
back-end system are mediated through the  of the resource. You can also define a  to handle any errors that may occurout-sequence fault-sequence
while mediating a message through a resource.

<api name="API_NAME" context="URI_PATH_OF_API"
[hostname="HOST_NAME_OF_SERVER"]  [port="PORT_NUMBER"]>
 <resource [methods="GET|POST|PUT|DELETE|OPTIONS|HEAD|PATCH"]
[uri-template="URI_TEMPLATE"|url-mapping="URL_MAPPING"]>
   <inSequence>
        ...
      </inSequence>?
      <outSequence>
         ...
      </outSequence>?
   <faultSequence>
         ...
      </faultSequence>?
 </resource>
</api>

Example APIs

Let's look at some sample API configurations to understand how we use context, resources, and patterns to control how requests are processed.

<api name="API_1" context="/order">
    <resource url-mapping="/list" inSequence="seq1"
outSequence="seq2"/>
</api>
 
<api name="API_2" context="/user">
    <resource url-mapping="/list" methods="GET" inSequence="seq3"
outSequence="seq4"/>
    <resource uri-template="/edit/{userId}" methods="PUT POST"
inSequence="seq5" outSequence="seq6"/>
</api>

<api name="API_3" context="/payments">
    <resource url-mapping="/list" methods="GET" inSequence="seq7"
outSequence="seq8"/>
    <resource uri-template="/edit/{userId}" methods="PUT POST"
outSequence="seq9">
        <inSequence>
             <log/>
             <send>
   <endpoint key="BackendService"/>
             </send>
        </inSequence>
    </resource>
    <resource inSequence="seq10" outSequence="seq11"/>
</api>

You can define a URL mapping to a set of operations as shown in the API_1 definition, or you can define separate mappings for separate operations as
shown in API_2. Also note the last resource definition in API_3, which does not specify a URL mapping nor a URI template. This is called the default

http://www.ics.uci.edu/~fielding/pubs/dissertation/rest_arch_style.htm
https://s3.amazonaws.com/tfpearsonecollege/bestpractices/RESTful+Best+Practices.pdf
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resource of the API. Each API can have at most one default resource. Any request received by the API that does not match any of the enclosed resource
definitions will be dispatched to the default resource of the API. In the case of API_3, a DELETE request on the URL “/payments” will be dispatched to the
default resource as none of the other resources in API_3 are configured to handle DELETE requests.

Generating Swagger documents for the APIs

API documentation is important to guide the users on what they can do using specific APIs. Follow the steps given below to generate Swagger
documentation for the REST APIs you created in WSO2 EI.

Add the following configuration under the   tag of the  file to generate theHttpGetRequestProcessors <EI_HOME>/conf/carbon.xml
Swagger JSON or YAML files.

<Processor>
   <Item>swagger.json</Item>
  
<Class>org.wso2.carbon.mediation.transport.handlers.requestprocessors.s
wagger.format.SwaggerJsonProcessor</Class>
</Processor>
<Processor>
   <Item>swagger.yaml</Item>
  
<Class>org.wso2.carbon.mediation.transport.handlers.requestprocessors.s
wagger.format.SwaggerYamlProcessor</Class>
</Processor>

Open the terminal, navigate to the   directory and start the WSO2 EI profile.<EI_HOME>/bin

Linux/Mac ./integrator.sh

Windows integrator.bat --run

Generate the Swagger docs:

JSON Enter the following on the browser and the JSON content will appear on the browser screen: http://<EI_HOST>:8280/<API_NAME>?swagger.json

By default,   is  . However, if you are using a public IP, the respective IP address or domain needs to be specified.<EI_HOST> localhost
Enter the APIs name for .<API_NAME>

Example: http://localhost:8280/HealthcareAPI?swagger.json

Generate Swagger docs for tenants
If you want to generate the Swagger JSON file for a tenant, you need to enter the following on the browser. http://<EI_HOST>:8280/t/<TENANT_DOMAIN>/<API_NAME>?swagger.json

By default,   is   However, if you are using a public IP, the respective IP address or domain needs to be specified.<EI_HOST> localhost.
Enter the value of the tenant domain for .<TENANT_DOMAIN>
Enter the APIs name for .<API_NAME>

Example: http://localhost:8280/t/abc.com/HealthcareAPI?swagger.json

You need to have created a REST API to view the documentation for that API.

The API name is case sensitive. Therefore, make sure to the enter the API name correctly. Else, the JSON file will not download.
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YAML Enter the following on the browser and the YAML file will download to your machine: http://<EI_HOST>:8280/<API_NAME>?swagger.yaml

By default,   is  . However, if you are using a public IP, the respective IP address or domain needs to be specified.<EI_HOST> localhost
Enter the APIs name for .<API_NAME>

Example: http://localhost:8280/HealthcareAPI?swagger.yaml

Generate Swagger docs for tenants
If you want to generate the Swagger YAML file for a tenant, you need to enter the following on the browser.
http://<EI_HOST>:8280/t/<TENANT_DOMAIN>/<API_NAME>?swagger.yaml

By default,   is   However, if you are using a public IP, the respective IP address or domain needs to be specified.<EI_HOST> localhost.
Enter the value of the tenant domain for .<TENANT_DOMAIN>
Enter the APIs name for .<API_NAME>

Example: http://localhost:8280/t/abc.com/HealthcareAPI?swagger.yaml

Copy the content of the JSON or YAML file to the  or any other tool and check out the documentation of the API.Swagger Editor

Creating an API

You can create a new API or import an existing API from the file system using WSO2 Integration Studio.

Prerequisites
Step 1: Creating an ESB project
Step 2: Creating an API
Step 4: Defining the mediation logic
Step 5: Deploying the API artifacts in the ESB server

Prerequisites

You need to have WSO2 Integration Studio installed to create a new REST API or to import an existing API. For instructions, see Installing WSO2
.Integration Studio

Step 1: Creating an ESB project

First, create an   in WSO2 Integration Studio. We will use this project to store the REST API file.ESB Solution Project

Open   and click  in the   tab as shown below.WSO2 Integration Studio ESB Project  Create New  Getting Started

Enter a project name and click .Finish
The new project will be listed in the project explorer.

Step 2: Creating an API

Following sections describe how you can create a new API.

The API name is case sensitive. Therefore, make sure to the enter the API name correctly. Else, the YAML file will not download.

https://editor.swagger.io/
https://docs.wso2.com/display/EI611/Installing+Enterprise+Integrator+Tooling
https://docs.wso2.com/display/EI611/Installing+Enterprise+Integrator+Tooling
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Right-click the project in the navigator and go to   to open the   dialog box.New  REST API API Artifact Creation Options

Leave the first option selected and click  .Next
Specify the API name, context, hostname, and port. For more information, see .Configuring Endpoints using REST APIs

Name Enter a unique name for the new API.

Context URL An API in WSO2 EI is analogous to a web application deployed in the ESB profile. Each API is anchored
at a user-defined URL context, much like how a web application deployed in a servlet container is
anchored at a fixed URL context. An API only processes requests that fall under its URL context. For
example, if a particular API is anchored at the context , the API only handles HTTP requests with a/test
URL path that starts with ./test

Hostname The Host at which the API is anchored. If you do not enter a value,  is considered the defaultlocalhost
hostname. If required, you can bind a given API to a user-defined hostname.

Port The Port of the REST API. If you do notenter a value,  is considered the default hostname. If8280
required, you can bind a given API to a user-defined port number.

Version The ESB identifies each API by its unique context name. If you introduce a version in the API context (e.g.,
/Service 1.0.0), you can update it when you upgrade the same API (e.g., /Service 1.0.1). Version your
APIs as early as possible in the development cycle.

Click . The REST API is created inside the   folder under the ESB Config project you specified. Finish src/main/synapse-config/api

Importing a REST API?
If you already have a REST API created, you have the option of importing the XML configuration. Select   and followImport API Artifact
the instructions on the UI. To create a new API from scratch, continue with the following steps.

If your ESB profile is deployed in multitenant mode, the tenant domain should be added to the
API context. For example, the API is defined for tenant , and the context for the API is abc.com

, the context should be . /order /t/abc.com/order When you define the API in Design
, the tenant domain is appended to the context by the system. Therefore, you do not needView

to manually add the tenant domain.

http://abc.com
http://abc.com/order
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When you created the API, an API resource is created by default. If you want to add a new resource, click   in the Tool pallet of theAPI Resource
API section and simply drag and drop the resource to the REST API.

Step 3: Configuring an API resource
In the Design view of the API Resource, click the resource icon to enable the  tab. You can now enter the configuration parameters as givenProperties
below.

Specify the HTTP methods that the resource should handle. This provides additional control over what requests are handled by a given resource.
Select one of the values given below for the property. URL style A resource can be associated with a user-defined   URL mapping orURI template
. This allows us to restrict the type of HTTP requests processed by a particular resource.

About the default API Resource
Each API can have at most one default resource. Any request received by the API but does not match any of the enclosed resource
definitions will be dispatched to the default resource of the API. In case of API_3, a DELETE request on the URL “/payments” will be
dispatched to the default resource as none of the other resources in API_3 are configured to handle DELETE requests. If you go to the
Source view, the default resource will be as follows:

<api context="/healthcare" name="HealthcareAPI"
xmlns="http://ws.apache.org/ns/synapse">
    <resource methods="GET">
        <inSequence/>
        <outSequence/>
        <faultSequence/>
    </resource>
</api>



WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 1029

2.  

3.  

1.  
2.  
3.  

4.  

URL Template A URI template represents a class of URIs using patterns and variables. When a resource is associated
Some with a URI template, all requests that match the template will be processed by the resource.

examples of valid URI templates are as follows: 

/order/{orderId}
/dictionary/{char}/{word}

The identifiers within curly braces are considered variables. For example, a URL that matches the
template “/order/{orderId}” is as follows:

/order/A0001

In the above URL instance, the variable "orderId" has been assigned the value “A0001”. Similarly, the
following URL adheres to the template “/dictionary/{char}/{word}”:

 /dictionary/c/cat

In this case, the variable “char” has the value “c” and the variable “word” is given the value “cat”. 

 provides access to the exact values of the template variables through message contextThe ESB profile
properties. For example, if you have a resource configured with the URI template
“/dictionary/{char}/{word}”, and a request “/dictionary/c/cat” is sent to  , it will be dispatchedthe ESB profile
to this resource, and we will be able to retrieve the exact values of the two variables using the
"get-property" XPath extension of   the ESB profile  and prefixing the variable with "uri.var." as shown in the

 following example:

<log level="custom">
   <property name="Character"
expression="get-property('uri.var.char')"/>
   <property name="Word" expression="get-property('uri.var.word')"/>
</log>

This log mediator configuration would generate the following output for the request “/dictionary/c/cat”:

 LogMediator Character = c, Word = cat

URL Mapping When a resource is defined with a URL mapping, only those requests that match the given pattern will be
processed by the resource. There are three types of URL mappings:

Path mappings ( ,  )/test/* /foo/bar/*
Extension mappings ( ,  )*.jsp *.do
Exact mappings ( ,  )/test /test/foo

For example, if the URL mapping is “/foo/*” and the HTTP method is “GET”, the resource will only process
GET requests with a URL path that matches the pattern “/foo/*”. Therefore, the following example requests
will be processed by the resource:

 GET /test/foo/bar
 GET /test/foo/a?arg1=hello

The following example requests would   be handled by this resource:not

 (URL pattern does not match)GET /test/food/bar
 (HTTP verb does not match)POST /test/foo/bar

Select the sequences: The resource also contains sequences (in-sequence/out-sequence/fault sequence), which contains the mediation logic to
process the message.

Step 4: Defining the mediation logic

Now you can build your integration use case by adding the required mediation artifacts to the In sequence, Out sequence, and the fault sequence. 

Step 5: Deploying the API artifacts in the ESB server

You need to create a   project with a CAR file. You can then deploy the CAR file in the ESB server:Composite Application

Right-click the   and click  .Project Explorer New > Project
From the window that opens, click  .Composite Application Project
Give a name to the   project and select the projects that you need to group into your C-App from the list of availableComposite Application
projects. You need to select the   project, which contains the proxy service and security policy file respectively.ESB
Next,  .deploy the CAR file in the ESB server

https://docs.wso2.com/display/ADMIN44x/Deploying+Composite+Applications+in+the+Server
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Configuring Specific Use Cases

This page describes how to configure APIs for the following use cases:

Setting query parameters on outgoing messages
Content negotiation
Transforming the content type

Setting up the back end
Configuring the API
Executing the sample

Enabling REST to SOAP
Setting up the back end
Configuring the API
Executing the sample
Setting HTTP status codes

Enabling REST to JMS
Create a queue in the message broker
Configuring the API
Executing the sample

Exposing a back-end REST service using a different API
Setting up the back end
Configuring the API
Executing the sample

Handling non-matching resources
Setting up the back end
Configuring the API
Creating the sequence
Executing the sample

Retrieving metadata associated with the state of the resource using the HEAD request method
Setting up the backend
Configuring the API
Executing the sample

Sending form data
Setting up the backend
Configuring the API
Executing the sample

Uncommon Scenarios for HTTP Methods in REST
Using POST with No Body
Using POST with Query Parameters
Using GET with a Body
Using DELETE with a Body

Configuring non-HTTP endpoints

Setting query parameters on outgoing messages

REST clients use query parameters to provide inputs for the relevant operation. These query parameters may be required to carry out the back-end
operations either in a REST service or a proxy service. Let’s take a sample request that is sent to the , and see how theseSimpleStockQuoteService
parameters can be set in the outgoing message.

curl -v -X GET
"http://localhost:8280/stockquote/view/IBM?param1=value1&param2=value2"

In this request, there are two query parameters (customer name and ID) that must be set in the outgoing message from the ESB profile. We can configure
the API to set those parameters as follows:
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<api xmlns="http://ws.apache.org/ns/synapse" name="StockQuoteAPI"
context="/stockquote">
   <resource methods="GET" uri-template="/view/{symbol}">
      <inSequence>
         <payloadFactory media-type="xml">
            <format>
               <m0:getQuote xmlns:m0="http://services.samples">
                  <m0:request>
                     <m0:symbol>$1</m0:symbol>
                     <m0:customerName>$2</m0:customerName>
                     <m0:customerId>$3</m0:customerId>
                  </m0:request>
               </m0:getQuote>
            </format>
            <args>
               <arg evaluator="xml"
expression="get-property('uri.var.symbol')"/>
               <arg evaluator="xml"
expression="get-property('query.param.param1')"/>
               <arg evaluator="xml"
expression="get-property('query.param.param2')"/>
            </args>
         </payloadFactory>
         <send>
            <endpoint>
               <address
uri="http://localhost:9000/services/SimpleStockQuoteService"
format="soap11"/>
               <property name="SOAPAction" value="getQuote"
scope="transport"/>
            </endpoint>
         </send>
      </inSequence>
      <outSequence>
         <send/>
      </outSequence>
   </resource>
</api>                  

The query parameter values can be accessed through the "get-property" function by specifying the parameter number as highlighted in the above request.  

Content negotiation

Content negotiation is a mechanism by which a client and a server communicate with each other and decide on a content format to use for data transfer. In
our samples so far, we used XML (application/xml) as the primary means of data transfer. However, we could use other content formats such as plain text
and JSON to achieve the same result.

Real-world client applications usually have preferred content types. For example:

A web browser usually prefers HTML.
A Java-based desktop application usually prefers plain-old XML (POX).
A mobile application usually prefers JSON.

To maintain interoperability, the server-side applications should be prepared to serve content using any of these formats. Using content negotiation, the
client can indicate its content type preferences to the server, and the server can serve the requests using a content type preferred by the client.

The HTTP specification provides the basic elements to build a powerful content negotiation framework. The HTTP client can indicate its content type
preferences by sending the Accept header along with the requests. First, we need to retrieve the value of the Accept header sent by the client. We do this
in the in-sequence using the  XPath variable, as follows:$trp

<property name="TEST_CLIENT_ACCEPT" expression="$trp:Accept"/>

Now in the out-sequence we can run a few comparisons to see which content type to use for sending the response. We use the  XPath variable to$ctx
specify the TEST_CLIENT_ACCEPT property in the message context.
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3.  
4.  

<switch source="$ctx:TEST_CLIENT_ACCEPT">
        <case regex=".*atom.*">
                <send/>
        </case>
        <case regex=".*text/html.*">
                 <send/>
        </case>
        <case regex=".*json.*">
                 <send/>
        </case>
        <case regex=".*application/xml.*">
                 <send/>
        </case>
        <default>
                 <send/>
        </default>
</switch>

The above configuration results in the following priority order of content types.

Atom (Also used as default)
HTML
JSON
POX

To try this out, invoke the following Curl commands and see how the response format changes according to the value of the Accept header.

curl -v http://localhost:8280/orders

curl -v -H "Accept: application/xml" http://localhost:8280/orders

curl -v -H "Accept: application/json" http://localhost:8280/orders

curl -v -H "Accept: text/html" http://localhost:8280/orders

Transforming the content type

This section describes how you can transform the content type of a message using an API. In this scenario, the API exposes a REST back-end service that
accepts and returns XML and JSON messages for HTTP methods as follows:

GET - response is in JSON format
POST - accepts XML request and returns response in JSON format
PUT - accepts JSON request and returns response in JSON format
DELETE - empty request body should be sent

Transformation in HTTP GET:

 
Transformation in HTTP POST:

Transformation in HTTP PUT:
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Setting up the back end

To deploy the REST back-end, download the StarbucksService.war from  and follow thehttps://svn.wso2.org/repos/wso2/people/charitham/REST-API/
steps below to deploy it in the ESB profile:

Log in to WSO2 EI management consoles at   using admin as the user name and password. https://localhost:8243/carbon/
Navigate to Applications -> Add -> Web Applications and upload the StarbucksService.war file you downloaded.

Configuring the API

Create an API using the following configuration:

https://svn.wso2.org/repos/wso2/people/charitham/REST-API/
https://localhost:8243/carbon/
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<api xmlns="http://ws.apache.org/ns/synapse" name="StarbucksService"
context="/Starbucks_Service">
    <resource methods="POST" url-mapping="/orders/add">
        <inSequence>
            <property name="REST_URL_POSTFIX" scope="axis2"
action="remove"/>
            <send>
                <endpoint>
                    <address
uri="http://localhost:8280/StarbucksService/services/Starbucks_Outlet_S
ervice/orders/"/>
                </endpoint>
            </send>
        </inSequence>
        <outSequence>
            <log level="full"/>
            <property name="messageType" value="application/xml"
scope="axis2"/>
            <send/>
        </outSequence>
    </resource>
    <resource methods="PUT" url-mapping="/orders/edit">
        <inSequence>
            <log level="full"/>
            <property name="REST_URL_POSTFIX" scope="axis2"
action="remove"/>
            <property name="messageType" value="application/json"
scope="axis2"/>
            <property name="ContentType" value="application/json"
scope="axis2"/>
            <send>
                <endpoint>
                    <address
uri="http://localhost:8280/StarbucksService/services/Starbucks_Outlet_S
ervice/orders/" format="rest"/>
                </endpoint>
            </send>
        </inSequence>
        <outSequence>
            <log level="full"/>
            <property name="messageType" value="application/xml"
scope="axis2"/>
            <send/>
        </outSequence>
    </resource>
    <resource methods="DELETE GET" uri-template="/orders/{id}">
        <inSequence>
            <send>
                <endpoint>
                    <address
uri="http://localhost:8280/StarbucksService/services/Starbucks_Outlet_S
ervice/"/>
                </endpoint>
            </send>
        </inSequence>
        <outSequence>
            <log level="full"/>
            <property name="messageType" value="application/xml"
scope="axis2"/>
            <send/>
        </outSequence>
    </resource>
</api>

Executing the sample
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The context of the API is ‘/Starbucks_Service’. For every HTTP method, a url-mapping or uri-template is defined, and the URL to call the methods differ
with the defined mapping or template.

Following is the CURL command to send a GET request to the API:

curl -v -X GET http://localhost:8280/Starbucks_Service/orders/123

The response from the back end to the ESB profile will be:

{"Order":{"additions":"Milk","drinkName":"Vanilla Flavored Coffee","locked":false,"orderId":123}}

The ESB profile transforms this response to XML and send it back as:

<Order>
    <additions>Milk</additions>
    <drinkName>Vanilla Flavored Coffee</drinkName>
    <locked>false</locked>
    <orderId>123</orderId>
</Order>

Following is the cURL command to send an HTTP POST request to the API:

curl -v -H "Content-Type: application/xml" -X POST -d @placeOrder.xml http://localhost:8280/Starbucks_Service/orde
rs/add

where  has the following content on the order:placeOrder.xml

<Order>
    <drinkName>Mocha Flavored Coffee</drinkName>
    <additions>Caramel</additions>
</Order>

This XML request will be sent to the back end, which will send back a JSON response to the ESB profile:

{"Order":{"additions":"Caramel","drinkName":"Mocha Flavored
Coffee","locked":false,"orderId":"d088a289-1be3-453b-ab37-7609828d2197"}}

The ESB profile converts this response to XML and sends it back to the client:

<Order>
    <additions>Caramel</additions>
    <drinkName>Mocha Flavored Coffee</drinkName>
    <locked>false</locked>
    <orderId>d088a289-1be3-453b-ab37-7609828d2197</orderId>
</Order>

Following is the cURL command for sending an HTTP PUT request:

curl -v -H "Content-Type: application/xml" -X PUT -d @editOrder.xml http://localhost:8280/Starbucks_Service/orders
/edit

where  has the following syntax:editOrder.xml
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<Order>
    <orderId>d088a289-1be3-453b-ab37-7609828d2197</orderId>
    <additions>Chocolate Chip Cookies</additions>
</Order>

The ESB profile will convert this request to JSON and send it to the back end. The response will be in JSON format:

{"Order":{"additions":"Chocolate Chip Cookies","drinkName":"Mocha Flavored Coffee","locked":false,"orderId":"d088a2
89-1be3-453b-ab37-7609828d2197"}}

The ESB profile converts this response to XML and sends it back to the client:

<Order>
    <additions>Chocolate Chip Cookies</additions>
    <drinkName>Mocha Flavored Coffee</drinkName>
    <locked>false</locked>
    <orderId>d088a289-1be3-453b-ab37-7609828d2197</orderId>
</Order>

Following is the cURL command for sending an HTTP DELETE request:

curl -v -X DELETE   http://localhost:8280/Starbucks_Service/orders/d088a289-1be3-453b-ab37-7609828d2197

This request will be sent to the back end, and the order with the specified ID will be deleted.

Enabling REST to SOAP

In this scenario, you expose a SOAP service over REST using an API in the ESB profile.

Setting up the back end

For the SOAP back-end service, we are using the StockQuote Service that is shipped with the ESB profile. Configure and start the back-end service as
described in . We will use  as the REST client to invoke the API in the ESB profile.Starting Sample Back-End Services cURL

Configuring the API

Following is a sample API configuration that we can used to implement this scenario.

http://curl.haxx.se/
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<api xmlns="http://ws.apache.org/ns/synapse" name="StockQuoteAPI"
context="/stockquote">
   <resource uri-template="/view/{symbol}" methods="GET">
      <inSequence>
        <payloadFactory>
          <format>
             <m0:getQuote xmlns:m0="http://services.samples">
                <m0:request>
                   <m0:symbol>$1</m0:symbol>
                </m0:request>
             </m0:getQuote>
           </format>
           <args>
            <arg expression="get-property('uri.var.symbol')"/>
           </args>
        </payloadFactory>
        <header name="Action" value="urn:getQuote"/>
        <send>
          <endpoint>
            <address
uri="http://localhost:9000/services/SimpleStockQuoteService"
format="soap11"/>
          </endpoint>
        </send>
      </inSequence>
      <outSequence>
        <send/>
      </outSequence>
   </resource>
   <resource url-mapping="/order/*" methods="POST">
      <inSequence>
        <property name="FORCE_SC_ACCEPTED" value="true" scope="axis2"/>
        <property name="OUT_ONLY" value="true"/>
        <header name="Action" value="urn:placeOrder"/>
        <send>
            <endpoint>
                <address
uri="http://localhost:9000/services/SimpleStockQuoteService"
format="soap11"/>
            </endpoint>
         </send>
      </inSequence>      
   </resource>
</api>

Executing the sample

In this API configuration we have defined two resources. One is for the HTTP method GET and the other one is for POST. 

In the first resource, we have defined the uri-template as /view/{symbol} so that request will be dispatched to this resource when you invoke the API using
the following URI:

 http://127.0.0.1:8280/stockquote/view/IBM  

Following is the cURL command to send this URI:

curl -v http://127.0.0.1:8280/stockquote/view/IBM

The context of this API is .stockquote

The SOAP payload required for the SOAP back-end service is constructed using the payload factory mediator defined in the inSequence. The value for the
<m0:symbol> element is extracted using the following expression:

get-property('uri.var.symbol')

Here ‘symbol’ refers to the variable we defined in the uri-template (/view/{symbol}). Therefore, for the above invocation, the 'uri.var.symbol' property will
resolve to the value ‘IBM’.
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After constructing the SOAP payload, the request will be sent to the SOAP back-end service from the <send> mediator, which has an address endpoint
defined inline with the format="soap11" attribute in the address element. The response received from the back-end soap service will be sent to the client in
plain old XML (POX) format. 

In the second resource, we have defined the URL mapping as "/order/*". Since this has POST as the HTTP method, the client has to send a payload to
invoke this. Following is a sample cURL command to invoke this:

curl -v -d @placeorder.xml -H "Content-type: application/xml" http://127.0.0.1:8280/stockquote/order/

Save the following sample place order request as placeorder.xml in your local file system and execute the command. This payload is used to invoke a
SOAP service.  

<placeOrder xmlns="http://services.samples">
  <order>
     <price>50</price>
     <quantity>10</quantity>
     <symbol>IBM</symbol>
  </order>
</placeOrder>

You will see something similar to following line printed in the sample axis2 server (back-end server) console.

Tue Mar 19 09:30:33 IST 2013 samples.services.SimpleStockQuoteService  :: Accepted order #1 for : 10 stocks of IBM
at $ 50.0

This SOAP service invocation is an OUT_ONLY invocation, so the ESB profile is not expecting any response back from the SOAP service. Since we have
set the FORCE_SC_ACCEPTED property value to true, the ESB profile returns a 202 response back to the client. 

Setting HTTP status codes

A REST service typically sends HTTP status codes with its response. When you configure an API that send messages to a SOAP back-end service, you
can set the status code of the HTTP response within the ESB configuration. To achieve this, set the status code parameter within the out sequence of the
API definition: 
 

<definitions>

   <api xmlns=" " name="StockQuoteAPI" context="/stockquote">http://ws.apache.org/ns/synapse

     ...

         <outSequence>

            <property name="HTTP_SC" value="201" scope="axis2" />               

         </outSequence>

    </resource>

</api>

</definitions>

 Now you can try the REST call with the following command.

curl -v http://127.0.0.1:8280/stockquote/view/IBM

The response message will contain the following response code (201) as configured above. 
 

< HTTP/1.1 201 Created

< Content-Type: text/xml; charset=UTF-8

< Server: Synapse-HttpComponents-NIO

< Date: Thu, 21 Mar 2013 09:03:00 GMT

< Transfer-Encoding: chunked

Enabling REST to JMS

This section describes how an API can receive an HTTP message sent from a REST client and place it on a JMS queue.
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The API receives the HTTP message and sends it to a JMS queue that resides in a message broker. 

Create a queue in the message broker

Create a queue by the name of SimpleStockQuoteService in the MB profile.

Configuring the API

Following is a sample API configuration in the ESB profile that we can used to implement this scenario:

<api xmlns="http://ws.apache.org/ns/synapse" name="RestToJmsAPI"
context="/jmsstockquote">
   <resource methods="POST" url-mapping="/order/*">
      <inSequence>
         <property name="FORCE_SC_ACCEPTED" value="true"
scope="axis2"/>
         <property name="OUT_ONLY" value="true"/>
         <send>
            <endpoint>
               <address
uri="jms:/SimpleStockQuoteService?transport.jms.ConnectionFactoryJNDINa
me=QueueConnectionFactory&amp;java.naming.factory.initial=org.wso2.ande
s.jndi.PropertiesFileInitialContextFactory&amp;java.naming.provider.url
=conf/jndi.properties&amp;transport.jms.DestinationType=queue"/>
            </endpoint>
         </send>
      </inSequence>
   </resource>
</api>

In this API configuration, we have set the OUT_ONLY property to true, as it is a one-way invocation. The message is sent to the JMS queue using the JMS
Transport sender. (Note the prefix “jms” in the address endpoint URI.) ,theSince we have set the FORCE_SC_ACCEPTED property value to true  ESB
profile returns a 202 response back to the client. 

Executing the sample

Following is a sample cURL command to invoke this API:

curl -v -d @placeorder.xml -H "Content-type: application/xml" http://127.0.0.1:8280/jmsstockquote/order/

Save the following sample place order request as "placeorder.xml" in your local file system and execute the above command.

<placeOrder xmlns="http://services.samples">
  <order>
     <price>50</price>
     <quantity>10</quantity>
     <symbol>IBM</symbol>
  </order>
</placeOrder>

If you go to the management console of the MB profile and inspect the SimpleStockQuoteService queue, you will see a message queued there.

Exposing a back-end REST service using a different API

In this scenario, we are exposing a back-end REST service using a REST API in the ESB profile. That means we are exposing a different API to the client
for a REST back-end service.  
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Setting up the back end

For the REST back-end service, we are going to use the   sample service available in the ESB profile. Configure and deploy the JAX-RSJAX-RS Basics
Basics sample by following the instructions for b  on the  page. uilding and running the sample JAX-RS Basics

Configuring the API

Following is a sample configuration we can use to configure this scenario:
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<api xmlns="http://ws.apache.org/ns/synapse" name="ClientServiceAPI"
context="/clientservice">
   <resource methods="OPTIONS DELETE GET" uri-template="/clients/{id}">
      <inSequence>

         <property name="REST_URL_POSTFIX"
expression="fn:concat('/customers/',get-property('uri.var.id'))"
scope="axis2"/>
         <send>
            <endpoint>
               <address
uri="http://localhost:9763/jaxrs_basic/services/customers/customerservi
ce/"/>
            </endpoint>
         </send>
      </inSequence>
      <outSequence>
         <send/>
      </outSequence>
   </resource>
   <resource methods="POST PUT" uri-template="/clients">
      <inSequence>
         <property name="REST_URL_POSTFIX" value="/customers"
scope="axis2"/>
         <switch source="$ctx:REST_METHOD">
            <case regex="POST">
               <payloadFactory>
                  <format>
                     <Customer xmlns="">
                        <name>$1</name>
                     </Customer>
                  </format>
                  <args>
                     <arg expression="//addClient/name"/>
                  </args>
               </payloadFactory>
            </case>
            <case regex="PUT">
               <payloadFactory>
                  <format>
                     <Customer xmlns="">
                        <id>$1</id>
                        <name>$2</name>
                     </Customer>
                  </format>
                  <args>
                     <arg expression="//updateClient/id"/>
                     <arg expression="//updateClient/name"/>
                  </args>
               </payloadFactory>
            </case>
         </switch>
         <send>
            <endpoint>
               <address
uri="http://localhost:9763/jaxrs_basic/services/customers/customerservi
ce/"/>
            </endpoint>
         </send>
      </inSequence>
      <outSequence>
         <send/>
      </outSequence>
   </resource>
</api>
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The service URL for the back-end REST service is:

http://localhost:8280/jaxrs_basic/services/customers/customerservice/

The service URL for the REST API (ClientServiceAPI) is:

http://localhost:8280/clientservice/                        

As you can see, we have exposed the back-end REST service in a different context using this API. In addition to altering the context, the API is accepting
the payload in a different format.

For the HTTP POST method, the back-end REST service accepts the payload in the following format:

<Customer>
   <name>Jack</name>
</Customer>

The ClientServiceAPI accepts the payload in the following format:

<addClient>
   <name>Jack</name>
</addClient>

For the HTTP PUT method, the back-end REST service accepts the payload in the following format:

<Customer>
   <id>123</id>
   <name>John</name>
</Customer>

The ClientServiceAPI accepts the payload in the following format:

<updateClient>
   <id>123</id>
   <name>John</name>
</updateClient>

Conversion of the payload format is done using the <payloadFactory> mediator.

We have now exposed a different REST API for the REST back-end services using a REST API in the ESB profile. In the ClientServiceAPI, there are two
resources. The first resource is for the GET, OPTIONS, and DELETE HTTP methods. URL postfix is needed for the REST back-end service and is
calculated using the following expression:

fn:concat('/customers/',get-property('uri.var.id'))

The calculated URL postfix is appended to the back-end service URL, as we have set that value to the REST_URL_POSTFIX property. Therefore, the final
request URL will be something similar to the following:

http://localhost:8280/jaxrs_basic/services/customers/customerservice/customers/123

Executing the sample

Following is the cURL command to send a GET request to the API:

curl -v  http://localhost:8280/clientservice/clients/123



WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 1043

You will see the following line printed as the response:

<?xml version="1.0" encoding="UTF-8" standalone="yes"?><Customer><id>123</id><name>John</name></Customer>

The second resource is for the POST and PUT HTTP methods. The incoming REST request is filtered using the HTTP_METHOD, and the appropriate
payload required for the back-end REST service is constructed using the <payloadFactory> mediator.

Following is the cURL command to send a POST request to the API:

curl -v -d @addClient.xml -H "Content-type: text/xml"  http://localhost:8280/clientservice/clients

Content of the addClient.xml file should be in the following format:

<addClient>
   <name>WSO2</name>
</addClient>

When you execute the above command in the application server console, the following line will be printed:

----invoking addCustomer, Customer name is: WSO2

Following is the cURL command to send a PUT request to the API:

curl -v -d @updateClient.xml -X PUT -H "Content-type: text/xml" http://localhost:8280/clientservice/clients

The content of the updateClient.xml file should be in the following format:

<updateClient>
    <id>123</id>
    <name>EI</name>        
</updateClient>

When you execute the above command in the application server console, the following line will be printed:

----invoking updateCustomer, Customer name is: EI

Handling non-matching resources

In this scenario, we are defining a sequence to be invoked if the the ESB profile is unable to find a matching resource definition for a specific API
invocation. This sequence generates a response indicating an error when no matching resource definition is found.

Setting up the back end

For the back-end service, we are using the StockQuote Service that is shipped with the ESB profile. Configure and start the back-end service as described
in  . We will use   as the REST client to invoke the the ESB profile API.Starting Sample Back-End Services cURL

Configuring the API

Create an API using the following configuration:

http://curl.haxx.se/
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<api xmlns="http://ws.apache.org/ns/synapse" name="jaxrs"
context="/jaxrs">
   <resource methods="GET" uri-template="/customers/{id}">
      <inSequence>
         <send>
            <endpoint>
               <address
uri="http://localhost:8280/jaxrs_basic/services/customers/customerservi
ce"/>
            </endpoint>
         </send>
      </inSequence>
      <outSequence>
         <send/>
      </outSequence>
   </resource>
</api> 

Creating the sequence

Create a new sequence with the following configuration:

<sequence xmlns="http://ws.apache.org/ns/synapse"
name="_resource_mismatch_handler_">
   <payloadFactory>
      <format>
         <tp:fault xmlns:tp="http://test.com">
            <tp:code>404</tp:code>
            <tp:type>Status report</tp:type>
            <tp:message>Not Found</tp:message>
            <tp:description>The requested resource (/$1) is not
available.</tp:description>
         </tp:fault>
      </format>
      <args>
         <arg xmlns:ns="http://org.apache.synapse/xsd"
expression="$axis2:REST_URL_POSTFIX"/>
      </args>
   </payloadFactory>
   <property name="RESPONSE" value="true" scope="default"/>
   <property name="NO_ENTITY_BODY" action="remove" scope="axis2"/>
   <property name="HTTP_SC" value="404" scope="axis2"/>
   <header name="To" action="remove"/>
   <send/>
   <drop/>
</sequence>

Executing the sample

Send an invalid request to the back end as follows:

curl -X GET http://localhost:8280/jaxrs/customers-wrong/123

You will get the following response:
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1.  

2.  

3.  

<tp:fault xmlns:tp="http://test.com">
<tp:code>404</tp:code>
<tp:type>Status report</tp:type>
<tp:message>Not Found</tp:message>
<tp:description>The requested resource (//customers-wrong/123) is not
available.</tp:description>
</tp:fault>

Retrieving metadata associated with the state of the resource using the HEAD request method

In this scenario, we are using the http request method HEAD to retrieve the metadata associated with the state of a resource. This is useful in situations
where you want to check the content length of the response, last modified date etc. When the HEAD request method is used, the ESB profile accepts the
request and sends it back with only the headers and no body.

Setting up the backend

For the back-end service, we are using the StockQuote Service that is shipped with the ESB profile.   is used as the REST client to invoke the ESBcURL
profile API. Run   as follows.Sample 800

 For further information on how to run an ESB profile sample in WSO2 EI, see  .Setting Up the ESB Samples

Execute one of the following commands to start the ESB profile with the configuration for sample 800.
On Windows: wso2ei-samples.bat -sn 800
On Linux/Solaris: ./wso2ei-samples.sh -sn 800

Execute one of the following commands to start the the Axis2 server.
On Windows: axis2server.bat
On Linux/Solaris: ./ axis2server.sh

Run   from the  directory.ant <EI_HOME>/samples/axis2Server/src/SimpleStockQuoteService 

Configuring the API

Create an API using the following configuration:

<api xmlns="http://ws.apache.org/ns/synapse" name="TestAPI"
context="/test">
  <resource methods="POST GET DELETE OPTIONS HEAD">
    <inSequence>
      <property name="AM_REQUEST_METHOD"
expression="get-property('axis2', 'HTTP_METHOD')"></property>
      <send>
        <endpoint>
          <http method="get"
uri-template="http://localhost:8280/StarbucksService/services/Starbucks
_Outlet_Service/orders/"></http>
        </endpoint>
      </send>
    </inSequence>
    <outSequence>
      <filter xpath="get-property('AM_REQUEST_METHOD')='HEAD'">
        <property name="NO_ENTITY_BODY" value="true" scope="axis2"
type="BOOLEAN"></property>
      </filter>
      <send></send>c
    </outSequence>
  </resource>
</api>

Executing the sample

Send a request to the backend as follows:

http://curl.haxx.se/
https://docs.wso2.com/display/EI6xx/Sample+800%3A+Introduction+to+REST+API
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curl -v -X HEAD
http://localhost:8280/StarbucksService/services/Starbucks_Outlet_Servic
e/orders/

You would get the following response:

< HTTP/1.1 302 Found
< Set-Cookie: JSESSIONID=32C2FF28247F1826FB0F21B68099D3D1; Path=/;
HttpOnly
< Location: https://10.100.5.73:9444/carbon/
< Content-Type: text/html;charset=UTF-8
< Content-Length: 0
< Date: Mon, 09 Jun 2014 05:26:54 GMT
* Server WSO2 Carbon Server is not blacklisted
< Server: WSO2 Carbon Server

Sending form data

In this scenario, an API is used to send form data to a REST service which accepts data of the content type.x-www-form-urlencoded 

Setting up the backend

Configure an endpoint as follows for the REST back end service to which the form data should be sent. Note that the endpoint has to be an HTTP endpoint.
See  for further instructions.Adding an Endpoint

<endpoint xmlns="http://ws.apache.org/ns/synapse"
name="FormDataReceiver">
   <http uri-template="http://www.eaipatterns.com/MessageEndpoint.html"
method="post">
      <suspendOnFailure>
         <progressionFactor>1.0</progressionFactor>
      </suspendOnFailure>
      <markForSuspension>
         <retriesBeforeSuspension>0</retriesBeforeSuspension>
         <retryDelay>0</retryDelay>
      </markForSuspension>
   </http>
</endpoint>

Configuring the API

Configure the API as follows:

To send the above request to the API, the starbucks service should be deployed in WSO2 Application server.
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<api xmlns="http://ws.apache.org/ns/synapse" name="FORM"
context="/Service">
   <resource methods="POST">
      <inSequence>
         <log level="full"></log>
         <property name="name" value="Mark" scope="default"
type="STRING"></property>
         <property name="company" value="wso2" scope="default"
type="STRING"></property>
         <property name="country" value="US" scope="default"
type="STRING"></property>
         <payloadFactory media-type="xml">
            <format>
               <soapenv:Envelope
xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/">
                  <soapenv:Body>
                     <root xmlns="">
                        <name>$1</name>
                        <company>$2</company>
                        <country>$3</country>
                     </root>
                  </soapenv:Body>
               </soapenv:Envelope>
            </format>
            <args>
               <arg evaluator="xml" expression="$ctx:name"></arg>
               <arg evaluator="xml" expression="$ctx:company"></arg>
               <arg evaluator="xml" expression="$ctx:country"></arg>
            </args>
         </payloadFactory>
         <log level="full"></log>
         <property name="messageType"
value="application/x-www-form-urlencoded" scope="axis2"
type="STRING"></property>
         <property name="DISABLE_CHUNKING" value="true" scope="axis2"
type="STRING"></property>
         <call>
            <endpoint key="FormDataReceiver"></endpoint>
         </call>
         <respond></respond>
      </inSequence>
   </resource>
</api>

In this configuration, ,  and  are defined as properties to be sent as form data using the . These properties are setname company country Property mediator
as key value pairs by the  and sent to the the ESB profile. Then the messageType property is set to PayloadFactory mediator  application/x-www-form

 to enable the ESB profile to identify these key value pairs as form data. The DISABLE_CHUNKING property is set to  t remove the-urlencoded true

chunking from the outgoing message. Then the  is used to send the message to the endpoint defined for the REST backend service.Call mediator

Executing the sample

Send a request to the backend as follows:

curl -v -X POST -d @request -H "Content-Type: text/xml" http://localhost:8280/Service

Uncommon Scenarios for HTTP Methods in REST

When , you typically use POST or PUT to send a message and GET to request a message. However, there are some   sending REST messages to an API
unusual scenarios you might want to support, which are described in the following sections:

Using POST with No Body

Typically, POST is used to send a message that has data enclosed as a payload inside an HTML body. However, you can also use POST without a
payload. WSO2 Enterprise Integrator (WSO2 EI) treats it as a normal message and forwards it to the endpoint without any extra configuration.  

http://10.100.5.73:8280/Service
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The following diagram depicts a scenario where a REST client communicates with a REST service using the ESB profile. Apache Tcpmon is used solely for
monitoring the communication between the ESB profile and the back-end service and has no impact on the messages passed between the ESB profile and
back-end service. For this particular scenario, the cURL client is used as the REST client, and the   is used as the back-end RESTbasic JAX-RS sample
service.

 
 

   To implement this scenario: 

Configure and deploy the JAX-RS Basics sample by following the instructions for b  on the   page.uilding and running the sample JAX-RS Basics
Start the ESB profile  and change the configuration as follows:

<definitions xmlns="http://ws.apache.org/ns/synapse">
   <sequence name="fault">
      <log level="full">
         <property name="MESSAGE" value="Executing default sequence"/>
         <property name="ERROR_CODE"
expression="get-property('ERROR_CODE')"/>
         <property name="ERROR_MESSAGE"
expression="get-property('ERROR_MESSAGE')"/>
      </log>
      <drop/>
   </sequence>
   <sequence name="main">
      <log/>
      <drop/>
   </sequence>
   <api name="testAPI" context="/customerservice">
      <resource methods="POST" url-mapping="/customers">
         <inSequence>
            <send>
               <endpoint>
                  <address
uri="http://localhost:8282/jaxrs_basic/services/customers/customerservi
ce"/>
               </endpoint>
            </send>
         </inSequence>
         <outSequence>
            <send/>
         </outSequence>
      </resource>
   </api>
</definitions>

In this proxy configuration, testAPI intercepts messages that are sent to the relative URL   and sends them to/customerservice/customers
the relevant endpoint by appending the url-mapping of the resource tag to the end of the endpoint URL.
Start tcpmon and make it listen to port 8282 of your local machine. It is also important to set the target host name and the port as required. In this
case, the target port needs to be set to 8280 (i.e. the port where the backend service is running).
We will now test the connection by sending a POST message that includes a payload inside an HTML body.
Go to the terminal and issue the following command:
curl -v -H "Content-Type: application/xml" -d "<Customer><id>123</id><name>John</name></Customer>"  http://l

   ocalhost:8280/customerservice/customers
The following reply message appears in the console:

http://localhost:8280/customerservice/customers
http://localhost:8280/customerservice/customers
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<Customer>
   <id>132</id>
   <name>John</name>
</Customer> 

Now send the same POST message but without the enclosed data as follows:
curl -v -H "Content-Type: application/xml" -d ""  http://localhost:8280/customerservice/customer

          The tcpmon output shows the same REST request that was sent by the client, demonstrating that the ESB profile handled the POST message
regardless of whether it included a payload. 

Using POST with Query Parameters

Sending a POST message with query parameters is an unusual scenario, but the ESB supports it with no additional configuration. The ESB profile forwards
the message like any other POST message and includes the query parameters.

To test this scenario, use the same setup as above, but instead of removing the data part from the request, add some query parameters to the URL as
follows:

curl -v -H "Content-Type: text/xml" -d "<Customer><id>123</id><name>John</name></Customer>" 'http://localhost:8280
'/customerservice/customers?param1=value1&param2=value2

When you execute this command, you can see the following output in tcpmon:

POST
/jaxrs_basic/services/customers/customerservice/customers?param1=value1
&param2=value2 HTTP/1.1
Content-Type: application/xml; charset=UTF-8
Accept: */*
Transfer-Encoding: chunked
Host: 127.0.0.1:8282
Connection: Keep-Alive
 
32
<Customer><id>123</id><name>John</name></Customer>
0

As you can see, the query parameters are present in the REST request, demonstrating that the ESB profile sent them along with the message. You could
write resource methods to support this type of a request. In this example, the resource method accessed by this request simply ignores the parameters.

Using GET with a Body

Typically, a GET request does not contain a body, and the ESB profile does not support these types of requests. When it receives a GET request that
 contains a body, it drops the message body as it sends the message to the endpoint. You can test this scenario using the same setup as above, but this

time the client command should look like this:

curl -v -H "Content-Type: text/xml" -d "<Customer><id>123</id><name>John</name></Customer>" 'http://localhost:8280
' -X GET/jaxrs_basic/services/customers/customerservice/customers/123

The additional parameter   replaces the original POST method with the specified method, which in this case is GET. This will cause the client to send a-X
GET request with a message similar to a POST request. If you view the output in tcpmon, you will see that there is no message body in the request.

Using DELETE with a Body

Typically, DELETE is used to send a HTTP request that does not have data enclosed as a payload. However, if you send a DELETE request with a
payload, and if the backend service accepts a DELETE request without a payload, you can drop the payload when the message flows through WSO2 EI.

Follow the steps below to implement this scenario.

You would need to configure the backend service to handle such requests, if not the theESB profile will throw exceptions.

http://localhost:8280/customerservice/customer
http://localhost:8280/customerservice/customers?param1=value1&param2=value2
http://localhost:8280/customerservice/customers?param1=value1&param2=value2
http://localhost:8280/jaxrs_basic/services/customers/customerservice/customers/123
http://localhost:8280/jaxrs_basic/services/customers/customerservice/customers/123
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 and create the API that is defined in the following configuration. For instructions, see  .Start the ESB profile Creating an API

DropPayloadFromDelete API

<api xmlns="http://ws.apache.org/ns/synapse"
name="DropPayloadFromDelete" context="/droppayloadfromdelete">
   <resource methods="DELETE OPTIONS POST PUT GET" url-mapping="/*">
      <inSequence>
         <log level="full"/>
         <property name="NO_ENTITY_BODY" value="true" scope="axis2"
type="BOOLEAN"/>
         <call>
            <endpoint>
               <address
uri="http://localhost:8282/jaxrs_basic/services/customers/customerservi
ce"/>
            </endpoint>
         </call>
         <log level="full"/>
         <respond/>
      </inSequence>
   </resource>
</api>

Start TCPMon and make it listen to port 8282 of your local machine. It is also important to set the target host name and the port as required. In this
case, the target port of the TCPMon needs to be set to 8280. This is the port where the backend service (i.e., WSO2 EI) is running.
Open a Terminal and execute the following command to test the connection by sending a DELETE message that includes a payload inside an
HTML body:

curl -X DELETE --header 'Content-type: application/json' --header
'Accept: application/json' --header 'Transfer-Encoding: chunked' --data
'{ "Animal": { "id": "10" }}'
'http://localhost:8280/droppayloadfromdelete'

 The TCPMon output shows that the DELETE request sent from WSO2 EI to the backend service does not have the payload.

Configuring non-HTTP endpoints

When using a non-HTTP endpoint, such as a JMS endpoint, in the API definition, you must remove the REST_URL_POSTFIX property to avoid any
characters specified after the context (such as a trailing slash) in the request from being appended to the JMS endpoint. For example:
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<api xmlns="http://ws.apache.org/ns/synapse" name="EventDelayOrderAPI"
context="/orderdelayAPI"> 
    <resource methods="POST" url-mapping="/"> 
       <inSequence> 
          <property name="REST_URL_POSTFIX" action="remove"
scope="axis2"></property> 
          <send> 
             <endpoint> 
                <address uri=
"jms:/DelayOrderTopic?transport.jms.ConnectionFactoryJNDIName=TopicConn
ectionFactory&
java.naming.factory.initial=org.apache.activemq.jndi.ActiveMQInitialCon
textFactory&
java.naming.provider.url=tcp://localhost:61616&transport.jms.Destinatio
nType=topic">
              </address> 
             </endpoint> 
          </send> 
       </inSequence> 
    </resource> 
 </api>

Notice that we have specified the REST_URL_POSTFIX property with the value set to "remove". When invoking this API, even if the request contains a
trailing slash after the context (e.g.,  instead of POST       http://127.0.0.1:8287/orderdelayAPI / POST http://127.0.0.1:8287/orderdel

), the endpoint will be called correctly. ayAPI

Applying Security to an API

Using a Basic Auth handler
Using a custom basic auth handler

Using Kerberos to secure the REST API
Using an OAuth base security token

Creating the custom handler
Creating the API
Getting the OAuth token

Using a policy file to authenticate with a secured back-end service
Transforming Basic Auth to WS-Security

Using a Basic Auth handler

In most of the real-world use cases of REST, when a consumer attempts to access a privileged resource, access will be denied unless the consumer's
credentials are provided in an Authorization header. By default, the ESB profile of WSO2 EI and  validates the credentials of theWSO2 Micro Integrator
consumer (that is provided in the Authorization header) against the credentials of users that are registered in the user store connected to the server. This
validation is done using the following basic auth handler that is built into the ESB. When a REST API is created, this handler should be added to the API
configuration in order to enable basic auth.
ESB profileUsing the basic auth handler of the ESB profile

You need to use the following handler for the ESB profile.

<handlers>
    <handler
class="org.wso2.carbon.integrator.core.handler.RESTBasicAuthHandler"/>
</handlers>

See the REST API given below for an example of how the default basic auth handler is used.

http://127.0.0.1:8287/orderdelayAPI
http://127.0.0.1:8287/orderdelayAPI
http://127.0.0.1:8287/orderdelayAPI
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<api xmlns="http://ws.apache.org/ns/synapse" name="StockQuoteAPI"
context="/stockquote">
   <resource methods="GET" uri-template="/view/{symbol}">
      <inSequence>
         <payloadFactory media-type="xml">
            <format>
               <m0:getQuote xmlns:m0="http://services.samples">
                  <m0:request>
                     <m0:symbol>$1</m0:symbol>
                  </m0:request>
               </m0:getQuote>
            </format>
            <args>
               <arg evaluator="xml"
expression="get-property('uri.var.symbol')"/>
            </args>
         </payloadFactory>
         <header name="Action" scope="default" value="urn:getQuote"/>
         <send>
            <endpoint>
               <address
uri="http://localhost:9000/services/SimpleStockQuoteService"
format="soap11"/>
            </endpoint>
         </send>
      </inSequence>
      <outSequence>
         <send/>
      </outSequence>
      <faultSequence/>
   </resource>
   <handlers>
    <handler
class="org.wso2.carbon.integrator.core.handler.RESTBasicAuthHandler"/>
   </handlers>
</api>

Follow the steps given below to test the above REST API:

Create the REST API given above using WSO2 Integration Studio, and deploy it in the ESB profile of WSO2 EI.
The above REST API invokes the SimpleStockQuoteService, which is a sample back-end service that is shipped with the product. Follow the
instructions given   to start this back-end service.here
First, invoke the service using the following service URL without providing any user credentials:   http://127.0.0.1:8280/stockquote/view/IBM
Note that you will receive the following error: '401 Unauthorized'
Now, invoke the service again by providing the credentials of a user that is registered in the ESB's user store. For example, use admin as the
username and password. The request will be successfully passed to the back-end service and you will receive the following response:

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Deployingsampleback-endservices
http://127.0.0.1:8280/stockquote/view/IBM
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<soapenv:Envelope
xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/">
    <soapenv:Body>
        <ns:getQuoteResponse xmlns:ns="http://services.samples">
            <ns:return xmlns:ax21="http://services.samples/xsd"
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
xsi:type="ax21:GetQuoteResponse">
                <ax21:change>-2.6989539095024164</ax21:change>
                <ax21:earnings>12.851852793420885</ax21:earnings>
                <ax21:high>-166.81703170012037</ax21:high>
                <ax21:last>170.03627716039932</ax21:last>
                <ax21:lastTradeTimestamp>Mon Jul 30 15:10:56 IST
2018</ax21:lastTradeTimestamp>
                <ax21:low>178.02122263133768</ax21:low>
                <ax21:marketCap>-7306984.135450081</ax21:marketCap>
                <ax21:name>IBM Company</ax21:name>
                <ax21:open>-165.86249647643422</ax21:open>
                <ax21:peRatio>23.443106773044992</ax21:peRatio>
               
<ax21:percentageChange>1.5959734616866617</ax21:percentageChange>
                <ax21:prevClose>-169.11019978052138</ax21:prevClose>
                <ax21:symbol>IBM</ax21:symbol>
                <ax21:volume>9897</ax21:volume>
            </ns:return>
        </ns:getQuoteResponse>
    </soapenv:Body>
</soapenv:Envelope>

WSO2 Micro Integrator

Using the basic auth handler of WSO2 Micro Integrator

You need to use the following handler for WSO2 Micro Integrator.

<handlers>
    <handler
class="org.wso2.carbon.micro.integrator.security.handler.RESTBasicAuthH
andler"/>
</handlers>

See the REST API given below for an example of how the default basic auth handler is used.
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<api xmlns="http://ws.apache.org/ns/synapse" name="StockQuoteAPI"
context="/stockquote">
   <resource methods="GET" uri-template="/view/{symbol}">
      <inSequence>
         <payloadFactory media-type="xml">
            <format>
               <m0:getQuote xmlns:m0="http://services.samples">
                  <m0:request>
                     <m0:symbol>$1</m0:symbol>
                  </m0:request>
               </m0:getQuote>
            </format>
            <args>
               <arg evaluator="xml"
expression="get-property('uri.var.symbol')"/>
            </args>
         </payloadFactory>
         <header name="Action" scope="default" value="urn:getQuote"/>
         <send>
            <endpoint>
               <address
uri="http://localhost:9000/services/SimpleStockQuoteService"
format="soap11"/>
            </endpoint>
         </send>
      </inSequence>
      <outSequence>
         <send/>
      </outSequence>
      <faultSequence/>
   </resource>
   <handlers>
    <handler
class="org.wso2.carbon.micro.integrator.security.handler.RESTBasicAuthH
andler"/>
   </handlers>
</api>

Follow the steps given below to test the above REST API:

Create the REST API given above using WSO2 Integration Studio. 
For more information on creating a REST API, see . Once the API is created, you can copy the code given above to the sourceCreating an API
view of the API.
Create the CAR file:

Open the   file of the C-App project in the Composite Application Project POM Editor.pom.xml
Select the artifact that needs to be included into the CAR file.
Click 

 and define the location you want to create the CAR file.
Add the  to the CAR file you created <MI_HOME>/repository/deployment/server/carbonapps directory to deploy it in WSO2 Micro
Integrator.
The above REST API invokes the , which is a sample back-end service that is shipped with the product. SimpleStockQuoteService
Follow the instructions given   to start this back-end service.here
Configuring the user store:

Create your user store and host it because WSO2 Micro Integrator does not include a default user store.
Once hosted, configure the following properties in the  file with your user store's details.<MI_HOME>/conf/user-mgt.xml

For this sample, we configure a only LDAPread-  user store.

Property Description

For more information on configuring the user store, see .Configuring User Stores

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Deployingsampleback-endservices
https://docs.wso2.com/display/ADMIN44x/Configuring+User+Stores
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ConnectionURL Connection URL to the user store server you hosted.

If you are connecting over LDAPS (secured LDAP), you need to import the certificate of the user
store to the  of the WSO2 product. For information on how to addclient-truststore.jks
certificates to the truststore, and how keystores are configured and used in a system, see Using

.Asymmetric Encryption

If LDAP connection pooling is used, see the following guide on how to enable connection pooling
.for LDAPS connections

ConnectionName The username used to connect to the user store and perform various operations. This user does
not need to be an administrator in the user store or have an administrator role in the WSO2
product that you are using, but this user MUST have permissions to read the user list and users'
attributes and to perform search operations on the user store. The value you specify is used as
the DN (Distinguish Name) attribute of the user who has sufficient permissions to perform
operations on users and roles in LDAP.

ConnectionPassword Password for the ConnectionName user.

UserSearchBase DN) of the context or object under which the user entries are stored in theDistinguish Name (
user store. When the user store searches for users, it will start from this location of the directory.

UserNameAttribute The attribute used for uniquely identifying a user entry. Users can be authenticated using their
email address, UID, etc. The name of the attribute is considered as the username.

GroupSearchBase DN) of the context or object under which the group entries are stored in theDistinguish Name (
user store. When the user store searches for groups, it will start from this location of the directory.

Start WSO2 Micro Integrator:
Navigate to the   directory via the terminal.<MI_HOME>/bin
Run the Micro Integrator:

On Linux/Mac OS:  sh micro-integrator.sh
On Windows:  micro-integrator.bat

First, invoke the service using the following service URL without providing any user credentials: http://127.0.0.1:8280/stockquote/view
/IBM

Note that you will receive the following error because the username and password are not passed and the service cannot be authenticated: '401
Unauthorized'
Now, invoke the service again by providing the credentials of a user that is registered in the user store that is hosted.
The request is passed to the back-end service and you will receive a response similar to what is shown below:

You can invoke the service using Postman or curl.

https://docs.wso2.com/display/ADMIN44x/Using+Asymmetric+Encryption
https://docs.wso2.com/display/ADMIN44x/Using+Asymmetric+Encryption
https://docs.wso2.com/display/ADMIN44x/Performance+Tuning#PerformanceTuning-ldaps_pooling
https://docs.wso2.com/display/ADMIN44x/Performance+Tuning#PerformanceTuning-ldaps_pooling
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<soapenv:Envelope
xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/">
    <soapenv:Body>
        <ns:getQuoteResponse xmlns:ns="http://services.samples">
            <ns:return xmlns:ax21="http://services.samples/xsd"
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
xsi:type="ax21:GetQuoteResponse">
                <ax21:change>-2.6989539095024164</ax21:change>
                <ax21:earnings>12.851852793420885</ax21:earnings>
                <ax21:high>-166.81703170012037</ax21:high>
                <ax21:last>170.03627716039932</ax21:last>
                <ax21:lastTradeTimestamp>Mon Jul 30 15:10:56 IST
2018</ax21:lastTradeTimestamp>
                <ax21:low>178.02122263133768</ax21:low>
                <ax21:marketCap>-7306984.135450081</ax21:marketCap>
                <ax21:name>IBM Company</ax21:name>
                <ax21:open>-165.86249647643422</ax21:open>
                <ax21:peRatio>23.443106773044992</ax21:peRatio>
               
<ax21:percentageChange>1.5959734616866617</ax21:percentageChange>
                <ax21:prevClose>-169.11019978052138</ax21:prevClose>
                <ax21:symbol>IBM</ax21:symbol>
                <ax21:volume>9897</ax21:volume>
            </ns:return>
        </ns:getQuoteResponse>
    </soapenv:Body>
</soapenv:Envelope>

Using a custom basic auth handler
If required, you can implement a custom basic auth handler (instead of the default handler explained above). The following example of a primitive security
handler serves as a template that can be used to write your own security handler to secure an API in the ESB profile.

Click here to expand...

The custom Basic Auth handler in this sample simply verifies whether the request uses username: admin and password: admin. Following is the code
for this handler:

package org.wso2.rest;
import org.apache.commons.codec.binary.Base64;
import org.apache.synapse.MessageContext;
import org.apache.synapse.core.axis2.Axis2MessageContext;
import org.apache.synapse.core.axis2.Axis2Sender;
import org.apache.synapse.rest.Handler;
 
import java.util.Map;
 
public class BasicAuthHandler implements Handler {
    public void addProperty(String s, Object o) {
        //To change body of implemented methods use File | Settings |
File Templates.
    }

    public Map getProperties() {
        return null;  //To change body of implemented methods use File
| Settings | File Templates.
    }

    public boolean handleRequest(MessageContext messageContext) {

        org.apache.axis2.context.MessageContext axis2MessageContext
                = ((Axis2MessageContext)
messageContext).getAxis2MessageContext();

https://svn.wso2.org/repos/wso2/carbon/platform/branches/4.1.0/products/esb/4.7.0/modules/samples/integration-scenarios/starbucks_sample/BasicAuth-handler
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        Object headers = axis2MessageContext.getProperty(
               
org.apache.axis2.context.MessageContext.TRANSPORT_HEADERS);

        if (headers != null && headers instanceof Map) {
            Map headersMap = (Map) headers;
            if (headersMap.get("Authorization") == null) {
                headersMap.clear();
                axis2MessageContext.setProperty("HTTP_SC", "401");
                headersMap.put("WWW-Authenticate", "Basic realm=\"WSO2
ESB\"");
                axis2MessageContext.setProperty("NO_ENTITY_BODY", new
Boolean("true"));
                messageContext.setProperty("RESPONSE", "true");
                messageContext.setTo(null);
                Axis2Sender.sendBack(messageContext);
                return false;

            } else {
                String authHeader = (String)
headersMap.get("Authorization");
                if (processSecurity(credentials)) {
                    return true;
                } else {
                    headersMap.clear();
                    axis2MessageContext.setProperty("HTTP_SC", "403");
                    axis2MessageContext.setProperty("NO_ENTITY_BODY",
new Boolean("true"));
                    messageContext.setProperty("RESPONSE", "true");
                    messageContext.setTo(null);
                    Axis2Sender.sendBack(messageContext);
                    return false;
                }
            }
        }
        return false;
    }
 
    public boolean handleResponse(MessageContext messageContext) {
        return true;
    }

    public boolean processSecurity(String credentials) {
        String decodedCredentials = new String(new
Base64().decode(credentials.getBytes()));
        String usernName = decodedCredentials.split(":")[0];
        String password = decodedCredentials.split(":")[1];
        if ("admin".equals(username) && "admin".equals(password)) {
            return true;
        } else {
            return false;
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        }
    }
}

You can build the project (mvn clean install) for this handler by accessing its source here:

https://github.com/wso2/product-esb/tree/v5.0.0/modules/samples/integration-scenarios/starbucks_sample/BasicAuth-handler

Alternatively, you can download the JAR file from the following location, copy it to the   directory, and restart WSO2 EI:<EI_HOME>/lib

https://github.com/wso2/product-esb/blob/v5.0.0/modules/samples/integration-scenarios/starbucks_sample/bin/WSO2-REST-BasicAuth-Handler-1.0-S
NAPSHOT.jar

Add the handler to the REST API:

When building the sample using the source ensure you update   with the online repository. To do this, add the following sectionpom.xml
before  tag in  :<dependencies> pom.xml

<repositories>
 <repository>
    <id>wso2-nexus</id>
    <name>WSO2 internal Repository</name>
    <url>http://maven.wso2.org/nexus/content/groups/wso2-public/</url>
    <releases>
    <enabled>true</enabled>
    <updatePolicy>daily</updatePolicy>
    <checksumPolicy>ignore</checksumPolicy>
    </releases>
  </repository>
  <repository>
    <id>wso2-maven2-repository</id>
    <name>WSO2 Maven2 Repository</name>
    <url>http://dist.wso2.org/maven2</url>
    <snapshots>
      <enabled>false</enabled>
    </snapshots>
    <releases>
   <enabled>true</enabled>
   <updatePolicy>never</updatePolicy>
   <checksumPolicy>fail</checksumPolicy>
    </releases>
 </repository>
</repositories>

https://github.com/wso2/product-esb/tree/v5.0.0/modules/samples/integration-scenarios/starbucks_sample/BasicAuth-handler
https://github.com/wso2/product-esb/blob/v5.0.0/modules/samples/integration-scenarios/starbucks_sample/bin/WSO2-REST-BasicAuth-Handler-1.0-SNAPSHOT.jar
https://github.com/wso2/product-esb/blob/v5.0.0/modules/samples/integration-scenarios/starbucks_sample/bin/WSO2-REST-BasicAuth-Handler-1.0-SNAPSHOT.jar
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<api xmlns="http://ws.apache.org/ns/synapse" name="StockQuoteAPI"
context="/stockquote">
   <resource methods="GET" uri-template="/view/{symbol}">
      <inSequence>
         <payloadFactory media-type="xml">
            <format>
               <m0:getQuote xmlns:m0="http://services.samples">
                  <m0:request>
                     <m0:symbol>$1</m0:symbol>
                  </m0:request>
               </m0:getQuote>
            </format>
            <args>
               <arg evaluator="xml"
expression="get-property('uri.var.symbol')"/>
            </args>
         </payloadFactory>
         <header name="Action" scope="default" value="urn:getQuote"/>
         <send>
            <endpoint>
               <address
uri="http://localhost:9000/services/SimpleStockQuoteService"
format="soap11"/>
            </endpoint>
         </send>
      </inSequence>
      <outSequence>
         <send/>
      </outSequence>
      <faultSequence/>
   </resource>
   <handlers>
     <handler class="org.wso2.rest.BasicAuthHandler"/>
    </handlers>
</api>                                    

You can now send a request to the secured API.

Using Kerberos to secure the REST API
First, you need to set up the Kerberos server and create the credentials for the ESB server (which hold the REST API). For example, let's set up Active
Directory as the kerberos server (KDC):

 and install the product.Download Apache Directory Studio
In Active Directory(AD), create a new user as shown below. 

Username esbservice

Be sure  to select , and deselect .Password does not expire User must change password
Open a terminal and execute the following command to set the Service Principal Name (spn) for the ESB server:

setspn -s HTTP/myserver esbservice

You will now have the following:

Username esbservice

Service Principal Name HTTP/myserver

Open a terminal and execute the command shown below to g enerate the keytab file for the above service. The keytab file contains the password

https://directory.apache.org/studio/users-guide/apache_directory_studio/download_install.html
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for the service.

ktpass /out wso2.keytab /princ HTTP/myserver@WSO2.TEST /mapuser
esbservice /pass servicePassword /crypto All /ptype KRB5_NT_PRINCIPAL

Follow the steps given below to apply the Kerberos handler to the ESB server:

Download the   file and copy it to the  directory.WSO2-REST-KerberosAuth-Handler-1.0.0-SNAPSHOT.jar <EI_HOME>/lib
Create the following REST API and add the Kerberos handler to secure it with Kerberos authentication. Be sure to replace the handler
configurations as described below.

<api xmlns="http://ws.apache.org/ns/synapse"
    name="HealthCheckAPI"
    context="/HealthCheck">
  <resource methods="GET" url-mapping="/status" faultSequence="fault">
     <inSequence>
        <payloadFactory media-type="json">
           <format>{"Status":"OK"}</format>
           <args/>
        </payloadFactory>
        <log>
           <property name="JSON-Payload" expression="json-eval($.)"/>
        </log>
        <property name="NO_ENTITY_BODY" scope="axis2" action="remove"/>
        <property name="messageType"
                  value="application/json"
                  scope="axis2"
                  type="STRING"/>
        <respond/>
     </inSequence>
  </resource>
  <handlers>
     <handler class="org.wso2.rest.handler.KerberosAuthHandler">
        <property name="realm" value="WSO2.TEST"/>
        <property name="keyTabFilePath" value="<PATH_TO_KEYTAB_FILE>"/>
        <property name="serverPrincipal"
value="HTTP/myserver@WSO2.TEST"/>
     </handler>
  </handlers>
</api>

Kerberos handler parameters:

Property Description

keyTabFilePa
th

The file path to the KeyTab file that was generated for the ESB server. Note that this file contains the password corresponding
to the server principal name.

serverPrincip
al

This is the server principal name (spn) that was generated for the ESB server.

You have now configured a REST API which is secured with the Kerberos authentication. 

Using an OAuth base security token
You can generate an OAuth base security token using WSO2 Identity Server, and then use that token when invoking your API to connect to a REST
endpoint. This approach involves the following tasks:

Create a custom handler that will validate the token
Create an API that points to the REST endpoint and includes the custom handler
Create an OAuth application in Identity Server and get the access token
Invoke the API with the access token

https://docs.wso2.com/download/attachments/119130394/WSO2-REST-KerberosAuth-Handler-1.0.0-SNAPSHOT.jar?version=1&modificationDate=1558091421000&api=v2
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Creating the custom handler

The custom handler must extend AbstractHandler and implement ManagedLifecycle as shown in the following example. You can download the Maven
project for this example at https://github.com/wso2-docs/ESB/tree/master/ESB-Artifacts/OAuthHandler_Sample

package org.wso2.handler;

import org.apache.axis2.AxisFault;
import org.apache.axis2.client.Options;
import org.apache.axis2.client.ServiceClient;
import org.apache.axis2.context.ConfigurationContext;
import org.apache.axis2.context.ConfigurationContextFactory;
import org.apache.axis2.transport.http.HTTPConstants;
import org.apache.axis2.transport.http.HttpTransportProperties;
import org.apache.commons.logging.Log;
import org.apache.commons.logging.LogFactory;
import org.apache.http.HttpHeaders;
import org.apache.synapse.core.axis2.Axis2MessageContext;
import
org.wso2.carbon.identity.oauth2.stub.OAuth2TokenValidationServiceStub;
import
org.wso2.carbon.identity.oauth2.stub.dto.OAuth2TokenValidationRequestDT
O;
import org.apache.synapse.ManagedLifecycle;
import org.apache.synapse.MessageContext;
import org.apache.synapse.core.SynapseEnvironment;
import org.apache.synapse.rest.AbstractHandler;
import
org.wso2.carbon.identity.oauth2.stub.dto.OAuth2TokenValidationRequestDT
O_OAuth2AccessToken;

import java.util.Map;

public class SimpleOauthHandler extends AbstractHandler implements
ManagedLifecycle {

    private static final String CONSUMER_KEY_HEADER = "Bearer";
    private static final String OAUTH_HEADER_SPLITTER = ",";
    private static final String CONSUMER_KEY_SEGMENT_DELIMITER = " ";
    private static final String OAUTH_TOKEN_VALIDATOR_SERVICE =
"oauth2TokenValidationService";
    private static final String IDP_LOGIN_USERNAME =
"identityServerUserName";
    private static final String IDP_LOGIN_PASSWORD =
"identityServerPw";
    private ConfigurationContext configContext;
    private static final Log log =
LogFactory.getLog(SimpleOauthHandler.class);

    @Override
    public boolean handleRequest(MessageContext msgCtx) {
        if (this.getConfigContext() == null) {
            log.error("Configuration Context is null");
            return false;
        }
        try{
            //Read parameters from axis2.xml
            String identityServerUrl =
                   
msgCtx.getConfiguration().getAxisConfiguration().getParameter(
                           
OAUTH_TOKEN_VALIDATOR_SERVICE).getValue().toString();
            String username =
                   
msgCtx.getConfiguration().getAxisConfiguration().getParameter(
                            IDP_LOGIN_USERNAME).getValue().toString();
            String password =
                   

https://github.com/wso2-docs/ESB/tree/master/ESB-Artifacts/OAuthHandler_Sample
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msgCtx.getConfiguration().getAxisConfiguration().getParameter(
                            IDP_LOGIN_PASSWORD).getValue().toString();
            OAuth2TokenValidationServiceStub stub =
                    new
OAuth2TokenValidationServiceStub(this.getConfigContext(),
identityServerUrl);
            ServiceClient client = stub._getServiceClient();
            Options options = client.getOptions();
            HttpTransportProperties.Authenticator authenticator = new
HttpTransportProperties.Authenticator();
            authenticator.setUsername(username);
            authenticator.setPassword(password);
            authenticator.setPreemptiveAuthentication(true);
            options.setProperty(HTTPConstants.AUTHENTICATE,
authenticator);
            client.setOptions(options);
            OAuth2TokenValidationRequestDTO dto =
this.createOAuthValidatorDTO(msgCtx);
            return stub.validate(dto).getValid();
        }catch(Exception e){
            log.error("Error occurred while processing the message",
e);
            return false;
        }
    }
    private OAuth2TokenValidationRequestDTO
createOAuthValidatorDTO(MessageContext msgCtx) {
        OAuth2TokenValidationRequestDTO dto = new
OAuth2TokenValidationRequestDTO();
        Map headers = (Map) ((Axis2MessageContext)
msgCtx).getAxis2MessageContext().
               
getProperty(org.apache.axis2.context.MessageContext.TRANSPORT_HEADERS);
        String apiKey = null;
        if (headers != null) {
            apiKey = extractCustomerKeyFromAuthHeader(headers);
        }
        OAuth2TokenValidationRequestDTO_OAuth2AccessToken token =
                new
OAuth2TokenValidationRequestDTO_OAuth2AccessToken();
        token.setTokenType("bearer");
        token.setIdentifier(apiKey);
        dto.setAccessToken(token);
        return dto;
    }
    private String extractCustomerKeyFromAuthHeader(Map headersMap) {
        //From 1.0.7 version of this component onwards remove the OAuth
authorization header from
        // the message is configurable. So we dont need to remove
headers at this point.
        String authHeader = (String)
headersMap.get(HttpHeaders.AUTHORIZATION);
        if (authHeader == null) {
            return null;
        }
        if (authHeader.startsWith("OAuth ") ||
authHeader.startsWith("oauth ")) {
            authHeader = authHeader.substring(authHeader.indexOf("o"));
        }
        String[] headers = authHeader.split(OAUTH_HEADER_SPLITTER);
        if (headers != null) {
            for (String header : headers) {
                String[] elements =
header.split(CONSUMER_KEY_SEGMENT_DELIMITER);
                if (elements != null && elements.length > 1) {
                    boolean isConsumerKeyHeaderAvailable = false;
                    for (String element : elements) {
                        if (!"".equals(element.trim())) {
                            if
(CONSUMER_KEY_HEADER.equals(element.trim())) {
                                isConsumerKeyHeaderAvailable = true;
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                            } else if (isConsumerKeyHeaderAvailable) {
                                return
removeLeadingAndTrailing(element.trim());
                            }
                        }
                    }
                }
            }
        }
        return null;
    }
    private String removeLeadingAndTrailing(String base) {
        String result = base;
        if (base.startsWith("\"") || base.endsWith("\"")) {
            result = base.replace("\"", "");
        }
        return result.trim();
    }
    @Override
    public boolean handleResponse(MessageContext messageContext) {
        return true;
    }
    @Override
    public void init(SynapseEnvironment synapseEnvironment) {
        try {
            this.configContext =
                   
ConfigurationContextFactory.createConfigurationContextFromFileSystem(nu
ll, null);
        } catch (AxisFault axisFault) {
            log.error("Error occurred while initializing Configuration
Context", axisFault);
        }
    }
    @Override
    public void destroy() {
        this.configContext = null;
    }
    private ConfigurationContext getConfigContext() {



WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 1064

1.  
2.  

3.  
4.  

5.  

1.  
2.  
3.  

        return configContext;
    }
}

Creating the API

You will now create an API named  that connects to the following endpoint: TestGoogle  https://www.google.lk/search?q=wso2

In WSO2 EI Management Console, go to Manage -> Service Bus and click .Source View
Insert the following XML configuration into the source view before the closing  tag to create the TestGoogle API:</definitions>

<api xmlns="http://ws.apache.org/ns/synapse"
     name="TestGoogle"
     context="/search">
   <resource methods="GET">
      <inSequence>
         <log level="full">
           <property name="STATUS" value="***** REQUEST HITS IN
SEQUENCE *****"/>
         </log>
         <send>
            <endpoint>
               <http method="get"
uri-template="https://www.google.lk/search?q=wso2"/>
            </endpoint>
         </send>
      </inSequence>
   </resource>
   <handlers>
       <handler class="org.wso2.handler.SimpleOauthHandler"/>
   </handlers>
</api>

Notice that the  tag contains the reference to the custom handler class.<handlers>
Copy the custom  to the  directory.handler.jar <EI_HOME>/lib
Open  and add the following parameters:<EI_HOME>/repository/axis2/axis2.xml

<!-- OAuth2 Token Validation Service -->
<parameter
name="oauth2TokenValidationService">https://localhost:9444/services/OAu
th2TokenValidationService</parameter>
<!-- Server credentials -->
<parameter name="identityServerUserName">admin</parameter>
<parameter name="identityServerPw">admin</parameter>

Restart WSO2 EI.

Getting the OAuth token

You will now use Identity Server to create an OAuth application and generate the security token.

Start WSO2 Identity Server and log into the management console.
On the  tab, click   under  , and then   Main  Add Service Providers add a service provider .
Note the access token URL and embed it in a cURL request to get the token. For example, use the following command and replace <client-id

 and  with the actual values:> <client secret>  

curl -v -k -X POST --user <client-id>:<client secret> -H "Content-Type:
application/x-www-form-urlencoded;charset=UTF-8" -d 'grant_type=password&username=admin&password=admin' http
s://localhost:9444/oauth2/token

https://docs.wso2.com/display/IS570/Adding+and+Configuring+a+Service+Provider
http://docs.wso2.com/identity-server/Adding a Service Provider
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Identity Server returns the access token, which you can now use when invoking the API. For example:

curl -v -X GET -H "Authorization: Bearer ca1799fc84986bd87c120ba499838a7" http://localhost:8280/search

Using a policy file to authenticate with a secured back-end service

You can connect a REST client to a secured back-end service (such as a SOAP service) through an API that reads from a policy file.

First, you configure the ESB profile to expose the API to the REST client. For example:
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<definitions xmlns="http://ws.apache.org/ns/synapse">
   <localEntry key="sec_policy"
              
src="file:repository/samples/resources/policy/policy_3.xml"/>
  <api name="StockQuoteAPI" context="/stockquote">
      <resource methods="GET" uri-template="/view/{symbol}">e
         <inSequence trace="enable">
            <header name="Action" value="urn:getQuote"/>
            <payloadFactory>
               <format>
                  <m0:getQuote xmlns:m0="http://services.samples">
                     <m0:request>
                        <m0:symbol>$1</m0:symbol>
                     </m0:request>
                  </m0:getQuote>
               </format>
               <args>
                  <arg expression="get-property('uri.var.symbol')"/>
               </args>
            </payloadFactory>
            <send>
               <endpoint name="rest">
                  <address
uri="http://localhost:9000/services/SecureStockQuoteService"
                           format="soap11">
                     <enableAddressing/>
                     <enableSec policy="sec_policy"/>
                  </address>
               </endpoint>
            </send>
            </inSequence>
         <outSequence trace="enable">
            <header
xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wss
ecurity-secext-1.0.xsd"
                    name="wsse:Security"
                    action="remove"/>
            <send/>
         </outSequence>
      </resource>
      <resource methods="POST">
         <inSequence>
            <property name="FORCE_SC_ACCEPTED" value="true"
scope="axis2"/>
            <property name="OUT_ONLY" value="true"/>
            <send>
               <endpoint>
                  <address
uri="http://localhost:9000/services/SimpleStockQuoteService"
                           format="soap11"/>
               </endpoint>
            </send>
         </inSequence>
      </resource>
   </api>
</definitions>

The policy file stores the security parameters that are going to authenticated by the back-end service. You specify the policy file with the localEntry
property, which in this example we've named sec_policy:
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<localEntry key="sec_policy"
              
src="file:repository/samples/resources/policy/policy_3.xml"/> 

You use then reference the policy file by its localEntry name when enabling the security policy for the end point:

<address uri="http://localhost:9000/services/SecureStockQuoteService"
    format="soap11">
    <enableAddressing/>
    <enableSec policy="sec_policy"/>
</address>

In the outSequence property, the security header must be removed before sending the response back to the REST client.

<outSequence trace="enable">
            <header
xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wss
ecurity-secext-1.0.xsd"
                    name="wsse:Security"
                    action="remove"/>

To test this API configuration, you must run the SecureStockQuoteService, which is bundled in the samples folder, as the back-end server. Start this
sample as described in . This sample uses Apache Rampart as the back-end security implementation. Therefore, you need toSetting Up the ESB Samples
download and install the unlimited strength policy files for your JDK before using Apache Rampart.

To download and install the unlimited strength policy files:

Go to  , and download the unlimited strength JCE policyhttp://www.oracle.com/technetwork/java/javase/downloads/jce8-download-2133166.html
files for your JDK version.
Uncompress and extract the downloaded ZIP file. This creates a directory named JCE that contains the   and local_policy.jar US_export_p

files.olicy.jar 
In your Java installation directory, go to the  directory, make a copy of the existing   and jre/lib/security local_policy.jar US_export_p

 files, and then replace the original policy files with the policy files you extracted in the previous step.olicy.jar

Now that you have set up the API and the secured back-end SOAP service, you are ready to test this configuration with the following curl command.

curl -v http://127.0.0.1:8280/stockquote/view/IBM

Observe that the REST client is getting the correct response (the  header is removed from the decrypted message) while going throughwsse:Security
the secured back-end service and the API implemented in the WSO2 EI. You can use a TCP monitoring tool such as  to monitor the message senttcpmon
from the the ESB profile and the response message received by the ESB profile. For a tutorial on using tcpmon, see: http://technonstop.com/tcpmon-tutoria
l

Transforming Basic Auth to WS-Security

REST clients typically use Basic Auth over HTTP to authenticate the user name and password, but if the back-end service uses WS-Security, you can
configure the API to transform the authentication from Basic Auth to WS-Security.

http://www.oracle.com/technetwork/java/javase/downloads/jce8-download-2133166.html
https://code.google.com/p/tcpmon/downloads/list
http://technonstop.com/tcpmon-tutorial
http://technonstop.com/tcpmon-tutorial
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To achieve this transformation, you configure the ESB profile to expose the API to the REST client as shown in the , but you add theprevious example
HTTPS protocol and  to the configuration as shown below:Basic Auth handler

<definitions xmlns="http://ws.apache.org/ns/synapse">
  <localEntry key="sec_policy"
src="file:repository/samples/resources/policy/policy_3.xml"/>
  <api name="StockQuoteAPI" context="/stockquote">
    <resource methods="GET" uri-template="/view/{symbol}"
protocol="https" >
     ...
    </resource>
    <handlers>
      <handler class="org.wso2.rest.BasicAuthHandler"/>
    </handlers>
  </api>
</definitions>

This configuration allows two-fold security: the client authenticates with the API using Basic Auth over HTTPS, and then the API sends the request to the
back-end service   using the security policy.  You can test this configuration using the following command:

curl -v -k -H "Authorization: Basic YWRtaW46YWRtaW4="
https://localhost:8243/stockquote/view/IBM  

Enabling Logs for APIs

The advantage of having per-API log files is that it is very easy to analyze/monitor what went wrong in a particular REST API defined in the ESB profile by
looking at the log files. The API log is an additional log file, which will contain a copy of the logs to a particular REST API.

Below are the configuration details to configure the logs of a REST API called   using   properties.TestAPI log4j

Open   file using your favorite text editor to configure   to log the API specific logs to a file. You can<EI_HOME>/conf/log4j.properties log4j
configure the logger for either   or   as follows:INFO level logs DEBUG level logs
INFO level

Add the following section to the end of the file to configure the logger for log messages where the Log Category is  INFO.
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log4j.category.API_LOGGER=INFO, API_APPENDER
log4j.additivity.API_LOGGER=false
log4j.appender.API_APPENDER=org.apache.log4j.RollingFileAppender
log4j.appender.API_APPENDER.File=${carbon.home}/repository/logs/${insta
nce.log}/wso2-ei-api${instance.log}.log
log4j.appender.API_APPENDER.MaxFileSize=1000KB
log4j.appender.API_APPENDER.MaxBackupIndex=10
log4j.appender.API_APPENDER.layout=org.apache.log4j.PatternLayout
log4j.appender.API_APPENDER.layout.ConversionPattern=%d{ISO8601}
[%X{ip}-%X{host}] [%t] %5p %c{1} %m%n</pre>

DEBUG level

Add the following section to the end of the file to configure the logger for log messages where the Log Category is DEBUG.

log4j.category.API_LOGGER.TestAPI=DEBUG, TEST_API_APPENDER
log4j.additivity.API_LOGGER.TestAPI=false
log4j.appender.TEST_API_APPENDER=org.apache.log4j.DailyRollingFileAppen
der
log4j.appender.TEST_API_APPENDER.File=${carbon.home}/repository/logs/${
instance.log}/TestAPI.log
log4j.appender.TEST_API_APPENDER.datePattern='.'yyyy-MM-dd-HH-mm
log4j.appender.TEST_API_APPENDER.layout=org.apache.log4j.PatternLayout
log4j.appender.TEST_API_APPENDER.layout.ConversionPattern=%d{ISO8601}
[%X{ip}-%X{host}] [%t] %5p %c{1} %m%n

Working with Inbound Endpoints

An inbound endpoint is a message entry point that can inject messages directly from the transport layer to the mediation layer, without going through the
Axis2 engine. The following diagram illustrates the inbound endpoint architecture.

The in-sequence of the REST API will need to contain a  with the Log Category defined as  to be able to view logs in the logLog mediator INFO
file.

The above configuration creates a log file names  in the folder .TestAPI.log <EI_HOME>/repository/logs

The in-sequence of the REST API will need to contain a  with the Log Category defined as  to be able to view logs in theLog mediator DEBUG
log file.
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Out of the existing transports only the HTTP transport supports multi-tenancy, this is one limitation that is overcome with the introduction of the inbound
architecture. Another limitation when it comes to conventional Axis2 based transports is that the transports do not support dynamic configurations. With the
ESB profile inbound endpoints, it is possible to create inbound messaging channels dynamically, and there is also built-in cluster coordination as well as
multi-tenancy support for all transports.

For detailed information on each type of inbound endpoint available with the ESB profile, see .WSO2 EI Inbound Endpoints

Working with Inbound Endpoints

When it comes to creating and managing inbound endpoints, you can use tooling to create a new inbound endpoint and to import an existing inbound
endpoint. For detailed information on how to work with inbound endpoints, see .Creating an Inbound Endpoint

Creating an Inbound Endpoint

You can create a new inbound endpoint or import an existing inbound endpoint from an XML file, such as a Synapse configuration file using WSO2
Integration Studio.

Prerequisites
Step 1: Creating an ESB Solution project
Step 2: Creating a new inbound endpoint
Step 3: Deploying the inbound endpoint in the ESB server

Prerequisites

You need to have WSO2 Integration Studio installed to create a new inbound endpoint or to import an existing inbound endpoint. For instructions, see Insta
.lling WSO2 Integration Studio

Step 1: Creating an ESB Solution project

First, create an   in WSO2 Integration Studio. We will use this project to store the Inbound Endpoint artifacts.ESB Solution Project

Open   and click  in the   tab as shown below.WSO2 Integration Studio ESB Project  Create New  Getting Started

https://docs.wso2.com/display/EI611/Installing+Enterprise+Integrator+Tooling
https://docs.wso2.com/display/EI611/Installing+Enterprise+Integrator+Tooling
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Enter a project name and click  .Finish
The new project will be listed in the project explorer.

Step 2: Creating a new inbound endpoint

Follow the steps below to create a new inbound endpoint. 

Right-click the project in the navigator and go to   to open the   dialog:New  Inbound Endpoint New Inbound Endpoint Artifact

Select   and click  .Create a New Inbound Endpoint Next
Enter a unique name for the inbound endpoint, and select an  from the list shown below.Inbound Endpoint Creation Type

Importing an Inbound Endpoint?
If you already have an inbound endpoint artifact created, you have the option of importing the XML configuration. Select Import

 and follow the instructions on the UI. To create a new proxy service from scratch, continue with the following steps.Inbound Endpoint
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2.  

3.  

4.  
5.  
6.  
7.  

For certain protocols ( HL7, KAFKA, Custom, MQTT, RabbitMq, WSO2_MB, WS, and  WSS) the main sequence and error sequence are
mandatory fields. You can select sequences that already exists in the workspace and add them to the   and   fieldsSequence Error sequence
(shown below). If you don't have any sequences in the workspace, click   to generate new sequencesGenerate Sequence and Error Sequence
for the inbound endpoint.

Specify the  project where Inbound Endpoint should be saved.ESB Solution
Click  to generate the inbound endpoint. The artifact will now be saved in the ESB project.Finish
In the  field, select the Inbound Endpoint from the project explorer and go to the Save Inbound Endpoint Design View.
Right-click the inbound endpoint and click   to go to the   tab. You can update the parameters relevant to the typeShow Properties View Property
of inbound endpoint.

Go to  to learn more about how each of the protocol types work.WSO2 EI Inbound Endpoints
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7.  

8.  

1.  
2.  
3.  

4.  

Add sequences to the main sequence and error sequence of the Inbound Endpoint. This can be done using the   mediator from the Sequence Med
 pallet. Open the  tab (right-click and click ) of the  mediator and update the relevant parameters.iators Property Show Properties View Sequence

Step 3: Deploying the inbound endpoint in the ESB server

Once you have created your inbound endpoint as explained in the previous topics, you need to create a   project with a CAR file.Composite Application
You can then deploy the CAR file in the ESB server:

Right-click the   and click  .Project Explorer New > Project
From the window that opens, click  .Composite Application Project
Give a name to the   project and select the projects that you need to group into your C-App from the list of availableComposite Application
projects. You need to select the   project, which contains the proxy service and security policy file respectively.ESB
Next,  .deploy the CAR file in the ESB server

WSO2 EI Inbound Endpoints

Based on the protocol, the behaviour of an inbound endpoint can either be listening, polling or event-based.

For detailed information on listening, polling and event-based inbound endpoints see the following topics:

Listening Inbound Endpoints
Polling Inbound Endpoints
Event-Based Inbound Endpoints

For information on how to create a custom inbound endpoint based on your requirement, see  .Custom Inbound Endpoint

Following is a sample inbound endpoint configuration:

<inboundEndpoint xmlns="http://ws.apache.org/ns/synapse"
                name="HttpListenerEP"
                sequence="TestIn"
                onError="fault"
                protocol="http"
                suspend="false">
  <parameters>
     <parameter name="inbound.http.port">8085</parameter>
  </parameters>
</inboundEndpoint>

In an inbound endpoint configuration, the common inbound endpoint parameters are specified as attributes of the   element whereas<inboundEndpoint>
the protocol specific parameters are specified as   elements.<parameter>

Go to  for details of the parameters available for each inbound endpoint type.WSO2 EI Inbound Endpoints

See the parameters available for the .Sequence Mediator

Redeployment of listening inbound endpoints fail?
A  opens the port for itself during deployment. Therefore, if you are  a listening inbound endpoint artifact,listening inbound endpoint redeploying
the redeployment will not be successful until the port that was previously opened for the inbound endpoint is closed.

By default, the system will wait for 10 seconds for the previously opened port to close down. If you want to increase this waiting time beyond 10
seconds, be sure to add the following system property in the  file, which is stored in the  directory andcarbon.properties <EI_HOME>/conf/
restart the server before redeploying the artifacts.

-Dsynapse.transport.portCloseVerifyTimeout=20

Note that this setting may be required in Windows environments as the process of closing a port can sometimes take longer than 10 seconds.

https://docs.wso2.com/display/ADMIN44x/Deploying+Composite+Applications+in+the+Server
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Common inbound endpoint parameters

The following parameters are common to all inbound endpoints:

Parameter Name Description Required Possible Values Default Value

sequential The behavior when
executing the given
sequence. 
When set as ,true
mediation will happen
within the same thread.
When set as , thefalse
mediation engine will use
the inbound thread pool.
(The default thread pool
values can be found in the 
<EI_HOME>/conf/synap

 file).se.properties

Yes true or false true

suspend When set to , thistrue
makes the inbound
endpoint inactive.

Yes true or false false

Specifying inbound endpoint parameters as registry values

Other than specifying parameter values inline, you can also specify parameter values as registry entries. The advantage of specifying a parameter value as
a registry entry is that the same inbound endpoint configuration can be used in different environments simply by changing the registry entry value.

<inboundEndpoint xmlns="http://ws.apache.org/ns/synapse" name="file"
sequence="request" onError="fault" protocol="file" suspend="false">
   <parameters>
      ...............
      <parameter name="transport.vfs.FileURI"
key="conf:/repository/ei/ei-configurations/test"/>
      ...............
   </parameters>
</inboundEndpoint>

If you need to provide the registry entry value via the Management Console, specify it as $registry:conf:/repository/ei/ei-configurations/t
.est

Using secure vault aliases in your inbound endpoint configuration

To use secure vault support in your inbound configuration, you can add  as inbound parameters, where  is the alias. {wso2:vault-lookup('xx')} xx

You can encrypt and store the password using the alias , and retrieve this password  by adding the following parameter in your inboundmy.password
endpoint configuration: 

<parameter name="transport.jms.Password">{wso2:vault-lookup('my.password')}</parameter>

Listening Inbound Endpoints

A listening inbound endpoint listens on a given port for requests that are coming in. When a request is available it is injected to a given sequence. Listening
inbound endpoints support two way operations and are synchronous.

See the following topics for detailed information on each listening inbound endpoint available with the ESB profile of WSO2 Enterprise Integrator:

HTTP Inbound Protocol
HTTPS Inbound Protocol
HL7 Inbound Protocol
CXF WS-RM Inbound Protocol
WebSocket Inbound Protocol
Secure WebSocket Inbound Protocol

For information on how to create a custom inbound endpoint by extending the listening inbound endpoint behaviour, see Creating a custom listening
.inbound endpoint

HTTP Inbound Protocol

https://docs.wso2.com/display/EI650/Custom+Inbound+Endpoint#CustomInboundEndpoint-CustomListening
https://docs.wso2.com/display/EI650/Custom+Inbound+Endpoint#CustomInboundEndpoint-CustomListening


WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 1075

The HTTP inbound protocol is used to separate endpoint listeners for each HTTP inbound endpoint so that messages are handle separately. The HTTP
inbound endpoint can bypass the inbound side axis2 layer and directly inject messages to a given sequence or API. For proxy services, messages will be
routed through the axis2 transport layer in a manner similar to normal transports. You can start dynamic HTTP inbound endpoints without restarting the
server.

Following is a sample HTTP inbound endpoint configuration:

<inboundEndpoint name="HttpListenerEP" protocol="http" suspend="false"
sequence="TestIn" onError="fault" >
    <p:parameters xmlns:p="http://ws.apache.org/ns/synapse">
        <p:parameter  name="inbound.http.port">8081</p:parameter>
    </p:parameters>
</inboundEndpoint>

HTTP inbound endpoint parameters

Parameter                                    
                  

Description                                                       Required                                                               

inbound.http.port The port on which the endpoint listener should be
started.

Yes

Worker pool configuration parameters

By default inbound endpoints share the PassThrough transport worker pool to handle incoming requests. If you need a separate worker pool for the
inbound endpoint, you need to configure the following parameters:

 Parameter                                   
                                     

        Description
                                                                                        
                                                                    

           Default Value                                 

inbound.worker.pool.size.
core

The initial number of threads in the worker thread pool.
This value can be changed accordingly based on the
number of messages to be processed. The maximum
value that can be specified here is the value of the   i n

parameter. bound.worker.pool.size.max

400

inbound.worker.pool.size.
max

The maximum number of threads in the worker thread
pool. Specify a maximum limit in order to avoid
performance degradation that can occur due to context
switching.

500

inbound.worker.thread.kee
p.alive.sec

The keep-alive time for extra threads in the worker pool.
This value should be less than the socket timeout. When
this time is elapsed for an extra thread, it will be
destroyed. The purpose of this parameter is to optimize
the usage of resources by avoiding wastage that results
from having extra threads that are not utilized.

60

inbound.worker.pool.queue
.length

The length of the queue that is used to hold runnable
tasks to be executed by the worker pool. The thread
pool starts queuing jobs when all existing threads are
busy and the pool has reached the maximum number of
threads. The value for this parameter should be -1 to
use an unbounded queue. If a bound queue is used and
the queue gets filled to its capacity, and any further
attempt to submit jobs will fail causing synapse to drop
some messages.

-1

Note
A sequence should be designed with a call/respond or send/receive sequence. It is not recommended to use a sequence that has in
and out mediators.
If a send mediator is used within the sequence, specify a receiving sequence. If you do not specify a receivinginbound endpoint 
sequence, the response will dispatch to the   sequence.main
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inbound.thread.group.id Unique Identifier of the thread group. PassThrough inbound worker thread group

inbound.thread.id Unique Identifier of the thread. PassThroughInboundWorkerThread

dispatch.filter.pattern The regular expression that defines the proxy services
and API's to expose via the inbound endpoint. Provide
the  expression to expose all proxy services and.*
API's or provide an expression similar to ^(/foo|/bar

 to define a set of services to|/services/MyProxy)$
expose via the inbound endpoint. If you do not provide
an expression only the defined sequence of the inbound
endpoint will be accessible.

blank

Following is a sample configuration for an inbound endpoint with a separate worker pool:

<inboundEndpoint name="HttpListenerEP" protocol="http" suspend="false"
sequence="TestIn" onError="fault" >
    <p:parameters xmlns:p="http://ws.apache.org/ns/synapse">
        <p:parameter  name="inbound.http.port">8081</p:parameter>
        <p:parameter 
name="api.dispatching.enabled">false</p:parameter> 
        <p:parameter name="inbound.thread.group.id">Pass_Through
Inbound worker Pool</p:parameter>
        <p:parameter
name="inbound.worker.pool.size.max">500</p:parameter>
        <p:parameter
name="inbound.thread.id">PassThroughInboundWorkerPool</p:parameter>
        <p:parameter
name="inbound.worker.pool.queue.length">-1</p:parameter>
        <p:parameter
name="inbound.worker.pool.size.core">400</p:parameter>
        <p:parameter
name="inbound.worker.thread.keep.alive.sec">60</p:parameter>
    </p:parameters>
 </inboundEndpoint>

Inbound endpoint parameter for proxy services

If a proxy service is to be exposed only via inbound endpoints, the following service parameter has to be set in the proxy configuration.

Service Parameter Description Default Value

inbound.only Whether the proxy service needs to be exposed only via
inbound endpoints.

If set to  all requests that the proxy servicetrue
receives via normal transport will be rejected. The proxy
service will process only the requests that are received
via inbound endpoints.

false

Following is a sample proxy configuration:



WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 1077

<proxy xmlns="http://ws.apache.org/ns/synapse" name="InboundProxy"
transports="https,http" statistics="disable" trace="disable"
startOnLoad="true">
 <target>
      <outSequence>
         <send/>
      </outSequence>
      <endpoint>
         <address uri="http://localhost:9773/services/HelloService/"/>
      </endpoint>
    </target>
    <parameter name="inbound.only">true</parameter>
</proxy>

Samples

For a sample that demonstrates how a HTTP inbound endpoint can act as a dynamic http listener, see  .Sample 902: HTTP Inbound Endpoint Sample

HTTPS Inbound Protocol

The HTTPS inbound protocol is used to separate endpoint listeners for each HTTPS inbound endpoint so that messages are handle separately. This
transport can bypass the inbound side axis2 layer and directly inject messages to a given sequence or API.  You can start dynamic HTTPS inbound
endpoints without restarting the server.

Configuration parameters for a HTTPS inbound endpoint are XML fragments that represent various properties.

Following is a sample HTTPS inbound endpoint configuration:

https://docs.wso2.com/display/EI611/Sample+902%3A+HTTP+Inbound+Endpoint+Sample
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<inboundEndpoint name="HttpListenerEP" protocol="https" suspend="false"
sequence="TestIn" onError="fault" >
    <p:parameters xmlns:p="http://ws.apache.org/ns/synapse">
        <p:parameter  name="inbound.http.port">8081</p:parameter>
        <p:parameter name="keystore">
            <KeyStore>
               
<Location>repository/resources/security/wso2carbon.jks</Location>
                <Type>JKS</Type>
                <Password>wso2carbon</Password>
                <KeyPassword>wso2carbon</KeyPassword>
            </KeyStore>
        </p:parameter>
        <p:parameter name="truststore">
            <TrustStore>
               
<Location>repository/resources/security/client-truststore.jks</Location
>
                <Type>JKS</Type>
                <Password>wso2carbon</Password>
            </TrustStore>
        </p:parameter>
        <p:parameter name="SSLVerifyClient">require</p:parameter>
        <p:parameter
name="HttpsProtocols">TLSv1,TLSv1.1,TLSv1.2</p:parameter>
        <p:parameter name="SSLProtocol">SSLV3</p:parameter>
        <p:parameter name="CertificateRevocationVerifier">
            <CertificateRevocationVerifier enable="true">
               <CacheSize>10</CacheSize>
               <CacheDelay>2</CacheDelay>
            </CertificateRevocationVerifier>
         </p:parameter>
     </p:parameters>
</inboundEndpoint>

HTTPS inbound endpoint parameters

Parameter                                   
            

Description                                                                 
             

Required                                                              

inbound.http.port The port on which the  e ndpoint listener should be
 started .

Yes

keystore The KeyStore location where keys are stored. Yes

truststore The TrustStore location where keys are stored. No

SSLVerifyClient Used when enabling mutual verification. No

HttpsProtocols The supporting protocols. No

SSLProtocol The supporting SSL protocol. No

CertificateRevocationVeri
fier

When the  attribute is set to , this validatesenable true
and verifies the revocation status of the host certificates
using OCSP/CRL, when making HTTPS connections.
If the  attribute of this parameter is set to ,enable true
you also need to specify the  and CacheSize CacheDe

.lay
The maximum size of the cache.CacheSize - 

The time duration between twoCacheDelay - 
consecutive scheduled cache managing tasks that
perform housekeeping work for the cache.

No
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Worker pool configuration parameters

By default inbound endpoints share the PassThrough transport worker pool to handle incoming requests. If you need a separate worker pool for the
inbound endpoint, you need to configure the following parameters:

 Parameter                                   
                                     

        Description
                                                                                        
                                                                    

           Default Value                                 

inbound.worker.pool.size.
core

The initial number of threads in the worker thread pool.
This value can be changed accordingly based on the
number of messages to be processed. The maximum
value that can be specified here is the value of the inb

parameter.ound.worker.pool.size.max 

400

inbound.worker.pool.size.
max

The maximum number of threads in the worker thread
pool. Specify a maximum limit in order to avoid
performance degradation that can occur due to context
switching.

500

inbound.worker.thread.kee
p.alive.sec

The keep-alive time for extra threads in the worker pool.
This value should be less than the socket timeout. When
this time is elapsed for an extra thread, it will be
destroyed. The purpose of this parameter is to optimize
the usage of resources by avoiding wastage that results
from having extra threads that are not utilized.

60

inbound.worker.pool.queue
.length

The length of the queue that is used to hold runnable
tasks to be executed by the worker pool. The thread
pool starts queuing jobs when all existing threads are
busy and the pool has reached the maximum number of
threads. The value for this parameter should be -1 to
use an unbounded queue. If a bound queue is used and
the queue gets filled to its capacity, and any further
attempt to submit jobs will fail causing synapse to drop
some messages.

-1

inbound.thread.group.id Unique Identifier of the thread group. PassThrough inbound worker thread group

inbound.thread.id Unique Identifier of the thread. PassThroughInboundWorkerThread

dispatch.filter.pattern The regular expression that defines the proxy services
and API's to expose via the inbound endpoint. Provide
the  expression to expose all proxy services and.*
API's or provide an expression similar to ^(/foo|/bar

 to define a set of services to|/services/MyProxy)$
expose via the inbound endpoint. If you do not provide
an expression only the defined sequence of the inbound
endpoint will be accessible.

blank

Samples

For a sample that demonstrates how an HTTPS inbound endpoint can act as a dynamic https listener, see  .Sample 903: HTTPS Inbound Endpoint Sample

HL7 Inbound Protocol

The ESB profile of WSO2 Enterprise Integrator (WSO2 EI) HL7 inbound protocol is a multi-tenant capable alternative to the HL7 transport. The HL7
inbound endpoint implementation is fully asynchronous and is based on the  implemented on top of event drivenMinimal Lower Layer Protocol(MLLP)
I/O. 

Following is a sample HL7 inbound endpoint configuration:

Note
A sequence should be designed with a call/respond or send/receive sequence. It is not recommended to use a sequence that has in
and out mediators.
If a send mediator is used within the inbound endpoint sequence, s . If you do not specify a receivingpecify a receiving sequence
sequence, the response will dispatch to the   sequence.main
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Sample HL7 Inbound Endpoint

<inboundEndpoint xmlns="http://ws.apache.org/ns/synapse"
                name="InboundHL7"
                sequence="main"
                onError="fault"
                protocol="hl7"
                suspend="false">
  <parameters>
     <parameter name="inbound.hl7.Port">20000</parameter>
     <parameter name="inbound.hl7.AutoAck">true</parameter>
     <parameter name="inbound.hl7.ValidateMessage">true</parameter>
     <parameter name="inbound.hl7.TimeOut">10000</parameter>
     <parameter name="inbound.hl7.CharSet">UTF-8</parameter>
     <parameter
name="inbound.hl7.BuildInvalidMessages">false</parameter>
     <parameter
name="inbound.hl7.PassThroughInvalidMessages">false</parameter>  
  </parameters>
</inboundEndpoint>

In the above inbound endpoint configuration, you will see that the endpoint is defined using the HL7 protocol and that all requests coming into this endpoint
are directed to the  sequence.main

HL7 inbound endpoint parameters

The following table provides information on the HL7 inbound endpoint parameters you can set:

Parameter Description Default Value Possible Values

inbound.hl7.Port The port on which you need to run
the MLLP listener.

N/A You need to specify this.

inbound.hl7.AutoAck Whether or not an auto
acknowledgement should be sent on
message receipt. If set to false, you
can define the type of HL7

. Foracknowledgement to be sent
more information, see HL7 inbound

.endpoint mediation level properties

true true | false

inbound.hl7.ValidateMessage This enables HL7 message
validation.

true true | false

inbound.hl7.TimeOut The timeout interval in milliseconds
to trigger a NACK message.

10000 [0..9]*

inbound.hl7.CharSet The character set used for encoding
and decoding messages. Some
multi-byte character encodings (e.g.
UTF-16, UTF-32) may result in byte
values equal to the MLLP framing
characters or byte values lower than
0x1F, resulting in errors.

UTF-8 ISO-8859-1
UTF-8
US-ASCII

inbound.hl7.BuildInvalidMessages If the inbound.hl7.ValidateMe
 parameter is set to  anssage false

d the incoming message is invalid,
this parameter specifies whether the
raw message received through the
MLLP transport should be passed
onto the mediation layer.

false true | false

inbound.hl7.PassthroughInvalidMe
ssages

If the inbound.hl7.BuildInval
 parameter is set to idMessages tr

, this parameter notifies the Axis2ue
HL7 transport sender whether to use
the raw message.

false true | false
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inbound.hl7.MessagePreProcesso
r

An implementation of the org.wso2
.carbon.inbound.endpoint.pr
otocol.hl7.HL7MessagePrepro

 interface can be definedcessor
here. It provides an extension point
to intercept incoming messages
before any type of message parsing
occurs.

N/A Fully qualified class name.

HL7 inbound endpoint mediation level properties

Following are the mediation level properties that you can set in the HL7 inbound endpoint:

Property Description

<property
name="HL7_RESULT_MODE"
value="ACK|NACK"
scope="default"/>

This is use to define the type of HL7 acknowledgement to be sent. If the  parameter is setinbound.hl7.AutoAck
to  this property has no effect.true

<property
name="HL7_NACK_MESSAGE"
value="<ERROR MESSAGE>"
scope="default" />

This is used to define a custom error message to be sent if you have set the property  as .HL7_RESULT_MODE NACK

<property
name="HL7_APPLICATION_ACK
" value="true"
scope="default"/>

If the  parameter is set to  and no immediate auto generated ACK is sent back toinbound.hl7.AutoAck false
the client, this property defines whether we should automatically generate the ACK for the request once the
mediation flow is complete. If both the  parameter and this property are set to , youinbound.hl7.AutoAck false
need to generate an ACK message in the correct format as a response.

Tuning the HL7 inbound endpoint

The HL7 inbound endpoint can be configured using the   file. <EI_HOME>/conf/hl7.properties

The supported list of tuning parameters for this file are as follows:

Property Description Value

hl7_id_generator By default the HAPI HL7 parsing library uses a file
based ID generator to generate unique control IDs. To
use a UUID based ID generator you can change this to
‘uuid’.

file | uuid (default = file)

worker_threads_core Defines the HL7 inbound worker thread pool size. [0..9]* (default = 100)

io_thread_count Defines the number of IO threads the IO Reactor uses.
It is recommended to set this to the number of cores on
the machine.

[0..9]* (default = 2)

so_timeout Defines TCP socket timeout. [0..9]* (default = 0)

connect_timeout Defines the TCP connect timeout. [0..9]* (default = 0)

so_keep_alive Defines TCP socket keep alive. true | false (default = true)

so_rcvbuf Defines the TCP socket receive buffer size. [0..9]* (default = 0 uses OS default. Maximum value
depends on OS settings).

so_sndbuf Defines the TCP socket send buffer size. [0..9]* (default = 0 uses OS default. Maximum value
depends on OS settings).

Samples

For a sample that demonstrates how the HL7 inbound protocol can be used to receive a simple HL7 message, see Sample 905: Inbound HL7 with
.Automatic Acknowledgement

CXF WS-RM Inbound Protocol

Note
The scope of these properties is the  scope.default

https://docs.wso2.com/display/EI6xx/Sample+905%253A+Inbound+HL7+with+Automatic+Acknowledgement
https://docs.wso2.com/display/EI6xx/Sample+905%253A+Inbound+HL7+with+Automatic+Acknowledgement
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WSReliableMessaging allows SOAP messages to be reliably delivered between distributed applications, regardless of software or hardware failures. The
CXF WS-RM inbound endpoint allows a client (RM Source) to communicate with the ESB profile of WSO2 EI (RM Destination) with a guarantee that a
message sent will be delivered.

Following is a sample sequence that sends messages that are from a RM source to a non RM backend:

<sequence xmlns="http://ws.apache.org/ns/synapse" name="RMIn"
onError="fault">
   <in>
      <property name="PRESERVE_WS_ADDRESSING" value="true"/>
      <header xmlns:wsrm="http://schemas.xmlsoap.org/ws/2005/02/rm"
name="wsrm:Sequence" action="remove"/>
      <header xmlns:wsa="http://www.w3.org/2005/08/addressing"
name="wsa:To" action="remove"/>
      <header xmlns:wsa="http://www.w3.org/2005/08/addressing"
name="wsa:FaultTo" action="remove"/>
      <send>
         <endpoint>
            <address
uri="http://localhost:9000/services/SimpleStockQuoteService"/>
         </endpoint>
      </send>
   </in>
   <out>
      <log level="custom">
         <property name="RM OutSequence" value="Sending Response"/>
      </log>
      <send/>
   </out>
</sequence>

Since the WS-ReliableMessaging protocol uses specific SOAP headers, those SOAP headers should be removed from the sequence since in most cases
the backend service would fail to understand them.

The CXF bus should be configured as required in order to control the manner in which WS-RM communication takes place. This can be done through a
CXF spring configuration. Create a directory named  within  and save the CXF spring configuration file in the  cxf <EI_HOME>/conf  <EI_HOME>/conf/ c

directoryxf  .

Note
To configure the CXF WS-RM Inbound endpoint, you need to install the  feature. For information on how to installCXF WS Reliable Messaging
this feature, see . After you install this feature, you can configure the CXF WS-RM inbound endpoint as a custom inboundInstalling Features
endpoint.

https://docs.wso2.com/display/EI500/Installing+Features
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<beans
    xmlns="http://www.springframework.org/schema/beans"
    xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
    xmlns:wsa="http://cxf.apache.org/ws/addressing"
    xmlns:http="http://cxf.apache.org/transports/http/configuration"
    xmlns:wsrm-policy="http://schemas.xmlsoap.org/ws/2005/02/rm/policy"
    xmlns:wsrm-mgr="http://cxf.apache.org/ws/rm/manager" 
    xsi:schemaLocation="http://cxf.apache.org/core 
    http://cxf.apache.org/schemas/core.xsd        
    http://cxf.apache.org/transports/http/configuration 
    http://cxf.apache.org/schemas/configuration/http-conf.xsd        
    http://schemas.xmlsoap.org/ws/2005/02/rm/policy 
    http://schemas.xmlsoap.org/ws/2005/02/rm/wsrm-policy.xsd        
    http://cxf.apache.org/ws/rm/manager 
    http://cxf.apache.org/schemas/configuration/wsrm-manager.xsd       

    http://www.springframework.org/schema/beans 
    http://www.springframework.org/schema/beans/spring-beans.xsd"
    xmlns:cxf="http://cxf.apache.org/core">
    <cxf:bus>
        <cxf:features>
            <wsa:addressing/>
            <wsrm-mgr:reliableMessaging>
                <wsrm-policy:RMAssertion>
                    <wsrm-policy:BaseRetransmissionInterval
Milliseconds="4000"/>
                    <wsrm-policy:AcknowledgementInterval
Milliseconds="2000"/>
                </wsrm-policy:RMAssertion>
                <wsrm-mgr:destinationPolicy>
                    <wsrm-mgr:acksPolicy intraMessageThreshold="0"/>
                </wsrm-mgr:destinationPolicy>
            </wsrm-mgr:reliableMessaging>
        </cxf:features>
    </cxf:bus>
</beans>

 
If you need to secure the endpoint, you should change the CXF spring configuration as follows:

<beans
    xmlns="http://www.springframework.org/schema/beans"
    xmlns:sec="http://cxf.apache.org/configuration/security"
    xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
    xmlns:cxf="http://cxf.apache.org/core"
    xmlns:wsa="http://cxf.apache.org/ws/addressing"
   
xmlns:httpj="http://cxf.apache.org/transports/http-jetty/configuration"
    xmlns:http="http://cxf.apache.org/transports/http/configuration"
    xmlns:wsrm-policy="http://schemas.xmlsoap.org/ws/2005/02/rm/policy"
    xmlns:wsrm-mgr="http://cxf.apache.org/ws/rm/manager" 
    xsi:schemaLocation="http://cxf.apache.org/core
http://cxf.apache.org/schemas/core.xsd        
    http://cxf.apache.org/transports/http/configuration 
    http://cxf.apache.org/schemas/configuration/http-conf.xsd        
    http://schemas.xmlsoap.org/ws/2005/02/rm/policy 
    http://schemas.xmlsoap.org/ws/2005/02/rm/wsrm-policy.xsd 
    http://cxf.apache.org/configuration/security 
    http://cxf.apache.org/schemas/configuration/security.xsd        
    http://cxf.apache.org/ws/rm/manager
http://cxf.apache.org/schemas/configuration/wsrm-manager.xsd        
    http://www.springframework.org/schema/beans 
    http://www.springframework.org/schema/beans/spring-beans.xsd 



WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 1084

    http://cxf.apache.org/transports/http-jetty/configuration          

    http://cxf.apache.org/schemas/configuration/http-jetty.xsd">
    <cxf:bus>
        <cxf:features>
            <wsa:addressing/>
            <wsrm-mgr:reliableMessaging>
                <wsrm-policy:RMAssertion>
                    <wsrm-policy:BaseRetransmissionInterval
Milliseconds="4000"/>
                    <wsrm-policy:AcknowledgementInterval
Milliseconds="2000"/>
                </wsrm-policy:RMAssertion>
                <wsrm-mgr:destinationPolicy>
                    <wsrm-mgr:acksPolicy intraMessageThreshold="0"/>
                </wsrm-mgr:destinationPolicy>
            </wsrm-mgr:reliableMessaging>
        </cxf:features>
    </cxf:bus>
    <http:destination
name="{http://apache.org/hello_world_soap_http}GreeterPort.http-destina
tion"></http:destination>
    <httpj:engine-factory>
        <httpj:engine port="8081">
            <httpj:tlsServerParameters>
                <sec:keyManagers keyPassword="wso2carbon">
                    <sec:keyStore file="/path/to/file/wso2carbon.jks"
password="wso2carbon" type="JKS"/>
                </sec:keyManagers>
                <sec:trustManagers>
                    <sec:keyStore
file="/path/to/file/client-truststore.jks" password="wso2carbon"
type="JKS"/>
                </sec:trustManagers>
                <sec:cipherSuitesFilter>
                    <!-- these filters ensure that a ciphersuite with
                    export-suitable or null encryption is used,
                    but exclude anonymous Diffie-Hellman key change as
                    this is vulnerable to man-in-the-middle attacks -->
                    <sec:include>.*_EXPORT_.*</sec:include>
                    <sec:include>.*_EXPORT1024_.*</sec:include>
                    <sec:include>.*_WITH_DES_.*</sec:include>
                    <sec:include>.*_WITH_AES_.*</sec:include>
                    <sec:include>.*_WITH_NULL_.*</sec:include>
                    <sec:exclude>.*_DH_anon_.*</sec:exclude>
                </sec:cipherSuitesFilter>
                <sec:clientAuthentication want="true" required="true"/>
            </httpj:tlsServerParameters>



WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 1085

        </httpj:engine>
    </httpj:engine-factory>
</beans>

Sample CXF WS-RM Inbound

<inboundEndpoint xmlns="http://ws.apache.org/ns/synapse"
                 name="RM_INBOUND"
                 sequence="RMIn"
                 onError="fault"
                
class="org.wso2.carbon.inbound.endpoint.ext.wsrm.InboundRMHttpListener"
                 suspend="false">
   <parameters>
      <parameter name="inbound.cxf.rm.port">20940</parameter>
      <parameter
name="inbound.cxf.rm.config-file">conf/cxf/server.xml</parameter>
      <parameter name="coordination">true</parameter>
      <parameter name="inbound.cxf.rm.host">127.0.0.1</parameter>
      <parameter name="inbound.behavior">listening</parameter>
      <parameter name="sequential">true</parameter>
   </parameters>
</inboundEndpoint>

The CXF WS-RM Inbound endpoint can be configured by specifying the following parameters:

Sequence - The sequence that the message will be injected to.
Error sequence - The sequence to be called if a fault occurs.
Suspend - If the inbound listener should pause when accepting incoming requests, set this to . If the inbound listener should not pause whentrue
accepting incoming requests, set this to .false
inbound.cxf.rm.host - The host name.
inbound.cxf.rm.port - The port to listen to.

inbound.cxf.rm.config-file - The path to the CXF Spring configuration file.
enableSSL - Set to  if SSL is enabled in the CXF Spring configuration file.true

WebSocket Inbound Protocol

The ESB profile of WSO2 Enterprise Integrator (WSO2 EI) WebSocket protocol implementation is based on the  , and allows full-duplexWebSocket protocol
message mediation.

Following is a sample WebSocket inbound endpoint configuration:

Note
When configuring a SSL enabled cxf_ws_rm inbound endpoint, the  parameter should be set to the sameinbound.cxf.rm.port
value as the engine port number specified in the CXF spring configuration file saved in the  directory.<EI_HOME>/conf/cxf

For example, in the above the engine port is 8081. This same port number should be specified as the CXF spring configuration, inbou
 in the cxf_ws_rm inbound endpoint configuration.nd.cxf.rm.port

http://tools.ietf.org/html/rfc6455


WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 1086

<inboundEndpoint name="WebSocketListenerEP" onError="fault"
protocol="ws" sequence="TestIn" suspend="false"
xmlns="http://ws.apache.org/ns/synapse">
  <parameters>
     <parameter name="inbound.ws.port">9091</parameter>
     <parameter name="ws.outflow.dispatch.sequence">TestOut</parameter>

     <parameter name="ws.client.side.broadcast.level">0</parameter>
     <parameter
name="ws.outflow.dispatch.fault.sequence">fault</parameter>
  </parameters> 
</inboundEndpoint>

WebSocket inbound endpoint parameters

Parameter Description Required

inbound.ws.port The netty listener port on which the WebSocket inbound
listens.

Yes

ws.client.side.broadcast.
level 

The client broadcast level that defines how WebSocket
frames are broadcasted from the WebSocket inbound
endpoint to the client. Broadcast happens based on the
subscriber path client connected to the WebSocket
inbound endpoint. The three possible levels are as
follows:
0 - Only a unique client can receive the frame from a
WebSocket inbound endpoint.
1 - All the clients connected with the same subscriber
path receives the WebSocket frame.
2 - All the clients connected with the same subscriber
path, except the one who publishes the frame to the

 receives the WebSocket frame.inbound,

Yes

ws.outflow.dispatch.seque
nce

The sequence for the back-end to client mediation. Yes

ws.outflow.dispatch.fault
.sequence

The fault sequence for the back-end to client mediation
path.

Yes

ws.boss.thread.pool.size The size of the netty boss pool. No

ws.worker.thread.pool.siz
e

The size of the worker thread pool. No

ws.subprotocol.handler.cl
ass

Specify one or more custom subprotocol handler
classes that are required. Separate each custom

 using a semicolon.subprotocol handler class

No

ws.default.content.type Specifies the content type of the Web Socket frames
that are received from the inbound endpoint.

No

ws.shutdown.status.code Specifies the status code of the closed web socket
frame sent when the inbound endpoint is closed.

No

ws.shutdown.status.messag
e

Specifies the status message of the closed web socket
frame when the inbound endpoint is closed.

No

ws.pipeline.handler.class The fully qualified class name of a pipeline handler class
that you implemented.

No

Secure WebSocket Inbound Protocol

The secure WebSocket inbound protocol implementation is based on the  , and allows full-duplex, secure message mediation.WebSocket protocol

Following is a sample secure WebSocket inbound endpoint configuration:

http://tools.ietf.org/html/rfc6455
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<inboundEndpoint name="SecureWebSocketEP" onError="fault"
protocol="wss" sequence="TestIn" suspend="false"
xmlns="http://ws.apache.org/ns/synapse">
  <parameters>
     <parameter name="inbound.ws.port">9091</parameter>
     <parameter name="ws.client.side.broadcast.level">0</parameter>
     <parameter name="ws.outflow.dispatch.sequence">TestOut</parameter>
     <parameter
name="ws.outflow.dispatch.fault.sequence">fault</parameter>
     <parameter
name="wss.ssl.key.store.file">repository/resources/security/wso2carbon.
jks</parameter>
     <parameter name="wss.ssl.key.store.pass">wso2carbon</parameter>
     <parameter
name="wss.ssl.trust.store.file">repository/resources/security/client-tr
uststore.jks</parameter>
     <parameter name="wss.ssl.trust.store.pass">wso2carbon</parameter>
     <parameter name="wss.ssl.cert.pass">wso2</parameter>
   </parameters>
</inboundEndpoint>

WebSocket inbound endpoint parameters

Parameter Description Required

inbound.ws.port The netty listener port on which the WebSocket inbound
listens.

Yes

ws.client.side.broadcast.
level 

The client broadcast level that defines how WebSocket
frames are broadcasted from the WebSocket inbound
endpoint to the client. Broadcast happens based on the
subscriber path client connected to the WebSocket
inbound endpoint. The three possible levels are as
follows:
0 - Only a unique client can receive the frame from a
WebSocket inbound endpoint.
1 - All the clients connected with the same subscriber
path receives the WebSocket frame.
2 - All the clients connected with the same subscriber
path, except the one who publishes the frame to the

 receives the WebSocket frame.inbound,

Yes

ws.outflow.dispatch.seque
nce

The sequence for the back-end to client mediation. Yes

ws.outflow.dispatch.fault
.sequence

The fault sequence for the back-end to client mediation
path.

Yes

wss.ssl.key.store.file The keystore location where keys are stored. Yes

wss.ssl.key.store.pass The password to access the keystore file. Yes

wss.ssl.trust.store.file The truststore location where keys are stored. Yes

wss.ssl.trust.store.pass The password to access the truststore file. Yes

wss.ssl.cert.pass The SSL certificate password. Yes

ws.boss.thread.pool.size The size of the netty boss pool. No

ws.worker.thread.pool.siz
e

The size of the worker thread pool. No

ws.subprotocol.handler.cl
ass

Specify one or more custom subprotocol handler
classes that are required. Separate each custom
subprotocol handler class using a semicolon.

No

ws.default.content.type Specifies the content type of the Web Socket frames
that are received from the inbound endpoint.

No
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ws.shutdown.status.code Specifies the status code of the closed web socket
frame sent when the inbound endpoint is closed.

No

ws.shutdown.status.messag
e

tatus message of the closed web socketSpecifies the s
frame when the inbound endpoint is closed.

No

ws.pipeline.handler.class The fully qualified class name of a pipeline handler class
that you implemented.

No

wss.ssl.protocols Enables the SSL protocol for the particular WebSocket
inbound endpoint. Default value is "TLS". You can
change it to a TLS version(s), which is/are enabled with
the SSL protocol (i.e., TLSv1,TLSv1.1,TLSv1.2). E.g., <
parameter
name="wss.ssl.protocols">TLSv1.1,TLSv1.2<
/parameter>

No

wss.ssl.cipher.suites Enables the specified Cipher Suites for the particular
WebSocket inbound endpoint. For example,

<parameter name="wss.ssl.cipher.suites">
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256,
TLS_DHE_RSA_WITH_AES_128_CBC_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA,
TLS_DHE_RSA_WITH_AES_128_CBC_SHA
</parameter>

No

WebSocket to WebSocket Integration using Subprotocols

If you need to read and transform the content of WebSocket frames, the information in incoming WebSocket frames is not sufficient because the
WebSocket protocol does not specify any information about the content-type of frames that flow through WebSocket channels. Hence, the ESB Profile of
WSO2 Enterprise Integrator (WSO2 EI) supports a WebSocket subprotocol extension to determine the content type of WebSocket frames.

The  of the ESB Profile supports the following Synapse subprotocols by default:WebSocket inbound endpoint

synapse(contentType='application/json')
synapse(contentType='application/xml')
synapse(contentType='text/xml')

Now let's look at a sample scenario that demonstrates WebSocket to WebSocket integration using subprotocols to support content handling.

This scenario includes the following sections:

Introduction
Prerequisites
Configuring the sample scenario
Executing the sample scenario
Analyzing the output

Introduction

Let's say you need to send messages between two WebSocket based systems using the ESB Profile of WSO2 EI as a WebSocket gateway that facilitates
the messaging. Let's also assume that you need to read and transform the content of WebSocket frames that are sent and received.

The following should take place in this scenario:

The WebSocket Client sends WebSocket frames to the ESB Profile of WSO2 EI.
When the initial handshake happens between the WebSocket client and the WebSocket inbound endpoint of the ESB Profile, the WebSocket
client sends a  header that specifies the content type of the WebSocket frame. In this sample it is Sec-WebSockets-Protocol synapse(conte

.ntType='application/json')
The WebSocket inbound endpoint of the ESB Profile determines the content-type of the incoming WebSocket frame using the subprotocol.
Once the handshake is complete, the WebSocket inbound endpoint builds all the subsequent WebSocket frames based on the content-type
specified during the initial handshake.
The ESB Profile of WSO2 EI sends the transformed message in the form of WebSocket frames.

If necessary, you can use the  to perform data transformation inside the ESB message flow. For example, you can perform JSON todata mapper 
JSON transformation. To do this, you have to explicitly apply the required data mapping logic for all WebSocket frames.

https://docs.wso2.com/display/ESB500/Data+Mapper+Mediator
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Prerequisites

Start the ESB Profile of WSO2 EI. For information on how to start the ESB Profile of WSO2 Enterprise Integrator, see  .Running the Product
Download the  .sample netty artifacts
Open a terminal, navigate to the location where you saved the netty artifacts, and execute the following command to start the WebSocket server
on port 8082:

java -cp netty-example-4.0.30.Final.jar:lib/*:.
io.netty.example.http.websocketx.server.WebSocketServer

Configuring the sample scenario

Create the sequence for client to back-end mediation as follows:

<sequence name="dispatchSeq" xmlns="http://ws.apache.org/ns/synapse">
    <property name="OUT_ONLY" value="true"/>
    <property name="websocket.accept.contenType" scope="axis2"
value="application/json"/>
    <log level="full">
        <property name="LOGGED_MESSAGE" value="LOGGED"/>
    </log>
    <send>
        <endpoint>
            <address uri="ws://localhost:8082/websocket"/>
        </endpoint>
    </send>
</sequence>

Create the sequence for back-end to client mediation as follows:

<sequence name="outDispatchSeq" trace="enable"
xmlns="http://ws.apache.org/ns/synapse">
 <log level="full"/>
    <respond/>
</sequence>

Configure the WebSocket inbound endpoint in the ESB Profile of WSO2 EI as follows to use the created sequences and listen on port 9091:

Specify the   property to inform the WebSocket sender to build the frames with the specified contentwebsocket.accept.contenType
type, and to include the same subprotocol header that was used to determine the content of the WebSocket frames. In this case it is
JSON. 

https://docs.wso2.com/display/ESB500/Running+the+Product
https://github.com/wso2-docs/ESB/tree/master/ESB-Artifacts/Netty_artifacts_for_WebSocket_samples
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<inboundEndpoint name="test" onError="fault" protocol="ws"
    sequence="dispatchSeq" suspend="false">
    <parameters>
        <parameter name="inbound.ws.port">9091</parameter>
        <parameter
name="ws.outflow.dispatch.sequence">outDispatchSeq</parameter>
        <parameter name="ws.client.side.broadcast.level">0</parameter>
        <parameter
name="ws.outflow.dispatch.fault.sequence">fault</parameter>
    </parameters>
</inboundEndpoint>

Executing the sample scenario

Open a terminal, navigate to the location where you saved the netty artifacts, and execute the following command to start the WebSocket client:

java -DsubProtocol="synapse(contentType='application/json')
-DclientPort=9091 -cp
netty-example-4.0.30.Final.jar:lib/*:.io.netty.example.http.websocketx.
client.WebSocketClient

You will see the following message on the client terminal:

WebSocket Client connected!

Send the following sample JSON payload from the client terminal:

("sample message":"test"}

Analyzing the output

When you send a sample JSON payload from the client, you will see that a connection from the WebSocket client to the ESB Profile of WSO2 EI is
established, and that the ESB Profile of WSO2 EI receives the message. Following is the log that you will see:

This shows that the sequences are executed by the WebSocket inbound endpoint.

You will also see that the message sent to the WebSocket server is transformed, and that the response injected to the out sequence is also transformed.

Following is the server log that you will see:
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Following is the client log that you will see:

Polling Inbound Endpoints

A polling inbound endpoint polls periodically for data and when data is available the data is injected to a given sequence. For example,  the JMS inbound
endpoint checks the JMS queue periodically for messages and when a message is available that message is injected to a specified sequence. Polling
inbound endpoints support one way operations and are asynchronous.

Common polling inbound endpoint parameters

The following parameters are common to all polling inbound endpoints:

Parameter Name Description Required Possible Values Default Value

interval The polling interval for the
inbound endpoint to
execute each cycle. This
value is set in milliseconds.

No A positive integer -

coordination This parameter only
applicable in a cluster
environment. In a cluster
environment an inbound
endpoint will only be
executed in worker nodes.
If set to  true in a cluster
setup, this will run the
inbound only in a single
worker node. Once the
running worker is down the
inbound starts on another
available worker in the
cluster.

No true or false true

See the following topics for detailed information on each polling inbound endpoint available with the ESB profile of WSO2 EI: 

File Inbound Protocol
JMS Inbound Protocol
Kafka Inbound Protocol

For information on how to create a custom inbound endpoint by extending the polling inbound endpoint behaviour, see Creating a custom polling inbound
.endpoint

File Inbound Protocol

https://docs.wso2.com/display/EI650/Custom+Inbound+Endpoint#CustomInboundEndpoint-CustomPolling
https://docs.wso2.com/display/EI650/Custom+Inbound+Endpoint#CustomInboundEndpoint-CustomPolling


WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 1092

The file inbound protocol is a multi-tenant capable alternative to the VFS transport. The file inbound protocol uses the  to process files in aVFS transport
specified source directory. After processing the files, it moves them to a specified location or deletes them. Note that files cannot remain in the source
directory after processing or they will be processed again, so if you need to maintain these files or keep track of the files that are processed, specify the
option to move them instead of deleting them after processing. 
Security

The file inbound protocol supports the   with  . The configuration is identical to other protocols. The onlyFTPS protocol Secure Sockets Layer (SSL)
difference is the URL prefixes and parameters.  For more information, see .VFS URL parameters
Failure tracking

To track failures in file processing that can occur when a resource becomes unavailable, the VFS transport creates and maintains a failed records file. This
text file contains a list of files that failed to processed. When a failure occurs, an entry with the failed file name and timestamp is logged in the text file.
When the next polling iteration occurs, the VFS transport checks each file against the failed records file, and if a file is listed as a failed record, it will skip
processing and schedule a move task to move that file.

<inboundEndpoint xmlns="http://ws.apache.org/ns/synapse" 
     name="file" sequence="request" 
     onError="fault" 
     protocol="file" 
     suspend="false">
   <parameters>
      <parameter name="interval">1000</parameter>
      <parameter name="sequential">true</parameter> 
      <parameter name="coordination">true</parameter> 
      <parameter
name="transport.vfs.ActionAfterProcess">MOVE</parameter>
      <parameter
name="transport.vfs.MoveAfterProcess">file:///home/user/test/out</param
eter>
      <parameter
name="transport.vfs.FileURI">file:///home/user/test/in</parameter>
      <parameter
name="transport.vfs.MoveAfterFailure">file:///home/user/test/failed</pa
rameter>
      <parameter
name="transport.vfs.FileNamePattern">.*.txt</parameter>
      <parameter
name="transport.vfs.ContentType">text/plain</parameter>
      <parameter
name="transport.vfs.ActionAfterFailure">MOVE</parameter>
   </parameters>
</inboundEndpoint>

VFS service-level parameters

The VFS transport does not have any global parameters to be configured. Rather, it has a set of service-level parameters that must be specified for each
proxy service that uses the VFS transport. For information on how to configure the file inbound protocol for FTP, SFTP and FILE connections, see Configuri
ng File Inbound Protocol for FTP, SFTP and FILE Connections.

Parameter Description Required Possible Values Default Value

interval The time duration in
milliseconds between two
file scans that checks for
updates.

Yes

sequential Files will be processed
sequentially when this
parameter is set to true.

Yes true

coordination This should be true for
clustered deployments in
order to prevent two nodes
from retrieving the same
file.

Yes true

https://docs.wso2.com/display/EI650/VFS+Transport#VFSTransport-URLparams
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transport.vfs. FileURI The URI of the location of
your files. This should be
the source location of the
files (if you are configuring
the ESB to read files) or
the destination of the files (
if you are configuring the
ESB to send files). You
can specify
connection-level
parameters on the URL
(see VFS URL parameters
).

When you need to access
the absolute path of the
URL, you can define the
URL with sftpPathFrom

 as shown below. Root Als
o, note that transport.vfs.A
voidPermissionCheck is a
mandatory parameter for
this URL when FTPS is
used.

<parameter name="transport.vfs.FileURI">sftp://[ username[: password]@]
hostname[: port][
absolute-path]?sftpPathFromRoot=true;transport.vfs.AvoidPermissionCheck
=true</parameter>

Yes A valid file URI in the
following form: 
file://<path>

transport.vfs. ContentType Content type of the files
processed by the
transport. To specify the
encoding when reading a
file, follow the content type
with a semi-colon and the
character set. For
example:
<parameter name="tra
nsport.vfs.ContentTy
pe“>text/plain;chars
et=UTF-32</parameter
>
When writing a file, you
can set a different
encoding with the CHARAC

 propTER_SET_ENCODING
erty:
<property name="CHAR
ACTER_SET_ENCODING" 
value="UTF-8" scope=
"axis2" type="STRING
"/>

Yes A valid content type for the
files (e.g., ).text/xml
You can specify the
encoding after the content
type, such as: text/plai
n;charset=UTF-32

transport.vfs. FileNamePat
tern

If the VFS listener should
process only a subset of
the files available at the
specified file URI location,
use this parameter to
select those files by name
using a regular expression.

No A regular expression to
select files by name (e.g., 

)*\.xml

t  ransport.vfs. ActionAfter
Process

Whether to move or delete
the files after the transport
has processed them.

No MOVE or DELETE DELETE

transport.vfs. ActionAfter
Failure

Whether to move or delete
the files if a failure occurs.

No MOVE or DELETE DELETE

https://docs.wso2.com/display/EI650/VFS+Transport#VFSTransport-VFSURLparameters
https://docs.wso2.com/display/EI650/VFS+Transport#VFSTransport-avoid_permissions
https://docs.wso2.com/display/EI650/VFS+Transport#VFSTransport-avoid_permissions
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transport.vfs. MoveAfterPr
ocess

Where to move the files
after processing if the
value specified as transp
ort.vfs.ActionAfterP

 rocess is MOVE .

Yes, if 
ActionAfterProcess 
is MOVE

A valid file URI

transport.vfs. MoveAfterFa
ilure

Where to move the files
after processing if the
value specified as transp
ort.vfs.ActionAfterF

 ailure is MOVE .

Yes, if 
ActionAfterFailure 
is MOVE

A valid file URI

transport.vfs. ReplyFileUR
I

The location where reply
files should be written by
the transport.

No A valid file URI

transport.vfs. ReplyFileNa
me

The name for reply files
written by the transport.

No A valid file name response.xml

transport.vfs. MoveTimesta
mpFormat

The pattern/format of the
timestamp added to file
names as prefixes when
moving files.

No A valid timestamp pattern 
(e.g., yyyy-MM-dd'T'HH

):mm:ss.SSSZ 

transport.vfs. Streaming Whether files should be
transferred in streaming
mode, which is useful
when transferring large
files.

No true or false false

transport.vfs. ReconnectTi
meout

Reconnect timeout value in
seconds to be used in
case of an error when
transferring files.

No A positive integer 30 sec

transport.vfs. MaxRetryCou
nt

Maximum number of retry
attempts in case of errors.

No A positive integer 3

transport.vfs. MoveAfterFa
iledMove

The location to move a
failed file.

No A valid file URI

transport.vfs. FailedRecor
dsFileName

The name of the file that
maintains the list of failed
files.

No A valid file name vfs-move-failed-reco
rds. 
properties

transport.vfs. FailedRecor
 dsFile Destination

The location to store the
failed records file.

No A folder URI repository/conf/

transport.vfs. MoveFailedR
 ecord TimestampFormat

The time stamp format for
entries in the failed records
file. The failed records file 
maintains the name of the
file that failed and the
timestamp of its failure.

No A valid timestamp pattern 
(e.g., yyyy-MM-dd'T'HH

):  mm:ss.SSSZ

dd-MM-yyyy HH:mm:ss

transport.vfs. FailedRecor
 dNext RetryDuration

The time in milliseconds to
wait before retrying the
move task.

No A positive integer 3000 milliseconds

transport.vfs.Locking By default, file locking is
enabled in the VFS
transport. This parameter
lets you configure the
locking behavior on a per
service basis. You can
also disable locking
globally by specifying the
parameter at the receiver
level and selectively
enabling locking only for a
set of services.

No enable or disable enable

http://docs.oracle.com/javase/7/docs/api/java/text/SimpleDateFormat.html
http://docs.oracle.com/javase/7/docs/api/java/text/SimpleDateFormat.html
http://mmss.SSSZ
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transport.vfs. FileProcess
Count

This parameter allows you
to throttle the VFS listener
by processing files in
batches. Specify the
number of files you want to
process in each batch. If
you specify a value for this

No A positive integer, such as
10

N/A

transport.vfs. FileProcess
Interval

The interval in milliseconds
between file processing
batches.

No A positive integer, such as
1000

N/A

transport.vfs.Distributed
Lock

This applies only in cluster
deployments. Set to  itrue
f you need to avoid
multiple servers trying to
process the same file
simultaneously.

No true or false N/A

transport.vfs.Distributed
Timeout

The timeout period in
seconds for the distributed
lock.

No A positive integer, such as
10

N/A

transport.vfs.AutoLockRel
ease

Set to true if you need to
release locking in order to
avoid files not being
processed due to faulty
locking. This works
together with the transpo
rt.vfs.AutoLockRelea

 and seInterval transp
ort.vfs.LockReleaseS

 parameters.ameNode

No true or false N/A

transport.vfs.AutoLockRel
easeInterval

Lock release interval in
milliseconds.

No A positive integer, such as
1000

N/A

transport.vfs.LockRelease
SameNode

Set to  if you need totrue
release the locks only
accrued by the same
worker node. 
If this is set to ,false
locks accrued by other
nodes will be released
according to the value
specified in transport.v
fs.AutoLockReleaseIn

. terval

No true or false true

transport.vfs.FileSortAtt
ribute

The attribute by which the
files should be sorted and
processed.

No NONE, Name, Size and
Lastmodifiedtimestamp

N/A

transport.vfs.FileSortAss
cending

The sort order to sort and
process the files. If set to t

 rue files will be sorted in
ascending order based on

attribute you specify in the 
transport.vfs.FileSo
rtAttribute.

No true or false true

transport.vfs.CreateFolde
r

Set to  to create atrue
folder if a folder does not
exist when moving files.

No true or false false

transport.vfs.SubFolderTi
mestampFormat

The pattern/format of the
timestamps added to the
folder structure when
moving files. You need to
set transport.vfs.Cre

 to  to inateFolder true
order to specify a value for
this parameter.

No A valid   timestamp pattern 
(e.g., yyyy-MM-dd'T'HH

):  mm:ss.SSSZ

N/A

http://docs.oracle.com/javase/7/docs/api/java/text/SimpleDateFormat.html
http://mmss.sssz/
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transport.vfs.Build Set to  if you need totrue
build the content inside the
file before injecting the file
to the mediation engine. If
there is a build error, the
file will not be injected to
the mediation engine.

No true or false false

Samples

For a sample that demonstrates how to use the file system as an input medium via the inbound file listener, see  Sample 900: Inbound Endpoint File
.Protocol Sample (VFS)

Configuring File Inbound Protocol for FTP, SFTP and FILE Connections

The following section describes how to configure the file inbound protocol for FTP, SFTP and FILE connections.

To configure the file inbound protocol for FTP connections, you should specify the URL as ftp://{username}:{password}@{hostname/ip_
address}/{source_filepath}

ftp://admin:pass@localhost/orders

To configure the file inbound protocol for SFTP connections, you should specify the URL as sftp://{username}:{password}@{hostname/i
p_address}/{source_filepath}

sftp://admin:pass@localhost/orders

To configure the file inbound protocol for FILE connections, you should specify the URL as file://{local_file_system_path}

file:///home/user/test/in

Configuring a Proxy Server over FTP and SFTP Connections

Proxy server specific parameters can be set as URL query parameters. For example, to use Proxy over FTP, you could specify the URL as follows:

ftp://username:password@127.0.0.1/home/wso2/res?proxyServer=127.0.0.1&p
roxyPort=3128&proxyUsername=proxyuser&proxyPassword=proxyPass&timeout=2
500&retryCount=3

Following are the URL parameters you can set:

Note
If you specify the  parameter you do not need to specify the transport.vfs.FileProcessCount transport.vfs.FileProcessInterva

 parameter in a configuration, and vice versa. This is because the  l transport.vfs.FileProcessCount parameter and the transport.vf
 s.FileProcessInterval parameter cannot be used at the same time.

If the password contains special characters, these characters will need to be replaced with their hexadecimal representation.

https://docs.wso2.com/pages/viewpage.action?pageId=85377137
https://docs.wso2.com/pages/viewpage.action?pageId=85377137
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Parameter Description Possible Values Default Value

proxyServer The IP address of the proxy server. 127.0.0.1 false

proxyPort The port number on which the proxy
server is listening for requests.

1328 false

proxyType The proxy server type. This can
either be  or .HTTP SOCKS

HTTP or SOCKS HTTP

proxyUsername The user name of the proxy server. false

proxyPassword The password of the proxy server. false

timeout The connection timeout in
milliseconds.

1000 5000

retryCount The number of retry attempts in case
of a connection timeout.

3 5

JMS Inbound Protocol

The JMS inbound protocol is a multi-tenant capable alternative to the JMS transport. The JMS inbound protocol implementation requires an active JMS
server instance to be able to receive messages, and you need to place the client JARs for your JMS server in the ESB profile classpath.

This section provides information on using the Broker Profile of WSO2 EI or Apache ActiveMQ as the JMS server, but other implementations such as
Apache Qpid and Tibco are also supported.

To configure the JMS inbound protocol with the Broker profile, see .Configuring the JMS Inbound Protocol with the Broker Profile
To configure the JMS inbound protocol with ActiveMQ, see .Configuring the JMS Inbound Protocol with ActiveMQ

Configuration parameters for a JMS inbound endpoint are XML fragments that represent JMS connection factories.

Following is a sample JMS inbound endpoint configuration:

Note
In a configuration, if the
proxy server type is not
specified or an unknown
proxy server type is
specified, the proxyType
will be considered as HTT

 P .
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<inboundEndpoint xmlns="http://ws.apache.org/ns/synapse" 
                 name="jms" sequence="request" 
     onError="fault" 
     protocol="jms" 
     suspend="false">
      <parameters>
         <parameter name="interval">1000</parameter>
         <parameter name="coordination">true</parameter> 
         <parameter
name="transport.jms.Destination">ordersQueue</parameter>
         <parameter name="transport.jms.CacheLevel">3</parameter>
         <parameter
name="transport.jms.ConnectionFactoryJNDIName">QueueConnectionFactory</
parameter>
         <parameter name="sequential">true</parameter>
         <parameter
name="java.naming.factory.initial">org.apache.activemq.jndi.ActiveMQIni
tialContextFactory</parameter>
         <parameter
name="java.naming.provider.url">tcp://localhost:61616</parameter>
         <parameter
name="transport.jms.SessionAcknowledgement">AUTO_ACKNOWLEDGE</parameter
>
         <parameter
name="transport.jms.ConnectionFactoryType">queue</parameter>
      </parameters>
   </inboundEndpoint>

The parameters  and  are common to all polling inbound endpoints. For descriptions of these parameters, see interval coordination Common polling
.inbound endpoint parameters

JMS inbound endpoint parameters

Parameter Name Description Required Possible Values Default Value

java.naming.factory.initi
al

The JNDI initial context
factory class. The class
must implement the java.
naming.spi.InitialCo

 interface.ntextFactory

Yes A valid class name -

java.naming.provider.url The URL of the JNDI
provider.

Yes A valid URL -

transport.jms.ConnectionF
actoryJNDIName

The JNDI name of the
connection factory.

Yes - -

sequential Whether the messages
need to be polled and
injected sequentially or
not.

Yes true, false true

transport.jms.ConnectionF
actoryType

The type of the connection
factory.

No queue, topic queue

transport.jms.Destination The JNDI name of the
destination.

No - The defaults value is the
service name.

transport.jms.SessionAckn
owledgement

The JMS session
acknowledgment mode.

No AUTO_ACKNOWLEDGE, CLI
, ENT_ACKNOWLEDGE DUPS
, _OK_ACKNOWLEDGE SESS

ION_TRANSACTED

AUTO_ACKNOWLEDGE

https://docs.wso2.com/display/EI650/Polling+Inbound+Endpoints#PollingInboundEndpoints-CommonPolling
https://docs.wso2.com/display/EI650/Polling+Inbound+Endpoints#PollingInboundEndpoints-CommonPolling
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transport.jms.CacheLevel The JMS resource cache
level.

No none connection0- , 1-
session,, 2-

3-consumer

0

transport.jms.UserName The JMS connection
username.

No - -

transport.jms.Password The JMS connection
password.

No - -

transport.jms.JMSSpecVers
ion

The JMS API version. No 1.0.2b, 1.1, 2.0 1.1

transport.jms.Subscriptio
nDurable

Whether the connection
factory is subscription
durable or not.

No true, false false

transport.jms.DurableSubs
criberClientID

The  parameterClientId
when using durable
subscriptions.

Required if the value
specified as transport.
jms.SubscriptionDura

 is .ble true

- -

transport.jms.DurableSubs
criberName

The name of the durable
subscriber.

Required if the value
specified as transport.
jms.SubscriptionDura

 is .ble true

- -

transport.jms.MessageSele
ctor

Message selector
implementation.

No -

transport.jms.ReceiveTime
out

The time to wait for a JMS
message during polling. 
Set this parameter value to
a negative integer to wait
indefinitely. Set it to zero to
prevent waiting.

No The number of
milliseconds to wait.

1

transport.jms.ContentType How the inbound listener
should determine the
content type of received
messages. Priority is
always given to the JMS
message type.

No A simple string value, in
which case the transport
listener assumes that the
received messages always
have the specified content
type, or a set of rules. For
more information, see http:
//axis.apache.org/axis2/jav
a/transports/jms.html#Serv

.ice_configuration

-

transport.jms.ContentType
Property

Get the content type from
message property.

No contentType -

transport.jms.ReplyDestin
ation

The destination that the
response generated by the
back-end service is stored.

No - ReplyTo from the message

transport.jms.PubSubNoLoc
al

Whether messages should
be published via the same
connection that they were
received.

No true, false false

transport.jms.SharedSubsc
ription

If set to true, messages will
be forwarded to only one
of the consumers and
consumers will share the
messages that are
published to the topic.

No true, false false

To subscribe to
topics, set the
value of trans
port.jms.Cac
heLevel to 3.

http://axis.apache.org/axis2/java/transports/jms.html#Service_configuration
http://axis.apache.org/axis2/java/transports/jms.html#Service_configuration
http://axis.apache.org/axis2/java/transports/jms.html#Service_configuration
http://axis.apache.org/axis2/java/transports/jms.html#Service_configuration
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1.  
2.  

3.  

pinnedServers List of synapse server
names separated by
commas or spaces where
this inbound endpoint
should be deployed. If
there is no pinned server
list, the inbound endpoint
configuration will be
deployed in all server
instances.

No List of valid synapse server
names

-

transport.jms.ConcurrentC
onsumers

Number of concurrent
threads to be started to
consume messages when
polling.

No Any positive integer.
For topics this must always
be 1.

1

transport.jms.retry.durat
ion

The retry interval to
reconnect to the JMS
server.

No Retry interval in
miliseconds.

-

transport.jms.RetriesBefo
reSuspension

The number of consecutive
mediation failures after
which polling should be
suspended.

No Specify any positive
numerical value based on
your requirement. Polling
will be suspended when
the mediation failure count
reaches the specified
value. 

-

transport.jms.PollingSusp
ensionPeriod

The period of time that
polling is to be suspended
when the transport.jm
s.RetriesBeforeSuspe

 parameter is set.nsion

No Specify a required time
period in milliseconds.

60000

Samples

For a sample that demonstrates how one way message bridging from   to HTTP can be done using the JMS inbound endpoint, seeJMS  Sample 901:
.Inbound Endpoint JMS Protocol Sample

Configuring the JMS Inbound Protocol with the Broker Profile

This section describes how to configure the JMS inbound protocol with the Broker profile of WSO2 Enterprise Integrator (WSO2 EI).

If you have not already done so, see   for details on installing WSO2 EI.Installing the Product
Open a command line terminal and start the broker profile that is shipped with your WSO2 EI distribution by running one of the following startup
scripts from the   directory:<EI_HOME>/wso2/broker/bin

On Linux/Mac OS:  sh wso2server.sh
On Windows:  wso2server.bat --run

Configure the JMS inbound listener. Following is a sample JMS inbound listener configuration:

https://docs.wso2.com/display/ESB500/Sample+901%3A+Inbound+Endpoint+JMS+Protocol+Sample
https://docs.wso2.com/display/ESB500/Sample+901%3A+Inbound+Endpoint+JMS+Protocol+Sample
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3.  

4.  
a.  
b.  
c.  

5.  
6.  

<inboundEndpoint xmlns="http://ws.apache.org/ns/synapse"
                 name="jms_inbound"
                 sequence="request"
                 onError="fault"
                 protocol="jms"
                 suspend="false">
   <parameters>
      <parameter name="interval">1000</parameter>
      <parameter name="sequential">true</parameter>
      <parameter name="coordination">true</parameter>
      <parameter
name="java.naming.factory.initial">org.wso2.andes.jndi.PropertiesFileIn
itialContextFactory</parameter>
      <parameter
name="java.naming.provider.url">conf/jndi.properties</parameter>
      <parameter
name="transport.jms.ConnectionFactoryJNDIName">QueueConnectionFactory</
parameter>
      <parameter
name="transport.jms.ConnectionFactoryType">queue</parameter>
      <parameter name="transport.jms.Destination">JMSMS</parameter>
      <parameter
name="transport.jms.SessionTransacted">false</parameter>
      <parameter
name="transport.jms.SessionAcknowledgement">AUTO_ACKNOWLEDGE</parameter
>
      <parameter name="transport.jms.CacheLevel">1</parameter>
      <parameter
name="transport.jms.SubscriptionDurable">false</parameter>
      <parameter
name="transport.jms.SharedSubscription">false</parameter>
   </parameters>
</inboundEndpoint>

Open   file and make a reference to the running EI-Broker runtime as specified below: <EI_HOME>/conf/jndi.properties
Use   as the virtual host.carbon
Define a queue named  .JMSMS
Comment out the topic, since it is not required in this scenario. However, in order to avoid getting the javax.naming.NameNotFoundE

 exception during server startup, make a reference to the Broker profile from the xception:TopicConnectionFactory TopicConne
 as well. ctionFactory

For example:

# register some connection factories
# connectionfactory.[jndiname] = [ConnectionURL]
connectionfactory.QueueConnectionFactory =
amqp://admin:admin@clientID/carbon?brokerlist='tcp://localhost:5675'
connectionfactory.TopicConnectionFactory =
amqp://admin:admin@clientID/carbon?brokerlist='tcp://localhost:5675'
# register some queues in JNDI using the form
# queue.[jndiName] = [physicalName]
queue.JMSMS=JMSMS
queue.StockQuotesQueue = StockQuotesQueue

Ensure that Broker profile is running, and then open a command prompt (or a shell in Linux) and go to the   directory.<EI_HOME>/bin
Start the Integration runtime server by executing 

 (on Linux/OS X)    sh integrator.sh -Dqpid.dest_syntax=BURL or 

For more information on the JMS configuration parameters used in the code segments above, see JMS Connection Factory
.Parameters

https://docs.wso2.com/display/EI650/JMS+Transport#JMSTransport-ConnectionFactoryParams
https://docs.wso2.com/display/EI650/JMS+Transport#JMSTransport-ConnectionFactoryParams
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6.  

1.  
2.  

3.  

4.  

 (on Windows).integrator.bat -Dqpid.dest_syntax=BURL

Now you have an instance of Broker profile and a WSO2 EI inbound endpoint configured, up and running.

Configuring the JMS Inbound Protocol with ActiveMQ

This section describes how to configure the JMS inbound protocol with ActiveMQ.

Configuring with ActiveMQ
Configuring the JMS inbound listener
Setting up delayed delivery

Setting up delayed delivery for topics
Setting up delayed delivery for subscribers
Enforcing a delay per message

Configuring with ActiveMQ

Follow the instructions below to set up and configure Apache ActiveMQ as the JMS server:

Download and set up Apache ActiveMQ. For more information, see the   .ActiveMQ getting started guide
Set up WSO2 EI. For information on getting the WSO2 EI set up, see .Installation Guide

Copy the following client libraries from the  directory to the directory. <AMQ_HOME>/lib <EI_HOME>/lib 

ActiveMQ 5.8.0 and above 
activemq-broker-5.8.0.jar
activemq-client-5.8.0.jar 
geronimo-jms_1.1_spec-1.1.1.jar
geronimo-j2ee-management_1.1_spec-1.0.1.jar
hawtbuf-1.9.jar   

Earlier version of ActiveMQ
activemq-core-5.5.1.jar
geronimo-j2ee-management_1.0_spec-1.0.jar
geronimo-jms_1.1_spec-1.1.1.jar

Next,  configure the inbound listener in the ESB.
Configuring the JMS inbound listener

Following is a sample JMS inbound listener configuration:

Note
ActiveMQ should be up and running before starting WSO2 EI.

http://activemq.apache.org/getting-started.html
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<inboundEndpoint xmlns="http://ws.apache.org/ns/synapse" name="jms"
sequence="request" onError="fault" protocol="jms" suspend="false">
      <parameters>
         <parameter name="interval">1000</parameter>
         <parameter
name="transport.jms.Destination">ordersQueue</parameter>
         <parameter name="transport.jms.CacheLevel">1</parameter>
         <parameter
name="transport.jms.ConnectionFactoryJNDIName">QueueConnectionFactory</
parameter>
         <parameter name="sequential">true</parameter>
         <parameter
name="java.naming.factory.initial">org.apache.activemq.jndi.ActiveMQIni
tialContextFactory</parameter>
         <parameter
name="java.naming.provider.url">tcp://localhost:61616</parameter>
         <parameter
name="transport.jms.SessionAcknowledgement">AUTO_ACKNOWLEDGE</parameter
>
         <parameter
name="transport.jms.SessionTransacted">false</parameter>
         <parameter
name="transport.jms.ConnectionFactoryType">queue</parameter>
      </parameters>
   </inboundEndpoint>

Now you have an instances of ActiveMQ and the inbound endpoint of the ESB profile configured, up and running.    
Setting up delayed delivery

This explains how you can set up delayed delivery in the broker.
Setting up delayed delivery for topics

When a topic has one or more subscriptions and when you need to apply a global delay to all the subscriptions of it, you can set it up in the broker by defini
.ng global policies

Setting up delayed delivery for subscribers

The client who connects can override the  . When configuring the   parameter in the JMSglobal policies you set up for topics java.naming.provider.url
Inbound Endpoint, you can pass the re-delivery policy property as a query String. For a detailed description on the policy properties, go to Apache

.ActiveMQ Documentation

For example, when configuring a Script mediator, if you need to rollback the message four times upon an error with a one second delay, set the java.nam
 property as follows.ing.provider.url

Note

For details on the JMS configuration parameters used in the sample configuration above, see .JMS Connection Factory Parameters

The sample configuration above does not address the problem of transient failures of the ActiveMQ message broker. For example, if we
consider a scenario where the ActiveMQ broker goes down for some reason and comes back up after a while, the ESB profile of WSO2 EI will
not reconnect to ActiveMQ but instead it will throw errors when requests are sent to the ESB profile until it is restarted. 
In order to tackle this issue you need to specify the following as the  parameter valuejava.naming.provider.url .

failover:tcp://localhost:61616

Setting this as the value for the  parameter will make sure that re-connection takes place when ActiveMQ is upjava.naming.provider.url
and running. The failover prefix is associated with the failover transport of ActiveMQ. For more information, see .Failover Transport

http://activemq.apache.org/message-redelivery-and-dlq-handling.html
http://activemq.apache.org/message-redelivery-and-dlq-handling.html
http://activemq.apache.org/message-redelivery-and-dlq-handling.html
http://activemq.apache.org/message-redelivery-and-dlq-handling.html
https://docs.wso2.com/display/EI650/JMS+Transport#JMSTransport-ConnectionFactoryParams
http://activemq.apache.org/failover-transport-reference.html
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Script Mediator configuration

tcp://localhost:61616?jms.redeliveryPolicy.redeliveryDelay=1000&jms.red
eliveryPolicy.maximumRedeliveries=4

The   property specifies the re-delivery delay in milliseconds and the   property defines the number of times theredeliveryDelay maximumRedeliveries
retry should occur. For more information on these properties, go to  .Apache ActiveMQ Documentation

The final Inbound Endpoint configuration with the re-delivery delay and number of times you defined will be as follows:

Inbound Endpoint configuration

<inboundEndpoint name="MARSInboundEP" onError="MARSEPErrorSeq"
        protocol="jms" sequence="ProcessOrderSeq" suspend="false">
        <parameters>
                .......
               <parameter
name="java.naming.provider.url">tcp://localhost:61616?jms.redeliveryPol
icy.redeliveryDelay=1000&amp;jms.redeliveryPolicy.maximumRedeliveries=4
</parameter>
                 ......
        </parameters>
</inboundEndpoint>

Enforcing a delay per message

There are not an out of the box feature available in ActiveMQ to enforce delay per message. The re-delivery policies are defined by the Initial Context
Factory when it establishes the connection and it does not happen on a per message basis.

However, before rolling back, you can enforce a delay using the Script mediator in the error sequence  as follows.

Script Mediator configuration

<script language="js">java.lang.Thread.sleep(10000);</script> 

Then, the sample sequence is as follows.

In ActiveMQ 5.9.0, although the broker properly identifies the re-delivery times, the broker does not delay the messages as expected. Thus, it
will not enforce even the global level delay.

http://activemq.apache.org/redelivery-policy.html
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Sample Sequence configuration

<sequence name="MARSEPErrorSeq"
xmlns="http://ws.apache.org/ns/synapse">
    <log level="full">
        <property expression="get-property('TxBID')" name="TxBID"
xmlns:ns="http://org.apache.synapse/xsd"/>
        <property expression="get-property('MARSGUID')" name="MARSGUID"
xmlns:ns="http://org.apache.synapse/xsd"/>
        <property expression="get-property('AppName')" name="AppName"
xmlns:ns="http://org.apache.synapse/xsd"/>
        <property name="Method" value="MARSEPErrorSeq"/>
    </log>
    <property name="SET_ROLLBACK_ONLY" scope="default" type="STRING"
value="true"/>
    <script
language="js"><![CDATA[java.lang.Thread.sleep(10000);]]></script>
</sequence>

The Script mediator holds the end of the sequence for the defined number of times before it reaches the end. The   operation occurs once therollback()
sequence ends. Hence, this holds onto the rollback operation for a specified period of time. Further, this re-delivers the message only after the specified
duration.

Therefore, in the above example, the   property schedules the message back after 10 seconds.java.lang.Thread.sleep(10000)

Also you can use the filter mediator and switch mediator to do the filtering as shown in the example below, when you need to define re-delivery intervals
based on the message error condition dynamically.

Switch Mediator configuration

<switch source="">
   <case regex="string">
      <script
language="js"><![CDATA[java.lang.Thread.sleep(10000);]]></script>
   </case>
   <default>
      <script
language="js"><![CDATA[java.lang.Thread.sleep(2000);]]></script>
   </default>
</switch>

Kafka Inbound Protocol

Kafka is a distributed, partitioned, replicated commit log service. It provides the functionality of a messaging system. Kafka maintains feeds of messages in
topics. Producers write data to topics and consumers read from topics. For more information on Apache Kafka, go to .Apache Kafka documentation

The kafka inbound endpoint acts as a message consumer. It creates a connection to ZooKeeper and requests messages for a topic, topics or topic filters.

In order to use the kafka inbound endpoint, you need to download and install  . The recommended version is  .Apache Kafka kafka_2.9.2-0.8.1.1

To configure the kafka inbound endpoint, copy the following client libraries from the   directory to the   directory.<KAFKA_HOME>/libs <EI_HOME>/lib

kafka_2.9.2-0.8.1.1.jar
scala-library-2.9.2.jar
zkclient-0.3.jar
zookeeper-3.3.4.jar
metrics-core-2.2.0.jar

There is no grantee that the re-scheduling will occur as soon as the defined time period in the sleep(..) operation ends. Also, it considers the
delay of any re-deliveries. For example, if the re-delivery delay is x seconds and the sleep time is y seconds, then the overall time for the
message to get re-delivered is x+y seconds.

http://kafka.apache.org/documentation.html
http://kafka.apache.org/downloads.html
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Configuration parameters for a kafka inbound endpoint are XML fragments that represent various properties.

Following is a sample high level kafka configuration that can be used to consume messages using the specified topic or topics:

<inboundEndpoint xmlns="http://ws.apache.org/ns/synapse"
                 name="KakfaListenerEP"
                 sequence="requestHandlerSeq"
                 onError="inFaulte"
                 protocol="kafka"
                 suspend="false">
   <parameters>
      <parameter name="interval">100</parameter> 
   <parameter name="coordination">true</parameter>
      <parameter name="sequential">true</parameter>
      <parameter name="zookeeper.connect">localhost:2181</parameter>
   <parameter name="consumer.type">highlevel</parameter>
      <parameter name="content.type">application/xml</parameter>
      <parameter name="topics">test,sampletest</parameter>
      <parameter name="group.id">test-group</parameter>
   </parameters>
</inboundEndpoint>

Kafka inbound endpoint parameters for a high level configuration

Parameter Description Required Possible Values Default Value

zookeeper.connect The host and port of a
ZooKeeper server (hostn

).ame:port

Yes localhost:2181

consumer.type The consumer
configuration type. This
can either be  or simple h

.ighlevel

Yes highlevel, simple

interval The polling interval for the
inbound endpoint to poll
the messages.

Yes

coordination If set to  in a clustertrue
setup, this will run the
inbound only in a single
worker node.

Yes true, false true

sequential The behaviour when
executing the given
sequence.

Yes true, false true

a.  
b.  
c.  

Note
If you are using  or later, you also need to add the   file to the kafka_2.x.x-0.8.2.0 kafka-clients-0.8.x.x.jar <EI_HOME>/l

  directory.ib
If you are using a newer version of ZooKeeper, follow the steps below:

Create a directory named  inside the  directory.conf <EI_HOME>/repository
Create a directory named  inside the  directory.identity <EI_HOME>/repository/conf
Add the  file to the  directory. This is required becausejaas.conf <EI_HOME>/repository/conf/identity
Kerberos authentication is enforced on newer versions of ZooKeeper.

https://docs.wso2.com/download/attachments/119130492/jaas.conf?version=1&modificationDate=1558091429000&api=v2
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topics The category to feed the
messages. A high level
kafka configuration can
have more than one topic.
You can specify multiple
topic names as comma
separated values.

Yes

content.type The content of the
message.

Yes appllication/xml,
application/json

group.id If all the consumer
instances have the same
consumer group, this
works as a traditional
queue balancing the load
over the consumers.

If all the consumer
instances have different
consumer groups, this
works as publish-subscribe
and all messages are
broadcast to all
consumers.

Yes

thread.count The number of threads. No 1

consumer.id The id of the consumer. No null

socket.timeout.ms The socket timeout for
network requests.

No 30 * 1000

socket.receive.buffer.byt
es

The socket receive buffer
for network requests.

No 64 * 1024

fetch.message.max.bytes The number of byes of
messages to attempt to
fetch for each
topic-partition in each fetch
request.

No 1024 * 1024

num.consumer.fetchers The number fetcher
threads used to fetch data.

No 1

auto.commit.enable The committed offset to be
used as the position from
which the new consumer

when thewill begin 
process fails.

No true, false true

auto.commit.interval.ms The frequency in ms that
the consumer offsets are
committed to zookeeper.

No 60 * 1000

queued.max.message.chunks The maximum number of
message chunks buffered
for consumption. Each
chunk can go up to the
value specified in fetch.

.message.max.bytes

No 2

rebalance.max.retries The maximum number of
retry attempts.

No 4

fetch.min.bytes The minimum amount of
data the server should
return for a fetch request.

No 1

fetch.wait.max.ms The maximum amount of
time the server will block
before responding to the
fetch request when
sufficient data is not
available to immediately
serve .fetch.min.bytes

No 100
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rebalance.backoff.ms The backoff time between
retries during rebalance.

No 2000

refresh.leader.backoff.ms The backoff time to wait
before trying to determine
the leader of a partition
that has just lost its leader.

No 200

auto.offset.reset Set this to one of the
following values based on
what you need to do when
there is no initial offset in
ZooKeeper or if an offset is
out of range.

smallest - Automatically
reset the offset to the
smallest offset.
largest - Automatically
reset the offset to the
largest offset.
anything else - Throw an
exception to the consumer.

No smallest, largest, anything
else

largest

consumer.timeout.ms The timeout interval after
which a timeout exception
is to be thrown to the
consumer if no message is
available for consumption.
It is a good practice to set
this value lower than the
interval of the Kafka
inbound endpoint.

No 3000

exclude.internal.topics Set to  if messagestrue
from internal topics such
as offsets should be
exposed to the consumer.

No true, false true

partition.assignment.stra
tegy

The partitions assignment
strategy to be used when

toassigning partitions 
consumer streams.

No range, roundrobin range

client.id The user specified string
sent in each request to
help trace calls.

No value of group  id

zookeeper.session.timeout
.ms

The ZooKeeper session
timeout value in
milliseconds.

No 6000

zookeeper.connection.time
out.ms

The maximum time in
milliseconds that the client
should wait while
establishing a connection
to .ZooKeeper

No 6000

zookeeper.sync.time.ms The time difference in
milliseconds that
a ZooKeeper follower can
be behind a ZooKeeper
leader.

No 2000

offsets.storage The offsets storage
location.

No zookeeper, kafka zookeeper

offsets.channel.backoff.m
s

The backoff period in
milliseconds when
reconnecting the offsets
channel or retrying failed
offset fetch/commit
requests.

No 1000

offsets.channel.socket.ti
meout.ms

The socket timeout in
milliseconds when reading
responses for offset
fetch/commit requests.

No 10000
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offsets.commit.max.retrie
s

The maximum retry
attempts allowed. If a
consumer metadata
request fails for any
reason, retry takes place
but does not have an
impact on this limit.

No 5

dual.commit.enabled If  isoffsets.storage
set to , the commitkafka
offsets can be dual to
ZooKeeper. Set this to true
if you need to perform
migration from
zookeeper-based offset
storage to kafka-based
offset storage.

No true, false true

Following is a sample high level kafka configuration that can be used to consume messages using the topics filter,  which can either be a white list or a
black list:

<inboundEndpoint xmlns="http://ws.apache.org/ns/synapse"
                 name="KakfaListenerEP"
                 sequence="requestHandlerSeq"
                 onError="inFaulte"
                 protocol="kafka"
                 suspend="false">
   <parameters>
      <parameter name="interval">100</parameter> 
   <parameter name="coordination">true</parameter>
      <parameter name="sequential">true</parameter>
      <parameter name="zookeeper.connect">localhost:2181</parameter>
   <parameter name="consumer.type">highlevel</parameter>
      <parameter name="content.type">application/xml</parameter>
      <parameter name="topic.filter">test</parameter>
      <parameter name="filter.from.whitelist">true</parameter>
      <parameter name="group.id">test-group</parameter>      
   </parameters>
</inboundEndpoint>

In the above configuration, you will see that the following parameters are set to consume topic filters:

<parameter name="topic.filter">test</parameter>
<parameter name="filter.from.whitelist">true</parameter>

Following are descriptions of the parameters set to consume topic filters in a kafka configuration:

Parameter Description Required

topic.filter The name of the topic filter. Yes

filter.from.whitelist If this is set to , messages are consumed from thetrue
whitelist(include).
If this is set to , messages are consumed fromfalse
the blacklist(exclude).

Yes

Following is a sample low level kafka configuration that can be used to consume messages from a specific server in a specific partition, so that the
messages are limited:

Note
In high level kafka configurations, the follwing parameters are used instead of the  paramater.topics
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<inboundEndpoint xmlns="http://ws.apache.org/ns/synapse"
                 name="KakfaListenerEP"
                 sequence="requestHandlerSeq"
                 onError="inFaulte"
                 protocol="kafka"
                 interval="1000"
                 suspend="false">
   <parameters>     
      <parameter name="zookeeper.connect">localhost:2181</parameter>
      <parameter name="group.id">test-group</parameter>  
      <parameter name="content.type">application/xml</parameter>
      <parameter name="consumer.type">simple</parameter>
      <parameter name="simple.max.messages.to.read">5</parameter>
      <parameter name="simple.topic">test</parameter>
      <parameter name="simple.brokers">localhost</parameter>
      <parameter name="simple.port">9092</parameter>
      <parameter name="simple.partition">1</parameter>
      <parameter name="interval">1000</parameter>
   </parameters>
</inboundEndpoint>

Kafka inbound endpoint parameters for a low level configuration

Parameter                                    
               

Description                                                                 
             

Required                                                              

simple.topic The category to feed the messages. Yes

simple.brokers The specific Kafka broker name. Yes

simple.port The specific Kafka server port number. Yes

simple.partition The partition of the topic. Yes

simple.max.messages.to.re
ad

The maximum number of messages to retrieve. Yes

Samples

For a sample that demonstrates how one way message bridging from Kafka to HTTP can be done using the kafka inbound endpoint, see Sample 904:
.Kafka Inbound Endpoint Sample

Event-Based Inbound Endpoints

An event-based inbound endpoint polls only once to establish a connection with the remote server and then consumes events.

Common event-based endpoint parameters

The following parameter is common to all event-based inbound endpoints:

Parameter Name Description Required Possible Values Default Value

https://docs.wso2.com/display/EI620/Sample+904%3A+Inbound+Endpoint+Kafka+Protocol+Sample
https://docs.wso2.com/display/EI620/Sample+904%3A+Inbound+Endpoint+Kafka+Protocol+Sample
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coordination This parameter is only
applicable in a cluster
environment. 
In a cluster environment an
inbound endpoint will only
be executed in worker
nodes. If this parameter is
set to  in a clustertrue
environment, the inbound
will only be executed in a
single worker node. Once
the running worker node is
down the inbound will start
on another available
worker node in the cluster.

No true or false true

See the following topics for detailed information on each event-based inbound endpoint available with WSO2 EI:the ESB profile of 

MQTT Inbound Protocol
RabbitMQ Inbound Protocol

For information on how to create a custom inbound endpoint by extending the event-based inbound endpoint behaviour, see Creating a custom
.event-based inbound endpoint

MQTT Inbound Protocol

MQ Telemetry Transport (MQTT) is a lightweight broker-based publish/subscribe messaging protocol, designed to be open, simple, lightweight and easy to
implement. These characteristics make it ideal for use in constrained environments.

For example, 

When the network is expensive, has low bandwidth or is unreliable.
When running on an embedded device with limited processor or memory resources.

To configure the MQTT inbound endpoint, you need to specify XML fragments that represents various parameters.

Following is a sample MQTT inbound endpoint configuration that can subscribe to messages using the specified topic:

<inboundEndpoint xmlns="http://ws.apache.org/ns/synapse" name="Test"
sequence="TestIn" onError="fault" protocol="mqtt" suspend="false">
   <parameters>
    <parameter name="sequential">true</parameter>
      <parameter name="mqtt.connection.factory">mqttFactory</parameter>
      <parameter name="mqtt.server.host.name">localhost</parameter>
      <parameter name="mqtt.server.port">1883</parameter>
      <parameter name="mqtt.topic.name">ei.test2</parameter>
      <parameter name="mqtt.subscription.qos">2</parameter>
      <parameter name="content.type">application/xml</parameter>
      <parameter name="mqtt.session.clean">false</parameter>
      <parameter name="mqtt.ssl.enable">false</parameter>
      <parameter name="mqtt.subscription.username">client</parameter>
      <parameter name="mqtt.subscription.password">e13</parameter>
      <parameter name="mqtt.temporary.store.directory">m1y</parameter>
      <parameter name="mqtt.reconnection.interval">5</parameter>
   </parameters>
</inboundEndpoint>

MQTT inbound endpoint parameters

Parameter

 

Description

 

Required

 

sequential The behaviour when executing the given sequence. Yes

coordination In a cluster setup, if set to true, the inbound endpoint will
run only in a single worker node. If set to false,  it will
run on all worker nodes.

Yes

https://docs.wso2.com/display/EI650/Custom+Inbound+Endpoint#CustomInboundEndpoint-CustomEventBased
https://docs.wso2.com/display/EI650/Custom+Inbound+Endpoint#CustomInboundEndpoint-CustomEventBased


WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 1112

suspend If set to true, the inbound listener will not accept
incoming request messages from clients and will not
inject messages to the synapse message mediation. If
set to false, incoming messages will be accepted.

Yes

mqtt.connection.factory Name of the connection factory. Yes

mqtt.server.host.name Address of the message broker (eg., localhost). Yes

mqtt.server.port Port of the message broker (e.g., 1883). Yes

mqtt.topic.name MQTT topic to which the message should be published. Yes

mqtt.subscription.qos The quality of service level that need to be maintained
with the subscription. The quality of service level can be
either 0,1 or 2. 
0 -  Specifying this level ensures that the message
delivery is efficient. However, specifying this level does
not guarantee that the message will be delivered to its
recipient.
1 -  Specifying this level ensures that the message is
delivered at least once, but this can lead to messages
being duplicated.
2 - This is the highest level of quality of service.
Specifying this guarantees that the message is delivered
and that it is delivered only once. 

No

mqtt.client.id The id of the client. No

content.type The content type of the message. (i.e., XML or JSON) Yes

mqtt.session.clean Whether the client and server should remember the
state across restarts and reconnects.

No

mqtt.ssl.enable Whether to use tcp connection or ssl connection. No

mqtt.subscription.usernam
e

The username for the subscription. No

mqtt.subscription.passwor
d

The password for the subscription. No

mqtt.temporary.store.dire
ctory

Path of the directory to be used as the persistent data
store for quality of service purposes.

No

mqtt.reconnection.interva
l

The retry interval to reconnect to the MQTT server. No

Samples

For a sample that demonstrates how the MQTT connector publishes a message on a particular topic and how a MQTT client that is subscribed to that topic
receives it, see .Sample 906: MQTT Inbound Endpoint Sample

RabbitMQ Inbound Protocol

 is a wire-level messaging protocol that describes the format of the data that is sent across the network. If a system or application can read and writeAMQP
AMQP, it can exchange messages with any other system or application that understands AMQP regardless of the implementation language.

Configuration parameters for a RabbitMQ inbound endpoint are XML fragments that represent various properties.

Following is a sample RabbitMQ inbound endpoint configuration that consumes messages from a queue:

https://docs.wso2.com/display/EI600/Sample+906%3A+Inbound+Endpoint+MQTT+Protocol+Sample
http://en.wikipedia.org/wiki/Advanced_Message_Queuing_Protocol
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<inboundEndpoint xmlns="http://ws.apache.org/ns/synapse"
name="RabbitMQConsumer" sequence="amqpSeq" onError="amqpErrorSeq"
protocol="rabbitmq" suspend="false">
   <parameters>
    <parameter name="sequential">true</parameter>
   <parameter name="coordination">true</parameter>
   <parameter
name="rabbitmq.connection.factory">AMQPConnectionFactory</parameter>
      <parameter name="rabbitmq.server.host.name">localhost</parameter>
      <parameter name="rabbitmq.server.port">5672</parameter>
   <parameter name="rabbitmq.server.user.name">guest</parameter>
      <parameter name="rabbitmq.server.password">guest</parameter>
      <parameter name="rabbitmq.queue.name">queue</parameter>
      <parameter name="rabbitmq.exchange.name">exchange</parameter>
      <parameter
name="rabbitmq.connection.ssl.enabled">false</parameter>
   </parameters>
</inboundEndpoint>

RabbitMQ inbound endpoint parameters

Parameter Name Description Required

sequential The behavior when executing the given sequence. Yes

rabbitmq.connection.facto
ry

Name of the connection factory. Yes

rabbitmq.server.host.name Host name of the server. Yes

rabbitmq.server.port The port number of the server. Yes

rabbitmq.server.user.name The user name to connect to the server. Yes

rabbitmq.server.password The password to connect to the server. Yes

rabbitmq.queue.name The queue name to send or consume messages. Yes

rabbitmq.exchange.name The name of the RabbitMQ exchange to which the
queue is bound.

Yes

rabbitmq.server.virtual.h
ost

The virtual host name of the server, if available. No

rabbitmq.connection.ssl.e
nabled

Whether to use TCP connection or SSL connection. No

rabbitmq.connection.ssl.k
eystore.location

The keystore location. No

rabbitmq.connection.ssl.k
eystore.type

The keystore type. No

rabbitmq.connection.ssl.k
eystore.password

The keystore password. No
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rabbitmq.connection.ssl.t
ruststore.location

The  location.truststore No

rabbitmq.connection.ssl.t
ruststore.type

The truststore type. No

rabbitmq.connection.ssl.t
ruststore.password

The  password.truststore No

rabbitmq.connection.ssl.v
ersion

The SSL version. No

rabbitmq.queue.durable Whether the queue should remain declared even if the
broker restarts.

No

rabbitmq.queue.exclusive Whether the queue should be exclusive or should be
consumable by other connections.

No

rabbitmq.queue.auto.delet
e

Whether to keep the queue even if it is not being
consumed anymore.

No

rabbitmq.queue.auto.ack Whether to send back an acknowledgment. No

rabbitmq.queue.routing.ke
y

The routing key of the queue. No

rabbitmq.queue.delivery.m
ode

The delivery mode of the queue (ie., Whether it is
persistent or not).

No

rabbitmq.exchange.type The type of the exchange. No

rabbitmq.exchange.durable Whether the exchange should remain declared even if
the broker restarts.

No

rabbitmq.exchange.auto.de
lete

Whether to keep the queue even if it is not used
anymore.

No

rabbitmq.factory.heartbea
t

The period of time after which the connection should be
considered dead.

No

rabbitmq.message.content.
type

The content type of the message. No

Connection recovery parameters

In case of a network failure or broker shutdown, the ESB can try to recreate the connection.

If you want to enable connection recovery, you should configure the following parameters in the inbound endpoint:

<parameter name="rabbitmq.connection.retry.interval"
locked="false">10000</parameter>
<parameter name="rabbitmq.connection.retry.count"
locked="false">5</parameter>   

If the parameters are configured with sample values as given above, the ESB makes 5 retry attempts with a time interval of 10000 ms between each retry
attempt to reconnect when the connection is lost. If reconnecting fails after 5 retry attempts, the ESB terminates the connection.

In addition to the above parameters, if you want to set the interval between retry attempts with which the RabbitMQ client should try reconnecting to the
ESB, you can configure the following parameter: 
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<parameter name="rabbitmq.server.retry.interval"
locked="false">10000</parameter>

Setting the value of   to be less than the value of  helps synchronizerabbitmq.server.retry.interval rabbitmq.connection.retry.interval
the reconnection of the ESB and the RabbitMQ client.
Samples

For a sample that demonstrates how one-way message bridging from RabbitMQ to HTTP can be done using the RabbitMQ inbound endpoint, see Sample
.907: Inbound Endpoint RabbitMQ Protocol Sample

Custom Inbound Endpoint

The ESB profile of WSO2 Enterprise Integrator (WSO2 EI) supports several inbound endpoints, but there can be scenarios that require functionality not
provided by the existing inbound endpoints. For example, you might need an inbound endpoint to connect to a certain back-end server or vendor specific
protocol.

To support such scenarios, you can write your own custom inbound endpoint by extending the behavior for listening, polling, and event-based inbound
endpoints.

Custom listening inbound endpoint

Following is a sample custom listening inbound endpoint configuration:

<inboundEndpoint xmlns="http://ws.apache.org/ns/synapse"
name="custom_listener" sequence="request" onError="fault"
                 
class="org.wso2.carbon.inbound.custom.listening.SampleListeningEP"
suspend="false">
   <parameters>
      <parameter name="sequential">true</parameter>
   <parameter name="inbound.behavior">listening</parameter>
      <parameter name="coordination">true</parameter>
   </parameters>
</inboundEndpoint>

In addition to the parameters provided in the above sample configuration, you can provide other required parameters based on the listening behaviour you
need to implement.

Custom listening inbound endpoint parameters

Parameter Name Description Required Possible Values Default Value

class Name of the custom class
implementation

Yes A valid class name n/a

sequence Name of the sequence
message that should be
injected

Yes A valid sequence name n/a

onError Name of the fault
sequence that should be
invoked in case of failure

Yes A valid fault sequence
name

n/a

inbound.behavior The behaviour of the
inbound endpoint

Yes listening n/a

You can download the maven artifact used in the sample custom listening inbound endpoint configuration above from Custom listening inbound endpoint
.sample 

You need to copy the built jar file to the   directory and restart WSO2 EI to load the class.<EI_HOME>/lib

Custom polling inbound endpoint

Following is a sample custom polling inbound endpoint configuration:

https://docs.wso2.com/display/EI6xx/Sample+907%3A+Inbound+Endpoint+RabbitMQ+Protocol+Sample
https://docs.wso2.com/display/EI6xx/Sample+907%3A+Inbound+Endpoint+RabbitMQ+Protocol+Sample
https://github.com/wso2-docs/ESB/tree/master/ESB-Artifacts/inbound/custom_inbound_listening
https://github.com/wso2-docs/ESB/tree/master/ESB-Artifacts/inbound/custom_inbound_listening
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<inboundEndpoint xmlns="http://ws.apache.org/ns/synapse" name="class"
sequence="request" onError="fault"
                           
class="org.wso2.carbon.inbound.custom.poll.SamplePollingClient"
suspend="false">
   <parameters>
      <parameter name="sequential">true</parameter>
      <parameter name="interval">2000</parameter>
      <parameter name="coordination">true</parameter>
   </parameters>
</inboundEndpoint>

Custom polling inbound endpoint parameters

Parameter Name Description Required Possible Values Default Value

class Name of the custom class
implementation

Yes A valid class name n/a

You can download the maven artifact used in the sample custom polling inbound endpoint configuration above from Custom polling inbound endpoint
.sample

You need to copy the built jar file to the   directory and restart WSO2 EI to load the class.<EI_HOME>/lib

Custom event-based inbound endpoint

Following is a sample custom event-based inbound endpoint configuration:

<inboundEndpoint xmlns="http://ws.apache.org/ns/synapse"
name="custom_waiting" sequence="request" onError="fault"
                 
class="org.wso2.carbon.inbound.custom.wait.SampleWaitingClient"
suspend="false">
   <parameters>
      <parameter name="sequential">true</parameter>
   <parameter name="inbound.behavior">eventBased</parameter>
      <parameter name="coordination">true</parameter>
   </parameters>
</inboundEndpoint>

In addition to the parameters provided in the above sample configuration, you can provide other required parameters based on the event-based behaviour
you need to implement.

Custom event-based inbound endpoint parameters

Parameter Name Description Required Possible Values Default Value

class Name of the custom class
implementation

Yes A valid class name n/a

sequence Name of the sequence
message that should be
injected

Yes A valid sequence name n/a

onError Name of the fault
sequence that should be
invoked in case of failure

Yes A valid fault sequence
name

n/a

inbound.behavior The behaviour of the
inbound endpoint

Yes event-based n/a

You can download the maven artifact used in the sample custom event-based inbound endpoint configuration above from Custom event-based inbound

https://github.com/wso2-docs/ESB/tree/master/ESB-Artifacts/inbound/custom_inbound
https://github.com/wso2-docs/ESB/tree/master/ESB-Artifacts/inbound/custom_inbound
https://github.com/wso2-docs/ESB/tree/master/ESB-Artifacts/inbound/custom_inbound_waiting
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1.  

.endpoint sample 

You need to copy the built jar file to the   directory and restart the  to load the class.<EI_HOME>/lib the ESB profile

Using Inbound Endpoints

In this sample scenario, you will use an  to expose an already defined REST API through a different port. You can reuse the REST APIInbound Endpoint
that was defined in the Sending a Simple Message to a Service tutorial. See  for details on how to work with inboundCreating an Inbound Endpoint
endpoints using WSO2 Integration Studio.

Let's get started!
Configuring an Inbound Endpoint
Deploying the Inbound Endpoint
Invoking the Inbound Endpoint

Configuring an Inbound Endpoint

Once you have exported the ESB project as described in above, the project directory will appear with the artifacts as shown below. Note the
'HealthcareAPI' that is already included.

1.  
2.  

3.  

4.  

5.  

Before you begin,

Install Oracle Java SE Development Kit (JDK) version 1.8.* and set the JAVA_HOME environment variable.
Download the product installer from  , and run the installer.here
Let's call the installation location of your product the   directory.<EI_HOME>

If you installed the product using the , this is located in a place specific to your OS as shown below:installer

OS Home directory

Mac OS /Library/WSO2/EnterpriseIntegrator/6.5.0

Windows C:\Program Files\WSO2\EnterpriseIntegrator\6.5.0\

Ubuntu /usr/lib/wso2/EnterpriseIntegrator/6.5.0

CentOS /usr/lib64/EnterpriseIntegrator/6.5.0

Select and download the relevant WSO2 Integration Studio ZIP file based on your operating system from   and then extract the ZIPhere
file.  
The path to this folder will be referred to as   throughout this tutorial.<EI_TOOLING>

If you did not try the  tutorial yet, open the WSO2 Integration Studio, click  , and click Sending a Simple Message to a Service File Import
. 
Next, expand the  category and select  , click   and upload the WSO2 Existing WSO2 Projects into workspace Next pre-packaged

. project
This contains the configurations of the  tutorial so that you do not have to repeat those steps.Sending a Simple Message to a Service
Download the MSF4J service from  and copy the JAR file to the  direchere <EI_HOME>/wso2/msf4j/deployment/microservices
tory. The back-end service is now deployed in the MSF4J profile of WSO2 EI.

Getting an error message? See the troubleshooting tips given under .Installing WSO2 Integration Studio

https://github.com/wso2-docs/ESB/tree/master/ESB-Artifacts/inbound/custom_inbound_waiting
http://wso2.com/integration/
https://wso2.com/integration/tooling/
https://github.com/wso2-docs/WSO2_EI/blob/master/Integration-Tutorial-Artifacts/SimpleMessageToServiceTutorial.zip
https://github.com/wso2-docs/WSO2_EI/blob/master/Integration-Tutorial-Artifacts/SimpleMessageToServiceTutorial.zip
https://github.com/wso2-docs/WSO2_EI/blob/master/Back-End-Service/Hospital-Service-2.0.0.jar
https://docs.wso2.com/display/EI650/Installing+WSO2+Integration+Studio#InstallingWSO2IntegrationStudio-Troubleshooting
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1.  

2.  
3.  

4.  

Right-click on  and navigate to SampleServices New -> Inbound Endpoint. Select Create A New Inbound Endpoint and click Next.
Enter the following details and click Finish.

Inbound Endpoint Name QueryDoctorInboundEndpoint

Inbound Endpoint Creation
Type

HTTP

Go to the Properties tab in the   view and enter the following:Design

Inbound HTTP port 8285

Dispatch Filter Pattern /healthcare/querydoctor/.*
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4.  

1.  
2.  

3.  
4.  
5.  
6.  

7.  

The endpoint will now get mapped to any URL that matches the above pattern provided. You will be exposing the health care API on a new port through
this inbound endpoint. 

Deploying the Inbound Endpoint

Open the  file under the   project from the project explorer.  pom.xml SampleServicesCompositeApplication
See that the newly added 'QueryDoctorInboundEndpoint' artifact is listed under . Select this artifact to add it to the compositeDependencies
application project.

Save your changes.
Open the   view and click  to open the   dialog. Getting Started  Miscellaneous Add New Server New Server
In the   dialog, expand the WSO2 folder and select the version of your server.New Server
Click  . In the CARBON_HOME field, provide the path to your product's home directory, and then click   again.Next Next
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7.  
8.  

9.  

10.  

1.  

2.  

Review the default port details for your server and click  .Next
To deploy the CApp project to your server, select the   project from the list, click   to move it into theSampleServicesCompositeApplication Add
configured list, and then click  .Finish
On the   tab, note that the server is currently stopped. Click the 'play' icon on the tool bar. If prompted to save changes to any of the artifactServers
files you created earlier, click  . Yes

As the server starts, the   tab appears. Note messages indicating that the composite app was successfully deployed.Console

Invoking the Inbound Endpoint

Let's send a message to the  REST API on the 8285 port.healthcare

Open a command line terminal and execute the following command: 

curl -v http://localhost:8285/healthcare/querydoctor/surgery

You will get the response shown below. The inbound endpoint has successfully invoked the REST API, and further, the response received by the
REST API has been routed back to client through the inbound endpoint.

[{"name":"thomas collins","hospital":"grand oak community 
   hospital","category":"surgery","availability":"9.00 a.m - 11.00
a.m","fee":7000.0},
 {"name":"anne clement","hospital":"clemency medical
center","category":"surgery","availability":"8.00 a.m - 10.00
A.m","fee":12000.0},
 {"name":"seth mears","hospital":"pine valley community
hospital","category":"surgery","availability":"3.00 p.m - 5.00
p.m","fee":8000.0}]

Scheduling ESB Tasks

The ESB profile of WSO2 EI can be configured to execute tasks periodically. You can schedule a task to run after a time interval of 't' for an 'n' number of
times, or you can schedule the task to run once when the ESB server starts. Alternatively, you can use cron expressions to have more control over how the
task should be scheduled; for example, you can use a Cron expression to schedule the task to run at 10 pm on the 20th day of every month.

You can schedule a Task in the ESB profile via the following methods:

Scheduling a Task Using the Default Implementation
Scheduling a Task Using a Custom Implementation

Scheduling a Task Using the Default Implementation

In a clustered environment, tasks are distributed among server nodes according to the   method, by default. If required, you canround-robin
change this default task handling  so that tasks are distributed  , or according to a  . This is a server-level settingbehaviour randomly specific rule
that is configured in the   file.tasks-config.xml

See   for instructions on configuring the task handling  at server-level.Configuring the Task Scheduling Component behaviour
You can also configure the task handling  at task-level, by specifying the   for a task. Note that this settingbehaviour Pinned Servers
overrides the server-level configuration.

Also, note that a scheduled task will only run on one of the nodes (at a given time) in a clustered environment. The task will  to anotherfail over
node, only if the first node fails.

https://docs.wso2.com/display/ADMIN44x/Configuring+the+Task+Scheduling+Component
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1.  

2.  

According to the default task implementation in the ESB profile, a task can be configured to inject messages, either to a defined endpoint, to a proxy
service or a specific sequence defined in the ESB. The sections below demonstrate an example of scheduling a task using the default implementation, to
inject an XML message and to print it in the logs of the server.

Creating the Task
Creating the ESB Project
Creating the Sequence
Creating the Scheduled Task
Defining the properties of the Task

Deploying the Task
Viewing the output

Creating the Task

Follow the steps below to create the task, which you want to schedule.

Creating the ESB Project

Open   and click  in the   tab as shown below.WSO2 Integration Studio ESB Project  Create New  Getting Started

Enter  as the  and click  .ScheduleDefaultTask ESB Project Name Finish
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2.  

3.  

1.  

The new project will be listed in the project explorer.

Creating the Sequence

In the  , right click the   project, and click    .Project Explorer ScheduleDefaultTask New Sequence
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1.  

2.  
3.  

Click  and  .Create New Sequence click Next
Enter the    as the sequence name and click  .InjectXMLSequence Finish
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3.  

4.  

5.  

 
Drag and drop a  mediator and a  mediator from the  Palette.Log Drop Mediators  

 
Click on the  mediator, and in the Properties section enter the following details.Log  

Log Category: INFO
Log Level:   CUSTOM

Configuration of the Sequence
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5.  

1.  

2.  

The below is the complete source configuration of the Sequence (i.e., the  file).InjectXMLSequence.xml

<?xml version="1.0" encoding="UTF-8"?>
<sequence name="ScheduleCustomSequence" trace="disable"
xmlns="http://ws.apache.org/ns/synapse">
    <log level="custom" />
    <drop />
</sequence>

Creating the Scheduled Task

Right click the  project and click   .ScheduleDefaultTask New Scheduled Task

Select    and click .Create a New Scheduled Task Artifact Next

Importing a task?
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2.  

3.  Enter the below details and click .Finish
Task Name: InjectXMLTask
Count: -1
I  5nterval (in seconds):

More information of the above parameters

Parameter Description

Task Name Name of a scheduled task.

Task Group The   group will be selected by default.synapse.simple.quartz

Task Implementation The default task implementation class (org.apache.synapse.startup.tasks.MessageInject
) of the ESB will be selected by default. This class simply injects a specified message into theor

Synapse environment of the ESB when the server starts. 
If you are want to use a custom task implementation, see the instructions in  .Writing Tasks

If you already have a task created, you have the option of importing the XML configuration. Select  anImport Scheduled Task Artifact
d follow the instructions on the UI. To create a new task from scratch, continue with the following steps.
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3.  

Trigger Type The trigger type determines the task execution schedule.

Simple Trigger: Schedules the task to run a specified number of times at specified intervals. In
the  field, enter the number of time the task should be executed, and in the  field,Count Interval
enter the time interval (in seconds) between consecutive executions of the task.

See the following examples for simple triggers:
Only once

To run only once after WSO2 EI starts:

<task name="CheckPrice"
class="org.wso2.esb.tutorial.tasks.PlaceStockOrderTask">
<trigger once="true"/>
</task>

Every 5 seconds continuously

To run every 5 seconds continuously:

<task name="CheckPrice"
class="org.wso2.esb.tutorial.tasks.PlaceStockOrderTask">
<trigger interval="5"/>
</task>

Every 5 seconds 10 times

To run every 5 seconds for 10 times: 

<task name="CheckPrice"
class="org.wso2.esb.tutorial.tasks.PlaceStockOrderTask">
<trigger interval="5" count="10"/>
</task>

Cron Trigger: Schedules the task according to a Cron expression. See the following example for
acron trigger where the task is scheduled to run at 1:30 AM:

<task name="CheckPrice"
class="org.wso2.esb.tutorial.tasks.PlaceStockOrderTask">
<trigger cron="0 30 1 * * ?"/>
</task>
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3.  

1.  

2.  

Pinned Servers The list of ESB server nodes that will run the task. You can specify the IP addresses of the required
nodes. 

In the , you view the  created task created in the   directory under the Package Explorer   InjectXMLTask src/main/synapse-config/tasks
project. ScheduleDefaultTask 

Defining the properties of the Task

In the  of the  file, click the  button.Form View InjectXMLTask.xml Task Implementation Properties

Select  as the  of the  parameter, enter XML Parameter Type message <abc>This is a scheduled task of the default
 as the XML message in the  field and click .implementation.</abc> Value/Expression OK

More information on the above properties

Parameter Name Description

This setting can be used if you want the task to run on a selected set of nodes in an ESB
cluster. Note that the task will only run on one of the nodes at a time. It will  tofail over
another node, only if the first node fails. Pinned servers will override the default task
handling  defined at server-level (for this particular task). However, if  tbehavior rule-based
ask handling is specified at server-level, you need to ensure that the same server nodes
you specify as pinned servers for the task are also specified for the task handling rule at
server-level.
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message Specify the body of the request that should be sent when the task is executed.

soapAction This is the SOAP action to use when sending the message to the endpoint. 

to If the task should send the message directly to the endpoint through the main sequence, the endpoint
address should be specified. For example, if the address of the endpoint is http://localhost:9000/servic
es/SimpleStockQuoteService, the Synapse configuration of the scheduled task will be as follows:

<task class="org.apache.synapse.startup.tasks.MessageInjector"
group="synapse.simple.quartz" name="CheckPrice">        <property
name="to"
value="http://localhost:9000/services/SimpleStockQuoteService"/>
        <property name="soapAction" value="urn:getQuote"/>
        <property name="message">
            <m0:getQuote xmlns:m0="http://services.samples"
xmlns="http://ws.apache.org/ns/synapse">
                <m0:request>
                    <m0:symbol>IBM</m0:symbol>
                </m0:request>
            </m0:getQuote>
        </property>
        <trigger interval="5"/>
    </task>

injectTo If the task is not sending the message directly to the endpoint (through the main sequence), it should
be injected to proxy service or a sequence. Specify sequence, or proxy.

It is mandatory to provide a value for the message property. Therefore, even If you do not
want to send a message body, you have to provide an empty payload as the value to avoid
an exception being thrown. 

http://localhost:9000/services/SimpleStockQuoteService
http://localhost:9000/services/SimpleStockQuoteService
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2.  

sequenceName If the task should inject the message to a sequence (injectTo parameter is sequence), enter the
name of the sequence. For example, if the name of the sequence is 'SampleSequence', the synapse
configuration of the scheduled task will be as follows:

<task name="SampleInjectToSequenceTask"
         class="org.apache.synapse.startup.tasks.MessageInjector"
         group="synapse.simple.quartz">
      <trigger count="2" interval="5"/>

      <property
xmlns:task="http://www.wso2.org/products/wso2commons/tasks"

                name="injectTo"
                value="sequence"/>

      <property
xmlns:task="http://www.wso2.org/products/wso2commons/tasks"
name="message">
         <m0:getQuote xmlns:m0="http://services.samples">
            <m0:request>
               <m0:symbol>IBM</m0:symbol>
            </m0:request>
         </m0:getQuote>
      </property>

      <property
xmlns:task="http://www.wso2.org/products/wso2commons/tasks"

                name="sequenceName"
                value="SampleSequence"/>

   </task>
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2.  

proxyName If the task should inject the message to a proxy service (injectTo parameter is proxy), enter the
name of the proxy service. For example, if the name of the proxy service is 'SampleProxy', the
synapse configuration of the scheduled task will be as follows:

<task name="SampleInjectToProxyTask"
         class="org.apache.synapse.startup.tasks.MessageInjector"
         group="synapse.simple.quartz">
      <trigger count="2" interval="5"/>
      <property
xmlns:task="http://www.wso2.org/products/wso2commons/tasks"
name="message">
         <m0:getQuote xmlns:m0="http://services.samples">
            <m0:request>
               <m0:symbol>IBM</m0:symbol>
            </m0:request>
         </m0:getQuote>
      </property>

      <property
xmlns:task="http://www.wso2.org/products/wso2commons/tasks"

                name="proxyName"
                value="SampleProxy"/>

      <property
xmlns:task="http://www.wso2.org/products/wso2commons/tasks"
                
                name="injectTo"
                value="proxy"/>

   </task>

Injecting messages to RESTful Endpoints 

In order to use the Message Injector to inject a message to a RESTful endpint, we can specify the injector with the required
payload and inject the message to sequence or proxy service as defined above. The sample below shows a RESTful message
injection through a ProxyService.
Task Configuration
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<task name="SampleInjectToProxyTask"
         class="org.apache.synapse.startup.tasks.MessageInjector"
         group="synapse.simple.quartz">
      <trigger count="2" interval="5"/>
      <property
xmlns:task="http://www.wso2.org/products/wso2commons/tasks"
                name="injectTo"
                value="proxy"/>
      <property
xmlns:task="http://www.wso2.org/products/wso2commons/tasks"
name="message">
         <request xmlns="">
            <location>
               <city>London</city>
               <country>UK</country>
            </location>
         </request>
      </property>
      <property
xmlns:task="http://www.wso2.org/products/wso2commons/tasks"
                name="proxyName"
                value="SampleProxy"/>
   </task>

Proxy Service

<proxy name="SampleProxy"
          transports="https http"
          startOnLoad="true"
          trace="disable">
      <description/>
      <target>
         <inSequence>
            <property name="uri.var.city"
expression="//request/location/city"/>
            <property name="uri.var.cc"
expression="//request/location/country"/>
            <log>
               <property name="Which city?"
expression="get-property('uri.var.city')"/>
               <property name="Which country?"
expression="get-property('uri.var.cc')"/>
            </log>
            <send>
               <endpoint name="EP">
                  <http method="get"
                       
uri-template="http://api.openweathermap.org/data/2.5/weather?q={uri.var
.city},{uri.var.cc}"/>
               </endpoint>
            </send>
         </inSequence>
         <outSequence>
            <log level="full"/>
            <drop/>
         </outSequence>
      </target>
   </proxy>



WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 1133

2.  

1.  

2.  

Configuration of the Scheduled Task

The below is the complete source configuration of the Scheduled Task (i.e., the  file).InjectXMLTask.xml

<?xml version="1.0" encoding="UTF-8"?>
<task class="com.example.post.scheduleTask1.ESBTask"
group="synapse.simple.quartz" name="PrintParameterTask"
xmlns="http://ws.apache.org/ns/synapse">
    <trigger interval="5" />
    <property name="parameter" value="<abc>This is a scheduled task of
the default implementation.</abc>"
xmlns:task="http://www.wso2.org/products/wso2commons/tasks"/>
</task>

Deploying the Task

Open the   file of the Composite Application Project and select the artifacts that need to be deployed.pom.xml

Start the ESB profile by adding the . For instructions, see ScheduleDefaultTaskCompositeApplication Running the ESB profile via WSO2
.Integration Studio

https://docs.wso2.com/display/EI650/Running+the+Product#RunningtheProduct-RunningtheESBprofileviaTooling
https://docs.wso2.com/display/EI650/Running+the+Product#RunningtheProduct-RunningtheESBprofileviaTooling
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2.  

Viewing the output

You view the XML message you injected (i.e., ) getting printed in<abc>This is a scheduled task of the default implementation.</abc>
the logs of the ESB Profile every 5 seconds.
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1.  
2.  
3.  

1.  

Scheduling a Task Using a Custom Implementation

When you create a task using the default task implementation of the ESB, the task can inject messages to a proxy service, or to a sequence. If you have a
specific task-handling requirement, you can write your own task-handling implementation by creating a custom Java Class that implements the  org.apac

 he.synapse.startup.Task  interface.

For example, the below sections demonstrate how you can create and schedule a task to receive stock quotes by invoking a back-end service, which
exposes stock quotes. The scheduled task will read stock order information from a text file, and print the stock quotes.

Starting the Back End Service
Creating the custom Task implementation

Creating the Maven Project
Creating the Java Package
Creating the Java Class

Deploying the custom Task implementation
Creating the Task

Creating the ESB Project
Creating the Sequence
Creating the Scheduled Task
Defining the properties of the Task

Deploying the Task
Creating the text file
Viewing the output

Starting the Back End Service

Follow the steps below to start the backend service.

Download the backend service from .Git Hub
Copy the JAR file you downloaded to the  directory.<EI_HOME>/wso2/msf4j/deployment/microservices
Start the MSF4J profile. For , see  .instructions Starting the product profiles

Creating the custom Task implementation

Follow the steps below to create the implementation of the custom Task.

Creating the Maven Project

Create a Maven Project using the following information. For instructions, see  .Creating the Maven project

https://github.com/wso2-docs/WSO2_EI/blob/master/Back-End-Service/stockquote-deployable-jar-2.2.2.jar
https://docs.wso2.com/display/EI650/Running+the+Product#RunningtheProduct-Startingtheproductprofiles
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1.  

2.  

Group Id: org.wso2.task
Artifact Id : StockQuoteTaskMavenProject

Creating the Java Package

Create a Java Package inside the Maven Project using the following information. For instructions, see Creating the Java Package for the
.Maven Project

Name: org.wso2.task.stockquote.v1

You can skip step 5 since you do not need to add external JAR files in this example.

https://docs.wso2.com/display/EI650/Working+with+Service+Tasks#WorkingwithServiceTasks-CreatingtheJavaPackagefortheMavenProject
https://docs.wso2.com/display/EI650/Working+with+Service+Tasks#WorkingwithServiceTasks-CreatingtheJavaPackagefortheMavenProject
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2.  

3.  

Creating the Java Class

Create a Java Class inside the Maven Project using the following information. For instructions, see  .Creating the Java Class for the Maven Project

Name:       StockQuoteTaskV1

https://docs.wso2.com/display/EI650/Working+with+Service+Tasks#WorkingwithServiceTasks-CreatingtheJavaClassfortheMavenProject
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3.  

4.       In the  Project Explorer , double-click on the  StockQuoteTaskV1.java  file and replace its source with the below content.

package org.wso2.task.stockquote.v1;

import java.io.BufferedReader;
import java.io.File;
import java.io.FileReader;
import java.io.IOException;

import org.apache.axiom.om.OMAbstractFactory;
import org.apache.axiom.om.OMElement;
import org.apache.axiom.om.OMFactory;
import org.apache.axiom.om.OMNamespace;
import org.apache.axis2.addressing.EndpointReference;
import org.apache.commons.logging.Log;
import org.apache.commons.logging.LogFactory;
import org.apache.synapse.ManagedLifecycle;
import org.apache.synapse.MessageContext;
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import org.apache.synapse.SynapseException;
import org.apache.synapse.core.SynapseEnvironment;
import org.apache.synapse.startup.Task;
import org.apache.synapse.util.PayloadHelper;

public class StockQuoteTaskV1 implements Task, ManagedLifecycle {
    private Log log = LogFactory.getLog(StockQuoteTaskV1.class);
    private String to;
    private String stockFile;
    private SynapseEnvironment synapseEnvironment;

    public void execute() {
        log.debug("PlaceStockOrderTask begin");

        if (synapseEnvironment == null) {
            log.error("Synapse Environment not set");
            return;
        }

        if (to == null) {
            log.error("to not set");
            return;
        }

        File existFile = new File(stockFile);

        if (!existFile.exists()) {
            log.debug("waiting for stock file");
            return;
        }

        try {

            // file format IBM,100,120.50

            BufferedReader reader = new BufferedReader(new
FileReader(stockFile));
            String line = null;

            while ((line = reader.readLine()) != null) {
                line = line.trim();

                if (line == "") {
                    continue;
                }

                String[] split = line.split(",");
                String symbol = split[0];
                String quantity = split[1];
                String price = split[2];
                MessageContext mc =
synapseEnvironment.createMessageContext();
                mc.setTo(new EndpointReference(to));
                mc.setSoapAction("urn:placeOrder");
                mc.setProperty("OUT_ONLY", "true");
                OMElement placeOrderRequest =
createPlaceOrderRequest(symbol, quantity, price);
                PayloadHelper.setXMLPayload(mc, placeOrderRequest);
                synapseEnvironment.injectMessage(mc);
                log.info("placed order symbol:" + symbol + " quantity:"
+ quantity + " price:" + price);
            }

            reader.close();
        } catch (IOException e) {
            throw new SynapseException("error reading file", e);
        }

        File renamefile = new File(stockFile);
        renamefile.renameTo(new File(stockFile + "." +
System.currentTimeMillis()));
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        log.debug("PlaceStockOrderTask end");
    }

    public static OMElement createPlaceOrderRequest(String symbol,
String qty, String purchPrice) {
        OMFactory factory = OMAbstractFactory.getOMFactory();
        OMNamespace ns =
factory.createOMNamespace("http://services.samples/xsd", "m0");
        OMElement placeOrder = factory.createOMElement("placeOrder",
ns);
        OMElement order = factory.createOMElement("order", ns);
        OMElement price = factory.createOMElement("price", ns);
        OMElement quantity = factory.createOMElement("quantity", ns);
        OMElement symb = factory.createOMElement("symbol", ns);
        price.setText(purchPrice);
        quantity.setText(qty);
        symb.setText(symbol);
        order.addChild(price);
        order.addChild(quantity);
        order.addChild(symb);
        placeOrder.addChild(order);
        return placeOrder;
    }

    public void destroy() {}

    public void init(SynapseEnvironment synapseEnvironment) {
        this.synapseEnvironment = synapseEnvironment;
    }

    public SynapseEnvironment getSynapseEnvironment() {
        return synapseEnvironment;
    }

    public void setSynapseEnvironment(SynapseEnvironment
synapseEnvironment) {
        this.synapseEnvironment = synapseEnvironment;
    }

    public String getTo() {
        return to;
    }

    public void setTo(String to) {
        this.to = to;
    }

    public String getStockFile() {
        return stockFile;
    }

    public void setStockFile(String stockFile) {
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        this.stockFile = stockFile;
    }
}

In the , double-click on the  file and replace its source with the below content.Project Explorer pom.xml

pom.xml

<project xmlns="http://maven.apache.org/POM/4.0.0"
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
xsi:schemaLocation="http://maven.apache.org/POM/4.0.0
http://maven.apache.org/xsd/maven-4.0.0.xsd">
    <modelVersion>4.0.0</modelVersion>
    <groupId>org.wso2.task</groupId>
    <artifactId>StockQuoteTask</artifactId>
    <version>0.0.1-SNAPSHOT</version>
    <repositories>
        <repository>
            <id>wso2.releases</id>
            <name>WSO2 internal Repository</name>
           
<url>http://maven.wso2.org/nexus/content/repositories/releases/</url>
            <releases>
                <enabled>true</enabled>
                <updatePolicy>daily</updatePolicy>
                <checksumPolicy>ignore</checksumPolicy>
            </releases>
        </repository>
    </repositories>
    <dependencies>
        <dependency>
            <groupId>org.apache.synapse</groupId>
            <artifactId>synapse-core</artifactId>
            <version>2.1.7-wso2v65</version>
        </dependency>
    </dependencies>
</project>
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Writing the custom Task

Step 1: Writing the Task Class 

You can create a custom task class, which implements the   interface as follows. This interface hasorg.apache.synapse.startup.Task
a single   method, which contains the code that will be executed according to the defined schedule.execute()

The   method contains the following actions:execute()

Check whether the file exists at the desired location.
If it does, then read the file line by line composing place order messages for each line in the text file.
Individual messages are then injected to the synapse environment with the given    reference.To endpoint
Set each message as   since it is not expected any response for messages.OUT_ONLY

In addition to the   method, it is also possible to make the class implement a   interface.execute() JavaBean

This is a bean implementing two properties: To and StockFile. These are used to configure the task.

Implementing   for Initialization and ManagedLifecycle Clean-up

When creating customized task schedules, if the injecting sequence of the message flow contains  mediators, setPublish Event
the following property in the Synapse message context:

mc.setProperty("CURRENT_TASK_EXECUTING_TENANT_IDENTIFIER",PrivilegedCar
bonContext.getThreadLocalCarbonContext().getTenantId());

Also, add the following dependency to the POM file of the  (symboliccustom task project: WSO2 Carbon - Utilities bundle
name: )org.wso2.carbon.utils

When creating customized task schedules, if the injecting sequence of the message flow contains  mediators, setPublish Event
the following property in the Synapse message context:

mc.setProperty("CURRENT_TASK_EXECUTING_TENANT_IDENTIFIER",PrivilegedCar
bonContext.getThreadLocalCarbonContext().getTenantId());

Also, add the following dependency to the POM file of the  (symboliccustom task project: WSO2 Carbon - Utilities bundle
name: )org.wso2.carbon.utils

https://docs.wso2.com/display/EI6xx/Working+with+Endpoints
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5.  

Since a task implements   interface, the ESB profile will call the   method at the initialization of a   object and ManagedLifecyle init() Task d
 method when a   object is destroyed:estroy() Task

public interface ManagedLifecycle {
public void init(SynapseEnvironment se);
public void destroy();
}

The   stores the Synapse environment object reference in an instance variable for later use with the   method.PlaceStockOrderTask init()
 The   is needed for injecting messages into the ESB.SynapseEnvironment
Step 2: Customizing the Task 

It is possible to pass values to a task at runtime using property elements. In this example, the location of the stock order file and its address
was given using two properties within the   object:Task

String type
OMElement type

When creating a   object, the ESB will initialize the properties with the given values in the configuration file. Task

public String getStockFile() {
return stockFile;
}
public void setStockFile(String stockFile) {
this.stockFile = stockFile;
}

For example, the following properties in the   class are initialized with the given values within the property element of the task in theTask
configuration.

<syn:property xmlns="http://ws.apache.org/ns/synapse"
name="stockFile"value="/home/upul/test/stock.txt"/>

For those properties given as XML elements, properties need to be defined within the   class using the format givenTask
below. OMElement comes from  , which is used by the ESB profile. AXIOM is an object model similar to DOM. To learn moreApache AXIOM
about AXIOM, see the tutorial in the  .AXIOM user guide

public void setMessage(OMElement elem) {
message = elem;}

It can be initialized with an XML element as follows:

Tip
For  type, it is possible to pass XML elements as values in the configuration file.OMElement

http://ws.apache.org/commons/axiom/
http://ws.apache.org/axiom/userguide/userguide.html
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5.  

1.  

<property name="message">
<m0:getQuote xmlns:m0="http://services.samples/xsd">
<m0:request>
<m0:symbol>IBM</m0:symbol>
</m0:request>
</m0:getQuote>
</property>

Deploying the custom Task implementation

For instructions on deploying the custom Task implementation, see  .Deploying artifacts of the Maven Project

Creating the Task

Follow the steps below to create the task and schedule it.

Creating the ESB Project

Create a ESB Solution Project using the following information. For instructions, see  .Creating the ESB Project
Name:     PrintStockQuote

You can skip step 1 since you already added the dependencies above.

https://docs.wso2.com/display/EI650/Working+with+Service+Tasks#WorkingwithServiceTasks-DeployingartifactsoftheMavenProject
https://docs.wso2.com/display/EI650/Scheduling+a+Task+Using+the+Default+Implementation#SchedulingaTaskUsingtheDefaultImplementation-CreatingtheESBProject
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1.  

2.  

Creating the Sequence

Create a Sequence using the following information. For instructions, see .Creating the Sequence
Name:  PrintStockQuoteSequence

https://docs.wso2.com/display/EI650/Scheduling+a+Task+Using+the+Default+Implementation#SchedulingaTaskUsingtheDefaultImplementation-CreatingtheSequence
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2.  

3.  Add a  and a  to the sequence and configure them. For instructions, see  .Log Mediator Drop Mediator Creating the Sequence

Configuration of the Sequence

The below is the complete source configuration of the Sequence (i.e., the  file).PrintStockQuoteSequence.xml

https://docs.wso2.com/display/EI650/Scheduling+a+Task+Using+the+Default+Implementation#SchedulingaTaskUsingtheDefaultImplementation-CreatingtheSequence
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3.  

4.  

<?xml version="1.0" encoding="UTF-8"?>
<sequence name="PrintStockQuoteSequence" trace="disable"
xmlns="http://ws.apache.org/ns/synapse">
    <log level="custom"/>
    <drop/>
</sequence>

Creating the Scheduled Task

Create a Scheduled Task using the following information. For instructions, see .Creating the Scheduled Task
Task Name: PrintStockQuoteScheduledTask
Count: 1
I  5nterval (in seconds):

Defining the properties of the Task

In the Project Explorer, double-click on the  StockQuoteScheduledTask.xmlPrint    file and replace its source with the below content.  

https://docs.wso2.com/display/EI650/Scheduling+a+Task+Using+the+Default+Implementation#SchedulingaTaskUsingtheDefaultImplementation-CreatingtheScheduledTask
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<task class="org.apache.synapse.startup.tasks.MessageInjector"
group="synapse.simple.quartz" name="PrintStockQuoteScheduledTask"
xmlns="http://ws.apache.org/ns/synapse">
    <trigger count="1" interval="5" />
    <property name="to"
value="http://localhost:9000/soap/SimpleStockQuoteService"
xmlns:task="http://www.wso2.org/products/wso2commons/tasks" />
    <property name="stockFile"
value="/Users/praneesha/Desktop/stockfile.txt"
xmlns:task="http://www.wso2.org/products/wso2commons/tasks" />
    <property name="synapseEnvironment" value=""
xmlns:task="http://www.wso2.org/products/wso2commons/tasks" />
</task>

The task properties will change according to the custom implementation. Therefore, you need to enter values for your custom properties. This sets
the below properties. 

Parameter Name Value

to http://localhost:9000/soap/SimpleStockQuoteService

stockFile The directory path to the  file.stockfile.txt

synapseEnvironment Do not enter a value. This will be used during runtime.

Configuration of the Scheduled Task

The below is the complete source configuration of the Sequence (i.e., the  file).PrintStockQuoteScheduledTask.xml

<?xml version="1.0" encoding="UTF-8"?>
<task class="org.apache.synapse.startup.tasks.MessageInjector"
group="synapse.simple.quartz" name="PrintStockQuoteScheduledTask"
xmlns="http://ws.apache.org/ns/synapse">
    <trigger interval="3" />
    <property name="to"
value="http://localhost:9000/soap/SimpleStockQuoteService"
xmlns:task="http://www.wso2.org/products/wso2commons/tasks" />
    <property name="stockFile"
value="/Users/praneesha/Desktop/stockfile.txt"
xmlns:task="http://www.wso2.org/products/wso2commons/tasks" />
</task>

Deploying the Task

For instructions on deploying the Task, see Deploying the Task.

Creating the text file

Create a text file named    with the following content and save it to a preferred location on your machine. This will include the informationstockfile.txt
to be read by the scheduled task to pass to the backend service.

Currently, you cannot set properties of a custom task using the  due to a , which will be fixed in the futureDesign View known issue
WSO2 EI versions.

http://localhost:9000/soap/SimpleStockQuoteService
https://docs.wso2.com/display/EI650/Scheduling+a+Task+Using+the+Default+Implementation#SchedulingaTaskUsingtheDefaultImplementation-DeployingtheTask
https://github.com/wso2/product-ei/issues/2551
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stockfile.txt

IBM,100,120.50
MSFT,200,70.25
SUN,400,60.758

Viewing the output

You will view the stock quotes sent by the backend service printed every 3 seconds by the scheduled task in the below format.

INFO - StockQuoteTask placed order symbol:IBM quantity:100 price:120.50

Working with Topics and Events

Each line in the text file contains details for a stock order:

symbol
quantity
price

A task that is scheduled using this custom implementation will read the text file, a line at a time, and create orders using the given values to be
sent to the back-end service. The text file will then be tagged as processed to include a system time stamp. The task will be scheduled to run
every 15 seconds.

Note
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1.  
2.  

3.  

Events are notification messages published to a specific . Web services can subscribe to a topic in order to receive events that are published to it,topic
allowing web services to publish and subscribe to each others' notifications.

The Topic Browser in the Management Console allows you to create, manage, and subscribe to topics, and the   makes it easy for your Event Mediator prox
 or   to publish a received request or response to a topic as an event. Eventing in the ESB of WSO2 Enterprise Integrator (WSO2 EI) isy service sequence

based on the . The following pages describe how to work with topics in detail:WS-Eventing Specification

Adding a new topic
Adding a new sub topic
Viewing details of a topic/subtopic
Subscribing to a topic/sub topic

Adding a new topic

Follow the instructions below to add a new topic directly to the root.

Sign In. Enter your user name and password to log on to the ESB profile's management console.
Click the "Main" button to access the "Manage" menu.

Click on "Add," under "Topics", to access the "Add Topic" page.

Please note that the Event Mediator is deprecated and will be removed from the next release.

http://www.w3.org/Submission/WS-Eventing/
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3.  

4.  On the "Add Sub Topic" page, enter a name of the new topic in the "Topic" field.

You can also choose whether to subscribe and publish the topic or not in the corresponding check boxes.
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4.  

5.  

6.  

7.  

1.  
2.  

Click the "Add Topic" button.

The "WSO2 Carbon" window appears. Click "OK."

The new topic is shown in the topics tree.

Adding a new sub topic

The  feature provides user the ability to add a topic under the existing topic. When adding a new topic under an existing topic, user can"Add Subtopic"
provide the name of the new topic and set the permissions for publishing and subscribing for that topic.

Follow the instructions below to add a subtopic.

Sign In. Enter your username and password to log on to the ESB profile's management console.
Click the "Main" button to access the "Manage" menu.
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2.  

3.  Click on "Browse," under "Topics", to access the "Topic Browser" page.
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3.  

4.  

5.  

The "Topic Browser" page appears. Click on the topic you want to add a subtopic to.

Click on the "Add Subtopic" link.
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5.  

6.  

7.  

8.  

9.  

On the "Add Sub Topic" page, enter a name of the new subtopic into the "Topic Name" field.

You can also chose whether to subscribe and publish the subtopic or not in the corresponding check-boxes.

Click the "Add Topic" button.

The "WSO2 Carbon" window appears. Click "OK."

The new subtopic is shown in the topics tree of the  screen.Topic Browser
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9.  

Viewing details of a topic/subtopic

Each topic has specific details such as permissions, WS subscription details, and JMS subscription details. In the  screen appears. Click theTopic Browser
 link of the topic you want to see the details of.Details

If you want to delete a topic from the server, c ilick the Delete link of that topic n the   screen. However, tTopic Browser o delete a topic, the
subscription count for that topic and its children should be zero. Otherwise, it will prompt an error message specifying that there are
subscriptions for the topic or its children.
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The "Topic Details" page appears.
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a.  

b.  

c.  

1.  

2.  

1.  

2.  

All the details related with a topic can be viewed on this page. The following details are available:

 Permission Details - Allows to view the permissions related with the topic.
 WS Subscription Details - Shows all the WS subscriptions for the topic and all its children.

JMS Subscription Details - All the durable and non durable JMS subscriptions are listed here.
 Publish - Allows the user to publish a sample XML message to a topic.

Permission Details 

If you want to change the permission details, proceed to the following steps:

Chose the role of the topic and change the ticks on the provided check boxes.

Click on the "Update Permissions" button.

The "WSO2 Carbon" window appears. Click "OK."

WS Subscription Details 

Using "Ws Subscription Details" the user can unsubscribe or renew the subscription.
Unsubscribing

Use the following instructions to unsubscribe.

Choose the necessary subscription and click on the "Unsubscribe" link.

In the "WSO2 Carbon" window, click "OK" to confirm your request.

Renewing the Subscription

Follow the instructions below to unsubscribe.

Choose the necessary subscription and click on the "Renew" link.

The "Renew Subscription page appears," fill in the required fields.



WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 1159

2.  

3.  

4.  

1.  

2.  

3.  

Click the "Renew" button.

In the "WSO2 Carbon" window, click "OK" to confirm your request.

Publish 

Follow the instruction below to publish XML message.

Place a XML message in the provided space.

Click "Publish."

In the "WSO2 Carbon" window, click "OK" to confirm your request.

Tip
See the detailed description of the fields in .Subscribing to a Topic
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3.  

Subscribing to a topic/sub topic

The subscription allows to receive events published to the specified topic and all its children. In the  page, click   on the topic youTopic Browser Subscribe
want to add a subscription to.

The following options are available:

Topic - User does not need to specify the topic here, since its automatically sets up.
Subscription Mode- This is the mode of the subscription and there are tree modes:

"Topic Only" - The default mode for the subscription. With this mode, user creates the subscription only to the topic. In that
mode subscribers only receive events, which are published only to the that topic.
"Topic and Immediate child" - Allows to receive events published not only the specified topic, but also to the immediate child
of that topic.
"Topic and Children" - Allows to receive events published to the specified topic and all its children

Event Sink URL - This is the URL which the subscriber should provide to receive events published. When events are published to the
topic, they are sent to the specified URL here.
Expiration Time - Here user can specify the expiration time of the subscription. This is not a required parameter and if user leave it
alone, subscription will never be expired.

Processing Messages

The following sections describe how the ESB profile processes messages.

Working with Mediators
Working with Message Builders and Formatters
Working with Message Stores and Message Processors
Working with Registry Artifacts
Working with Modules
Working with Transactions
Working with Templates
Working with Synapse Handlers

Working with Mediators

A mediator is the basic message processing unit and a fundamental part  . A mediator can take a message, carry out some predefinedthe ESB profile
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actions on it, and output the modified message. For example, the Clone mediator splits a message into several clones, the Send mediator sends the
messages, and the Aggregate mediator collects and merges the responses before sending them back to the client. 

The ESB profile ships with a range of mediators capable of carrying out various tasks on input messages, including functionality to match incompatible
protocols, data formats and interaction patterns across different resources. Data can be split, cloned, aggregated, and enriched, allowing  tothe ESB profile
match the different capabilities of services. XQuery and XSLT allow rich transformations on the messages. Rule-based message mediation allows users to
cope with the uncertainty of business logic. Content-based routing using XPath filtering is supported in different flavors, allowing users to get the most
convenient configuration experience. Built-in capability to handle allows message mediation to be done transactionally inside  . Transactions the ESB profile
With the  capabilities of , EDA based components can be easily interconnected, allowing  to be used in the front-endeventing the ESB profile the ESB profile
of an organisation's SOA infrastructure.

Mediators

A  is a full-powered processing unit in . In run-time it has access to all parts of  along with the current message.mediator the ESB profile the ESB profile 
Usually, a mediator is configured using XML. Different mediators have their own XML configurations.

At the run-time, a message is injected in to the mediator with   information. Then this mediator can do virtually anything with the message. Athe ESB profile
user can write a mediator and put it into . This custom mediator and any other built-in mediator will be exactly the same as the API and thethe ESB profile
privileges (Refer to more information in ).Creating Custom Mediators

Refer to .ESB Mediators

Mediation Sequence

A mediation sequence, commonly called a "sequence", is a list of mediators. That means, it can hold other mediators and execute them. It is part of the
's core and message mediation cannot live without this mediator. When a message is delivered to a sequence, it sends the message through allESB profile

its child mediators.

Read more in .Mediation Sequences

The Process of Message Mediation

In case an error occurs in the main sequence while processing, the message goes to the fault sequence.
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1.  

 For detailed information about mediators, refer to the following pages:

Working with Mediators via Tooling
ESB Mediators
Creating Custom Mediators
Mediation Sequences
Prioritizing Messages
Debugging Mediation

Working with Mediators via Tooling

If you need to create a custom mediator that performs some logic on a message, you can either  , or create a new mediator project import an existing
mediator project using WSO2 Integration Studio.

Once a mediator project is finalised, you can export it as a deployable artifact by right-clicking on the project and selecting Export Project as Deployable
. This creates a JAR file that you can deploy to the EI. Alternatively, you can group the mediator project as a Composite Application Project, createArchive

a Composite Application Archive (CAR), and deploy it to the EI.

Creating a mediator project

Follow these steps to create a new mediator.

Open , click tab as shown below.WSO2 Integration Studio  Miscellaneous  Create New Mediator Project in the Getting Started 
 

You need to have WSO2 Integration Studio installed to create a new message store or to import an existing message store. For instructions, see
.Installing WSO2 Integration Studio

A URL classloader is used to load classes in the mediator (class mediators are not deployed as OSGi bundles). Therefore, it is only possible to
refer to the class mediator from artifacts packed in the same CAR file in which the class mediator is packed. Accessing the class mediator from
an artifact packed in another CAR file is not possible. However, it is possible to refer to the class mediator from a sequence packed in the same
CAR file and call that sequence from any other artifact packed in other CAR files.

Alternatively, you can import a mediator project. To do this, open WSO2 Integration Studio, click  , and then click  . Next, select File Import Existin
 under the   category, click   and upload the pre-packaged project. g WSO2 Projects into workspace WSO2 Next
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1.  

2.  

a.  
b.  
c.  
d.  

Leave the first option selected and click  . The New Mediator Creation Wizard appears.Next

Do the following:
Type a unique name for the project.
Specify the package and class names you are creating.
Optionally specify the location where you want to save the project (or leave the default location specified).
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2.  

d.  
3.  

4.  

1.  
2.  
3.  

4.  

Optionally specify the working set, if any, that you want to include in this project.
A Maven POM file will be generated automatically for this project. If you want to include parent POM information in the file from another project in
this workspace, click  , click the   check box, and then select the parent project.Next Specify Parent from Workspace
Click  .Finish

The mediator project is created in the workspace location you specified with a new mediator class that extends org.apache.synapse.mediators.Abs
.tractMediator

Importing a Java Mediator Project 

Follow the steps below to import a Java mediator project (that includes a Java class, which extends the org.apache.synapse.mediators.AbstractM
 class) to WSO2 Integration Studio.ediator

Open  , click in the  tab as shown below.WSO2 Integration Studio  Miscellaneous  Create New Mediator Project   Getting Started
Select   and click  .Import From Workspace Next
Specify the mediator project in this workspace that you want to import. Only projects with source files that extend org.apache.synapse.media

 are listed. Optionally, you can change the location where the mediator project will be created and add it to workingtors.AbstractMediator
sets.
Click . Finish

The mediator project you selected is created in the location you specified.

ESB Mediators

A mediator is the basic message processing unit and a fundamental part  . A mediator can take a message, carry out some predefinedthe ESB profile
actions on it, and output the modified message. For example, the Clone mediator splits a message into several clones, the Send mediator sends the
messages, and the Aggregate mediator collects and merges the responses before sending them back to the client. 

The ESB profile ships with a range of mediators capable of carrying out various tasks on input messages, including functionality to match incompatible
protocols, data formats and interaction patterns across different resources. Data can be split, cloned, aggregated, and enriched, allowing   tothe ESB profile
match the different capabilities of services. XQuery and XSLT allow rich transformations on the messages. Rule-based message mediation allows users to
cope with the uncertainty of business logic. Content-based routing using XPath filtering is supported in different flavors, allowing users to get the most
convenient configuration experience. Built-in capability to handle  allows message mediation to be done transactionally inside  . Transactions the ESB profile
With the   capabilities of  , EDA based components can be easily interconnected, allowing   to be used in the front-endeventing the ESB profile the ESB profile
of an organisation's SOA infrastructure.

A  is a full-powered processing unit in  EI. At run-time, a mediator has access to all the parts of  along withmediator the ESB profile of WSO2 the ESB profile
the current message and can do virtually anything with the message. At the run-time, a message is injected in to the mediator with the ESB profile informati
on. Then this mediator can do virtually anything with the message. A user can write a mediator and put it into the ESB profile. This custom mediator and
any other built-in mediator will be exactly the same as the API and the privileges (Refer to more information in Creating Custom Mediators).

A , commonly called a "sequence", is a list of mediators. That means, it can hold other mediators and execute them. It is part of mediation sequence the
's core and message mediation cannot live without this mediator. When a message is delivered to a sequence, it sends the message through allESB profile

The mediator projects you create using WOS2 Integration Studio are of the org.wso2.developerstudio.eclipse.artifact.mediator
 nature by default. Follow the steps below to view this nature added to the   file of.project.nature <PROJECT_NAME>/target/.project

the Java mediator project you imported.

Click the  icon, and click .View Menu Filters and Customization

Deselect , and click ..*resources OK

https://docs.wso2.com/display/EI6xx/Working+with+Transactions
https://docs.wso2.com/display/EI6xx/Working+with+Topics+and+Events
https://docs.wso2.com/display/EI6xx/Creating+Custom+Mediators
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its child mediators. For more information, see  .Mediation Sequences

The Process of message mediation is depicted in the diagram below.

In case an error occurs in the main sequence while processing, the message goes to the fault sequence.

https://docs.wso2.com/display/EI6xx/Mediation+Sequences
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When , you can configure the mediator in design view or in source view.  Souadding a mediator to a sequence Usually, a mediator is configured using XML. 
rce view provides the XML representation of the configurations done in the UI. When you edit the source XML all changes immediately reflect in the design
view as well.

Each mediator has its own XML configuration. You can change the following mediators using their source view:

Aggregate Mediator
Cache Mediator
Filter Mediator
In Mediator
Iterate Mediator
Out Mediator
Sequence Mediator
Synapse Mediator
Template Mediator
Validate Mediator
 

Mediators in a sequence can be one of the following types:

Node mediators - Contains child mediators.
Leaf mediators - Does not hold any other child mediators.

Mediators are classified as follows based on whether or not they access the message's content: 

Content-aware mediators: These mediators always access the message content when mediating messages (e.g., ). Enrich mediator
Content-unaware mediators: These mediators never access the message content when mediating messages (e.g., ).Send mediator
Conditionally content-aware mediators: These mediators could be either content-aware or content-unaware depending on their exact instance
configuration. For an example a simple  instance (i.e. configured as ) is content-unaware. However a log mediator configuredLog Mediator <log/>
as   would be content-aware since it is expected to log the message payload.<log level=”full”/>

Mediators are considered to be one of the main mechanisms for extending an EI. You can  and add them to . Thiscreate custom mediators the ESB profile
custom mediator and any other built-in mediator will be exactly the same as the API and the privileges.

The standard mediators in  are listed in the table below. Click a link for details on that mediator. There are also many  thatthe ESB profile samples
demonstrate how to use mediators.

The WSO2 EI mediator catalog

Category Name Description

It is possible to comment out lines of code in the Synapse definition as well as in the source view of the complete EI configuration.
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Core Call Invoke a service in non blocking synchronous manner

Enqueue (deprecated) Uses a  to ensure high-prioritypriority executor
messages are not dropped

Send Sends a message

Loopback Moves the message from the In flow to the Out flow,
skipping all remaining configuration in the In flow

Sequence Inserts a reference to a sequence

Respond Stops processing on the message and sends it back to
the client

Event Sends event notifications to an event source, publishes
messages to predefined topics

Drop Drops a message

Call Template Constructs a sequence by passing values into a sequen
ce template

Enrich Enriches a message

Property Sets or remove properties associated with the message

Log Logs a message

Filter Filter Filters a message using XPath, if-else kind of logic

Out (deprecated) Applies to messages that are in the Out path of the ESB
profile

In (deprecated) Applies to messages that are in the In path of the ESB
profile

Validate Validates XML messages against a specified schema.

Switch Filters messages using XPath, switch logic

Conditional Router (deprecated) Implements complex routing rules (Header based
routing, content based routing and other rules) 

Transform XSLT Performs XSLT transformations on the XML payload

FastXSLT Performs XSLT transformations on the message stream

URLRewrite Modifies and rewrites URLs or URL fragments

XQuery Performs XQuery transformation

Header Sets or removes SOAP headers

Fault (also called Makefault) Create SOAP Faults

PayloadFactory Transforms or replaces message content in between the
client and the backend server

Advanced Cache Evaluates messages based on whether the same
message came to the ESB profile

ForEach Splits a message into a number of different messages
by finding matching elements in an XPath expression of
the original message.

Clone Clones a message

Store Stores messages in a predefined message store

Iterate Splits a message

Aggregate Combines a message

Callout Blocks web services calls

Transaction Executes a set of mediators transactionally

Throttle Limits the number of messages
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DBReport Writes data to database

DBLookup Retrieves information from database

EJB Calls an external Enterprise JavaBean(EJB) and stores
the result in the message payload or in a message
context property.

Rule Executes rules

Builder Builds the actual SOAP message, from a message,
which is coming into the ESB profile through the Binary
Relay. 

Entitlement Evaluates user actions against a XACML policy

OAuth 2-legged OAuth support

Smooks Used to apply lightweight transformations on messages
in an efficient manner.

Data Mapper Converts and transforms one data format to another, or
changes the structure of the data in a message. 

Extension Bean (deprecated) Manipulates JavaBeans

Class Creates and executes a custom mediator

POJOCommand (deprecated) Executes a custom command

Script Executes a mediator written in Scripting language

Spring (deprecated) Creates a mediator managed by Spring

Agent Publish Event Constructs events and publishes them to different
systems such as WSO2 BAM/DAS/CEP/SP via event
sinks.

Aggregate Mediator

The  implements the . It combines (aggregates) the   of messages thatAggregate mediator Aggregator   enterprise integration pattern response messages
were split by the split by the  or  mediator. Note that the responses are not necessarily aggregated in the same order that the requests wereClone Iterate
sent, even if you set the   attribute to   on the Iterate mediator.sequential true

Syntax |  | Configuration Examples

Syntax

<aggregate>
   <correlateOn expression="xpath | json-eval(JSON-Path)"/>?
   <completeCondition [timeout="time-in-seconds"]>
     <messageCount min="int-min" max="int-max"/>?
   </completeCondition>?
   <onComplete expression="xpath |  json-eval(JSON-Path)"
[sequence="sequence-ref"]>
     (mediator +)?
   </onComplete>
</aggregate>

The Aggregate mediator is a  mediator.content-aware

https://docs.wso2.com/display/EIP/Aggregator
https://docs.wso2.com/display/EI650/ESB+Mediators#ESBMediators-Content-awareness


WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 1169

Configuration

The parameters available for configuring the Aggregate mediator are as follows.

Parameter Name Description

Aggregate ID This optional attribute can be used to aggregate only responses for split messages that are created by a specific
clone/iterate mediator. Aggregate ID should be the same as the ID of the corresponding clone/iterate mediator that
creates split messages. This is particularly useful when aggregating responses for messages that are created using
nested clone/iterate mediators.

Aggregation Expression An XPath expression specifying which elements should be aggregated. A set of messages that are selected for
aggregation is determined by the value specified in the  field.Correlation Expression

Completion Timeout The number of seconds taken by the Aggregate mediator to wait for messages. When this time duration elapses,
the aggregation will be completed. If the number of response messages reaches the number specified in the Comp

 field, the aggregation will be completed even if the time duration specified for the letion Max-messages Completio
field has not elapsed.n Timeout 

Completion Max-messages Maximum number of messages that can exist in an aggregation. When the number of response messages received
reaches this number, the aggregation will be completed.

Completion Min-messages Minimum number of messages required for the aggregation to complete. When the time duration entered in the Co
field is elapsed, the aggregation will be completed even if the number of minimum responsempletion Timeout 

messages specified has not been received. If no value is entered in the  field, the aggregationCompletion Timeout
will not be completed until the number of response messages entered in the field isCompletion Min-messages 
received.

Correlation Expression  This is an XPath expression which provides the basis on which response messages should be selected for
aggregation. This is done by specifying a set of elements for which the messages selected should have matching
values. A specific aggregation condition is set via the  field.Aggregation Expression

Enclosing Element Property This parameter is used to accumulate the aggregated messages inside a single property. The name of the relevant
property is entered in this field.

On Complete The sequence to run when the aggregation is complete. You can select one of the following options:

Anonymous: Select this value if you want to specify the sequence to run by adding child mediators to the
Aggregate mediator instead of selecting an existing sequence. For example, if you want to send the
aggregated message via the , you can add the Send mediator as a child mediator.Send mediator
Pick from Registry: Select this option if you want to specify a sequence which is already defined and saved in
the registry. You can select the sequence from the Configuration Registry or Governance Registry.

Examples

Example 1 - Sending aggregated messages through the send mediator
Example 2 - Sending aggregated messages with the enclosing element
Samples

Example 1 - Sending aggregated messages through the send mediator

<outSequence>
    <aggregate>
        <onComplete expression="//m0:getQuoteResponse"
                xmlns:m0="http://services.samples">
            <send/>
        </onComplete>
    </aggregate>
</outSequence>

In this example, the mediator aggregates the responses coming into , and on completion it sends the aggregated message through thethe ESB profile

You can click NameSpaces to add namespaces if you are providing an expression. Then the Namespa
ce Editor panel would appear where you can provide any number of namespace prefixes and URLs
used in the XPath expression. 
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Send mediator.
Example 2 - Sending aggregated messages with the enclosing element

The following example shows how to configure the Aggregate mediator to annotate the responses sent from multiple backends before forwarding them to
the client.

<outSequence>
   <property name="info" scope="default">
      <ns:Information xmlns:ns="www.asankatechtalks.com" />
   </property>
   <aggregate id="sa">
      <completeCondition />
      <onComplete expression="$body/*[1]"
enclosingElementProperty="info">
         <send />
      </onComplete>
   </aggregate>
</outSequence>

The above configuration includes the following:

Parameter Description

<property name="info"
scope="default">
      <ns:Information
xmlns:ns="www.asankatecht
alks.com" />
   </property>

This creates the property named of the  type in which all the aggregated responses are accumulated.info OM

<      aggregate   id = "sa" > The ID of the corresponding Clone mediator that splits the messages to be aggregated by the Aggregate mediator.

<     onComplete   expression =
  "$body/*[1]"   enclosingEle
   mentProperty = "info" >

This expression is used to add the  property (created earlier in this configuration) to be added to the payloadinfo
of the message and for accumulating all the aggregated messages from different endpoints inside the tag created
inside this property.

<   send   /> This is the Send mediator added as a child mediator to the Aggregate mediator in order to send the aggregated and
annotated messages back to the client once the aggregation is complete.

Samples

For more examples, see:

Sample 62: Routing a Message to a Dynamic List of Recipients and Aggregating Responses
Sample 400: Message Splitting and Aggregating the Responses
Sample 751: Message Split Aggregate Using Templates

Bean Mediator

The   is used to manipulate a JavaBean that is bound to the Synapse message context as a property. Classes of objects manipulated byBean Mediator
this mediator need to follow the JavaBeans specification.

Syntax |  | Configuration Example

Syntax

Note
Please note that this feature is deprecated.

The Bean mediator is a  mediator.content-aware

https://docs.wso2.com/display/EI6xx/Sample+62%3A+Routing+a+Message+to+a+Dynamic+List+of+Recipients+and+Aggregating+Responses
https://docs.wso2.com/display/EI6xx/Sample+400%3A+Message+Splitting+and+Aggregating+the+Responses
https://docs.wso2.com/display/EI6xx/Sample+751%3A+Message+Split+Aggregate+Using+Templates
https://docs.wso2.com/display/EI650/ESB+Mediators#ESBMediators-Content-awareness
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<bean action="CREATE | REMOVE | SET_PROPERTY | GET_PROPERTY"
var="string" 
  [class="string"] [property="string"] 
  [value="string | {xpath}"] />

Configuration

The parameters available to configure the Bean mediator are as follows.

Field Name Description

Class The class on which the action selected for the  parameter is performed by the Beanstalks manager.Action

Action The action to be carried out by the Bean mediator. The possible values are:
CREATE: This action creates a new JavaBean.
REMOVE: This action removes an existing JavaBean.
SET_PROPERTY: This action sets a property of an existing JavaBean.
GET_PROPERTY:This action retrieves a property of an existing JavaBean.

Var The variable which is created, removed, set or retrieved for the JavaBean based on the value selected for the Actio
n parameter.

Property The name of the property used to bind the JavaBean to the Synapse client.

Value The value of the property used to bind the JavaBean to the Synapse client. The property value can be entered
using one of the following methods.

Value: If this is selected, the property value can be entered as a static value.
Expression: If this is selected, the property value can be entered as a dynamic value. You can enter the
XPath expression to evaluate the relevant property value.

Target The element of the message which should be affected by execution of the Bean mediator configuration. The target
element can be specified using one of the following methods.

Value: If this is selected, the target element can be entered as a static value. The static value should be
entered in the text field.
Expression: If this is selected, the target element can be evaluated via an XPath expression. The XPath
expression should be entered in the text field.

Example

In this example, the Bean mediator first creates a JavaBean with the  as the variable. The next Bean mediator creates property named  withiloc latitude
n the  variable using the  action. The third Bean mediator creates another property named  in the same variable using the loc SET_PROPERTY longitude S

 action.ET_PROPERTY

You can click  to add namespaces if you are providing an expression. Then the NameSpaces Namespa
 panel would appear where you can provide any number of namespace prefixes and URLsce Editor

used in the XPath expression. 
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...  
<bean action="CREATE" class="org.ejb.wso2.test.bean.Location"
var="loc"></bean>
<bean action="SET_PROPERTY" property="latitude" value="{//latitude}"
var="loc" xmlns:ns3="http://org.apache.synapse/xsd"   
xmlns:ns="http://org.apache.synapse/xsd"></bean>
<bean action="SET_PROPERTY" property="longitude" value="{//longitude}"
var="loc" xmlns:ns3="http://org.apache.synapse/xsd"
xmlns:ns="http://org.apache.synapse/xsd"></bean>
...

Builder Mediator

The  can be used to build the actual SOAP message from a message coming into the ESB profile of WSO2 Enterprise Integrator (WSO2Builder Mediator
EI) through the Binary Relay. One usage is to use this before trying to log the actual message in case of an error. Also with the Builder Mediator in the ESB
can be configured to build some of the messages while passing the others along.

By default, Builder Mediator uses the   default Message builders for the content types. Users can override those by using the optional axis2 messageBuil
 configuration. For more information, see  .der Working with Message Builders and Formatters

Like in  , a user has to specify the content type and the implementation class of the  . Also, users can specify the message axis2.xml messageBuilder fo
 for this content type. This is used by the   to format the message before sending to the destination.rmatter ExpandingMessageFormatter

Syntax

<builder>
        <messageBuilder contentType="" class="" [formatterClass=""]/>
</builder>

Cache Mediator

When a message enters a message flow, the Cache mediator checks whether the incoming message is similar to a previous message that was received
within a specified period of time. This is done by evaluating the hash value of incoming messages. If a similar message was identified before, the Cache
mediator executes the  sequence (if specified), fetches the cached response, and prepares the ESB profile to send the response. The onCacheHit onCac

 sequence can send back the response message using the . If the  sequence is not specified, the cached responseheHit Respond Mediator onCacheHit
is sent back to the requester and the message is not passed on. If a similar message has not been seen before, then the message is passed on.

Syntax |  |  | Configuration Samples Invalidating cached responses remotely

In order to use the Builder mediator,   BinaryRealyBuilder  should be specified as the message builder in the  <EI_HOME>/conf/axis2/ax
 is2.xml  file for at least one content type. The message formatter specified for the same content types should be ExpandingMessageFormat

. ter Unlike other message builders defined in axis2.xml, the BinaryRelayBuilder works by passing through a binary stream of the received
content. The Builder mediator is used in conjunction with the BinaryRelayBuilder when we require to build the binary stream into a particular
content type during mediation. We can specify the message builder that should be used to build the binary stream using the Builder mediator. 

The Cache mediator is a  mediator.content-aware

The Cache mediator supports only local caching. It does not support distributed caching.

https://docs.wso2.com/display/EI650/ESB+Mediators#ESBMediators-Content-awareness
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Syntax

<cache [timeout="seconds"] [collector=(true | false)]
[maxMessageSize="in-bytes"] >
   <onCacheHit [sequence="key"]>
  (mediator)+
   </onCacheHit>?
   <protocol type="http" >?
  <methods>comma separated list</methods>
     <headersToExcludeInHash>comma separated
list</headersToExcludeInHash>
  <responseCodes>regular expression</responseCodes>
     <enableCacheControl>(true | false)</enableCacheControl>
     <includeAgeHeader>(true | false)</includeAgeHeader>
  <hashGenerator>class</hashGenerator>
   </protocol> 
   <implementation [maxSize="int"]/>
</cache>

Following is an example where the expected response from the last cache hit is not received because the response is sent once the request comes to the
first finder:

Note
In a message flow you can use the cache mediator as a finder (in the incoming path to check the request) or as a collector (in the outgoing path
to cache the response).

It is not possible to have more than one cache mediator in the same message flow because mediation is terminated after the finder on a cache
hit, and the response is not passed on to the next finder after a cache hit.
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<?xml version="1.0" encoding="UTF-8"?>
<proxy xmlns="http://ws.apache.org/ns/synapse" name="cache115"
transports="http https" startOnLoad="true">
   <description />
   <target>
      <inSequence>
         <cache collector="false" timeout="60">
            <protocol type="HTTP">
               <methods>POST</methods>
               <headersToExcludeInHash />
               <responseCodes>.*</responseCodes>
               <enableCacheControl>false</enableCacheControl>
               <includeAgeHeader>false</includeAgeHeader>
              
<hashGenerator>org.wso2.carbon.mediator.cache.digest.HttpRequestHashGen
erator</hashGenerator>
            </protocol>
         </cache>
         <call>
            <endpoint>
               <address uri="http://demo0585968.mockable.io/some" />
            </endpoint>
         </call>
         <property name="RESPONSE" value="true" scope="default"
type="STRING" />
         <log level="full" />
         <cache collector="true" />
         <property name="RESPONSE" value="false" scope="default"
type="STRING" />
         <cache collector="false" timeout="60">
            <protocol type="HTTP">
               <methods>POST</methods>
               <headersToExcludeInHash />
               <responseCodes>.*</responseCodes>
              
<hashGenerator>org.wso2.carbon.mediator.cache.digest.HttpRequestHashGen
erator</hashGenerator>
            </protocol>
         </cache>
         <call>
            <endpoint>
               <address uri="http://demo0585968.mockable.io/hello" />
            </endpoint>
         </call>
         <property name="RESPONSE" value="true" scope="default"
type="STRING" />
         <log level="full" />
         <cache collector="true" />
         <respond />
      </inSequence>
   </target>
</proxy>   

Configuration

Click on the relevant tab to view the UI configuration depending on whether the cache type of the cache mediator is   or  .Finder Collector
Finder

The parameters available to configure the Cache mediator are as follows.

Parameter Name Description
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Cache Type This parameter specifies whether the Cache mediator should be in the incoming path (to check the request) or in
the outgoing path (to cache the response). Possible values are as follows.

Finder: If this is selected, the Cache mediator is used to search for the request hash of incoming messages.
Collector: If this is selected, the Cache mediator is used to collect response messages in the cache.

Cache Timeout (Seconds) The time duration that the cache should be retained specified in seconds. The cache expires once this time
duration elapses. The default value is 5000 seconds.

Maximum Message Size The maximum size of the message to be cached. This should be specified in bytes.

Protocol Type The protocol type to be cached in the message flow. In the current implementation, HTTP is the only value that you
can select. Although the only configuration supported for other protocols is the , you can specifyHashGenerator
the protocol type to be anything and specify a  that you prefer.HashGenerator

HTTP Methods A comma separated list of HTTP methods that should be cached for . The default value is , andthe HTTP protocol *
it caches all HTTP methods.

Headers to Exclude in Hash A comma separated list of headers to ignore when hashing an incoming messages. If you want to exclude all
headers when hashing an incoming message, specify *.

Response Codes Specify the response codes to be cached as a regular expression. If the http status code of a response matches the
regular expression, the response should be cached. The default setting is to cache any response code.

Hash Generator This parameter is used to define the logic used by the Cache mediator to evaluate the hash values of incoming
messages. The value specified here should be a class that implements the org.separated.carbon.mediator

 class interface. The default hash generator is .cache.digest.DigestGenerator org.wso2.carbon.mediat
. If the generated hash value is found in the cache, then theor.cache.digest.HttpRequestHashGenerator

Cache mediator executes the  sequence, which can be specified inline or referenced.onCacheHit

Enable Cache Control Headers Whether the Cache mediator should honor the Cache-Control header(no-cache, no-store, max-age headers). If you
set this to the default value (i.e., ), the Cache mediator will not consider the Cache-Control headers whenfalse
caching the response or when returning the cached response.

Include Age Header Whether an Age header needs to be included when returning the cached response.

Maximum Size The maximum number of elements to be cached. The default size is 1000.

Anonymous If this option is selected, an anonymous sequence is executed when an incoming message is identified as an
equivalent to a previously received message, based on the value defined in the  field.Hash Generator

Sequence Reference The reference to the  sequence to be executed when an incoming message is identified as anonCacheHit
equivalent to a previously received message, based on the value defined in the  field. TheHash Generator
sequence should be created in the registry in order to be specified in this field. You can click either  Configuration

 or  as applicable to select the required sequence from the resource tree.Registry Governance Registry

Collector

 The parameters available to configure the Cache mediator are as follows.

Parameter Name Description

Cache Type This parameter specifies whether the mediator should be in the incoming path (to check the request) or in the
outgoing path (to cache the response). Possible values are as follows.

Finder: If this is selected, the mediator is used to search for the request hash of incoming messages.
Collector: If this is selected, the mediator is used to collect response messages in the cache.

Examples

Note
The hash generator is specific to the HTTP protocol.

If you are using any other protocol, you need to write a custom hash generator or use one of the
following deprecated hash generator classes:

org.wso2.carbon.mediator.cache.digest.DOMHASHGenerator
org.wso2.carbon.mediator.cache.digest.REQUESTHASHGenerator
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Following are examples of how you can use the Cache mediator.
Example one

According to this example configuration, when the first message is sent to the endpoint, the cache is not hit. The Cache mediator configured in the   seqOut
uence caches the response to this message. When a similar message is sent to the endpoint for the second time, the previous response is directly fetched
from the cache and sent to the requester. This happens because the   sequence is not defined in this configuration.onCacheHit

<?xml version="1.0" encoding="UTF-8"?>
<sequence name="main">
     <in>
         <cache collector="false" maxMessageSize="10000" timeout="20">
             <protocol type="HTTP">
                 <methods>POST</methods>
                 <headersToExcludeInHash/>
                 <responseCodes>2[0-9][0-9]</responseCodes>
                    <enableCacheControl>false</enableCacheControl>
                    <includeAgeHeader>false</includeAgeHeader>
                
<hashGenerator>org.wso2.carbon.mediator.cache.digest.HttpRequestHashGen
erator</hashGenerator>
             </protocol>
             <implementation maxSize="100"/>
         </cache>
         <send>
             <endpoint name="inlined">
                 <address
uri="http://localhost:9000/services/SimpleStockQuoteService"/>
             </endpoint>
         </send>
     </in>
     <out>
         <cache collector="true"/>
         <send/>
     </out>
 </sequence>

Example two

According to this example configuration, if you define a cache collector using the cache mediator in the in sequence, you need to add the   properRESPONSE
ty to consider the message as a response message.
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<?xml version="1.0" encoding="UTF-8"?>
<api xmlns="http://ws.apache.org/ns/synapse" name="cacheAPI"
context="/cache">
<resource methods="POST GET" uri-template="/headerapi/*">
 <inSequence>
  <cache collector="false" timeout="5000">
   <protocol type="HTTP">
    <methods>GET, POST</methods>
    <headersToExcludeInHash>*</headersToExcludeInHash>
    <responseCodes>.*</responseCodes>
                <enableCacheControl>false</enableCacheControl>
                <includeAgeHeader>false</includeAgeHeader>
   
<hashGenerator>org.wso2.carbon.mediator.cache.digest.HttpRequestHashGen
erator</hashGenerator>
   </protocol>
  </cache>
  <call>
   <endpoint>
    <address
uri="http://localhost:9000/services/SimpleStockQuoteService"/>
   </endpoint>
  </call>
  <property name="RESPONSE" value="true" scope="default"
type="STRING"/>
  <enrich>
   <source type="inline" clone="true">
    <ax21:newvalue
     xmlns:ax21="http://services.samples/xsd">testsamplevalue
    </ax21:newvalue>
   </source>
   <target
    xmlns:ax21="http://services.samples/xsd"
    xmlns:ns="http://services.samples" action="sibling"
xpath="//ns:getQuoteResponse/ns:return/ax21:volume"/>
   </enrich>
   <cache collector="true"/>
   <respond/>
  </inSequence>
</resource>
</api>

Samples

Sample 420: Simple Response Cache in the ESB for an Actual Service

Invalidating cached responses remotely

You can invalidate all cached response remotely by using any   via the exposed MBeans. You can use the JMX monitoring tool such as Jconsole invalida
operation of the   teTheWholeCache() org.wso2.carbon.mediatio  MBean for this as shown below.n

https://docs.wso2.com/display/EI6xx/Sample+420%3A+Simple+Response+Cache+in+the+ESB+for+an+Actual+Service
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Call Mediator

The  is used to send messages out of  to an . You can invoke services either in blocking or non-blocking manner. Call mediator the ESB profile endpoint

When you invoke a service in non-blocking mode, the underlying worker thread returns without waiting for the response. In blocking mode, the underlying
worker thread gets blocked and waits for the response after sending the request to the endpoint. Call mediator in blocking mode is very much similar to the 

.Callout mediator

In both blocking and non-blocking modes, Call mediator behaves in a synchronous manner. Hence, mediation pauses after the service invocation,
and resumes from the next mediator in the sequence when the response is received. Call mediator allows you to create your configuration independent
from the underlying architecture. 

Non-blocking mode of the Call mediator leverages the non-blocking transports for better performance. Therefore, it is recommended to use it in
non-blocking mode as much as possible. However, there are scenarios where you need to use the blocking mode. For example, when you implement a
scenario related to JMS transactions, it is vital to use the underlying threads in blocking mode. 

In blocking mode, Call mediator uses the   file as the Axis2 configuration.<EI_HOME>/conf/axis2/axis2_blocking_client.xml

You can obtain the service endpoint for the Call mediator as follows:

Pick from message-level information
Pick from a pre-defined endpoint

If you do not specify an endpoint, the Call mediator tries to send the message using the  address of the message. If you specify an endpoint, theWSA:TO
Call mediator sends the message based on the specified endpoint.

The endpoint type can be Leaf Endpoint (i.e. Address/WSDL/Default/HTTP) or Group Endpoint (i.e. Failover/Load balance/Recipient list). Group Endpoint
is only supported in non-blocking mode.

The Call mediator is a  mediator.content-unaware

https://docs.wso2.com/display/EI650/ESB+Mediators#ESBMediators-Content-awareness
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Set up |  |  | Syntax Configuration Example

Set up

Enabling mutual SSL in the blocking mode

When using the Call mediator in the   blocking mode  (blocking=true), enable the mediator to handle mutual SSL by adding the following JVM settings to
   the  <EI_HOME>/bin/integrator.sh  file:

-Djavax.net.ssl.keyStore="$CARBON_HOME/repository/resources/security/ws
o2carbon.jks" \
-Djavax.net.ssl.keyStorePassword="wso2carbon" \
-Djavax.net.ssl.keyPassword="wso2carbon" \
-Drampart.axiom.parser.pool=false \

Syntax

<call [blocking="true"] />

If the message is to be sent to one or more endpoints, use the following syntax:

 
<call [blocking="true"]>
   (endpointref | endpoint)+
</call>

The   token refers to the following:endpointref

<endpoint key="name"/>

The   token refers to an anonymous endpoint definition.endpoint

Configuration

Select one of the following options to define the endpoint to which, the message should be delivered.

Parameter Name Description

None Select this option if you do not want to provide an endpoint. The Call mediator will send the message using its wsa:
address.to 

Define Inline If this is selected, the endpoint to which the message should be sent can be included within the Call mediator
configuration. Click  to add the required endpoint. For more information on Adding an endpoint, see Add Adding an

.Endpoint

Pick From Registry If this is selected, the message can be sent to a pre-defined endpoint which is currently saved as a resource in
the registry. Click either   or   as relevant to select the requiredConfiguration Registry Governance Registry
endpoint from the resource tree.
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XPath If this is selected, the endpoint to which the message should be sent will be derived via an XPath expression. You
are required to enter the relevant XPath expression in the text field that appears when this option is selected.

Blocking If set to , you can use the call mediator in blocking mode.true

Example

Example 1 - Service orchestration

In this example, t    he Call mediator invokes a backend service. An Enrich mediator stores the response received for that service invocation.

The   Filter Mediator added after the Call mediator carries out a filter to determine whether the first call has been successful. If it is successful, second
.backend service is invoked. The payload of the request to the second backend is the response of the first service invocation

After a successful second backend service invocation, response of the first service is retrieved by the   from the property where it wasEnrich mediator
formerly stored. This response is sent to the client by the  . Respond mediator

If it is not successful, a custom JSON error message is sent with HTTP 500. If the first call itself is not successful, the output is just sent back with the
relevant error code.

You can click  to add namespaces if you are providing an expression. Then the NameSpaces Namespa
 panel would appear where you can provide any number of namespace prefixes and URLsce Editor

used in the XPath expression. 
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<target>
      <inSequence>
         <log/>
         <call>
            <endpoint>
               <http method="get"
uri-template="http://192.168.1.10:8088/mockaxis2service"/>
            </endpoint>
         </call>
         <enrich>
            <source type="body" clone="true"/>
            <target type="property" action="child"
property="body_of_first_call"/>
         </enrich>
         <filter source="get-property('axis2', 'HTTP_SC')" regex="200">
            <then>
               <log level="custom">
                  <property name="switchlog" value="Case: first call
successful"/>
               </log>
               <call>
                  <endpoint>
                     <http method="get"
uri-template="http://localhost:8080/MockService1"/>
                  </endpoint>
               </call>
               <filter source="get-property('axis2', 'HTTP_SC')"
regex="200">
                  <then>
                     <log level="custom">
                        <property name="switchlog" value="Case: second
call successful"/>
                     </log>
                     <enrich>
                        <source type="property" clone="true"
property="body_of_first_call"/>
                        <target type="body"/>
                     </enrich>
                     <respond/>
                  </then>
                  <else>
                     <log level="custom">
                        <property name="switchlog" value="Case: second
call unsuccessful"/>
                     </log>
                     <property name="HTTP_SC" value="500"
scope="axis2"/>
                     <payloadFactory media-type="json">
                        <format>{ "status": "ERROR!"}</format>
                        <args/>
                     </payloadFactory>
                     <respond/>
                  </else>
               </filter>
            </then>
            <else>
               <log level="custom">
                  <property name="switchlog" value="Case: first call
unsuccessful"/>
               </log>
               <respond/>
            </else>
         </filter>
      </inSequence>
   </target>
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Example 2 - Continuing mediation without waiting for responses

In this example, the message will be cloned by the  and sent via the Call mediator. The Drop mediator drops the response so that no furtherClone Mediator
mediation is carried out for the cloned message. However, since the  attribute of the  is set to , the original messagecontinueParent Clone mediator true
is mediated in parallel. Therefore, the  at the end of the configuration will log the    log message without waiting forLog Mediator After call mediator
the Call mediator response.

...
<log level="full"/>
<clone continueParent="true">
<target>
<sequence>
<call>
<endpoint>
<address uri="http://localhost:8080/echoString"/>
</endpoint>
</call>
<drop/>
</sequence>
</target>
</clone>
<log level="custom">
<property name="MESSAGE" value="After call mediator"/>
</log>
...

Example 3 - Call mediator in blocking mode

In the following sample configuration, the  is used to add the action, the  is used to store the the request messageHeader Mediator PayloadFactory Mediator
and the Call mediator is used to invoke a backend service.
You will see that the payload of the request and header action are sent to the backend. After successful backend service invocation, you will see that the
response of the service is retrieved by the EI and sent to the client as the response using the .Respond Mediator

<target>
   <inSequence>
      <header name="Action" value="urn:getQuote" />
      <payloadFactory media-type="xml">
         <format>
            <m0:getQuote xmlns:m0="http://services.samples">
               <m0:request>
                  <m0:symbol>WSO2</m0:symbol>
               </m0:request>
            </m0:getQuote>
         </format>
         <args />
      </payloadFactory>
      <call blocking="true">
         <endpoint>
            <address
uri="http://localhost:9000/services/SimpleStockQuoteService" />
         </endpoint>
      </call>
      <respond />
   </inSequence>
</target>

Example 4 - Receiving response headers in blocking mode

If you want to receive the response message headers, when you use the Call mediator in blocking mode, add the BLOCKING_SENDER_PRESERVE_REQ_H
 property within the proxy service, or in a sequence as shown in the sample proxy configuration below.EADERS



WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 1183

<proxy xmlns="http://ws.apache.org/ns/synapse"
       name="sample"
       transports="https"
       statistics="enable"
       trace="enable"
       startOnLoad="true">
   <target>
      <inSequence>
         <property name="FORCE_ERROR_ON_SOAP_FAULT"
                   value="true"
                   scope="default"
                   type="STRING"/>
         <property name="HTTP_METHOD" value="POST" scope="axis2"
type="STRING"/>
         <property name="messageType" value="text/xml" scope="axis2"
type="STRING"/>
         <property name="BLOCKING_SENDER_PRESERVE_REQ_HEADERS"
value="false"/>
         <call blocking="true">
            <endpoint>
               <address uri="https://localhost:8243/services/sampleBE"
                        trace="enable"
                        statistics="enable"/>
            </endpoint>
         </call>
         
      </inSequence>
      <outSequence/>
   </target>
   <description/>
</proxy>

Samples

For another example, see  .Sample 500: Call Mediator for Non-Blocking Service Invocation

Call Template Mediator

The Call Template mediator allows you to construct a sequence by passing values into a sequence template.

Syntax

Set the value of the  property to , to receive the response message headers. If you set itBLOCKING_SENDER_PRESERVE_REQ_HEADERS false
to , you cannot get the response headers, but the request headers will be preserved.true

This is currently only supported for special types of mediators such as the  and , where actual XPath operations areIterator Aggregate Mediators
performed on a different SOAP message, and not on the message coming into the mediator.

https://docs.wso2.com/display/EI6xx/Sample+500%3A+Call+Mediator+for+Non-Blocking+Service+Invocation
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<call-template target="string">
   <!-- parameter values will be passed on to a sequence template -->
   (
    <!--passing plain static values -->
   <with-param name="string" value="string" /> |
    <!--passing xpath expressions -->
   <with-param name="string" value="{string}" /> |
    <!--passing dynamic xpath expressions where values will be compiled
dynamically-->
   <with-param name="string" value="{{string}}" /> |
   ) *
   <!--this is the in-line sequence of the template    -->
 </call-template>

You use the  attribute to specify the sequence template you want to use. The  element is used to parse parameter values to thetarget <with-param>
target sequence template. The parameter names should be the same as the names specified in target template. The parameter value can contain a string,
an XPath expression (passed in with curly braces { }), or a dynamic XPath expression (passed in with double curly braces) of which the values are
compiled dynamically.

Configuration

The parameters available to configure the Call-Template mediator are as follows.

Parameter Name Description

Target Template The sequence template to which values should be passed. You can select a template from the Available
 listTemplates

When a target template is selected, the parameter section will be displayed as shown below if the sequence template selected has any parameters. This
enables parameter values to be parsed into the sequence template selected.

Parameter Name Description

Parameter Name The name of the parameter.

Parameter Type The type of the parameter. Possible values are as follows.

Value: Select this to define the parameter value as a static value. This value should be entered in the Value /
 parameter.Expression

Expression: Select this to define the parameter value as a dynamic value. The XPath expression to calculate
the parameter value should be entered in the Value / Expression parameter.

Value / Expression The parameter value. This can be a static value, or an XPath expression to calculate a dynamic value depending
on the value you selected for the  parameter.Parameter Type

Action Click to delete a parameter.Delete 

Examples

Following examples demonstrate different usecases of the Call Template mediator.
Example one

The following four Call Template mediator configurations populate a sequence template named HelloWorld_Logger with the "hello world" text in four
different languages.

<call-template target="HelloWorld_Logger">
 <with-param name="message" value="HELLO WORLD!!!!!!" />
</call-template>
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<call-template target="HelloWorld_Logger">
 <with-param name="message" value="Bonjour tout le monde!!!!!!" />
</call-template>

<call-template target="HelloWorld_Logger">
 <with-param name="message" value="Ciao a tutti!!!!!!!" />
</call-template>

<call-template target="HelloWorld_Logger">
 <with-param name="message" value="???????!!!!!!!" />
</call-template>

The sequence template can be configured as follows to log any greetings message passed to it by the Call Template mediator. Thus, due to the availability
of the Call Template mediator, you are not required to have the message entered in all four languages included in the sequence template configuration
itself.

<template name="HelloWorld_Logger">
   <parameter name="message"/>
   <sequence>
        <log level="custom">
          <property expression="$func:message"
name="GREETING_MESSAGE"/>
    </log>
   </sequence>
</template>

See  for a more information about this scenario.Sequence Template
Example two

The following Call Template mediator configuration populates a sequence template named  with a dynamic XPath expression.Testtemp

<call-template target="Testtemp">
 <with-param name="message_store" value="<MESSAGE_STORE_NAME>" />
</call-template>

The following   template includes a dynamic XPath expression Testtemp to save messages in a Message Store, which is dynamically set via the message
context.
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<template name="Testtemp">
        <parameter name="message_store"/>
        <sequence>
            <log level="custom">
                <property expression="$func:message_store"
                    name="STORENAME"
                    xmlns:ns="http://org.apache.synapse/xsd"
                    xmlns:ns2="http://org.apache.synapse/xsd"
xmlns:soapenv="http://www.w3.org/2003/05/soap-envelope"/>
            </log>
            <store messageStore="{$func:message_store}"
                xmlns:ns="http://org.apache.synapse/xsd"
                xmlns:ns2="http://org.apache.synapse/xsd"
xmlns:soapenv="http://www.w3.org/2003/05/soap-envelope"/>
        </sequence>
    </template>

Callout Mediator

The   mediator performs a blocking external service invocation during mediation.Callout

As the Callout mediator performs a blocking call, it cannot use the default non-blocking HTTP/S transports based on Java NIO. Instead, it defaults to using 
 as the Axis2 configuration, and   as the<EI_HOME>/conf/axis2/axis2_blocking_client.xml <EI_HOME>/repository/deployment/client

client repository unless these are specified separately.  

Setup |  |  | Syntax Configuration Samples

Setup

Enabling mutual SSL

Since the Callout mediator is run based on the configuration of the   file, its default https transport sender is axis2_blocking_client.xml org.apache
. Therefore, the Callout mediator does not have access to the required key store to handle.axis2.transport.http.CommonsHTTPTransportSender

mutual SSL. To enable the Callout mediator to handle mutual SSL, the following JVM settings should be added to the   <EI_HOME>/bin/integrator.sh
file.

-Djavax.net.ssl.keyStore="$CARBON_HOME/repository/resources/security/ws
o2carbon.jks" \
 -Djavax.net.ssl.keyStorePassword="wso2carbon" \
 -Djavax.net.ssl.keyPassword="wso2carbon" \

Disabling chunking 

The Callout mediator is not affected by the  . Instead, you can disable chunking for the Callout mediator by setting the DISABLE_CHUNKING property Tran
 parameter to  in CommonsHTTPTransportSender of   as follows:sfer-Encoding none axis2_blocking_client.xml

<parameter name="Transfer-Encoding">none</parameter>

For example:

The   leverages the non-blocking transports for much greater performance than the Callout mediator, so you should use the CallCall mediator
mediator in most cases. However, the Callout mediator is recommended in situations where you need to execute the mediation flow in a single
thread.
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<transportSender name="http"
                
class="org.apache.axis2.transport.http.CommonsHTTPTransportSender">
        <parameter name="PROTOCOL">HTTP/1.1</parameter>
        <parameter name="Transfer-Encoding">none</parameter>
        <parameter name="cacheHttpClient">true</parameter>
        <parameter name="defaultMaxConnectionsPerHost">200</parameter>
</transportSender>

This will disable chunking for all Callout mediators present in the EI server.

If you want to disable chunking for only a single Callout mediator instance, create a new   file by copying the   faxis2.xml axis2_blocking_client.xml
ile, set the   parameter as shown, and then configure that Callout mediator to use this new   file as described below.Transfer-Encoding axis2.xml

Syntax

<callout [serviceURL="string"] [action="string"]
[initAxis2ClientOptions="true|false"] [endpointKey="string"]>
      <configuration [axis2xml="string"] [repository="string"]/>?
      <source xpath="expression" | key="string" | type="envelope"/>
      <target xpath="expression" | key="string"/>
      <enableSec policy="string" | outboundPolicy="String" |
inboundPolicy="String" />?
</callout>

Configuration

There will be a slight difference in the UI depending on the option you select for the   parameter. Click on the relevant tab to view the required UI.Specify as

The parameters available for configuring the Callout mediator are as follows. 

Parameter Name Description

Specify As This parameter determines whether the target external service should be configured by using either a serviceURL
 attribute or an   attribute.endpointKey

URL: Select  if you want to call the external service by specifying its URL in the Call mediatorURL
configuration.
Address Endpoint: Selected  if you want to call the external service via an  whichAddress Endpoint Endpoint
is already saved in the . This option should be selected if you want to make use of the WSO2Registry
functionality related to endpoints such as format conversions, security etc. Note that only Leaf endpoint types

        (i.e.  Address ,  WSDL ,  Default  and  Http ) are supported for the Callout mediator.

If neither a URL or an address endpoint is specified, the   header on the request is used as the target endpoint.To

URL If you selected  for the  parameter, use this parameter to enter the URL of the external service thatURL Specify As
you want to call. This URL will be used as the End Point Reference (EPR) of the external service.

Address Endpoint If you selected   Address Endpoint for the Specify As parameter, use this parameter to enter key to access the
endpoint that should be used to call the external service. Click  or  aConfiguration Registry Governance Registry
s relevant to select the required endpoint from the resource tree.

Action The SOAP action which should be appended to the service call.

Axis2 Repository The path to Axis2 client repository where the services and modules are located. The purpose of this parameter is to
make the Callout mediator initialize with the required client repository.

Callout mediator does not support endpoint configurations such as ,  and timeout suspendOnFailure
 when the  attribute is used to specify an existing endpoint.markForSuspension endpointKey

https://docs.wso2.com/display/EI650/Product+Administration#ProductAdministration-Configuringtheregistry
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Axis2 XML The path to the location of the Axis2.xml configuration file. The purpose of this parameter is to make the Callout
mediator initialize with the relevant Axis2 configurations.

initAxis2ClientOptions If this parameter is set to , the existing Axis2 client options available in the Synapse message context will befalse
reused when the Callout mediator is invoked. This is useful when you want to use NLTM authentication. The default
value for this parameter is .true

Source This parameter defines the payload for the request. It can be defined using one of the following options.

XPath - This option allows you to specify an expression that defines the location in the message.

Property - This option allows you to specify the payload for a request via a property included in the mediation
flow.
Envelope - This option allows you to select the entire envelope which is available in the message flow as the
source.

Target The node or the property of the request message to which the payload (resulting from the value specified for the So
 parameter) would be attached. The target can be specified using one of the following options.urce

XPath - This option allows you to specify an expression that defines the location in the message.

Property - This option allows you to specify a property included in the mediation flow.

WS-Security If you select the check box, WS-Security is enabled for the Callout mediator. This section would expand as shown
below when you select this check box.

Specify as Inbound and
Outbound Policies

If this check box is selected, you can define separate security policies for the inbound and outbound messages
(flows). This is done by entering the required policy keys in the  and  paOutbound Policy Key Inbound Policy Key
rameters which are displayed as follows when this check box is selected. You can click  or Configuration Registry

 to select a security policy saved in the  from the resource tree.Governance Registry Registry

Policy Key If the  check box is not selected, this parameter is used to enter a keySpecify as Inbound and Outbound Policies
to access a security policy which will be applied to both inbound and outbound messages. You can click Configura

   tion Registry or Governance Registry to select a security policy saved in the Registry from the resource tree.

Examples
Following examples demonstrate the usage of the Callout mediator.
Example 1 - Performing a direct service invocation

In this example, the Callout Mediator does the direct service invocation to the   using the client request, gets the response, and setsStockQuoteService
the response as the first child of the SOAP message body. You can then use the   to send the message back to the client.Send Mediator

Tip
You can click  to add namespaces if you are providing an expression. Then the NameSpaces Name

 panel would appear where you can provide any number of namespace prefixes andspace Editor
URLs used in the XPath expression. 

Tip
You can click  to add namespaces if you are providing an expression. Then the NameSpaces Name

 panel would appear where you can provide any number of namespace prefixes andspace Editor
URLs used in the XPath expression. 

https://docs.wso2.com/display/EI650/Product+Administration#ProductAdministration-Configuringtheregistry
https://docs.wso2.com/display/EI650/Product+Administration#ProductAdministration-Configuringtheregistry
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<callout
serviceURL="http://localhost:9000/services/SimpleStockQuoteService"
         action="urn:getQuote">
    <source xmlns:s11="http://schemas.xmlsoap.org/soap/envelope/"
            xmlns:s12="http://www.w3.org/2003/05/soap-envelope"
            xpath="s11:Body/child::*[fn:position()=1] |
s12:Body/child::*[fn:position()=1]"/>
    <target xmlns:s11="http://schemas.xmlsoap.org/soap/envelope/"
            xmlns:s12="http://www.w3.org/2003/05/soap-envelope"
            xpath="s11:Body/child::*[fn:position()=1] |
s12:Body/child::*[fn:position()=1]"/>
</callout>

Example 2 - Setting an HTTP method when invoking a REST service

The below example uses a C allout mediator to set a HTTP method when invoking a REST service.

For this, you need to define the following property: <property name="HTTP_METHOD" expression="$axis2:HTTP_METHOD"
scope="axis2-client"/>
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<proxy xmlns="http://ws.apache.org/ns/synapse"
       name="CalloutProxy"
       startOnLoad="true"
       statistics="disable"
       trace="disable"
       transports="http,https">
   <target>
      <inSequence>
         <property name="enableREST"
                   scope="axis2-client"
                   type="BOOLEAN"
                   value="true"/>
         <property expression="$axis2:HTTP_METHOD"
                   name="HTTP_METHOD"
                   scope="axis2-client"/>
         <callout initAxis2ClientOptions="false"
                 
serviceURL="http://localhost:8280/callout/CalloutRESTApi">
            <source type="envelope"/>
            <target key="response"/>
         </callout>
         <log level="custom">
            <property expression="$ctx:response"
name="MESSAGE###########################3"/>
         </log>
         <property expression="$ctx:response" name="res" type="OM"/>
         <property action="remove" name="NO_ENTITY_BODY"
scope="axis2"/>
         <property name="RESPONSE" value="true"/>
         <property name="messageType" scope="axis2"
value="application/xml"/>
         <header action="remove" name="To"/>
         <payloadFactory media-type="xml">
            <format>
               <soapenv:Envelope
xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/">
                  <soapenv:Header/>
                  <soapenv:Body>$1
                  </soapenv:Body>
               </soapenv:Envelope>
            </format>
            <args>
               <arg evaluator="xml" expression="$ctx:res"/>
            </args>
         </payloadFactory>
         <send/>
      </inSequence>
   </target>
   <description/>
</proxy>

Samples

   Sample 430: Callout Mediator for Synchronous Service Invocation .

Class Mediator

The  creates an instance of a custom-specified class and sets it as a mediator. The class must implement the Class Mediator org.apache.synapse.ap
 interface. If any properties are specified, the corresponding setter methods are invoked once on the class during initialization.i.Mediator

The Class mediator is a custom Java class, which you need to maintain by yourself. Therefore, it is recommended to use the Class mediator only for not
frequently re-used custom developments and very user-specific scenarios, for which, there is no built-in mediator that already provides the required
functionality. 

Your class mediator might not be picked up and updated if you use an existing package when creating it. For best results, use  forWSO2 EI Tooling
debugging Class mediators.

https://docs.wso2.com/display/EI6xx/Sample+430%3A+Callout+Mediator+for+Synchronous+Service+Invocation
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Syntax |  | Configuration Examples

Syntax

<class name="class-name">
   <property name="string" (value="literal" |
expression="[XPath|json-eval(JSON Path)]")/>*
</class>

Configuration

Class Name: The name of the class. To load a class, enter the qualified name of the relevant class in this parameter and click .   Load Class

Examples

In this configuration, the ESB profile sends the requested message to the endpoint specified via the . This endpoint is the Axis2serverSend mediator
running on port 9000. The response message is passed through a Class mediator before it is sent back to the client. Two parameters named   avariable1
nd   are passed to the instance mediator implementation class (  ).variable2 SimpleClassMediator

<definitions xmlns="http://ws.apache.org/ns/synapse">

        <sequence name="fault">
            <makefault>
                <code value="tns:Receiver"
xmlns:tns="http://www.w3.org/2003/05/soap-envelope"/>
                <reason value="Mediation failed."/>
            </makefault>
            <send/>
        </sequence>

        <sequence name="main" onError="fault">
            <in>
                <send>
                    <endpoint name="stockquote">
                        <address
uri="http://localhost:9000/services/SimpleStockQuoteService"/>
                    </endpoint>
                </send>
            </in>
            <out>
                <class name="samples.mediators.SimpleClassMediator">
                    <property name="variable1" value="10"/>
                    <property name="variable2" value="5"/>
                </class>
                <send/>
            </out>
        </sequence>

    </definitions>

If you want, you can pass the same variables as a value or an expression:

Example for passing the variable as a value: <property name="variable1" value="10"/> 
Example for passing the variable as an expression: <property name="variable2"

 expression="get-property('variable1')"/>
For more information on using the get property method, see the .Property Mediator
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See the following sample Class Mediator and note the   and the full Synapse API in there.SynapseMessageContext

package samples.mediators;

    import org.apache.synapse.MessageContext;
    import org.apache.synapse.mediators.AbstractMediator;
    import org.apache.axiom.om.OMElement;
    import org.apache.axiom.om.OMAbstractFactory;
    import org.apache.axiom.om.OMFactory;
    import org.apache.axiom.soap.SOAPFactory;
    import org.apache.commons.logging.Log;
    import org.apache.commons.logging.LogFactory;

    import javax.xml.namespace.QName;

    public class SimpleClassMediator extends AbstractMediator {

        private static final Log log =
LogFactory.getLog(SimpleClassMediator.class);

        private String variable1="10";

        private String variable2="10";

        private int variable3=0;

        public SimpleClassMediator(){}

        public boolean mediate(MessageContext mc) {
            // Do somthing useful..
            // Note the access to the Synapse Message context
            return true;
        }

        public String getType() {
            return null;
        }

        public void setTraceState(int traceState) {
            traceState = 0;
        }

        public int getTraceState() {
            return 0;
        }

        public void setVariable1(String newValue) {
            variable1=newValue;
        }

        public String getVariable1() {
            return variable1;
        }

        public void setVariable2(String newValue){
            variable2=newValue;
        }

        public String getVariable2(){
            return variable2;
        }
    }

Samples

For more examples, see:
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Sample 380: Writing your own Custom Mediation in Java
Sample 381: Class Mediator to CBR Binary Messages 

Clone Mediator

The  can be used to clone a message into several messages. It resembles the . The CloneClone Mediator Scatter-Gather enterprise integration pattern
mediator is similar to the . The difference between the two mediators is, the Iterate mediator splits a message into different parts, whereasIterate mediator
the Clone mediator makes multiple identical copies of the message.

Syntax | Configuration

Syntax

<clone [continueParent=(true | false)]>
   <target [to="uri"] [soapAction="qname"] [sequence="sequence_ref"]
[endpoint="endpoint_ref"]>
     <sequence>
       (mediator)+
     </sequence>?
     <endpoint>
       endpoint
     </endpoint>?
   </target>+
</clone>

Configuration

The parameters available to configure the Clone mediator is as follows.

Parameter Name Description

Clone ID Identification of messages created by the clone mediator. This is particularly useful when aggregating responses of
messages that are created using nested Clone mediators.

Sequential Mediation This parameter is used to specify whether the cloned messages should be processed sequentially or not. The
processing is carried based on the information relating to the sequence and endpoint specified in the target

. The possible values are as follows.configuration

Yes: If this is selected, the cloned messages will be processed sequentially. Note that selecting  mightTrue
cause delays due to high resource consumption.
No: If this is selected, the cloned messages will not be processed sequentially. This is the default value and it
results in better performance.

Continue Parent This parameter is used to specify whether the original message should be preserved or not. Possible values are as
follows.

Yes: If this is selected, the original message will be preserved.
No: If this is selected, the original message will be discarded. This is the default value.

Number of Clones The parameter indicates the number of targets which currently exist for the Clone mediator. Click Add Clone
 to add a new target. Each time you add a target, it will be added as a child of the Clone mediator in theTarget

mediator tree as shown below.

Click  to add the target configuration as described below.Target

Target configuration 

The following section is displayed in the mediator page when you click  as mentioned above.Target 

The parameters available to configure the target are as follows.

Parameter Name Description

The Clone mediator is a  mediator.content-aware

https://docs.wso2.com/enterprise-service-bus/Sample+381%3A+Class+Mediator+to+CBR+Binary+Messages
http://docs.wso2.org/display/IntegrationPatterns/Scatter-Gather
https://docs.wso2.com/display/EI650/ESB+Mediators#ESBMediators-Content-awareness
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SOAP Action The SOAP action of the message.

To Address The target endpoint address.

Sequence This parameter is used to specify whether cloned messages should be mediated via a  or not, and tosequence
specify the sequence if they are to be further mediated. Possible options are as follows.

None: If this is selected, no further mediation will be performed for the cloned messages.
Anonymous: If this is selected, you can define an anonymous  for the cloned messages by addingsequence
the required mediators as children to  in the mediator tree.Target
Pick From Registry: If this is selected, you can refer to a pre-defined  that is currently saved as asequence
resource in the registry. Click either  or as relevant to selectConfiguration Registry Governance Registry 
the required  from the resource tree.sequence

Endpoint The  to which the cloned messages should be sent. Possible options are as follows.endpoint

None: If this is selected, the cloned messages are not sent to an .endpoint
Anonymous: If this is selected, you can define an anonymous  within the iterate target configurationendpoint
to which the cloned messages should be sent. Click the  link which appears after selecting this option toAdd
add the anonymous . See  for further information.endpoint Adding an Endpoint
Pick from Registry: If this is selected, you can refer to a pre-defined  that is currently saves as aendpoint
resource in the registry. Click either  or as relevant to selectConfiguration Registry Governance Registry 
the required  from the resource tree.endpoint

Example
In this example, the Clone Mediator clones messages and redirects them to a   and an existing sequence.default endpoint

<clone xmlns="http://ws.apache.org/ns/synapse">
   <target>
      <endpoint
name="endpoint_urn_uuid_73A47733EB1E6F30812921609540392-849227072">
         <default />
      </endpoint>
   </target>
   <target sequence="test1" />
</clone>

Conditional Router Mediator

The  specifies how a message should be routed based on given conditions. The specified target  is applied if theConditional Router Mediator sequence
condition of the mediator evaluates to . true

Syntax |  | Configuration Example

Syntax

Note
Please note that the Conditional Router Mediator is deprecated and will be removed from the next release.

The Conditional Router mediator is a  mediator.content-aware

https://docs.wso2.com/display/EI650/ESB+Mediators#ESBMediators-Content-awareness
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<conditionalRouter continueAfter="(true|false)">
    <route breakRoute="(true|false)">
      <condition ../>
      <target ../>
    </route>+
</conditionalRouter>

Configuration

The parameters available to configure the Conditional Router mediator are as follows.

Parameter Name Description

Continue after Routing This parameter specifies whether the mediation flow should/should not continue after executing the conditional
router mediator. Possible values are as follows.

Yes/True: If this is selected, mediation continues to execute (any other mediators specified) after the
conditiional router mediator.
No/False: If this is selected, mediation discontinues after executing the . This is theconditiional router mediator
default value.

Add Route The conditional route will be added as a child to the Conditional Router mediator in the mediator tree as shown
below.
You can add multiple conditional routes to a Conditional Router mediator by clicking on this link.

Click on the conditional route in the mediator tree to configure it. The parameters available to configure a conditional route are as follows.

Parameter Name Description

Break after route You can specify this for each conditional route of the conditional route mediator. It specifies whether the router
should/should not continue after executing the specified conditional route.

Yes/True: If this is selected, a matching route would break the router, so that it does not continue to execute
the next conditional route.
No/False: If this is selected, the router continues to execute the next conditional route defined in the
conditional router mediator.

Evaluator Expression The expression to evaluate the condition based on which the target  should be applied.mediation sequence

Target Sequence The  to be applied if the expression entered in the  parameter evaluatesmediation sequence Evaluator Expression
to .true

Example

See  for an example of the Conditional Router mediator.Sample 157: Conditional Router for Routing Messages based on HTTP URL

Data Mapper Mediator

Data Mapper mediator is a data mapping solution that can be integrated into a mediation sequence. It converts and transforms one data format to another,
or changes the structure of the data in a message. It provides WSO2 Integration Studio to create a graphical mapping configuration and generates the files
required to execute this graphical mapping configuration by the WSO2 Data Mapper engine.

WSO2 Data Mapper is an independent component that does not depend on any other WSO2 product. However, other products can use the Data Mapper
to achieve/offer data mapping capabilities. Data Mapper Mediator is the intermediate component you need for that, which gives the data mapping capability
into WSO2 EI.the ESB profile of 

Data Mapper mediator finds the configuration files from the Registry and configures the Data Mapper Engine with the input message type
(XML/JSON/CSV) and output message type (XML/JSON/CSV). Then it takes the request message from   message flow and uses thethe ESB profile
configured Data Mapper Engine to execute the transformation and adds the output message to  message flow.the ESB profile

Prerequisites
Syntax  
Configuration   
Components of Data Mapper

The Data Mapper mediator is a   content-aware mediator.

https://docs.wso2.com/display/EI6xx/Sample+157%3A+Conditional+Router+for+Routing+Messages+based+on+HTTP+URL%2C+HTTP+Headers+and+Query+Parameters
https://docs.wso2.com/display/ESB500/Mediators#Mediators-Content-awareness
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Data Mapper element and attribute types
Data Mapper operations
Examples

Prerequisites

 You need to install the WSO2 Integration Studio to use the Data Mapper mediator. For instructions on installing this Plugin, see  Installing WSO2
.Integration Studio

Syntax  

<datamapper config="gov:datamapper/FoodMapping.dmc"
inputSchema="gov:datamapper/FoodMapping_inputSchema.json"
inputType="XML"
outputSchema="gov:datamapper/FoodMapping_outputSchema.json"
outputType="XML"/> 

Configuration   

The parameters available for configuring the Data Mapper mediator are as follows.

Parameter name Description

Mapping Configuration The file, which contains the script file that is used to execute the mapping. You need to create a mapping
configuration file using the WSO2 Integration Studio plugin, and store it either in the Configuration Registry or
Governance Registry, to select and upload it from here.

Input Schema JSON schema, which represents the input message format. You need to create an input schema file using the
WSO2 Integration Studio plugin, and store it either in the Configuration Registry or Governance Registry to select

 and upload it from here.

Output Schema JSON schema, which represents the output message format. You need to create an output schema file using the
WSO2 Integration Studio plugin, and store it either in the Configuration Registry or Governance Registry to select
and upload it from here.

Input Type Expected input message type (XML/JSON/CSV)

Output Type Target output message type (XML/JSON/CSV)

Components of Data Mapper

WSO2 Data Mapper consists of two components. They are Data Mapper Engine.Data Mapper Tooling and 
Data Mapper Tooling 

Data Mapper Tooling component is the interface used to create configuration files that are required by the Data Mapper Engine to execute the mapping.
Following three configuration files are needed by the Data Mapper engine. 

Input schema file
Output schema file
Mapping configuration file

These three files are generated by the Data Mapper Tool and saved in a Registry Resource project, which you deploy in a WSO2 server as shown in the
example below.
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Input and output schema files

Input and output schema files are JSON define the input/output format of input/output messages. T genecustom-defined   schemas that  he Data Mapper tool 
rates them when loading the input and output files as shown below.

You can load the following input/output message formats:

The  and  files as shown in the example above contain meta data related to the Data Mapper diagram..datamapper .datamapper_diagram
They are ignored when you deploy the project to a server to be used by the Data Mapper Engine. Only the two schema files and the  (Data.dmc
Mapper Configuration) get deployed.

You can also create the input and output JSON Schemas manually using the Data Mapper Diagram Editor. For instructions, see Creating a
.JSON Schema Manually

When loading a sample input XML file, you cannot have the default namespace (i.e. without a prefix in the namespace element). Also,
same prefix in all occurrences that refer to the same namespace within one XML file. For example, see the use ofyou need to use the 

https://docs.wso2.com/display/ESB500/Creating+a+JSON+Schema+Manually
https://docs.wso2.com/display/ESB500/Creating+a+JSON+Schema+Manually
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XML: to load a sample XML file
JSON: to load a sample JSON file
CSV: to load a sample CSV file with column names as the first record
JSONSCHEMA: to load a WSO2 Data Mapper JSON schema
CONNECTOR: to use Data Mapper with WSO2 EI Connectors. Connectors will contain JSON schemas for each operation that defines the
message formats to which it will respond and expect. Therefore, when you integrate connectors in a project this Connector option searches
through the workspace and find the available Connectors. Then, you can select the respective Connector in the operation, so that the related
JSON schema will be loaded for the Data Mapper by the tool.

Mapping configuration file

This is a JavaScript file generated by looking at the diagram you draw in the Data Mapper Diagram Editor by connecting input elements to output elements.
Every operation you define in the diagram gets converted to a JavaScript operation.
Data Mapper Engine

You need the following information to configure the Data Mapper Engine:

Input message type
Output message type
Input schema Java Scripting API
Output schema
Mapping configuration

At the runtime, the Data Mapper Engine gets the input message and the runtime variable map object and outputs the transformed message. The Data
o execute the mapping configuration. Therefore, if your runtime is JAVA 7, it uses the Rhino JS Engine and ifMapper Engine uses the J  ava Scripting API, t

your runtime is JAVA 8, it uses the Nashorn JS engine.

When you use JAVA 7, there are several limitations in the Rhino engine that directly affects the Data mapper Engine. There are several functions that
Rhino does not support. For example, String object functions like  and . Therefore, the Rhino engine may have limitationsstartsWith() endsWith()

in executing those when using custom functions and operators.

the prefix axis2ns11 in the example below.

Sample input XML file

<?xml version="1.0" encoding="utf-8"?>
<soapenv:Envelope
xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/">
<soapenv:Header>
    <axis2ns11:LimitInfoHeader
xmlns:axis2ns11="urn:partner.soap.sforce.com">
        <axis2ns11:limitInfo>
            <axis2ns11:current>42336</axis2ns11:current>
            <axis2ns11:limit>83000</axis2ns11:limit>
            <axis2ns11:type>API REQUESTS</axis2ns11:type>
        </axis2ns11:limitInfo>
    </axis2ns11:LimitInfoHeader>
</soapenv:Header>
<soapenv:Body>
    <axis2ns11:records xmlns:axis2ns11="urn:partner.soap.sforce.com"
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
xsi:type="sf:sObject">
    <sf:type
xmlns:sf="urn:sobject.partner.soap.sforce.com">Account</sf:type>
    <sf:Id
xmlns:sf="urn:sobject.partner.soap.sforce.com">001E0000002SFO2IAO</sf:I
d>
    <sf:CreatedDate
xmlns:sf="urn:sobject.partner.soap.sforce.com">2011-03-15T00:15:00.000Z
</sf:CreatedDate>
    <sf:Id
xmlns:sf="urn:sobject.partner.soap.sforce.com">001E0000002SFO2IAO</sf:I
d>
    <sf:Name
xmlns:sf="urn:sobject.partner.soap.sforce.com">WSO2</sf:Name>
</axis2ns11:records>
</soapenv:Body>
</soapenv:Envelope>
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Using product-specific runtime variables

Also, the Data Mapper engine allows you to use runtime product-specific variables in the mapping. The intermediate component should construct a map
object containing runtime product-specific variables and send it to the Data Mapper Engine, thereby, when the mapping happens in the Data Mapper
Engine, these variables become available.

For example, the Data Mapper mediator provides  . In the Data Mapperproperties like  axis2/transport/synapse/axis2client/operation/.

  diagram, you can use the  Property operator  and define the scope and the property name and use it in the mapping. Then, the Data Mapper mediator will
identify the required properties to execute the mapping and populate a map with the required properties and will send it to the Data Mapper Engine. 

Data Mapper element and attribute types

Following are the element and attribute types that are supported by the Data Mapper.

{} - represents object elements
[] - represents array elements
<> - represents primitive field values
A - represents XML attribute values

Data Mapper operations

The he operations that the Data Mapper supports asoperations palette placed in the left-hand side of the WSO2 Data Mapping Diagram Editor displays t
shown below.

You can drag and drop these operations to the Editor area. There are six categories of operations as follows:

Links
Common
Arithmetic
Conditional
Boolean
Type Conversion
String

Links

 Data Mapping Link:  maps elements with other operators and elements.
Common

   defines String, number or boolean constant values.Constant:

  defines custom functions to use in the mapping.Custom Function: 

  uses product-specific runtime variables.Properties: 
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  instantiates global variables that you can access from anywhere.Global Variable:   

  compares two inputs in the mapping.Compare: 
Arithmetic

  adds two numbers.Add: 

  subtracts two or more numbers.Subtract: 

  multiplies two or more numbers.Multiply: 

   divides two numbers.Divide:

   derives the ceiling value of a number (closest larger integer value).Ceiling:

  derives the floor value of a number (closest lower integer value).Floor: 

   derives the nearest integer value.Round:

   formats a number into a specified length.Set Precision:

  derives the absolute value of a rational number.Absolute Value: 

   derives the minimum number from given inputsMin:

  derives the maximum number from given inputsMax: 
Conditional

   IfElse:  uses a condition and selects one input from given two.
Boolean 

   performs the boolean AND operation on inputs.AND:  

  performs the boolean OR operation on inputs.OR:  

   performs the boolean NOT operation on inputs.NOT:
Type conversion

   converts a String value to number (“0” -> 0).StringToNumber:
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  converts a String value to boolean (“true” -> true).StringToBoolean: 

  converts a number or a boolean value to String.ToString: 
String

  concatenates two or more Strings.Concat: 

  splits a String by a matching String value.Split: 

  converts a String to uppercase letters.Uppercase: 

  converts a String to lowercase letters.Lowercase: 

  gets the length of the String.String Length: 

  checks whether a String starts with a specific value. (This is not supported in Java 7.)StartsWith: 

  checks whether String ends with a specific value. (This is not supported in Java 7.)EndsWith: 

  extracts a part of the String value.Substring: 

   removes white spaces from the beginning and end of a String.Trim:

   replaces the first occurrence of a target String with another.Replace:

   – check whether the input match with a (JS) Regular ExpressionMatch

Examples

Example 1 - Creating a  SOAP payload with namespaces

This example creates a Salesforce login SOAP payload using a JSON payload. The login payload consists of XML namespaces. Even though the JSON
payload does not contain any namespace information, the output JSON schema will be generated with XML namespace information using the provided
SOAP payload.  

The sample input JSON payload is as follows.
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 {  
   "name":"Watson",
   "password":"watson@123"
}

The sample output XML is as follows.

<soapenv:Envelope xmlns:urn="urn:enterprise.soap.sforce.com"
xmlns:soapenv="http://www.w3.org/2003/05/soap-envelope/">
  <soapenv:Body>
    <urn:login>
      <urn:username><b>user@domain.com</b></urn:username>
      <urn:password><b>secret</b></urn:password>
    </urn:login>
  </soapenv:Body>
</soapenv:Envelope>

Example 2 - M  apping  SOAP header elements 

This example demonstrates how to map SOAP header elements along with SOAP body elements to create a certain SOAP payload, by creating a
Salesforce convertLead SOAP payload using a JSON payload. The Convert Lead SOAP payload needs mapping SOAP header information. 
E.g. <urn:sessionId>QwWsHJyTPW.1pd0_jXlNKOSU</urn:sessionId>

The sample input JSON payload is as follows.
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{  
   "owner":{  
      "ID":"005D0000000nVYVIA2",
      "name":"Smith",
      "city":"CA",
      "code":"94041",
      "country":"US"
   },
   "lead":{  
      "ID":"00QD000000FP14JMAT",
      "name":"Carl",
      "city":"NC",
      "code":"97788",
      "country":"US"
   },
   "sendNotificationEmail":"true",
   "convertedStatus":"Qualified",
   "doNotCreateOpportunity":"true",
   "opportunityName":"Partner Opportunity",
   "overwriteLeadSource":"true",
   "sessionId":"QwWsHJyTPW.1pd0_jXlNKOSU"
}

The utput XML is as follows.sample o

<?xml version="1.0" encoding="utf-8"?>  
<soapenv:Envelope xmlns:urn="urn:enterprise.soap.sforce.com"
xmlns:soapenv="http://www.w3.org/2003/05/soap-envelope/">
  <soapenv:Header>
     <urn:SessionHeader>
        <urn:sessionId>QwWsHJyTPW.1pd0_jXlNKOSU</urn:sessionId>
     </urn:SessionHeader>
     </soapenv:Header>
     <soapenv:Body>
     <urn:convertLead >
        <urn:leadConverts> <!-- Zero or more repetitions -->
           <urn:convertedStatus>Qualified</urn:convertedStatus>
          
<urn:doNotCreateOpportunity>false</urn:doNotCreateOpportunity>
           <urn:leadId>00QD000000FP14JMAT</urn:leadId>
           <urn:opportunityName>Partner
Opportunity</urn:opportunityName>
           <urn:overwriteLeadSource>true</urn:overwriteLeadSource>
           <urn:ownerId>005D0000000nVYVIA2</urn:ownerId>
           <urn:sendNotificationEmail>true</urn:sendNotificationEmail>
        </urn:leadConverts>
     </urn:convertLead>
</soapenv:Body>
</soapenv:Envelope>

Example 3 - Mapping primitive types

This example demonstrates how   you can map  into a JSON payload with required primitive types, an XML payload with integer, boolean etc. values, by
specifying the required primitive type in the JSON schema.
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The sample input XML payload is as follows.

<?xml version="1.0" encoding="UTF-8" ?>
 <name>app_name</name>
 <version>version</version>
 <manifest_version>2</manifest_version>
 <description>description_text</description>
 <container>GOOGLE_DRIVE</container>
 <api_console_project_id>YOUR_APP_ID</api_console_project_id>
 <gdrive_mime_types>
  <http://drive.google.com/intents/opendrivedoc>
   <type>image/png</type>
   <type>image/jpeg</type>
   <type>image/gif</type>
   <type>application/vnd.google.drive.ext-type.png</type>
   <type>application/vnd.google.drive.ext-type.jpg</type>
   <type>application/vnd.google.drive.ext-type.gif</type>
   <href>http://your_web_url/</href>
   <title>Open</title>
   <disposition>window</disposition>
  </http://drive.google.com/intents/opendrivedoc>
 </gdrive_mime_types>
 <icons>
  <128>icon_128.png</128>
 </icons>
 <app>
  <launch>
   <web_url>http://yoursite.com</web_url>
  </launch>
 </app>

The utput JSON is as follows.sample o
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{
    "name" : "app_name",
    "version" : "version",
    "manifest_version" : 2,
    "description" : "description_text",
    "container" : "GOOGLE_DRIVE",
    "api_console_project_id" : "YOUR_APP_ID",
    "gdrive_mime_types": {
      "http://drive.google.com/intents/opendrivedoc": [
        {
          "type": ["image/png", "image/jpeg", "image/gif",
"application/vnd.google.drive.ext-type.png",
         
"application/vnd.google.drive.ext-type.jpg","application/vnd.google.dri
ve.ext-type.gif"],
          "href": "http://your_web_url/",
          "title" : "Open",
          "disposition" : "window"
        }
      ]
    },
    "icons": {
      "128": "icon_128.png"
    },
    "app" : {
      "launch" : {
      "web_url" : "http://yoursite.com"
      }
    }
  }

Example 4 - Mapping XML to CSV

This example demonstrates how you can map an XML payload to CSV format.

If you specify  within the special characters (e.g., & ,  &amp;) <text> tag w , hen converting from CSV to CSV they will be displayed as follows by
default.

& -> &amp;
&amp; -> &amp;amp;
< -> &lt;
&lt; -> &lt;lt;

To avoid this and to display the exact special characters as text in the returned output, add the following properties in the Synapse configuration.

<property name="messageType" value="text/plain" scope="axis2"/>
<property name="ContentType" value="text/plain" scope="axis2"/>
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The  sample input XML payload is as follows.

<?xml version="1.0"?>
<PurchaseOrder PurchaseOrderNumber="001">
<Address>
    <Name>James Yee</Name>
    <Street>Downtown Bartow</Street>
    <City>Old Town</City>
    <State>PA</State>
    <Zip>95819</Zip>
    <Country>USA</Country>
</Address>
<Address>
    <Name>Elen Smith</Name>
    <Street>123 Maple Street</Street>
    <City>Mill Valley</City>
    <State>CA</State>
    <Zip>10999</Zip>
    <Country>USA</Country>
</Address>
 <DeliveryNotes>Please leave packages in shed by
driveway.</DeliveryNotes>
</PurchaseOrder>

 The  sample output CSV is as follows.

Name,Street,City,State,Zip,Country
James Yee,Downtown Bartow,Old Town,PA,95819,USA
Ellen Smith,123 Maple Street,Mill Valley,CA,10999,USA

Example 5 - Mapping XSD to JSON

This example demonstrates how you can map an XSD payload to JSON format.

The  sample input XSD payload is as follows.
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<xs:schema attributeFormDefault="unqualified"
elementFormDefault="qualified"
xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:element name="books">
    <xs:complexType>
      <xs:sequence>
        <xs:element name="book">
          <xs:complexType>
            <xs:sequence>
              <xs:element type="xs:string" name="id"/>
              <xs:element type="xs:string" name="author"/>
              <xs:element type="xs:string" name="title"/>
              <xs:element type="xs:float" name="price"/>
            </xs:sequence>
          </xs:complexType>
        </xs:element>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
</xs:schema>

 The  sample output JSON is as follows.

{
  "books": {
    "book": {
      "id": "001",
      "author": "Writer",
      "title": "Great book on nature",
      "price": "44.95"
    }
  }
}

Creating a JSON Schema Manually

You need to have two input and output JSON Schema files for a  as shown in the example below.Data Mapping configuration

Therefore, you can use the WSO2 Data Mapper Diagram Editor to create a JSON Schema manually by adding elements to the Data Mapper tree view as
explained below.  

Components of a JSON Schema
Adding the root element
Adding a child element
Setting a nullable element
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Editing an element 
Deleting an element 

Components of a JSON Schema

There are the following four types of components in a JSON Schema:

Arrays
Objects
Fields
Attributes

Adding the root element

When creating the tree you need to first add the root element. The root element can be either an object or an array. Right-click on the  or  boxInput Output
and then click  as shown below, to add the root element.Add new Root Element

Add the following details to create the root element.

Name: name of the root element
Schema Type: type of the element (i.e. array or object)
ID: ID of the root element to uniquely identify it
isNullable: whether the element can be a nullable (i.e. not available in the payload (optional)

 prefix and URL of the namespace (optional)Namespaces:
Required: child elements required to be there in the payload (optional)
Schema Value: custom URI of the Schema
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You view the root element added to the  box as shown below.Input

Adding a child element

You can add Arrays, Objects, Fields and Attributes as child elements as explained below.
Adding an Object as a Child element

Right-click on the parent element and click  , to add an Object as shown below.Add new Object

Add the following details to create an Object as a child element.

Name: name of the child element
Schema Type: type of the element (i.e. object)
ID: ID of the child element to uniquely identify it
isNullable: whether the element can be a nullable (i.e. not available in the payload (optional)

 prefix and URL of the namespace (optional)Namespaces:
Required: child elements required to be there in the payload (optional)
Schema Value: custom URI of the Schema

Object holds a value: if the object holds a value or not

If the object has element identifiers, then select the checkbox and add the value, type, and URL of the identifier.

If the object holds a value, then select the checkbox and select the data type.
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You view the child Object element added to the root element as shown below.

 

Adding an Array as a child element

Right-click on the parent element and click  , to add an Array as shown below.Add new Array

The element identifier is added as an attribute to the element.
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You need to add the following details to create an Array as a child element.

Name: name of the child element
Schema Type: type of the element (i.e. array)
ID: ID of the child element to uniquely identify it
isNullable: whether the element can be a nullable (i.e. not available in the payload (optional)

 prefix and URL of the namespace (optional)Namespaces:
Required: child elements required to be there in the payload (optional)
Schema Value: custom URI of the Schema

Object holds a value: if the object holds a value or not

If the array has element identifiers, then select the checkbox and add the value, type, and URL of the identifier.

If the array holds a value, then select the checkbox and select the data type.
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You view the child Array element added to the root element as shown below.

Adding a Field as a child element

Right-click on the parent element and click  , to add a Field as shown below.Add new Field

The element identifier is added as an attribute to the element.
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You need to add the following details to create a Field as a child element.

Name: name of the child element
Schema Type: type of the element
ID: ID of the child element to uniquely identify it
isNullable: whether the element can be a nullable (i.e. not available in the payload (optional)

 prefix and URL of the namespace (optional)Namespaces:
Required: child elements required to be there in the payload (optional)
Schema Value: custom URI of the Schema

You view the child Field element added to the root element as shown below.
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Adding an Attribute as a child element

Right-click on the parent element and click Add new Attribute, to add an attribute as shown below.

You need to add the following details to create an Attribute as a child element.

Name: name of the child element
Schema Type: type of the element
ID: ID of the child element to uniquely identify it
isNullable: whether the element can be a nullable (i.e. not available in the payload (optional)

 prefix and URL of the namespace (optional)Namespaces:
Required: child elements required to be there in the payload (optional)
Schema Value: custom URI of the Schema
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You view the child Attribute element added to the root element as shown below.

Setting a nullable element

You can set an element as a nullable element, so that it is not required to have that element in the payload. Right-click on the parent element and click Ena
, to enable an element to make it nullable as shown below.ble Nullable
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Right-click on the parent element and click  , to make it required in the payload as shown below.Disable Nullable

Editing an element 

Right-click on any element and click  , to edit and update the field values as required as shown below.Edit Object

Deleting an element 

Right-click on any element and click  , to delete it as shown below.Delete from Model

This deletes the element with its child nodes.
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WSO2 ESB Data Mapper JSON Schema Specification

The following specification defines the Data Mapper JSON schema of . It is intended to be the authoritative specification. Implementations ofthe ESB profile
schemas for the Data Mapper mediator must adhere to this.

Schema declaration
Primitive types
Complex types
Defining WSO2 schemas to represent an XML payload

Schema declaration
A schema is represented in JSON by one of:

A JSON string, naming a defined type.
A JSON object, of the form:  , where  is either a primitive or a derived type name, as{"type": "typeName" ...attributes...} typeName
defined below. 
A JSON array, representing a union of embedded types.

A Data Mapper schema should start with the $schema attribute with the Data Mapper schema version. For example: { “$schema”:”http://wso2-dat
a-mapper-json-schema/1.0v”}

Also, it can contain following optional attributes that will define more information about the schema.

: a JSON string declaring a unique identifier for the schema.“id”
“title”: a JSON string defining the root element name.

: a JSON string providing a detailed description about the schema.“description”
: a JSON string providing the element type.“type”

: a JSON array of JSON objects defining namespaces and prefix values used in the schema as shown in the following example.“namespaces”

{ “$schema” : ”http://wso2-data-mapper-json-schema/1.0v”,
“id”:”http://wso2-data-mapper-json-schema-sample-o1”,
“title”:”RootElement”,
"type":"object",
“description”:”This schema represent any form of object without any
restriction” ,
"namespaces":[
{ "prefix":"ns1", "url":"http://ns1.com"},
{"prefix":"ns2", "url":"http://ns2.com"}]
}

Primitive types

Primitive types have no specified attributes. The set of primitive type names are as follows.

null: no value
boolean: a binary value
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integer: integer value
number: rational numbers

: unicode character sequencestring

Primitive type names are also defined type names. Thus, for example, the schema "string" is equivalent to: {"type": "string"}
Complex types

The Data Mapper schema supports the following complex types: object and array. 
Object

Object uses the type name , and supports the following attributes.“object”

“id” : a JSON string declaring a unique identifier for the object (required).
“type”: a JSON string providing the element type.
“description”: a JSON string providing documentation to the user of this schema.
“properties”: a JSON object listing fields (required). Each field is a JSON object.

: a JSON object listing XML attribute fields. Each field is a JSON object.“attributes”
Arrays
Arrays use the type name , and support a single attribute out of the following."array"

“items”: the schema representing the items of the of the array.
“id” : a JSON string declaring a unique identifier for the object (required).
“attributes”: a JSON object listing XML attribute fields. Each field is a JSON object.
“description”: a JSON string providing documentation to the user of this schema

For example, an array of an object containing a field named  is declared as shown below.firstname

{
"type": "array", 
"items": [
{
            "id":"http://jsonschema.net/employee/0",
            "type":"object",
            "properties":{
“firstname":{
                  "id":"http://jsonschema.net/employee/0/firstname",
                  "type":"string"
               }
}
}]
}

Defining WSO2 schemas to represent an XML payload

There are differences between XML and JSON message specifications. Therefore, to represent XML message formats in JSON schemas, you need to
introduce a few more configurations as explained below.
Representing XML attributes and namespaces in WSO2 JSON schemas

For example,  the following XML code as described below.you can build a JSON schema, which follows the WSO2 specification using
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<?xml version="1.0" encoding="UTF-8"?>
<ns:employees xmlns:ns="http://wso2.employee.info"
xmlns:sn="http://wso2.employee.address">
   <ns:employee>
      <ns:firstname>Mark</ns:firstname>
      <ns:lastname>Taylor</ns:lastname>
      <sn:addresses>
         <sn:address location="home">
            <sn:city postalcode="30000">LA</sn:city>
            <sn:road>baker street</sn:road>
         </sn:address>
         <sn:address location="office">
            <sn:city postalcode="10003">Colombo 03</sn:city>
            <sn:road>duplication road</sn:road>
         </sn:address>
      </sn:addresses>
   </ns:employee>
   <ns:employee>
      <ns:firstname>Mathew</ns:firstname>
      <ns:lastname>Hayden</ns:lastname>
      <sn:addresses>
         <sn:address location="home">
            <sn:city postalcode="60000">Sydney</sn:city>
            <sn:road>101 street</sn:road>
         </sn:address>
         <sn:address location="office">
            <sn:city postalcode="10003">Colombo 03</sn:city>
            <sn:road>duplication road</sn:road>
         </sn:address>
      </sn:addresses>
   </ns:employee>
</ns:employees

Also, there are two namespace values used. Those should be listed under the  field with any prefix value.namespaces

When you include above information, the schema will be as follows.

WSO2 Data Mapper supports only single rooted XML messages. In the above example,  is the root element of the payload, and itemployees
should be the value of the  element.title

Prefix value can be any valid string that contains only [a-z,A-Z,0-1] characters. You need not match them with the prefix values of the sample.

The  field specifies the fields that are mandatory to contain in that level of schema."required"



WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 1220

{ “$schema” : ”http://wso2-data-mapper-json-schema/1.0v”,
“id”:”http://wso2-data-mapper-json-schema-sample-o1”,
“title”:”employees”,
"type":"object",
“description”:”This schema represent wso2 employee xml message format”
,
 "required":[
   "employees"
   ],
"namespaces":[
{ "prefix":"ns1", "url":"http://wso2.employee.info"},
{"prefix":"ns2", "url":"http://wso2.employee.address"}]
}

Including the child elements and attribute values

Define child elements under the  field as a JSON object with fields to describe the child element. In the above employee example, the ”properties” empl
 element contains an array of similar employee elements. Hence, this can be represented as the following schema.oyees

{ “$schema” : ”http://wso2-data-mapper-json-schema/1.0v”,
“id”:”http://wso2-data-mapper-json-schema-sample-employees”,
“title”:”employees”,
"type":"object",
“description”:”This schema represent wso2 employee xml message format”
,
“properties”: {
 “employee”:{
"id":"http://wso2-data-mapper-json-schema-sample-employees/employee",
        "type":"array",
   “Items”:[ ],
     "required":[ "arrayRequired" ]     
  }
 },
"required":[
   "employees"
   ],
"namespaces":[
{ "prefix":"ns1", "url":"http://wso2.employee.info"},
{"prefix":"ns2", "url":"http://wso2.employee.address"}]
}

Since the  element is an array type element, it contains a field named , which defines the element format of the array of employeeemployee “items”
elements. It contains three child fields as , , and  with string, string, and object types accordingly. Hence, when you includefirstname lastname   address
these elements into the schema, it will look as the following schema.
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{ “$schema” : ”http://wso2-data-mapper-json-schema/1.0v”,
“id”:”http://wso2-data-mapper-json-schema-sample-employees”,
“title”:”employees”,
"type":"object",
“description”:”This schema represent wso2 employee xml message format”
,
“properties”: {
 “employee”:{
"id":"http:/….employees/employee",
        "type":"array",
   “Items”:[{
               "id":"http://jsonschema.net/employee/0",
               "type":"object",
               "properties":{
                   "firstname":{
                      "id":"http://.../employee/firstname",
                      "type":"string"
                    },
                   "lastname":{
                      "id":"http://.../employee/lastname",
                      "type":"string"
                    },
                   "addresses":{
                      "id":"http://.../employee//addresses",
                      "type":"object",
                      "properties":{
                          "address":{
                             "id":"http://.../employee/
addresses/address",
                             "type":"array",
                             "Items":[ … ]
                          }
                      }
                   }
               },
               "required":[
                    "firstname",
                    "lastname",
                    "address"
                 ]
            } ],
    "required":["arrayRequired" ]
  }
 },
   "required":["employees" ],
"namespaces":[
{ "prefix":"ns1", "url":"http://wso2.employee.info"},
{"prefix":"ns2", "url":"http://wso2.employee.address"}]
}

Define the XML attributes under the  field similar to the "properties in the element definition. In the above employees example, address“attributes”
array element and city element contain attributes, and those can be represented as follows.
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"addresses":{
                 "id":"http://.../addresses",
                 "type":"object",
                 "properties":{
                   "address":{
                         "id":"http://.../addresses/address",
                         "type":"array",
                         "items":[
                             {
                              
"id":"http://.../addresses/address/element",
                               "type":"object",
                               "properties":{
                                                         "city":{
                                      
"id":"http://.../addresses/address/element/city",
                                       "type":"string",
                                      "attributes":{
                                           "postalcode":{
                                              
"id":".../element/city/postalcode",
                                               "type":"string"
                                            }
                                        }
                                    },
                                   "road":{
                                      
"id":".../addresses/address/element/road",
                                       "type":"string"
                                    }
                                }
                             }],
  “attributes”:{
   "location":{
                                    
"id":".../addresses/address/element/location",
                                     "type":"string"
                                  }
   }
                     }
               } 

Now, the format of the XML payload is complete. However, you need to define namespaces. You have defined the namespaces used in the
payload before with prefix values in the root element under the  tag. To assign the namespace to each element, you should only“namespaces”

add the prefix before the element name with a colon as   ,  etc.“ns1:employees” “ns1:employee”

The complete schema to represent the employee payload is as follows.

{
  “$schema” : ”http://wso2-data-mapper-json-schema/1.0v”,
  “id”:”http://wso2-data-mapper-json-schema-sample-employees”,
  “title”:”ns2:employees”,
  "type":"object",
  “description”:”This schema represent wso2 employee xml message
format” ,
  “properties”: {
   "ns2:employee":{
      "id":"http://.../employee",
      "type":"array",
      "items":[
         {
             "id":"http://.../employee/element",
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             "type":"object",
             "properties":{
                 "ns2:firstname":{
                    "id":"http://.../employee/element/firstname",
                    "type":"string"
                  },
                 "ns2:lastname":{
                    "id":"http://.../employee/element/lastname",
                    "type":"string"
                  },
                 "ns1:addresses":{
                   
"id":"http://.../employees/employee/element/addresses",
                    "type":"object",
                    "properties":{
                        "ns1:address":{
                            "id":"http://.../addresses/address",
                            "type":"array",
                            "items":[
                                {
                              "id":"http://.../addresses/address/0",
                              "type":"object",
                              "properties":{
                                  “ns1:city":{
                                     
"id":"http://.../addresses/address/element/city",
                                      "type":"string",
                                      "attributes":{
                                          "postalcode":{
                                             
"id":"http://.../city/-postalcode",
                                              "type":"string"
                                           }
                                       }
                                   },
                                  "ns1:road":{
                                     
"id":"http://.../addresses/address/element/road",
                                      "type":"string"
                                   }
                               }
   “attributes”: {
    "location":{
                                    
"id":"http://jsonschema.net/employees/employee/0/addresses/address/0/-l
ocation",
                                     "type":"string"
                                   },
}
                            }
                         ]
                      }
                  }
               }
            },
            "required":[
               "firstname",
               "lastname",
               "address"
            ]
         }
      ],
      "required":[
         "arrayRequired"
      ]
   }
   },
   "required":[
   "employees"
   ],
  "namespaces":[{ "prefix":"ns1",
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"url":"http://wso2.employee.address"},{"prefix":"ns2",
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1.  
2.  

"url":"http://wso2.employee.info"}]

}

Using Data Mapper Mediator in the ESB Profile

Prerequisites
Introduction
Creating the ESB configuration project
Deploying the configurations
Invoking the created REST API

Prerequisites

Set up the following prerequisites before you begin.

Download and run  . For instructions, see .WSO2 EI Running the Product
 Install the WSO2 EI Tooling to use the Data Mapper mediator, which supports the data mapping editor. For instructions, see  Installing WSO2

.Integration Studio   
Download and launch a REST client into your web browser. For example, this guide uses the   tPostman REST client o send the requests to the ES

 profile and receive the responses.B
Introduction

This sample demonstrates how to create a mapping configuration for different data formats using the Data Mapper mediator. It uses a simple   the  ESB  prof
 configuration with only a Data Mapper mediator, and a Respond mediator to check the converted message. Tile he input employee message in XML

format, and the output engineer message in JSON format, which is sent to the client as the response.
Creating the ESB configuration project

Follow the steps below to create an ESB configuration project to contain the Data Mapping configurations using WSO2 Ei Tooling .

Open WSO2 EI Tooling.
Right click  as shown below. on the  area, click , and then click Project Explorer New EI Solution Project 

WSO2 EI Tooling now provides this new option to create an  for you to define all different configurations you needEI Solution Project
for the project using a wizard.

http://wso2.com/integration
http://www.getpostman.com/
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2.  

3.  Enter a name for the project, and untick  (  Create Connector Exporter Project since you do not need Connectors in your configuration)  in the
 .following wizard page
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3.  

4.  

5.  

 
 Click .You view the following project files created in the  tab.Finish Project Explorer

Right click  workspace file, click , and then click as shown below, to ESBDataMappingProject New REST API create a new REST API project in th
   .e  ESB  profile
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5.  

6.  

 Select , and then click  as shown below.Create A New API Artifact Next

Enter a name for the Synapse API Artifact, enter  for  to /convertMenu Context configure the REST API project to listen for POST requests on
   the  URL, and then click  /convertMenu Finish as shown below.
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6.  

7.  

8.  

  Drag and drop a Data Mapper mediator and a Respond mediator as shown below.

 Click on the API Resource, and then click on its  tab, and select  as the value for the  method as shown below, Properties True Post to create the
  .API resource  listening to POST requests
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8.  

9.  
10.  

11.  

o configure it. YDouble click on the D  ata Mapping mediator, t ou view a dialog box to create a registry resource project.
Enter a name for the configuration, and point the Registry Resource project to save it as shown below.

 . You view the fClick  OK ollowing Data Mapper diagram editor in the new perspective. WSO2 Data Mapper Graphical

This configuration name is the prefix used for the configuration files that you deploy to the EI server related to the Data Mapper. Since
you created an ESB Solution project, it directly points you to that project to save in it. Otherwise, you need to click the Create new

 .project link, to create a new Registry Resource project and then point to it
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11.  

12.     Create an XML file (e.g., ) by copying the following sample content of a food menu, and save it in your local file system.input.xml

You can licking switch to another perspective by either toolbar  selecting another in top  tags or by c Window->Perspective->Open
in the top menu bar.Perspective->Other 

Use this sample XML message to load the input format to the Data Mapper editor.   
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12.  

13.  

14.  

<breakfast_menu>
    <food>
        <name>Belgian Waffles</name>
        <price>$5.95</price>
        <description>Two of our famous Belgian Waffles with plenty of
real maple syrup</description>
        <calories>650</calories>
        <orgin>Belgian</orgin>
        <veg>true</veg>
    </food>
    <food>
        <name>Strawberry Belgian Waffles</name>
        <price>$7.95</price>
        <description>Light Belgian waffles covered with strawberries
and whipped cream</description>
        <calories>900</calories>
        <orgin>Belgian</orgin>
        <veg>true</veg>
    </food>
    <food>
        <name>Berry-Berry Belgian Waffles</name>
        <price>$8.95</price>
        <description>Light Belgian waffles covered with an assortment
of fresh berries and whipped cream</description>
        <calories>900</calories>
        <orgin>Belgian</orgin>
        <veg>true</veg>
    </food>
    <food>
        <name>French Toast</name>
        <price>$4.50</price>
        <description>Thick slices made from our homemade sourdough
bread</description>
        <calories>600</calories>
        <orgin>French</orgin>
        <veg>true</veg>
    </food>
    <food>
        <name>Homestyle Breakfast</name>
        <price>$6.95</price>
        <description>Two eggs, bacon or sausage, toast, and our
ever-popular hash browns</description>
        <calories>950</calories>
        <orgin>French</orgin>
        <veg>false</veg>
    </food>
</breakfast_menu>

 as shown belowRight-click on the top title bar of the  box and, clickInput Load Input . The operation palettes that appear on the left-hand side
allows you   to provide the input message format to begin the mapping. 
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13.  

14.  

15.  

16.  

Select  as the as shown below.XML Resource Type 

Click the   link in  , select the XML file you saved in your local file system in  , and click  . file system Select resource from step 12 Open  
You view the input format loaded in the   box in the editor as shown below. Input

Create another XML file (e.g., ) by copying the following sample content of a food menu, and save it in your local file system.output.xml   

, You can select one out of the following resource types to load the input and output message formats to Data Mapper.

 to load a sample XML message and WSO2 Data Mapper Editor will generate the JSON schema to represent the XMLXML:
 according to the WSO2 Data Mapper Schema specification.  

JSON: to load a sample JSON message. 
CSV: to load a sample JSON/CSV message.  .For CSV you need to provide the column names as the first record

load an XSD schema file, which defines your XML message format. to XSD:
 load a JSON schema for your message according to the WSO2 Data Mapper schema specification. toJSONSCHEMA:

 to map a message, which is an output of a Connector. Select the   CONNECTOR: Connector Type  in the  box, and it willInput
list down all available connectors. Then, select the operation from the menu that appears in front of Data Mapper mediator. 

Use this sample XML message to load the output format to the Data Mapper editor.   
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16.  

17.  

18.  

<menu>
    <item>
        <name>Belgian Waffles</name>
        <price>$5.95</price>
        <calories>650</calories>
        <orgin>Belgian</orgin>
        <veg>true</veg>
        <description>Two of our famous Belgian Waffles with plenty of
real maple syrup</description>
    </item>
    <item>
        <name>Strawberry Belgian Waffles</name>
        <price>$7.95</price>
        <calories>900</calories>
        <orgin>Belgian</orgin>
        <veg>true</veg>
        <description>Light Belgian waffles covered with strawberries
and whipped cream</description>
    </item>
    <item>
        <name>Berry-Berry Belgian Waffles</name>
        <price>$8.95</price>
        <calories>900</calories>
        <orgin>Belgian</orgin>
        <veg>true</veg>
        <description>Light Belgian waffles covered with an assortment
of fresh berries and whipped cream</description>
    </item>
    <item>
        <name>French Toast</name>
        <price>$4.50</price>
        <calories>600</calories>
        <orgin>French</orgin>
        <veg>true</veg>
        <description>Thick slices made from our homemade sourdough
bread</description>
    </item>
    <item>
        <name>Homestyle Breakfast</name>
        <price>$6.95</price>
        <calories>950</calories>
        <orgin>French</orgin>
        <veg>false</veg>
        <description>Two eggs, bacon or sausage, toast, and our
ever-popular hash browns</description>
    </item>
</menu>

    Right-click on the top title bar of the  box and, clickOutput   Load Output  as shown below . The operation palettes that appear on the left-hand
side allows you   to provide the output message format.
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17.  

18.  

19.  

20.  

21.  

a.  

 Click the   link in  , select the XML file you saved in your local file system in  , and click  . file system Select resource from step 16 Open
 You view the input format loaded in the  box in the editor as shown below. Output

Check the  and  boxes with the sample messages, to see if the element types (i.e. Objects are correctlyInput Output (Arrays,   and Primitive values) 
 identified or not. Following signs will help you to identify them correctly.

{} - represents object elements
[] - represents array elements
<> - represents primitive field values
A - represents XML attribute values

  Click on the Data Mapper mediator.  You view the following in the   tab of the Data Mapper mediator configuration as shown below. Properties
Configuration: Script file that is used to execute the mapping.
Input Schema: JSON schema, which represents the input message format.
Output Schema: JSON schema, which represents the output message format.
Input Type: Expected input message type (xml/json/csv).
Output Type: Target output message type (xml/json/csv).

Check if you set the input and type and output type correctly. 

using operators as shown below.Follow the steps below to do the mapping   

Drag and drop an  operator and connect the  in both  and  boxes to it.Upper Case name Input Output

If you do not set the input type and output type correctly in the mediator configuration, your mapping will fail during runtime.

The mapping done in the below example is that: name is mapped via uppercase operator and calories undergo a
mathematical calculation to get the output as follows:

output calories =Round( (calories*1.13) + 6.75)
You can only connect primitive data values such as Strings, numbers, boolean and etc. You cannot map Array and object
values.
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21.  

a.  

b.  

c.  

d.  

Connect  in the  box to the same in the   box.price Input Output

Connect   in the   box to the same in the   box.description Input Output

Connect   in the   box to the same in the   box.origin Input Output



WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 1237

21.  

d.  

e.  

f.  

g.  

Connect   in the   box to the same in the   box.veg Input Output

Dran and drop the following operators: , , Multiply Add Round

Drag and drop a  operator, and enter  as its  in the  section.Constant 1.13 Value Properties

To update the titile of the  box with the value, save the diagram, close the  andConstant FoodMapping.datamapper_diagram
re-open it by double-clicking on the  icon in the  file.Data Mapper FoodMenuConversion.xml
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21.  

g.  

h.  

i.  

Drag and drop another   operator, and enter   as its   in the   section.Constant 6.75 Value Properties
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21.  

h.  

i.  

22.  

1.  
2.  

Connect the  variable in both the  and  boxes via the  as shown below.calories Input Output Operators

From To

Input Box  calories Multiply Operator

Constant 1.13 Multiply Operator

Multiply Operator Add Operator

Constant 6.75 Add Operator

Add Operator Round Operator

Round Operator Output Box  calories

 Press  keys in each tab, to save all the configurations.Ctrl+S
Deploying the configurations

After creating the Data Mapper configurations, follow the steps below to deploy the created REST API and the configurations in     bythe  ESB  profile
including them in a C-App.

Open WSO2 EI Tooling. 
Expand the C-APP project that was created when you created the  andESB Solution project (i.e. ), EIDataMappingProjectCompositeApplication
double-click on the POM file.   You view the following screen to select project files into the C-APP.

 

. Once you refresh the screen, you view allYou need to refresh the screen to view  the registry resource files  the artifacts in the
workspace. 
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2.  

3.  

4.  

Click the refresh button in the top right-hand corner to load newly added registry files, as shown below.

Select the REST API file and the three registry resource files containing the mapping configuration, input schema, and output schema as shown
  below.

 
Configuration: Script file that is used to execute the mapping.
Input schema: JSON schema which represents the input message format.
Output schema: JSON schema which represents the output message format.
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4.  

5.  
6.  

7.  

Start WSO2 ESB server. For instructions, see  .Running the Product
   Click the  Servers Tab in  WSO2 EI Tooling, and click the   link as shownNo servers are available. Click this link to create a new server...

  below.  

  Click  , click , and then click    as shown below.WSO2  WSO2 Carbon remote server Next  

https://docs.wso2.com/display/ESB500/Running+the+Product
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7.  

8.     Enter the URL of the WSO2 EI for  , and click  as shown below.Server URL Finish 
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8.  

9.  
10.  

  You view the WSO2 EI server added in the   tab as shown below.Servers  

Right-click on  , and then click  .WSO2 Carbon remote server at localhost Add & Remove
  Select the C-App in the   box, click   to move it to the   box, and then click   as shown below.Available: Add Configured: Finish  
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10.  

11.  
12.  

1.  
2.  

  You view the C-App added to the WSO2 EI server as shown below.  

 
Log in to the WSO2 EI Management Console using the following URL and admin/admin credentials: https://<ESB_HOST>:<ESB_PORT>carbon/

         Click  Main , and then click  APIs in the  Service Bus menu. You view the deployed  REST API invocation URL as shown below.  

Invoking the created REST API

Follow the steps below to test invoking the created REST API.

Open Postman REST client.
Enter the following details to create the client message, enter the content of the XML file you created in  as the payload in the text areastep 12

 provided, and click   as shown below.Send  
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2.  

 URL:  http://<ESB_HOST>:<ESB_PORT>8280/convertMenu
 POSTMethod:

 raw Body: xml/application
 Enter the inpuMessage:

 You view the expected JSON message received as shown below.

Similarly, you can use the above instructions to check the following message conversions:

The input employee message in XML format, and the output engineer message in XML/JSON/CSV formats, which is sent to the client as the
XML->XML/JSON/CSV)response. (i.e. 

The input employee message in JSON format, and the output engineer message in XML/JSON/CSV formats, which is sent to the client as the
JSON->XML/JSON/CSV)response. (i.e. 

The input employee message in CSV format, and the output engineer message in XML/JSON/CSV formats, which is sent to the client as the
 response. (i.e. CSV->XML/JSON/CSV)

In the above sample, the output message format is fully compatible to represent as JSON and CSV. However, this is not guaranteed in every
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DBLookup Mediator

The  can execute an arbitrary SQL select statement and then set a resulting values as a local message property in the messageDBLookup Mediator
context. The DB connection used may be looked up from an external data source or specified inline. 

Syntax |  |  | Configuration Examples Samples

Syntax

The syntax of the DBLookup mediator changes depending on whether you connect to the database using a connection pool, or using a data source. Click
on the relevant tab to view the required syntax.
Connection Pool

<dblookup>
   <connection>
      <pool>
        <driver/>
        <url/>
        <user/>
        <password/>
        <property name="name" value="value"/>*
      </pool>
   </connection>
   <statement>
      <sql>select something from table where something_else = ?</sql>
      <parameter [value="" | expression=""]
type="CHAR|VARCHAR|LONGVARCHAR|NUMERIC|DECIMAL|BIT|TINYINT|SMALLINT|INT
EGER|BIGINT|REAL|FLOAT|DOUBLE|DATE|TIME|TIMESTAMP"/>*
      <result name="string" column="int|string"/>*
   </statement>+
</dblookup>

Data source

The syntax of the DBLookup mediator further differs based on whether the connection to the database is made using an external datasource or a Carbon
datasource. Click on the relevant tab to view the required syntax.
External Datasource

occasion. For example, if you have defined a complex XML output message with namespaces and attributes, JSON message or CSV will not be
built as expected.

The DBLookup mediator can set a property from one row in a result set. It cannot return multiple rows. If you need to get multiple records, or if
you have a table with multiple parameters (such as URLs), you can use the  to create a data service and invoke thatWSO2 Data Services Server
service from the ESB using the  instead.Callout mediator

The DBLookup mediator is a  mediator.content-aware

http://wso2.com/products/data-services-server/
https://docs.wso2.com/display/EI650/ESB+Mediators#ESBMediators-Content-awareness
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<dblookup>
   <connection>
      <pool>
        <dsName/>
        <icClass/>
        <url/>
        <user/>
        <password/>
        <property name="name" value="value"/>*
      </pool>
   </connection>
   <statement>
      <sql>select something from table where something_else = ?</sql>
      <parameter [value="" | expression=""]
type="CHAR|VARCHAR|LONGVARCHAR|NUMERIC|DECIMAL|BIT|TINYINT|SMALLINT|INT
EGER|BIGINT|REAL|FLOAT|DOUBLE|DATE|TIME|TIMESTAMP"/>*
      <result name="string" column="int|string"/>*
   </statement>+
</dblookup>

Carbon Datasource

<dblookup>
   <connection>
      <pool>
        <dsName/>
      </pool>
   </connection>
   <statement>
      <sql>select something from table where something_else = ?</sql>
      <parameter [value="" | expression=""]
type="CHAR|VARCHAR|LONGVARCHAR|NUMERIC|DECIMAL|BIT|TINYINT|SMALLINT|INT
EGER|BIGINT|REAL|FLOAT|DOUBLE|DATE|TIME|TIMESTAMP"/>*
      <result name="string" column="int|string"/>*
   </statement>+
</dblookup>

Configuration

The configuration of the DBLookup mediator changes depending on whether you connect to the database using a connection pool, or using a data source.
Click on the relevant tab to view the required UI configuration.
Connection Pool

The parameters available to configure the DBLookup mediator are as follows:

When specifying the DB connection using a connection pool, other than specifying parameter values inline, you can also specify following
parameter values of the connection information (i.e. Driver, URL, User and password) as registry entries. The advantage of specifying a
parameter value as a registry entry is that the same connection information configurations can be used in different environments simply by

To do this, give the registry path within the  attribute as shown in the example below. changing the registry entry value. key
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Parameter Name Description

Connection Information This parameter is used to specify whether the connection should be taken from a connection pool or a datasource.

Driver The class name of the database driver.

URL JDBC URL of the database where the data will be looked up.

User Username used to connect to the database.

Password Password used to connect to the database.

Adding properties to the DBLookup mediator

If you click  , the page will expand to display the following parameters.Add Property

The parameters available to manage properties are as follows.

Parameter Name Description

Name The name of the property.

Value The value of the property.

Action This parameter enables a property to be deleted.

The available properties are as follows.

Name Value Description

autocommit true / false The auto-commit state of the connections created by the
pool.

isolation Connection.TRANSACTION_NONE /
Connection.TRANSACTION_READ_COMMITTED /
Connection.TRANSACTION_READ_UNCOMMITTED /
Connection.TRANSACTION_REPEATABLE_READ /
Connection.TRANSACTION_SERIALIZABLE

The isolation state of the connections created by the
pool.

initialsize int The initial number of connections created when the pool
is started.

maxactive int The maximum number of active connections that can be
allocated from this pool at a given time. When this
maximum limit is reached, no more active connections
will be created by the connection pool. Specify 0 or a
negative value if you do not want to set a limit.

<dblookup xmlns="http://ws.apache.org/ns/synapse">
<connection>
    <pool>
        <password key="conf:/repository/esb/password"/>
        <driver key="conf:/repository/esb/driver"/>
        <url key="conf:/repository/esb/url"/>
        <user key="conf:/repository/esb/username"/>
    </pool>
</connection>
</dblookup>

If you need to provide the registry entry value via the Management Console, specify the registry path using the   prefix.$registry
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maxidle int The maximum number of idle connections allowed in the
connection pool at a given time. The value should be

 less than the maxActive value. For high performance,
 tune maxIdle to match the number of average,

concurrent requests to the pool. If this value is set to a
large value, the pool will contain unnecessary idle
connections.

maxopenstatements int The maximum number of open statements that can be
allocated from the statement pool at a given time. When
this maximum limit is reached, no more new statements
will be created by the statement pool. Specify 0 or a
negative value if you do not want to set a limit.

maxwait long The maximum number of milliseconds that the
connection pool will wait for a connection to return
before throwing an exception when there are no
connections available in the pool. Specify 0 or a
negative value if you want the pool to wait indefinitely.

minidle int The minimum number of idle connections allowed in the
connection pool at a given time, without extra ones

. being created Default value is 0, and is derived from in
. itialSize The connection pool can shrink below this

number if validation queries fail.

poolstatements true/ false If the value is , statement pooling is enabled for thetrue
pool.

testonborrow true/ false If the value is , objects are validated before theytrue
are borrowed from the pool. An object which fails the
validation test will be dropped from the pool and another
object in the pool will be picked instead.

testwhileidle true/ false If the value is , the objects in the pool will betrue
validated using an idle object evictor (if any exists). Any
object which fails this validation test would be dropped
from the pool.

validationquery String The SQL query that will be used to validate connections
from this pool before returning them to the caller.

Data source

The UI configuration of the DBLookup mediator further differs based on whether the connection to the database is made using an external datasource or a
Carbon datasource. Click on the relevant tab to view the required UI configuration.

Carbon Datasource

The parameters available to configure the DBLookup mediator are as follows.

Parameter Name Description

The enabled idle connections are checked
periodically whenever a new connection is
requested, and connections that are being

 idle for longer than  minEvictableIdleTim
  eMillis  are released , since it takes time to

create a new connection.

This value should be similar or near to the
average number of requests that will be
received by the server at the same time. With
this setting, you can avoid having to open
and close new connections every time a
request is received by the server.
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 Connection Information This parameter is used to specify whether the connection should be taken from a connection pool or a datasource.

 Datasource Type This parameter is used to specify whether the connection to the database should be made using an external
datasource or a Carbon datasource.

JNDI Name The JNDI used to look up data.

Adding SQL statements to the DBLookup Mediator   

If you click  , the page will be expanded to display the following parameters.Add Statement

Parameter Name Description

SQL This parameter is used to enter one or more SQL statements.

Parameters This section is used to specify how the values of parameters in the SQL will be determined. A parameter value can
be static or calculated at runtime based on a given expression.

Parameter Type The data type of the parameter. Possible values are as follows.

CHAR
VARCHAR
LONGVARCHAR
NUMERIC
DECIMAL
BIT
TINYINT
SAMLLINT
INTEGER
BIGINT
REAL
DOUBLE
DATE
TIME
TIMESTAMP

Property Type This determines whether the parameter value should be a static value or calculated at run time via an expression.

Value: If this is selected, a static value would be considered as the property value and this value should be
entered in the   parameter.Value/Expression
Expression: If this is selected, the property value will be determined during mediation by evaluating an
expression. This expression should be entered in the  parameter.Value/Expression 

Value/Expression This parameter is used to enter the static value or the XPath expression used to determine the property value
based on the option you selected for the  parameter.Property Type

Action This allows you to delete a parameter.

Results This section is used to specify how to deal with the rerun result from a Database query execution.

Result Name
Column
Action - Deletes the result.

Examples

You can click  to add namespaces if you are providing an expression. Then the NameSpaces Namespa
 panel would appear where you can provide any number of namespace prefixes and URLsce Editor

used in the XPath expression.
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<dblookup xmlns="http://ws.apache.org/ns/synapse">
    <connection>
        <pool>
            <driver>org.apache.derby.jdbc.ClientDriver</driver>
            <url>jdbc:derby://localhost:1527/esbdb;create=false</url>
            <user>esb</user>
            <password>esb</password>
        </pool>
    </connection>
    <statement>
        <sql><![CDATA[select * from company where name =?]]></sql>
        <parameter expression="//m0:getQuote/m0:request/m0:symbol"
type="VARCHAR" xmlns:m0="http://services.samples/xsd"/>
        <result column="id" name="company_id"/>
    </statement>
</dblookup>

In this example, when a message is received by a proxy service with a DBLookup mediator configuration, it opens a connection to the database and
executes the SQL query. The SQL query uses  character for attributes that will be filled at runtime. The parameters define how to calculate the value of?
those attributes at runtime. In this sample, the DBLookup Mediator has been used to extract  the  of the company from the company database using theid
symbol which is evaluated using an XPath against the SOAP envelope.

Samples

Sample 360: Introduction to DBLookup Mediator
Sample 362: DBReport and DBLookup Mediators Together
Sample 363: Reusable Database Connection Pools

DB Report Mediator

The  is similar to the . The difference between the two mediators is that the DB Report mediator writes informationDB Report Mediator DBLookup Mediator
to a database using the specified insert SQL statement.

Syntax |  | Configuration Examples

Syntax

The syntax of the DB Report mediator changes depending on whether you connect to the database using a connection pool, or using a data source. Click
on the relevant tab to view the required syntax.

Connection Pool

The DB Report mediator is a  mediator.content-aware

https://docs.wso2.com/display/EI6xx/Sample+360%3A+Introduction+to+DBLookup+Mediator
https://docs.wso2.com/display/EI6xx/Sample+362%3A+DBReport+and+DBLookup+Mediators+Together
https://docs.wso2.com/display/EI6xx/Sample+363%3A+Reusable+Database+Connection+Pools
https://docs.wso2.com/display/EI650/ESB+Mediators#ESBMediators-Content-awareness
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<dbreport>
   <connection>
     <pool>
      (
        <driver/>
        <url/>
        <user/>
        <password/>

        <dsName/>
        <icClass/>
        <url/>
        <user/>
        <password/>
      )
        <property name="name" value="value"/>*
     </pool>
   </connection>
   <statement>
       <sql>insert into something values(?, ?, ?, ?)</sql>
      <parameter [value="" | expression=""]
type="CHAR|VARCHAR|LONGVARCHAR|NUMERIC|DECIMAL|BIT|TINYINT|SMALLINT|INT
EGER|BIGINT|REAL|FLOAT|DOUBLE|DATE|TIME|TIMESTAMP"/>*
   </statement>+
</dbreport>

Data source

The syntax of the DBLookup mediator further differs based on whether the connection to the database is made using an external datasource or a Carbon
datasource. Click on the relevant tab to view the required syntax.
External Datasource

<dbreport>
   <connection>
      <pool>
        <dsName/>
        <icClass/>
        <url/>
        <user/>
        <password/>
        <property name="name" value="value"/>*
      </pool>
   </connection>
   <statement>
      <sql>select something from table where something_else = ?</sql>
      <parameter [value="" | expression=""]
type="CHAR|VARCHAR|LONGVARCHAR|NUMERIC|DECIMAL|BIT|TINYINT|SMALLINT|INT
EGER|BIGINT|REAL|FLOAT|DOUBLE|DATE|TIME|TIMESTAMP"/>*
   </statement>+
</dbreport>

Carbon Datasource
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<dbreport>
   <connection>
      <pool>
        <dsName/>
      </pool>
   </connection>
   <statement>
      <sql>select something from table where something_else = ?</sql>
      <parameter [value="" | expression=""]
type="CHAR|VARCHAR|LONGVARCHAR|NUMERIC|DECIMAL|BIT|TINYINT|SMALLINT|INT
EGER|BIGINT|REAL|FLOAT|DOUBLE|DATE|TIME|TIMESTAMP"/>*
   </statement>+
</dbreport>

Configuration

The configuration of the DBQuery mediator changes depending on whether you connect to the database using a connection pool, or using a data source.
Click on the relevant tab to view the required UI.
Pool

The following UI is displayed when you select the  option for the  parameter, indicating that you want the connection to bePool Connection Information
made via a connection pool.

The parameters available to configure the DB Report mediator are as follows.

Parameter Name Description

When specifying the DB connection using a connection pool, other than specifying parameter values inline, you can also specify following
parameter values of the connection information (i.e. Driver, URL, User and password) as registry entries. The advantage of specifying a
parameter value as a registry entry is that the same connection information configurations can be used in different environments simply by
changing the registry entry value. To do this, give the registry path within the  attribute as shown in the example below. key

<dblookup xmlns="http://ws.apache.org/ns/synapse">
<connection>
    <pool>
        <password key="conf:/repository/esb/password"/>
        <driver key="conf:/repository/esb/driver"/>
        <url key="conf:/repository/esb/url"/>
        <user key="conf:/repository/esb/username"/>
    </pool>
</connection>
</dblookup>

If you need to provide the registry entry value via the Management Console, specify the registry path using the   prefix.$registry



WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 1254

Use Transaction This parameter specifies whether the database operation should be performed within a transaction or not. Click Yes
or  as relevant.No

Driver The class name of the database driver.

Url The JDBC URL of the database that data will be written to.

Set the   parameter to   to help reconnect to the database when the connection between theautoReconnect true
client and the database is dropped. For example,  <url>jdbc:mysql://<ip>:<port>/test?autoReconnec

. t=true</url>

User The user name used to connect to the database.

Password The password used to connect to the database.

Adding properties to the DB Report mediator

If you click  , the page will expand to display the following parameters.Add Property

The parameters available to manage properties are as follows.

Parameter Name Description

Name The name of the property.

Value The value of the property.

Action This parameter enables a property to be deleted.

The available properties are as follows.

Name Value Description

autocommit true / false The auto-commit state of the connections created by the
pool.

isolation Connection.TRANSACTION_NONE /
Connection.TRANSACTION_READ_COMMITTED /
Connection.TRANSACTION_READ_UNCOMMITTED /
Connection.TRANSACTION_REPEATABLE_READ /
Connection.TRANSACTION_SERIALIZABLE

The isolation state of the connections created by the
pool.

initialsize int The initial number of connections created when the pool
is started.

To include multiple database reports within the same database transaction inside a particular message
flow, set the value of this  property to .Use Transaction Yes

However, when you have more reports it takes more time to complete a transaction and when multiple
messages flow in, then multiple transactions can become active at the same time.

By default, the maximum number of active transactions is 50 as imposed by the Atomikos JTA
. To override this, create a file named  by including theimplementation transaction.properties

following property and add it to the  directory:<EI_HOME>/lib

com.atomikos.icatch.max_actives=1000

Specifying the value as -1 allows unlimited transactions. Change the value accordingly to limit the
number of active transactions based on your environment and the concurrency level of the service.

If you click Yes to perform the database operation within a transaction, you need to ensure the following:

 must be preceded by a Transaction Mediator configurationThe DBReport mediator configuration
with new as the transaction action.
The DBReport mediator configuration must be followed by a Transaction Mediator configuration
with  as the transaction action.commit

For detailed information about configuring Transaction mediators, see .Transaction Mediator
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maxactive int The maximum number of active connections that can be
allocated from this pool at a given time. When this
maximum limit is reached, no more active connections
will be created by the connection pool. Specify 0 or a
negative value if you do not want to set a limit.

maxidle int The maximum number of idle connections to be allowed
in the connection pool at a given time. Specify 0 or a
negative value if you want the pool to wait indefinitely.

maxopenstatements int The maximum number of open statements that can be
allocated from the statement pool at a given time. When
this maximum limit is reached, no more new statements
will be created by the statement pool. Specify 0 or a
negative value if you do not want to set a limit.

maxwait long The maximum number of milliseconds that the
connection pool will wait for a connection to return
before throwing an exception when there are no
connections available in the pool. Specify 0 or a
negative value if you want the pool to wait indefinitely.

minidle int The minimum number of idle connections to be allowed
in the connection pool at a given time. Specify 0 or a
negative value if you want the pool to wait indefinitely.

poolstatements true/ false If the value is , statement pooling is enabled for thetrue
pool.

testonborrow true/ false If the value is , objects are validated before theytrue
are borrowed from the pool. An object which fails the
validation test will be dropped from the pool and another
object in the pool will be picked instead.

testwhileidle true/ false If the value is , the objects in the pool will betrue
validated using an idle object evictor (if any exists). Any
object which fails this validation test would be dropped
from the pool.

validationquery String The SQL query that will be used to validate connections
from this pool before returning them to the caller.

This property helps to reconnect to the database when
the database connection between the client and the
database is dropped. For example, <property

.name="validationquery" value="select 1"/>

Data Source

The UI configuration of the DBLookup mediator further differs based on whether the connection to the database is made using an external datasource or a
Carbon datasource. Click on the relevant tab to view the required UI configuration.
External

The following UI is displayed if you select the  option for the  parameter, indicating that you want the connection to the databaseExternal Datasource Type
to be made using an external datasource.

The parameters available to configure the DB Report mediator are as follows.

Parameter Name Description

Use Transaction This parameter specifies whether the database operation should be performed within a transaction or not. Click Yes
 or No as relevant.

Initial Context The initial context factory class. The corresponding   environment property is Java java.naming.factory.init
.ial

Datasource Name The naming service provider URL . The corresponding   environment property is Java java.naming.provider.u
.rl

URL The JDBC URL of the database that data will be written to.

User The user name used to connect to the database.

Password The password used to connect to the database.
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Adding properties to the DB Report mediator

If you click  , the page will expand to display the following parameters.Add Property

The parameters available to manage properties are as follows.

Parameter Name Description

Name The name of the property.

Value The value of the property.

Action This parameter enables a property to be deleted.

The available properties are as follows.

Name Value Description

autocommit true / false The auto-commit state of the connections created by the
pool.

isolation Connection.TRANSACTION_NONE /
Connection.TRANSACTION_READ_COMMITTED /
Connection.TRANSACTION_READ_UNCOMMITTED /
Connection.TRANSACTION_REPEATABLE_READ /
Connection.TRANSACTION_SERIALIZABLE

The isolation state of the connections created by the
pool.

initialsize int The initial number of connections created when the pool
is started.

maxactive int The maximum number of active connections that can be
allocated from this pool at a given time. When this
maximum limit is reached, no more active connections
will be created by the connection pool. Specify 0 or a
negative value if you do not want to set a limit.

maxidle int The maximum number of idle connections to be allowed
in the connection pool at a given time. Specify 0 or a
negative value if you want the pool to wait indefinitely.

maxopenstatements int The maximum number of open statements that can be
allocated from the statement pool at a given time. When
this maximum limit is reached, no more new statements
will be created by the statement pool. Specify 0 or a
negative value if you do not want to set a limit.

maxwait long The maximum number of milliseconds that the
connection pool will wait for a connection to return
before throwing an exception when there are no
connections available in the pool. Specify 0 or a
negative value if you want the pool to wait indefinitely.

minidle int The minimum number of idle connections to be allowed
in the connection pool at a given time. Specify 0 or a
negative value if you want the pool to wait indefinitely.

poolstatements true/ false If the value is , statement pooling is enabled for thetrue
pool.

testonborrow true/ false If the value is , objects are validated before theytrue
are borrowed from the pool. An object which fails the
validation test will be dropped from the pool and another
object in the pool will be picked instead.

testwhileidle true/ false If the value is , the objects in the pool will betrue
validated using an idle object evictor (if any exists). Any
object which fails this validation test would be dropped
from the pool.

validationquery String The SQL query that will be used to validate connections
from this pool before returning them to the caller.

Carbon Datasource

The following UI is displayed if you select the  option for the  parameter, indicating that you want the connection toCarbon Datasource Datasource Type
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the database to be made using an Carbon datasource.

Parameter Name Description

Use Transaction This parameter specifies whether the database operation should be performed within a transaction or not. Click Yes
or  as relevant.No

Datasource This parameter is used to selected a specific Carbon datasource you want to use to make the connection. All the
Carbon datasources which are currently available are included in the list.

Adding SQL statements to the DB Report Mediator

If you click   Add Statement , the page will be expanded to display the following parameters.

Parameter Name Description

SQL This parameter is used to enter one or more SQL statements.

Parameters This section is used to specify how the values of parameters in the SQL will be determined. A parameter value can
be static or calculated at runtime based on a given expression.

Parameter Type The data type of the parameter. Possible values are as follows.

CHAR
VARCHAR
LONGVARCHAR
NUMERIC
DECIMAL
BIT
TINYINT
SAMLLINT
INTEGER
BIGINT
REAL
DOUBLE
DATE
TIME
TIMESTAMP

Property Type This determines whether the parameter value should be a static value or calculated at run time via an expression.

Value: If this is selected, a static value would be considered as the property value and this value should be
entered in the   parameter.Value/Expression
Expression: If this is selected, the property value will be determined during mediation by evaluating an
expression. This expression should be entered in the  parameter.Value/Expression 

Value/Expression This parameter is used to enter the static value or the XPath expression used to determine the property value
based on the option you selected for the  parameter.Property Type

Action This allows you to delete a parameter.

Examples

Simple database write operation

This example demonstrates simple database write operations. The DB Report mediator writes to a table using the details of the message. It updates the
stock price of the company using the last quote value, which is calculated by evaluating an XPath expression against the response message.

You can click  NameSpaces to add namespaces if you are providing an expression. Then the Namespa
 ce Editor panel would appear where you can provide any number of namespace prefixes and URLs

used in the XPath expression.
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<dbreport xmlns="http://ws.apache.org/ns/synapse">
    <connection>
        <pool>
            <driver>org.apache.derby.jdbc.ClientDriver</driver>
            <url>jdbc:derby://localhost:1527/esbdb;create=false</url>
            <user>esb</user>
            <password>esb</password>
        </pool>
    </connection>
    <statement>
        <sql><![CDATA[update company set price=? where name =?]]></sql>
        <parameter expression="//m0:return/m1:last/child::text()"
type="DOUBLE" xmlns:m0="http://services.samples"
xmlns:m1="http://services.samples/xsd"/>
        <parameter expression="//m0:return/m1:symbol/child::text()"
type="VARCHAR" xmlns:m0="http://services.samples"
xmlns:m1="http://services.samples/xsd"/>
    </statement>
</dbreport>

Performing a database write operation within a transaction

In this example,  is a Transaction Mediator configuration that starts a new transaction. The DBReport mediator<transaction action="new"/>
configuration performs a few write operations incuding deleting records when the name matches a specific value derived via an expression as well as a few
insertions. Once the database operations are complete, they are committed via , which is another Transaction<transaction action="commit"/>
Mediator configuration.

<definitions xmlns="http://ws.apache.org/ns/synapse">
   <sequence name="myFaultHandler">
        <log level="custom">
            <property name="text" value="** Rollback Transaction**"/>
        </log>
        <transaction action="rollback"/>
        <send/>
    </sequence>
    <sequence name="main" onError="myFaultHandler">
        <in>
            <send>
                <endpoint>
                    <address
uri="http://localhost:9000/services/SimpleStockQuoteService"/>
                </endpoint>
            </send>
        </in>
         <out>
            <transaction action="new"/>
            <log level="custom">
                <property name="text" value="** Reporting to the
Database EIdb**"/>
            </log>
            <dbreport useTransaction="true"
xmlns="http://ws.apache.org/ns/synapse">
                <connection>
                    <pool>
                        <dsName>java:jdbc/XADerbyDS</dsName>
                       
<icClass>org.jnp.interfaces.NamingContextFactory</icClass>
                        <url>localhost:1099</url>
                        <user>EI</user>
                        <password>EI</password>
                    </pool>
                </connection>
                <statement>
                     <sql>delete from company where name =?</sql>
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                     <parameter
expression="//m0:return/m1:symbol/child::text()"
                       xmlns:m0="http://services.samples"
xmlns:m1="http://services.samples/xsd"
                                 type="VARCHAR"/>
                </statement>
            </dbreport>
            <log level="custom">
                <property name="text" value="** Reporting to the
Database EIdb1**"/>
            </log>
            <dbreport useTransaction="true"
xmlns="http://ws.apache.org/ns/synapse">
                <connection>
                    <pool>
                        <dsName>java:jdbc/XADerbyDS1</dsName>
                       
<icClass>org.jnp.interfaces.NamingContextFactory</icClass>
                        <url>localhost:1099</url>
                        <user>EI</user>
                        <password>EI</password>
                    </pool>
                </connection>
                <statement>
                    <sql>INSERT into company values (?,'c4',?)</sql>
                    <parameter
expression="//m0:return/m1:symbol/child::text()"
         xmlns:m1="http://services.samples/xsd"
xmlns:m0="http://services.samples"
                               type="VARCHAR"/>
                    <parameter
expression="//m0:return/m1:last/child::text()"
         xmlns:m1="http://services.samples/xsd"
xmlns:m0="http://services.samples"
                               type="DOUBLE"/>
                </statement>
            </dbreport>
            <transaction action="commit"/>
            <send/>
        </out>
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    </sequence>
</definitions>

Samples

For more examples of the DB Report mediator, see:

Sample 361: Introduction to DB Report Mediator
Sample 362: DB Report and DBLookup Mediators Together
Sample 363: Reusable Database Connection Pools
Sample 271: File Processing (moves files into a database using the VFS transport and the DB Report mediator)

Drop Mediator

The  stops the processing of the current messageDrop Mediator . This mediator is useful for ensuring that the message is sent only once and then dropped
by . If you have any mediators defined after the  element, they will not be executed, because  is considered to be the endthe ESB profile <drop/> <drop/>
of the message flow.

When the Drop mediator is within the  sequence, it  when it stops the message flow. When the DropIn  sends an HTTP 202 Accepted response to the client
mediator is within the  sequence before the Send mediator, no response is sent to the client.Out

Syntax |  | Configuration Example

Syntax

The drop token refers to a < > element, which is used to stop further processing of a message:drop

<drop/>

Configuration

As with other mediators, after adding the drop mediator to a sequence, you can click its up and down arrows to move its location in the sequence.

Example

You can use the drop mediator for messages that do not meet the filter criteria in case the client is waiting for a response to ensure the message was
received by . For example:the ESB profile

The Drop mediator is a  mediator.content-unaware

https://docs.wso2.com/display/EI6xx/Sample+361%3A+Introduction+to+DBReport+Mediator
https://docs.wso2.com/display/EI6xx/Sample+362%3A+DBReport+and+DBLookup+Mediators+Together
https://docs.wso2.com/display/EI6xx/Sample+363%3A+Reusable+Database+Connection+Pools
https://docs.wso2.com/display/EI6xx/Sample+271%3A+File+Processing
https://docs.wso2.com/display/EI650/ESB+Mediators#ESBMediators-Content-awareness
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<definitions xmlns="http://ws.apache.org/ns/synapse">
  <sequence name="main">
     <in>
     <!-- filtering of messages with XPath and regex matches -->
       <filter source="get-property('To')" regex=".*/StockQuote.*">
          <then>
             <send>
                <endpoint>
                   <address
uri="http://localhost:9000/services/SimpleStockQuoteService"/>
               </endpoint>
             </send>
          </then>
    <else>
             <drop/>
    </else>
     </filter>
...

In this scenario, if the message doesn't meet the filter condition, it is dropped, and the  is sent to the client. If you did notHTTP 202 Accepted response
include the drop mediator, the client would not receive any response.

EJB Mediator

The  calls an external Enterprise JavaBean(EJB) and stores the result in the message payload or in a message context property. Currently, EJB mediator
this mediator supports EJB3 Stateless Session Beans and Stateful Session Beans.

Syntax |  | Configuration Example

Syntax

<ejb beanstalk="string" class="string" [sessionId="string"]
[remove="true | false"] 
  [method="string"] [target="string | {xpath}"] [jndiName="string"] /> 
    <args> 
      <arg (value="string | {xpath}")/>* 
    </args> 
</ejb>

Configuration

Parameter Name Description

Beanstalk ID Reference to the application server specific connection source information, which is defined at the
synapse.properties.

Class This required the remote interface definition provided in the EJB 3.0 (EJB service invocation remote/home
interface).

Session ID When the EJB context is invoked in the form state-full bean then the related ejb session status specified will be
stored in here. Possible values are as follows.

Value: If this is selected, the session ID can be entered as a static value.
Expression: If this is selected, an XPath expression can be entered to evaluate the session ID.

The EJB mediator is a  mediator.content-aware

https://docs.wso2.com/display/EI650/ESB+Mediators#ESBMediators-Content-awareness
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Remove This parameter specifies whether the Enterprise Entity Manager should remove the EJB context related parameters
once the state full/stateless session is invoked.

Target If a particular EJB method returns, then the return object can be saved against the the name provided in the target
at the synapse property context.

JNDI Name The Java Naming and Directory Interface (JNDI) is an application programming interface (API) for accessing
different kinds of naming and directory services. JNDI is not specific to a particular naming or directory service. It
can be used to access many different kinds of systems including file systems; distributed objects systems such as
CORBA, Java RMI, and EJB; and directory services such as LDAP, Novell NetWare, and NIS+.

Add Argument Can be used to define the arguments which is required for the particular ejb method to be invoked
Expression/Value. 

Example

<ejb beanstalk="jack" class="org.ejb.wso2.test.StoreRegister"
method="getStoreById" target="store"
jndiName="ejb:/EJBDemo/StoreRegsiterBean!org.ejb.wso2.test.StoreRegiste
r">
   <args>
     <arg xmlns:ns="http://org.apache.synapse/xsd"
xmlns:ns3="http://org.apache.synapse/xsd"
value="{get-property('loc_id')}"/>
   </args>
</ejb>

In this example, the EJB Mediator does the EJB service invocation by calling  pubished at the application server and exposed via  getStoreById ejb:/EJB
,Demo/StoreRegsiterBean!org.ejb.wso2.test.StoreRegister

then response will be assigned to the  specified (variable/expression). target

Enqueue Mediator

The  uses a  to handle messages. Priority executors are used in high-load scenarios when you want to execute differentEnqueue mediator priority executor
sequences for messages with different priorities. This approach allows you to control the resources allocated to executing sequences and to prevent
high-priority messages from getting delayed and dropped. For example, if there are two priorities with value 10 and 1, messages with priority 10 will get 10
times more resources than messages with priority 1.

Syntax |  | Configuration Example

Syntax

Tip
You can click the "Namespaces" link to add namespaces if you are providing an expression. You will be provided another panel named
"Namespace Editor" where you can provide any number of namespace prefixes and the URL used in the XPath expression.

Note
Please note that this feature is deprecated.

The Enqueue mediator is a  mediator.content-unaware

https://docs.wso2.com/display/EI650/ESB+Mediators#ESBMediators-Content-awareness


WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 1263

<enqueue xmlns="http://ws.apache.org/ns/synapse" 
 executor="[Priority Executor Name]" priority="[Priority]"
sequence="[Sequence Name]">
</enqueue>

Configuration

The parameters available to configure the Enqueue mediator are as follows.

Parameter Name Description

Executor The   that should be used to process the messages.priority executor

Priority The priority of messages that this mediator will handle. This priority level should also be defined in the priority
executor.

Sequence The  that should be used to process messages with the specified priority. This  should be savedsequence sequence
in the registry before it can be selected here. Click either  or the  toConfiguration Registry Governance Registry
select the required  from the resource tree.sequence

Example

In this example, two Enqueue mediator configurations use the     based on which requests are prioritized. A  named  applipriority executor One sequence Send
es to requests with priority , and a  named  applies to priority .2 sequence LogSend 1

<inSequence xmlns="http://ws.apache.org/ns/synapse">
   <enqueue executor="One" priority="2"
sequence="conf:/Send"></enqueue>
   <enqueue executor="One" priority="1"
sequence="conf:/LogSend"></enqueue>
</inSequence>

Samples

For another example, see .Sample 652: Priority Based Message Mediation

Enrich Mediator

The  can process a message based on a given source configuration and then perform the specified action on the message by using theEnrich Mediator
target configuration. It gets an  using the configuration specified in the source and then modifies the message by putting it on the currentOMElement
message using the configuration in the target.

Syntax |  | Configuration Examples

Syntax

The Enrich mediator is a  mediator.content-aware

https://docs.wso2.com/display/EI6xx/Sample+652%3A+Priority+Based+Message+Mediation
https://docs.wso2.com/display/EI650/ESB+Mediators#ESBMediators-Content-awareness
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<enrich>
    <source [clone=true|false]
[type=custom|envelope|body|property|inline] xpath |
json-eval(JSON-Path)="" property="" />
    <target [action=replace|child|sibiling]
[type=custom|envelope|body|property|inline] xpath |
json-eval(JSON-Path)="" property="" />
</enrich>

Configuration

The main properties of the Enrich Mediator available are:

Source
Target

Source configuration 

The following properties are available:

Clone- By setting the clone configuration, the message can be cloned or used as a reference during enriching. The default value is true.
True
False

Type- The type that the mediator uses from the original message to enrich the modified message that passes through the mediator.
Custom - Custom XPath value.
Envelope - Envelope of the original message used for enriching.
Body - Body of the original message used for enriching.
Property - Specifies a property. For information on how you can use the Property mediator to specify properties, see .Property Mediator

XPath Expression - This field is used to specify the custom XPath value if you selected  for the   field.custom Type

Target Configuration 

The following properties are available:

Action - By specifying the action type, the relevant action can be applied to outgoing messages.
Replace - Replace is the default value of  . It will be used if a specific value for   is not given. This replaces the XML messageAction Action
based on the target type specified on the target configuration. 
Child - Adding as a child of the specified target type.
Sibling - Adding as a sibling of the specified target type.

Type and - Refer the  above.   XPath Expression Source configuration

Tip
You can click the Namespaces link to add namespaces if you are providing an expression. You will be provided another panel named
"Namespace Editor," where you can provide any number of namespace prefixes and URL that you have used in the XPath expression. 

For the target type ' ', the action type should be '. Herein, action type ' ' is not acceptable because it adds anenvelope 'replace child
envelope within an envelope, and action type ' ' is also not acceptable because there will be two envelopes in a message if yousibling
use it.

The target type depends on the source type. below table.For the and invalid combinations of source and target types, see valid 

Target type

Source type custom envelope body property

custom valid invalid valid valid

envelope invalid invalid invalid valid

body valid invalid invalid valid

property valid valid valid valid
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Examples

Example 1: Setting the property symbol

In this example, you are setting the property symbol. Later, you can log it using the  .Log Mediator

<enrich xmlns="http://ws.apache.org/ns/synapse">
           <source clone="false" type="envelope"/>
           <target type="property" property="payload" />
 </enrich>

Example 2: Adding a child object to a property

In this example, you add a child property named Lamborghini to a property named Cars. The configuration for this is as follows:

<proxy xmlns="http://ws.apache.org/ns/synapse" name="_TestEnrich"
transports="https,http" statistics="disable" trace="enable"
startOnLoad="true"> 
   <target> 
      <inSequence> 
         <enrich> 
            <source type="inline" clone="true"> 
               <Cars/> 
            </source> 
            <target type="property" property="Cars"/> 
         </enrich> 
         <log level="custom"> 
            <property name="PekeCarListBeforeEnrich"
expression="get-property('Cars')"/> 
         </log> 
         <enrich> 
            <source type="inline" clone="true"> 
               <Car>Lamborghini</Car> 
            </source> 
            <target action="child" xpath="$ctx:Cars"/> 
         </enrich> 
         <log level="custom"> 
            <property name="PekeCarListAfterEnrich"
expression="get-property('Cars')"/> 
         </log> 
      </inSequence> 
      <outSequence/> 
   </target> 
   <description></description> 
</proxy>

Example 3 - Adding a SOAPEnvelope type object as a property to a message

In this example, you add the SOAP envelope in a SOAP request as a property to a message. The Enrich mediator is useful in this scenario since adding
the property directly using the  results in the  object being created as an  type object. The  type object createdProperty mediator SOAPEnvelope OM OM
cannot be converted back to a  object.SOAPEnvelope

inline valid valid valid valid
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<enrich> 
<source type="envelope" clone="true"/>
<target type="property" property="ExtractedEnvelope"/>
</enrich>

Example 4 - Preserving the original payload

In this example, you copy the original payload to a property using the Enrich mediator.

<enrich>
      <source clone="false" type="body"/>
      <target action="replace" type="property"
property="ORGINAL_PAYLOAD"/>
   </enrich>

Then whenever you need the original payload, you replace the message body with this property value using the Enrich mediator as follows:

<enrich>
      <source clone="false" type="property"
property="ORIGINAL_PAYLOAD"/>
      <target action="replace" type="body"/>
   </enrich>

For other example using the Enrich mediator, see   aSample 15: Using the Enrich Mediator for Message Copying and Content Enrichment
nd .Sample 440: Converting JSON to XML Using XSLT

Entitlement Mediator

The  intercepts requests and evaluates the actions performed by a user against an Entitlement Mediator eXtensible Access Control Markup Language
 policy. This supports XACML 2.0 and 3.0. WSO2 Identity Server can be used as the XACML Policy Decision Point (PDP) where the policy is set,(XACML)

and WSO2 EI serves as the XACML Policy Enforcement Point (PEP) where the policy is enforced.   the ESB profile of 

Syntax |  | Configuration Example

Syntax

<entitlementService remoteServiceUrl="" remoteServiceUserName=""
remoteServicePassword=""
callbackClass="org.wso2.carbon.identity.entitlement.mediator.callback.[
UTEntitlementCallbackHandler|X509EntitlementCallbackHandler|SAMLEntitle
mentCallbackHandler|KerberosEntitlementCallbackHandler]" 
client="soap|basicAuth|thrift|wsXacml">
   <onReject/>
   <onAccept/>
   <advice/>
   <obligations/>
</entitlementService>

https://docs.wso2.com/display/EI6xx/Sample+15%3A+Using+the+Enrich+Mediator+for+Message+Copying+and+Content+Enrichment
https://docs.wso2.com/display/EI6xx/Sample+440%3A+Converting+JSON+to+XML+Using+XSLT
http://en.wikipedia.org/wiki/XACML
http://en.wikipedia.org/wiki/XACML
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Configuration

When you add the Entitlement mediator to a sequence, the Entitlement mediator node appears as follows with four sub elements. These sub elements are
used to define a mediation sequence to be applied based on the entitlement result. 

The following are descriptions for the four sub elements of the Entitlement mediator.

Parameter Name Description

OnAccept The sequence to execute when the result returned by the Entitlement mediator is . For example, you canPermit
configure the sequence to direct the request to the back end server as requested.

OnReject The sequence to execute when the result returned by the Entitlement mediator is ,  or Deny Not Applicable Ind
. For example, you can configure the sequence to respond to the client with the message eterminate Unauthori

zed Request.

Obligations The sequence to execute when the XACML response contains an obligation statement. When this response is
received, the Entitlement mediator clones the current message context, creates a new message context, adds the
obligation statement to the SOAP body and then executes the sequence. Since the  sequence isObligations
executed synchronously, the Entitlement mediator waits for a response. If the sequence returns a  value, thetrue
sequence defined for the  sub element is applied. If the sequence returns a  value, OnAccept false the sequence

 sub element is applied.defined for the OnReject

Advice The sequence to execute when the XACML response contains an advice statement. When this response is
received, the Entitlement mediator clones the current message context, creates a new message context, adds the
advice statement to the SOAP body and then executes the sequence. Since the  sequence is executedAdvice
asynchronously, the Entitlement mediator does not wait for a response.

The Entitlement mediator configuration screen appears below the tree as shown below.

The parameters available for configuring the Entitlement mediator are as follows.

Parameter Name Description

Entitlement Server Server URL of the WSO2 Identity Server that acts as the PDP (e.g.,  ).  https://localhost:9443/services

User Name This user should have permissions to log in and manage configurations in the WSO2 Identity Server.

Password The password of the username entered in the  parameter.User Name

Entitlement Callback Handler The handler that should be used to get the subject (user name) for the XACML request.

UT: This class looks for the subject name in the Axis2 message context under the username property. This is
useful when the UsernameToken security is enabled in  for a proxy service, because when thethe ESB profile
user is authenticated for such a proxy service, the username would be set in the Axis2 message context. As a
result, the Entitlement mediator would automatically get the subject value for the XACML request from there.
This is the default callback class.
X509: Specify this class if the proxy is secured with X509 certificates.
SAML: Specify this class if the proxy is secured with WS-Trust.
Kerberos: Specify this class if the proxy is secured with Kerberos.
Custom: This allows you to specify a custom entitlement callback handler class. 

You need to , which uses the Entitlement mediator using one of the followingsecure the proxy service
methods and select the  based on the method you used.Entitlement Callback Handler

You can also set properties that control how the subject is retrieved; see .Advanced Callback Properties

https://localhost:9443/services
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1.  
2.  
3.  
4.  

Entitlement Service Client The method of communication to use between the PEP and the PDP. For SOAP, choose whether to use Basic
Authentication (available with WSO2 Identify Server 4.0.0 and later) OR the AuthenticationAdmin service, which
authenticates with the Entitlement service in Identity Server 3.2.3 and earlier. Thrift uses its own authentication
service over TCP. WS-XACML uses Basic Authentication.

Thrift Host The host used to establish a Thrift connection with the Entitlement service when the Entitlement Service Client is
set to Thrift.

Thrift Port The port used to establish a Thrift connection with the Entitlement service when the Entitlement Service Client is set
to Thrift. The default port is 10500.

You will now define the sequences you want to run for the entitlement results.

If you want to specify an existing sequence for a result, click   for that result and select the sequence from the registry.Referring Sequence
If you want to define the sequence in the tree, leave   selected.In-Lined Sequence
Click  .Update
In the tree, click the first result node for which you want to define the sequence, and then add the appropriate mediators to create the sequence.
Repeat for each result node.

Example

In the following example, the WSO2 Identity Server (with log in URL   is see to authenticate the user invoking the  s)https://localhost:9443/service
secured backend service.

If the authorization test performed on a request sent to this URL fails, the  converts the request into a fault message giving   aFault mediator Unauthorized
s the reason for the request to be rejected and   as the detail. Then the  sends the converted messageXACML Authorization Failed Respond mediator
back to the client.

If the user is successfully authenticated, the request is sent using the   to the endpoint with the Send Mediator http://localhost:8281/services/ech
 URL.o"/

The XAMCL standard refrains from specifying which method should be used to communicate from the
PEP to the PDP, and many vendors have implemented a proprietary approach. There is a standard
called “Web Services Profile of XACML (WS-XACML) Version 1.0, but it has not been widely adopted
because of its bias toward SOAP and the performance implications from XML signatures. However, the
benefit of adopting a standard is the elimination of vendor locking, because it will allow your current PEP
to work even if you move to a PDP from another vendor (as long as the new PDP also supports this
standard). Otherwise you may need to modify your existing PEP to adopt to the new PDP. WSO2
Identity Server has its proprietary SOAP API, Thrift API, and basic support for WS-XACML.
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<entitlementService remoteServiceUrl="https://localhost:9443/services"
                             remoteServiceUserName="admin"
                             remoteServicePassword=
"enc:kuv2MubUUveMyv6GeHrXr9il59ajJIqUI4eoYHcgGKf/BBFOWn96NTjJQI+wYbWjKW
6r79S7L7ZzgYeWx7DlGbff5X3pBN2Gh9yV0BHP1E93QtFqR7uTWi141Tr7V7ZwScwNqJbiN
oV+vyLbsqKJE7T3nP8Ih9Y6omygbcLcHzg="
                            
callbackClass="org.wso2.carbon.identity.entitlement.mediator.callback.U
TEntitlementCallbackHandler"
                             client="basicAuth">
   <onReject>
      <makefault version="soap12">
         <code
xmlns:soap12Env="http://www.w3.org/2003/05/soap-envelope"
                        value="soap12Env:Receiver"/>
         <reason value="UNAUTHORIZED"/>
         <node/>
         <role/>
         <detail>XACML Authorization Failed</detail>
      </makefault>
      <respond/>
   </onReject>
   <onAccept>
      <send>
         <endpoint>
            <address uri="http://localhost:8281/services/echo"/>
         </endpoint>
      </send>
   </onAccept>
   <obligations/>
   <advice/>
</entitlementService>

Advanced Callback Properties

The abstract EntitlementCallbackHandler class supports the following properties for getting the XACML subject (user name), specifying the action, and
setting the service name. The various implementations of this class (UTEntitlementCallbackHandler, X509EntitlementCallbackHandler, etc.) can use some
or all of these properties. You implement these properties by adding   before the Entitlement mediator in the sequence.Property mediators

The default UTEntitlementCallbackHandler looks for a property called   in the Axis2 message context, which it uses as the XACML request username subj
 value. Likewise, the other handlers look at various properties for values for the attributes and construct the XACML request. The following attributeect-id

IDs are used by the default handlers.

urn:oasis:names:tc:xacml:1.0:subject:subject-id of category urn:oasis:names:tc:xacml:1.0:subject-category:acces
s-subject
urn:oasis:names:tc:xacml:1.0:action:action-id of category urn:oasis:names:tc:xacml:3.0:attribute-category:actio
n
urn:oasis:names:tc:xacml:1.0:resource:resource-id of category urn:oasis:names:tc:xacml:3.0:attribute-category:r
esource
IssuerDN of category   (used only by X509 handler)urn:oasis:names:tc:xacml:3.0:attribute-category:environment
SignatureAlgorithm of category   (used only by X509 handler)urn:oasis:names:tc:xacml:3.0:attribute-category:environment

Property name Acceptable values Scope Description

In most scenarios, you do not need to configure any of these properties.

http://urnoasisnamestc:xacml:1.0:subject:subject-id
http://urnoasisnamestc:xacml:1.0:subject-category:access-subject
http://urnoasisnamestc:xacml:1.0:subject-category:access-subject
http://urnoasisnamestc:xacml:1.0:action:action-id
http://urnoasisnamestc:xacml:3.0:attribute-category:action
http://urnoasisnamestc:xacml:3.0:attribute-category:action
http://urnoasisnamestc:xacml:1.0:resource:resource-id
http://urnoasisnamestc:xacml:3.0:attribute-category:resource
http://urnoasisnamestc:xacml:3.0:attribute-category:resource
http://urnoasisnamestc:xacml:3.0:attribute-category:environment
http://urnoasisnamestc:xacml:3.0:attribute-category:environment
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xacml_subject_identifier string axis2 By default, the Entitlement mediator
expects to find the XACML subject
(user name) in a property called use

 in the message's Axis2rname
context. If your authentication
mechanism specifies the user name
by adding a property of a different
name, create a property called xacm

 and set itl_subject_identifier
to the name of the property in the
message context that contains the
subject.

xacml_action string axis2 If you are using REST and want to
specify a different HTTP verb to use
with the service, specify it with the
xacml_action property and specify
the xacml_use_rest property to true.

xacml_use_rest true/false axis2 If you are using REST, and you want
to override the HTTP verb to send
with the request, you can set this
property to true to set to true.

xacml_resource_prefix string axis2 If you want to change the service
name, use this property to specify
the new service name or the text you
want to prepend to the service
name. 

xacml_resource_prefix_only true/false axis2 If set to true, the
xacml_resource_prefix value is used
as the whole service name. If set to
false (default), the
xacml_resource_prefix is prepended
to the service name.

Event Mediator

The  redirects incoming events to the specified event topic. For more information, see .Event Mediator Working with Topics and Events

Syntax |  | Configuration Examples

Syntax

<event xmlns="http://ws.apache.org/ns/synapse" topic="" [expression=""]
/>

Configuration

The parameters available for configuring the Event mediator are as follows:

Note
Please note that this feature is deprecated.

The Event mediator is a  mediator.content-aware

https://docs.wso2.com/display/EI650/ESB+Mediators#ESBMediators-Content-awareness
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Parameter Name Description

Topic Type The type of topic. The available options are as follows.

Static: If this is selected, the topic to which the events are published is a static value.
Dynamic: If this is selected, the topic to which the events are published is a dynamic value that should be
derived via an XPath expression.

Topic The topic to which the events should be published. You can enter a static value or an XPath expression based on
the option you selected for the  parameter.Topic Type

Expression The XPath expression used to build the message to be published to the specified topic.

Examples

In this example, when an event notification comes to the   proxy service, they are processed by the   sequence,EventingProxy PublicEventSource
which logs the messages and publishes them to the topic  . Services that subscribe to the topic   will thenSampleEventSource SampleEventSource
receive these messages.

<!-- Simple Eventing configuration -->
 <definitions xmlns="http://ws.apache.org/ns/synapse">

     <sequence name="PublicEventSource" >
            <log level="full"/>
            <event topic="SampleEventSource"/>
     </sequence>

     <proxy name="EventingProxy">
         <target inSequence="PublicEventSource" />
     </proxy>
 </definitions>

Sample

See the following sample for another example.

  .Sample 460: Introduction to Eventing and Event Mediator

FastXSLT Mediator

The  is similar to the , but it uses the  and applies the XSLT transformation to the messageFastXSLT Mediator XSLT mediator Streaming XPath Parser
stream instead of to the XML message payload. The result is a faster transformation, but you cannot specify the source, properties, features, or resources
as you can with the XSLT mediator. Therefore, the FastXSLT mediator is intended to be used to gain performance in cases where the original message
remains unmodified. Any pre-processing performed on the message payload will not be visible to the FastXSLT mediator, because the transformation logic
is applied on the original message stream instead of the message payload. In cases where the message payload needs to be pre-processed, use the XSLT
mediator instead of the FastXSLT mediator.

Tip
You can click  to add namespaces when you are providing an expression. Then the NameSpaces Name

 panel would appear where you can provide any number of namespace prefixes and URLsspace Editor
used in the XPath expression. 

Tip
You can click  to add namespaces when you are providing an expression. Then the NameSpaces Name

 panel would appear where you can provide any number of namespace prefixes and URLsspace Editor
used in the XPath expression. 

https://docs.wso2.com/display/EI6xx/Sample+460%3A+Introduction+to+Eventing+and+Event+Mediator
http://wso2.com/library/articles/2013/01/streaming-xpath-parser-wso2-esb
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For example, if you are using the VFS transport to handle files, you might want to read the content of the file as a stream and directly send the content for
XSLT transformation. If you need to pre-process the message payload, such as adding or removing properties, use the XSLT mediator instead.

In summary, following are the key differences between the XSLT and FastXSLT mediators:

XSLT Mediator FastXSLT Mediator

Performs XSLT transformations on
the message  .payload

Performs XSLT transformations on the message  .stream

The message is built before
processing. Therefore, you can
pre-process the message payload
before the XSLT transformation.

The message is not built before processing. Therefore, any pre-processing on the message will not be reflected in
the XSLT transformation.

The performance is slower than
the FastXSLT mediator.

The performance is faster than the XSLT mediator.

Syntax |  | Configuration Example

Syntax

<fastXSLT key="string"/>

For example, specify the XSLT by the key  , which is used to transform the message stream as shown below.transform/example.xslt

<fastxslt xmlns="http://ws.apache.org/ns/synapse"
key="transform/example.xslt"/>

The streaming XPath parser used in the Fast XSLT mediator does not support Xpath functions specified with the prefix " fn: ". Examples are "fn
", " ", and " ".:contains fn:count fn:concat

To enable the FastXSLT mediator, your XSLT script must include the following parameter in the XSL output.
omit-xml-declaration="yes"

For example:

<xsl:output method="xml" omit-xml-declaration="yes" encoding="UTF-8"
indent="yes"/>

If you do not include this parameter in your XSLT when using the FastXSLT mediator, you will get the following error.

ERROR XSLTMediator Error creating XSLT transformer

The FastXSLT mediator is a  mediator.conditionally content-aware

https://docs.wso2.com/display/EI650/ESB+Mediators#ESBMediators-Content-awareness
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1.  

2.  

Configuration

The parameters available to configure the FastXSLT mediator are as follows.

Parameter Name Description

Key Type You can select one of the following options.

Static Key: If this is selected, an existing key can be selected from the registry for the  parameter.Key
Dynamic Key: If this is selected, the key can be entered dynamically in the  parameter.Key

Key This specifies the registry key to refer the XSLT to. This supports static and dynamic keys.

Example

The following example applies a simple XSLT stylesheet to a message payload via the FastXSLT mediator. The FastXSLT mediator reads values from the
current XML payload using XPath and populates them into the stylesheet to create a new or different payload as the response. The ESB configuration of
the API of this example is as follows:

<api xmlns="http://ws.apache.org/ns/synapse" context="/xslt"
name="XSLTAPI">
   <resource methods="POST">
      <inSequence>
         <fastXSLT key="conf:myresources/discountPayment.xsl" />
         <log level="full" />
         <respond />
      </inSequence>
      <outSequence />
      <faultSequence />
   </resource>
</api>

Follow the steps below to specify the stylesheet as a Registry entry in the above API. 

Double click on the API and click the following link in the  tab.Properties

Click  link.Create & point to a new resource...

Tip
You can click  to add namespaces if you are providing an expression. Then the NameSpaces Namespa

 panel would appear where you can provide any number of namespace prefixes and URLsce Editor
used in the XPath expression. 
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2.  

3.  

4.  

Enter the following details to create the empty XSL file in which you enter the stylesheet, in the Registry.

Double-click the stylesheet file in the , and add the following stylesheet as the content of the XSL file.Project Explorer
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4.  

discountPayment.xsl

<xsl:stylesheet xmlns:xsl="http://www.w3.org/1999/XSL/Transform"
xmlns:fn="http://www.w3.org/2005/02/xpath-functions"
xmlns:m0="http://services.samples" version="2.0"
exclude-result-prefixes="m0 fn">
   <xsl:output method="xml" omit-xml-declaration="yes" indent="yes" />
   <xsl:template match="/">
      <Payment>
         <xsl:for-each select="//order/lunch[contains(drinkName,
'Coffee')]">
            <discount>
               <xsl:value-of select="drinkPrice" />
            </discount>
         </xsl:for-each>
      </Payment>
   </xsl:template>
</xsl:stylesheet>

Pass the following XML payload using SOAP UI.

You pass this payload into the XSLT mediator specifying a certain  as a parameter to the style sheet. For example, the followingdrinkName
payload passes the  as 'Coffee'. The style sheet traverses through the incoming payload and finds the  elements, whichdrinkName <lunch>
contains 'Coffee' as . When it finds matching ectries, it adds the prices of those elements under a new  element.drinkName <Payment>
Therefore, when the message flow comes out of XSLT mediator, the payload changes the  entry, where it contains the <Payment> drinkPrice
values of matching elements.

You can get the URI of the REST API from the  as shown below.Management Console
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<order>
<lunch>
<meal> Rice and Curry </meal>
<mealPrice> USD 10 </mealPrice>
<drinkName> Dark Coffee </drinkName>
<drinkPrice> USD 1.8 </drinkPrice>
</lunch>
<lunch>
<meal> Sandwiches </meal>
<mealPrice> USD 4 </mealPrice>
<drinkName> Milk Shake </drinkName>
<drinkPrice> USD 2.6 </drinkPrice>
</lunch>
<lunch>
<meal> Chicken Burger </meal>
<mealPrice> USD 5 </mealPrice>
<drinkName> Iced Coffee </drinkName>
<drinkPrice> USD 1.5 </drinkPrice>
</lunch>
<lunch>
<meal> Noodles </meal>
<mealPrice> USD 8 </mealPrice>
<drinkName> Bottled Water </drinkName>
<drinkPrice> USD 2.5 </drinkPrice>
</lunch>
</order>

You receive the response as shown below.

Fault Mediator

The  (also called the ) transforms the current message into a fault message. However, this mediator does not send theFault Mediator Makefault Mediator
converted message. The  needs to be invoked to send a fault message created via the Fault mediator. The fault message's  header is setSend Mediator To
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to the  of the original message (if such a header exists in the original message). You can create the fault message as a SOAP 1.1, SOAP 1.2, orFault-To
plain-old XML (POX) fault.

For more information on faults and errors, see .Error Handling

Syntax |  |  | UI Configuration Examples Samples

Syntax

<makefault [version="soap11|soap12|pox"]>
   <code (value="literal" | expression="xpath")/>
   <reason (value="literal" | expression="xpath")>
   <node>?
   <role>?
   <detail>?
</makefault>

UI Configuration

Click on the relevant tab to view the required UI configuration pending on whether you want to create the fault message as a SOAP 1.1 fault, SOAP 1.2
fault or a plain-old XML (POX) fault.
SOAP 1.1

The parameters available to configure the Fault mediator to create a SOAP 1.1 fault are as follows.

Parameter Name Description

 Fault Code  This parameter is used to select the fault code for which the fault string should be defined. Possible values are as
follows.

versionMismatch: Select this to specify the fault string for a SOAP version mismatch.
mustUnderstand: Select this to specify the fault string for the  error in SOAP.mustUnderstand
Client: Select this to specify the fault string for client side errors.
Server: Select this to specify the fault string for server side errors.

 Fault String The detailed fault string of the fault code. The following options are available.

value: If this option is selected, the fault string is specified as a string value.
expression: If this option is selected, the fault string is specified as an expression.

 Fault Actor The element of the SOAP fault message which is used to capture the party which caused the fault.

 Detail This parameter is used to enter a custom description of the error.

SOAP 1.2

The parameters available to configure the Fault mediator to create a SOAP 1.2 fault are as follows.

Parameter Name Description

Tip
You can click  to add namespaces if you are providing an expression. Then the NameSpaces Namespa

 panel would appear where you can provide any number of namespace prefixes and URLsce Editor
used in the XPath expression. 



WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 1278

 Code  This parameter is used to select the fault code for which the reason should be defined. Possible values are as
follows.

versionMismatch: Select this to specify the reason for a SOAP version mismatch.
mustUnderstand: Select this to specify the reason for the  error in SOAP.mustUnderstand
dataEncodingUnknown: Select this to specify the reason for a SOAP encoding error.
Sender: Select this ti specify the reason for a sender-side error.
Receiver: Select this to specify the reason for a receiver-side error.

 Reason This parameter is used to specify the reason for the error code selected in the  parameter. Code The following
options are available.

value: If this option is selected, the reason is specified as a string value.
expression: If this option is selected, the reason is specified as an expression.

 Role The SOAP 1.1 role name.

 Node The SOAP 1.2 node name.

 Detail This parameter is used to enter a custom description of the error.

Plain-old XML (POX)

The parameters available to configure the Fault mediator to create a plain-old XML (POX) fault are as follows.

Parameter Name Description

 Reason This parameter is used to enter a custom fault message. The following options are available.

value: If this option is selected, the fault message is specified as a string value.
expression: If this option is selected, the fault message is specified as an expression.

 Detail This parameter is used to enter details for the fault message. The following options are available.

value: If this option is selected, the detail is specified as a string value.
expression: If this option is selected, the detail is specified as an expression.

Examples

Following are examples of different usages of the Fault Mediator.
Example one

In the following example, the   string value is given as the reason for the SOAP error  .testmessage versionMismatch

Tip
You can click  to add namespaces if you are providing an expression. Then the NameSpaces Namespa

 panel would appear where you can provide any number of namespace prefixes and URLsce Editor
used in the XPath expression. 

Tip
You can click  to add namespaces if you are providing an expression. Then the NameSpaces Namespa

 panel would appear where you can provide any number of namespace prefixes and URLsce Editor
used in the XPath expression. 

Tip
You can click  to add namespaces if you are providing an expression. Then the NameSpaces Namespa

 panel would appear where you can provide any number of namespace prefixes and URLsce Editor
used in the XPath expression. 
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<makefault xmlns="http://ws.apache.org/ns/synapse" version="soap11">
   <code xmlns:soap11Env="http://schemas.xmlsoap.org/soap/envelope/"
value="soap11Env:VersionMismatch" />
   <reason value="test message " />
   <role></role>
</makefault>

Example two

The following sample proxy validates the content type using the Filter Mediator based on the   header property. If the result is true, it sendsContent-Type
an exception back to the client using the Fault Mediator. Else, if the result is false, it continues the flow.
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<proxy xmlns="http://ws.apache.org/ns/synapse" name="CheckContentType"
transports="https http" startOnLoad="true" trace="disable">
<description/>
<target>
    <inSequence>
        <log level="custom">
            <property name="_______Content-Type"
expression="get-property('transport','Content-Type')"/>
        </log>
        <filter source="get-property('transport','Content-Type')"
regex="application/xhtml\+xml">
        <then>
            <log>
                <property name="Content-Type"
expression="get-property('transport','Content-Type')"/>
                <property name="Decision" value="Exception, due to
unexpected Content-Type."/>
            </log>
            <makefault version="soap11">
                <code
xmlns:soap11Env="http://schemas.xmlsoap.org/soap/envelope/"
value="soap11Env:Client"/>
                <reason value="Content-Type Error"/>
                <role/>
                <detail>Content-Type: application/xhtml+xml is not a
valid content type.</detail>
            </makefault>
            <header name="To" scope="default" action="remove"/>
            <send/>
        </then>
        <else>
            <log>
                <property name="Content-Type"
expression="get-property('transport','Content-Type')"/>
                <property name="Decision" value="Continue the mediation
flow..."/>
            </log>
            <send>
                <endpoint>
                    <address
uri="http://localhost:9000/services/SimpleStockQuoteService"/>
                </endpoint>
            </send>
        </else>
    </filter>
</inSequence>
<outSequence>
    <send/>
</outSequence>
</target>
<publishWSDL
uri="http://localhost:9000/services/SimpleStockQuoteService?wsdl"/>
</proxy>

Samples

Sample 5: Creating SOAP Fault Messages and Changing the Direction of a Message.

Filter Mediator

The  can be used for filtering messages based on an XPath, JSONPath or a regular expression. If the test succeeds, the Filter mediatorFilter Mediator
executes the other mediators enclosed in the sequence.

The Filter Mediator closely resembles the "If-else" control structure.

https://docs.wso2.com/display/EI6xx/Sample+5%3A+Creating+SOAP+Fault+Messages+and+Changing+the+Direction+of+a+Message


WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 1281

Syntax |  | Configuration Examples

Syntax

<filter (source="[XPath|json-eval(JSONPath)]" regex="string") |
xpath="[XPath|json-eval(JSONPath)]">
   mediator+
</filter>

This mediator could also be used to handle a scenario where two different sequences are applied to messages that meet the filter criteria and messages
that do not meet the filter criteria.

<filter (source="[XPath|json-eval(JSONPath)]" regex="string") |
xpath="[XPath|json-eval(JSONPath)]">
   <then [sequence="string"]>
     mediator+
   </then>
   <else [sequence="string"]>
     mediator+
   </else>
</filter>

In this case, the Filter condition remains the same. The messages that match the filter criteria will be mediated using the set of mediators enclosed in the t
 element. The messages that do not match the filter criteria will be mediated using the set of mediators enclosed in the   element.hen else

Configuration

The parameters available for configuring the Filter mediator are as follows:

Parameter Name Description

Specify As This is used to specify whether you want to specify the filter criteria via an XPath expression or a regular
expression.

XPath: If this option is selected, the Filter mediator tests the given XPath/JSONPath expression as a Boolean
expression. When specifying a JSONPath, use the format  , such as json-eval(<JSON_PATH>) json-eval

. For more information on using JSON with , see (getQuote.request.symbol) the ESB profile Working
.with JSON Message Payloads

Source and Regular Expression: If this option is selected, the Filter mediator matches the evaluation result
of a source XPath/JSONPath expression as a string against the given regular expression.

Source The expression to locate the value that matches the regular expression that you can define in the  parameterRegex
.

Regex The regular expression to match the source value.

The Filter mediator is a  mediator.conditionally content aware

Tip
You can click  to add namespaces if you are providing an expression. Then the NameSpaces Namespa

 panel would appear where you can provide any number of namespace prefixes and URLsce Editor
used in the XPath expression. 

https://docs.wso2.com/display/EI650/ESB+Mediators#ESBMediators-Content-awareness
https://docs.wso2.com/display/EI650/ESB+Mediators#ESBMediators-Content-awareness


WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 1282

Examples

Example 1: Sending only messages matching the filter criteria

In this example, the Filter will get the   header value and match it against the given regular expression. If this evaluation returns , it will send theTo true
message. If the evaluation returns , it will drop the message.false

<filter source="get-property('To')" regex=".*/StockQuote.*">
      <then>
          <send/>
      </then>
      <else>
          <drop/>
      </else>
</filter>

Example 2: Applying separate sequences

In this example, the  is used to log information from a service named Bus Services via a property when the request matches the filter criteria.Log mediator
When the request does not match the filter criteria, another log mediator configuration is used log information from a service named Train Service in a
similar way.

<filter source="get-property('Action')" regex=".*getBusNo"> 
   <then> 
      <log level="custom"> 
         <property name="service" value="Bus Services is called"/> 
      </log> 
   </then> 
   <else> 
      <log level="custom"> 
         <property name="service" value="Train Service is called"/> 
      </log> 
   </else> 
</filter>

ForEach Mediator

The ForEach mediator requires an XPath expression and a sequence (inline or referred). It splits the message into a number of different messages derived
from the original message by finding matching elements for the XPath expression specified. Based on the matching elements, new messages are created
for each iteration and processed sequentially. The processing is carried out based on a specified sequence. The behaviour of ForEach mediator is similar
to a generic loop. After mediation, the sub-messages are merged back to their original parent element in the original message sequentially.

The ForEach mediator creates the following properties during mediation.

Property Description

FOREACH_ORIGINAL_MESSAG
E

This contains the original envelop of the messages split by the ForEach mediator.

FOREACH_COUNTER This contains the count of the messages processed. The message count increases during each iteration.

Iterate Mediator is quite similar to the ForEach mediator. You can use complex XPath expressions to conditionally select elements to iterate over
in both mediators. Following are the main difference between ForEach and Iterate mediators:

Use the ForEach mediator only for message transformations. If you need to make back-end calls from each iteration, then use the
iterate mediator.
ForEach supports modifying the original payload. You can use Iterate for situations where you send the split messages to a target and
collect them by an Aggregate in a different flow
You need to always accompany an Iterate with an Aggregate mediator. ForEach loops over the sub-messages and merges them back
to the same parent element of the message.
In Iterate you need to send the split messages to an endpoint to continue the message flow. However, ForEach does not allow using C

,   and   mediators in the sequence.all Send Callout
ForEach does not split the message flow, unlike Iterate Mediator. It guarantees to execute in the same thread until all iterations are
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Syntax

<foreach expression="xpath" [sequence="sequence_ref"] [id="foreach_id"]
>
    <sequence>
      (mediator)+
    </sequence>?
</foreach>

Configuration

The parameters available to configure the ForEach mediator are as follows.

Parameter Name Description

ForEach ID If a value is entered for this parameter, it will be used as the prefix for the  and FOREACH_ORIGINAL_MESSAGE FOR
 properties created during mediation. This is an optional parameter. However, it is recommended toEACH_COUNTER

define a ForEach ID in nested ForEach scenarios to avoid the properties mentioned from being overwritten.

Expression The XPath expression with which different messages are derived by splitting the parent message. This expression
should have matching elements based on which the splitting is carried out.

Sequence The  that should be applied to the messages derived from the parent message. mediation sequence ForEach
mediator is used only for transformations, thereby, you should not      include Call ,  Send  and Callout mediators,
which are used to invoke endpoints,  in t his sequence.

You can select one of the following options.

Anonymous: This allows you to define an anonymous sequence to be applied to the split messages by
adding the required mediators as children of the ForEach mediator in the mediator tree.
Pick from Registry: This allows you to pick an existing mediation sequence that is saved in the Registry.
Click either  or  as relevant to select the required mediationConfiguration Registry Governance Registry
sequence from the Resource Tree.

Examples

In this configuration, the   XPath expression evaluates the split messages to be derived from the parent message. Then//m0:getQuote/m0:request"
the split messages pass through a sequence which includes a  with the log level set to .Log mediator full

complete.

When you use ForEach mediator, you can only loop through segments of the message and do changes to a particular segment. For example,
you can change the payload using payload factory mediator. But you cannot send the split message out to a service. Once you exit from the
ForEach loop, it automatically aggregates the split segments. This replaces the ForEach function of the complex XSLT mediators using a
ForEach mediator and a Payload Factory mediator. However, to implement the split-aggregate pattern, you still need to use Iterate mediator.

You can click  to add namespaces when you are providing an expression. Then the NameSpaces Name
 panel would appear where you can provide any number of namespace prefixes and URLsspace Editor

used in the XPath expression. 
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<foreach id="foreach_1" expression="//m0:getQuote/m0:request"
xmlns:m0="http://services.samples">
        <sequence>
             <log level="full"/>
        </sequence>
</foreach>

Sample

See  .Sample 18: Transforming a Message Using ForEach Mediator

Header Mediator

The  allows you to manipulate SOAP and HTTP headers.Header Mediator

Syntax |  | Configuration Examples

Syntax

<header name=”string” (value=”string|{property}” | expression=”xpath”)
[scope=default|transport] [action=set|remove]/>

The optional  attribute specifies whether the mediator should set or remove the header. If no value is specified, the header is set by default.action

Configuration

The parameters available to configure the Header mediator are as follows.

Paramater Name Description

Name The name of the header element. You can specify the namespace used in the header element by clicking the Nam
 link next to the text field.espaces

Action Select   if you want to set the header as a new header. Select  if you want to remove the header fromSet Remove 
the incoming message.

Value/Expression A static value or an XPath expression that will be executed on the message to set the header value.

Inline XML Header This parameter allows you to directly input any XML syntax related to the Header mediator (specifically for SOAP
headers). For example, to achieve the following configuration, you should enter the   elemelastTradeTimestamp
nt in the  parameter.Inline XML Header

<header>  
   <urn:lastTradeTimestamp xmlns:urn=" http://synapse.apache.org/ ">Mon
May 13 13:52:17 IST 2013</urn:lastTradeTimestamp>  
</header>

The Header mediator is a  mediator.conditionally content aware

https://docs.wso2.com/display/EI6xx/Sample+18%3A+Transforming+a+Message+Using+ForEach+Mediator
https://docs.wso2.com/enterprise-service-bus/Sample+18%3A+Transforming+a+Message+Using+ForEach+Mediator
https://docs.wso2.com/display/EI650/ESB+Mediators#ESBMediators-Content-awareness
https://docs.wso2.com/display/EI650/ESB+Mediators#ESBMediators-Content-awareness
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 Scope Select  if you want to manipulate SOAP headers. Select   if you want to manipulate HTTPSynapse  Transport
headers.

 Namespaces You can click this link to add namespaces if you are providing an expression. The   panel wouldNamespace Editor
appear. You can enter any number of namespace prefixes and URL that you have used in the XPath expression in
this panel.

Examples

This section covers the following scenarios in which the Header mediator can be used.

Example 1 -  SOAP headers
Example 2 - HTTP headers
Example 3 - Handling headers with complex XML
Example 4 - Adding a dynamic SOAP header
Example 5 - Setting the endpoint URL dynamically 

Example 1 -  SOAP headers

In the following example, the value for   should be included in the SOAP header of the message sent from the client to . To do this,P1 code the ESB profile
the header mediator is added to the in sequence of the proxy configuration as shown below. 

To get a response with   in the SOAP header, the header mediator is also added to the out sequence.Hello World

<inSequence>
        <header>
             <p1:Code xmlns:p1="http://www.XYZ.com/XSD">XYZ</p1:Code>
        </header>
        <send>
           <endpoint>
              <address
uri="http://localhost:8899/services/SimpleStockQuoteService?wsdl"/>
           </endpoint>
        </send>
     </inSequence>
     <outSequence>
        <header>
           <p2:Header xmlns:p2="http://www.ABC.com/XSD">
              <p2:Hello>World</p2:Hello>
           </p2:Header>
        </header>
        <send/>
     </outSequence>
            

Example 2 - HTTP headers

The following example makes  add the HTTP header   with the value   to the HTTP request made to the endpoint.the ESB profile Accept image/jpeg
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<inSequence>
    <header name="Accept" value="image/jpeg" scope="transport"/>
    <send>
        <endpoint name="people">
            <address uri="http://localhost:9763/people/eric+cooke"
format="get"/>
        </endpoint>
    </send>
</inSequence>
<outSequence>
    <send/>
</outSequence>

If you have , you will view the following output.enabled wire logs

<< GET /people/eric+cooke HTTP/1.1
<< Accept: image/jpeg
<< Host: localhost:9763
<< Connection: Keep-Alive

Example 3 - Handling headers with complex XML

A header can contain XML structured values by embedding XML content within the   element as shown below.<header>

<header>
 <m:complexHeader xmlns:m="http://org.synapse.example">
  <property key="k1" value="v1" />
  <property key="k2" value="v2" />
 </m:complexHeader>
</header>
 

Example 4 - Adding a dynamic SOAP header

The following configuration takes the value of an element named   in the message body (the namespace  ),symbol  http://services.samples/xsd 
and adds it as a SOAP header named .header1

<header xmlns:m="http://org.synapse.example"
xmlns:sym="http://services.samples/xsd" name="m:header1"
scope="default" expression="//sym:symbol"/>

Example 5 - Setting the endpoint URL dynamically 

In this example, the Header mediator allows the endpoint URL to which the message is sent to be set dynamically. It specifies the default address to which
the message is sent dynamically by deriving the To header of the message via an XPath expression. Then the  sends the message to a Send mediator Def

. A   sends the message to the default address of the message (i.e. address specified in the To header). Therefore, in thisault Endpoint Default Endpoint
scenario, selecting the  results in the message being sent to relevant URL calculated via the Default Endpoint fn:concat('http://localhost:9764/s

 expression.ervices/Axis2SampleService_',get-property('epr')) 

https://docs.wso2.com/display/EI620/Debugging+Mediation#DebuggingMediation-Viewingwirelogs
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<header name="To"
expression="fn:concat('http://localhost:9764/services/Axis2SampleServic
e_',get-property('epr'))"/>
<send>
<endpoint>
<default/>
</endpoint>
</send>

In and Out Mediators

The  and  act as predefined filters. Messages that are in the In path of the EI will traverse through the child mediators of the In Mediator.In Out Mediators
Messages that are in the Out path of  will traverse through the child mediators of the Out Mediator.the ESB profile

Syntax |  | Configuration Example

Syntax

In

<in>
      mediator+
</in>

Out

<out>
      mediator+
</out>

Configuration

After adding an In or Out mediator, you add and configure its child mediators.

Example

Note
Please note that this feature is deprecated.

Note
Do not use these mediators in proxy service sequences, as proxy services have the predefined sequences <inSequence> and <outSequence>
for this purpose.
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In the following example, the In mediator has a  and a  as child mediators. The   logs the messages in the In path.Log mediator Filter mediator Log mediator
Then the   filters these messages and sends the messages which match the filter criteria to  . The messages areFilter mediator http://localhost:9000
sent via the  which is added as a child to the  .Send mediator Filter mediator

The messages in the Out path are sent via the   which is added as a child to the Out mediator.Send mediator

<sequence name="main" xmlns="http://ws.apache.org/ns/synapse">
      <in>
          <log level="full"/>
          <filter source="get-property('To')"
regex="http://localhost:9000.*">
              <send/>
          </filter>
      </in>
      <out>
          <send/>
      </out>
</sequence>

Iterate Mediator

The  implements the  and splits the message into a number of different messages derived from theIterate Mediator Splitter enterprise integration pattern
parent message. The Iterate mediator is similar to the . The difference between the two mediators is,  the Iterate mediator splits a messageClone mediator
into different parts, whereas the Clone mediator makes multiple identical copies of the message.

Syntax |  | Configuration Examples

Syntax

The Iterate mediator is a  mediator.content aware

Iterate Mediator is quite similar to the . You can use complex XPath expressions or JSON expressions to conditionally selectForEach mediator
elements to iterate over in both mediators. Following are the main difference between ForEach and Iterate mediators:

Use the ForEach mediator only for message transformations. If you need to make back-end calls from each iteration, then use the
iterate mediator.
ForEach supports modifying the original payload. You can use Iterate for situations where you send the split messages to a target and
collect them by an Aggregate in a different flow
You need to always accompany an Iterate with an Aggregate mediator. ForEach loops over the sub-messages and merges them back
to the same parent element of the message.
In Iterate you need to send the split messages to an endpoint to continue the message flow. However, ForEach does not allow using C

,   and   mediators in the sequence.all Send Callout
ForEach does not split the message flow, unlike Iterate Mediator. It guarantees to execute in the same thread until all iterations are
complete.

When you use ForEach mediator, you can only loop through segments of the message and do changes to a particular segment. For example,
you can change the payload using payload factory mediator. But you cannot send the split message out to a service. Once you exit from the
for-each loop, it automatically aggregates the split segments. This replaces the for-each function of the complex XSLT mediators using a
ForEach mediator and a Payload Factory mediator. However, to implement the split-aggregate pattern, you still need to use Iterate mediator.

http://docs.wso2.org/wiki/display/IntegrationPatterns/Splitter
https://docs.wso2.com/display/EI650/ESB+Mediators#ESBMediators-Content-awareness
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<iterate [sequential=(true | false)] [continueParent=(true | false)]
[preservePayload=(true | false)] [(attachPath="XPath|json-eval(JSON
Path)")? expression="XPath|json-eval(JSON Path)"]>
   <target [to="uri"] [soapAction="qname"] [sequence="sequence_ref"]
[endpoint="endpoint_ref"]>
     <sequence>
       (mediator)+
     </sequence>?
     <endpoint>
       endpoint
     </endpoint>?
   </target>+
</iterate>

Configuration

The parameters available to configure the Iterate mediator are as follows.

Parameter Name Description

Iterate ID The iterate ID can be used to identify messages created by the iterate mediator. This is particularly useful when
aggregating responses of messages that are created using nested iterate mediators.

Sequential Mediation This parameter is used to specify whether the split messages should be processed sequentially or not. The
processing is carried based on the information relating to the sequence and endpoint specified in the target

. The possible values are as follows.configuration

True: If this is selected, the split messages will be processed sequentially. Note that selecting  mightTrue
cause delays due to high resource consumption.
False: If this is selected, the split messages will not be processed sequentially. This is the default value and it
results in better performance.

Continue Parent This parameter is used to specify whether the original message should be preserved or not. Possible values are as
follows.

True: If this is selected, the original message will be preserved.
False: If this is selected, the original message will be discarded. This is the default value.

Preserve Payload This parameter is used to specify whether the original message payload should be used as a template when
creating split messages. Possible values are as follows.

True: If this is selected, the original message payload will be used as a template.
False: If this is selected, the original message payload will not be used as a template. This is the default value.

Iterate Expression The XPath expression used to split the message.. This expression selects the set of XML elements from the
request payload that are applied to the mediation defined within the iterate target. Each iteration of the iterate
mediator will get one element from that set. New messages are created for each and every matching element and
processed in parallel or in sequence based on the value specified for the parameter.Sequential Mediation 

The responses will not necessarily be aggregated in the same order that the requests were sent, even if
the  parameter is set to .sequential Mediation true

You can click  to add namespaces if you are providing an expression. Then the NameSpaces Namespa
 panel would appear where you can provide any number of namespace prefixes and URLsce Editor

used in the XPath expression. 
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Attach Path  To form new messages, you can specify an XPath expression or a JSONPath expression to identify the parent
element to which the split elements are attached (as expressed in Iterate expression).

Each Iterate mediator has its own target by default. It appears in the mediation tree as shown below once you configure the above parameters and save
them.

The parameters available to configure the target configuration are as follows.

Parameter Name Description

SOAP Action The SOAP action of the message.

To Address The target endpoint address.

Sequence This parameter is used to specify whether split messages should be mediated via a  or not, and to specifysequence
the sequence if they are to be further mediated. Possible options are as follows.

None: If this is selected, no further mediation will be performed for the split messages.
Anonymous: If this is selected, you can define an anonymous  for the split messages by adding thesequence
required mediators as children to  in the mediator tree.Target
Pick From Registry: If this is selected, you can refer to a pre-defined  that is currently saved as asequence
resource in the registry. Click either  or as relevant to selectConfiguration Registry Governance Registry 
the required  from the resource tree.sequence

Endpoint The  to which the split messages should be sent. Possible options are as follows.endpoint

None: If this is selected, the split messages are not sent to an .endpoint
Anonymous: If this is selected, you can define an anonymous  within the iterate target configurationendpoint
to which the split messages should be sent. Click the  link which appears after selecting this option to addAdd
the anonymous . See  for further information.endpoint Adding an Endpoint
Pick from Registry: If this is selected, you can refer to a pre-defined  that is currently saves as aendpoint
resource in the registry. Click either Configuration Registry or Governance Registry as relevant to select
the required  from the resource tree.endpoint

Examples

In these examples, the  mediator splits the messages into parts and processes them asynchronously. Also see Iterate Splitting Messages into Parts and
Processing in Parallel (Iterate/Aggregate).
Using an XPath expression

<iterate expression="//m0:getQuote/m0:request" preservePayload="true"
         attachPath="//m0:getQuote"
         xmlns:m0="http://services.samples">
    <target>
        <sequence>
            <send>
                <endpoint>
                    <address
                       
uri="http://localhost:9000/services/SimpleStockQuoteService"/>
                </endpoint>
            </send>
        </sequence>
    </target>
</iterate>

Using a JSONpath expression

You can click  to add namespaces if you are providing an expression. Then the NameSpaces Namespa
 panel would appear where you can provide any number of namespace prefixes and URLsce Editor

used in the XPath expression. 
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<iterate id="jsonIterator" preservePayload="true" 
         attachPath="json-eval($.placeHolder)" 
         expression="json-eval($.students.studentlist)">
   <target>
      <sequence>
         <send>
             <endpoint>
                   <http method="POST"
uri-template="http://localhost:8280/iteratesample/echojson"/>
             </endpoint>
         </send>
      </sequence>
   </target>
</iterate>

Sample

See  for another example.Sample 400: Message Splitting and Aggregating the Responses

Log Mediator

The  is used to log mediated messages. For more information on logging, see  in WSO2 Administration Guide. Log mediator Monitoring Logs

Syntax |  | Configuration Examples

Syntax

The log token refers to a  element, which may be used to log messages being mediated.<log>

<log [level="string"] [separator="string"]>
   <property name="string" (value="literal" |
expression="[XPath|json-eval(JSON Path)]")/>*
</log>

Configuration

The general parameters available to configure the Log mediator are as follows.

Parameter Name Description

Log Category This parameter is used to specify the log category. Possible values are as follows. Following log levels correspond
to  service level logs.the ESB profile

TRACE - This designates fine-grained informational events than the DEBUG.
DEBUG - This designates fine-grained informational events that are most useful to debug an application.
INFO - This designates informational messages that highlight the progress of the application at coarse-grained
level.
WARN -  potentially harmful situations.This designates
ERROR -  error events that might still allow the application to continue running.This designates
FATAL - s very severe error events that will presumably lead the application to abort.This designate

The Log mediator is a  mediator.conditionally content aware

https://docs.wso2.com/display/EI6xx/Sample+400%3A+Message+Splitting+and+Aggregating+the+Responses
https://docs.wso2.com/display/ADMIN44x/Monitoring+Logs
https://docs.wso2.com/display/EI650/ESB+Mediators#ESBMediators-Content-awareness
https://docs.wso2.com/display/EI650/ESB+Mediators#ESBMediators-Content-awareness
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Log Level  This parameter is used to specify the log level. The possible values are as follows.

Full: If this is selected, all the standard headers logged at the  level as well as the full payload of theSimple
message will be logged. This log level causes the message content to be parsed and hence incurs a
performance overhead.
Simple: If this is selected, the standard headers (i.e. , , , , , and To From WSAction SOAPAction ReplyTo Mes

) will be logged.sageID
Headers: If this is selected, all the SOAP header blocks are logged.
Custom: If this is selected, only the properties added to the Log mediator configuration will be logged.

Log Separator This parameter is used to specify a value to be used in the log to separate attributes. The  comma is default.,

Properties to be logged by the Log mediator can be added by clicking  . The parameters available to configure a property are as follows.Add Property

Parameter Name Description

Property Name The name of the property to be logged.

Property Value The possible values for this parameter are as follows:

Value: If this is selected, a static value would be considered as the property value and this value should be
entered in the  parameter.Value/Expression
Expression: If this is selected, the property value will be determined during mediation by evaluating an
expression. This expression should be entered in the   parameter.Value/ Expression

Value/Expression This parameter is used to enter a status value as the property value, or to enter an expression to evaluate the
property value based on the what you entered for the  parameter. When specifying a JSONPath,Property Value
use the format  , such as  . For morejson-eval(<JSON_PATH>) json-eval(getQuote.request.symbol)
information on using JSON with the , see  .the ESB profile Working with JSON Message Payloads

Action This parameter allows the property to be deleted.

Examples

Example 1 - Full log

In this example, everything is logged including the complete SOAP message.

<log level="full" xmlns="http://ws.apache.org/ns/synapse"/>

Example 2 - Custom logs

In this example, the log level is  . A property with an XPath expression which is used to get a stock price from a message is included. This results incustom
logging the stock price which is a dynamic value.

The  included in the Log mediator configuration will be logged regardless of the log levelproperties
selected.

Use only the  to add a tab (i.e., by defining the  parameter in theSource View separator="&#x9;"
syntax) or a new line (i.e., ) as the by defining the  parameter in the syntaxseparator="&#xA;" Log

, since the  does not support this.Separator Design View

You can click  to add namespaces if you are providing an expression. Then the NameSpaces Namespa
 panel would appear where you can provide any number of namespace prefixes and URLsce Editor

used in the XPath expression. 
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<log level="custom" xmlns="http://ws.apache.org/ns/synapse">
 <property name="text"
     expression="fn:concat('Stock price -
',get-property('stock_price'))"/>
</log>

Loopback Mediator

The  moves messages from the in flow (request path) to the out flow (response path). All the configuration included in the in sequenceLoopback Mediator
that appears after the Loopback mediator is skipped.

Syntax |  | Configuration Example

Syntax

The loopback token refers to a < > element, which is used to skip the rest of the in flow and move the message to the out flow.loopback

<loopback/>

Configuration

As with other mediators, after adding the Loopback mediator to a sequence, you can click its up and down arrows to move its location in the sequence.

Example

This example is a main sequence configuration with two . Assume you only want to use the first factory but need to keep thePayloadFactory mediators
second factory in the configuration for future reference. The Loopback mediator is added after the first  configuration to skip thePayloadFactory mediator
second  configuration. This configuration will cause the message to be processed with the first payload factory and thenPayloadFactory mediator
immediately move to the out flow, skipping the second payload factory in the in flow.

The messages that have already been passed from the In sequence to the Out sequence cannot be moved to the Out sequence again via the
Loopback mediator.

The Loopback mediator is a content-unaware mediator.

https://docs.wso2.com/display/EI650/ESB+Mediators#ESBMediators-Content-awareness
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<definitions xmlns="http://ws.apache.org/ns/synapse">
  <sequence name="main">
    <in>
      <payloadFactory>
        <format>
          <m:messageBeforeLoopBack xmlns:m="http://services.samples">
            <m:messageBeforeLoopBackSymbol>
              <m:symbolBeforeLoopBack>$1</m:symbolBeforeLoopBack>
            </m:messageBeforeLoopBackSymbol>
          </m:messageBeforeLoopBack>
        </format>
        <args>
          <arg xmlns:m0="http://services.samples"
            evaluator="xml"
            expression="//m0:symbol/text()"/>
          </args>
      </payloadFactory>

      <loopback/>

      <payloadFactory>
        <format>
          <m:messageAfterLoopBack xmlns:m="http://services.samples">
            <m:messageAfterLoopBackSymbol>
              <m:symbolAfterLoopBack>$1</m:symbolAfterLoopBack>
            </m:messageAfterLoopBackSymbol>
          </m:messageAfterLoopBack>
        </format>
        <args>
          <arg xmlns:m0="http://services.samples"
            evaluator="xml"
            expression="//m0:symbolBeforeLoopBack/text()"/>
        </args>
      </payloadFactory>
    </in>
    <out>
      <send/>
    </out>
  </sequence>
</definitions> 

OAuth Mediator

The  supports 2 forms of OAuth. It bypasses the RESTful requests and authenticates users against WSO2 Identity Server.OAuth Mediator

When a client tries to invoke a RESTful service, it may be required to verify the credentials of the client. This can be achieved by registering an OAuth
application in the WSO2 Identity Server. When the client sends a REST call with the Authorization header to the , the OAuth mediatorthe ESB profile
validates it with the Identity server and proceeds.

See   for detailed instructions to carry out this process.2-legged OAuth for Securing a RESTful Service

Syntax |  | Configuration Example

Syntax

If you are using OAuth 1 a, you will get the org.apache.synapse.SynapseException: Unable to find SCOPE value in Synapse
 error when the  property is not set in the synapse message context. To avoid this error, add a property with the nameMessage Context SCOPE

 and a value in the synapse message context as shown in the  section.scope Example

https://docs.wso2.com/display/IS570/2-legged+OAuth+for+Securing+a+RESTful+Service
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<oauthService remoteServiceUrl="" username="" password=""/>

Configuration

The parameters available to configure the OAuth mediator are as follows.

Parameter Name Description

OAuth Server The server URL of the WSO2 Identity Server.

Username The user name to be used to log into the WSO2 Identity Server.

Password The password used to log into the WSO2 Identity Server.

Example

In the following OAuth mediator configuration accesses a remote service via the  URL. The user accessing this https://localhost:9443/service
service is authenticated via the OAuth application registered in the WSO2 Identity Server and accessed via the http://ws.apache.org/ns/synapse 
URL. The username used to log into the WSO2 Identity Server is  and the password is . Both the user name and the password should befoo bar
registered in the Identity Server. The  adds a property named  to the synapse message context. The value of this property will beProperty mediator scope
used by the OAuth mediator to send the OAuth request.

<property name="scope" scope="default" type="STRING" value="123"/>
<oauthService xmlns="http://ws.apache.org/ns/synapse"
remoteServiceUrl="https://localhost:9443/services" username="foo"
password="bar" />

PayloadFactory Mediator

The  transforms or replaces the contents of a message. Each argument in the mediator configuration can be a static value, orPayloadFactory Mediator
you can specify an XPath or JSON expression to get the value at runtime by evaluating the provided expression against the existing SOAP message. You
can configure the format of the request or response and map it to the arguments provided. 

Syntax | Configuration

Syntax

The following example is applicable for OAuth 2.0 as well.

The PayloadFactory mediator is a  mediator.content aware

https://docs.wso2.com/display/EI650/ESB+Mediators#ESBMediators-Content-awareness
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<payloadFactory media-type="xml | json">
    <format ../>
 <args>       
  <arg (value="string" | expression=" {xpath} | {json} | {text} ")/>* 
    </args> 
</payloadFactory>

The  attribute specifies whether to format the message in XML, JSON, or text. If no media type is specified, the message is formatted in XML.media-type
If you want to change the payload type of the outgoing message, such as to change it to JSON, add the  property after the messageType </payloadFact

 tag. For example:ory>

...
</payloadFactory>
<property name="messageType" value="application/json" scope="axis2"/>

Configuration

Parameters available to configure the PayloadFactory mediator are as follows:

Parameter Name Description

Payload Media-Type This parameter is used to specify whether the message payload should be created in JSON, XML, or text.

Payload Format Define Inline: If this is selected, the payload format can be defined within the PayloadFactory mediator
configuration by entering it in the text field which appears. To add content to the payload, enter variables for each
value you want to add using the format $  (starting with 1 and incrementing with each additional variable, i.e., $1,n
$2, etc.). You will then create arguments in the same order as the variables to specify each variable's actual value.

Pick from Registry: If this is selected, an existing payload format which is saved in the Registry can be selected.
Click either  or  as relevant to select the payload format from theGovernance Registry Configuration Registry
resource tree.

Arguments This section is used to add an argument that defines the actual value of each variable in the format definition. The
arguments must be entered in the same order as the variables in the format, so that the first argument defines the
value for variable $1, the second argument defines the value for variable $2, etc. An argument can specify a literal
string (e.g., "John") or an XPath or JSON expression that extracts the value from the content in the incoming
payload.

Examples
Example 1: XML 
Example 2: JSON
Example 3: Adding arguments
Example 4: Suppressing the namespace
Example 5: Including a complete SOAP envelope as the format
Example 6: Uploading a file to an HTTP endpoint via a multipart request
Example 7: Adding a literal argument 
Example 8: Adding a custom SOAP header
Samples

This section provides examples of using PayloadFactory mediator to generate XML and JSON messages.
Example 1: XML 

This example is based on .Sample 17: Transforming / Replacing Message Content with PayloadFactory Mediator

https://docs.wso2.com/pages/viewpage.action?pageId=50500282
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<definitions xmlns="http://ws.apache.org/ns/synapse">
    <sequence name="main">
        <in>
            <!-- using payloadFactory mediator to transform the request
message -->
            <payloadFactory media-type="xml">
                <format>
                    <m:getQuote xmlns:m="http://services.samples">
                        <m:request>
                            <m:symbol>$1</m:symbol>
                        </m:request>
                    </m:getQuote>
                </format>
                <args>
                    <arg xmlns:m0="http://services.samples"
expression="//m0:Code"/>
                </args>
            </payloadFactory>
        </in>
        <out>
            <!-- using payloadFactory mediator to transform the
response message -->
            <payloadFactory media-type="xml">
                <format>
                    <m:CheckPriceResponse
xmlns:m="http://services.samples/xsd">
                        <m:Code>$1</m:Code>
                        <m:Price>$2</m:Price>
                    </m:CheckPriceResponse>
                </format>
                <args>
                    <arg xmlns:m0="http://services.samples/xsd"
expression="//m0:symbol"/>
                    <arg xmlns:m0="http://services.samples/xsd"
expression="//m0:last"/>
                </args>
            </payloadFactory>
        </out>
        <send/>
    </sequence>
</definitions>

Example 2: JSON

This example sends a JSON message to the back end. For more information on using JSON with    , see the  ESB  profile Working with JSON Message
.Payloads
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<payloadFactory media-type="json">
            <format>
                {
    "coordinates": null,
    "created_at": "Fri Jun 24 17:43:26 +0000 2011",
    "truncated": false,
    "favorited": false,
    "id_str": "$1",
    "entities": {
        "urls": [

        ],
        "hashtags": [
            {
                "text": "$2",
                "indices": [
                    35,
                    45
                ]
            }
        ],
        "user_mentions": [

        ]
    },
    "in_reply_to_user_id_str": null,
    "contributors": null,
    "text": "$3",
    "retweet_count": 0,
    "id": "##",
    "in_reply_to_status_id_str": null,
    "geo": null,
    "retweeted": false,
    "in_reply_to_user_id": null,

    "source": "&lt;a 
href=\"http://sites.google.com/site/yorufukurou/\" 
rel=\"nofollow\"&gt;YoruFukurou&lt;/a&gt;",
    "in_reply_to_screen_name": null,
    "user": {
        "id_str": "##",
        "id": "##"
    },
    "place": null,
    "in_reply_to_status_id": null
}
            </format>
            <args>
               <arg expression="$.entities.hashtags[0].text"
evaluator="json"/>
               <arg expression="//entities/hashtags/text"/>
               <arg expression="//user/id"/>
               <arg expression="//user/id_str"/>
               <arg expression="$.user.id" evaluator="json"/>
               <arg expression="$.user.id_str" evaluator="json"/>
            </args>
</payloadFactory>
<property name="messageType" value="application/json" scope="axis2"/>

Note

By default, JSON messages are converted to XML when they are received by the PayloadFactor mediator. However, if you enable the JSON stream
formatter and builder, incoming JSON messages are left in JSON format, which improves performance. To enable them, uncomment the following lines in <

:PRODUCT_HOME>/repository/conf/axis2/axis2.xml
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<!--messageFormatter contentType="application/json"
    class="org.apache.axis2.json.JSONStreamFormatter"/-->
   
<!--messageBuilder contentType="application/json"
    class="org.apache.axis2.json.JSONStreamBuilder"/-->

When the JSON stream formatter and builder are enabled, if you specify a JSON expression in the PayloadFactory mediator, you must use the evaluato
 attribute to specify that it is JSON. You can also use the evaluator to specify that an XPath expression is XML, or if you omit the evaluator attribute, XMLr

is assumed by default. For example:

XML <arg " " expression="// " evaluator=”xml” />xmlns:m0= http://sample m0:symbol

or 

<arg " " expression="// " />xmlns:m0=  http://sample m0:symbol

JSON <arg expression="$.user.id" evaluator="json" />

Example 3: Adding arguments

In the following configuration, the values for format parameters   and   will be assigned with values that are evaluated from arguments given incode price
the specified order.

<payloadFactory media-type="xml">
    <format>
        <m:checkpriceresponse xmlns:m="http://services.samples/xsd">
        <m:code>$1</m:code>
        <m:price>$2</m:price>
    </m:checkpriceresponse>
</format>
<args>
    <arg xmlns:m0="http://services.samples/xsd"
expression="//m0:symbol"/>
    <arg xmlns:m0="http://services.samples/xsd"
expression="//m0:last"/>
</args>
</payloadFactory>

Example 4: Suppressing the namespace

To prevent    from adding the default Synapse namespace in an element in the payload format, use  as shown in the followingthe  ESB  profile xmlns="" 
example.

<ser:getPersonByUmid xmlns:ser="http://service.directory.com>
               <umid xmlns="">sagara</umid>
</ser:getPersonByUmid>     

Example 5: Including a complete SOAP envelope as the format

In the following configuration, an entire SOAP envelope is added as the format defined inline. This is useful when you want to generate the result of the
PayloadFactory mediator as a complete SOAP message with SOAP headers. 

http://xmlnsm0=
http://sample
http://m0symbol
http://xmlnsm0=
http://sample
http://m0symbol
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<payloadFactory media-type="xml"> 
<format> 
<soapenv:Envelope
xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"> 
<soapenv:Body> 
<error> 
<mes>$1</mes> 
</error> 
</soapenv:Body> 
</soapenv:Envelope> 
</format> 
<args> 
<arg value=" Your request did not return any results. Please enter a
valid EIN and try again"/> 
</args> 
</payloadFactory>

Example 6: Uploading a file to an HTTP endpoint via a multipart request

The below example configuration uses VFS to upload the file in the specified location to the given HTTP endpoint via a HTTP multipart request. 
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<proxy xmlns="http://ws.apache.org/ns/synapse"
       name="smooksample"
       startOnLoad="true"
       statistics="disable"
       trace="disable"
       transports="vfs">
   <target>
      <inSequence>
         <enrich>
            <source clone="true" type="body"/>
            <target property="originalBody" type="property"/>
         </enrich>
         <property name="messageType"
                   scope="axis2"
                   type="STRING"
                   value="multipart/form-data"/>
         <payloadFactory media-type="xml">
            <format>
               <root xmlns="">
                  <customFieldOne>$1</customFieldOne>
                  <customFieldTwo>$2</customFieldTwo>
                  <file xmlns="http://org.apache.axis2/xsd/form-data"
                        charset="US-ASCII"
                        content-type="text/plain"
                        filename="$3"
                        name="file1">$4</file>
               </root>
            </format>
            <args>
               <arg value="Some value 1"/>
               <arg value="Some value 2"/>
               <arg evaluator="xml" expression="$trp:FILE_NAME"/>
               <arg evaluator="xml" expression="$ctx:originalBody"/>
            </args>
         </payloadFactory>
         <header name="Content-Type" scope="transport"
value="multipart/form-data"/>
         <property name="messageType"
                   scope="axis2"
                   type="STRING"
                   value="multipart/form-data"/>
         <property name="OUT_ONLY" scope="default" type="STRING"
value="true"/>
             <send>
            <endpoint>
               <address format="rest"
uri="http://localhost:3000/upload/"/>
            </endpoint>
         </send>
      </inSequence>
   </target>
   <parameter name="transport.PollInterval">5</parameter>
   <parameter
name="transport.vfs.FileURI">file:///<YOUR_FILE_LOCATION></parameter>
   <parameter
name="transport.vfs.ContentType">application/octet-stream</parameter>
   <parameter
name="transport.vfs.ActionAfterProcess">DELETE</parameter>
   <parameter name="transport.vfs.FileNamePattern">.*\..*</parameter>
   <description/>
</proxy>

In the above example, the following property mediator configuration sets the message type as  .multipart/form-data
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<property name="messageType"
    scope="axis2"
    type="STRING"
    value="multipart/form-data"/>

The below   parameter of the payload factory mediator defines the HTTP multipart request.  file

<file xmlns="http://org.apache.axis2/xsd/form-data"
   charset="US-ASCII"
   content-type="text/plain"
   filename="$3"
   name="file1">$4</file>

Also, the below property mediator configuration sets the content of the uploaded file.

<header name="Content-Type" scope="transport"
value="multipart/form-data"/>
  <property name="messageType"
      scope="axis2"
      type="STRING"
      value="multipart/form-data"/>

Example 7: Adding a literal argument 

The following example adds a literal argument to the Payload Factory mediator, and sets it to true. This allows you to consider the type of the argument
value as String and to stop processing it. 

<api xmlns="http://ws.apache.org/ns/synapse" name="payload"
context="/payload">
   <resource methods="POST">
      <inSequence>
         <property name="getvalue" expression="json-eval($.hello)"/>
         <payloadFactory media-type="json">
            <format>{"newValue" : "$1"}</format>
            <args>
               <arg evaluator="xml" literal="true"
expression="get-property('getvalue')"/>
            </args>
         </payloadFactory>
         <respond/>
      </inSequence>
   </resource>
</api>

Following is a sample payload (i.e.,   file), which you can process using the above configuration.a.json

Do not change the namesapce. http://org.apache.axis2/xsd/form-data

http://org.apache.axis2/xsd/form-data
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a.json

{"hello" : "<pqr>abc</pqr>"}

You can use the below sample cURL command to send the request to the above configuration.

curl -d @a.json http://localhost:8280/payload -H "Content-Type:
application/json" -v

You view the below output:

{"newValue" : "{"pqr":"abc"}"}

Example 8: Adding a custom SOAP header

You can add custom SOAP headers to a request by using the PayloadFactory Mediator in a proxy service as shown in the example below.

If you do not add the  within the argument in the Payload Factory mediator of the above configuration, you view the output asliteral="true"
follows:

{"newValue" : "<pqr>abc</pqr>"}
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<definitions xmlns="http://ws.apache.org/ns/synapse">
<proxy name="StockQuoteProxy"
transports="https http"
startOnLoad="true"
trace="disable">
<description/>
<target>
<endpoint>
<address uri="http://localhost:9001/services/SimpleStockQuoteService"/>
</endpoint>
<inSequence>
<log level="full"/>
<payloadFactory media-type="xml">
<format>
<soapenv:Envelope
xmlns:soapenv="http://www.w3.org/2003/05/soap-envelope"
xmlns:xsd="http://services.samples/xsd"
xmlns:ser="http://services.samples">
<soapenv:Header>
<ser:authenticationRequest>
<userName xmlns="">$1</userName>
<password xmlns="">$2</password>
</ser:authenticationRequest>
</soapenv:Header>
<soapenv:Body>
<ser:getQuote>
<ser:request>
<xsd:symbol>$3</xsd:symbol>
</ser:request>
</ser:getQuote>
</soapenv:Body>
</soapenv:Envelope>
</format>
<args>
<arg value="punnadi"/>
<arg value="password"/>
<arg value="hello"/>
</args>
</payloadFactory>
</inSequence>
<outSequence>
<send/>
</outSequence>
</target>
<publishWSDL
uri="file:repository/samples/resources/proxy/sample_proxy_1.wsdl"/>
</proxy>
<sequence name="fault">
<log level="full">
<property name="MESSAGE" value="Executing default "fault" sequence"/>
<property name="ERROR_CODE" expression="get-property('ERROR_CODE')"/>
<property name="ERROR_MESSAGE"
expression="get-property('ERROR_MESSAGE')"/>
</log>
<drop/>
</sequence>
<sequence name="main">
<log/>
<drop/>
</sequence>
</definitions>

Samples

The following samples demonstrate the use of the PayloadFactory mediator.
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Sample 17: Transforming / Replacing Message Content with PayloadFactory Mediator

POJOCommand Mediator

The  (or Command)  creates an instance of the specified command class, which may implement the POJOCommand Mediator org.apache.synapse.Co
 interface or should have a public void method . If any properties are specified, the corresponding  methods aremmand public void execute() setter

invoked on the class before each message is executed. It should be noted that a new instance of the POJOCommand class is created to process each
message. After execution of the POJOCommand Mediator, the new value returned by a call to the corresponding  method is stored back in thegetter
message or in the context depending on the   attribute of the property.action

The  attribute may specify whether this behavior is expected or not via the ,  and  properties.action Read Update ReadAndUpdate

Syntax | Configuration

Syntax

<pojoCommand name="class-name">
   (
   <property name="string" value="string"/> |
   <property name="string" context-name="literal" [action=(ReadContext
| UpdateContext | ReadAndUpdateContext)]>
    (either literal or XML child)
   </property> |
   <property name="string" expression="xpath" [action=(ReadMessage |
UpdateMessage | ReadAndUpdateMessage)]/>
   ) *
 </pojoCommand>

Configuration

To load the POJOCommand class, enter the class name in the   parameter and click  . Class Name Load Class

Parameters available to configure properties for the POJOCommand mediator are as follows.

Parameter Description

Property Name The name of the property. This will be automatically loaded from the class.

Read Info The value to set for the property. You can select one of the following sources in the  field.From

Value: Select this if you want the property value to be a static value. This static value should be entered in the 
 field.Value

Message: Select this if you want to read the property value from an incoming message. The XPath expression
to execute on the relevant message should be entered in the field.Value 
Context: Select this if you want to read a value from message context properties. The relevant property key
should be entered in the  field.Value

Note
Please note that this feature is deprecated.

Tip
This mediator implements the popular command pattern.

https://docs.wso2.com/pages/viewpage.action?pageId=85369102
http://en.wikipedia.org/wiki/Command_pattern
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Update Info This parameter specifies the action to be executed on the property value. You can select one for the following
actions in the  field.To

None: Select this if no activity should be performed on the property value.
Message: Select this if you want to update the message. The XPath expression of the element you want to
update should be entered in the  field.Value
Context: Select this if you want to update properties (message context). The relevant property key should be
entered in the Value field.

Action Click  to delete a property.Delete

Property Mediator

The   has no direct impact on the message, but rather on the message context flowing through Synapse. You can retrieve the propertiesProperty Mediator
set on a message later through the Synapse XPath Variables the   extension function. A property can have a defined scope for which or get-property()
it is valid. If a property has no defined scope, it defaults to the Synapse message context scope. Using the property element with the   specified as action re

 you can remove any existing message context properties.move,

Syntax | Configuration

Syntax

<property name="string" [action=set|remove] [type="string"]
(value="literal" | expression="xpath")
[scope=default|transport|axis2|axis2-client] [pattern="regex"
[group="integer"]]>
    <xml-element/>?
</property>

Configuration

The parameters available for configuring the Property mediator are as follows: 

Parameter Name Description

The Property mediator is a  mediator.conditionally content aware

https://docs.wso2.com/display/EI650/ESB+Mediators#ESBMediators-Content-awareness
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Name A name for the property.

Action The action to be performed for the property.

Set: If this is selected, the property will be set in the message context.
Remove: If this is selected, the property will be removed from the message context.

Set Action As The possible values for this parameter are as follows:

Value: If this is selected, a static value would be considered as the property value and this value should be
entered in the  parameter.Value
Expression: If this is selected, the property value will be determined during mediation by evaluating an
expression. This expression should be entered in the  parameter.Expression

Type The data type for the property. Property mediator will handle the property as a property of selected type. Available
values are as follows.

STRING
INTEGER
BOOLEAN
DOUBLE
FLOAT
LONG
SHORT
OM

String is the default type.

Value If the option is selected for the  parameter, the property value should be entered as a constantValue Set Action As
in this parameter.

For names of the generic properties that come by default, see Generic Properties. You can select them
from the drop-down list if you are adding the Property Mediator via Tooling as shown below.

The  type is used to set xml property values on the message context. This is useful when theOM
expression associated with the property mediator evaluates to an XML node during mediation. When the

 type is used, the XML is converted to an AXIOM OMElement before it is assigned to a property.OM
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Expression If the option is selected for the  parameter, the expression which determines theExpression Set Action As
property value should be entered in this parameter. This expression can be an XPath expression or a JSONPath
expression.  

When specifying a JSONPath, use the format  , such as json-eval(<JSON_PATH>) json-eval(getQuote.req
. In both XPath and JSONPath expressions, you can return the value of another property by calling uest.symbol)

. For example, you might create a property called  of which theget-property(property-name) JSON_PATH
value is  , and then you could create another property called  ofjson-eval(pizza.toppings) JSON_PRINT
which the value is  , allowing you to use the value of the JSON_PATH property inget-property('JSON_PATH')
the JSON_PRINT property. For more information on using JSON with , see the ESB profile Working with JSON

.Message Payloads

Pattern This parameter is used to enter a regular expression that will be evaluated against the value of the property or
result of the XPath/JSON Path expression.

Group The number (index) of the matching item evaluated using the regular expression entered in the  parameter.Pattern

Scope The scope at which the property will be set or removed from. Possible values are as follows.

Synapse: This is the default scope. The properties set in this scope last as long as the transaction
(request-response) exists.
Transport: The properties set in this scope will be considered transport headers. For example, if it is required
to send an HTTP header named 'CustomHeader' with an outgoing request, you can use the property mediator
configuration with this scope.
Axis2: Properties set in this scope have a shorter life span than those set in the  scope. They are Synapse mai
nly used for passing parameters to the underlying Axis2 engine
axis2-client: This is similar to the  scope. The difference between the two scopes is that the Synapse axis2-cl

 scope can be accessed inside the   method of a mediator via a custom mediator created usingient  mediate()
the . F ee .Class mediator or further information, s axis2-client
Operation: This scope is used to retrieve a property in the operation context level.
Registry: This scope is used to retrieve properties within the registry. 

: This scope is used to retrieve System Java system properties.

For a detailed explanation of each scope, see  .Accessing Properties with XPath

Examples
Example 1: Setting and logging and property
Example 2: Sending a fault message based on the Accept http header
Example 3: Reading a property stored in the Registry
Example 4: Reading a file stored in the Registry
Example 5: Reading SOAP headers

Example 1: Setting and logging and property

In this example, we are setting the property symbol and later we can log it using the .Log Mediator

<property name="symbol" expression="fn:concat('Normal Stock - ',
//m0:getQuote/m0:request/m0:symbol)"
xmlns:m0="http://services.samples/xsd"/>

<log level="custom">
 <property name="symbol" expression="get-property('symbol')"/>
</log>

Example 2: Sending a fault message based on the Accept http header

In this configuration, a response is sent to the client based on the  header. The  transforms the message contents. Then a Accept PayloadFactory mediator
 sets the message type based on the  header using the  expression. The message is then sent back to the clientProperty mediator Accept $ctx:accept

via the .Respond mediator

You can click  NameSpaces to add namespaces if you are providing an expression. Then the Namespa
 ce Editor panel would appear where you can provide any number of namespace prefixes and URLs

used in the XPath expression. 

https://docs.wso2.com/display/EI6xx/Accessing+Properties+with+XPath#AccessingPropertieswithXPath-axis2-client
https://docs.wso2.com/display/EI6xx/Accessing+Properties+with+XPath#AccessingPropertieswithXPath-XPathExtensionFunctions
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<payloadFactory media-type="xml">
    <format>
        <m:getQuote xmlns:m="http://services.samples">
            <m:request>
                <m:symbol>Error</m:symbol>
            </m:request>
        </m:getQuote>
    </format>
</payloadFactory>
<property name="messageType" expression="$ctx:accept" scope="axis2" />
<respond/>

Example 3: Reading a property stored in the Registry

You can read a property that is stored in the Registry by using the   method in your Synapse configuration. For example, the followingget-property()
Synapse configuration retrieves the   property of the collection  , and stores it in the   property.abc gov:/data/xml/collectionx regProperty

<property name="regProperty" expression="get-property('registry',
'gov:/data/xml/collectionx@abc')"/>

Example 4: Reading a file stored in the Registry

Following is an example, in which you read an XML file that is stored in the registry using XPath, to retrieve a value from it. Assume you have the following
XML file stored in the Registry (i.e.,  ).gov:/test.xml

test.xml

<root>
  <book>A Song of Ice and Fire</book>
  <author>George R. R. Martin</author>
</root>

Your Synapse configuration should be as follows. This uses XPath to read XML.

Note
There are predefined XPath variables (such as ) that you can directly use in the Synapse configuration, instead of using$ctx
the synapse:get-property() function. These XPath variables get properties of various scopes and have better performance than the get-property()
function, which can have much lower performance because it does a registry lookup. These XPath variables get properties of various scopes.
For more information on these XPath variables, see Accessing Properties with XPath.

You can use the following syntaxes to read properties or resources stored in the  or  Registries. When specifying the path to thegov conf
resource, do not give the absolute path. Instead, use the  or  prefixes.gov conf

Reading a property stored under a collection

get-property('registry','gov:<path to resource from governance>@<propertyname>')
get-property('registry','conf:<path to resource from config>@<propertyname>')

Reading a property stored under a resource

get-property('registry','gov:<path to resource from governance>/@<propertyname>')
get-property('registry','conf:<path to resource from config>/@<propertyname>')

Reading an XML resource

get-property('registry','gov:<path to resource from governance>')
get-property('registry','conf:<path to resource from config>')

https://docs.wso2.com/display/EI6xx/Accessing+Properties+with+XPath#AccessingPropertieswithXPath-XPathExtensionFunctions


WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 1310

reg_xpath.xml

<property name="xmlFile"
expression="get-property('registry','gov:/test.xml')" scope="default"
type="OM"></property>
 
<log level="custom">
    <property name="Book_Name"
expression="$ctx:xmlFile//book"></property>
</log>

Your output log will look like this.

[2015-09-21 16:01:28,750]  INFO - LogMediator Book_Name = A Song of Ice
and Fire 

Example 5: Reading SOAP headers

SOAP headers provide information about the message, such as the To and From values. You can use the   function of the Propertyget-property()
mediator to retrieve these headers. You can also add Custom SOAP Headers using the   and the .PayloadFactory mediator Script Mediator
To

Header Name To

Possible Values Any URI

Description The To header of the message.

Example get-property("To")

From

Header Name From

Possible Values Any URI

Description The From header of the message.

Example get-property("From")

Action

Header Name Action

Possible Values Any URI

Description The SOAPAction header of the message.

Example get-property("Action")

ReplyTo

Header Name ReplyTo

Possible Values Any URI

Description The ReplyTo header of the message.

Example <header name="ReplyTo" action="remove"/>

MessageID

https://docs.wso2.com/display/EI6xx/PayloadFactory+Mediator#PayloadFactoryMediator-Example8:AddingacustomSOAPheader
https://docs.wso2.com/display/EI6xx/Script+Mediator#ScriptMediator-Example4-AddingacustomSOAPheader
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Header Name MessageID

Possible Values UUID

Description The unique message ID of the message. It is not recommended to make alterations to this property of a message.

Example get-property("MessageID")

RelatesTo

Header Name RelatesTo

Possible Values UUID

Description The unique ID of the request to which the current message is related. It is not recommended to make changes.

Example get-property("RelatesTo")

FaultTo

Header Name FaultTo

Possible Values Any URI

Description The FaultTo header of the message.

Example

<header name="FaultTo" value="http://localhost:9000"/>

Properties Reference

Properties provide the means of accessing various types of information regarding a message that passes through the ESB profile. You can also use
properties to control the behavior of the ESB profile on a given message. Following are the types of properties you can use:

Generic Properties: Allow you to configure messages as they're processed by the ESB profile, such as marking a message as out-only (no
response message will be expected), adding a custom error message or code to the message, and disabling WS-Addressing headers.
HTTP Transport Properties: Allow you to configure how the HTTP transport processes messages, such as forcing a 202 HTTP response to the
client so that it stops waiting for a response, setting the HTTP status code, and appending a context to the target URL in RESTful invocations.
SOAP Headers: Provide information about the message, such as the To and From values.
Axis2 Properties: Allow you to configure the web services engine in the ESB profile, such as specifying how to cache JMS objects, setting the
minimum and maximum threads for consuming messages, and forcing outgoing HTTP/S messages to use HTTP 1.0. 
Synapse Message Context Properties: Allow you to get information about the message, such as the date/time it was sent, the message format,
and the message operation.

For many properties, you can use the  to retrieve and set the properties. Additionally, for information on the XPath extension functionsProperty mediator
and Synapse XPath variables that you can use, see .Accessing Properties with XPath

Generic Properties

[  ] [  ] [  ] [  ] [  ] [  ] [ PRESERVE_WS_ADDRESSING RESPONSE OUT_ONLY ERROR_CODE ERROR_MESSAGE ERROR_DETAIL ERROR_EXCEPTIO
 ] [  ] [  ] [  ] [  ] [  ] [ N TRANSPORT_HEADERS messageType ContentType disableAddressingForOutMessages   DISABLE_SMOOKS_RESULT_PAYLOAD

 ] [  ] [  ] [  ] [  ] [ ClientApiNonBlocking transportNonBlocking TRANSPORT_IN_NAME  preserveProcessedHeaders SERVER_IP FORCE_ERROR_ON_SOA
 ] [  ]P_FAULT QUOTE_STRING_IN_PAYLOAD_FACTORY_JSON

Generic properties allow you to configure messages as they're processed by the ESB profile, such as marking a message as out-only (no response
message will be expected), adding a custom error message or code to the message, and disabling WS-Addressing headers.
PRESERVE_WS_ADDRESSING

Name PRESERVE_WS_ADDRESSING

Possible Values "true", "false"

Default Behavior none

Scope synapse

Description By default, the ESB profile adds a new set of WS-Addressing headers to the messages forwarded from the ESB
profile. If this property is set to " " on a message, the ESB profile will forward it without altering its existingtrue
WS-Addressing headers.
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Example

<property name="PRESERVE_WS_ADDRESSING" value="true"/>

RESPONSE

Name RESPONSE

Possible Values "true", "false"

Default Behavior none

Scope synapse

Description Once this property is set to 'true' on a message, the ESB profile will start treating it as a response message. It is
generally used to route a request message back to its source as the response.

Example

<property name="RESPONSE" value="true"/>

OUT_ONLY

Name OUT_ONLY

Possible Values "true", "false"

Default Behavior none

Scope synapse

Description Set this property to "true" on a message to indicate that no response message is expected for it once it is forwarded
from the ESB profile. In other words, the ESB profile will do an out-only invocation with such messages. It is very
important to set this property on messages that are involved in out-only invocations to prevent the ESB profile from
registering unnecessary callbacks for response handling and eventually running out of memory.

Description for value="true" Set this property to "true" on a message to indicate that no response message is expected for it once it is forwarded
from the ESB profile. In other words, the ESB profile will do an out-only invocation with such messages. It is very
important to set this property on messages that are involved in out-only invocations to prevent the ESB profile from
registering unnecessary callbacks for response handling and eventually running out of memory.

<property name="OUT_ONLY" value="true"/>

Description for value="false" Set this property to "false" to call the endpoint and get a response once it is forwarded from the ESB.

<property name="OUT_ONLY" value="false"/>

ERROR_CODE

Name ERROR_CODE

Possible Values string
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Default Behavior none

Scope synapse

Description Use this property to set a custom error code on a message which can be later processed by a Synapse fault
handler. If the Synapse encounters an error during mediation or routing, this property will be automatically
populated.

Example

<property name="ERROR_CODE" value="100100"/>

ERROR_MESSAGE

Name ERROR_MESSAGE

Possible Values string

Default Behavior none

Scope synapse

Description Use this property to set a custom error message on a message which can be later processed by a Synapse fault
handler. If the Synapse encounters an error during mediation or routing, this property will be automatically
populated.

Example

<log level="custom">
 <property name="Cause" expression="get-property('ERROR_MESSAGE')"/>
</log>

ERROR_DETAIL

Name ERROR_DETAIL

Possible Values string

Default Behavior none

Scope synapse

Description Use this property to set the exception stacktrace in case of an error. If the ESB profile encounters an error during
mediation or routing, this property will be automatically populated.

Example

<log level="custom">
 <property name="Trace" expression="get-property('ERROR_DETAIL')"/>
</log>

ERROR_EXCEPTION

Name ERROR_EXCEPTION

Possible Values java.lang.Exception

Default Behavior none

Scope synapse
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Description Contains the actual exception thrown in case of a runtime error.

TRANSPORT_HEADERS

Name TRANSPORT_HEADERS

Possible Values java.util.Map

Default Behavior Populated with the transport headers of the incoming request.

Scope axis2

Description Contains the map of transport headers. Automatically populated. Individual values of this map can be accessed
using the property mediator in the transport scope.

Example

<property name="TRANSPORT_HEADERS" action="remove" scope="axis2"/>

messageType

Name messageType

Possible Values string

Default Behavior Content type of incoming request.

Scope axis2

Description Message formatter is selected based on this property. This property should have the content type, such as text/xml,
application/xml, or application/json.

Example

<property name="messageType" value="text/xml" scope="axis2"/>

ContentType

Name ContentType

Possible Values string

Default Behavior Value of the Content-type header of the incoming request.

Scope axis2

Description This property will be in effect only if the messageType property is set. If the messageType is set, the value of
Content-Type HTTP header of the outgoing request will be chosen based on this property. Note that this property is
required to be set only if the message formatter seeks it in the message formatter implementation.

Example

<property name="ContentType" value="text/xml" scope="axis2"/>

disableAddressingForOutMessages

Name disableAddressingForOutMessages

Possible Values "true", "false"

Default Behavior false
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Scope axis2

Description Set this property to "true" if you do not want the ESB profile to add WS-Addressing headers to outgoing messages.
This property can affect messages sent to backend services as well as the responses routed back to clients.

Example

<property name="disableAddressingForOutMessages" value="true"
scope="axis2"/>

   DISABLE_SMOOKS_RESULT_PAYLOAD

Name DISABLE_SMOOKS_RESULT_PAYLOAD

Possible Values "true", "false"

Default Behavior false

Scope synapse

Description If this property is set to , the result of file content processing carried out by the  will not betrue Smooks Mediator
loaded into the message context. This is useful in situations where you want to avoid large memory growth/out of
heap space issue that may occur when large files processed by the Smooks mediator are reprocessed. See VFS

 for a proxy service configuration where this property is used.Transport

Example

<property name="DISABLE_SMOOKS_RESULT_PAYLOAD"   value="true"
scope="default"     type="STRING"/>

ClientApiNonBlocking

Name ClientApiNonBlocking

Possible Values "true", "false"

Default Behavior true

Scope axis2

Description By default, Axis2 spawns a new thread to handle each outgoing message. This property holds the primary thread
until a VFS proxy writes to a VFS endpoint. You need to remove this property from the message to change this
behavior when queuing transports like JMS are involved.

Example

<property name="ClientApiNonBlocking" action="remove" scope="axis2"/>

transportNonBlocking

Name transportNonBlocking

Possible Values "true", "false"

Default Behavior true

Scope axis2

Description This property works the same way as . It is recommended to use ClientApiNonBlocking ClientApiNonBlock
 for this purpose instead of since the former uses the latest axis2 translations.ing transportNonBlocking 

https://docs.wso2.com/display/EI650/VFS+Transport#VFSTransport-Smooks
https://docs.wso2.com/display/EI650/VFS+Transport#VFSTransport-Smooks
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Example

<property name="transportNonBlocking" action="remove" scope="axis2"
value="true"/>

TRANSPORT_IN_NAME 

Name TRANSPORT_IN_NAME

Scope synapse

Description Mediation logic can read incoming transport name using this property (since WSO2 ESB 4.7.0)

Example

<log level="custom">
    <property name="INCOMING_TRANSPORT"
expression="get-property('TRANSPORT_IN_NAME')"/>
</log>

preserveProcessedHeaders

Name preserveProcessedHeaders

Possible Values "true", "false"

Default Behavior Preserving SOAP headers

Scope synapse(default)

Description By default, Synapse removes the SOAP headers of incoming requests that have been processed. If we set this
property to 'true', Synapse preserves the SOAP headers.

Example

<property name="preserveProcessedHeaders" value="true"
scope="default"/>

SERVER_IP

Name SERVER_IP

Possible Values IP address or hostname of the ESB profile host

Default Behavior Set automatically by the mediation engine upon startup

Scope synapse

FORCE_ERROR_ON_SOAP_FAULT

Name FORCE_ERROR_ON_SOAP_FAULT

Possible Values "true", "false"

Default Behavior true

Scope synapse(default)
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Description When a SOAP error occurs in a response, the SOAPFault sent from the back end is received by the out sequence
as a usual response by default. If this property is set to , the SOAPFault is redirected to a fault sequence.true
Note that when this property is , only properties in the 'operation' scope will be passed to the error handler,true
and other properties in the axis2 or default scopes will not be passed to the error handler.

Example

<property name="FORCE_ERROR_ON_SOAP_FAULT" value="true" scope="default"
type="STRING"></property>

QUOTE_STRING_IN_PAYLOAD_FACTORY_JSON

Name QUOTE_STRING_IN_PAYLOAD_FACTORY_JSON

Possible Values "true", "false"

Default Behavior none

Scope synapse

Description When you create a JSON payload using the PayloadFactory mediator, a string value evaluated from an argument is
replaced as it is. If you want to force double quotes to be added to a string value evaluated from an argument, set
this property to .true

Example

<property name="QUOTE_STRING_IN_PAYLOAD_FACTORY_JSON" value="true"/> 

HTTP Transport Properties

[  ] [  ] [  ] [  ] [  ] [  ] [  ]POST_TO_URI FORCE_SC_ACCEPTED DISABLE_CHUNKING NO_ENTITY_BODY FORCE_HTTP_1.0 HTTP_SC HTTP_SC_DESC
[  ] [  ] [  ] [  ] [  ] [ FAULTS_AS_HTTP_200 NO_KEEPALIVE REST_URL_POSTFIX REQUEST_HOST_HEADER FORCE_POST_PUT_NOBODY FORCE_H

 ] [  ]TTP_CONTENT_LENGTH COPY_CONTENT_LENGTH_FROM_INCOMING

HTTP transport properties allow you to configure how the HTTP transport processes messages, such as forcing a 202 HTTP response to the client so that
it stops waiting for a response, setting the HTTP status code, and appending a context to the target URL in RESTful invocations.
POST_TO_URI

Name POST_TO_URI

Possible Values "true", "false"

Default Behavior false

Scope axis2

Description This property makes the request URL that is sent from the ESB profile a complete URL. When set to  onlyfalse
the context path will be included in the request URL that is sent. It is important that this property is set to  whetrue
n the ESB profile needs to communicate with the back-end service through a proxy server.

Note
Double quotes are added only if the value evaluated from an argument is string. If the value is a valid
JSON number, boolean value or null, double quotes are not added.
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Example

<property name="POST_TO_URI" scope="axis2" value="true"/>

FORCE_SC_ACCEPTED

Name FORCE_SC_ACCEPTED

Possible Values "true", "false"

Default Behavior false

Scope axis2

Description When set to true, this property forces a 202 HTTP response to the client immediately after the ESB profile receives
the message so that the client stops waiting for a response.

Example

<property name="FORCE_SC_ACCEPTED" value="true" scope="axis2"/>

DISABLE_CHUNKING

Name DISABLE_CHUNKING

Possible Values "true", "false"

Default Behavior false

Scope axis2

Description If you set this to true, it disables HTTP chunking for outgoing messages. Instead, the ESB profile builds the
message to calculate the content length and then sends the particular message to the backend with the content
length (e.g., ).Content-Length: 25

You can use this parameter if the client sends the request with HTTP chunking (i.e., with Transfer
) although you need to send the message without HTTP chunking to the backend, or if youEncoding:chunked

need to modify the message payload, which the client receives before sending it to the backend.

Example

<property name="DISABLE_CHUNKING" value="true" scope="axis2"/>

NO_ENTITY_BODY

Name NO_ENTITY_BODY

Possible Values "true", "false"

Default Behavior In case of GET requests this property is set to true.

Scope Axis2

This property might decrease performance since the messages get built per each invocation. Also, this
property does not affect Callout mediators, whose chunking must be  .disabled separately

https://docs.wso2.com/display/EI620/Callout+Mediator#CalloutMediator-disabling
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Description Set this property if you want to do the following:

check if an incoming request to the ESB mediation flow has an entity body or not
check if an outgoing request/response generated from the ESB mediation flow has an entity body or not

Example

<property name="NO_ENTITY_BODY" value="true" scope="axis2"
type="BOOLEAN"/>

FORCE_HTTP_1.0

Name FORCE_HTTP_1.0

Possible Values "true", "false"

Default Behavior false

Scope axis2

Description Force HTTP 1.0 for outgoing HTTP messages.

Example

<property name="FORCE_HTTP_1.0" value="true" scope="axis2"/>

HTTP_SC

Name HTTP_SC

Possible Values HTTP status code number

Default Behavior none

Scope axis2

Description Set the HTTP status code.

Example

<property name="HTTP_SC" value="500" scope="axis2"/>

HTTP_SC_DESC

Name HTTP_SC_DESC

Possible Values HTTP response's Reason- Phrase that is sent by the backend. For example, if the backend sends the response's
status as HTTP/1.1 200 OK, then the value of HTTP_SC_DESC is OK.

Default Behavior none

Scope axis2

Description Set the HTTP status message (Reason-Phrase).

If using the , this property does not need to be manually set since it is donePayloadFactory mediator
automatically by the mediator.
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Example

<property name="HTTP_SC_DESC" value="Your description here"
scope="axis2"/>

FAULTS_AS_HTTP_200

Name FAULTS_AS_HTTP_200

Possible Values "true", "false"

Default Behavior false

Scope axis2

Description When WSO2 EI receives a soap fault as a HTTP 500 message, the ESB profile will forward this fault to client with
status code 200.

Example

<property name="FAULTS_AS_HTTP_200" value="true" scope="axis2"/>

NO_KEEPALIVE

Name NO_KEEPALIVE

Possible Values "true", "false"

Default Behavior false

Scope axis2

Description Disables HTTP keep alive for outgoing requests.

Example

<property name="NO_KEEPALIVE" value="true" scope="axis2"/>

REST_URL_POSTFIX

Name REST_URL_POSTFIX

Possible Values A URL fragment starting with "/"

Default Behavior In the case of GET requests through an address endpoint, this contains the query string.

Scope axis2

Description The value of this property will be appended to the target URL when sending messages out in a RESTful manner
through an address endpoint. This is useful when you need to append a context to the target URL in case of
RESTful invocations. If you are using an HTTP endpoint instead of an address endpoint, specify variables in the
format of "uri.var.*" instead of using this property.

Example

<property name="REST_URL_POSTFIX" value="/context" scope="axis2"/>
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REQUEST_HOST_HEADER

Name REQUEST_HOST_HEADER

Possible Values string

Default Behavior The ESB profile will set hostname of target endpoint and port as the HTTP host header

Scope axis2

Description The value of this property will be set as the HTTP host header of outgoing request

Example

<property name="REQUEST_HOST_HEADER" value="www.wso2.org"
scope="axis2"/>

FORCE_POST_PUT_NOBODY

Name FORCE_POST_PUT_NOBODY

Possible Values "true", "false"

Default Behavior false

Scope axis2

Description This property allows to send a request without a body for POST and PUT HTTP methods.

Applicable only for HTTP Passthrough transport.

Example

<property name="FORCE_POST_PUT_NOBODY" value="true" scope="axis2"
type="BOOLEAN"/>

FORCE_HTTP_CONTENT_LENGTH

Name FORCE_HTTP_CONTENT_LENGTH

Possible Values "true", "false"

Default Behavior false

Scope axis2

Description If the request sent by the client contains the ‘Content-Length’ header, this property allows the ESB profile to send
the request with the content length (without HTTP chunking) to the back end server.

You should set this to true in scenarios where the backend server is not able to accept chunked content. For
example, in a scenario where a pass-through proxy is defined and the backend does not accept chunked content,
this property should be used together with the  property, to simplyCOPY_CONTENT_LENGTH_FROM_INCOMING
add the content length without chunking.

When HTTP 1.1 is used, this property disables chunking and sends the content length. When HTTP 1.0 is used, the
property only sends the content length.

This property can cause performance degradation, and thereby, you should only use it with message
relay. If you set this to true, the ESB profile forwards the content length coming from the client request to
the backend without building the message and calculating the content length. Since the message doesn’t
get build, using these properties will perform better than using . However, if youDISABLE_CHUNKING
change the receiving payload before sending it to the backend, then having this property will result in an
error due to a content length mismatch.
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Example

<property name="FORCE_HTTP_CONTENT_LENGTH" scope="axis2"
value="true"></property>

COPY_CONTENT_LENGTH_FROM_INCOMING

Name COPY_CONTENT_LENGTH_FROM_INCOMING

Possible Values "true", "false"

Default Behavior false

Scope axis2

Description This property allows the HTTP content length to be copied from an incoming message. It is only valid when the FOR
 property is used. The  avoids bufferingCE_HTTP_CONTENT_LENGTH COPY_CONTENT_LENGTH_FROM_INCOMING

the message in memory for calculating the content length, thus reducing the risk of performance degradation.

Example

<property name="COPY_CONTENT_LENGTH_FROM_INCOMING" value="true"
scope="axis2"/>

SOAP Headers

[  ] [  ] [  ] [  ] [  ] [  ] [  ]To From Action ReplyTo MessageID RelatesTo FaultTo

SOAP headers provide information about the message, such as the To and From values. You can use the  function in the get-property() Property
 to retrieve these headers. You can also add Custom SOAP headers using either the   or the .mediator PayloadFactory mediator Script mediator

To

Header Name To

Possible Values Any URI

Description The To header of the message.

Example get-property("To")

From

Header Name From

Possible Values Any URI

Description The From header of the message.

Example get-property("From")

Action

Header Name Action

Possible Values Any URI

Description The SOAPAction header of the message.

Example get-property("Action")

ReplyTo

Header Name ReplyTo

https://docs.wso2.com/display/EI6xx/PayloadFactory+Mediator#PayloadFactoryMediator-Example8:AddingacustomSOAPheader
https://docs.wso2.com/display/EI6xx/Script+Mediator#ScriptMediator-Example4-AddingacustomSOAPheader
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Possible Values Any URI

Description The ReplyTo header of the message.

Example <header name="ReplyTo" action="remove"/>

MessageID

Header Name MessageID

Possible Values UUID

Description The unique message ID of the message. It is not recommended to make alterations to this property of a message.

Example get-property("MessageID")

RelatesTo

Header Name RelatesTo

Possible Values UUID

Description The unique ID of the request to which the current message is related. It is not recommended to make changes.

Example get-property("RelatesTo")

FaultTo

Header Name FaultTo

Possible Values Any URI

Description The FaultTo header of the message.

Example

<header name="FaultTo" value="http://localhost:9000"/>

Axis2 Properties

[  ] [  ] [  ] [  ] [  ] [  ] [ CacheLevel ConcurrentConsumers HTTP_ETAG JMS_COORELATION_ID MaxConcurrentConsumers MercurySequenceKey MercuryLa
 ] [  ] [  ] [  ]stMessage FORCE_HTTP_1.0 setCharacterEncoding CHARACTER_SET_ENCODING

Axis2 properties allow you to configure the web services engine in the ESB profile, such as specifying how to cache JMS objects, setting the minimum and
maximum threads for consuming messages, and forcing outgoing HTTP/S messages to use HTTP 1.0. You can access some of these properties through
the  with the scope set to  or  as shown below.Property mediator axis2 axis2-client

CacheLevel

Name CacheLevel

Possible Values none, connection, session, consumer, producer, auto

Description This property determines which JMS objects should be cached. JMS objects are cached so that they can be reused
in the subsequent invocations. Each caching level can be described as follows:

none: No JMS object will be cached.
 JMS connection objects will be cached.connection : 

: JMS connection  objects will be cached.session  and session 
: JMS connection, session and consumer objects will be cached.consumer
: JMS connection, session and producer objects will be cached.producer

auto: An appropriate caching level will be used depending on the transaction strategy.

Example

<parameter name="transport.jms.CacheLevel">consumer</parameter>
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ConcurrentConsumers

Name ConcurrentConsumers

Possible Values integer

Description The minimum number of threads for message consuming. The value specified for this property is the initial number
of threads started. As the number of messages to be consumed increases, number of threads are also increased to
match the load until the total number of threads equals the value specified for the transport.jms.MaxConcurre

property.ntConsumers 

Example

<parameter
name="transport.jms.ConcurrentConsumers"locked="false">50</parameter>

HTTP_ETAG

Name  HTTP_ETAG

Possible Values  true/false

Scope  axis2

Description This property determines whether the HTTP Etag should be enabled for the request or not.

Example

<property name="HTTP_ETAG" scope="axis2" type="BOOLEAN" value="true"/>

JMS_COORELATION_ID

Name JMS_COORELATION_ID

Possible Values String

Scope axis2

Description The JMS coorelation ID is used to match responses with specific requests. This property can be used to set the
JMS coorrelation ID as a dynamic or a hard coded value in a request. As a result, responses with the matching
JMS correlation IDs will be matched with the request.

Example

<property name="JMS_COORELATION_ID" action="set" scope="axis2"
expression="$header/wsa:MessageID" xmlns:sam="http://sample.esb.org/>

MaxConcurrentConsumers

Name MaxConcurrentConsumers

Possible Values integer

HTTP Etag is a mechanism provided by HTTP for Web cache validation.

https://en.wikipedia.org/wiki/HTTP_ETag
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Description The maximum number of threads that can be added for message consuming. See .ConcurrentConsumers

Example

<parameter
name="transport.jms.MaxConcurrentConsumers"locked="false">50</parameter
>

MercurySequenceKey

Name MercurySequenceKey

Possible Values integer

Description Can be an identifier specifying a Mercury internal sequence key.

MercuryLastMessage

Name MercuryLastMessage

Possible Values true/false

Description When set to "true", it will make this the last message and terminate the sequence.

FORCE_HTTP_1.0

Name FORCE_HTTP_1.0

Possible Values true/false

Scope axis2-client

Description Forces outgoing http/s messages to use HTTP 1.0 (instead of the default 1.1).

setCharacterEncoding

Name setCharacterEncoding

Possible Values false

Default Behavior By default character encoding is enabled in the ESB profile.

Scope axis2

Description This property can be used to remove character encode. Note that if this property is set to 'false', the
'CHARACTER_SET_ENCODING' property cannot be used. 

Example <property name=" " value="false" scope="axis2" type="STRING"/>setCharacterEncoding

CHARACTER_SET_ENCODING

Name CHARACTER_SET_ENCODING

Possible Values Any valid encoding standard (E.g., UTF-8, UTF-16 etc.)

Default Behavior N/A

Scope axis2

Description Specifies the encoding type used for the content of the files processed by the transport. Note that this property
cannot be used if the 'setCharacterEncoding' property is set to 'false'.

Example <property name="CHARACTER_SET_ENCODING" value="UTF-8" scope="axis2" type="STRING"/>

Synapse Message Context Properties

[  ] [  ] [  ] [  ] [  ]SYSTEM_DATE SYSTEM_TIME To, From, Action, FaultTo, ReplyTo, MessageID MESSAGE_FORMAT OperationName

The Synapse message context properties allow you to get information about the message, such as the date/time it was sent, the message format, and the
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message operation. You can use the  function in the   with the scope set to  to retrieve these properties.get-property() Property mediator Synapse

SYSTEM_DATE

Name SYSTEM_DATE

Possible Values -

Default Behavior -

Scope -

Description Returns the current date as a String.

Optionally, a date format as per the standard date format may be supplied as follows:

Management Console synapse:'get-property("SYSTEM_DATE",
"yyyy-MM-dd&apos;T&apos;HH:mm:ss.SSSXXX")'

EI Tooling Enter the following in the Namespaced Property Editor: get-property("
SYSTEM_DATE", "yyyy-MM-dd'T'HH:mm:ss.SSSXXX")

SYSTEM_TIME

Name SYSTEM_TIME

Possible Values -

Default Behavior -

Scope -

Description Returns the current time in milliseconds, i.e. the difference, measured in milliseconds, between the current time and
midnight, January 1, 1970 UTC.

To, From, Action, FaultTo, ReplyTo, MessageID

Names To, From, Action, FaultTo, ReplyTo, MessageID

Possible Values -

Default Behavior -

Scope -

Description The message To, Action and WS-Addressing properties.

MESSAGE_FORMAT

Names MESSAGE_FORMAT

Possible Values -

Default Behavior -

Scope -

Description Returns the message format, i.e. returns pox, get, soap11 or soap12.

OperationName

Names OperationName

Possible Values -

Default Behavior -

Scope -

Description Returns the operation name for the message.

Accessing Properties with XPath

The ESB profile of WSO2 Enterprise Integrator(WSO2 EI) supports standard XPath functions and variables through its underlying XPath engine. The ESB
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profile also provides custom XPath functions and variables for accessing message properties.

XPath Extension Functions
base64Encode() function
base64Decode() function
get-property() function

Synapse scope
axis2 scope
axis2-client
transport scope
registry scope
system scope
operation scope

url-encode() function
Synapse XPath Variables

$body
$header
$axis2
$ctx
$trp
$url
$func
$env

XPath Extension Functions

In addition to standard XPath functions, the ESB profile of WSO2 Enterprise Integrator supports the following custom functions for working with XPath
expressions:

base64Encode() function
base64Decode() function
get-property() function
url-encode() function
$body
$header
$axis2
$ctx
$trp
$url
$func
$env

base64Encode() function

The base64Encode function returns the base64-encoded value of the specified string.

Syntax:

base64Encode(string value)
 base64Encode(string value, string charset)

base64Decode() function

The base64Decode function returns the original value of the specified base64-encoded value.

Syntax:

base64Decode(string encodedValue)
 base64Decode(string , string charset)encodedValue

get-property() function
The   function allows any XPath expression used in a configuration to look up information from the current message context. Using  get-property()
the  , you can retrieve properties from the message context and header.Property mediator

The syntax of the function takes the following format.

get-property(String propertyName)
get-property(String scope, String propertyName)

The function accepts scope as an optional parameter. It retrieves a message property at the given scope, which can be one of the following.

Synapse scope
axis2 scope
axis2-client
transport scope
registry scope
system scope
operation scope

If you provide only the property name without the scope, the default s  scope will be used.ynapse

http://synapseget-property()
https://docs.wso2.com/display/ESB500/Property+Mediator
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Synapse scope

When the scope of a property mediator is  , its value is available throughout both the in sequence and the out sequence. In addition to thesynapse
user-defined properties, you can retrieve the following special properties from the  scope.synapse

Name Return Value

To Incoming URL as a String, or empty string («») if a To address is not defined.

From From address as a String, or empty string («») if a From address is not defined.

Action SOAP Addressing Action header value as a String, or empty string («») if an Action is not defined.

FaultTo SOAP FaultTo header value as a String, or empty string («») if a FaultTo address is not defined.

ReplyTo ReplyTo header value as a String, or empty string («») if a ReplyTo address is not defined.

MessageID A unique identifier (UUID) for the message as a String, or empty string («») if a MessageID is not defined. This ID is
guaranteed to be unique.

FAULT TRUE if the message has a fault, or empty string if the message does not have a fault.

MESSAGE_FORMAT Returns pox, get, soap11, or soap12 depending on the message. If a message type is unknown this returns soap12

OperationName Operation name corresponding to the message. A proxy service with a WSDL can have different operations. If the
WSDL is not defined, ESB defines fixed operations.

To access a property with the   cope inside the   method of a mediator, you can include the following configuration in a customsynapses mediate()
mediator created using the  :Class mediator

When the result of an XPath evaluation results in a single XML node, the evaluator will return the text content of this node by default (equivalent
of doing /root/body/node/text()). If you want to retrieve the node itself, you can configure the  as shown in the following example.Enrich mediator

<inSequence>
<log level="custom">
<property name="WHERE" value="before doing stuff"/>
</log>
<enrich>
<source type="body" clone="true"/>
<target type="property" property="ENRICH_PROPERTY"/>
</enrich>
<property name="PROPERTY_PROPERTY"
expression="$body/child::node()"
scope="default"/>
<log level="custom">
<property name="WHERE" value="before doing stuff"/>
<property name="ENRICH_PROPERTY"
expression="get-property('ENRICH_PROPERTY')"/>
<property name="PROPERTY_PROPERTY"
expression="get-property('PROPERTY_PROPERTY')"/>
</log>
<enrich>
<source type="property" clone="true" property="ENRICH_PROPERTY"/>
<target type="body" action="sibling"/>
</enrich>
<log level="full"/>
</inSequence>

https://docs.wso2.com/display/ESB500/Class+Mediator
https://docs.wso2.com/display/ESB500/Enrich+Mediator
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public boolean mediate(org.apache.synapse.MessageContext mc) {  
// Available in both in-sequence and out-sequenc  
String propValue = (String) mc.getProperty("PropName");  
System.out.println("SCOPE_SYNAPSE : " + propValue);  
return true;  
}

axis2 scope

When the scope of a property mediator is  , its value is available only throughout the sequence for which the property is defined (e.g., if you add theaxis2
You can retrieve message context properties within the   scoproperty to an in sequence, its value will be available only throughout the in sequence).  axis2

pe using the following syntax.

 Syntax:
get-property('axis2', String propertyName)

To access a property with the   scope inside the   method of a mediator, you can include the following configuration in a custom mediatoraxis2   mediate()
created using the  :Class mediator

public boolean mediate(org.apache.synapse.MessageContext mc) {  
org.apache.axis2.context.MessageContext axis2MsgContext;  
axis2MsgContext = ((Axis2MessageContext) mc).getAxis2MessageContext(); 

  
// Available only in the sequence the property is defined.  
String propValue = (String) axis2MsgContext.getProperty("PropName");  
System.out.println("SCOPE_AXIS2 : " + propValue);  
return true;  
} 

axis2-client

This is similar to the scope. The difference is that it can be accessed    synapse    inside the  mediate()  method of a mediator by including one of the
following configurations in a custom mediator, created using the   Class mediator :

public boolean mediate(org.apache.synapse.MessageContext mc) {  
org.apache.axis2.context.MessageContext axis2MsgContext;  
axis2MsgContext = ((Axis2MessageContext) mc).getAxis2MessageContext(); 

String propValue = (String) axis2MsgContext.getProperty("PropName");  
System.out.println("SCOPE_AXIS2_CLIENT - 1 : " + propValue); 

or

propValue = (String)
axis2MsgContext.getOptions().getProperty("PropName");  
System.out.println("SCOPE_AXIS2_CLIENT - 2: " + propValue);  
return true;  
}  

transport scope

https://docs.wso2.com/display/ESB500/Class+Mediator
https://docs.wso2.com/display/ESB500/Class+Mediator
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1.  

You canWhen the scope of a property mediator is , it will be added to the transport header of the outgoing message from the ESB profile. transport
retrieve message context properties within the  scope   transport using the following syntax.

 Syntax:
get-property('transport', String propertyName)

registry scope

You can retrieve properties within the registry   using the following syntax.

 Syntax:
 get-property('registry', String registryPath@propertyName)

get-property('registry', String registryPath)

system scope

You can retrieve Java System properties  .using the following syntax

Syntax: 
get-property('system', String propertyName)

operation scope

You can retrieve a property in the operation context level from the   scope. The properties within iterated/cloned message with the operation operation 
scope are preserved in the in sequence even if you have configured your API resources to be sent through the fault sequence when faults exist. A given
property with the   scope only exists in a single request and can be accessed by a single resource. The properties in this scope are passed tooperation
the error handler when the   property is set to  . See FORCE_ERROR_ON_SOAP_FAULT section in FORCE_ERROR_ON_SOAP_FAULT true Generic

 for more information.Properties

 Syntax:
 get-property('operation', String propertyName)  

url-encode() function

The url-encode function returns the URL-encoded value of the specified string.

Syntax:

url-encode(string value)
url-encode(string value, string charset)

Synapse XPath Variables

There is a set of predefined XPath variables that you can directly use to write XPaths in the Synapse configuration, instead of using the synapse:get-proper
. These XPath variables get properties of various scopes as follows:ty() function

XPath Extension Functions
Synapse XPath Variables

$body

The SOAP 1.1 or 1.2 body element. For example, the expression  refers to the first  element in a SOAP body, regardless of$body//getQuote getQuote
whether the message is SOAP-11 or SOAP-12. We have discussed an example below.

Example of $body usage:

Deploy the following proxy service using instructions in .Creating a Proxy Service

Note the property, <property xmlns:m0=" " name="stockprop"  http://services.samples
 in the configuration. It is used to log the first  element of the request SOAP body.expression="$body//m0:getQuote"/> <m0:getQuote>

https://docs.wso2.com/display/ESB500/Generic+Properties#GenericProperties-SOAPfault
https://docs.wso2.com/display/ESB500/Generic+Properties#GenericProperties-SOAPfault
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1.  

2.  

3.  

1.  

<proxy xmlns="http://ws.apache.org/ns/synapse" name="StockQuoteProxy"
transports="https,http" statistics="disable" trace="disable"
startOnLoad="true">
   <target>
      <inSequence>
         <log>
            <property xmlns:m0="http://services.samples"
name="stockprop" expression="$body//m0:getQuote"/>
         </log>
         <send>
            <endpoint>
               <address
uri="http://localhost:9000/services/SimpleStockQuoteService"/>
            </endpoint>
         </send>
      </inSequence>
      <outSequence>
         <send/>
      </outSequence>
   </target>
   <description></description>
</proxy> 

Send the following StockQuote request using the sample StockQuote client. For information on working with the sample client, see Using the
.Sample Clients

ant stockquote -Daddurl=http://localhost:8280/services/StockQuoteProxy

Note the following message in the log.

[2013-03-18 14:04:41,019] INFO - LogMediator To:
/services/StockQuoteProxy, WSAction: urn:getQuote, SOAPAction:
urn:getQuote, ReplyTo: http://www.w3.org/2005/08/addressing/anonymous,
MessageID: urn:uuid:930f68f5-199a-4eff-90d2-ea679c2362ab, Direction:
request, stockprop =
<m0:getQuotexmlns:m0="http://services.samples"><m0:request><m0:symbol>I
BM</m0:symbol></m0:request></m0:getQuote>

$header

The SOAP 1.1 or 1.2 header element. For example, the expression  refers to the addressing  header regardless of whether this$header/wsa:To To
message is SOAP-11 or SOAP-12. We have discussed an example below.

Example of $header usage:

Deploy the following proxy service using instructions in .Creating a Proxy Service

Note the property, <property xmlns:wsa=" " name="stockprop"  http://www.w3.org/2005/08/addressing
 in the configuration. It is used to log the value of   header of the SOAP request. expression="$header/wsa:To"/> wsa:To
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<proxy xmlns="http://ws.apache.org/ns/synapse" name="StockQuoteProxy"
transports="https,http" statistics="disable" trace="disable"
startOnLoad="true">
   <target>
      <inSequence>
         <log>
            <property xmlns:wsa="http://www.w3.org/2005/08/addressing"
name="stockprop" expression="$header/wsa:To"/>
         </log>
         <send>
            <endpoint>
               <address
uri="http://localhost:9000/services/SimpleStockQuoteService"/>
            </endpoint>
         </send>
      </inSequence>
      <outSequence>
         <send/>
      </outSequence>
   </target>
   <description></description>
</proxy> 

Send the following StockQuote request using the sample StockQuote client. For information on working with the sample client, see Using the
.Sample Clients

ant stockquote -Daddurl=http://localhost:8280/services/StockQuoteProxy

Note the following message in the log.

[2013-03-18 14:14:16,356] INFO - LogMediator To:
http://localhost:9000/services/SimpleStockQuoteService, WSAction:
urn:getQuote, SOAPAction: urn:getQuote, ReplyTo:
http://www.w3.org/2005/08/addressing/anonymous, MessageID:
urn:uuid:8a64c9cb-b82f-4d6f-a45d-bef37f8b664a, Direction: request,
stockprop = http://localhost:9000/services/SimpleStockQuoteService

$axis2

Prefix for Axis2 MessageContext properties. This is used to get the property value at the axis2 scope. For example, to get the value of Axis2 message
context property with name REST_URL_POSTFIX, use the XPath expression . We have discussed an example below.$axis2:REST_URL_POSTFIX

Example of $axis2 usage:

Deploy the following proxy service. For instructions, see  .Creating a Proxy Service

Note the property,  in the configuration which is used to<property name="stockprop" expression="$axis2:REST_URL_POSTFIX"/>
log the REST_URL_POSTFIX value of the request message. 
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<proxy xmlns="http://ws.apache.org/ns/synapse" name="StockQuoteProxy"
transports="https,http" statistics="disable" trace="disable"
startOnLoad="true">
   <target>
      <inSequence>
         <log>
            <property name="stockprop"
expression="$axis2:REST_URL_POSTFIX"/>
         </log>
         <send>
            <endpoint>
              <address
uri="http://localhost:9000/services/SimpleStockQuoteService"/>
            </endpoint>
         </send>
      </inSequence>
      <outSequence>
         <send/>
      </outSequence>
   </target>
   <description></description>
</proxy>

Send the following StockQuote request using the sample StockQuote client. For information on working with the sample client, see Using the
.Sample Clients

ant stockquote
-Daddurl=http://localhost:8280/services/StockQuoteProxy/test/prefix

Note the following message in the log.

INFO - LogMediator To:
http://localhost:8280/services/StockQuoteProxy/test/prefix, WSAction:
urn:getQuote, SOAPAction: urn:getQuote, ReplyTo:
http://www.w3.org/2005/08/addressing/anonymous, MessageID:
urn:uuid:ecd228c5-106a-4448-9c83-3b1e957e2fe5, Direction: request,
stockprop = /test/prefix

In this example, the property definition,  is equivalent to <property name="stockprop" expression="$axis2:REST_URL_POSTFIX"/> <propert
y name="stockprop" expression="get-property('axis2','REST_URL_POSTFIX')"/>

Similarly, you can use $axis2 prefix with .HTTP Transport Properties
$ctx

Prefix for Synapse MessageContext properties and gets a property at the default scope. For example, to get the value of Synapse message context
property with name ERROR_MESSAGE, use the XPath expression . We have discussed an example below.$ctx:ERROR_MESSAGE

Example of $ctx usage:

This example sends a request to a sample proxy service, and sets the target endpoint to a non-existent endpoint reference key. It causes a mediation fault,
which triggers the fault sequence.

Deploy the following proxy service. For instructions, see  .Creating a Proxy Service

Note the property, <property name="stockerrorprop" expression="$ctx:ERROR_MESSAGE"/> in the fault sequence configuration. It is used to log
the error message that occurs due to a  mediation fault. 
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<proxy xmlns="http://ws.apache.org/ns/synapse" name="StockQuoteProxy"
transports="https,http" statistics="disable" trace="disable"
startOnLoad="true">
   <target>
      <inSequence>
        <send>
            <endpoint key="ep2"/>
         </send>
      </inSequence>
      <outSequence>
         <send/>
      </outSequence>
      <faultSequence>
         <log>
            <property name="stockerrorprop"
expression="$ctx:ERROR_MESSAGE"/>
            <property name="Cause"
expression="get-property('ERROR_MESSAGE')"/>
         </log>
      </faultSequence>
   </target>
   <description></description>
</proxy> 

Send the following StockQuote request using the sample StockQuote client. For information on working with the sample client, see Using the
.Sample Clients

ant stockquote -Dtrpurl=http://localhost:8280/services/StockQuoteProxy

Note the following message in the log.

INFO - LogMediator To: /services/StockQuoteProxy, WSAction:
urn:getQuote, SOAPAction: urn:getQuote, ReplyTo:
http://www.w3.org/2005/08/addressing/anonymous, MessageID:
urn:uuid:54205f7d-359b-4e82-9099-0f8e3bf9d014, Direction: request,
stockerrorprop = Couldn't find the endpoint with the key : ep2 

In this example, the property definition, <property name="stockerrorprop" expression="$ctx:ERROR_MESSAGE"/> is equivalent to <property
name="stockerrorprop" expression="get-property('ERROR_MESSAGE')"/>. 

Similarly, you can use $ctx prefix with .Generic Properties
$trp

Prefix used to get the transport headers. For example, to get the transport header named Content-Type of the current message, use the XPath expression 
. HTTP transport headers are not case sensitive. Therefore, $trp:Content-Type and $trp:CONTENT-TYPE are regarded as the same.$trp:Content-Type

We have discussed an example below.

Example of $trp usage:

Deploy the following proxy service. For instructions, see  .Creating a Proxy Service

Note the property, <property name="stockprop" expression="$trp:Content-Type"/> in the configuration, which is used to log the Content-Type
HTTP header of the request message.
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<proxy xmlns="http://ws.apache.org/ns/synapse" name="StockQuoteProxy"
transports="https,http" statistics="disable" trace="disable"
startOnLoad="true">
   <target>
      <inSequence>
         <log>
             <property name="stockprop"
expression="$trp:Content-Type"/>
         </log>
         <send>
            <endpoint>
               <address
uri="http://localhost:9000/services/SimpleStockQuoteService"/>
            </endpoint>
         </send>
      </inSequence>
      <outSequence>
         <send/>
      </outSequence>
   </target>
   <description></description>
</proxy> 

 
Send the following StockQuote request using the sample StockQuote client. For information on working with the sample client, see Using the

.Sample Clients

ant stockquote -Daddurl=http://localhost:8280/services/StockQuoteProxy

 
Note the following message in the log.

[2013-03-18 12:23:14,101] INFO - LogMediator To:
http://localhost:8280/services/StockQuoteProxy, WSAction: urn:getQuote,
SOAPAction: urn:getQuote, ReplyTo:
http://www.w3.org/2005/08/addressing/anonymous, MessageID:
urn:uuid:25a3143a-5b18-4cbb-b8e4-27d4dd1895d2, Direction: request,
stockprop = text/xml; charset=UTF-8 

In this example, the property definition, <property name="stockprop" expression="$trp:Content-Type"/> is equivalent to <property name="stockprop"
expression="get-property('transport','Content-Type')"/>. Similarly, you can use $trp prefix with .HTTP Transport Properties
$url

The prefix used to get the URI element of a request URL.

Example of $url usage:

Create a REST API with the following configuration using instructions given in page .Working with APIs
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<api xmlns="http://ws.apache.org/ns/synapse" name="Editing"
context="/editing">
   <resource methods="GET" uri-template="/edit?a={symbol}&b={value}">
      <inSequence>
         <log level="full">
            <property name="SYMBOL" expression="$url:a"></property>
            <property name="VALUE" expression="$url:b"></property>
         </log>
         <respond></respond>
      </inSequence>
   </resource>
</api>

Send a request to the REST API you created using a browser as follows:

 http://10.100.5.73:8280/editing/edit?a=wso2&b=2.4

You will see the following in the log:
 

LogMediator To: /editing/edit?a=wso2&b=2.4, MessageID:
urn:uuid:36cb5ad7-f150-490d-897a-ee7b86a9307d, Direction: request,
SYMBOL = wso2, VALUE = 2.4, Envelope: <?xml version="1.0"
encoding="utf-8"?><soapenv:Envelope
xmlns:soapenv="http://www.w3.org/2003/05/soap-envelope"><soapenv:Body><
/soapenv:Body></soapenv:Envelope>

$func

The prefix used to refer to a particular parameter value passed externally by an invoker such as the .Call Template Mediator

Example of $func usage:

Add a sequence template with the following configuration. See  for detailed instructions.Adding a New Sequence Template

<template xmlns="http://ws.apache.org/ns/synapse"
name="HelloWordLogger">
   <sequence>
      <log level="full">
         <property xmlns:ns2="http://org.apache.synapse/xsd"
xmlns:ns="http://org.apache.synapse/xsd" name="message"
expression="$func:message"></property>
      </log>
   </sequence>
</template>

Deploy the following proxy service. For instructions, see Creating a Proxy Service.
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<proxy xmlns="http://ws.apache.org/ns/synapse"
       name="StockQuoteProxy"
       transports="https,http"
       statistics="disable"
       trace="disable"
       startOnLoad="true">
   <target>
      <inSequence>
         <call-template target="HelloWorldLogger">
            <with-param name="message" value="HelloWorld"/>
         </call-template>
         <log/>
      </inSequence>
      <outSequence>
         <send/>
      </outSequence>
      <endpoint>
         <address
uri="http://localhost:9000/services/SimpleStockQuoteService"/>
      </endpoint>
   </target>
   <description/>
</proxy>

Send the following StockQuote request using the sample StockQuote client. For information on working with the sample client, see Using the
.Sample Clients

ant stockquote -Daddurl=http://localhost:8280/services/StockQuoteProxy

Note the following message in the log.

LogMediator To: http://localhost:8280/services/StockQuoteProxy,
WSAction: urn:getQuote, SOAPAction: urn:getQuote, ReplyTo:
http://www.w3.org/2005/08/addressing/anonymous, MessageID:
urn:uuid:8d90e21b-b5cc-4a02-98e2-24b324fa704c, Direction: request,
message = HelloWorld

$env

Prefix used to get a   SOAP 1.1 or 1.2 envelope level element. For example, to get the body element from the SOAP envelope, use the  expression $env/*[l
 ocal-name()='Body'] .

Example of $env usage:

Create an API with the following configuration. For information on how to create an API, see  .Working with APIs
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<api context="/soapEnvelopeTest" name="SoapEnvelopeTest">
        <resource url-mapping="/*">
            <inSequence>
                <loopback/>
            </inSequence>
            <outSequence>
                <property name="messageType" scope="axis2"
value="application/xml"/>
                <payloadFactory media-type="xml">
                    <format>
                        <theData xmlns="http://some.namespace">
                            <item>$1</item>
                        </theData>
                    </format>
                    <args>
                        <arg evaluator="xml"
expression="$env/*[local-name()='Body']/*[local-name()='jsonObject']/*"
/>
                </payloadFactory>
                <property name="messageType" scope="axis2"
value="application/json"/>
                <send/>
            </outSequence>
        </resource>
</api>

Send a post request to the API you created (i.e., , with the following http://localhost:8280/soapEnvelopeTest) json payload using a rest client.

 {"content":{ "paramA": "ValueA", "paramB": "valueB" }}

You will receive the following response:

{"theData":{"item":{"content":{"paramA":"ValueA","paramB":"valueB"}}}}

Property Group Mediator

The Property Group Mediator is similar to the . It sets or removes properties on the message context flowing through synapse. However,Property Mediator
unlike the Property mediator, the Property Group mediator handles multiple properties as a group. You can select the property action (i.e., whether the
property must be added to or removed from the message context) for each individual property. Therefore, in a scenario where you need to set/remove
multiple properties, you can add a single Property Group Mediator configuration instead of multiple Property Mediator configurations.

 
Syntax |  | | Configuration Example

Syntax

The Property Group mediator is a  mediator.conditionally content aware

http://localhost:8280/soapEnvelopeTest)
https://docs.wso2.com/display/EI650/ESB+Mediators#ESBMediators-Content-awareness


WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 1339

<propertyGroup>
 <property name="name0" value="value0"/>
 <property name="name1" value="value1"/>
 <property name="name2" value="value2"/>
 ........
</propertyGroup>

Configuration

The Property Group Mediator configuration includes a description and a set of properties grouped together.

In the source view, multiple Property Mediator configurations are enclosed within the  element. You can also add a description in the<propertyGroup>
opening element. (e.g., 

<propertyGroup description="A group of properties to include in the greeting message">).

In the design view, you can configure the Property Group Mediator as follows:

Enter a meaningful description for the property group in the   field.Description
To add a new property, click the   icon.Add a new element

As a result, the  dialog box opens. Here, you can select a predefined property from the list or configure a custom property. ForProperty Mediator
detailed descriptions of the parameters you need to configure for each property, see .Property Mediator - Configurations
To remove a property, click the  icon.Delete selected element(s) 

To arrange the properties in the required order within the property group configuration, you can select any property and then click the following
icons to move it up/down the list.

Example

The following Propert Group Mediator configuration adds the , , and  properties to the message context. It also removes the  From Message To MessageID
property from the context. All four properties are handled together as a group.

https://docs.wso2.com/display/EI650/Property+Mediator#PropertyMediator-Configs
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<propertyGroup description="A group of properties to include in the
greeting.">
    <property action="remove" name="MessageID" scope="default"/>
    <property name="From" scope="default" type="STRING" value=""/>
    <property name="Message" scope="default" type="STRING"
value="Welcome to XXX group!"/>
    <property name="To" scope="default" type="STRING" value=""/>
</propertyGroup>

Publish Event Mediator

The  constructs events and publishes them to different systems such as BAM and CEP. This is done via event sinks.Publish Event mediator 

Syntax |  | Configuration Example

Syntax

<publishEvent>
    <eventSink>String</eventSink>
    <streamName>String</streamName>
    <streamVersion>String</streamVersion>
    <attributes>
        <meta>
            <attribute name="string" type="dataType" default=""
(value="literal" | expression="[XPath") />
        </meta>
        <correlation>
             <attribute name="string" type="dataType" default=""
(value="literal" | expression="[XPath") />
        </correlation>
        <payload>
             <attribute name="string" type="dataType" default=""
(value="literal" | expression="[XPath") />
        </payload>
 <arbitrary>
             <attribute name="string" type="dataType" default=""
value="literal" />
        </arbitrary>
    </attributes>
</publishEvent>

Configuration

Parameters that can be configured for the Publish Event mediator are as follows.

Parameter Name Description

Stream Name The name of the stream to be used for sending data.

Stream Version The version of the stream to be used for sending data.

The Publish Event mediator is a  mediator.content-aware

https://docs.wso2.com/display/EI650/ESB+Mediators#ESBMediators-Content-awareness
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EventSink The name of the event sink to which the events should be published.

You can add the following four types of attributes to a Publish Event mediator configuration.

Meta Attributes: The list of attributes which are included in the Meta section of the event.
Correlated Attributes: The list of attributes that are included in the Correlated section of the event.

: The list of attributes that are included in the Payload section of the event.Payload Attributes
: The list of attributes that are included in the Arbitrary section of the event. Arbitrary Attributes

The parameters that are available to configure an individual attribute are as follows.

Parameter Name Description

Attribute Name The name of the attribute.

Attribute Value This parameter specifies whether the value of the attribute should be a static value or an expression.

Value: Select this if the attribute value should be a static value, and enter the relevant value in the Value/Expr
parameter.ession 

Expression: Select this if the attribute value should be evaluated via an XPath expression, and enter the
relevant expression in the parameter.Value/Expression 

Value/Expression The value of the attribute. You can enter a static value, or an expression to evaluate the value depending on the
selection made in the  parameter.Attribute Value

Type The data type of the attribute.

Action Click  in the relevant row to delete an attribute.Delete

Example

In this configuration, the Publish Event mediator uses four attributes to extract information from . This information is published in an eventthe ESB profile
sink in  named .the ESB profile sample_event_sink

<publishEvent>
  <eventSink>sample_event_sink</eventSink>
  <streamName>stream_88</streamName>
  <streamVersion>1.1.2</streamVersion>
  <attributes>
     <meta>
        <attribute name="http_method"
                   type="STRING"
                   defaultValue=""
                   expression="get-property('axis2', 'HTTP_METHOD')"/>
        <attribute name="destination"
                   type="STRING"
                   defaultValue=""
                   expression="get-property('To')"/>
     </meta>
     <correlation>
        <attribute name="date"
                   type="STRING"
                   defaultValue=""
                   expression="get-property('SYSTEM_DATE')"/>
     </correlation>
     <payload>
        <attribute xmlns:m0="http://services.samples"
                   name="symbol"
                   type="STRING"
                   defaultValue=""
                  
expression="$body/m0:getQuote/m0:request/m0:symbol"/>
     </payload>
  </attributes>
</publishEvent>
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Respond Mediator

The  stops the processingRespond Mediator  on the current message and sends the message back to the client as a response. 

Syntax |  | Configuration Example

Syntax

The respond token refers to a < > element, which is used to stop further processing of a message and send the message back to the client.respond

<respond/>

Configuration

As with other mediators, after adding the Respond mediator to a sequence, you can click its up and down arrows to move its location in the sequence.

Example

Assume that you have a configuration that sends the request to the Stock Quote service and changes the response value when the symbol is WSO2 or
CRF. Also assume that you want to temporarily change the configuration so that if the symbol is CRF,   just sends the message back to thethe ESB profile
client without sending it to the Stock Quote service or performing any additional processing. To achieve this, you can add the Respond mediator at the
beginning of the CRF case as shown below. All the configuration after the Respond mediator is ignored. As a result, the rest of the CRF case configuration
is left intact, allowing you to revert to the original behavior in the future by removing the Respond mediator if required.
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<definitions xmlns="http://ws.apache.org/ns/synapse">
  <sequence name="main">
    <in>
      <switch source="//m0:getQuote/m0:request/m0:symbol"
xmlns:m0="http://services.samples">
        <case regex="WSO2">
          <property name="symbol" value="Great stock - WSO2"/>
          <send>
            <endpoint>
              <address
uri="http://localhost:9000/services/SimpleStockQuoteService"/>
            </endpoint>
          </send>
        </case>
        <case regex="CRF">

          <respond/>

          <property name="symbol" value="Are you sure? - CRF"/>
            <send>
              <endpoint>
                <address
uri="http://localhost:9000/services/SimpleStockQuoteService"/>
              </endpoint>
            </send>
        </case>
        <default>
          <property name="symbol"
            expression="fn:concat('Normal Stock - ',
//m0:getQuote/m0:request/m0:symbol)"
xmlns:m0="http://services.samples"/>
        </default>
      </switch>
    </in>
    <out>
      <send/>
    </out>
  </sequence>
</definitions>

Rule Mediator

The integrates the WSO2 Rules component to the  in order to define dynamic integration decisions in terms of rules.Rule Mediator  the ESB profile

The Rule mediator uses an XML message as an input and produces a processed XML message after applying a set of rules. The result xml message can
be used as the new soap body message. Alternatively, the information in the processed XML message can be used route the message or do any further
processing. or the information can be used to route the message. The use the information to route the message or do any other processing.

Syntax |  | Configuration Examples

Syntax

The Rule mediator is a  mediator.content aware

https://docs.wso2.com/display/EI650/ESB+Mediators#ESBMediators-Content-awareness
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<rule>

    <ruleset>
        <source [ key="xs:string" ]>
            [ in-Lined ]
        </source>
        <creation>
            <property name="xs:string" value="xs:string"/>*
        </creation>
    </ruleset>

    <session type="[stateless|stateful]"/>*

    <facts>
        <fact name="xs:string" type="xs:string" expression="xs:string"
value="xs:string"/>+
    </facts>

    <results>
        <result name="xs:string" type="xs:string"
expression="xs:string" value="xs:string"/>*
    </results>

    [ <childMediators>
        <mediator/>*
      </childMediators> ]

  </rule>

Configuration

The parameters available to configure the Rule mediator are categorised into the following main elements.
Source

This section is used to enter the source from which the XML input for the mediator should be taken.

The parameters available in this section are as follows.

Parameter Name Description

Value This parameter can be used to enter a static value as the source.

XPath This parameter enables you to use an XPath expression to obtain the input facts of the message from a SOAP
body, a SOAP header or a property. This XPath expression can be used to specify the message path for the
relevant fact type even when creating fact objects.

Target

This section is used to enter details of the destination to which the result of the mediation should be added.

The parameters available in this section are as follows.

Parameter Name Description

Value This parameter is used to enter a static value to specify the location go which the resulting message should be
added.

Result Xpath This parameter is used to derive the location to which the resulting message should be added via an Xpath
expression.

Xpath This parameter is used to enter a Xpath expression to specify a part of the generated result XML to be added to the
target.

Action This parameter is used to specify whether the result XML should replace the target, or whether it should be added
as a child or a sibling.
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Rule Set

The rule set contains the rules that apply to the input and output facts based on which WSO2 BRS can create the web service WSDL. input facts are the
facts that are sent by the rule service client and the output facts are the facts which are received by the client.

The parameters available in this section are as follows.

Parameter Name Description

Rule Script As This parameter is used to specify how you want to enter the rule script. Possible options are as follows.

In-Lined: If this is selected, the rule script can be added within the mediator configuration.
Key: If this is selected, the rule script can be saved in the  and accessed via a key.Registry
URL: If this is selected, you can refer to a rule script via a URL.

Rule Type This parameter is used to specify whether the rule type is or .Regular Decision Table

Input Facts

Input facts are facts that are sent by the rule service client. This section contains parameters that can be used to configure the input facts. Values should be
defined for the following parameters before you add the individual input facts.

Parameter Name Description

Wrapper Name The name of the wrapping element for all the facts.

NameSpace The namespace for the wrapping element.

You can click   to add an input fact. Add a Fact

The parameters available to configure an input fact are as follows.

Parameter Name Description

Type The fact type. You can select any of the .registered fact types

Element Name The element name of the fact in the XML configuration.

NameSpace The namespace for the element.

XPath This parameter can be used to enter an XPath expression to create an input fact using a part of the input XML.

NS Editor Click this link to edit the namespaces. Then the  Namespace Editor panel would appear where you can provide any
number of namespace prefixes and URLs used in the XPath expression. 

Action This parameter can be used to delete and existing fact.

Output Facts

Output facts are the facts received by the rule service client after the rules in the rule set are applied.

Parameter Name Description

If the rule set is non-XML, you may need to wrap it with a CDATA section inside a XML tag as shown in
the example below.

<X><![CDATA[ native code]]></X>

Note
The key or inline Rule script must be defined. Otherwise, the Rule Mediator configuration will be invalid.

https://docs.wso2.com/display/EI650/Product+Administration#ProductAdministration-Configuringtheregistry
http://www.1keydata.com/datawarehousing/fact-table-types.html
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Wrapper Name The name of the wrapping element for all the output facts.

NameSpace The namespace for the wrapping element.

You can click  to add an output fact. Add a Fact 

The parameters available to configure an output fact are as follows.

Parameter Name Description

Type The fact type. You can select any of the  registered fact types .

Element Name The fact type. You can select any of the  registered fact types .

NameSpace The namespace of the element.

Action This parameter can be used to delete and existing fact.

Examples

In this example, the rule script is picked from the registry with key  . There is one fact and it is a string variable. Its value is calculatedrule/sample.xml
from the current SOAP message using an expression. The Rule engine uses these facts to decide what rules should be applied.

<rule>
        <ruleset>
        <source key="rule/sample.xml"/>
        </ruleset>
        <facts>
            <fact name="symbol" type="java.lang.String"
                 
expression="//m0:getQuote/m0:request/m0:symbol/child::text()"
                  xmlns:m0="http://services.samples"/>
        </facts>
        <childMediators>
            <send>
                <endpoint>
                    <address
uri="http://localhost:9000/services/SimpleStockQuoteService"/>
                </endpoint>
            </send>
                <drop/>
        </childMediators>

</rule>

Script Mediator

The   is used to invoke the functions of a variety of scripting languages such as JavaScript, Groovy, or Ruby.Script Mediator

A Script mediator can be created in one of the following methods.

With the script program statements stored in a separate file, referenced via the .Local or Remote Registry entry
With the script program statements embedded inline within the Synapse configuration.

The   WSO2 EI uses Rhino engine to execute JavaScripts. Rhino engine converts the script to a method inside a Java class.ESB  profile of 
Therefore, when processing large JSON data volumes, the code length must be less than 65536 characters, since the Script mediator converts
the payload into a Java object. However, you can use the following alternative options to process large JSON data volumes.

Achieve the same functionality via a .Class mediator
If the original message consists of repetitive sections, you can use the   Iterate mediator  to generate a relatively small payload using
those repetitive sections. This will then allow you to use the Script mediator.

Script Mediator NashornFrom WSO2 EI 6.2.0 onwards, the   supports using   to execute JavaScripts, in addition to its default Rhino
engine. For more information, see .Script Mediator with Nashorn Support

http://www.1keydata.com/datawarehousing/fact-table-types.html
http://www.1keydata.com/datawarehousing/fact-table-types.html
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Synapse uses the Apache  for scripting language support. Any script language supported by BSF may be used to implement theBean Scripting Framework
Synapse Mediator. With the Script Mediator, you can invoke a function in the corresponding script. With these functions, it is possible to access the
Synapse predefined in a script variable named . The  variable represents an implementation of the , named mc mc MessageContext ScriptMessageCont

, which contains the following methods that can be accessed within the script as .ext.java mc.methodName

Return? Method Name Description

Yes getPayloadXML() This gets an XML representation of SOAP Body
payload.

No setPayloadXML(payload) This sets the SOAP body payload from XML.

No addHeader(mustUnderstand, content) This adds a new SOAP header to the message.

Yes getEnvelopeXML() This gets the XML representation of the complete SOAP
envelope.

No setTo(reference) This is used to set the value which specifies the receiver
of the message.

Yes setFaultTo(reference) This is used to set the value which specifies the receiver
of the faults relating to the message.

No setFrom(reference) This is used to set the value which specifies the sender
of the message.

No setReplyTo(reference) This is used to set the value which specifies the receiver
of the replies to the message.

Yes getPayloadJSON() This gets the JSON representation of a SOAP Body
payload.

No setPayloadJSON( )payload This sets the JSON representation of a payload
obtained via the  method and setsgetPayloadJSON()
it in the current message context.

Yes getProperty(name) This gets a property from the current message context.

No setProperty(key, value) This is used to set a property in the current message
context. The previously set property values are replaced
by this method.

Implementing a Mediator with a script language has advantages over using the built-in Synapse Mediator types or implementing a custom Java class
Mediator. The Script Mediators have the flexibility of a class Mediator with access to the Synapse  and  APIs.MessageContext SynapseEnvironment
Also, the ease of use and dynamic nature of scripting languages allow the rapid development and prototyping of custom mediators. An additional benefit of
some scripting languages is that they have very simple and elegant XML manipulation capabilities, which make them very usable in a Synapse mediation
environment. e.g., JavaScript E4X or Ruby REXML.

For both types of script mediator definitions, the  passed into the script has additional methods over the standard Synapse MessageContext MessageCon
 to enable working with XML natural to the scripting language. Example are when using JavaScript  and ,  XMLtext getPayloadXML setPayloadXML E4X

objects and when using Ruby, REXML documents.

Prerequisites |  |  | Syntax Configuration Examples

Prerequisites

Listed below are the prerequisites for writing a Script mediator using JavaScript, Groovy, or Ruby.

Scripting Language Prerequisite

Groovy Download the groovy-all  file and copy it to the   directory. Note that -2.4.4.jar  dropins<EI_HOME>/ when you
, you need to start by importing Groovy.define the script

Ruby Install the JRuby engine for mediation. This is available in the WSO2 P2 repository as a feature (WSO2 Carbon -
). See the instructions on .JRuby Engine for Mediation how to install features in WSO2 EI

Alternatively, you can download and install the JRuby engine manually: Download the jruby-complete-1.3.0.
 file from the WSO2 P2 repository and copy it to the   directory.wso2v1.jar  dropins<EI_HOME>/

JavaScript The JavaScript/E4X support is enabled by default in the WSO2 Enterprise Integrator distribution and ready for use.

The Script mediator is a  mediator.content-aware

http://jakarta.apache.org/bsf/
https://docs.wso2.com/display/EI650/Product+Administration#ProductAdministration-managing_features
https://docs.wso2.com/display/EI650/ESB+Mediators#ESBMediators-Content-awareness
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Syntax

Click on the relevant tab to view the syntax for a script mediator using an Inline script, or a script mediator using a script of a registry
Using an Inline script

The following syntax applies when you create a Script mediator with the script program statements embedded inline within the Synapse configuration.

<script language="js"><![CDATA[...script source code...]]></script>

Using a script of the registry

The following syntax applies when you create a Script mediator with the script program statements stored in a separate file, referenced via the Local or
.Remote Registry entry

If you are creating the Registry Resource via Tooling, you need not specify the content/media type, because it gets automatically applied when
you select the  as shown below.JavaScript File Template
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<script key="string" language="js" [function="script-function-name"]>
    <include key="string"/>
</script>

Configuration

Click on the relevant tab to view the required UI configuration depending on the script type you have selected. The available script types are as follows:

Inline: If this script type is selected, the script is specified inline.
Registry: If this script type is selected, a script which is already saved in the registry will be referred using a key.

Inline

The parameters available to configure a Script mediator using an inline script are as follows.

Parameter Name Description

Language The scripting language for the Script mediator. You can select from the following available languages.

JavaScript - This is represented as  in the source view.js
Groovy - This is represented as  in the source view.groovy
Ruby - This is represented as  in the source view.rb

 Source Enter the source in this parameter.

Note: If you are using Groovy as the scripting language, you need to first import Groovy in your script by adding the
following:

import groovy.json.*;

Using a script of the registry

The parameters available to configure a Script mediator using a script saved in the registry are as follows.

Parameter Name Description

Language The scripting language for the Script mediator. You can select from the following available languages.

JavaScript - This is represented as  in the source view.js
Groovy - This is represented as  in the source view.  Be sure that your script starts with thegroovy Note:
following, which indicates that Groovy is imported:

import groovy.json.*;

Ruby - This is represented as  in the source view.rb

Function The function of the selected script language to be invoked. This is an optional parameter. If no value is specified, a
default function named  will be applied. This function considers the Synapse MessageContext as a singlemediate
parameter. The function may return a boolean. If it does not, then the value  is assumed and the Scripttrue
mediator returns this value.

Key Type You can select one of the following options.

Static Key: If this is selected, an existing key can be selected from the registry for the  parameter.Key
Dynamic Key: If this is selected, the key can be entered dynamically in the  parameter.Key

Key The Registry  location of the source. You can click either  or the  toConfiguration Registry Governance Registry
select the source from the resource tree.
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Include keys This parameter allows you to include functions defined in two or more scripts your Script mediator configuration.
After pointing to one script in the  parameter, you can click to add the function in anotherKey Add Include Key 
script.

When you click  , the following parameters will be displayed. Enter the script to be included in theAdd Include   Key
 parameter by clicking   and then selecting theKey either Configuration Registry or the Governance Registry

relevant script from the resource tree.

Examples

Example 1 - Using an inline script
Example 2 - Using a script saved in the registry
Example 3 - Adding an Include key
Example 4 - Adding a custom SOAP header
Example per method
Samples

Example 1 - Using an inline script

The following configuration is an example of an inline mediator using   which returns false if the SOAP message body contains anJavaScript/E4X
element named  , which has a value of  .symbol IBM

<script language="js"><![CDATA[mc.getPayloadXML()..symbol !=
"IBM";]]></script>

Example 2 - Using a script saved in the registry

In the following example, script is loaded from the registry by using the key  . repository/conf/sample/resources/script/test.js

<script language="js"
    key="repository/conf/sample/resources/script/test.js"
    function="testFunction"/>

script language="js" indicates that the function invoked should be in the JavaScript language. The function named testFunction which is invoked
should be saved as a resource in the  . The script can be as shown in the example below.Registry

function testFunction(mc) {
     var symbol = mc.getPayloadXML()..*::Code.toString();
     mc.setPayloadXML(
        <m:getQuote xmlns:m="http://services.samples/xsd">
           <m:request>
              <m:symbol>{symbol}</m:symbol>
           </m:request>
        </m:getQuote>);
}

Example 3 - Adding an Include key

The following configuration has an  .include key

https://docs.wso2.com/display/EI650/Product+Administration#ProductAdministration-Configuringtheregistry


WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 1351

<script language="js" key="stockquoteScript"
function="transformRequest">
 <include key="sampleScript"/>
</script>

The script is written in JavaScript. The function to be executed is  . This function may be as follows in a script saved in the  .transformRequest Registry

// stockquoteTransform.js
function transformRequest(mc) {
transformRequestFunction(mc);
}

function transformResponse(mc) {
transformResponseFunction(mc);
}

In addition, the function in the script named   which is included in the mediation configuration via the   sampleScript   sub element include key is also

   Registryexecuted in the mediation. Note that in order to do this,   sampleScript  script should also be saved as a resource in the  . This script can be as

follows.

// sample.js
function transformRequestFunction(mc) {
var symbol = mc.getPayloadXML()..*::Code.toString();
mc.setPayloadXML(
 <m:getquote m="http://services.samples">
  <m:request>
   <m:symbol>{symbol}</m:symbol>
  </m:request>
 </m:getquote>);
}
 
function transformResponse(mc) {
var symbol = mc.getPayloadXML()..*::symbol.toString();
var price = mc.getPayloadXML()..*::last.toString();
mc.setPayloadXML(
 <m:checkpriceresponse m="http://services.samples/xsd">
  <m:code>{symbol}</m:code>
  <m:price>{price}</m:price>
 </m:checkpriceresponse>);
}

Example 4 - Adding a custom SOAP header

You can add custom SOAP headers to a request by using the   of the Script Mediator in a proxy service asaddHeader(mustUnderstand, content)
shown in the example below.

https://docs.wso2.com/display/EI650/Product+Administration#ProductAdministration-Configuringtheregistry
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<proxy xmlns="http://ws.apache.org/ns/synapse"
       name="CustomSOAPHeaderProxy"
       startOnLoad="true"
       statistics="disable"
       trace="disable"
       transports="http,https">
   <target>
      <inSequence>
         <log level="full">
            <property name="Message" value="IncomingRequest"/>
         </log>
         <script language="js">mc.addHeader(false,
&lt;ns:sampleCustomHeader
xmlns:ns="gsb:http://wso2.org/sample"&gt;&lt;ns:customInfo&gt;CustomHea
der&lt;/ns:customInfo&gt;&lt;/ns:sampleCustomHeader&gt;);</script>
         <log level="full">
            <property name="Message" value="UpdatedMessage"/>
         </log>
         <drop/>
      </inSequence>
   </target>
   <description/>
</proxy>

Example per method

The following table contains examples of how some of the commonly used methods can be included in the script invoked by the following sample Script
mediator configuration.

<script language="js"
                 key="conf:/repository/EI/transform.js"
                 function="transform"/>

Return? Method Name Example

Yes getPayloadXML() The script invoked can be as follows.

// sample.js02.function transformRequestFunction(mc) {
var symbol = mc.getPayloadXML()..*::Code.toString();
mc.setPayloadXML(
 <m:getquote m="http://services.samples">
  <m:request>
   <m:symbol>{symbol}</m:symbol>
  </m:request>
 </m:getquote>);
}

mc.getPayloadXML() returns the response received
in XML form.
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No setPayloadXML(payload) See the example above for the  metgetPayloadXML()
hod.  mc.setPayloadXML( <m:getquote

m="http://services.samples"> <m:request> 

 <m:symbol>{symbol}</m:symbol </m:request>

 </m:getquote>  is used in that script to set the XML)

representation of the SOAP body (obtained using the ge
 method) to the current messagetPayloadXML()

context.

No addHeader(mustUnderstand, Object content) The script invoked can be as follows.

<script language="js"> 
<![CDATA[
var wsse = new
Namespace('http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wsse
curity-secext-1.0.xsd'); 
var envelope = mc.getEnvelopeXML(); 
var username = envelope..wsse::Username.toString(); 
var password = envelope..wsse::Password.toString();   
mc.addHeader(false,
<urn:AuthenticationInfo><urn:userName>{username}</urn:userName><urn:pas
sword>{password}</urn:password></urn:AuthenticationInfo>); 
]]>
</script> 

The  method configured asaddHeader

mc.addHeader(false,
<urn:AuthenticationInfo><urn:userName>{us
ername}</urn:userName><urn:password>{pass
word}</urn:password></urn:AuthenticationI
nfo>) in the above script is used to extract user name
and password values included in the request and add
them to the header structure required for the backend
service.

No getEnvelopeXML() The script invoked can be as follows.

<script language="js"> 
<![CDATA[
var wsse = new
Namespace('http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wsse
curity-secext-1.0.xsd'); 
var envelope = mc.getEnvelopeXML(); 
var username = envelope..wsse::Username.toString(); 
var password = envelope..wsse::Password.toString();   
mc.addHeader(false,
<urn:AuthenticationInfo><urn:userName>{username}</urn:userName><urn:pas
sword>{password}</urn:password></urn:AuthenticationInfo>); ]]>
</script> 

See more at:
http://sajithblogs.blogspot.com/2013/08/w
so2-EI-adding-complex-soap-headers-to.htm
l#sthash.jqpiEmf0.dpuf
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Yes getPayloadJSON() The script invoked can be as follows.

function transform(mc) {
    payload = mc.getPayloadJSON();
    results = payload.results;
    var response = new Array();
    for (i = 0; i < results.length; ++i) {
        location_object = results[i];
        l = new Object();
        l.name = location_object.name;
        l.tags = location_object.types;
        l.id = "ID:" + (location_object.id);
        response[i] = l;
    }
    mc.setPayloadJSON(response);
}

mc.getPayloadJSON() returns the JSON payload
(received as the response) as a JavaScript object. This
object can be manipulated as a normal JavaScript
variable within a script as shown in the above JavaScript
code. See  for further information aboutJSON Support
how this script is used.

No setPayloadJSON(payload) See the example script for the  megetPayloadJSON()
thod.

The   method can be used tomc.setPayloadJSON()
replace the existing payload with a new payload. In the
above script, we build a new array object by using the
fields of the incoming JSON payload and set that array
object as the new payload.  See JSON Support for
further information about how this script is used

Yes getProperty (name) The script invoked can be as follows.

<script language="js">
<![CDATA[
 var time1 = mc.getProperty("TIME_1");
 var time2 = mc.getProperty("TIME_2");
 var timeTaken = time2 - time1;
 print("Time Duration :  " + timeTaken + " ms ");
 mc.setProperty("RESPONSE_TIME", timeTaken);
]]>
</script>

In this example, the  getProperty method is used to
get two time durations. The difference between the two

 time durations is calculated and the setProperty met
hod is used to set this difference in the message
context.

https://docs.wso2.com/display/EI650/Working+with+JSON+Message+Payloads#WorkingwithJSONMessagePayloads-Script
https://docs.wso2.com/display/EI650/Working+with+JSON+Message+Payloads#WorkingwithJSONMessagePayloads-Script
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No setProperty(property) See the example for the  getProperty method. The se
 method is used to set the response timetProperty

calculated from the time durations obtained (using the g
 etProperty method) in the message context.

Samples

The following samples demonstrate how to use the Script mediator.

Sample 350: Introduction to the Script Mediator Using JavaScript
Sample 351: Inline script mediation with JavaScript
Sample 352: Accessing Synapse message context API using a scripting language 
Sample 353: Using Ruby Scripts for Mediation
Sample 354: Using Inline Ruby Scripts for Mediation 

See also   Sample 441: Converting JSON to XML Using JavaScript

Script Mediator with Nashorn Support

From WSO2 EI 6.2.0 onwards, the  of the ESB profile uses  to execute JavaScripts in addition to its default Rhino engine. Script Mediator Nashorn You can
perform all Script Mediator functionalities that the Rhino engine provides, with the Nashorn engine as well.

The Rhino engine uses E4X XML objects to handle XML payloads. However,   in the Nashorn engine. Instead, Nashorn supports theE4X is deprecated
AXIOM XML parser to parse XML streams. You can use the   method to parse an XML stream into angetParsedOMElement(InputStream stream)
OMElement, and the  method to retrieve the AXIOMXPath using an Xpath query expression to access andgetXpathResult(String expression)
modify it.

The XPath equivalents for a few common XML navigation operations are as follows.

Operation XPath expression E4X equivalent

Select all the children of an element element/* element.*

Select all the attributes of element element/@* element.@*

Select all the descendants (children, grandchildren, etc.) of
an element

element//descendent element..descendent

In    due to a Rhino enginethe  ESB  profile
upgrade, when strings are concatenated and
set as a property in the message context, you
need to use the toString() method to convert
the result to a string.

In the following example,  anvar result = "a"
d then . When = result + "b"result
concatenating these strings, the script
invoked needs to be as follows:

<script language="js">
<![CDATA[
{var result = "a";
 result = result + "b";
 mc.setProperty('result_str', result.toString()); 
}]]>
</script>

You need to install JDK 8 version update 112 or later to use Nashorn support, If not, you get the following exception when you call the setPayl
oadJSON() method: java.lang.ClassCastException: jdk.nashorn.internal.runtime.Undefined cannot be cast to
java.lang.String

For more information, see , which is fixed in the bug that causes this JDK 8 version update 112 or later.

https://docs.wso2.com/display/EI6xx/Sample+350%3A+Introduction+to+the+Script+Mediator+Using+JavaScript
https://docs.wso2.com/display/EI6xx/Sample+351%3A+Inline+script+mediation+with+JavaScript
https://docs.wso2.com/display/EI6xx/Sample+352%3A+Accessing+Synapse+message+context+API+using+a+scripting+language
https://docs.wso2.com/enterprise-service-bus/Sample+352%3A+Accessing+Synapse+message+context+API+using+a+scripting+language
https://docs.wso2.com/display/EI6xx/Sample+353%3A+Using+Ruby+Scripts+for+Mediation
https://docs.wso2.com/display/EI6xx/Sample+354%3A+Using+Inline+Ruby+Scripts+for+Mediation
https://docs.wso2.com/enterprise-service-bus/Sample+354%3A+Using+Inline+Ruby+Scripts+for+Mediation
https://docs.wso2.com/display/EI6xx/Sample+441%3A+Converting+JSON+to+XML+Using+JavaScript
https://docs.wso2.com/enterprise-service-bus/Sample+441%3A+Converting+JSON+to+XML+Using+JavaScript
http://www.oracle.com/technetwork/articles/java/jf14-nashorn-2126515.html
https://developer.mozilla.org/en-US/docs/Archive/Web/E4X/Processing_XML_with_E4X
http://bugs.java.com/bugdatabase/view_bug.do?bug_id=8157160
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Select the parent of an element .. or parent::element element.parent()

Select a specific child (e.g. of an element, wherefoo:bar ) 
'foo' is the prefix of a declared namespace

xmlns:foo="..." element/foo:bar var foo = new
Namespace(...);

element.foo::bar

Return the full name (including prefixes if available) of an
element

name(element) element.name()

Return the local name of an element local-name(element) element.localName()

Return the namespace URI of an element (if available) namespace-uri(element) element.namespace()

Return the collection of namespaces.

For E4X: returns as an Array of Namespace objects
For XPath: returns as a set of Namespaces nodes

element/namespace::* element.inScopeNamespaces(
)

Return the processing instructions of the specified children
of an element (returns all if omitted)

element/processing-instructions(name) element.processingInstruct
ions(name)

Return the concatenated text nodes of anand descendants 
element

string(element) stringValue(element);

You can create a Script mediator with Nashorn support using one of the following methods.

Store the JavaScript program statements in a separate file, and refer it via a  .Local or Remote Registry entry
Embed the JavaScript program statements inline within the Synapse configuration.

You can invoke a function within the corresponding script using the Script Mediator. Hence, you can predefine the Synapse configuration in a script variable
named , and access it via these functions.  mc The  variable represents an implementation of the MessageComc  NashornScriptMessageContext.java
ntext. It is an implementation of the  interface, which contains the following methods. You can access these methods within theScriptMessageContext
script (e.g., ).mc.methodName

Method name Description If a value is returned or not

getParsedOMElement(stream
)

Converts the input stream of an XML String or document
into an OMElement. This is useful to traverse the XML
document.

Yes

getXpathResult(expression
)

Converts a String, which represents an Xpath
expression into an AXIOM Xpath. This is useful to
traverse the XML document.

Yes

addHeader(mustUnderstand,
content)

Adds a new SOAP header to the message. Content can
be XML, String, parsed w3c.dom.Document, or an
OMElement returned by the getParsedOMElement(s

 method.tream)

No

getEnvelopeXML() Retrieves the XML representation of the complete
SOAP envelope.

Yes

getPayloadJSON() the JSON representation of a SOAP BodyRetrieves 
payload.

Yes

getPayloadXML()  the XML representation of a SOAP BodyRetrieves
payload. This method Returns a OMElement so the user
can directly access elements using Xpath.

Yes

getProperty(name)  a specified property from the current messageRetrieves
context.

Yes

setPayloadJSON(payload) Sets the JSON representation of a payload obtained via
the  method in the currentgetPayloadJSON()
message context.

No

setPayloadXML(payload) Sets the SOAP body payload from the XML.  Payload
can be XML, String, parsed w3c.dom.Document or an
OMElement returned by the getParsedOMElement(s

 method.  tream)

No

setProperty(key, value) Replaces the existing property values a property in the
current message context.

No

The Script Mediator has the flexibility of a class Mediator, with access to the Synapse Message Context and Synapse Environment APIs. For both types of

https://docs.wso2.com/display/EI620/Working+with+Local+Registry+Entries
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script mediator definitions, the Message Context passed into the script has additional methods over the standard Synapse Message Context, to enable
working with natural XML to JavaScript.

Syntax |  | Configuration Examples

Syntax

Click on the relevant tab to view the syntax for a script mediator using an Inline script, or a script mediator using a script of the Registry.
Using an Inline script

The following syntax applies when you create a Script mediator with the script program statements embedded inline within the Synapse configuration.

<script language="nashornJs"><![CDATA[......Nashorn JavaScript source
code…….. ]]></script>

Using a script in the Registry

The following syntax applies when you create a Script mediator with the script program statements stored in a separate file, referenced via the Local or
. This uses a key to refer to a Remote Registry entry script, which is already saved in the Registry.

<script key="string" language="nashornJs"
[function="script-function-name"]>
    <include key="string"/>
</script>

Configuration

Click on the relevant tab to view the required UI configuration depending on the script type you have selected. The available script types are as follows:

Inline: If this script type is selected, the script is specified inline.
Registry Key: If this script type is selected, a script which is already saved in the registry will be referred using a key.

Inline

The parameters available to configure a Script mediator using an inline script are as follows.

Parameter Name Description

Language The scripting language for the Script mediator. You can select from the following available languages.

JavaScript - This is represented as  in the source view.js
Groovy - This is represented as  in the source view.groovy
Ruby - This is represented as  in the source view.rb

 Source  Enter the source in this parameter.

Using a script in the Registry

The parameters available to configure a Script mediator using a script saved in the registry are as follows.

Parameter Name Description

Language The scripting language for the Script mediator. You can select from the following available languages.

JavaScript - This is represented as  in the source view.js
Groovy - This is represented as  in the source view.groovy
Ruby - This is represented as  in the source view.rb

The Script mediator is a  mediator.content aware

https://docs.wso2.com/display/EI620/Working+with+Local+Registry+Entries
https://docs.wso2.com/display/EI620/Working+with+Local+Registry+Entries
https://docs.wso2.com/display/ei620/Mediators#Mediators-Content-awareness
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Function The function of the selected script language to be invoked. This is an optional parameter. If no value is specified, a
default function named  will be applied. This function considers the Synapse MessageContext as a singlemediate
parameter. The function may return a boolean. If it does not, then the value  is assumed and the Scripttrue
mediator returns this value.

Key Type You can select one of the following options.

Static Key: If this is selected, an existing key can be selected from the registry for the  parameter.Key
Dynamic Key: If this is selected, the key can be entered dynamically in the  parameter.Key

Key The Registry location of the source. You can click either  or the  toConfiguration Registry Governance Registry
select the source from the resource tree.

Include keys This parameter allows you to include functions defined in two or more scripts your Script mediator configuration.
After pointing to one script in the  parameter, you can click to add the function in anotherKey Add Include Key 
script.

When you click   , the following parameters will be displayed. Enter the script to be included in theAdd Include Key
 parameter by clicking either  or the  and then selecting theKey Configuration Registry Governance Registry

relevant script from the resource tree.

Examples

 Example 1 - Using an inline script
Example 2 - Using a script saved in the registry
Examples for methods

Assume the below SOAP envelope for the following examples:

<?xml version='1.0' encoding='utf-8'?>
<soapenv:Envelope
xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/">
<soapenv:Header>
<AuthenticationInfo xmlns="http://www.x" soapenv:mustUnderstand="0">
<userName>”wso2”</userName>
<password>”wso2”</password>
</AuthenticationInfo>
</soapenv:Header>
<soapenv:Body>
<company>
 <staff id="1001">
  <firstname>”yong”</firstname>
  <lastname>”mook kim”</lastname>
  <nickname>”mkyong”</nickname>
  <salary>100000</salary>
 </staff>
 <staff id="2001">
  <firstname> “low”</firstname>
  <lastname>”yin fong”</lastname>
  <nickname>”fong fong”</nickname>
  <salary>200000</salary>
 </staff>
</company>
</soapenv:Body>
</soapenv:Envelope>

 Example 1 - Using an inline script

The following configuration is an example of using a Nashorn JavaScript script inline in the Script Mediator. In this script, you get the message payload in
XML and you use an Xpath query to access the elements of it.
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<script language="nashornJs"><![CDATA[var symbol = mc.getPayloadXML();
var expression = "//firstname";
var xpath = mc.getXpathResult(expression);
var c1l = xpath.selectNodes(symbol);
var first_name = c1l.get(0).getText();
]]></script>

Example 2 - Using a script saved in the registry

In the following example, the script is loaded from the Registry using the key .repository/conf/sample/resources/script/test.js

<script language="nashornJs"
    key="repository/conf/sample/resources/script/test.js"
    function="testFunction"/>

The  property indicates that the invoked function should be in the Nashorn JavaScript language. You need to save thescript language="nashornJs"
function named , which is invoked in the above example as a resource in the Registry. Following is an example for the script of thetestFunction
function.

function testFunction(mc) {
var symbol = mc.getPayloadXML();
var expression = "//firstname";
var xpath = mc.getXpathResult(expression);
var c1l = xpath.selectNodes(symbol);
var first_name = c1l.get(0).getText();
}

Examples for methods

The following  examples show how you can include Script Mediator configuration  some of the commonly used methods in the script.invoked 

Methods SOAP envelope Sample Script Mediator
configuration
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setPayloadXML(payload)
getPayloadXML(mustUnderstand,
content)
addHeader()
getEnvelopeXML()
getXpathResult(expression)
getParsedOMElement(stream)

<?xml version='1.0' encoding='utf-8'?>
<soapenv:Envelope
xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/">
<soapenv:Header>
<AuthenticationInfo xmlns="http://www.x" soapenv:mustUnderstand="0">
<userName>”wso2”</userName>
<password>”wso2”</password>
</AuthenticationInfo>
</soapenv:Header>
<soapenv:Body>
<company>
 <staff id="1001">
  <firstname>”yong”</firstname>
  <lastname>”mook kim”</lastname>
  <nickname>”mkyong”</nickname>
  <salary>100000</salary>
 </staff>
 <staff id="2001">
  <firstname> “low”</firstname>
  <lastname>”yin fong”</lastname>
  <nickname>”fong fong”</nickname>
  <salary>200000</salary>
 </staff>
</company>
</soapenv:Body>
</soapenv:Envelope>

<script language="nashornJs"><![CDATA[
var symbol = mc.getPayloadXML();
 
var expression = "//firstname";
var xpath = mc.getXpathResult(expression);
var nameList = xpath.selectNodes(symbol);
var name = nameList.get(0).getText();
mc.setPayloadXML(symbol); //here we are setting payload by a parsed xml
document or this coud be done                      by passing xml
string as well
var password = "wso2";
var username = "wso2";
var headerXml =
 "<AuthenticationInfo xmlns=\"http://www"
                    + ".w3.org/1999/xhtml\"><userName>" + username +
"</userName><password>"+     password + "</password"
                    + "></AuthenticationInfo>";
mc.addHeader(false, headerXml ); 
var envelope = mc.getEnvelopeXML();
 
expression = "//nickname";
stream = new byteArrayStream(envelope.getBytes());
var docEnvelope = mc.getParsedOMElement(stream);
xpath = mc.getXpathResult(expression);
var nickNameList = xpath.selectNodes(docEnvelope);
var nickname = nickNameList.get(0).getText();
]]></script>

setProperty("key", value);
getPayloadJSON()
setPayloadJSON(payload) <?xml version='1.0' encoding='utf-8'?>

<soapenv:Envelope
xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/">
<soapenv:Body>
<jsonObject>
<appointmentNo>55</appointmentNo>
<doctorName>thomascollins</doctorName>
<patient>JohnDoe</patient>
<actualFee>7000.0</actualFee>
<discount>0</discount>
<discounted>7000.0</discounted>
<paymentID>c3b7cab3-8e22-4319-a43f-b1bef3de2693</paymentID>
<status>Settled</status>
</jsonObject>
</soapenv:Body>
</soapenv:Envelope>

<script language="nashornJs"><![CDATA[
var doctor = {
  name : "x",
  fee : 200
   };
mc.setProperty("scriptObject", doctor);
 
var payload = mc.getPayloadJSON();
var results = payload.actualFee;
doctor.fee = results;
mc.setPayloadJSON(doctor);
]]></script>

Send Mediator

The  is used to send messages out of Synapse to an endpoint. The Send Mediator also copies any message context properties from theSend Mediator
current message context to the reply message received on the execution of the send operation, so that the response could be correlated back to the
request. Messages may be correlated by WS-A MessageID, or even simple custom text labels.

A send operation can be blocking or non-blocking depending on the actual transport implementation used. The default NIO-based http/s
implementation does not block on a send. Therefore, if a message should be sent and further processed (e.g. transformed) afterwards, it is
required to clone the message into two copies and then perform the processing to avoid conflicts.

The Send mediator is a  mediator.content-unaware

https://docs.wso2.com/display/EI650/ESB+Mediators#ESBMediators-Content-awareness
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Syntax |  | Configuration Examples

Syntax

<send/>

If the message is to be sent to one or more endpoints, use the following syntax.

<send>
   (endpointref | endpoint)+
</send>

The  token refers to the following:endpointref

<endpoint key="name"/>

The  token refers to an anonymous endpoint definition.endpoint

Configuration

Parameter Name Description

Select Endpoint Type This parameter is used to specify the endpoint type to which the message should be sent. The available options are
as follows.

None: If this is selected for a Send mediator included in the Out sequence, the message is not sent to any
endpoint, but it will be sent back to the client. If this option is selected for a Send mediator included in the In
sequence, the message will be sent to the URL specified in its  header.To
Define Inline: If this is selected, the endpoint to which the message should be sent can be included within the
Send mediator configuration. Click  to add the required endpoint. See  for furtherAdd Adding an Endpoint
details.
Pick from Registry: If this is selected, the message can be sent to a pre-defined endpoint which is currently
saved as a resource in the registry. Click either  or  as relevantConfiguration Registry Governance Registry
to select the required endpoint from the resource tree.
XPath: If this is selected, the endpoint to which the message should be sent will be derived via an XPath
expression. You are required to enter the relevant XPath expression in the text field that appears when this
option is selected.

Do not add any mediator configurations after Send mediator in the same sequence, because  does not process them. the ESB profile Any mediat
or configuration after the Send mediator should go to the outSequence or receive sequence.

You can click  to add namespaces if you are providing an expression. Then the NameSpaces Name
 panel would appear where you can provide any number of namespace prefixes andspace Editor

URLs used in the XPath expression. 
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Receiving Sequence Type The sequence to use for handling the response from the endpoint. Possible options are as follows.

Default: If this is selected, the mediation sequence in the Out sequence will be used.
Static: If this is selected, the sequence will be static. You can select a pre-defined sequence that is currently
saved as a resource in the registry. Click either  or  as relevantConfiguration Registry Governance Registry
to select the required sequence from the resource tree.
Dynamic: If this is selected, the sequence will be derived via an XPath expression. The XPath expression
should be entered in the parameter which appears when this option is selected.Receiving Sequence 

Build Message Before Sending This parameter is used to specify whether the message should be built before sending or not. The possible values
are as follows.

Yes: If this is selected, the full message XML is built in the memory before the message is sent.  should beYes
selected if your configuration includes a logic that is performed after the Send has initiated.
No: If this is selected, the full message XML is not built in the memory before the message is sent. This
improves performance.

Examples

Example 1 - Send mediator used in the In sequence and Out sequence

In this example, the first send operation is included in the In mediator. Both the request and response will go through the main sequence, but only request
messages will go through the In mediator. Similarly, only response messages will go through the Out mediator. The request will be forwarded to the
endpoint with the given address. The response will go through the second send operation, which in this example just sends it back to the client because
there is no Out endpoint specified.

<definitions xmlns="http://ws.apache.org/ns/synapse">
    <in>
        <send>
            <endpoint>
                <address
uri="http://localhost:9000/services/SimpleStockQuoteService"/>
            </endpoint>
        </send>
        <drop/>
    </in>
    <out>
        <send/>
    </out>
</definitions>

Example 2 - Specifying a response handling sequence (service chaining) 

<send receive="personInfoSeq">
    <endpoint key="PersonInfoEpr"/>
</send>

In this example, requests are sent to the  endpoint, and responses from the service at that endpoint are handled by a sequence namedPersonInfoEpr
personInfoSeq. This approach is particularly useful for service chaining. For example, if you want to take the responses from the  servicePersonInfoEpr
and send them to the  service for additional processing before sending the final response back to the client. In this case, you can configure the CreditEpr

 sequence to send the response to the  service and also specify another receive sequence named  that sends thepersonInfoSeq CreditEpr creditSeq
response from the  service back to the client. Following is the configuration of these sequences.CreditEpr

You can click  to add namespaces if you are providing an expression. Then the NameSpaces Name
 panel would appear where you can provide any number of namespace prefixes andspace Editor

URLs used in the XPath expression. 
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<sequence name="personInfoSeq">
    <xslt key="xslt">
        <property name="amount"
expression="get-property('ORG_AMOUNT')"/>
    </xslt>
    <send receive="creditSeq">
        <endpoint key="CreditEpr"/>
    </send>
</sequence>

<sequence name="creditSeq">
    <log level="full"/>
    <send/>
</sequence>

Example 3 - Configuring a blocking/non-blocking send operation

In this example, the Send mediator in a proxy service using the  is transferring a file to a VFS endpoint. VFS is a non-blocking transport byVFS transport
default, which means a new thread is spawned for each outgoing message. The  added before the Send mediator removes the Property mediator ClientAPI

 property from the message to perform the mediation in a single thread. This is required when the file being transferred is large and you wantNonBlocking
to avoid out-of-memory failures.

<inSequence>
   <property name="ClientApiNonBlocking"
           value="true"
           scope="axis2"
           action="remove"/>
   <send>
      <endpoint name="FileEpr">
         <address uri="vfs:file:////home/shammi/file-out"/>
      </endpoint>
   </send>
</inSequence>

Sequence Mediator

The   refers to an already defined sequence element, which is used to invoke a named sequence of mediators. This is useful when youSequence Mediator
need to use a particular set on mediators in a given order repeatedly.

You can alternatively select a pre-defined sequence from the Registry as the in/out/fault sequence for a proxy service or a REST service without adding
any mediator configurations inline. The difference between these two options are described in the table below.

Attribute Picking a pre-defined sequence as in/out/fault
sequence

Referring to a pre-defined sequence via the
Sequence mediator

Adding other mediators Other mediator configurations that are not already
included in the pre-defined sequence cannot be added
to the in/out/fault sequence.

Other mediator configurations that are not already
included in the pre-defined sequence can be added to
the in/out/fault sequence

Applying changes done to the
pre-defined sequence

Any changes done to the sequence saved in the Registr
 after it was selected as the in/out/fault sequence willy

not be considered when carrying out mediation.

Any changes done to the sequence saved in the Registr
 after it was selected as the in/out/fault sequence willy

be considered when carrying out mediation.

Syntax |  | Configuration Examples

The Sequence mediator is a  mediator.content-unaware

https://docs.wso2.com/display/EI650/Product+Administration#ProductAdministration-Configuringtheregistry
https://docs.wso2.com/display/EI650/Product+Administration#ProductAdministration-Configuringtheregistry
https://docs.wso2.com/display/EI650/Product+Administration#ProductAdministration-Configuringtheregistry
https://docs.wso2.com/display/EI650/Product+Administration#ProductAdministration-Configuringtheregistry
https://docs.wso2.com/display/EI650/ESB+Mediators#ESBMediators-Content-awareness
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Syntax

A sequence ref token refers to a < > element, which is used to invoke a named sequence of mediators.sequence

<sequence key="name"/>

Configuration

The parameters available to configure the Sequence mediator are as follows.

Parameter Name Description

Key Type This parameter defines whether the key to access the required sequence is a static key or a dynamic key. Possible
values are as follows.

Static Key: If this is selected, the key to access the sequence is a static value. You can click either Configura
or  as relevant to select the require key from the resource tree for the tion Registry Governance Registry Ref

 parameter.erring Sequence
Dynamic Key: If this is selected, you can define the key to access the sequence as a dynamic value by
entering an XPath expression in the  parameter.Referring Sequence

Referring sequence The key to access the sequence saved in the registry. You can enter a static value selected from the resource tree,
or an XPath expression based on the option you selected for the  parameter.Key Type

Examples

In this example, the following sequence named   is saved in the Configuration registry. It includes a  to store the request in aStoreSend Store Mediator
message store named   and a  to send it to an endpoint afterwards.JMSMS Send Mediator

<sequence xmlns="http://ws.apache.org/ns/synapse"
name="conf:/StoreSend">
   <axis2ns4:store xmlns:axis2ns4="http://ws.apache.org/ns/synapse"
messageStore="JMSMS"
sequence="conf:/repository/components/org.wso2.carbon.throttle/template
s"></axis2ns4:store>
   <send>
      <endpoint>
         <address
uri="http://localhost:9000/services/SimpleStockQuoteService"></address>
      </endpoint>
   </send>
</sequence>

The Sequence mediator configuration can be as follows to invoke the  sequence after using a  to transform theStoreSend PayloadFactory mediator
contents of the request.

Tip
You can click  to add namespaces if you are providing an expression. Then the NameSpaces Namespa

 panel would appear where you can provide any number of namespace prefixes and URLsce Editor
used in the XPath expression. 
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<inSequence xmlns="http://ws.apache.org/ns/synapse">
 <payloadFactory media-type="xml">
      <format>
           <m:checkpriceresponse xmlns:m="http://services.samples/xsd">
               <m:code>$1</m:code>
               <m:price>$2</m:price>
           </m:checkpriceresponse>
      </format>
      <args>
           <arg expression="//m0:symbol"
xmlns:m0="http://services.samples/xsd">
           <arg expression="//m0:last"
xmlns:m0="http://services.samples/xsd">
      </arg></arg></args>
 </payloadFactory>
    <sequence key="conf:/StoreSend"></sequence>
</inSequence>

Smooks Mediator

The  can be used to apply lightweight transformations on messages in an efficient manner. Smooks is a powerful framework forSmooks Mediator
processing, manipulating and transforming XML. More information about Smooks can be obtained from the official .Smooks website

Syntax |  | Configuration Examples

Syntax

<smooks [config-key="string"]>
   <input [type="|text|xml"]/>
   <output [type="|text|xml|java"] [property="string"]
[action="string"]/>
</smooks>

Configuration

The parameters available for configuring the Smooks mediator are as follows:

Parameter Name Description

Config-Key The key to access the Smooks configuration. The Smooks configuration should be saved in the Registry as a local
entry before it can be used here. Click either  or  to select theConfiguration Registry Governance Registry
Smooks configuration from the resource tree.

Input You can select either  or  as the input.XML Text

Expression This parameter is used to enter an XPath expression to select the exact message block to which the transformation
should be applied. If no expression is entered, the transformation would apply to the entire message body by
default.

Output The format of the output. The output type can be XML, Text or Java, and the output can be one of the following.

Property: If this is selected, the output defined as a property will be saved in the message context for future
use.
Expression: If this is selected, the output is defined as an expression and the following additional actions can
be performed.

Add:The selected node will be added as a child to the message.
Replace: Selected node will be replaced in the message.
Sibling: Selected node will be added as a sibling.

http://www.smooks.org/
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Examples

Example 1: Performance tuning

Smooks can be used to split a file and send split results to a JMS endpoint. In this case, having a value other than -1 for  in thejms:highWaterMark
Smooks configuration file can result in a low throughput for message publishing, since Smooks will spend resources on message counting while the
messages are being published. Therefore, it is recommended to use -1 as the  value for high throughput values. The following is a samplehighWaterMark
Smooks configuration file with this setting. For more information on creating the Smooks configuration file, see the documentation in the official Smooks

.website

Sample Smooks configuration

<?xml version="1.0" encoding="UTF-8"?>
 <smooks-resource-list xmlns="http://www.milyn.org/xsd/smooks-1.1.xsd"
xmlns:core="http://www.milyn.org/xsd/smooks/smooks-core-1.3.xsd"
xmlns:ftl="http://www.milyn.org/xsd/smooks/freemarker-1.1.xsd"
xmlns:jms="http://www.milyn.org/xsd/smooks/jms-routing-1.2.xsd">
   <!--
   Filter the message using the SAX Filter (i.e. not DOM, so no
   intermediate DOM, so we can process huge messages...
   -->
   <core:filterSettings type="SAX" />
   <!-- Capture the message data 2 seperate DOM model, for "order" and
"order-item" fragments... -->
   <resource-config selector="order,order-item">
     <resource>org.milyn.delivery.DomModelCreator</resource>
   </resource-config>
   <!-- At each "order-iteam", apply a template to the "order" and
"order-item" DOM model... -->
   <ftl:freemarker applyOnElement="order-item">
     <!--
     Note in the template that we need to use the special FreeMarker
variable ".vars"
     because of the hyphenated variable names ("order-item"). See
http://freemarker.org/docs/ref_specvar.html.
     -->
    
<ftl:template>/repository/resources/orderitem-split.ftl.txt</ftl:templa
te>
     <ftl:use>
       <!-- Bind the templating result into the bean context, from
where
       it can be accessed by the JMSRouter (configured above). -->
       <ftl:bindTo id="orderItem_xml" />
     </ftl:use>
   </ftl:freemarker>
   <!-- At each "order-item", route the "orderItem_xml" to the ActiveMQ
JMS Queue... -->
   <jms:router routeOnElement="order-item" beanId="orderItem_xml"
destination="smooks.exampleQueue">
     <jms:message>
       <!-- Need to use special FreeMarker variable ".vars" -->
      
<jms:correlationIdPattern>${order.@id}-${.vars["order-item"].@id}</jms:
correlationIdPattern>
     </jms:message>
     <jms:jndi properties="/repository/conf/jndi.properties" />
     <jms:highWaterMark mark="-1" />
   </jms:router>
 </smooks-resource-list>

Example 2: Referring files from the Smooks configuration

The following Smooks configuration refers a bindings file named  . This file should be saved in   directory in order to bemapping.xml <EI_HOME>/TESTDev
accessed via the class path. These bindings will be applied during mediation when the Smooks configuration is included in a Smooks mediator
configuration via the Registry.

http://www.smooks.org/
http://www.smooks.org/


WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 1367

<smooks-resource-list xmlns="http://www.milyn.org/xsd/smooks-1.0.xsd"> 
    <resource-config selector="org.xml.sax.driver"> 
        <resource>org.milyn.smooks.edi.EDIReader</resource> 
        <param name="mapping-model">TESTDev/smooks/mapping.xml</param> 
    </resource-config> 
</smooks-resource-list>

Samples

Sample 654: Smooks Mediator

Spring Mediator

The  exposes a spring bean as a mediator. The Spring Mediator creates an instance of a mediator, which is managed by Spring. ThisSpring Mediator
Spring bean must implement the  interface for it to act as a Mediator.Mediator

Syntax |  | Configuration Examples

Syntax

<spring:spring bean="exampleBean" key="string"/>

The attributes of the < > element:spring

key - References the Spring ApplicationContext/Configuration (i.e. spring configuration XML) used for the bean. This  can be a key registry key or
.local entry key

bean - Is used for looking up a Spring bean from the spring Application Context. Therefore, a  with the same name must be in the givenbean
spring configuration. In addition,  must implement the  interface.bean Mediator

Configuration

These are the options for the Spring Mediator:

Bean - Is used for looking up a Spring bean from the spring Application Context.
Key - The  reference to the spring Application-Context/Configuration used for the bean. You can select it by clicking the "ConfigurationRegistry
Registry" or "Governance Registry" links.

Examples

Note
Please note that this feature is deprecated.

Note the following:

Spring support in  is based on Spring version 2.5.the ESB profile
The Spring mediator is a  mediator.content aware

https://docs.wso2.com/display/EI6xx/Sample+654%3A+Smooks+Mediator
https://docs.wso2.com/display/EI650/Product+Administration#ProductAdministration-Configuringtheregistry
https://docs.wso2.com/display/EI650/ESB+Mediators#ESBMediators-Content-awareness
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<spring:spring bean="springtest"
key="conf/sample/resources/spring/springsample.xml"/>

In the above configuration, the spring XML is in the registry and it can be looked up using the registry key conf/sample/resources/spring/springs
. This spring XML (i.e ) must contain a bean with the name . The following figure shows an example that canample.xml springsample.xml springtest

be used as the registry resource - .springsample.xml

<!DOCTYPE beans PUBLIC "-//SPRING//DTD BEAN//EN"
"http://www.springframework.org/dtd/spring-beans.dtd">
   <beans>
      <bean id="springtest"
class="org.apache.synapse.mediators.spring.SpringTestBean"
singleton="false">
         <property name="testProperty" value="100"/>
      </bean>
   </beans>

Also, you need to build the JAR file of the following Spring Bean class and place it in the   directory.<EI_HOME>/repository/components/lib/

package org.apache.synapse.mediators.spring;

import org.apache.synapse.MessageContext;
import org.apache.synapse.mediators.AbstractMediator;

public class SpringTestBean extends AbstractMediator{
   private String testProperty;

   public void setTestProperty(String testProperty){
      this.testProperty = testProperty;
   }

   public boolean mediate(MessageContext mc) {
            // Do somthing useful..
            // Note the access to the Synapse Message context
            return true;
   }
}

For more examples, see  .Mediating with Spring

Store Mediator

The  enqueues messages passing through its mediation sequence in a given . It can serve as a  if it isStore mediator message store dead letter channel
included in a fault sequence and if its message store is connected to a  that forwards all the messages in the store to an endpoint.message processor

Syntax

The Store mediator is a  mediator.content aware

https://docs.wso2.com/display/IntegrationPatterns/Dead+Letter+Channel
https://docs.wso2.com/display/EI650/ESB+Mediators#ESBMediators-Content-awareness


WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 1369

<axis2ns1:store xmlns:axis2ns1="http://ws.apache.org/ns/synapse"
messageStore="JMSMS" sequence="storeSequence"></axis2ns1:store>

You can dynamically route messages to a Message Store via the Store mediator by T resolving the name of the Message Store from the message context. 
o enable this, give a path expression (followed by its namespace definitions) for the value of the store name attribute as shown below.

<axis2ns1:store xmlns:axis2ns1="http://ws.apache.org/ns/synapse"
messagestore="{//m:msgstr/m:arg/m:value}"
xmlns:m="http://services.samples/xsd"
sequence="storeSequence"></axis2ns1:store>

Configuration

The parameters available to configure the Store mediator is as follows.

Parameter Name Description

Message Store The Message Store, in which messages will be stored. You can give the name of the Message Store either as a val
ue or as an expression.

To give the Message Store name as a value, select Value for Specify As, and selct the name of the Message
Store from the drop down of .Value
To give the Message Store name as an expression, , and select Expression for Specify As enter the XPath to
derive the Message Store from the message context.

In the namespace editor, add the namespaces that are used in the XPath.

On Store Sequence The  that will be called before the message gets stored. This   should be pre-defined in thesequence sequence
registry before it can be entered here. Click either  or  to select theConfiguration Registry Governance Registry
required sequence from the resource tree. For more information on configuring the Registry, go to Working with the

 in the Common Admin Guide.Registry

Examples

Following are examples demonstrating the usage of the Store mediator.
Example 1 - Defining the Message Store as a value 

A proxy service can be configured with the Store mediator as follows to save messages in a message store named .JMSMS

<proxy name="SimpleProxy" transports="http https" startonload="true"
trace="disable" xmlns="http://ws.apache.org/ns/synapse">
   <target>
      <inSequence>
         <property name="FORCE_SC_ACCEPTED" value="true" scope="axis2"
type="STRING"></property>
         <property name="OUT_ONLY" value="true" scope="default"
type="STRING"></property>
         <store messageStore="JMSMS"></store>
      </inSequence>
   </target>
</proxy>

Example 2 - Defining the Message Store as an XPath expression

You should  to  before you can select it here. add the message store the ESB profile

https://docs.wso2.com/display/ADMIN44x/Working+with+the+Registry
https://docs.wso2.com/display/ADMIN44x/Working+with+the+Registry
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A proxy service can be configured with the Store mediator as follows to save messages in a Message Store, which is dynamically set via the message
context specified using an XPath expression.

<?xml version="1.0" encoding="UTF-8"?>
<definitions xmlns="http://ws.apache.org/ns/synapse">
    <registry
provider="org.wso2.carbon.mediation.registry.WSO2Registry">
        <parameter name="cachableDuration">15000</parameter>
    </registry>
    <taskManager
provider="org.wso2.carbon.mediation.ntask.NTaskTaskManager"/>
    <proxy name="StoreMediatorProxy" startOnLoad="true"
transports="http https">
        <description/>
        <target>
            <inSequence>
                <store
                   
messageStore="{//ser:getQuote/ser:request/ser:symbol}"
xmlns:ser="http://services.samples"/>
            </inSequence>
        </target>
    </proxy>
    <endpoint name="StoreMediatorEndpoint">
        <address
uri="http://localhost:9000/services/SimpleStockQuoteService"/>
    </endpoint>
    <sequence name="fault">
        <!-- Log the message at the full log level with the
ERROR_MESSAGE and the ERROR_CODE-->
        <log level="full">
            <property name="MESSAGE" value="Executing default 'fault'
sequence"/>
            <property expression="get-property('ERROR_CODE')"
name="ERROR_CODE"/>
            <property expression="get-property('ERROR_MESSAGE')"
name="ERROR_MESSAGE"/>
        </log>
        <!-- Drops the messages by default if there is a fault -->
        <drop/>
    </sequence>
    <sequence name="main">
        <in>
            <!-- Log all messages passing through -->
            <log level="full"/>
            <!-- ensure that the default configuration only sends if it
is one of samples -->
            <!-- Otherwise Synapse would be an open proxy by default
(BAD!)               -->
            <filter regex="http://localhost:9000.*"
source="get-property('To')">
                <!-- Send the messages where they have been sent (i.e.
implicit "To" EPR) -->
                <send/>
            </filter>
        </in>
        <out>
            <send/>
        </out>
        <description>The main sequence for the message
mediation</description>
    </sequence>
    <messageStore name="StoreMediatorStore"/>
    <messageProcessor
       

You can use the  as the backend service and  as the Client to try out the below example.SimpleStock Quote service SOAP UI

https://docs.wso2.com/display/EI620/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Backend
https://www.soapui.org/
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class="org.apache.synapse.message.processor.impl.forwarder.ScheduledMes
sageForwardingProcessor"
        messageStore="StoreMediatorStore" name="StoreMediatorProcessor"
targetEndpoint="StoreMediatorEndpoint">
        <parameter name="client.retry.interval">1000</parameter>
        <parameter name="throttle">false</parameter>
        <parameter name="max.delivery.attempts">4</parameter>
        <parameter name="member.count">1</parameter>
        <parameter name="max.delivery.drop">Disabled</parameter>
        <parameter name="interval">1000</parameter>
        <parameter name="is.active">true</parameter>
        <parameter
name="target.endpoint">StoreMediatorEndpoint</parameter>
    </messageProcessor>
    <!-- You can add any flat sequences, endpoints, etc.. to this
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1.  

2.  

3.  

synapse.xml file if you do
    *not* want to keep the artifacts in several files -->
</definitions>

Switch Mediator

The  is an XPath or JSONPath filter. The XPath or JSONPath is evaluated and returns a string. This string is matched against the regularSwitch Mediator
expression in each switch case mediator, in the specified order. If a matching case is found, it will be executed, and the remaining switch case mediators
are not processed. If none of the case statements are matching, and a default case is specified, the default will be executed.

Syntax |  | Configuration Examples

Syntax

<switch source="[XPath|json-eval(JSON Path)]">
   <case regex="string">
     mediator+
   </case>+
   <default>
     mediator+
   </default>?
</switch>

Configuration

The parameters available to configure the Switch mediator are as follows.

Parameter Name Description

Source XPath The source XPath or JSONPath to be evaluated. When specifying a JSONPath, use the format json-eval(<JSO
, such as  . For more information on using JSON with the N_PATH>) json-eval(getQuote.request.symbol) th

, see  . If you use namespaces in the expression, click e ESB profile Working with JSON Message Payloads Namesp
 and map the namespace prefix to the correct URI.aces

Number of cases This parameter displays the number of cases currently added to the Switch mediator configuration. See Switch-cas
 for instructions to add a case.e-mediator

Specify default case Click this link to add a default switch-case mediator. Adding a default switch case mediator is optional. If it is
specified, it will be executed if no matching switch-case is identified.

Switch-case mediator 

To add a case, click  , which adds an empty switch-case mediator under the Switch mediator. A switch-case mediator would appear as aAdd case
child of the Switch mediator.
Click Case to configure the switch-case mediator. The page will expand to display the section shown below where a regular expression can be

added in the Case Value (Regular Expression) parameter. 

Click again and click  , and add the mediator(s) you want to execute when this case matches the switching value.Case  Add Child  

Examples

In this example the  sets the local property named  on the current message depending on the evaluation of the string. It will getProperty mediator symbol
the text of symbol element and match it against the values  and . If the text does not match either of these symbols, the default case will beMSFT IBM
executed.

The Switch mediator is a  mediator.conditionally content aware

http://Property Mediator
https://docs.wso2.com/display/EI650/ESB+Mediators#ESBMediators-Content-awareness
https://docs.wso2.com/display/EI650/ESB+Mediators#ESBMediators-Content-awareness
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<switch source="//m0:getQuote/m0:request/m0:symbol"
xmlns:m0="http://services.samples/xsd">
      <case regex="IBM">
          <!-- the property mediator sets a local property on the
*current* message -->
          <property name="symbol" value="Great stock - IBM"/>
      </case>
      <case regex="MSFT">
          <property name="symbol" value="Are you sure? - MSFT"/>
      </case>
      <default>
          <!-- it is possible to assign the result of an XPath or JSON
Path expression as well -->
          <property name="symbol"
                expression="fn:concat('Normal Stock - ',
//m0:getQuote/m0:request/m0:symbol)"
                xmlns:m0="http://services.samples/xsd"/>
      </default>
  </switch>

Throttle Mediator

The  can be used to restrict access to services. This is useful when services used at the enterprise level and it is required to avoid heavyThrottle Mediator
loads that can cause performance issues in the system. It can also be used when you want to avoid certain user groups (i.e. IP addresses and domains)
accessing your system. The Throttle mediator defines a throttle group which includes the following.

A throttle policy which defines the extent to which, individuals and groups of IP addresses/domains should be allowed to access the service.
A  to handle requests that were accepted based on the throttle policy.mediation sequence
A   to handle requests that were rejected based on the throttle policy.mediation sequence

Syntax |  | Configuration Examples

Syntax

<throttle [onReject="string"] [onAccept="string"] id="string">
    (<policy key="string"/> | <policy>..</policy>)
    <onReject>..</onReject>?
    <onAccept>..</onAccept>?
</throttle>

Configuration

The configuration of the Throttle mediator are divided into following sections. Before you edit these sections, enter an ID for the Throttle group in the Thrott
 parameter.le Group ID

Throttle Policy 
On Acceptance
On Rejection

Throttle Policy 

This section is used to specify the throttle policy that should apply to the requests passing through the Throttle mediator. A throttle policy has a number of
entries defining the extent to which, an individual or a group of IP addresses/domains should be allowed to access the service.

The Throttle mediator is a  mediator.content unaware

https://docs.wso2.com/display/EI650/ESB+Mediators#ESBMediators-Content-awareness
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The parameters available to be configured in this section are as follows.

Parameter Name Description

Throttle Policy This section is used to specify the policy for throttling. The following options are available.

In-Lined Policy: If this is selected, the Throttle policy can be defined within the Throttle mediator configuration.
Click  to open the  dialog box where the detailsThrottle Policy Editor Mediator Throttling Configuration
relating to the Throttle policy can be entered. The parameters in this dialog box are described in the table
below.
Referring Policy: If this is selected, you can refer to a pre-defined Throttle policy which is saved in the
Registry. You can enter the key to access the policy in the  parameter. Click on either Referring Policy Config

 or  to select the relevant policy from the Resource Tree.uration Registry Governance Registry

The parameters available in the Mediator Throttling Configuration dialog box to configure the Throttling policy are as follows.

Parameter Name Description

Maximum Concurrent Accesses The maximum number of messages that are served at a given time. The number of messages between the inflow
throttle handler and the outflow throttle handler cannot exceed the value entered for this parameter at any given
time. This parameter value is applied to the entire system. It is not restricted to one or more specific IP
addresses/domains.

Range This parameter is used to specify the IP addresses/domains to which the entry in the current row should be applied

If you want to apply the entry to a range of IP addresses, enter the range in this parameter, e.g., 8.100.1.30
. Alternatively, you can enter a single IP address to apply the entry to only one IP address.– 8.100.1.45

If you want to apply the entry to a domain, enter the required domain ID in this parameter.
If you want to apply the entry to all the IP addresses/domains that are not configured in the other
configurations, enter  in this parameter.other

Type This parameter is used to specify whether the value(s) entered in the  parameter refers to IP addresses orRange
domains.

Max Request Count This parameter specifies the maximum number of requests that should be handled within the time interval specified
in the  parameter.Unit Time

Unit Time (ms) The time interval for which the maximum number of requests specified for the Throttle ID in the Max Request
 parameter apply.Count

Prohibit Time Period (ms) If the number of requests entered in the Max Request Count parameter is achieved before the time interval
entered in the parameter has elapsed, no more requests are taken by the inflow throttle handler forUnit Time (ms) 
the time period entered in this parameter. Entering a value in this parameter alters the unit time.

For example:

Max Request Count 50 = 
Unit Time = 50000 ms
Prohibit Time Period = 5000 ms

If 50 requests are received within 50000 , no requests will be taken for the next 5000 milliseconds milliseconds.
Thus, the time slot considered as the unit time is changed to 40000 milliseconds. If no value is entered in the Prohi

parameter, no requests will be taken until 15000 more milliseconds (i.e. the remainder of thebit Time Period (ms) 
unit time) have elapsed.

When this parameter is used, the same Throttle mediator ID should be included in the response flow so
that the completed responses are deducted from the available limit.

This parameter is applicable only when the value selected for the parameter is .Access Control

This parameter is applicable only when the value selected for the parameter is .Access Control

This parameter is applicable only when the value selected for the parameter is .Access Control
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Access This parameter is used to specify the extent to which the IP addresses/domains specified in the  parameterRange
are allowed access to the service to which the throttle policy is applied. Possible values are as follows.

Allow: If this is selected, the specified IP addresses/domains are allowed to access the services to which the
throttle ID is applied without any restrictions.
Deny: If this is selected, specified IP addresses/domains are not allowed to access the services to which the

.throttle ID is applied
Control: If this is selected, the specified IP addresses/domains are allowed to access the services to which the

 However, the number of times they can access the services is controlled by the throttle ID is applied. Max
, and the  parameters.Request Count  Unit Time (ms) Prohibit Time Period (ms)

Action This parameter can be used to delete the entry.

On Acceptance

This section is used to specify the mediation sequence that should be applied when a request is accepted based on the defined for thethrottle policy 
Throttle mediator. The parameters available to be configured in this section are as follows.

Parameter Name Description

Specify As This parameter is used to specify how the On Acceptance sequence is defined. The following options are available.

In-Lined Policy: If this is selected, the mediation sequence to be applied to accepted requests can be defined
within the Throttle mediator configuration. Click on the  node in the mediation tree to define theOnAccept
sequence in-line.
 
Referring Policy: If this is selected, you can refer to a pre-defined  in the registry. Clickmediation sequence
either  or  as relevant to select the required sequence from theConfiguration Registry Governance Registry
Resource Tree.

On Rejection

This section is used to specify the mediation sequence that should be applied when a request is rejected based on the  defined for thethrottle policy 
Throttle mediator. The parameters available to be configured in this section are as follows.

Parameter Name Description

Specify As This parameter is used to specify how the On Acceptance sequence is defined. The following options are available.

In-Lined Policy: If this is selected, the mediation sequence to be applied to rejected requests can be defined
within the Throttle mediator configuration. Click on the  node in the mediation tree to define theOnReject
sequence in-line.
 
Referring Policy: If this is selected, you can refer to a pre-defined  in the registry. Clickmediation sequence
either  or  as relevant to select the required sequence from theConfiguration Registry Governance Registry
Resource Tree.

Examples

In this example,  the Throttle Mediator inside the  . Therefore, all request messages directed to the main sequence will be subjected toIn Mediator
throttling. The Throttle Mediator has  ,   and   tags at top level. The   tag specifies the throttling policy for throttlingpolicy onAccept onReject policy
messages. 

The  sequence includes a  with a custom log to log the accepted requests.Then the Send mediator sends these requests to onAccept Log mediator http:

.//localhost:9000/services/SimpleStockQuoteService

The   sequence too includes a   with a custom log to log the rejected requests. Then a  is used to convert theOnReject Log mediator Fault mediator

message into a fault message. The fault message is then returned to the client as a response using the , and then dropped using the Respond mediator Dro
.p mediator

Example for a concurrency-based policy

This sample policy only contains a component called  . This indicates the maximum number of concurrent requests that canMaximumConcurrentAccess
pass through Synapse on a single unit of time, and this value applies to all the IP addresses and domains.
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<in>
    <throttle id="A">
        <policy>
            <!-- define throttle policy -->
            <wsp:Policy
xmlns:wsp="http://schemas.xmlsoap.org/ws/2004/09/policy"
                       
xmlns:throttle="http://www.wso2.org/products/wso2commons/throttle">
                <throttle:ThrottleAssertion>
                   
<throttle:MaximumConcurrentAccess>10</throttle:MaximumConcurrentAccess>
                </throttle:ThrottleAssertion>
            </wsp:Policy>
        </policy>
        <onAccept>
            <log level="custom">
                <property name="text" value="**Access Accept**"/>
            </log>
            <send>
                <endpoint>
                    <address
uri="http://localhost:9000/services/SimpleStockQuoteService"/>
                </endpoint>
            </send>
        </onAccept>
        <onReject>
            <log level="custom">
                <property name="text" value="**Access Denied**"/>
            </log>
            <makefault>
                <code value="tns:Receiver"
                     
xmlns:tns="http://www.w3.org/2003/05/soap-envelope"/>
                <reason value="**Access Denied**"/>
            </makefault>
            <respond/>
            <drop/>
        </onReject>
    </throttle>
</in>

Example for a rates-based policy

This sample policy only contains a rates-based policy. This indicates the maximum number of concurrent requests that can pass through Synapse on a
single unit of time, and this value applies to all the IP addresses and domains.
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<in>
    <throttle id="A">
        <policy>
            <!-- define throttle policy -->
            <wsp:Policy
xmlns:wsp="http://schemas.xmlsoap.org/ws/2004/09/policy"
                       
xmlns:throttle="http://www.wso2.org/products/wso2commons/throttle">
                       <throttle:MaximumCount>4</throttle:MaximumCount>
                       <throttle:UnitTime>800000</throttle:UnitTime>
                       <throttle:ProhibitTimePeriod
wsp:Optional="true">1000</throttle:ProhibitTimePeriod>
            </wsp:Policy>
        </policy>
        <onAccept>
            <log level="custom">
                <property name="text" value="**Access Accept**"/>
            </log>
            <send>
                <endpoint>
                    <address
uri="http://localhost:9000/services/SimpleStockQuoteService"/>
                </endpoint>
            </send>
        </onAccept>
        <onReject>
            <log level="custom">
                <property name="text" value="**Access Denied**"/>
            </log>
            <makefault>
                <code value="tns:Receiver"
                     
xmlns:tns="http://www.w3.org/2003/05/soap-envelope"/>
                <reason value="**Access Denied**"/>
            </makefault>
            <respond/>
            <drop/>
        </onReject>
    </throttle>
</in>

Transaction Mediator

A transaction is a set of operations executed as a single unit. It also can be defined as an agreement, which is carried out between separate entities or
objects. The   is used to manage  in the ESB profile of WSO2 EI by providing transaction functionality for itsTransaction Mediator distributed transactions
child mediators.

Syntax |  | Configuration Examples

Syntax

In addition to distributed transactions, the ESB profile also supports Java Message Service (JMS) transactions. For more information on
transactions, see  .Working with Transactions
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1.  

<transaction
action="commit|fault-if-no-tx|new|resume|suspend|rollback|use-existing-
or-new"/>

Configuration

The   parameter is used to select a transaction action to be performed. Available values are as follows.Action

Action Description

Commit Transaction (commit) This marks the transaction as completed and ends the transaction.

Fault if no Transaction (fault-if-n
o-tx)

This goes to the error handler if there is no transaction.

Initiate new Transaction (new) This provides the entry point for a new transaction.

Resume Transaction (resume) This resumes a paused transaction.

Suspend Transaction (suspend) This pauses a transaction.

Rollback Transaction (rollback This rolls back a transaction.

Use existing or Initiate
Transaction (use-existing-or new)

If a transaction already exists, this value continues it. If no transaction already exists, a new transaction will be
created.

Examples

For an example of using the Transaction mediator, see .Transaction Mediator Example

Transaction Mediator Example

The  supports   using the Java transaction API (JTA).  acceTransaction mediator distributed transactions When it comes to distributed transactions, it involves
ssing and updating data on two or more networked  For example, two databases or a database and a messagecomputers, often using multiple databases.

queue such as JMS. You can use the Synapse configuration language to define when to start, commit, or roll back the transaction. For example, you can
mark the start of a transaction at the start of a database commit, mark the end of the transaction at the end of
database commit and roll back the transaction if an error occurs.

Let's explore a basic transaction mediator scenario that demonstrates how the transaction mediator can be used to manage complex distributed
transactions. 

Transaction mediator scenario |  |  | Prerequisites Configuring the example scenario Testing the example scenario

Transaction mediator scenario

You have a record in one database and you want to delete that record from the first database and add it to a second database.  Assume that these two
databases can either be run on the same server or can be in two remote servers. The database tables are defined in a way that the same entry cannot be
added twice. Therefore, in the successful scenario, the record will be deleted from the first database and will be added to the second database. In the
failure scenario, the record is already in the second database, hence the record will not be deleted from the first table nor will it be added into the second
database.

Prerequisites

Windows, Linux or Solaris operating systems with WSO2 EI installed.

Apache Derby database server. If you do not have the Apache Derby database set up, download the Apache Derby distribution
 .from  http://db.apache.org

Configuring the example scenario

Copy and paste the following configuration into <EI_HOME>/repository/deployment/server/synapse-configs/<node>/synapse.xm
. l

http://db.apache.org/derby/derby_downloads.html
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1.  

The sample configuration used here is similar to  . Here via the  sequence a message is sent to the service, and via the  sequencsample 361 In Out
e an entry from the first database is deleted and the second database is updated with that entry. If an entry that already exists is added once again
to the second database, the entire transaction will roll back.

<definitions xmlns="http://ws.apache.org/ns/synapse">
   <sequence name="myFaultHandler">
        <log level="custom">
            <property name="text" value="** Rollback Transaction**"/>
        </log>
        <transaction action="rollback"/>
        <send/>
    </sequence>
    <sequence name="main" onError="myFaultHandler">
        <in>
            <send>
                <endpoint>
                    <address
uri="http://localhost:9000/services/SimpleStockQuoteService"/>
                </endpoint>
            </send>
        </in>
         <out>
            <transaction action="new"/>
            <log level="custom">
                <property name="text" value="** Reporting to the
Database EIdb**"/>
            </log>
            <dbreport useTransaction="true"
xmlns="http://ws.apache.org/ns/synapse">
                <connection>
                    <pool>
                        <dsName>java:jdbc/XADerbyDS</dsName>
                       
<icClass>org.jnp.interfaces.NamingContextFactory</icClass>
                        <url>localhost:1099</url>
                        <user>EI</user>
                        <password>EI</password>
                    </pool>
                </connection>
                <statement>
                     <sql>delete from company where name =?</sql>
                     <parameter
expression="//m0:return/m1:symbol/child::text()"
                       xmlns:m0="http://services.samples"
xmlns:m1="http://services.samples/xsd"
                                 type="VARCHAR"/>
                </statement>
            </dbreport>
            <log level="custom">
                <property name="text" value="** Reporting to the
Database EIdb1**"/>
            </log>
            <dbreport useTransaction="true"
xmlns="http://ws.apache.org/ns/synapse">
                <connection>
                    <pool>
                        <dsName>java:jdbc/XADerbyDS1</dsName>
                       
<icClass>org.jnp.interfaces.NamingContextFactory</icClass>
                        <url>localhost:1099</url>
                        <user>EI</user>
                        <password>EI</password>
                    </pool>
                </connection>
                <statement>
                    <sql>INSERT into company values (?,'c4',?)</sql>
                    <parameter
expression="//m0:return/m1:symbol/child::text()"
         xmlns:m1="http://services.samples/xsd"

https://docs.wso2.com/display/EI600/Sample+361%3A+Introduction+to+DBReport+Mediator
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1.  

xmlns:m0="http://services.samples"
                               type="VARCHAR"/>
                    <parameter
expression="//m0:return/m1:last/child::text()"
         xmlns:m1="http://services.samples/xsd"
xmlns:m0="http://services.samples"
                               type="DOUBLE"/>
                </statement>
            </dbreport>
            <transaction action="commit"/>
            <send/>
        </out>
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1.  

2.  

3.  

4.  

5.  

6.  

    </sequence>
</definitions>

Setup two     distributed Derby databases  EIdb and EIdb1.  For instructions on setting up the Derby databases,
  see .Setting up the Derby database server  

Create a table in by executing the following statement.EIdb 

CREATE table company(name varchar(10) primary key, id varchar(10),
price double);

Create a table in   by executing the following statement.EIdb1

CREATE table company(name varchar(10) primary key, id varchar(10),
price double);

Insert records into the two tables that you created by executing the following statements.

To insert records into the table in EIdb

INSERT into company values ('IBM','c1',0.0);
INSERT into company values ('SUN','c2',0.0);

To insert records into the table in EIdb1

INSERT into company values ('SUN','c2',0.0);
INSERT into company values ('MSFT','c3',0.0);

Create the following data source declarations for the distributed databases in the  master-datasources.xm<EI_HOME>/conf/datasources/
 file.l

Note
When inserting records into the tables, the order of the record matters.

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-SetupDerby
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6.  

7.  

8.  

<datasources>
    <xa-datasource>
        <jndi-name>jdbc/XADerbyDS</jndi-name>
        <isSameRM-override-value>false</isSameRM-override-value>
       
<xa-datasource-class>org.apache.derby.jdbc.ClientXADataSource</xa-datas
ource-class>
        <xa-datasource-property
name="portNumber">1527</xa-datasource-property>
        <xa-datasource-property
name="DatabaseName">EIdb</xa-datasource-property>
        <xa-datasource-property name="User">EI</xa-datasource-property>
        <xa-datasource-property
name="Password">EI</xa-datasource-property>
        <metadata>
            <type-mapping>Derby</type-mapping>
        </metadata>
    </xa-datasource>
</datasources>

<datasources>
    <xa-datasource>
        <jndi-name>jdbc/XADerbyDS1</jndi-name>
        <isSameRM-override-value>false</isSameRM-override-value>
       
<xa-datasource-class>org.apache.derby.jdbc.ClientXADataSource</xa-datas
ource-class>
        <xa-datasource-property
name="portNumber">1527</xa-datasource-property>
        <xa-datasource-property
name="DatabaseName">EIdb1</xa-datasource-property>
        <xa-datasource-property name="User">EI</xa-datasource-property>
        <xa-datasource-property
name="Password">EI</xa-datasource-property>
        <metadata>
            <type-mapping>Derby</type-mapping>
        </metadata>
    </xa-datasource>
</datasources>

Deploy the back-end service  . For instructions on deploying sample back-end services, see SimpleStockQuoteService Deploying sample
.back-end services

Start the Axis2 server. For instructions on starting the Axis2 server, see  .Starting the Axis2 server
Testing the example scenario

To test the successful scenario

Execute the following command from the   directory.<EI_HOME>/samples/axis2Client

ant stockquote
-Daddurl=http://localhost:9000/services/SimpleStockQuoteService
-Dtrpurl=http://localhost:8280/ -Dsymbol=IBM

Executing this command removes the IBM record from the first database and adds it to the second database. 

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Backend
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Backend
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Axis2server
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When you check both databases you will see that the IBM record is deleted from the first database and added to the second database.

 fTo test the  ailure scenario

Execute the following command from the   directory.<EI_HOME>/samples/axis2Client

ant stockquote
-Daddurl=http://localhost:9000/services/SimpleStockQuoteService
-Dtrpurl=http://localhost:8280/ -Dsymbol=SUN

Executing this command attempts to add an already existing record again to the second database, which results in the fault sequence being
executed. You will see an exception raised for duplicate entries and the entire transaction will roll back. 

When you check both databases you will see that a record is neither deleted from the first database nor added into the second database.

URLRewrite Mediator

The  is used to modify and transform the URL values available in messages. This can be done by defining a rewrite action for eachURLRewrite Mediator
fragment of a selected property value. Alternatively, you can rewrite the entire URL string at once.

Syntax |  | Configuration Example

Syntax

<rewrite [inProperty="string"] [outProperty="string"]>
    <rewriterule>
        <condition>
        ...
        </condition>?
        <action [type="append|prepend|replace|remove|set"]
[value="string"]
          [xpath="xpath"]
[fragment="protocol|host|port|path|query|ref|user|full"]
[regex="regex"]>+
    </rewriterule>+
</rewrite>

Configuration

The parameters available to configure the URL Rewrite mediator are as follows.

Parameter Name Description

In Property This parameter is used to enter property of which the value should be considered the input URL. The rewrite rules
are applied to the value of the property entered in this parameter to generate the result URL. If no property is
entered, the rewrite rules will be applied to the  header of the message.To

Out Property This parameter is used to enter the property to which the transformations done via the rewrite rules should be
applied. If no property is entered, the transformations will be applied to the     To header of the message.

The Rewrite mediator applies the URL transformations by evaluating a set of rules on the message. To add a rule to the mediator, click  . TheAdd Rule
rewrite rule will be added to the mediator tree as a child of the URLRewrite mediator.

Click  in the mediator to configure the rewrite rule you added. URLRewriteRule 

The URLRewrite mediator is a  mediator.content aware

https://docs.wso2.com/display/EI650/ESB+Mediators#ESBMediators-Content-awareness
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A rule can consist of one or more rewrite actions and an optional condition. The   parameter is used to enter the optional condition. If a conditionCondition
is specified, it will be evaluated before the rewrite actions, and the rewrite actions will be executed only if the condition evaluates to .true

A rewrite action is added by clicking   which would display a row.Add Action

The parameters available to configure a rewrite action are as follows.

Parameter Name Description

Action This parameter is used to specify the action to be performed by the rewrite action. Each rewrite action is performed
on a fragment entered in the  parameter. Possible values are as follows.Fragment

Replace: If this is selected, the existing  value fragment will be replaced by the result value.in property
Remove: If this is selected, the result value will be removed from the value fragment.   in property
Append: If this is selected, the result value will be added to the end of the  in property value fragment.
Prepend: If this is selected, the result value will be added to the beginning of the  in property value fragment.
Set: If this is selected, the result value will be set as the  in property value fragment.

Fragment The fragment of the  (i.e. input URL) for which the rewrite action should be performed. The availablein property
fragments are as follows.

Protocol:
Host
Port
Path
Query
Ref
User
Full

Option This parameter is used to define the result value of the rewrite action. Select one of the following.

Value: If this is selected, the result value would be a static value.
Expression: If this is selected, the result value will be evaluated using an expression.

Value/Expression This parameter is used to enter the result value of the URLRewrite mediator as a static value or an expression,
depending on what you selected for the  parameter.Option

Namespace Editor You can click this link to add namespaces when you are providing an expression. Then the  panNamespace Editor
el would appear where you can provide any number of namespace prefixes and URLs used in the XPath
expression. 

Regex This parameter is used to specify which part of the  in property value fragment should be replaced by the result
value if you selected  for the  parameter.Replace Action

Delete Click  in the relevant row to remove a rewrite action.Delete

Example

In this example, the URLRewrite mediator has a rewrite action which replaces the value  with value in the fragment  of the inputsoap services path
URL. Since no in property or an out  property is specified, the  header of the  request is both the input  to which the rewrite rule is applied and the targetTo
where the result URL is set. This configuration is typically used when the address URL of a request contains the context   which needs to besoap

deployed under a context named converted since all the services are    in the EI server. Thus, the URL services  http://localhost:8280/soap/Sto
 is rewritten as  ckQuoteProxy1    http://localhost:8280/ services  to ensure that the requests are successfully/StockQuoteProxy1

delivered to the server.

<rewrite>
 <rewriterule>
  <action type="replace" regex="soap" value="services" fragment="path"
/>
 </rewriterule>
</rewrite>

Samples

Note that this breakdown is inline with the URI specification (RFC2396). URL rewrite mediator enables
rewriting each of the above segments separately and finally combining them to get the final URL value. It
also supports rewriting the entire URL string at once.
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For more examples, see:

Sample 450: Introduction to the URLRewrite Mediator
Sample 451: Conditional URL Rewriting
Sample 452; Conditional URL Rewriting with Multiple Rules

Validate Mediator

You can use the Validate mediator to validate XML and JSON messages.
Validating XML messages

The Validate mediator validates XML messages against a specified schema. You can specify an XPath to extract and validate a specific part of the
message. Otherwise, the mediator validates the first child of the SOAP body of the current message.

Syntax

<validate [source="xpath"]>
   <property name="validation-feature-id" value="true|false"/>*
   <schema key="string"/>+
   <on-fail>
      mediator+
   </on-fail>
</validate>

Configuration

The mediator configuration can be divided into the following sections.
Schema keys defined for Validate Mediator

This section is used to specify the key to access the main schema based on which validation is carried out, as well as to specify the XML which needs to be
validated. The parameters available in this section are as follows.

Parameter Name Description

Source The XPath expression to extract the XML that needs to be validated. The Validate mediator validates the evaluation of this expression against the schema specified in the  table. If this is not specified, the validation is performed against the first child ofSchema keys defined for Validate Mediator
the SOAP body of the current message.

Enable Cache Schema This check box is enabled by default to ensure that schemas retrieved from the registry for one service/REST API are cached for future use.

A  should be added as a child to the Validate mediator in order specify the fault sequence to be followed if the validation fails.Fault mediator

The Validate mediator is a  mediator.content aware

Tip
You can click  to add namespaces if you are providing an expression. Then the  panel would appear where you can provide any number of namespace prefixes and URLs used in the XPath expression. NameSpaces Namespace Editor

Using Templates?
Be sure to disable this check box if you are using the  mediator inside a Validate Template. Since multiple proxy services/REST APIs will be accessing one template, schemas that are cached for one service can interrupt another service that uses the same template.

https://docs.wso2.com/display/EI6xx/Sample+450%3A+Introduction+to+the+URL+Rewrite+Mediator
https://docs.wso2.com/display/EI6xx/Sample+451%3A+Conditional+URL+Rewriting
https://docs.wso2.com/display/EI6xx/Sample+452%3A+Conditional+URL+Rewriting+with+Multiple+Rules
https://docs.wso2.com/display/EI650/ESB+Mediators#ESBMediators-Content-awareness
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Schema keys defined for Validate
Mediator table

The key for the schema location. It can be specified using one of the following methods.

If the key is a static value, select  from the list and enter a static key in the data field. This value should be pre-defined and saved as a resource in the Registry. Click either or as relevant to select the required key from the resourceStatic Key Configuration Registry Governance Registry 
tree.
If the key is a dynamic value, Select  from the list and enter an expression to calculate the value in the data field.Dynamic Key

Click  to add a new schema key. Click  in the relevant row to delete a schema key.Add Key Delete

Features Defined for Validator Mediator

This section is used to specify which features of the Validate mediator should be enabled and which should be disabled. The parameters available in this
section are as follows.

Parameter Name Description

Feature Name The name of the feature.

Value Click  to enable the feature, or click  to disable the feature.True False

Action Click  in the relevant row to delete a feature.Delete

Resources of the Validate Mediator

A resource in the Validate mediator configuration enables you to import a schema referenced within another schema. In order to access such a schema via
a resource, the parent schema should be saved as a resource in the Registry. The parameters available in this section are as follows.

Parameter Name Description

Location The location of the schema to be imported. The value entered here should be equal to the value of the schema
 attribute within the relevant  element in the parent schema.location < >xsd:import

Key The key to access the parent schema saved in the Registry. Click either or Configuration Registry Governance
 as relevant to select the key from the resource tree.Registry

Examples

Example 1 - Basic configuration

In this example, the required schema for validating messages going through the validate mediator is given as a registry key,  . Noschema\sample.xsd
source attribute is specified, and therefore the schema will be used to validate the first child of the SOAP body. The mediation logic to follow if the validation
fails is defined within the   element. In this example, the   creates a SOAP fault to be sent back to the party which sent the message.on-fail Fault Mediator

Tip
You can click  to add namespaces if you are providing an expression. Then the  panel would appear where you can provide any number of namespace prefixes and URLs used in the XPath expression. NameSpaces Namespace Editor

Only the  feature is currently supported by the validator.FEATURE_SECURE_PROCESSING

http://xsdimport
http://java.sun.com/javase/6/docs/api/constant-values.html#javax.xml.XMLConstants.FEATURE_SECURE_PROCESSING
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<validate cache-schema="true">
    <schema key="schema\sample.xsd"/>
         <on-fail>
                <makefault>
                    <code value="tns:Receiver"
                           
xmlns:tns="http://www.w3.org/2003/05/soap-envelope"/>
                    <reason value="Invalid Request!!!"/>
                </makefault>
                <property name="RESPONSE" value="true"/>
                <header name="To"
expression="get-property('ReplyTo')"/>
         </on-fail>
</validate>

Example 2 - Validate mediator with resources

In this example, the following schema named   is saved in the Registry. This schema is located in  . A08MockServiceSchema MockDataTypes.xsd
reference is made within this schema to another schema named   which is located in  .08SOAPFaults  SOAPFaults.xsd

<xsd:import namespace= "http://samples.synapse.com/08MockServiceSchema"
schemalocation= "MockDataTypes.xsd">
 <xsd:import namespace= "http://samples.synapse.com/08SOAPFaults"
schemalocation= "../Common/SOAPFaults.xsd">
</xsd:import>

The Validate mediator can be configured as follows.

<validate cache-schema="true">
 <schema key="MockDataTypes.xsd"/>
 <resource location="../Common/SOAPFaults.xsd"
key="conf:custom/schema/SOAPFaults.xsd"/>
 <on-fail>
  <log level="custom">
   <property name="validation failed" value="Validation failed ###"/>
   <property name="error_msg" expression="$ctx:ERROR_MESSAGE"/>
  </log>
 </on-fail>
</validate>

The schema used by the validate mediator is  . In addition, a resource is used to import the     schema which isMockDataTypes.xsd 08 SOAPFaults
referred in the   schema. Note that the value   which is specified as the location for the schema to08MockServiceSchema ../Common/SOAPFaults.xsd
be imported is the same as the location specified for     schema in the   configuration.08 SOAPFaults 08MockServiceSchema

The   sequence of this Validate mediator includes a   which is added as a child to the Validate mediator. This log mediator uses twoon-fail Log mediator
properties to generate the error message   when the validation of a message against the schemas specified fails.Validation failed ###

Validating JSON messages

The  Validate mediator validates JSON messages against a specified JSON schema. You can specify a JSONPath to extract and validate a specific part of
the message. Otherwise, the mediator validates the complete content of the current message.

A   should be added as a child to the Validate mediator in order specify the fault sequence to beFault mediator or PayloadFactory mediator  
followed if the validation fails.

The Validate mediator is a  mediator.content aware

https://docs.wso2.com/display/EI650/ESB+Mediators#ESBMediators-Content-awareness
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Syntax

<validate [source="xpath"]>
   <schema key="string"/>+
   <on-fail>
      mediator+
   </on-fail>
</validate>

Configuration

The mediator configuration can be divided into the following sections.
Schema keys defined for Validate Mediator

This section is used to specify the key to access the main schema based on which validation is carried out, as well as to specify the JSON message which
needs to be validated. The parameters available in this section are as follows.

Parameter Name Description

Source The JSONPath expression to extract the JSON element that needs to be validated. The Validate mediator validates
the evaluation of this expression against the schema specified in the  Schema keys defined for Validate Mediator
table. If this is not specified, the validation is performed against the whole body of the current message.
E.g: json-eval($.msg)"

Enable Cache Schema This check box is enabled by default to ensure that schemas retrieved from the registry for one service/REST API
are cached for future use.

Schema keys defined for
Validate Mediator

The key for the schema location. It can be specified using one of the following methods.

   If the key is a static value, select Static Key from the list and enter a static key in the data field. This value
 Registry should be pre-defined and saved as a resource in the . Click either Configuration Registry or Governa

nce Registry as relevant to select the required key from the resource tree.
If the key is a dynamic value, Select Dynamic Key from the list and enter an expression to calculate the value
in the data field.

Click  to add a new schema key. Click  in the relevant row to delete a schema key.Add Key Delete

Examples

Following examples use the below sample schema  file. Add this sample schema file (i.e. to theStockQuoteSchema.json ) StockQuoteSchema.json
json. For instructions on adding the schema file to the Registry path, see following Registry path: conf:/schema/StockQuoteSchema. Adding a

.Resource

Using Templates?
Be sure to disable this check box if you are using the  mediator inside a . SinceValidate Template
multiple proxy services/REST APIs will be accessing one template, schemas that are cached for one
service can interrupt another service that uses the same template.

When adding this sample schema file to the Registry, specify the  as Media Type application/json.
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{
  "$schema": "http://json-schema.org/draft-04/schema#",
  "type": "object",
  "properties": {
    "getQuote": {
      "type": "object",
      "properties": {
        "request": {
          "type": "object",
          "properties": {
            "symbol": {
              "type": "string"
            }
          },
          "required": [
            "symbol"
          ]
        }
      },
      "required": [
        "request"
      ]
    }
  },
  "required": [
    "getQuote"
  ]
}

Example 1 - Basic configuration

In this example, the required schema for validating messages going through the Validate mediator is given as a registry key (i.e. schema\StockQuoteSch
). You do not have any source attributes specified. Therefore, the schema will be used to validate the complete JSON body. The mediation logicema.json

to follow if the validation fails is defined within the on-fail element. In this example, the  creates a fault to be sent back to the party,PayloadFactory mediator
which sends the message.

<validate cache-schema="true">
    <schema key="conf:/schema/StockQuoteSchema.json"/>
    <on-fail>
        <payloadFactory media-type="json">
            <format>{"Error":"$1"}</format>
            <args>
                <arg evaluator="xml" expression="$ctx:ERROR_MESSAGE"/>
            </args>
        </payloadFactory>
        <property name="HTTP_SC" value="500" scope="axis2"/>
        <respond/>
    </on-fail>
</validate>

An example for a valid JSON payload request is given below.
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{
   "getQuote": {
      "request": {
         "symbol": "WSO2"
      }
   }
}

Example 2 - Validate mediator with source (JSONPath)
In this example, it extracts the message element from the JSON request body and validates only that part of the message against the given
schema.

<validate cache-schema="true" source="json-eval($.msg)">
    <schema key="conf:/schema/StockQuoteSchema.json"/>
    <on-fail>
        <payloadFactory media-type="json">
            <format>{"Error":$1"}</format>
            <args>
                <arg evaluator="xml" expression="$ctx:ERROR_MESSAGE"/>
            </args>
        </payloadFactory>
        <property name="HTTP_SC" value="500" scope="axis2"/>
        <respond/>
    </on-fail>
</validate>

An example for a valid JSON request payload is given below.

{
   "msg": {
      "getQuote": {
         "request": {
            "symbol": "WSO2"
         }
      }
   }
}

XQuery Mediator

The  performs an XQuery transformation on messages. XQuery Mediator

Syntax |  | Configuration Examples

Syntax

The XQuery mediator is a  mediator.content aware

https://docs.wso2.com/display/EI650/ESB+Mediators#ESBMediators-Content-awareness
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<xquery key="string" [target="xpath"]>
    <variable name="string" type="string" [key="string"]
[expression="xpath"] [value="string"]/>?
</xquery>

Configuration

The parameters available to configure the XQuery mediator are as follows.

Parameter Name Description

Key Type This parameter specifies whether the key which represents the XQuery transformation should be a static key or a
dynamic key.

Static: If this is selected, the key would be a static value. This value should be selected from the Registry for
the  parameter.Key
Dynamic: If this is selected, the key would be a dynamic value which has to be evaluated via an XPath
expression. The relevant XPath expression can be entered in the  parameter.Key

Key The key that represents the XQuery transformation. The value you enter depends on the value you selected for the 
parameter. Key Type If you selected Static for the Key Type parameter, click  or Configuration Registry Governa

 as relevant to select the key from the resource tree. If you selected for the parance Registry Dynamic Key Type 
meter, enter the XPatch expression which calculates the dynamic key.

 

Target This parameter specifies the node of the message to which the XQuery transformation should be applied. The node
is evaluated via an XPath expression. If no value is specified for this parameter, the XQuery transformation is
applied to the first child of the SOAP body.

Add Variable This link allows you to define one or more variables that could be bound to the dynamic context of the XQuery
engine in order to be accessed during the XQuery script invocation.

Click  to add a variable to the XQuery mediator configuration. The page will expand to displayAdd Variable
parameters relating to variables. The parameters displayed would differ depending on whether you select  or Value

 as the variable value type. Click on the relevant tab below to view the relevant UI configuration forExpression
variables.
Value

You can click  to add namespaces if you are providing an expression. Then the NameSpaces Namespa
 panel would appear where you can provide any number of namespace prefixes and URLsce Editor

used in the XPath expression. 

You can click  to add namespaces if you are providing an expression. Then the NameSpaces Namespa
 panel would appear where you can provide any number of namespace prefixes and URLsce Editor

used in the XPath expression. 
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Parameter Name Description

Variable Type The data type of the variable. Supported values are as follows.

INT
INTEGER
BOOLEAN
BYTE
DOUBLE
SHORT
LONG
FLOAT
STRING
DOCUMENT
ELEMENT

Variable Name The name of the variable. It should correspond to the name of the variable
declaration in the XQuery script.

Value Type This parameter specifies whether the variable value should be a static value
or a dynamic value

Value: If this is selected, the variable value is a static value. The static
value should be entered in the parameter.Value/Experession 
Expression: If this is selected the variable value is a dynamic value.
The XPath expression to calculate it should be entered in the Value/E
xperession parameter.

Value/Expression This parameter is used to enter the variable value. This can be a static
value or an expression based on the value you selected for the Value Type
parameter.

Action This parameter allows the variable to be deleted.

Expression
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Parameter Name Description

Variable Type The data type of the variable. This should be a valid type defined by the
JSR-000225 (XQJ API). Supported values are as follows.

INT
INTEGER
BOOLEAN
BYTE
DOUBLE
SHORT
LONG
FLOAT
STRING
DOCUMENT
DOCUMENT_ELEMENT
ELEMENT

Variable Name The name of the variable. It should correspond to the name of the variable
declaration in the XQuery script.

Value Type This parameter specifies whether the variable value should be a static value
or a dynamic value

Value: If this is selected, the variable value is a static value. The static
value should be entered in the parameter.Value/Experession 
Expression: If this is selected the variable value is a dynamic value.
The XPath expression to calculate it should be entered in the Value/E

parameter.xperession 

Value/Expression This parameter is used to enter the variable value. This can be a static
value or an expression based on the value you selected for the Value Type
parameter.

Registry Key The key to acces the variable value if it is saved in the Registry. Click either
 or  in the Configuration Registry Governance Registry Registry

 parameter as relevant to select the required key from the resourceBrowser
tree.

Registry Browser If the variable value is saved in the Registry, click either Configuration
Registry or Governance Registry in the Registry Browser parameter as
relevant to select the required key from the resource tree.

NS Editor You can click NameSpaces to add namespaces if you are providing an
expression. Then the Namespace Editor panel would appear where you
can provide any number of namespace prefixes and URLs used in the
XPath expression. 

Action This parameter allows the variable to be deleted.

Examples

In this configuration, the XQuery script is saved in the registry, and it can be accessed via the   key. The XQuery configuration hasxquery\example.xq
one variable named  of which the variable type is .  As there is no expression in the variable definitions, the default value of the first childpayload ELEMENT
of the SOAP Body is used as the value of the variable p . Within the XQuery script, you can access this variable by defining ayload declare variable

.$payload as document-node() external;

<xquery key="xquery\example.xq">
      <variable name="payload" type="ELEMENT"/>
</xquery>

Variables

The following variable picks an XML resource from the registry using key   and binds into XQuery Runtime so that it can bemisc/commission.xml
accessed within the XQuery script.
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<variable name="commission" type="ELEMENT"
key="misc/commission.xml"></variable>

The value of the following variable is calculated from the current message SOAP Payload using an expression. The value type of the variable is .DOUBLE

<variable name="price" type="DOUBLE"
expression="self::node()//m0:return/m0:last/child::text()"
xmlns:m0="http://services.samples/xsd"/>

XSLT Mediator

The  applies a specified XSLT transformation to a selected element of the current message payload. In addition, you can:XSLT Mediator

Specify properties already included in the mediation flow to be added to the XSLT script as XSLT parameters.
Specify features to be enabled/disabled in the XSLT transformation.
Import external XSLT scripts to the main XSLT script of the XSLT mediator by adding them as resources.

Syntax |  |  | Configuration Examples Samples

Syntax

<xslt key="string" [source="xpath"]>
     <property name="string" (value="literal" | expression="xpath")/>*
     <feature name="string" value="true| false" />*
     <resource location="string" key="string"/>*
</xslt>

Configuration

The parameters available for configuring the XSLT mediator are as follows.

Parameter Name Description

Key Type You can select one of the following options.

Static Key: If this is selected, an existing key can be selected from the registry for the  parameter.Key
Dynamic Key: If this is selected, the key can be entered dynamically in the  Key parameter.

Key This specifies the registry key to refer the XSLT to. This supports static and dynamic keys.

The XSLT mediator is a  mediator.content aware

https://docs.wso2.com/display/EI650/ESB+Mediators#ESBMediators-Content-awareness
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Source This determines the element to which the given XSLT transformation should be applied via an XPath expression. If
the source element is not specified, the XSLT transformation is applied to the first child of the SOAP body.

Properties of the XSLT mediator This section is used to inject properties set in the mediation flow to the XSLT script as XSLT parameters. These are
referred from the XSLT in transformation using the  XPath extension function.get-property(prop-name)

Parameters relating to the properties are as follows.

Property Name: The name of the property to be passed into the transformations.
Property Type: This specifies whether the property is given as a static value or an XPath expression. 
Value/Expression - This defines the static value or the XPath expression.
Action - This parameter allows the property to be removed from the XSLT script if required.

Features of the XSLT mediator This section is used to specify features to be enabled/disabled in the XSLT transformation. For example, adding the
 http://ws.apache.org/ns/synapse/transform/feature/dom feature turns on DOM-based transformations instead of

serializing elements into byte streams and/or temporary files. This approach can improve performance but might
not work for all transformations.

Parameters relating to the features are as follows.

: The name of the feature to be enabled/disabled in the XSLT transformation.Feature Name
: This specified whether the feature is enabled or not. Select  to enable the feature or Feature Value True Fals

 to disable it.e
: This allows you to remove the feature from the XSLT transformation if required.Action

Resources of the XSLT
mediator

This section is used to import external XSLT scripts to the main XSLT scripts defined in the XSLT mediator. The
XSLT scripts to be imported are first added as resources in the registry.

Parameters relating to the resources are as follows.

Location: The location where the XSLT script to be imported is saved as a resource.
Key: The registry key to which the XSLT should be referred. Browse for the relevant key in the Configuration
registry or the Governance registry.
Action: This allows you to remove the imported XSLT script added as a resource if required.

Examples

Example 1 - Applying a XSLT transformation to a element selected based on an XPath expression
Example 2 -  Adding properties as XSLT parameters
Example 3 - Adding XSLT imports as resources
Example 4 - Adding CDATA to be displayed in the output

Example 1 - Applying a XSLT transformation to a element selected based on an XPath expression

In this example, the XSLT can be picked by the key   and the XSLT would be applied to a part of the message that is specifiedtransform/example.xslt
as an XPath expression. In this case, it is applied to   the message.s11:Body/child

<xslt xmlns="http://ws.apache.org/ns/synapse"
key="transform/example.xslt" source="s11:Body/child" />

Example 2 -  Adding properties as XSLT parameters

In this example, a property named  is added to the XSLT script as an XSLT parameter. A XPath expression is used to assign this property thePARAM_NAME
value of the  property in the default scope.ORDER_ID

Tip
You can click  to add namespaces if you are providing an expression. Then the NameSpaces Namespa

 panel would appear where you can provide any number of namespace prefixes and URLsce Editor
used in the XPath expression. 

For example, define the  transform.xslt.result.disableBuild  property as shown below, to
escape building the message at the XSLT transformation. It avoids replacing encoded values with real
characters. E.g., If you do not add this property, " " in your XML content will be replaced by a new&#10;
line, when the XML content is built at the XSLT mediator.

http://ws.apache.org/ns/synapse/transform/feature/dom
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<xslt key="keyToXSLTFile">
     <property expression="$ctx:ORDER_ID" name="PARAM_NAME">
</property></xslt>

The XSLT script with the  property added would look as follows.PARAM_NAME

<xsl:stylesheet version="1.0"
xmlns:xsl="http://www.w3.org/1999/XSL/Transform">
      <xsl:param name="PARAM_NAME"></xsl:param>
      <xsl:template match="/">
         <orders xmlns="http://services.samples">
            <xsl:attribute name="id">
               <xsl:value-of select="$PARAM_NAME">
            </xsl:value-of></xsl:attribute>
         </orders>
      </xsl:template>
</xsl:stylesheet>

Example 3 - Adding XSLT imports as resources

In this example, two XSLT files saved in the registry under  as resources are imported to the main XSLT script of the XSLT mediator.conf:/

xslt1.xslt

<xsl:stylesheet version="1.0"
xmlns:xsl="http://www.w3.org/1999/XSL/Transform"> 
    <xsl:template match="//people/person" name="FILL_PPL"> 
        <client> 
            <firstname> 
                <xsl:value-of select="firstname"> 
            </xsl:value-of></firstname> 
            <lastname> 
                <xsl:value-of select="lastname"> 
            </xsl:value-of></lastname> 
            <age> 
                <xsl:value-of select="age"> 
            </xsl:value-of></age> 
            <country> 
                <xsl:value-of select="country"> 
            </xsl:value-of></country> 
        </client> 
    </xsl:template> 
</xsl:stylesheet>

xslt2.xslt
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1.  

2.  
3.  

<xsl:stylesheet version="1.0"
xmlns:xsl="http://www.w3.org/1999/XSL/Transform">
    <xsl:import href="xslt1.xslt" />
    <xsl:template match="/">
        <clients>
            <xsl:for-each select="//people/person">
                <xsl:call-template name="FILL_PPL"></xsl:call-template>
            </xsl:for-each>
        </clients>
    </xsl:template>
</xsl:stylesheet>

<xsl:include href="xslt1.xslt"> element indicates that the   is included in .xslt1.xslt xslt2.xslt

These two files can be imported to the script of the XSLT mediator as follows.

<xslt key="conf:/xslt2.xslt"> 
      <resource key="conf:/xslt1.xslt" location="xslt1.xslt"> 
</resource></xslt>

The following SOAP request can be used to test the above configuration of the XSLT mediator included in a proxy configuration.

<soapenv:Envelope
xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"> 
    <soapenv:Header> 
    <soapenv:Body> 
        <people> 
            <person> 
                <firstname>Isuru</firstname> 
                <lastname>Udana</lastname> 
                <gender>Male</gender> 
                <age>26</age> 
                <country>SriLanka</country> 
            </person> 
            <person> 
                <firstname>Ishan</firstname> 
                <lastname>Jayawardena</lastname> 
                <gender>Male</gender> 
                <age>26</age> 
                <country>SriLanka</country> 
            </person> 
        </people> 
    </soapenv:Body> 
</soapenv:Header></soapenv:Envelope>

Example 4 - Adding CDATA to be displayed in the output

Follow the steps below to add CDATA to display them in the output without processing them via the XSLT transformation.

Create a file named   inside the  directory, and include the following property in it: XMLInputFactory.properties <EI_HOME> javax.xml.str
 eam.isCoalescing= false

Add the  attribute to the XSL stylesheet.<xsl:output method="xml" omit-xml-declaration="yes" indent="yes"/> 
In the XSL stylesheet, wrap the encoded CDATA within the   elements with the   parameter as<xsl:text> disable-output-escaping="yes"
shown below.
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3.  

<xsl:text disable-output-escaping="yes">&lt;![CDATA[</xsl:text>
<xsl:copy-of select="*"/>
<xsl:text disable-output-escaping="yes">]]&gt;</xsl:text>

The following is an example of a XSL stylesheet, which includes CDATA to be displayed in the output.

<xsl:stylesheet version="2.0"
                xmlns:xsl="http://www.w3.org/1999/XSL/Transform"> 
    <xsl:output method="xml" omit-xml-declaration="yes" indent="yes"/>
    <xsl:template match="/">
      <root>
<xsl:copy>
<xsl:text disable-output-escaping="yes">&lt;![CDATA[</xsl:text>
<xsl:copy-of select="*"/>
<xsl:text disable-output-escaping="yes">]]&gt;</xsl:text>
</xsl:copy>
      </root>
</xsl:template>
</xsl:stylesheet>

You can use the following Synapse configuration to process the above XSL stylesheet via a XSLT mediator. In the above configuration, the XSL stylesheet
is defined as a local entry named , and it is referred in the XSLT mediator configuration via the  attribute within the proxy service named XSLTTest key XSL

.TProxy

<proxy name="XSLTProxy" startOnLoad="true" transports="http https">
        <description/>
        <target>
            <inSequence>
                <xslt key="XSLTTest"/>
                <log level="full"/>
                <respond/>
            </inSequence>
        </target>
</proxy>
<localEntry key="XSLTTest">
        <xsl:stylesheet version="2.0"
xmlns:xsl="http://www.w3.org/1999/XSL/Transform"> 
           <xsl:output method="xml" omit-xml-declaration="yes"
indent="yes"/>
           <xsl:template match="/">
           <root>
              <xsl:copy>
                <xsl:text
disable-output-escaping="yes">&lt;![CDATA[</xsl:text>
                <xsl:copy-of select="*"/>
                <xsl:text
disable-output-escaping="yes">]]&gt;</xsl:text>
              </xsl:copy>
           </root>
           </xsl:template>
       </xsl:stylesheet>
        <description/>
</localEntry>

For example, pass the following payload to the  proxy service of the above configuration.XSLTProxy
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<soapenv:Envelope
xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/">
   <soapenv:Header/>
   <soapenv:Body>
      <abc>testabc</abc>
   </soapenv:Body>   
</soapenv:Envelope>

You view the output with the CDATA displayed as follows in the Console logs of the WSO2 EI server.

INFO - LogMediator To: /services/XSLTProxy.XSLTProxyHttpSoap11Endpoint,
WSAction: urn:mediate, SOAPAction: urn:mediate, MessageID:
urn:uuid:266d380f-800f-479b-bee9-c30897efe562, Direction: request,
Envelope: <?xml version='1.0' encoding='utf-8'?>
<soapenv:Envelope
xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/">
<soapenv:Body>
   <root xmlns="http://ws.apache.org/ns/synapse"><![CDATA[<abc
xmlns="">testabc</abc>]]></root>
</soapenv:Body></soapenv:Envelope>

Samples

Sample 440: Converting JSON to XML Using XSLT

Sample 8: Introduction to Static and Dynamic Registry Resources and Using XSLT Transformations

Kerberos Mediator

When a consumer client attempts to invoke a RESTful back-end service that is secured with Kerberos authentication, the client's credentials should be
authenticated before passing the client's request to the back-end service. When you have an ESB profile of WSO2 EI to mediate messages between the
consumer client and the back-end service, the Kerberos mediator can be used to facilitate the authentication.

[  ] [  ] [  ]Example use case Using the Kerberos mediator Testing the Kerberos mediator

Example use case

The following diagram depicts this process:

This page is currently restricted to confluence administrators. This will be completed and released when the Kerberos mediator is added to
WSO2 Integration Studio.

https://docs.wso2.com/display/EI6xx/Sample+440%3A+Converting+JSON+to+XML+Using+XSLT
https://docs.wso2.com/display/EI6xx/Sample+8%3A+Introduction+to+Static+and+Dynamic+Registry+Resources+and+Using+XSLT+Transformations
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1.  
2.  
3.  

4.  
5.  

The steps in the above process are as follows:
Register the client's username (Client Principal Name) and Password (Keytag file) in the KDC.
The client sends a request to the back-end service by invoking the ESB.
The Kerberos mediator in the ESB's receiving endpoint passes the client's username along with the back-end service's Service Principal Name to
the KDC. 
The KDC authenticates the client's credentials for the back-end service and returns a service token to the Kerberos mediator.
The Kerberos mediator then sets the service token as the authorization header in the client message and passes the message to the back-end
service.

Using the Kerberos mediator

To carry out the above use case, the ESB will have a meditation sequence defined using a Proxy Service, a REST API, or an Inbound endpoint. The
sequence will contain a   mediator to filter the client user that is invoking the service, and the   mediator to authenticate the client'sProperty Kerberos
credentials. Shown below is the syntax of the Kerberos mediator.

<kerberosService krb5Config="<Path_To_ConfigFile>/krb5.conf"     
                           spn="<SPN_Of_Back-end_Service>"
                           clientPrincipal="{$ctx:username}"
                           keytabPath="<Path_To_clients.keytab>"
                           loginConfig= "<Path_To_login.conf>"
                           loginContextName="KrbLogin" />

The property values that are applied to the Kerberos mediator are explained below.

Parameter Description
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1.  

2.  
3.  

krb5Config Specifies the file path to the  file (krb5.conf Kerberos configuration file), which is <EI_HOME>/repository/resources/se
A sample file is given below.. Be sure to create this file and place it in this directory. curity/

[libdefaults]
default_realm = WSO2.TEST

[realms]
WSO2.TEST = {
kdc = 192.1xx.xx.158:88
           }

[domain_realm]
.wso2.test = WSO2.TEST
wso2.test = WSO2.TEST

spn The service principal name (spn) of the back-end service.

clientPrincipal This represents the client principal name that is generated for the consumer client. In the above example, this value is fetched
from the  mediator.Property

keytabPath This is the file path to the key tab file generated for the consumer client. The password of the client is stored in this file.

loginConfig By default, the ESB is configured to log into  the KDC using minimal configurations. However, if you want to specify additional  
configurations for creating the connection between the ESB and the KDC, create a configuration file and provide the path to the
config file. A sample file is shown below.

KrbLogin {
 com.sun.security.auth.module.Krb5LoginModule required
 useTicketCache=false
 refreshKrb5Config=true
 doNotPrompt=true
 useKeyTab=true
 debug=true
 storeKey=true
};

loginContextName If you have specified a login.config file using the loginConfig parameter shown above, you need to specify the
loginContextName.

Testing the Kerberos mediator

To test this mediator, we need a RESTful back-end service that is secured using Kerberos. Let's use a REST API in an ESB server as the
RESTful back-end service.
Create a username and password in the Active Directory, which is the KDC.
Create the following proxy service and deploy it in an ESB server.
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3.  
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<?xml version="1.0" encoding="UTF-8"?>
<proxy xmlns="http://ws.apache.org/ns/synapse"
      name="testKerberos"
      startOnLoad="true"
      statistics="disable"
      trace="disable"
      transports="http,https">
   <target>
       <inSequence>
           <property name="username" value="<username_value>"/>

           <kerberosService krb5Config="<Path_To_ConfigFile>/krb5.conf"

                           spn="HTTP/myserver"
                           clientPrincipal="{$ctx:username}"
                           keytabPath="<Path_To_clients.keytab>"
                           loginConfig= "<Path_To_login.conf>"
                           loginContextName="KrbLogin" />            
           <call>
               <endpoint>
                   <http method="GET"  
uri-template="http://localhost:8281/HealthCheck/status"/>
               </endpoint>
           </call>
           <respond/>
       </inSequence>
   </target>
   <description/>
</proxy>

Send a request to the proxy service using the client username and password that was registered in step 2 above. 

Creating Custom Mediators

The ESB profile of WSO2 EI comes with an assortment of  to filter, transform, route and manipulate messages. Mediators provide an easy way ofmediators
extending the ESB.  When you have a scenario that requires functionality not provided by the existing mediators, you can write your own custom mediators
to implement your specific business requirements. Your custom mediators then must be plugged into the ESB profile. After adding them to the ESB profile,
they function together with core mediators that come with the product. The custom mediators can be distributed in a packaged form that can be installed in
another ESB profile instance.

Writing an ESB Mediator
Building the mediator
Deploying the custom mediator

Writing an ESB Mediator

There are two ways of writing an ESB mediator:

Using the - This does not allow mediator specific XML configurations. See  for more Class Mediator Writing Custom Mediator Implementations
information.
Writing the mediator with factory and serialize methods - This allows mediator to have its own XML configuration. See Writing Custom

 for more information.Configuration Implementations for Mediators

The easiest way to write a mediator is to extend your mediator class from the class. For org.apache.synapse.mediators.AbstractMediator
example, you can see the following articles in the WSO2 library:

Writing a Mediator in WSO2 EI - Part 1                            
Writing a Mediator in WSO2 EI - Part 2

Building the mediator

You can use the  and  for user-specific custom developments when there is no built-in mediator that alreadyClass mediator custom mediators
provides the required functionality. However, class and custom mediators incur a high maintenance overhead.  in particularCustom mediators
might introduce version migration complications when upgrading WSO2 EI. Therefore, avoid using them unless  the scenario is frequently
re-used and heavily user-specific. For best results, use  Class and custom mediators.WSO2 EI Tooling to debug

http://synapse.apache.org/apidocs/org/apache/synapse/mediators/AbstractMediator.html
http://wso2.org/library/2898
http://wso2.org/library/2936
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After you write the mediator, you must build it and make it an OSGI bundle so that it will work with the ESB.
Basic approach

Create a regular JAR that links to the Synpase core JAR and place it in the   directory. The platform will automatically make it an OSGI<EI_HOME>/ lib
bundle and deploy it to the server.
Advanced approach

If you want to control the way your mediator is created as an OSGI bundle, you must write the POM files so that you can export and import the packages
you need, as shown in the examples below.

Following is a POM file that creates the mediator using .Class Mediator

<project xmlns="http://maven.apache.org/POM/4.0.0"
         xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
         xsi:schemaLocation="http://maven.apache.org/POM/4.0.0
http://maven.apache.org/maven-v4_0_0.xsd">

    <modelVersion>4.0.0</modelVersion>
    <groupId>org.test</groupId>
    <artifactId>org.test</artifactId>
    <version>1.0.0</version>
    <packaging>bundle</packaging>
    <name>My Samples - Test mediator</name>
    <url>http://www.test.com</url>

    <repositories>
        <repository>
            <id>wso2-maven2-repository</id>
            <url>http://dist.wso2.org/maven2</url>
        </repository>
        <repository>
            <id>apache-Incubating-repo</id>
            <name>Maven Incubating Repository</name>
           
<url>http://people.apache.org/repo/m2-incubating-repository</url>
        </repository>
        <repository>
            <id>apache-maven2-repo</id>
            <name>Apache Maven2 Repository</name>
            <url>http://repo1.maven.org/maven2/</url>
        </repository>
    </repositories>

    <build>
        <plugins>
            <plugin>
                <groupId>org.apache.maven.plugins</groupId>
                <artifactId>maven-compiler-plugin</artifactId>
                <version>2.0</version>
                <configuration>
                    <source>1.5</source>
                    <target>1.5</target>
                </configuration>
            </plugin>
            <plugin>
                <groupId>org.apache.felix</groupId>
                <artifactId>maven-bundle-plugin</artifactId>
                <version>1.4.0</version>
                <extensions>true</extensions>
                <configuration>
                    <instructions>
                       
<Bundle-SymbolicName>org.test</Bundle-SymbolicName>
                        <Bundle-Name>org.test</Bundle-Name>
                        <Export-Package>
                            org.test.mediator.*,
                        </Export-Package>
                        <Import-Package>
                            *; resolution:=optional
                        </Import-Package>
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                    </instructions>
                </configuration>
            </plugin>
        </plugins>
    </build>

    <dependencies>
        <dependency>
            <groupId>org.apache.synapse</groupId>
            <artifactId>synapse-core</artifactId>
            <version>2.1.1-wso2v5</version>
        </dependency>



WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 1405

    </dependencies>
</project>

Following is a POM file that creates the mediator with its own XML configuration using the  and  classes.Serialize Factory

<project xmlns="http://maven.apache.org/POM/4.0.0"
         xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
         xsi:schemaLocation="http://maven.apache.org/POM/4.0.0
http://maven.apache.org/maven-v4_0_0.xsd">

    <modelVersion>4.0.0</modelVersion>
    <groupId>org.test</groupId>
    <artifactId>org.test</artifactId>
    <version>1.0.0</version>
    <packaging>bundle</packaging>
    <name>My Samples - Test mediator</name>
    <url>http://www.test.com</url>

    <repositories>
        <repository>
            <id>wso2-maven2-repository</id>
            <url>http://dist.wso2.org/maven2</url>
        </repository>
        <repository>
            <id>apache-Incubating-repo</id>
            <name>Maven Incubating Repository</name>
           
<url>http://people.apache.org/repo/m2-incubating-repository</url>
        </repository>
        <repository>
            <id>apache-maven2-repo</id>

The Maven bundle plug-in was used for creating the OSGI bundle here. Make sure you export the correct package that contains the mediator
code. Otherwise, your mediator will not work. If you are adding third-party libraries to the class mediator, be sure to use the maven-shade-plugin
to add the dependencies. See the sample shade plugin given below.

Example maven-shade-plugin

<plugin>
        <artifactId>maven-shade-plugin</artifactId>
        <version></version>
        <executions>
          <execution>
            <phase>package</phase>
            <goals>
              <goal>shade</goal>
            </goals>
            <configuration>
              <artifactSet>
                <includes>
                  <include></include>
                  <include></include>
                </includes>
              </artifactSet>
            </configuration>
          </execution>
        </executions>
        <configuration>
          <finalName></finalName>
        </configuration>
</plugin>
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            <name>Apache Maven2 Repository</name>
            <url>http://repo1.maven.org/maven2/</url>
        </repository>
    </repositories>

    <build>
        <plugins>
            <plugin>
                <groupId>org.apache.maven.plugins</groupId>
                <artifactId>maven-compiler-plugin</artifactId>
                <version>2.0</version>
                <configuration>
                    <source>1.5</source>
                    <target>1.5</target>
                </configuration>
            </plugin>
            <plugin>
                <groupId>org.apache.felix</groupId>
                <artifactId>maven-bundle-plugin</artifactId>
                <version>1.4.0</version>
                <extensions>true</extensions>
                <configuration>
                    <instructions>
                       
<Bundle-SymbolicName>org.test</Bundle-SymbolicName>
                        <Bundle-Name>org.test</Bundle-Name>
                        <Export-Package>
                            org.test.mediator.*,
                        </Export-Package>
                        <Import-Package>
                            *; resolution:=optional
                        </Import-Package>
                        <Fragment-Host>synapse-core</Fragment-Host>
                    </instructions>
                </configuration>
            </plugin>
        </plugins>
    </build>

    <dependencies>
        <dependency>
            <groupId>org.apache.synapse</groupId>
            <artifactId>synapse-core</artifactId>
            <version>2.1.1-wso2v5</version>
        </dependency>
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    </dependencies>
</project>

In this case, it is necessary to make the mediator an OSGI fragment of the synapse-core bundler. To achieve this, use the <Fragment-Host>synapse-c
.ore</Fragment-Host>

Create   and <PROJECT_HOME>/main/resources/META-INF.services/org.apache.synapse.config.xml.MediatorFactory <PROJECT_HOM
 files with the following content as shownE>/main/resources/META-INF.services/org.apache.synapse.config.xml.MediatorSerializer

below, to add service provider definitions to your Maven project.

Content of the org.apache.synapse.config.xml.MediatorFactory file

org.wso2.carbon.mediator.cache.config.xml.CacheMediatorFactory 

Content of the org.apache.synapse.config.xml.MediatorSerializer

file

org.wso2.carbon.mediator.cache.config.xml.CacheMediatorSerializer  

Deploying the custom mediator

For the above example, after you create the mediator, place the JAR file in the  directory. However, there are three places inside the<EI_HOME>\dropins
WSO2 EI distribution for placing the JAR file of a customer mediator. They are:

<EI_HOME>\extensions
<EI_HOME>\dropins
<EI_HOME>\lib

Extensions directory

If you created a regular non-OSGI mediator, build it and copy the JAR file into this directory. The system will convert the JAR file of the mediator into an
OSGI-JAR and deploy it into the server. This way is easy and simple.

However, in this method, you cannot use any OSGI features within the mediator implementation. For example, you cannot make certain packages private
or import specific versions of packages. Also, in this method, other than Class mediators, you can use a mediator, which has its own XML configuration.

Dropins directory

 If your custom mediator is a Class mediator, it would be a normal bundle. Instead, if it is a mediator with an XML configuration, then it should be a fragment
of the Synapse core, and thereby, you need to create an OSGI bundle for that. This requires basic knowledge about OSGI and the Maven bundle plug-in. If
you created your custom mediator as an OSGI bundle, you can place its JAR file in the   directory. dropins

The benefit of creating the custom mediator as an OSGI bundle is that you can use the OSGI features in its implementation as preferred.

The recommended way is to copy the JAR files into the  directory. If extensions you deploy a mediator through a Carbon Application (CAR
file), it can only be accessed from the Sequences and Proxy Services within the same CAR file. You need to restart the server after copying the
JAR file of the custom mediator into any of these directories.
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Lib directory

You can only copy JAR files of custom mediators, which are created using Class mediators into this directory. If you copy a regular JAR file into this
directory, the system automatically converts it to an OSGI bundle.

Writing Custom Mediator Implementations

The following information concerning writing custom mediators implementations is available:

MessageContext Interface
Mediator Interface
Leaf and Node Mediators, List Mediators and Filter Mediators

MessageContext Interface 

The  interface is the primary interface of the Synapse API. This essentially defines the per-message context passed through the chain ofMessageContext
mediators, for each and every message received and processed by Synapse. Each message instance is wrapped within a  instance,MessageContext
and the message context is set with the references to the  and .SynapseConfiguration SynapseEnvironment

The  holds the global configuration model that defines mediation rules, local registry entries and other configuration.SynapseConfiguration

The  gives access to the underlying SOAP implementation used - Apache Axis2.SynapseEnvironment

A typical mediator would need to manipulate the  by referring to the .MessageContext SynapseConfiguration

Mediator instances may store local message properties into the  for later retrieval by successive mediators.MessageContext

MessageContext Interface

package org.apache.synapse;

import ...

public interface MessageContext {

    /**
     * Get a reference to the current SynapseConfiguration
     *
     * @return the current synapse configuration
     */
    public SynapseConfiguration getConfiguration();

    /**
     * Set or replace the Synapse Configuration instance to be used.
May be used to
     * programmatically change the configuration at runtime etc.
     *
     * @param cfg The new synapse configuration instance
     */
    public void setConfiguration(SynapseConfiguration cfg);

    /**
     * Returns a reference to the host Synapse Environment
     * @return the Synapse Environment
     */
    public SynapseEnvironment getEnvironment();

Note
It is strongly recommended that the  is not updated by mediator instances as it is shared by all messages and may beSynapseConfiguration
updated by Synapse administration or configuration modules.

Tip
Extending the  class is the easier way to write a new mediator rather than implementing the  interface.AbstractMediator Mediator

http://synapse.apache.org/apidocs/org/apache/synapse/MessageContext.html
http://synapse.apache.org/apidocs/org/apache/synapse/config/SynapseConfiguration.html
http://synapse.apache.org/apidocs/org/apache/synapse/core/SynapseEnvironment.html
http://synapse.apache.org/apidocs/org/apache/synapse/mediators/AbstractMediator.html
http://synapse.apache.org/apidocs/org/apache/synapse/Mediator.html
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    /**
     * Sets the SynapseEnvironment reference to this context
     * @param se the reference to the Synapse Environment
     */
    public void setEnvironment(SynapseEnvironment se);

    /**
     * Get the value of a custom (local) property set on the message
instance
     * @param key key to look up property
     * @return value for the given key
     */
    public Object getProperty(String key);

    /**
     * Set a custom (local) property with the given name on the message
instance
     * @param key key to be used
     * @param value value to be saved
     */
    public void setProperty(String key, Object value);

    /**
     * Returns the Set of keys over the properties on this message
context
     * @return a Set of keys over message properties
     */
    public Set getPropertyKeySet();

    /**
     * Get the SOAP envelope of this message
     * @return the SOAP envelope of the message
     */
    public SOAPEnvelope getEnvelope();

    /**
     * Sets the given envelope as the current SOAPEnvelope for this
message
     * @param envelope the envelope to be set
     * @throws org.apache.axis2.AxisFault on exception
     */
    public void setEnvelope(SOAPEnvelope envelope) throws AxisFault;

    /**
     * SOAP message related getters and setters
     */
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    public ....get/set()...
}

The  interface is based on the Axis2  interface and uses the  and  classes/inteMessageContext MessageContext EndpointReference SOAPEnvelope
rfaces. The purpose of this interface is to capture a message as it flows through the system. As you see the message payload is represented using the
SOAP infoset. Binary messages can be embedded in the Envelope using MTOM (SOAP Message Transmission Optimization Mechanism) or SwA (SOAP
with Attachments) using the AXIOM (AXis Object Model) object model.

Mediator Interface 

The second key interface for mediator writers is the  interface.Mediator

package org.apache.synapse;

import org.apache.synapse.MessageContext;

/**
 * All Synapse mediators must implement this Mediator interface. As a
message passes
 * through the synapse system, each mediator's mediate() method is
invoked in the
 * sequence/order defined in the SynapseConfiguration.
 */
public interface Mediator {

    /**
     * Invokes the mediator passing the current message for mediation.
Each
     * mediator performs its mediation action, and returns true if
mediation
     * should continue, or false if further mediation should be
aborted.
     *
     * @param synCtx the current message for mediation
     * @return true if further mediation should continue
     */
    public boolean mediate(MessageContext synCtx);

    /**
     * This is used for debugging purposes and exposes the type of the
current
     * mediator for logging and debugging purposes
     * @return a String representation of the mediator type
     */
    public String getType();

    /**
     * This is used to check whether the tracing should be enabled on
the current mediator or not
     * @return value that indicate whether tracing is on, off or unset
     */
    public int getTraceState();

    /**
     * This is used to set the value of tracing enable variable
     * @param traceState Set whether the tracing is enabled or not
     */
    public void setTraceState(int traceState);
}

A mediator can read and/or modify the message in any suitable manner - adjusting the routing headers or changing the message body. If the  mediate()
method returns "false", it signals to the Synapse processing model to stop further processing of the message. For example, if the mediator is a security
agent, it may decide that this message is dangerous and should not be processed further. This is generally the exception as mediators are usually
designed to co-operate to process the message onwards.

http://axis.apache.org/axis2/java/core/api/org/apache/axis2/context/MessageContext.html
http://axis.apache.org/axis2/java/core/api/org/apache/axis2/addressing/EndpointReference.html
http://ws.apache.org/axiom/apidocs/org/apache/axiom/soap/SOAPEnvelope.html
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Leaf and Node Mediators, List Mediators and Filter Mediators 

Mediators may be  mediators (they can contain child mediators) or  mediators (mediators that does not hold any other child mediators). A  Node Leaf Node
mediator must implement the  interface listed below or extend from org.apache.synapse.mediators.ListMediator org.apache.synapse.medi

.ators.AbstractListMediator

The ListMediator Interface

package org.apache.synapse.mediators;

import java.util.List;

/**
* The List mediator executes a given sequence/list of child mediators
*/
public interface ListMediator extends Mediator {
    /**
    * Appends the specified mediator to the end of this mediator's
(children) list
    * @param m the mediator to be added
    * @return true (as per the general contract of the Collection.add
method)
    */
    public boolean addChild(Mediator m);

    /**
    * Appends all of the mediators in the specified collection to the
end of this mediator's (children)
    * list, in the order that they are returned by the specified
collection's iterator
    * @param c the list of mediators to be added
    * @return true if this list changed as a result of the call
    */
    public boolean addAll(List c);

    /**
    * Returns the mediator at the specified position
    * @param pos index of mediator to return
    * @return the mediator at the specified position in this list
    */
    public Mediator getChild(int pos);

    /**
    * Removes the first occurrence in this list of the specified
mediator
    * @param m mediator to be removed from this list, if present
    * @return true if this list contained the specified mediator
    */
    public boolean removeChild(Mediator m);

    /**
    * Removes the mediator at the specified position in this list
    * @param pos the index of the mediator to remove
    * @return the mediator previously at the specified position
    */
    public Mediator removeChild(int pos);

    /**
    * Return the list of mediators of this List mediator instance
    * @return the child/sub mediator list
    */
    public List getList();
}

A  implementation should call  to process its sub mediator sequence.ListMediator super.mediate(synCtx)

A  is a  that executes its sequence of sub mediators on successful outcome of a test condition. The Mediator instanceFilterMediator ListMediator

https://synapse.apache.org/apidocs/org/apache/synapse/mediators/ListMediator.html
http://synapse.apache.org/apidocs/org/apache/synapse/mediators/AbstractListMediator.html
http://synapse.apache.org/apidocs/org/apache/synapse/mediators/AbstractListMediator.html
http://synapse.apache.org/apidocs/org/apache/synapse/mediators/FilterMediator.html
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that performs filtering should implement the  interface.FilterMediator

FilterMediator Interface

package org.apache.synapse.mediators;

import org.apache.synapse.MessageContext;

/**
 * The filter mediator is a list mediator, which executes the given
(sub) list of mediators
 * if the specified condition is satisfied
 *
 * @see FilterMediator#test(org.apache.synapse.MessageContext)
 */
public interface FilterMediator extends ListMediator {

    /**
     * Should return true if the sub/child mediators should execute.
i.e. if the filter
     * condition is satisfied
     * @param synCtx
     * @return true if the configured filter condition evaluates to
true
     */
    public boolean test(MessageContext synCtx);
}

Writing Custom Configuration Implementations for Mediators

You can write your own custom configurator for the  implementation you write without relying on the  or Spring extension for itsMediator Class Mediator
initialization.

The   - Defines how to digest a custom XML configuration element to be used to create and configure theMediatorFactory implementation
custom mediator instance.
T    - Defines how a configuration should be serialized back into an XML configuration.he MediatorSerializer implementation

The custom ,  implementations and the mediator class/es must be bundled as an OSGi bundle exporting theseMediatorFactory MediatorSerializer
classes and placed into the <  folder, so that the Synapse runtime could find and load the definition.EI_HOME>/dropins

A custom JAR file must bundle your classes implementing the  interface,  and the  interfaces. ItMediator MediatorSerializer MediatorFactory
should also contain two text files named  and org.apache.synapse.config.xml.MediatorFactory org.apache.synapse.config.xml.Mediat

 which will contain the fully qualified name(s) of your  and  implementation classes. AnyorSerializer MediatorFactory MediatorSerializer
dependencies should be made available through OSGi bundles in the same plugins directory.

The  interface listing, which you should implement, is given below and its  method must define the fully qualifiedMediatorFactory getTagQName()
element of interest for custom configuration. The Synapse initialization will call back to this  instance through the MediatorFactory createMediator(O

 method passing in this XML element, so that an instance of the mediator could be created utilizing the custom XML specification andMElement elem)
returned.
The MediatorFactory Interface

http://svn.apache.org/viewvc/synapse/trunk/java/modules/core/src/main/java/org/apache/synapse/config/xml/MediatorFactory.java?view=markup
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package org.apache.synapse.config.xml;

import ...

/**
 * A mediator factory capable of creating an instance of a mediator
through a given
 * XML should implement this interface
 */
public interface MediatorFactory {
    /**
     * Creates an instance of the mediator using the OMElement
     * @param elem
     * @return the created mediator
     */
    public Mediator createMediator(OMElement elem);

    /**
     * The QName of this mediator element in the XML config
     * @return QName of the mediator element
     */
    public QName getTagQName();
}

The MediatorSerializer Interface

package org.apache.synapse.config.xml;

import ...

/**
 * Interface which should be implemented by mediator serializers. Does
the
 * reverse of the MediatorFactory
 */
public interface MediatorSerializer {

    /**
     * Return the XML representation of this mediator
     * @param m mediator to be serialized
     * @param parent the OMElement to which the serialization should be
attached
     * @return the serialized mediator XML
     */
    public OMElement serializeMediator(OMElement parent, Mediator m);

    /**
     * Return the class name of the mediator which can be serialized
     * @return the class name
     */
    public String getMediatorClassName();
}

Mediation Sequences

A , commonly called a , is a tree of  that you can use in your mediation workflow. When a message is delivered tomediation sequence sequence mediators
a sequence, the sequence sends it through all its mediators.

http://svn.apache.org/viewvc/synapse/trunk/java/modules/core/src/main/java/org/apache/synapse/config/xml/MediatorSerializer.java?view=markup
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When you want to work with mediation sequences, you can use the EI tooling plug-in to create a new sequence as well as to import an existing sequence,
or you can add, edit, and delete sequences via the Management Console.

Configuring a mediation sequence

You can define mediation sequences using the Management Console as described in . The underlying SynapseAdding a Mediation Sequence
configuration uses the following syntax:

<sequence name="string" [onError="string"] [key="string"]
[trace="enable"] [statistics="enable"]>
    mediator*
</sequence>

You can list the mediators right in the sequence definition (referred to as an ) and refer to other sequences by name. For example:in-line sequence

<sequence name="foo">
    <log/>
    <property name="test" value="test value"/>
    <sequence key="other_sequence"/>
    <send/>
</sequence>

This sequence specifies three mediators in-line: the , , and the . It also references the named sequence log mediator  property mediator  send mediator
"other_sequence" and therefore uses all the mediators defined in that sequence.

In addition to mediators and other sequences, you can configure the following:

Create a dynamic sequence by referring to an entry in the registry, in which case the sequence will change as the registry entry changes.
Activate statistics collection by setting the statistics attribute to enable. In this mode the sequence will keep track of the number of messages
processed and their processing times. For more information, see .Monitoring WSO2 EI Using WSO2 Analytics
Activate trace collection by setting the trace attribute to enable. If tracing is enabled on a sequence, all messages being processed through the
sequence will write tracing information through each mediation step.
Use the onError attribute to define a custom error handler sequence. If an error occurs while executing the sequence, this error handler will be
called. If you do not specify an error handler, the fault sequence will be used, as described in the next section.

About the main and fault sequences

A mediation configuration holds two special sequences named  and . All messages that are not destined for  are sent through themain fault proxy services
main sequence. By default, the main sequence simply sends a message without mediation, so to add message mediation, you add mediators and/or

https://docs.wso2.com/pages/viewpage.action?pageId=51479177
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named sequences in the main sequence.

By default, the fault sequence will log the message, the payload, and any error/exception encountered, and the   stops further processing. Youdrop mediator
should configure the fault sequence with the correct error handling instead of simply dropping messages. For more information, see .Error Handling

Working with Sequences via Tooling

You can create a sequence in your ESB Config project or in the registry and then add it right to that project's mediation workflow, or you can refer to it from
a sequence mediator in the same ESB Config project or another project in this Eclipse workspace. 

This section describes how to   or   from an XML file (such as a Synapse Configuration file), and how to create a new sequence import an existing sequence u
 in your mediation flow.se the sequence

About dynamic sequences

WSO2 Integration Studio allows you to create a Registry Resource project, which can be used to store Resources and Collections you want to deploy to
the registry of a Carbon Server through a Composite Application (C-App) project. When you create a sequence, you can save it as a dynamic sequence in
the Registry Resource project and refer to that sequence from the mediation flow. At runtime, when you deploy the CAR file with both the Registry
Resource project and mediation flow, the ESB profile looks up and uses the sequence from the registry.
Creating a new sequence

Follow these steps to create a new, reusable sequence that you can add to your mediation workflow or refer to from a sequence mediator, or to create a
sequence mediator and its underlying sequence all at once.

To create a reusable sequence:

Create an ESB Config project: Open  , click in the  tab,WSO2 Integration Studio  Miscellaneous  Create New Config Project   Getting Started
and follow the instructions on the wizard.

Right-click the ESB Config project on the project explorer, click  .Sequence
Select   and click  .Create New Sequence Next
Specify a unique name for the sequence. 

Do one of the following:
To save the sequence in an existing ESB Config project in your workspace, click   and select that project.Browse
To save the sequence in a new ESB Config project, click  and create the new project. Create new Project
To save the sequence as a   in a Registry Resource project, click  , specify thedynamic sequence Make this as Dynamic Sequence
registry space (Governance or Configuration), click the   button at the top of the dialog box next to   and selectBrowse Save Sequence in
the registry resource project, and then type the sequence name in the Registry Path box.

Optionally, in the  section, specify another sequence to run when there is an error and the endpoint where messages Advanced Configuration
should be sent.
Click . The sequence is created in the sequences folder under the ESB Config or Registry Resource project you specified, and the Finish
sequence is open in the editor.
Add the endpoints and other sequences you want in this sequence and then click  .File > Save

Creating a Main Sequence
If you want to create the default main sequence that just sends messages without mediation, be sure to name it , whichmain
automatically populates the sequence with the default in and out sequences.
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The sequence is now available in the   section of the tool palette and ready for use.Defined Sequences

To create a sequence when creating a sequence mediator:

With your proxy service open in the editor, click   in the tool palette and then click the location in the mediation workflow whereSequence Mediator
you want to add this sequence. 
The sequence mediator is added to the workflow with a default name, which is highlighted and ready for you to change.
Type the name you want for this sequence mediator and press  .Enter
Double-click the sequence mediator you just added. A sequence is created and opened in the editor using the same name you entered for the
sequence mediator.
Add the endpoints and other sequences you want in this sequence, and then click  .Save

The mediation workflow is updated with the endpoints you added to the sequence. The sequence is also now available in the   sectionDefined Sequences
of the tool palette and ready for use in other meditation workflows.
Importing a sequence

Follow these steps to import an existing sequence from an XML file (such as a Synapse configuration file) into an ESB Config project.

Create an ESB Config project: Open  , click in the  tab,WSO2 Integration Studio  Miscellaneous  Create New Config Project   Getting Started
and follow the instructions on the wizard.
Right-click the ESB Config project on the project explorer, click  .Sequence
Select   and click  .Import Sequence Next
Specify the sequence file by typing its full path name or clicking   and navigating to the file.Browse
In the   field, specify an existing ESB Config project in your workspace where you want to save the sequence, or clickSave Sequence In  Create

 to create a new ESB Config project and save the sequence there.  new Project
In the  section, select the sequences you want to import.  Advanced Configuration
Click . The sequences you selected are created in the sequences folder under the ESB Config project you specified, and the first sequence Finish
is open in the editor.

Using a sequence

After you create a sequence, it appears in the   section of the tool palette. To use this sequence in a mediation flow, click the sequenceDefined Sequences
in the tool palette and then click the spot on the canvas where you want the sequence to appear in the flow. The editor automatically adds any endpoints
you used in your sequence.

If you want to use a sequence from a different project or from the registry, you need to create a sequence mediator and then refer to the sequence as
follows:

Click   on the tool palette, and then click the spot on the canvas where you want the sequence to appear in the mediationSequence Mediator
workflow.
Press   to accept the default name for now.Enter
In the   pane at the bottom of the window, click  , and then click the browse   button on the right.Properties Static Reference Key [...]
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In the Resource Key Editor, click   if the sequence is stored in the registry or   if it's in another ESB Config project in thisRegistry Workspace
Eclipse workspace.
If you are trying to select a sequence from the registry and no entries appear in the dialog box, click the add registry connection button (the first
button in the upper right corner) and connect to the registry where the sequence resides.
Navigate to the sequence you want, select it and click  , and then click   again.OK OK

The sequence mediator name and static reference key are updated to point to the sequence you selected.

Prioritizing Messages

You can prioritize messages to ensure that high-priority messages are not dropped. Prioritization is implemented at two levels in WSO2 EI:

HTTP transport level - If users would like to use the EI as a pure router.
Message mediation level - If users use EI for heavy processing like XSLT and XQuery.

From the users perspective, key to any priority mediation is to determine the priority of an incoming message.

At the message mediation layer, this can be done using content filters. This means the full power of EI configuration language is available to the user for
determining the priority of a given message. For example, a message may contain an element called "priority" and depending on its value the priority can
be determined.

At the HTTP layer, user has access to HTTP headers, HTTP parameters and URL values. By looking at these values, user can determine the priority of a
given message.

The priority mediation implementation is based on  and .Queues ThreadPoolExecutors

ThreadPoolExecutor accepts a  implementation. A custom blocking queue that can be used to order the jobs based on priority wasBlockingQueue
implemented.  starts queuing only when the all the core threads are busy. Every message should get equal priority until all the coreThreadPoolExecutor
threads are used.

Internally custom  uses multiple queues for accepting jobs with different priorities. Once jobs are put into the queue, it uses a pluggableBlockingQueue
algorithm for choosing the next job. The default algorithm chooses the jobs based on a priority-based, round-robin algorithm. For example, let's say we
have two priorities, 10 and 1. This algorithm tries to fetch 10 items with priority 10 and then 1 item with the priority 1.

Priority Executors

Priority executors can be used with the  to execute sequences with a given priority. Priority executors are used in high-load scenariosEnqueue Mediator
when you wants to execute different sequences for messages with different priorities. This approach allows you to control the resources allocated to
executing sequences and to prevent high-priority messages from getting delayed and dropped. A priority has a valid meaning comparing to other priorities
specified. For example, if there are two priorities with value 10 and 1, a message with priority 10 will get 10 times more resources than messages with
priority 1.
Priority Executor Configuration

Note
Please note that this feature is deprecated.
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<priority-executor name="priority-executor">
    <queues isFixed="true|false" nextQueue="class implementing
NextQueueAlgorithm">
        <queue [size="size of the queue"] priority="priority of the
messages put in to this queue"/>*
    </queues>
    <threads core="core number of threads" max="max number of threads'
keep-alive="keep alive time"/>
</priority-executor>

Core priority executors' attributes:

queues - Defines separate queues for different priorities in a Thread Pool Executor.
isFixed -Controls the queues to have a fixed depths or un-bounded capacities.

size - Defines a size of a queue.
priority -Defines a priority of a queue.

core - Defines a core number of Priority Executor threads. When EI is started with the priority executor, this number of threads will be created.
max - Defines the maximum number of threads this executor will have.
keep-alive - Defines the keep-alive time of threads. If the number of threads in the executor exceeds the  threads, they will be in active forcore
the  time only. After the  time, those threads will be be removed from the system.keep-alive keep-alive

The following topics describe how to manage your priority executors:

Adding a Priority Executor
Editing a Priority Executor
Deleting a Priority Executor

To see a sample of priority-based mediation, see .Sample 652: Priority Based Message Mediation

Adding a Priority Executor

Priority executors can be used to execute sequences with a given priority. This allows the user to control the resources allocated to executing sequences
and prevent high priority messages from getting delayed and dropped.

Follow the instructions below to add a new priority executor to the WSO2 EI.

1. Sign in. Enter your user name and password to log on to the EI Management Console.

2. Click on "Main" in the left menu to access the "Manage" menu.

Note
An executor should have at least two or more queues. If only one queue is used, there is no point in using a priority executor.

Note
If the queues has unlimited length, no more than core threads will be used.

Note
Please note that this feature is deprecated.

https://docs.wso2.com/display/EI6xx/Sample+652%3A+Priority+Based+Message+Mediation
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3. In the "Manage" menu, click on "Priority Executors" under "Service Bus."

4. In the "Priority Executors" window, click on the "Add Executor" link.

5. Specify the options of a new priority executor in the "Priority Executor Design" widow.

Executor Name- Name of the Executor.
Fixed Size Queues - Whether fixed size queues are used or not.
Queues - Individual Queue Configurations. See the detailed information below.
Next Queue Algorithm
Max - Maximum Number of Threads in the Executor.
Core - Core Number of Threads in the Executor.
Keep-Alive - Keep Alive time for Threads.
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6. Each and every priority has a queue associated with it. A message is put in to one of the queues corresponding to its priority. To add a queue to an
executor, click on the "Add Queue" link.

7. Specify the "Queues" options:

Priority - Priority of the Queue.
Size - Size of the Queue. This option is visible only if fixed size queues are selected.

Tip
An executor should have at least two or more queues. If only one queue is used, there is no point in using a priority executor.

Tip
You can remove a queue from an executor clicking on the "Delete" link in the actions column.
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8. Click on the "Save" button to add an executor to the list.

9. A new priority executor appears in the list.

Editing a Priority Executor

Priority executors can be used to execute sequences with a given priority. This allows user to control the resources allocated to executing sequences and
prevent high priority messages from getting delayed and dropped. Once adding a priority executor, you can edit it options according to new requirements.

Follow the instructions below to edit a priority executor in the WSO2 EI.

1. Sign in. Enter your user name and password to log on to the EI Management Console.

2. Click on "Main" in the left menu to access the "Manage" menu.

3. In the "Manage" menu, click on "Priority Executors" under "Service Bus."

Note
Please note that this feature is deprecated.
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4. In the "Priority Executors" window, click on the "Edit" link in the "Actions" column.

5. The "Priority Executor Design" window appears.

6. Edit the options of the priority executor. For the detailed information about the executors options see .Adding a Priority Executor

7. Click on the "Save" button.
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Deleting a Priority Executor

Priority executors can be used to execute sequences with a given priority. This allows user to control the resources allocated to executing sequences and
prevent high priority messages from getting delayed and dropped. If there is no need to use the existing priority order, you can delete a priority executor in
WSO2 EI.

Follow the instructions below to delete a priority executor from the WSO2 EI.

1. Sign in. Enter your user name and password to log on to the EI Management Console.

2. Click on "Main" in the left menu to access the "Manage" menu.

3. In the "Manage" menu, click on "Priority Executors" under "Service Bus."

4. In the "Priority Executors" window, click on the "Delete" link in the "Actions" column.

Note
Please note that this feature is deprecated.
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5. Confirm your request in the "WSO2 Carbon" window.

Debugging Mediation

Message mediation mode is one of the operational modes of the ESB profile where the ESB profile functions as an intermediate message router. When
t can filter, transform, drop or forward messages to an endpoint based on the given parameters. operating in this mode, i A unit of the mediation flow is a

Sequences define the message mediation behavior of the ESB profile. A sequence is a series of mediators, where each mediator is a unit entitymediator. 
that can input a message, carry out a predefined processing task on the message, and output the message for further processing. 

What is debugging with respect to mediation
Instant debugging using Micro Integrator
Debugging with external WSO2 EI server

Creating the artifact
Enabling mediation debugging 
Information provided by the Debugger Tool
Changing the property values
Viewing wire logs

What is debugging with respect to mediation

Debugging is where you want to know if these units, which function as separate entities are operating as intended, or if a combination of these units are

operating as a whole as intended. The ESB profile packs the  that enables you to debug the ESB profile message mediation flow in Mediation debugger
the server. Tooling support for the Mediation debugger is provided by the  which comes out of the box with WSO2WSO2 Integration Studio Plugin
Integration Studio. 

First follow the steps below to create a sample the ESB profile artifact, which you will debug .

Install the plugin  .and run it. For instructions, see Installing WSO2 Integration Studio  
Create the ESB profile artifact using the WSO2 Integration Studio. For instructions, see WSO2 Integration Studio. 

There are two ways to debug a developed mediation flow. 

Instant debugging using Micro Integrator ( a light version of ESB profile) packaged with WSO2 Integration Studio. 
Deploy artifacts to an external WSO2 EI server and debug 

Above two approaches are discussed in detail below. 

Instant debugging using Micro Integrator

When project artifacts are ready, on the project panel select the project you want to debug and click on  > . Run Debug
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It will ask to choose the artifacts those needs to be deployed to Embedded Micro EI server. Internally WSO2 Integration Studio will generate a
CAR application with choosed artifacts and deploy. 

On the console of WSO2 Integration Sturdio, notice that Micro Integrator is started with artifacts deployed. HTTP traffic is listened on 8290 port. 
Add some breakpoints in the flow as below. You can mark a particular mediator as a breakpoint. 

Invoke the service using SOAP UI or some external client. As soon as a request comes to the proxy service fisrt brak point will hit.
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Note that you can view the payload that comes into the mediator and the properties that you can access on the message context. 

Click on " " button. Then the message will be sent to the backend by call mediator and next breakpoint, the log mediator will hit. Continue

Note that response can be viewed on  tab. The property set before calling the endpoint is also accessible in the context. Message Envelope

 Click on  " " button again. Response will be received by the client. Continue
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Debugging with external WSO2 EI server

Creating the artifact

Deploy the artifact you created on the ESB profile. For instructions, see Packaging your Artifacts into Composite Applications.

Enabling mediation debugging 

Follow the steps below to enable debugging with respect to mediation.

Click  in the top menu of the WSO2 Integration Studio, and then click . Run Debug Configurations

Enter the details to create a new configuration as shown in the example below. You need to define two port numbers and a hostname to connect
 Note that you need to specify debug mode as . the ESB profile  in the mediation debug mode.with WSO2 Integration Studio  Remote

https://docs.wso2.com/display/ADMIN44x/Packaging+Artifacts+into+Composite+Applications
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Add the new configuration to debug menu as below. Then you can access the configuation easily. 

Execute the following commands to start WSO2 EI server in the debug mode by passing a system variable at start up:     
On Windows: <EI_HOME>\bin\integrator.bat --run -Desb.debug=true
On Linux/Solaris: sh <EI_HOME>/bin/ .sh integrator -Desb.debug=true

Click    in the WSO2 Integration Studio, and select the new profile above created whendownward arrow beside Debug  the Console indicates the
following.

You have approximately a time span to connect WSO2 Integration Studio one-minute with the EI server for the execution of the above



WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 1429

5.  

6.  

7.  

   ight-click and add breakpoints or skip points on the desired mediators In WSO2 Integration Studio, r to start debugging as shown in the example
below. 

Now you can send a request to the external WSO2 EI server and debug the flow as discussed under "Instant debugging using Micro Integrator". 

Information provided by the Debugger Tool

When your target artifact gets a request message and when the mediation flow reaches a mediator marked as a breakpoint, the message mediation
process suspends at that point. A tool tip message of the suspended mediator displays the message envelope of the message payload at that point as

. shown in the example below

 Otherwise, the EI server will stop listening and start without connecting with the debugger tool.created debug configuration.

You can add the following debugging options on the mediators using the right click context menu.

 Toggle Breakpoint: Adds a breakpoint to the selected mediator
 Toggle Skip Point: Adds a skip point to the selected mediator

IResend EI Debug Points: f you re-start the the ESB profile, or if you re-deploy the proxy service after changing its Synapse
configuration, you need to re-send the information on breakpoints to the WSO2 EI server. This re-sends all registered

 debugging points to the EI Server.   
 Delete All EI Debug Points: Deletes all registered debug points from the EI Server and WSO2 Integration Studio.
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You can view the message payload at that point of the message flow also in the  tab as shown below.Message Envelope

Also, you can view the message mediation properties in the  view as shown in the example below.Variables
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The  view contains properties of the following property scopes.Variable

Axis2-Client Scope Properties
Axis2 Scope Properties
Operation Scope Properties
Synapse Scope Properties
Transport Scope Properties

You can have a list of selected properties out of the above, in the properties table of the  tab, and view information on the property keysMessage Envelope
and values of them as shown below.

Click , specify the context and name of the property, and then click , to add that property to the properties table in the Add Property OK Message Envelope
 tab as shown below.

Click , to remove a property from the properties table.Clear Property
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1.  

2.  

3.  
4.  

Changing the property values

There are three operations that you can perform on message mediation property values as described below.

Injecting new properties

Follow the steps below to inject new properties to the ESB profile while debugging.

Right click on the Variable view, click , and then click as shown below.Inject/Clear Property Inject Property 

Enter the details about the property you prefer to add as shown in the example below.

Click .OK
When the next debug point is hit, you will see the property is set to the specified context.
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4.  

1.  

2.  

3.  

1.  

Clearing a property

Follow the steps below to clear an existing property from the the ESB profile.

Right click on the Variable view, click  , and then click  as shown below.Inject/Clear Property Clear Property 

Enter the details about the property you want to clear as shown in the example below.

Click .OK

Modifying a property

Click on the value section of the preferred property and change the value in the Variable view as shown in the example below, to .modify it
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1.  

2.  You will see the property is changed on the property view. 

Viewing wire logs

While debugging a Synapse flow, you can view the the actual HTTP messages at the entry point of the ESB profile via wire logs. For example, you
 incoming flow and the final response of a proxy service. Also, you can view wire logs for points, where it goes out from the ESBcan view wire logs of the

profile. For example, you can see the outgoing and incoming wire logs for specific mediators (i.e. Call mediator, Send mediator etc.). Wire logs are useful to
troubleshoot unexpected issues, which occurr while integrating miscallaneous systems. You can use wire logs to verify whether the message payload is
properly going out from the server, whether the HTTP headers such as the content-type is properly set in the outgoing message etc. 

Enabling wire logs

The passthrough HTTP transport is the main transport, which handles HTTP/HTTPS messages in WSO2 EI. Un-comment the following entry in the <EI_H
 file to enable wire logs for the passthrough HTTP transport: OME/conf/log4j.properties log4j.logger.org.apache.synapse.transport.htt

p.wire=DEBUG

It is recommended to enable wire logs only for troubleshooting purposes. Running productions systems with wire logs enabled is not
recommended.

Callout mediator uses the Axis2  to invoke services. It does not leverage the non-blocking NHTTP/passthroughCommonsHTTPSender
transports. Therefore, you need to add the following entries to the  file to enable wire logs for<EI_HOME/conf/log4j.properties
the callout mediator.
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Following is a sample wirelog.

[2013-09-22 19:47:57,797] DEBUG - wire >> "POST
/services/StockQuoteProxy HTTP/1.1[\r][\n]"
[2013-09-22 19:47:57,798] DEBUG - wire >> "Content-Type: text/xml;
charset=UTF-8[\r][\n]"
[2013-09-22 19:47:57,798] DEBUG - wire >> "SOAPAction:
"urn:getQuote"[\r][\n]"
[2013-09-22 19:47:57,799] DEBUG - wire >> "User-Agent: Axis2[\r][\n]"
[2013-09-22 19:47:57,799] DEBUG - wire >> "Host:
localhost:8280[\r][\n]"
[2013-09-22 19:47:57,799] DEBUG - wire >> "Transfer-Encoding:
chunked[\r][\n]"
[2013-09-22 19:47:57,800] DEBUG - wire >> "[\r][\n]"
[2013-09-22 19:47:57,800] DEBUG - wire >> "215[\r][\n]"
[2013-09-22 19:47:57,800] DEBUG - wire >>
"http://localhost:8280/services/StockQuoteProxyurn:uuid:9e1b0def-a24b-4
fa2-8016-86cf3b458f67urn:getQuoteIBM[\r][\n]"
[2013-09-22 19:47:57,801] DEBUG - wire >> "0[\r][\n]"
[2013-09-22 19:47:57,801] DEBUG - wire >> "[\r][\n]"
[2013-09-22 19:47:57,846]  INFO - TimeoutHandler This engine will
expire all callbacks after : 120 seconds, irrespective of the timeout
action, after the specified or optional timeout
[2013-09-22 19:47:57,867] DEBUG - wire << "POST
/services/SimpleStockQuoteService HTTP/1.1[\r][\n]"
[2013-09-22 19:47:57,867] DEBUG - wire << "Content-Type: text/xml;
charset=UTF-8[\r][\n]"
[2013-09-22 19:47:57,867] DEBUG - wire << "SOAPAction:
"urn:getQuote"[\r][\n]"
[2013-09-22 19:47:57,867] DEBUG - wire << "Transfer-Encoding:
chunked[\r][\n]"
[2013-09-22 19:47:57,868] DEBUG - wire << "Host:
localhost:9000[\r][\n]"
[2013-09-22 19:47:57,868] DEBUG - wire << "Connection:
Keep-Alive[\r][\n]"
[2013-09-22 19:47:57,868] DEBUG - wire << "User-Agent:
Synapse-PT-HttpComponents-NIO[\r][\n]"
[2013-09-22 19:47:57,868] DEBUG - wire << "[\r][\n]"
[2013-09-22 19:47:57,868] DEBUG - wire << "215[\r][\n]"
[2013-09-22 19:47:57,868] DEBUG - wire <<
"http://localhost:8280/services/StockQuoteProxyurn:uuid:9e1b0def-a24b-4
fa2-8016-86cf3b458f67urn:getQuoteIBM[\r][\n]"
[2013-09-22 19:47:57,868] DEBUG - wire << "0[\r][\n]"
[2013-09-22 19:47:57,869] DEBUG - wire << "[\r][\n]"
[2013-09-22 19:47:58,002] DEBUG - wire >> "HTTP/1.1 200 OK[\r][\n]"
[2013-09-22 19:47:58,002] DEBUG - wire >> "Content-Type: text/xml;
charset=UTF-8[\r][\n]"
[2013-09-22 19:47:58,002] DEBUG - wire >> "Date: Sun, 22 Sep 2013
14:17:57 GMT[\r][\n]"
[2013-09-22 19:47:58,002] DEBUG - wire >> "Transfer-Encoding:
chunked[\r][\n]"
[2013-09-22 19:47:58,002] DEBUG - wire >> "Connection:
Keep-Alive[\r][\n]"
[2013-09-22 19:47:58,002] DEBUG - wire >> "[\r][\n]"
[2013-09-22 19:47:58,014] DEBUG - wire << "HTTP/1.1 200 OK[\r][\n]"
[2013-09-22 19:47:58,015] DEBUG - wire << "Content-Type: text/xml;
charset=UTF-8[\r][\n]"
[2013-09-22 19:47:58,015] DEBUG - wire << "Date: Sun, 22 Sep 2013

log4j.logger.httpclient.wire.header=DEBUG
log4j.logger.httpclient.wire.content=DEBUG
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14:17:58 GMT[\r][\n]"
[2013-09-22 19:47:58,015] DEBUG - wire << "Server:
WSO2-PassThrough-HTTP[\r][\n]"
[2013-09-22 19:47:58,016] DEBUG - wire << "Transfer-Encoding:
chunked[\r][\n]"
[2013-09-22 19:47:58,016] DEBUG - wire << "[\r][\n]"
[2013-09-22 19:47:58,016] DEBUG - wire >> "4d8[\r][\n]"
[2013-09-22 19:47:58,017] DEBUG - wire >>
"urn:getQuoteResponseurn:uuid:9e1b0def-a24b-4fa2-8016-86cf3b458f673.827
143922330303-8.819296796724336-170.50810412063595170.73218944560944Sun
Sep 22 19:47:57 IST 2013-170.472077024782785.562077973231586E7IBM
Company178.0616712932281324.9438904049222641.9564266653777567195.619084
01976004IBM6216[\r][\n]"
[2013-09-22 19:47:58,017] DEBUG - wire >> "0[\r][\n]"
[2013-09-22 19:47:58,018] DEBUG - wire >> "[\r][\n]"
[2013-09-22 19:47:58,021] DEBUG - wire << "4d8[\r][\n]"
[2013-09-22 19:47:58,022] DEBUG - wire <<
"urn:getQuoteResponseurn:uuid:9e1b0def-a24b-4fa2-8016-86cf3b458f673.827
143922330303-8.819296796724336-170.50810412063595170.73218944560944Sun
Sep 22 19:47:57 IST 2013-170.472077024782785.562077973231586E7IBM
Company178.0616712932281324.9438904049222641.9564266653777567195.619084
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01976004IBM6216[\r][\n]"
[2013-09-22 19:47:58,022] DEBUG - wire << "0[\r][\n]"
[2013-09-22 19:47:58,022] DEBUG - wire << "[\r][\n]

 There are two incoming messages and two outgoing messages in the above log. First part of the wire logs of a message contains the HTTP
headers and it is followed by the message payload. You need to identify the message direction as shown below to read wire logs.

DEBUG - wire >>    - This represents a message, which is coming into WSO2 EI from the wire
DEBUG - wire <<    - This represents a message, which goes to the wire from WSO2 EI

Viewing wire logs of a specific mediator

You need to put a debug point to the mediator, to view wire logs of it. When debugging is finished (or while debugging), right click on the mediator, and click
, to view wire logs for a specific mediator.Show WireLogs

Viewing wire logs while debugging

If you view wire logs while debugging, you view only the wire logs of mediators, whose execution is already completed as shown in the example below.

You can only view wire logs for a whole proxy service, call mediator, send mediator, or other API resources. However, you cannot view a
wire log of a Synapse config (e.g. sequences), because there would not be anything written to wire, when the flow comes to the sequence etc.
Hence, you can only view them in wire entry points.



WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 1438

Viewing wire logs of a mediator after debugging execution of it

When you view wire logs of a mediator (e.g. send mediator) after debugging, you can view the request and response wire logs as shown in the example
below.

Viewing wire logs of a proxy service after debugging 

If you view wire logs of a proxy service after debugging finished, you view the request wire log and final response wire log of that proxy as shown in the
example below.
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Working with Message Builders and Formatters

Overview
Configuring message builders and formatters
Using message relay
Handling messages with no content type
Handling text/csv messages
Handling illegal XML characters in plain text payloads
JSON message builders and formatters

Default message builder and formatter
Other message builders and formatters
Validating JSON messages

Writing a custom Message Builder and Formatter
Custom message builder
Custom message formatter

Overview

When a message comes in to the ESB profile of WSO2 Enterprise Integrator (WSO2 EI), the receiving transport selects a  based on themessage builder
message's content type. It uses that builder to process the message's raw payload data and convert it into SOAP. Conversely, when sending a message
out from ESB, a  is used to build the outgoing stream from the message. As with message builders, the message formatter is selectedmessage formatter
based on the message's content type. In a typical routing scenario of the ESB, here is the flow:

You can use the messageType property to change the message's content type as it flows through ESB. For example, if the incoming message is in JSON
format and you want to transform it to XML, you could add the messageType property before your mediators in the configuration:
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<property name="messageType" value="application/xml" scope="axis2"/>

Configuring message builders and formatters

Message builders and formatters are specified in   (or  ). If you<EI_HOME>/conf/axis2/axis2.xml <EI_HOME>/conf/axis2/tenant-axis2.xml
are working in a  ), under the   and   configuration sections.multi-tenant environment messageBuilders messageFormatters

The ESB profile of WSO2 EI has a few default message builders, so even if you do not specify them explicitly in   or  , theyaxis2.xml tenant-axis2.xml
will take effect when messages of those content types come into the ESB profile. If you want to use different builders, specify them in   or axis2.xml tena

 to override the defaults. The ESB profile does not have default message formatters, so it is important to specify all of them in the nt-axis2.xml axis2.x
 or   configuration. Following are the default message builders:ml tenant-axis2.xml

Content type Message Builder

application/soap+xml org.apache.axis2.builder.SOAPBuilder

multipart/related org.apache.axis2.builder.MIMEBuilder

text/xml org.apache.axis2.builder.SOAPBuilder

application/xop+xml org.apache.axis2.builder.MTOMBuilder

application/xml org.apache.axis2.builder.ApplicationXMLBuilder

application/x-www-form-urlencode
d

org.apache.axis2.builder.XFormURLEncodedBuilder

Using message relay

If you want to enable message relay, so that messages of a specific content type are not built or formatted but simply pass through the ESB, you can
specify the message relay builder ( ) for that content type. For more information, see org.wso2.carbon.relay.BinaryRelayBuilder Configuring

.Message Relay

Handling messages with no content type

To ensure that messages with no content type are handled gracefully without causing errors, add the following to :axis2.xml

In the parameters section: <parameter name="defaultContentType" locked="false">"empty/content"</parameter>
In the message builders section: <messageBuilder contentType="empty/content"

 class="org.wso2.carbon.relay.BinaryRelayBuilder"/>
In the message formatters section: <messageFormatter contentType="empty/content"
class="org.wso2.carbon.relay.ExpandingMessageFormatter"/>

Handling text/csv messages

There is no default builder or formatter for messages with the text/csv content type. If you just want to pass these messages through the ESB, you can
configure the message relay builder and formatter. If you want to process these messages, you can access the content inside the request/response
payload of CSV by configuring the  and  fororg.apache.axis2.format.PlainTextBuilder org.apache.axis2.format.PlainTextFormatter
the text/csv content type in . For example:axis2.xml

<messagebuilder contenttype="text/csv"
class="org.apache.axis2.format.PlainTextBuilder"/>
<messageformatter contenttype="text/csv"
class="org.apache.axis2.format.PlainTextFormatter"/>

When a text/csv message comes into the ESB, the log will include an entry similar to the following, and you can observe that the CSV data is placed inside
the payload:

https://docs.wso2.com/display/EI611/Product+Administration#ProductAdministration-Configuringmultitenancy
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[2013-05-09 13:59:03,478] INFO - LogMediator To: , WSAction:
urn:mediate, SOAPAction: urn:mediate, MessageID:
urn:uuid:5B9A211341DCC368241368088143463, Direction: request, Envelope:
<?xml version='1.0' encoding='utf-8'?><soapenv:envelope
xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"><soapenv:body
><text
xmlns="http://ws.apache.org/commons/ns/payload">charitha,wso2,colombo
chamara,wso2G,galle </text></soapenv:body></soapenv:envelope>

Handling illegal XML characters in plain text payloads

Plain text payloads that contain illegal XML characters (such as unicodes) will not be successfully processed by the ESB. Therefore, you must configure the
system to replace the illegal characters in the payload with an actual character. To enable this configuration, add the parameter shown below (with a
suitable unicode value) to the   file (stored in the  directory). XMLOutputFactory.properties <EI_HOME>/ If this file does not exist in your product by
default, be sure to create a new file. 

When this configuration is enabled, all the illegal characters found in a payload will be replaced with the actual character that is represented by the unicode
value that you specify for the parameter. The below example uses whitespaces (represented by by the '\u0020' unicode value) to replace illegal characters
in payloads.

com.ctc.wstx.outputInvalidCharHandler.char=\u0020

JSON message builders and formatters

The ESB Profile provides the following message builders and formatters for JSON. These are configured in the Axis2 configuration files located in the <EI_
 directory. Both types of JSON builders use   as the underlying JSON processor.HOME>/conf/axis2 StAXON

Default message builder and formatter

The default message builder and formatter of the ESB Profile of  WSO2 EI are as follows: 

org.wso2.carbon.integrator.core.json.JsonStreamBuilder
org.wso2.carbon.integrator.core.json.JsonStreamFormatter

The default message builder and formatter maintain the JSON representation intact without converting it to XML during message mediation. You can
access the payload content using JSON Path or XPath and convert the payload to XML at any point in the mediation flow.

The default message builder and formatter can also be used by default for JSON mapping when you expose datasources as data services via the ESB
Profile of WSO2 EI.

Other message builders and formatters

Other message builders and formatters can be enabled by adding the required parameters to the   file as explained below.axis2.xml

If you want to convert the JSON representation to XML before the mediation flow begins, you need to add the message builder and formatter shown below.
Note that some data loss can occur during the JSON to XML to JSON conversion process.

<parameter name="passthruJsonBuilder">org.apache.synapse.commons.json.JsonBuilder</parameter>
<parameter name="passthruJsonFormatter">org.apache.synapse.commons.json.JsonFormatter</parameter>

You can enable the following builders and formatters for JSON mapping in data services.

<parameter name="dsJsonBuilder"> </parameter>org.apache.axis2.json.gson.JsonBuilder
<parameter name="dsJsonFormatter"> </parameter>org.apache.axis2.json.JSONMessageFormatter

You can also enable the following builders and formatters if necessary. Note that this is necessary for compatibility with WSO2 ESB:

<parameter name="passthruJSONBuilder">org.apache.axis2.json.JSONBuilder</parameter>
<parameter name="passthruJSONFormatter">org.apache.axis2.json.JSONMessageFormatter</parameter>  
<parameter name="passthruJSONBuilder">org.apache.axis2.json.JSONStreamBuilder</parameter>  
<parameter name="passthruJSONFormatter">org.apache.axis2.json.JSONStreamFormatter</parameter>
<parameter name="passthruJSONBuilder">org.apache.axis2.json.JSONBadgerfishOMBuilder</parameter>
<parameter name="passthruJSONFormatter">org.apache.axis2.json.JSONBadgerfishMessageFormatter</parameter>

https://github.com/beckchr/staxon
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1.  

Validating JSON messages

If you want the  JSON builder to validate JSON messages that are received by the ESB, the following property should be added to the passthru http- .prop
 erties file stored in the  directory. This validation ensures that erroneous JSON messages are rejected by the ESB.<EI_HOME>/conf/

force.json.message.validation=true

Writing a custom Message Builder and Formatter

In addition to using the default message builders and formatters in WSO2 EI, you can create your own custom message builders and formatters. 

Custom message builder

Let's look at how to create a custom message builder using a sample scenario where you need to Base64 encode an XML entry field. In this sample, you
retrieve the text content from the payload and then Base64 encode the text. This is then converted to SOAP, and the content is then processed in the
WSO2 EI mediation flow.

You will first need to write a class implementing the   interface in the Axis2 Kernel module and thenorg.apache.axis2.builder.Builder
override the  method. Within the  method, you can define your specific logic to process the payloadprocessDocument processDocument
content as required and then convert it to SOAP format.

Always use the same type of builder and formatter combination. Mixing different builders and formatters will cause errors at runtime.

If you want the ESB Profile of WSO2 EI to handle JSON payloads that are sent using a media type other than  , you mustapplication/json
register the JSON builder and formatter for that media type in the following two files at minimum (for best results, register them in all Axis2
configuration files found in the   directory):<EI_HOME>/conf/axis2

<EI_HOME>/conf/axis2/axis2.xml
<EI_HOME>/conf/axis2/axis2_blocking_client.xml

For example, if the media type is  , register the message builder and formatter as follows:text/javascript

<messageBuilder contentType="text/javascript" 
              
class="org.apache.synapse.commons.json.JsonStreamBuilder"/>

<messageFormatter contentType="text/javascript" 
               
class="org.apache.synapse.commons.json.JsonStreamFormatter"/> 

When you modify the builders/formatters in Axis2 configuration, make sure that you have enabled only one correct message builder/formatter
pair for a given media type.
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1.  

2.  

package org.test.builder;

import org.apache.axiom.om.OMAbstractFactory;
import org.apache.axiom.om.OMElement;
import org.apache.axiom.om.impl.OMNodeEx;
import org.apache.axiom.om.impl.builder.StAXBuilder;
import org.apache.axiom.om.impl.builder.StAXOMBuilder;
import org.apache.axiom.om.util.StAXParserConfiguration;
import org.apache.axiom.om.util.StAXUtils;
import org.apache.axiom.soap.SOAPBody;
import org.apache.axiom.soap.SOAPEnvelope;
import org.apache.axiom.soap.SOAPFactory;
import org.apache.axis2.AxisFault;
import org.apache.axis2.Constants;
import org.apache.axis2.builder.Builder;
import org.apache.axis2.context.MessageContext;
import org.apache.commons.codec.binary.Base64;

import javax.xml.stream.XMLStreamException;
import java.io.IOException;
import java.io.InputStream;
import java.io.PushbackInputStream;

public class CustomBuilderForTextXml implements Builder{
    public OMElement processDocument(InputStream inputStream, String s,
MessageContext messageContext) throws AxisFault {
        SOAPFactory soapFactory = OMAbstractFactory.getSOAP11Factory();
        SOAPEnvelope soapEnvelope = soapFactory.getDefaultEnvelope();

        PushbackInputStream pushbackInputStream = new
PushbackInputStream(inputStream);

        try {
            int byteVal = pushbackInputStream.read();
            if (byteVal != -1) {
                pushbackInputStream.unread(byteVal);

                javax.xml.stream.XMLStreamReader xmlReader =
StAXUtils.createXMLStreamReader(StAXParserConfiguration.SOAP,
                        pushbackInputStream, (String)
messageContext.getProperty(Constants.Configuration.CHARACTER_SET_ENCODI
NG));

                StAXBuilder builder = new StAXOMBuilder(xmlReader);
                OMNodeEx documentElement = (OMNodeEx)
builder.getDocumentElement();
                documentElement.setParent(null);
                String elementVal = ((OMElement)
documentElement).getText();
                byte[]   bytesEncoded =
Base64.encodeBase64(elementVal.getBytes());
                ((OMElement) documentElement).setText(new
String(bytesEncoded ));
                SOAPBody body = soapEnvelope.getBody();
                body.addChild(documentElement);
            }
        } catch (IOException e) {
            e.printStackTrace();
        } catch (XMLStreamException e) {
            e.printStackTrace();
        }

        return soapEnvelope;
    }
}
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2.  
3.  

Create a JAR file of this class and add it into the classpath of the Axis2 installation, i.e., the   folder.<EI_HOME>/lib
To enable your custom message builder for content type text/xml, add the following line in the Message Buillders section in the <EI_HOME>/conf

 file (or   if you are working in a  ):/axis2/axis2.xml <EI_HOME>/conf/axis2/tenant-axis2.xml multi-tenant environment

<messageBuilder contentType="text/xml"
class="org.test.builder.http.CustomBuilderForTextXml"/>

Custom message formatter

Similarly, you can write your own message formatter to manipulate the outgoing payload from the WSO2 EI.

When creating a custom message formatter, you will need to create a class implementing the   intorg.apache.axis2.transport.MessageFormatter
erface and then override the  method. You can implement your logic within the  method.writeTo writeTo

Add the following line in the Message Formatters section in the   file (or <EI_HOME>/conf/axis2/axis2.xml <EI_HOME>/conf/axis2/tenant-axis
 if you are working in a  ):2.xml multi-tenant environment

<messageFormatter contentType= "text/xml"
class="org.apache.axis2.transport.http.SOAPMessageFormatter" /> 

Message Relay

Message Relay enables the ESB profile of WSO2 Enterprise Integrator (WSO2 EI) to pass messages along without building or processing them unless
specifically requested to do so. When Message Relay is enabled, an incoming message is wrapped inside a default SOAP envelope as binary content and
sent through the ESB. This is useful for scenarios where the ESB does not need to work on the full message but can work on  likemessage properties
request URLs or transport headers instead. With Message Relay, the ESB can achieve a very high throughput.

The following topics provide more information about Message Relay:

Working with Message Builders and Formatters
Configuring Message Relay
Builder Mediator
Message Relay Module
Message Relay Module Policy

See also .PassThrough Transport

Configuring Message Relay

In the  file, there are two configuration sections:   and . The user can replace the expected contentaxis2.xml messageBuilders messageFormatters
types with the Message Relay builder and formatter to pass these messages through the ESB profile of WSO2 Enterprise Integrator (WSO2 EI) without
building them.

Message Relay Builder and Formatter Class Names

Builder org.wso2.carbon.relay.BinaryRelayBuilder

Formatter org.wso2.carbon.relay.ExpandingMessageFormatter

Sample Configuration for Message Builder

The class name used in the above line should be the name used for the class when writing the formatter.

Content cannot be altered once the binary relay is enabled. Therefore, if you are enabling the binary relay, content-aware mediators
should not be used.

https://docs.wso2.com/display/EI611/Product+Administration#ProductAdministration-Configuringmultitenancy
https://docs.wso2.com/display/EI611/Product+Administration#ProductAdministration-Configuringmultitenancy
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<messageBuilders>
        <messageBuilder contentType="application/xml"
                       
class="org.wso2.carbon.relay.BinaryRelayBuilder"/>
        <messageBuilder contentType="application/x-www-form-urlencoded"
                       
class="org.wso2.carbon.relay.BinaryRelayBuilder"/>
        <messageBuilder contentType="multipart/form-data"
                       
class="org.wso2.carbon.relay.BinaryRelayBuilder"/>
        <messageBuilder contentType="text/plain"
                        
class="org.wso2.carbon.relay.BinaryRelayBuilder"/>
        <messageBuilder contentType="text/xml"
                        
class="org.wso2.carbon.relay.BinaryRelayBuilder"/>
    </messageBuilders>

Sample Configuration for Message Formatter

<messageFormatters>
        <messageFormatter
contentType="application/x-www-form-urlencoded"
                         
class="org.wso2.carbon.relay.ExpandingMessageFormatter"/>
        <messageFormatter contentType="multipart/form-data"
                         
class="org.wso2.carbon.relay.ExpandingMessageFormatter"/>
        <messageFormatter contentType="application/xml"
                         
class="org.wso2.carbon.relay.ExpandingMessageFormatter"/>
        <messageFormatter contentType="text/xml"
                        
class="org.wso2.carbon.relay.ExpandingMessageFormatter"/>
        <!--<messageFormatter contentType="text/plain"
                        
class="org.apache.axis2.format.PlainTextBuilder"/>-->
        <messageFormatter contentType="application/soap+xml"
                        
class="org.wso2.carbon.relay.ExpandingMessageFormatter"/>
    </messageFormatters>

Example

If you want the ESB profile of WSO2 EI to receive messages of the   content type, add the following configurations to the image/png <EI_HOME>/conf/a
file.xis2/axis2.xml 

In the   section:Message Builders

<messageBuilder contentType="image/png" 
                       
class="org.wso2.carbon.relay.BinaryRelayBuilder"/>

In the   section:Message Formatters



WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 1446

<messageFormatter contentType="image/png" 
                       
class="org.wso2.carbon.relay.ExpandingMessageFormatter"/>

Message Relay Module

Message Relay has an  module as well. This is an optional feature. This module can be used to build the actual SOAP message from the messagesaxis2
that went through the Message Relay. See .Working with Modules

To enable this module, the user has to enable the relay module globally in the axis2.xml.

<module ref="relay"/>

Also, the user has to put the following phase into the  of .InFlow axis2

<phase name="BuildingPhase"/>

This module is designed to be used by Admin Services that runs inside the ESB profile. All the admin services are running with content type: applicatio
. So if a user wants to use the admin console of the ESB profile for receiving messages with content type , thisn/soap+xml application/soap+xml

module should be used.

Users can configure the module by going to the modules section in the admin console and then going to the relay module. The module configuration is
specified as a module . policy

Message Relay Module Policy

Syntax of Relay Module Policy.

Note
After changing the policy, the user has to restart the ESB for changes to take effect.
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<wsp:Policy wsu:Id="MessageRelayPolicy"
xmlns:wsp="http://schemas.xmlsoap.org/ws/2004/09/policy"
               
xmlns:wsmr="http://www.wso2.org/ns/2010/01/carbon/message-relay"
               
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wsse
curity-utility-1.0.xsd">
        <wsmr:RelayAssertion>
            <wsp:Policy>
                <wsp:All>
                    <wsmr:includeHiddenServices>false |
false</wsmr:includeHiddenServices>
                    <wsmr:services>
                        <wsmr:service>Name of the
service</wsmr:service>*
                    </wsmr:services>
                    <wsmr:builders>
                        <wsmr:messageBuilder contentType="content type
of the message" class="message builder implementation class"
class="message formatter implementation class"/>
                    </wsmr:builders>
                </wsp:All>
            </wsp:Policy>
        </wsmr:RelayAssertion>
</wsp:Policy>

These are the assertions:

includeHiddenServices - If this is true message going to the services with  parameter will be built.hiddenService
wsmr:services - Messages going to these services will be built.
wsmr:service - Name of the service.
wsmr:builders - Message builders to be used for building the message.
wsmr:builder - A message builder to be used for a content type.

Working with JSON Message Payloads

The ESB Profile of WSO2 Enterprise Integrator (WSO2 EI) provides support for  payloads in messages. The followingJavaScript Object Notation (JSON)
sections describe how to work with JSON via the ESB Profile of WSO2 EI:

Handling JSON to XML conversion
Empty objects
Empty strings
Empty array
Named arrays
Anonymous arrays
XML processing instructions (PIs)
Special characters
Converting spaces

Handling XML to JSON conversion
Empty XML elements
Empty XML elements with the 'nil' attribute

Converting a payload between XML and JSON
Accessing content from JSON payloads

JSON path syntax

Note
After changing the policy, the user has to restart the ESB profile of WSO2 EI for the changes to take effect.

Note
If the Message Relay is enabled for particular content type, there cannot be any services with security enabled for that content type.

http://www.json.org/
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Logging JSON payloads
Constructing and transforming JSON payloads

PayloadFactory mediator
Configuring the payload format

Script mediator
XML to JSON transformation parameters
Validating JSON messages

Validate mediator
Troubleshooting, debugging, and logging

Handling JSON to XML conversion

When building the XML tree, JSON builders attach the converted XML infoset to a special XML element that acts as the root element of the final XML tree.
If the original JSON payload is of type , the special element is . If it is an , the special element is .object <jsonObject/> array <jsonArray/>
Following are examples of JSON and XML representations of various objects and arrays.
Empty objects

JSON:

{"object":{}}

XML:

<jsonObject>
   <object></object>
</jsonObject>

Empty strings

JSON:

{"object":""}

XML:

<jsonObject>
   <object></object>
</jsonObject>

Empty array

JSON:

[]

XML (JsonStreamBuilder):
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<jsonArray></jsonArray>

XML (JsonBuilder):

<jsonArray>
   <?xml-multiple jsonElement?>
</jsonArray>

Named arrays

JSON:

{"array":[1,2]}

XML (JsonStreamBuilder):

<jsonObject>
   <array>1</array>
   <array>2</array>
</jsonObject>

XML (JsonBuilder):

<jsonObject>
   <?xml-multiple array?>
   <array>1</array>
   <array>2</array>
</jsonObject>

JSON:

{"array":[]}

XML (JsonStreamBuilder):

<jsonObject></jsonObject>
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XML (JsonBuilder):

<jsonObject>
   <?xml-multiple array?>
</jsonObject>

Anonymous arrays

JSON:

[1,2]

XML (JsonStreamBuilder):

<jsonArray>
   <jsonElement>1</jsonElement>
   <jsonElement>2</jsonElement>
</jsonArray>

XML (JsonBuilder):

<jsonArray>
   <?xml-multiple jsonElement?>
   <jsonElement>1</jsonElement>
   <jsonElement>2</jsonElement>
</jsonArray>

JSON:

[1, []]

XML (JsonStreamBuilder):

<jsonArray>
   <jsonElement>1</jsonElement>
   <jsonElement>
       <jsonArray></jsonArray>
   </jsonElement>
</jsonArray>

XML (JsonBuilder):
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<jsonArray>
   <?xml-multiple jsonElement?>
   <jsonElement>1</jsonElement>
   <jsonElement>
       <jsonArray>
           <?xml-multiple jsonElement?>
       </jsonArray>
   </jsonElement>
</jsonArray>

XML processing instructions (PIs)

Note the addition of  processing instructions to the XML payloads whose JSON representations contain arrays.  (viaxml-multiple JsonBuilder
StAXON) adds these instructions to the XML payload that it builds during the JSON to XML conversion so that during the XML to JSON conversion, JsonF

 can reconstruct the arrays that are present in the original JSON payload.  interprets the elements immediately following aormatter JsonFormatter
processing instruction to construct an array.
Special characters

When building XML elements, the EI handles the ‘$’ character and digits in a special manner when they appear as the first character of a JSON key.
Following are examples of two such occurrences. Note the addition of the  and  prefixes in place of the ‘$’ and digit_JsonReader_PS_ _JsonReader_PD_
characters, respectively.

JSON:

{"$key":1234}

XML:

<jsonObject>
   <_JsonReader_PS_key>1234</_JsonReader_PS_key>
</jsonObject>

JSON:

{"32X32":"image_32x32.png"}

XML:

<jsonObject>
   <_JsonReader_PD_32X32>image_32x32.png</_JsonReader_PD_32X32>
</jsonObject>

Converting spaces

Although you can have spaces in JSON elements, . Therefore, you can handle spaces when convertingyou cannot have them when converted to XML
JSON message payloads to XML, by adding the following property to the   file: <EI_HOME>/conf/synapse.properties synapse.commons.json.bui
ldValidNCNames

https://www.w3.org/TR/REC-xml/#sec-common-syn
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For example, consider the following JSON message:

{
  "abc def" : "this is a sample value"
}

The output converted to XML is as follows:

<abc_jsonreader_32_def>this is a sample value</abc_jsonreader_32_def> 

Handling XML to JSON conversion

When an XML element is converted to JSON, the following rules apply:
Empty XML elements

Consider the following empty XML elements:
Example 1

<jsonObject>
    <object></object>
</jsonObject>

Example 2

<jsonObject>
    <object/>
</jsonObject>

By default, empty XML elements convert to JSON as null objects as shown below.

{"object":null}

The value 32 represents the standard char value of the space.

This works other way around as well. When you need to convert XML to JSON, with a JSON element that needs to have a space within it. Then,
you use " " in the XML element, to get the space in the JSON output. For example, if you consider the following XML_JsonReader_32_
payload;

<abc_jsonreader_32_def>this is a sample value</abc_jsonreader_32_def>

The JSON output will be as follows:
{
   "abc def" : "this is a sample value"
}
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If you set the ' property in the   file (stored in the synapse.commons.enableXmlNullForEmptyElement=false' synapse.properties <EI_HOME>/
 directory), the JSON representaion of empty XML elements will change as shown below.conf/

{"object":""}

Empty XML elements with the 'nil' attribute

Consider the following XML element that has the 'nil' attribute set to true.

<jsonObject>
    <object nil=true></object>
</jsonObject>

By default, the above XML element converts to JSON as shown below.

{"object":{"@nil":"true"}}

If you set the   property in the   file (stored in the   directsynapse.commons.enableXmlNilReadWrite=true synapse.properties <EI_HOME>/conf/
ory), XML elements where the 'nil' attribue is set to true will be represented in JSON as null objects as shown below.

{"object":null}

Converting a payload between XML and JSON

To convert an XML payload to JSON, set the  property to  in the axis2 scope before sending message to an endpoint.messageType application/json
Similarly, to convert a JSON payload to XML, set the   property to  or . For example:messageType application/xml text/xml

<proxy xmlns="http://ws.apache.org/ns/synapse"
      name="tojson"
      transports="https,http"
      statistics="disable"
      trace="disable"
      startOnLoad="true">
  <target>
     <inSequence>
        <property name="messageType" value="application/json"
scope="axis2"/>
        <respond/>
     </inSequence>
  </target>
  <description/>
</proxy>

Use the following command to invoke this proxy service:
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curl -v -X POST -H "Content-Type:application/xml" -d@request1.xml
"http://localhost:8280/services/tojson"

If the request payload is as follows:

<coordinates>
   <location>
       <name>Bermuda Triangle</name>
       <n>25.0000</n>
       <w>71.0000</w>
   </location>
   <location>
       <name>Eiffel Tower</name>
       <n>48.8582</n>
       <e>2.2945</e>
   </location>
</coordinates>

The response payload will look like this:

{
  "coordinates":{
     "location":[
        {
           "name":"Bermuda Triangle",
           "n":25.0000,
           "w":71.0000
        },
        {
           "name":"Eiffel Tower",
           "n":48.8582,
           "e":2.2945
        }
     ]
  }
}

Note that we have used the  to mark the outgoing payload to be formatted as JSON:Property mediator

<property name="messageType" value="application/json" scope="axis2"/>

JSON requests cannot be converted to XML if it contains invalid XML characters.

If you need to convert complex XML responses (e.g., XML with with  values), you will need to set the message type using the xsi:type Propert
as follows:y mediator 

<property name="messageType" value="application/json/badgerfish" scope="axis2" type="STRING"/>

You will also need to ensure you register the following message builder and formatter as specified in .Message Builders and Formatters
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Accessing content from JSON payloads

There are two ways to access the content of a JSON payload within the EI.

JSONPath expressions (with  method)json-eval()
XPath expressions

JSONPath allows you to access fields of JSON payloads with faster results and less processing overhead. Although it is possible to evaluate XPath
expressions on JSON payloads by assuming the XML representation of the JSON payload, we recommend that you use JSONPath to query JSON
payloads. It is also possible to evaluate both JSONPath and XPath expressions on a payload (XML/JSON) at the same time.

You can use JSON path expressions with following mediators:

Mediator Usage

Log As a log property:

<log>
    <property name="location" 
              expression="json-eval($.coordinates.location[0].name)"/>
</log>

Property As a standalone property:

<property name="location" 
              expression="json-eval($.coordinates.location[0].name)"/>

 PayloadFactory   As the payload arguments:

<payloadFactory media-type="json">
    <format>{"RESPONSE":"$1"}</format>
    <args>
        <arg evaluator="json"
expression="$.coordinates.location[0].name"/>
    </args>
</payloadFactory>

IMPORTANT: You MUST omit the  method within the payload arguments to evaluate JSON pathsjson-eval()
within the PayloadFactory mediator. Instead, you MUST select the correct expression evaluator (  or ) for axml json
given argument.

<messageBuilder contentType="text/javascript" 
               class="org.apache.axis2.json.JSONBadgerfishOMBuilder"/>

<messageFormatter contentType="text/javascript" 
               
class="org.apache.axis2.json.JSONBadgerfishMessageFormatter"/> 
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Switch As the switch source:

<switch source="json-eval($.coordinates.location[0].name)">

Filter As the filter source:

<filter source="json-eval($.coordinates.location[0].name)" 
        regex="Eiffel.*">

JSON path syntax

Suppose we have the following payload:

{ 
  "id": 12345,
  "id_str": "12345",
  "array": [ 1, 2, [ [], [{"inner_id": 6789}] ] ],
  "name": null,
  "object": {},
  "$schema_location": "unknown",
  "12X12": "image12x12.png"
}

The following table summarizes sample JSONPath expressions and their outputs:

Expression Result

$. { "id":12345, "id_str":"12345", "array":[1, 2, [[],[{"inner_id":6789}]]],
"name":null, "object":{}, "$schema_location":"unknown", "12X12":"image12x12.png"}

$.id 12345

$.name null

$.object {}

$.['$schema_location'] unknown

$.12X12 image12x12.png

$.array [1, 2, [[],[{"inner_id":6789}]]]

$.array[2][1][0].inner_id 6789

You can learn more about JSONPath syntax .here

Logging JSON payloads

To log JSON payloads as JSON, use the  as shown below. The  method returns the  representation ofLog mediator json-eval() java.lang.String
the existing JSON payload.

http://goessner.net/articles/JsonPath/
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<log>
    <property name="JSON-Payload" expression="json-eval($.)"/>
</log>

To log JSON payloads as XML, use the Log mediator as shown below:

<log level="full"/>

For more information on logging, see  below.Troubleshooting, debugging, and logging

Constructing and transforming JSON payloads

To construct and transform JSON payloads, you can use the PayloadFactory mediator or Script mediator as described in the rest of this section.

PayloadFactory mediator

The  provides the simplest way to work with JSON payloads. Suppose we have a service that returns the following response for aPayloadFactory mediator
search query:

{
   "geometry":{
      "location":{
         "lat":-33.867260,
         "lng":151.1958130
      }
   },
   "icon":"bar-71.png",
   "id":"7eaf7",
   "name":"Biaggio Cafe",
   "opening_hours":{
      "open_now":true
   },
   "photos":[
      {
         "height":600,
         "html_attributions":[
         ],
         "photo_reference":"CoQBegAAAI",
         "width":900
      }
   ],
   "price_level":1,
   "reference":"CnRqAAAAtz",
   "types":[
      "bar",
      "restaurant",
      "food",
      "establishment"
   ],
   "vicinity":"48 Pirrama Road, Pyrmont"
}

We can create a proxy service that consumes the above response and creates a new response containing the location name and tags associated with the
location based on several fields from the above response.
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<proxy xmlns="http://ws.apache.org/ns/synapse"
     name="singleresponse"
     transports="https,http"
     statistics="disable"
     trace="disable"
     startOnLoad="true">
     <target>
         <outSequence>
             <payloadFactory media-type="json">
                 <format>{
                             "location_response" : {
                                 "name" : "$1",
                                 "tags" : $2
                         }}
                 </format>
                 <args>
                     <arg evaluator="json" expression="$.name"/>
                     <arg evaluator="json" expression="$.types"/>
                 </args>
             </payloadFactory>
             <send/>
         </outSequence>
         <endpoint>
             <address uri="http://localhost:8280/location"/>
         </endpoint>
     </target>
 <description/>
</proxy>

Use the following command to invoke this service:

curl -v -X GET "http://localhost:8280/services/singleresponse"

The response payload would look like this:

{
   "location_response":{
      "name":"Biaggio Cafe",
      "tags":["bar", "restaurant", "food", "establishment"]
   }
}

Note the following aspects of the proxy service configuration:

We use the  mediator to construct the new JSON payload.payloadFactory
The  attribute is set to .media-type json
Because JSONPath expressions are used in arguments, the  evaluators are specified.json

Configuring the payload format

The  section of the proxy service configuration defines the format of the response. Notice that in the example above, the name and tags field<format>
values are enclosed by double quotes ("), which creates a string value in the final response. If you do not use quotes, the value that gets assigned uses the
real type evaluated by the expression (boolean, number, object, array, or null).

It is also possible to instruct the PayloadFactory mediator to load a payload format definition from the registry. This approach is particularly useful when
using large/complex payload formats in the definitions. To load a format from the registry, click  instead of  when definingPick From Registry Define inline
the PayloadFactory mediator.
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For example, suppose we have saved the following text content in the registry under the location . (The resourceconf:/repository/EI/transform
name is “transform”.)

{
    "location_response" : {
        "name" : "$1",
        "tags" : $2
    }
}

We can now modify the definition of the PayloadFactory mediator to use this format text saved as a registry resource as the payload format. The new
configuration would look as follows (note that the  element now uses the key attribute to point to the registry resource key):<format>

<payloadFactory media-type="json">
  <format key="conf:/repository/EI/transform"/>
  ... 
</payloadFactory>

Script mediator

The  in JavaScript is useful when you need to create payloads that have recurring structures such as arrays of objects. The Script mediatorScript mediator
defines the following important methods that can be used to manipulate payloads in many different ways:

getPayloadJSON
setPayloadJSON
getPayloadXML
setPayloadXML

By combining any of the setters with a getter, we can handle almost any type of content transformation within the EI. For example, by combining getPaylo
 and , we can easily implement an XML to JSON transformation scenario. In addition, we can perform various operations (such asadXML setPayloadJSON

deleting individual keys, modifying selected values, and inserting new objects) on JSON payloads to transform from one JSON format to another JSON
format by using the  and  methods. Following is an example of a JSON to JSON transformation performed by thegetPayloadJSON setPayloadJSON
Script mediator.

Suppose a second service returns the following response:

When saving format text for the PayloadFactory mediator as a registry resource, be sure to save it as text content with the “text/plain” media
type.
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{
   "results" : [
      {
         "geometry" : {
            "location" : {
               "lat" : -33.867260,
               "lng" : 151.1958130
            }
         },
         "icon" : "bar-71.png",
         "id" : "7eaf7",
         "name" : "Biaggio Cafe",
         "opening_hours" : {
            "open_now" : true
         },
         "photos" : [
            {
               "height" : 600,
               "html_attributions" : [],
               "photo_reference" : "CoQBegAAAI",
               "width" : 900
            }
         ],
         "price_level" : 1,
         "reference" : "CnRqAAAAtz",
         "types" : [ "bar", "restaurant", "food", "establishment" ],
         "vicinity" : "48 Pirrama Road, Pyrmont"
      },
      {
         "geometry" : {
            "location" : {
               "lat" : -33.8668040,
               "lng" : 151.1955790
            }
         },
         "icon" : "generic_business-71.png",
         "id" : "3ef98",
         "name" : "Doltone House",
         "photos" : [
            {
               "height" : 600,
               "html_attributions" : [],
               "photo_reference" : "CqQBmgAAAL",
               "width" : 900
            }
         ],
         "reference" : "CnRrAAAAV",
         "types" : [ "food", "establishment" ],
         "vicinity" : "48 Pirrama Road, Pyrmont"
      }
   ],
   "status" : "OK"
}

The following proxy service shows how we can transform the above response using JavaScript with the Script mediator.
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<proxy xmlns="http://ws.apache.org/ns/synapse"
       name="locations"
       transports="https,http"
       statistics="disable"
       trace="disable"
       startOnLoad="true">
   <target>
      <outSequence>
         <script language="js"
                 key="conf:/repository/EI/transform.js"
                 function="transform"/>
         <send/>
      </outSequence>
      <endpoint>
         <address uri="http://localhost:8280/locations"/>
      </endpoint>
   </target>
   <description/>
</proxy>

The registry resource  contains the JavaScript function that performs the transformation:transform.js

function transform(mc) {
    payload = mc.getPayloadJSON();
    results = payload.results;
    var response = new Array();
    for (i = 0; i < results.length; ++i) {
        location_object = results[i];
        l = new Object();
        l.name = location_object.name;
        l.tags = location_object.types;
        l.id = "ID:" + (location_object.id);
        response[i] = l;
    }
    mc.setPayloadJSON(response);
}

mc.getPayloadJSON() returns the current JSON payload as a JavaScript object. This object can be manipulated as a normal JavaScript variable within
a script as shown in the above JavaScript code. The  method can be used to replace the existing payload with a new payload. Inmc.setPayloadJSON()
the above script, we build a new array object by using the fields of the incoming JSON payload and set that array object as the new payload (see the
response payload returned by the final proxy service below.) 

Use the following command to invoke the proxy service:

curl -v -X GET "http://ggrky:8280/services/locations"

The response payload would look like this:
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[
    {
        "id":"ID:7eaf7", 
        "tags":["bar", "restaurant", "food", "establishment"], 
        "name":"Biaggio Cafe"
    }, 
    {
       "id":"ID:3ef98", 
       "tags":["food", "establishment"], 
       "name":"Doltone House"
    }
]

If you want to get the response in XML instead of JSON, you would modify the out sequence by adding the Property mediator as follows:

<outSequence>
    <script language="js" 
            key="conf:/repository/EI/transform.js" 
            function="transform"/>
    <property name="messageType" value="application/xml"
scope="axis2"/>
    <send/>
</outSequence>

The response will then look like this:

<jsonArray>
   <jsonElement>
      <id>ID:7eaf7</id>
      <tags>bar</tags>
      <tags>restaurant</tags>
      <tags>food</tags>
      <tags>establishment</tags>
      <name>Biaggio Cafe</name>
   </jsonElement>
   <jsonElement>
      <id>ID:3ef98</id>
      <tags>food</tags>
      <tags>establishment</tags>
      <name>Doltone House</name>
   </jsonElement>
</jsonArray>

If you are not getting the results you want when the Script mediator converts the JSON payload directly into XML, you can build the XML payload iteratively
with the Script mediator as shown in the following script.
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function transformXML(mc) {
    payload = mc.getPayloadJSON();
    results = payload.results;
    var response = <locations/>;
    for (i = 0; i < results.length; ++i) {
        var elem = results[i];
        response.locations += <location>
            <id>{elem.id}</id>
            <name>{elem.name}</name>
            <tags>{elem.types}</tags>
        </location>
    }
    mc.setPayloadXML(response);
}

The response would now look like this:

<locations>
   <location>
      <id>7eaf7</id>
      <name>Biaggio Cafe</name>
      <tags>bar,restaurant,food,establishment</tags>
   </location>
   <location>
      <id>3ef98</id>
      <name>Doltone House</name>
      <tags>food,establishment</tags>
   </location>
</locations>

Finally, let's look at how you can perform delete, modify, and add field operations on JSON payloads with the Script mediator in JavaScript. Let's send the
JSON message returned by the   proxy service as the request for the following proxy service, :locations transformjson
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<proxy xmlns="http://ws.apache.org/ns/synapse"
       name="transformjson"
       transports="https,http"
       statistics="disable"
       trace="disable"
       startOnLoad="true">
   <target>
      <inSequence>
         <script language="js">
           payload = mc.getPayloadJSON();
           for (i = 0; i &lt; payload.length; ++i) {
               payload[i].id_str = payload[i].id;
               delete payload[i].id;
               payload[i].tags[payload[i].tags.length] = "pub";
           }
           mc.setPayloadJSON(payload);
         </script>
         <log>
            <property name="JSON-Payload" expression="json-eval($.)"/>
         </log>
         <respond/>
      </inSequence>
   </target>
   <description/>
</proxy>

The proxy service will convert the request into the following format:

[
   {
      "name":"Biaggio Cafe",
      "tags":["bar", "restaurant", "food", "establishment", "pub"],
      "id_str":"ID:7eaf7"
   },
   {
      "name":"Doltone House",
      "tags":["food", "establishment", "pub"],
      "id_str":"ID:3ef98"
   }
]

Note that the transformation (line 9 through 17) has added a new field  and removed the old field  from the request, and it has added a new tag id_str id p
 to the existing tags list of the payload.ub

For additional examples that demonstrate different ways to manipulate JSON payloads within the EI mediation flow, see the following samples:

Sample 440: Converting JSON to XML Using XSLT
Sample 441: Converting JSON to XML Using JavaScript

XML to JSON transformation parameters

You can use XML to JSON transformation parameters when you need to transform XML formatted data into the JSON format.

Following are the XML to JSON transformation parameters and their descriptions:

Parameter Description Default Value

synapse.commons.json.pres
erve.namespace

Preserves the namespace declarations in the JSON
output in XML to JSON transformations.

false

synapse.commons.json.buil
dValidNCNames

Builds valid XML NCNames when building XML element
names in XML to JSON transformations.

false

https://docs.wso2.com/display/ESB500/Sample+440%3A+Converting+JSON+to+XML+Using+XSLT
https://docs.wso2.com/display/ESB500/Sample+441%3A+Converting+JSON+to+XML+Using+JavaScript
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synapse.commons.json.outp
ut.autoPrimitive

Allows primitive types in the JSON output in XML to
JSON transformations.

true

synapse.commons.json.outp
ut.namespaceSepChar

The namespace prefix separation character for the
JSON output in XML to JSON transformations.

The default separation character is -

synapse.commons.json.outp
ut.enableNSDeclarations

Adds XML namespace declarations in the JSON output
in XML to JSON transformations.

false

synapse.commons.json.outp
ut.disableAutoPrimitive.r
egex

Disables auto primitive conversion in XML to JSON
transformations.

null

synapse.commons.json.outp
ut.jsonoutAutoArray

Sets the JSON output to an array element in XML to
JSON transformations.

true

synapse.commons.json.outp
ut.jsonoutMultiplePI

Sets the JSON output to an xml multiple processing
instruction in XML to JSON transformations.

true

synapse.commons.json.outp
ut.xmloutAutoArray

Sets the XML output to an array element in XML to
JSON transformations.

true

synapse.commons.json.outp
ut.xmloutMultiplePI

Sets the XML output to an xml multiple processing
instruction in XML to JSON transformations.

false

synapse.commons.enableXml
NilReadWrite

Handles how  empty XML elements with the 'nil' attribute
are converted to JSON.

false

synapse.commons.enableXml
NullForEmptyElement

Handles how are converted toempty XML elements 
JSON.

true

Validating JSON messages

You can use the   to validate JSON messages against a specified JSON schema as described in the rest of this section.Validate mediator

Validate mediator

The parameters available in this section are as follows.

Parameter Name Description

Schema keys defined for
Validate Mediator

This section is used to specify the key to access the main schema based on which validation is carried out, as well
as to specify the JSON, which needs to be validated. 

Source The JSONPath expression to extract the JSON that needs to be validated. E.g: json-eval($.msg)"

Following example use the below sample schema   file. Add this sample schema file (i.e.  ) to theStockQuoteSchema.json StockQuoteSchema.json
following Registry path:  json. For instructions on adding the schema file to the Registry path, see  .conf:/schema/StockQuoteSchema Adding a

.Resource

When adding this sample schema file to the Registry, specify the  as Media Type application/json.

https://docs.wso2.com/display/EI650/Validate+Mediator#ValidateMediator-json
http://conf/schema/StockQuoteSchema
https://docs.wso2.com/display/ESB500/Adding+a+Resource
https://docs.wso2.com/display/ESB500/Adding+a+Resource
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{
  "$schema": "http://json-schema.org/draft-04/schema#",
  "type": "object",
  "properties": {
    "getQuote": {
      "type": "object",
      "properties": {
        "request": {
          "type": "object",
          "properties": {
            "symbol": {
              "type": "string"
            }
          },
          "required": [
            "symbol"
          ]
        }
      },
      "required": [
        "request"
      ]
    }
  },
  "required": [
    "getQuote"
  ]
}
 

In this example, the required schema for validating messages going through the Validate mediator is given as a registry key (i.e. schema\StockQuoteSch
). You do not have any source attributes specified. Therefore, the schema will be used to validate the complete JSON body. The mediation logicema.json

to follow if the validation fails is defined within the on-fail element. In this example, the   creates a fault to be sent back to the party,PayloadFactory mediator
which sends the message.

<validate>
    <schema key="conf:/schema/StockQuoteSchema.json"/>
    <on-fail>
        <payloadFactory media-type="json">
            <format>{"Error":$1"}</format>
            <args>
                <arg evaluator="xml" expression="$ctx:ERROR_MESSAGE"/>
            </args>
        </payloadFactory>
        <property name="HTTP_SC" value="500" scope="axis2"/>
        <respond/>
    </on-fail>
</validate>

An example for a valid JSON payload request is given below.
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{
   "getQuote": {
      "request": {
         "symbol": "WSO2"
      }
   }
}

Troubleshooting, debugging, and logging

To assist with troubleshooting, you can enable debug logging at several stages of the mediation of a JSON payload within the EI by adding one or more of
the following loggers to the  file and restarting the EI.<EI_HOME>/conf/log4j.properties

Following are the available loggers:

Message builders and formatters

log4j.logger.org.apache.synapse.commons.json.JsonStreamBuilder=DEBUG
log4j.logger.org.apache.synapse.commons.json.JsonStreamFormatter=DEBUG
log4j.logger.org.apache.synapse.commons.json.JsonBuilder=DEBUG
log4j.logger.org.apache.synapse.commons.json.JsonFormatter=DEBUG

JSON utility class

log4j.logger.org.apache.synapse.commons.json.JsonUtil=DEBUG

PayloadFactory mediator

log4j.logger.org.apache.synapse.mediators.transform.PayloadFactoryMediator=DEBUG

JSONPath evaluator

log4j.logger.org.apache.synapse.util.xpath.SynapseJsonPath=DEBUG

Working with Message Stores and Message Processors

This section provides information on the ESB profile’s message stores and message processors as well as how message stores and message processors
can be used to store and forward messages while guaranteeing reliable message delivery.

For detailed information on message stores, message processors and guaranteed delivery see the following topics:

Creating a Message Store
Creating a Message Processor
Guaranteed Delivery with Failover Message Store and Scheduled Failover Message Forwarding Processor
Message Stores
Message Processors

Creating a Message Store

You can create a new message store or import an existing message store from the file system using WSO2 Integration Studio. 

Before you begin
Creating a message store
Importing a message store

Before you begin

Creating a message store

Follow these steps to create a new message store. Alternatively, you can  .import an existing message store

Be sure to turn off these loggers when running the EI in a production environment, as logging every message will significantly reduce
performance.

You need to have WSO2 Integration Studio installed to create a new message store or to import an existing message store. For instructions, see
.Installing WSO2 Integration Studio
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1.  

2.  
3.  
4.  
5.  
6.  

7.  

8.  

1.  

2.  
3.  
4.  

5.  

First, create an   in WSO2 Integration Studio. We will use this project to store the REST API file.ESB Solution Project

Open   and click  in the   tab.WSO2 Integration Studio Miscellaneous  Create New Config Project  Getting Started

Enter a project name and click  .Finish
The new project will be listed in the project explorer.
Right click the project and go to  to open the  dialog.New  Message Store  New Message Store Artifact
Leave the  option selected and click  .Create a new message-store artifact Next
Type a unique name for this message store, specify the type of store you are creating, and then specify values for the other fields required to
create the store type you you selected.
Do one of the following:

To save the message store in an existing EI Config project in your workspace, click   and select that project.Browse
To save the message store in a new EI Config project, click  and create the new project. Create a new EI Project

Click . The message store is created in the   folder under the EI Config project you Finish src/main/synapse-config/message-stores
specified and appears in the editor. You can click its icon in the editor to view its properties.

Importing a message store

Follow these steps to import an existing message store into an EI Config project. Alternatively, you can  .create a new message store

Open   and click  in the   tab.WSO2 Integration Studio Miscellaneous Project  Create New Config Project  Getting Started

Enter a project name and click  .Finish
The new project will be listed in the project explorer.
Right click the project and go to   to open the  dialog.New  Message Store  New Message Store Artifact
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5.  
6.  
7.  

8.  

1.  

2.  
3.  
4.  
5.  
6.  

7.  

8.  

1.  

Select   and click  .Import a Message Store Next
Specify the XML file that defines the message store by typing its full path name or click   and navigating to the file.Browse
In the   field, specify an existing EI Config project in your workspace where you want to save the message store, or clickSave In  Create new

 to create a new EI Config project and save the message store configuration there.Project
Click . The message store is created in the   folder under the EI Config project you Finish src/main/synapse-config/message-stores
specified and appears in the editor.

Creating a Message Processor

You can create a new message processor or import an existing message processor from the file system using WSO2 Integration Studio. 

Before you begin
Creating a message processor
Importing a message processor

Before you begin

Creating a message processor

Follow these steps to create a new message processor. Alternatively, you can  .import an existing message processor

Open   and click  in the   tab.WSO2 Integration Studio Miscellaneous  Create New Config Project  Getting Started

Enter a project name and click  .Finish
The new project will be listed in the project explorer.
Right click the project and go to   to open the  dialog.New  Message Processor  New Message Processor Artifact
Leave the   option selected and click  .Create a new message-processor artifact Next
Type a unique name for this message processor, specify the type of processor you're creating, specify the message store this processor applies
to, and then specify values for the other fields required to create the processor type you selected. 
Do one of the following:

To save the message processor in an existing EI Config project in your workspace, click   and select that project.Browse
To save the message processor in a new EI Config project, click  and create the new project. Create a new EI Project

Click . The message processor is created in the   folder under the EI Config project Finish src/main/synapse-config/message-processors
you specified and appears in the editor. You can click its icon in the editor to view its properties.

Importing a message processor

Follow these steps to import an existing message processor into an EI Config project. Alternatively, you can  .create a new message processor

Open   and click  in the   tab.WSO2 Integration Studio Miscellaneous  Create New Config Project  Getting Started

You need to have WSO2 Integration Studio installed to create a new message processor or to import an existing message processor.
For instructions, see .Installing WSO2 Integration Studio
Be sure to create the message store before creating the message processor, as you will need to specify the message store that this
processor applies to.
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1.  

2.  
3.  
4.  
5.  
6.  
7.  

8.  

Enter a project name and click  .Finish
The new project will be listed in the project explorer.
Right click the project and go to   to open the  dialog.New  Message Processor  New Message Processor Artifact
Select   and click  .Import a Message Processor Next
Specify the XML file that defines the message processor by typing its full path name or clicking   and navigating to the file.Browse
In the   field, specify an existing EI Config project in your workspace where you want to save the message processor, or clickSave In  Create new

 to create a new EI Config project and save the message processor configuration there.Project
Click . The message processor is created in the   folder under the EI Config project Finish src/main/synapse-config/message-processors
you specified and appears in the editor.

Guaranteed Delivery with Failover Message Store and Scheduled Failover Message Forwarding

Processor

The ESB profile of WSO2 EI ensures guaranteed delivery with the failover message store and scheduled failover message forwarding processor.

The topics in the following section describe how you can setup guaranteed message delivery with failover configurations.

Example Scenario

The following diagram illustrates a scenario where a failover message store and a scheduled failover message forwarding processor is used to ensure
guaranteed delivery:
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In this scenario, the original message store fails due to either network failure, message store crash or system shutdown for maintenance, and the failover
message store is used as the solution for the original message store failure. So now the store mediator sends messages to the failover message store.
Then, when the original message store is available again, the messages that were sent to the failover message store need to be forwarded to the original

 message store. The is used for this purpose. The scheduled failover message forwarding processor isscheduled failover message forwarding processor 
almost the same as the scheduled message forwarding processor, the only difference is that the scheduled message forwarding processor forwards
messages to a defined endpoint, whereas the scheduled failover message forwarding processor forwards messages to the original message store that the
message was supposed to be temporarily stored.

Setting up the example scenario

Create the failover message store |  | Create the original message store Create the proxy service to send messages to the original message store via the
 |  | store mediator Define the endpoint for the scheduled message forwarding processor Create a scheduled message forwarding processor to forward

 |  | messages to the defined endpoint Create a scheduled failover message forwarding processor Send the request to the proxy service

Create the failover message store

In this example an in-memory message store is used to create the failover message store. If you have a cluster setup, it will not be possible to use an
in-memory message store since it is not possible to share in-memory stores among nodes in a cluster. This step does not involve any special configuration.

<messageStore name="failover"/>  

Create the original message store

In this example a JMS message store is used to create the original message store.  When creating the original message store, you need to enable
guaranteed delivery on the producer side. To do this, set the following parameters in the message store configuration:

<parameter name="store.failover.message.store.name">failover</parameter> 
<parameter name="store.producer.guaranteed.delivery.enable">true</parameter>

Following is the message store configuration used in this example:

<messageStore  
     class="org.apache.synapse.message.store.impl.jms.JmsStore"
name="Orginal">  
     <parameter
name="store.failover.message.store.name">failover</parameter>  
     <parameter
name="store.producer.guaranteed.delivery.enable">true</parameter>  
     <parameter
name="java.naming.factory.initial">org.apache.activemq.jndi.ActiveMQIni
tialContextFactory</parameter>  
     <parameter
name="java.naming.provider.url">tcp://localhost:61616</parameter>  
     <parameter name="store.jms.JMSSpecVersion">1.1</parameter>  
   </messageStore>
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1.  
2.  
3.  

Create the proxy service to send messages to the original message store via the store mediator

Following is the proxy service used in this example:

<proxy name="Proxy1" transports="https http" startOnLoad="true"
trace="disable" xmlns="http://ws.apache.org/ns/synapse">    
  <target>  
    <inSequence>  
     <property name="FORCE_SC_ACCEPTED" value="true" scope="axis2"/>  
     <property name="OUT_ONLY" value="true"/>  
     <log level="full"/>  
     <store messageStore="Orginal"/>  
    </inSequence>  
  </target>  
 </proxy>   

Define the endpoint for the scheduled message forwarding processor

In this example, the SimpleStockquate service is used as the back-end service. Follow the instructions below to define the address endpoint.

Log in to the Management Console of the ESB profile.
Click   ->   ->   ->   ->  .Main Service Bus Endpoints Add Endpoint Address Endpoint
Enter the following details as shown below.

<endpoint name="SimpleStockQuoteService">  
  <address
uri="http://127.0.0.1:9000/services/SimpleStockQuoteService"/>  
</endpoint> 
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3.  

4.  Click  .Save & Close
Create a scheduled message forwarding processor to forward messages to the defined endpoint

Following is the scheduled message forwarding processor configuration used in this example:

<messageProcessor name="ForwardMessageProcessor"
class="org.apache.synapse.message.processor.impl.forwarder.ScheduledMes
sageForwardingProcessor" targetEndpoint="SimpleStockQuoteService"
messageStore="Orginal" xmlns="http://ws.apache.org/ns/synapse">
   <parameter name="interval">1000</parameter>
   <parameter name="client.retry.interval">1000</parameter>
   <parameter name="max.delivery.attempts">4</parameter>
   <parameter name="is.active">true</parameter>
   <parameter name="max.delivery.drop">Disabled</parameter>
   <parameter name="member.count">1</parameter>
</messageProcessor> 



WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 1474

For more information, see .Scheduled Message Forwarding Processor
Create a scheduled failover message forwarding processor

When creating the scheduled failover message forwarding processor, you need to specify the following two mandatory parameters that are important in the
failover scenario.

Source Message Store
Target Message Store

The scheduled failover message forwarding processor sends messages from the failover store to the original store when it is available in the failover
scenario. In this configuration, the source message store should be the failover message store and target message store should be the original message
store.

Following is the scheduled failover message forwarding processor configuration used in this example:

<messageProcessor name="FailoverMessageProcessor"
class="org.apache.synapse.message.processor.impl.failover.FailoverSched
uledMessageForwardingProcessor" messageStore="failover"
xmlns="http://ws.apache.org/ns/synapse">
   <parameter name="interval">1000</parameter>
   <parameter name="client.retry.interval">60000</parameter>
   <parameter name="max.delivery.attempts">1000</parameter>
   <parameter name="is.active">true</parameter>
   <parameter name="max.delivery.drop">Disabled</parameter>
   <parameter name="member.count">1</parameter>
   <parameter name="message.target.store.name">Orginal</parameter>
</messageProcessor> 



WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 1475

1.  

2.  

Send the request to the proxy service

Navigate to the   directory, and run   to build and deploy the<EI_HOME>/samples/axis2Server/src/SimpleStockQuoteService ant
sample service in the Axis2 server.
Navigate to the   directory, and execute the following command to invoke the proxy service:<EI_HOME>/samples/axis2client

ant stockquote -Daddurl=http://localhost:8280/services/Proxy1
-Dmode=placeorder  

You will see the following message on the Axis2 server console:

SimpleStockQuoteService :: Accepted order for : 7482 stocks of IBM at $
169.27205579038733  

Testing the example scenario

To test the failover scenario, shut down the JMS broker(i.e., the original message store) and send a few messages to the proxy service.

You will see that the messages are not sent to the back-end since the original message store is not available. You will also see that the messages are
stored in the failover message store.

If you analyze the the ESB profile log, you will see the failover message processor trying to forward messages to the original message store periodically.
Once the original message store is available, you will see that the scheduled failover message forwarding processor sends the messages to the original
store and then that the scheduled message forwarding processor forwards the messages to the back-end service.
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Message Stores

A  is used to temporarily store messages before they are delivered to their destination by a . This approach is useful formessage store message processor
serving traffic to back-end services that can only accept messages at a given rate, whereas incoming traffic to the ESB profile arrives at different rates. To
store incoming traffic in a message store, use the , and then use a message processor to deliver messages to the back-end service at aStore mediator
given rate.

Multiple message processors can use the same message store. For example, in a clustered environment, each of the nodes would have an instance of the
same message processor, each of which would connect to the same message store and evenly consume messages from it. The message store acts as a
manager of these consumers and their connections and ensures that messages are processed by only one message processor, preventing message
duplication. You can further control which nodes a message processor runs on by specifying pinned servers.

You can implement your own message store by implementing the  interface and adding the store to the configuration. The ESBMessageStore
profile ships with the following message store implementations:

In Memory Message Store
JMS Message Store
RabbitMQ Message Store
JDBC Message Store
Resequence Message Store
WSO2 MB Message Store
Custom Message Store

Message Store Configuration

<messageStore name="string" class="className">
  <parameter name="string" > "string" </parameter>\*
</messageStore>

You enable a message store in the ESB profile configuration by adding the  element. This element is a top-level entry in the<messageStore>
configuration and must have a unique name. The  attribute value is the fully qualified class name of the underlying message store implementation,class
and the parameters section is used to configure the parameters that are needed by that implementation.

Sample

Sample 700: Introduction to Message Store

In Memory Message Store

In memory message store is a basic   that stores messages in an in-memory queue. Since the messages are stored in an in-memory queueMessage Store
in case of a ESB profile restart, all the messages stored will be lost. 

The in memory message store is lot faster than a persistent message store implementation, so it can be used to temporarily store messages for use cases
such as the implementation of a high-speed store and forwarded pattern where message persistence is not a requirement.

UI Configuration

Following is the   screen that you will see on the Management Console.Add In Memory Message Store

Note
Message Store does not work in tenant mode. It is a limitation in the current implementation.

Note
In memory message stores are not recommended for use in production as well as in scenarios where large scale message storing is required.
You can use an external message store (e.g., ) for such scenarios.JMS message store

https://docs.wso2.com/display/EI600/Sample+700%3A+Introduction+to+Message+Store
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When you add an in memory message store, you need to specify a unique name for the message store.

For instructions on adding a required type of message store via the Management Console, see  .Adding a Message Store

Following is a sample in memory message store configuration:

<messageStore name="InMemoryMS"
class="org.apache.synapse.message.store.impl.memory.InMemoryStore"
xmlns="http://ws.apache.org/ns/synapse"></messageStore>

JMS Message Store

The JMS message store persists messages in a JMS queue inside a JMS Broker. The JMS message store can be configured by specifying the class as or
. Since the JMS message stores persist messages in a JMS queue in an ordered manner,g.apache.synapse.message.store.impl.jms.JmsStore

JMS message stores can be used to implement the store-and-forward pattern.

Required parameters
Additional JMS message store parameters
Example JMS message store configurations

Required parameters

When you add a JMS message store, it is required to specify values for the following:

Name - A unique name for the JMS message store. 
Initial Context Factory ( ) - The JNDI initial context factory class. This class must implement the java.naming.factory.initial java.nami

interface. ng.spi.InitialContextFactory  Initial Context Factory used to connect to the JMS broker.
Provider URL ( ) - The URL of the JNDI provider. java.naming.provider.url Url of the naming provider to be used by the context factory.

Additional JMS message store parameters

Parameter Name Value Required

JNDI Queue Name ( store.jms
) .destination

The message store queue name. Though this is not a required parameter, we recommend
specifying a value for this.

Connection factory ( store.jms
) .connection.factory

The JNDI name of the connection factory that is used to
create jms connections

Though this is not a required parameter, we recommend
specifying a value for this.

User Name ( store.jms.usern
)  ame

The user name to connect to the broker. No

Password (store.jms.passwor
) d

The password to connect to the broker. No

JMS API Specification Version ( s
) tore.jms.JMSSpecVersion

The JMS API version to be used. Possible values are
1.1 or 1.0.

No. The default value is 1.1.

vender.class.loader.enabled Set to  when using IBM MQ, which requiresfalse
skipping the external class loader.

No, except when using IBM MQ

store.jms.cache.connection true/false Enable Connection caching No

If you need to ensure guaranteed delivery when you store incoming messages to a JMS message store, and later deliver them to a particular
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backend, click   and specify values for the following parameters:Show Guaranteed Delivery Parameters

Enable Producer Guaranteed Delivery ( ) - Whether it is required to enable guaranteedstore.producer.guaranteed.delivery.enable
delivery on the producer side.
Failover Message Store ( ) - The message store to which the store mediator should send messagesstore.failover.message.store.name
when the original message store fails.

Example JMS message store configurations

Following is a sample JMS message store configuration that uses the Message Broker profile of WSO2 EI as the message broker:

<messageStore name="JMSMS"
class="org.apache.synapse.message.store.impl.jms.JmsStore"
xmlns="http://ws.apache.org/ns/synapse">
   <parameter
name="java.naming.factory.initial">org.wso2.andes.jndi.PropertiesFileIn
itialContextFactory</parameter>
   <parameter
name="java.naming.provider.url">/conf/jndi.properties</parameter>
   <parameter name="store.jms.destination">ordersQueue</parameter>
   <parameter
name="store.jms.connection.factory">QueueConnectionFactory</parameter>
   <parameter name="store.jms.JMSSpecVersion">1.1</parameter>
</messageStore>

Following is a sample JMS message store configuration that uses ActiveMQ as the message broker:

<messageStore name="JMSMS"
class="org.apache.synapse.message.store.impl.jms.JmsStore"
xmlns="http://ws.apache.org/ns/synapse">
   <parameter
name="java.naming.factory.initial">org.apache.activemq.jndi.ActiveMQIni
tialContextFactory</parameter>
   <parameter
name="java.naming.provider.url">tcp://localhost:61616</parameter>
   <parameter name="store.jms.destination">ordersQueue</parameter>
   <parameter
name="store.jms.connection.factory">QueueConnectionFactory</parameter>
   <parameter name="store.jms.JMSSpecVersion">1.1</parameter>
</messageStore>

Individual message priorities can be set using the following property on the provider. For example, the value can be 0-9 for ActiveMQ.

When you use the Message Broker profile as the message broker and configure a  with , if theMessage Processor max.delivery.attempts
Message Broker profile does not get an acknowledgment from the Integration profile, it re-sends the message that results in duplicate messages
being delivered. To avoid this, add the following line in the  file:<EI_HOME>/bin/integrator.sh

-DAndesAckWaitTimeOut=3600000 \

Note
When you configure a JMS message store with the Message Broker profile or ActiveMQ, you need to copy the required client libraries to the <EI

 directory. If the relevant client libraries are not copied, you will see a . _HOME>/lib java.lang.ClassNotFoundException

For information on the client libraries you need to copy when configuring a JMS message store with the Message Broker profile, see Configure
.with the Message Broker profile

For information on the client libraries you need to copy when configuring a JMS message store with ActiveMQ, see .Configure with ActiveMQ

http://store.failover.message.store.name
https://docs.wso2.com/display/EI650/Configure+with+the+Broker+Profile#ConfigurewiththeBrokerProfile-clientLibs
https://docs.wso2.com/display/EI650/Configure+with+the+Broker+Profile#ConfigurewiththeBrokerProfile-clientLibs
https://docs.wso2.com/display/EI650/Configure+with+ActiveMQ#ConfigurewithActiveMQ-clientLibs
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<property name="JMS_PRIORITY" value="9" scope="axis2"/>

For information on configuring the JMS message store with different message brokers, see  .Store and Forward Using JMS Message Stores

RabbitMQ Message Store

RabbitMQ message store persists messages in a RabbitMQ queue inside a RabbitMQ broker. The RabbitMQ message store can be configured by
specifying the class as   and then setting all other required parameters toorg.apache.synapse.message.store.impl.rabbitmq.RabbitmqStore
connect to a RabbitMQ broker.

Required parameters
SSL enabled RabbitMQ message store parameters
Additional RabbitMQ message store parameters
Example RabbitMQ message store configurations

Required parameters

When you add a RabbitMQ message store, it is required to specify values for the following:

Name - A unique name for the RabbitMQ message store. 
RabbitMQ Server Host Name    ( store.rabbitmq.host.name ) - The address of the RabbitMQ broker.
RabbitMQ Server Host Port ( ) - store.rabbitmq.host.port The port number of the RabbitMQ message broker. 
SSL Enabled - Whether or not SSL is enabled on the message store. 

When  is set to true, you can set the parameters relating to the SSL configuration. For descriptions of each of these parameters you can set,SSL Enabled
see .SSL enabled RabbitMQ message store parameters

SSL enabled RabbitMQ message store parameters

Parameter Name Value

SSL Key Store Location (rabbit
mq.connection.ssl.keystor

)e.location

The location of the keystore file.

SSL Key Store Type (rabbitmq.
connection.ssl.keystore.t

)ype

The type of the keystore used (e.g., JKS, PKCS12).

SSL Key Store Password (rabbi
tmq.connection.ssl.keysto

)re.password

The password to access the keystore.

Note
If you are using ActiveMQ 5.12.2 and above, you need to set the following system property on server start up for WSO2 EI's JMS message store
to work as expected.

-Dorg.apache.activemq.SERIALIZABLE_PACKAGES=“*"

With ActiveMQ 5.12.2 and above, you need to set the above property because users are enforced to explicitly whitelist packages that can be
exchanged using ObjectMessages, and due to this restriction the message processor fails to read messages from ActiveMQ with the following
error:

ERROR - JmsConsumer [JMS-C-1] cannot receive message from store.
Error:Failed to build body from content. Serializable class not
available to broker. Reason: java.lang.ClassNotFoundException:
Forbidden class
org.apache.synapse.message.store.impl.commons.StorableMessage! This
class is not trusted to be serialized as ObjectMessage payload.
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SSL Trust Store Location (rabbit
mq.connection.ssl.trustst

)ore.location

The location of the Java keystore file containing the collection of CA certificates trusted by this application process
(truststore).

SSL Trust Store Type (rabbitmq
.connection.ssl.truststor
e.type

The type of the truststore used.

SSL Trust Store Password (rabb
itmq.connection.ssl.trust

)store.password

The password to unlock the trust store file specified in rabbitmq.connection.ssl.truststore.location

SSL Version (rabbitmq.connec
)tion.ssl.version

SSL protocol version (e.g., SSL, TLSV1, TLSV1.2)

Following is a sample configuration for SSL enabled RabbitMQ message store:

<messageStore xmlns="http://ws.apache.org/ns/synapse"
             
class="org.apache.synapse.message.store.impl.rabbitmq.RabbitMQStore"
              name="store1">
   <parameter
name="store.producer.guaranteed.delivery.enable">false</parameter>
   <parameter
name="store.failover.message.store.name">store1</parameter>
   <parameter name="store.rabbitmq.host.name">localhost</parameter>
   <parameter
name="store.rabbitmq.queue.name">WithoutClientCertQueue</parameter>
   <parameter name="store.rabbitmq.host.port">5671</parameter>
   <parameter name="rabbitmq.connection.ssl.enabled">true</parameter>
   <parameter
name="rabbitmq.connection.ssl.truststore.location">path/to/truststore</
parameter>
   <parameter
name="rabbitmq.connection.ssl.truststore.type">JKS</parameter>
   <parameter
name="rabbitmq.connection.ssl.truststore.password">truststorepassword</
parameter>
   <parameter
name="rabbitmq.connection.ssl.keystore.location">path/to/keystore</para
meter>     
   <parameter
name="rabbitmq.connection.ssl.keystore.type">PKCS12</parameter>
   <parameter
name="rabbitmq.connection.ssl.keystore.password">keystorepassword</para
meter>   
   <parameter name="rabbitmq.connection.ssl.version">SSL</parameter>   
</messageStore>

Configuring parameters that provide information related to keystores and truststores can be optional based on your broker configuration.

For example, if   is set to   in the RabbitMQ broker configuration, then you only need to specify fail_if_no_peer_cert false <parameter
. Additionally, you can also set name="rabbitmq.connection.ssl.enabled" locked="false">true</parameter> <parameter
 parameter to specify the SSL version. If name="rabbitmq.connection.ssl.version" locked="false">true</parameter> fail_if_no_pee

 is set to  , you need to provide keystore and truststore information.r_cert true

Following is a sample message store configuration where   is set to  :fail_if_no_peer_cert false

{ssl_options, [{cacertfile,"/path/to/testca/cacert.pem"},
               {certfile,"/path/to/server/cert.pem"},
               {keyfile,"/path/to/server/key.pem"},
               {verify,verify_peer},
               {fail_if_no_peer_cert,false}]}  
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Additional RabbitMQ message store parameters

Parameter Name Value Required

RabbitMQ Queue Name (store.
)rabbitmq.queue.name

The message store queue name. Though this is not a required parameter, we recommend
specifying a value for this.

RabbitMQ Exchange Name (stor
)e.rabbitmq.exchange.name

The name of the RabbitMQ exchange to which the
queue is bound (If the ESB profile has to declare this
exchange it will be declared as a direct exchange).

No

Routing key (store.rabbitmq.
)route.key

The exchange and queue binding value. Messages will
be routed using this. 

No (This is considered only when both the exchange
name and type are provided. Else messages will be
routed using the default exchange and queue name as
the routing key).

User Name (store.rabbitmq.u
) sername

The user name to connect to the broker. No

Password (store.rabbitmq.pa
) ssword

The password to connect to the broker. No

Virtual Host (store.rabbitmq.v
)irtual.host

The virtual host name of the broker. No

If you need to ensure guaranteed delivery when you store incoming messages to a RabbitMQ message store, and then deliver them to a particular
backend, click   and specify values for the following parameters:Show Guaranteed Delivery Parameters

Enable Producer Guaranteed Delivery ( ) - Whether it is required to enable guaranteedstore.producer.guaranteed.delivery.enable
delivery on the producer side.

( ) - The message store to which the store mediator should send messagesFailover Message Store  store.failover.message.store.name
when the original message store fails.

Example RabbitMQ message store configurations

Following is a basic sample RabbitMQ message store configuration:

<messageStore
class="org.apache.synapse.message.store.impl.rabbitMQ.RabbitMQStore"
name="RabbitMS" xmlns="http://ws.apache.org/ns/synapse">
  <parameter name="store.rabbitmq.host.name">localhost</parameter>
  <parameter name="store.rabbitmq.queue.name">EIStore</parameter>
  <parameter name="store.rabbitmq.host.port">5672</parameter>
  <parameter name="store.rabbitmq.username">guest</parameter>
  <parameter name="store.rabbitmq.password">guest</parameter>
  <parameter name="store.rabbitmq.exchange.name">exchange</parameter>
</messageStore> 

JDBC Message Store

The JDBC message store can be used to store and retrieve messages more efficiently in comparison with other message stores.

The JDBC message store implementation is a variation of the already existing synapse message store implementation and is designed in a manner similar
to the message store of the ESB profile. The JDBC message store uses a JDBC connector to connect to external relational databases.

The advantages of using a JDBC message store instead of any other message store are as follows:

Easy to connect – You only need to have a JDBC connector to connect to an external relational database.
Quick transactions – JDBC message stores are capable of handling a large number of transactions per second.
Ability to work with a high capacity for a long period of time – Since JDBC stores use databases as the medium to store data, it can store a large
volume of data and is capable of handling data for a longer period of time.

Configuring the JDBC message store

The syntax of the JDBC message store can be different depending on whether you connect to the database using a connection pool, or using a

http://store.failover.message.store.name
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datasource. Click on the relevant tab to view the syntax based on how you want to connect to the database.
Syntax to connect using a connection pool

<messageStore
class="org.apache.synapse.message.store.jdbc.JDBCMessageStore"
name="MyStore" xmlns="http://ws.apache.org/ns/synapse">
     
<parameter name="store.jdbc.driver">Driver</parameter>
<parameter name="store.jdbc.connection.url">ConnectionURL</parameter>
<parameter name="store.jdbc.username">Username</parameter>
<parameter name="store.jdbc.password">Password</parameter>
<parameter name="store.jdbc.table">jdbcTable</parameter>
     
</messageStore>

Following are the parameters that should be specified and the description for each:

Parameter Description Required

store.jdbc.driver The class name of the database driver. YES

store.jdbc.connection.url The database URL. YES

store.jdbc.username The user name to access the database. YES

store.jdbc.password The password to access the database. NO

store.jdbc.table Table name of the database. YES

Syntax to connect using an external datasource

<messageStore
class="org.apache.synapse.message.store.jdbc.JDBCMessageStore"
name="MyStore" xmlns="http://ws.apache.org/ns/synapse">

<parameter name="store.jdbc.dsName">dsName</parameter>
<parameter name="store.jdbc.table">jdbcTable</parameter>

</messageStore>

Following are the parameters that should be specified and the description for each:

Parameter Description Required

store.jdbc.dsName The name of the datasource to be looked up YES

store.jdbc.table The table name of the database. YES

UI Configuration

The UI of the JDBC Message Store that is displayed can vary depending on whether you connect to the database using a connection pool, or using a
datasource. Click on the relevant tab to view the UI that is displayed based on how you want to connect to the database.

Connect to the database via a connection pool

When adding a JDBC message store, if you select  as the , the following screen appears:Pool Connection Information
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Following are descriptions of the fields that are displayed:

Field Description

Name The name of the message store

Database Table The name of the database table.

Driver The class name of the database driver.

Url The JDBC URL of the database that the data will be written to.

User The user name used to connect to the database.

Password The password used to connect to the database.

Connect to the database via an external datasource

When adding a JDBC message store, if you select  as the , the following screen appears:Carbon Datasource Connection Information

To make sure that the datasource appears in the  list, you need to expose it as a JNDI datasource.Datasource Name

Following are descriptions of the fields that are displayed:

Field Description

Name The name for the message store

Database Table The name of the database table.
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1.  

2.  

1.  
2.  
3.  

Datasource Name The class name of the datasource.

Sample scenario

In this sample:

The client sends requests to a proxy service.
The proxy service stores the messages in a JDBC message store. 
The back-end service is invoked by a message forwarding processor, which picks the messages stored in the JDBC message store. 

Prerequisites:

Setup the database.
If you are setting up a MySQL database, the DB script to create the required table is as follows:

CREATE TABLE jdbc_message_store(
indexId BIGINT( 20 ) NOT NULL AUTO_INCREMENT ,
msg_id VARCHAR( 200 ) NOT NULL ,
message BLOB NOT NULL ,
PRIMARY KEY ( indexId )
)

If you are setting up a H2 database, the DB script to create the required table is as follows:

CREATE TABLE jdbc_message_store(
indexId BIGINT( 20 ) NOT NULL AUTO_INCREMENT ,
msg_id VARCHAR( 200 ) NOT NULL ,
message BLOB NOT NULL ,
PRIMARY KEY ( indexId )
)

Add the relevant database driver into the   folder.<EI_HOME>/lib

Configure the sample

Create a proxy service that stores messages to the JDBC message store.
Create a JDBC message store.
Create a message forwarding processor to consumes the messages stored in the message store.

Note
You can create a similar script based on the database you want to set up.
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3.  

1.  

2.  

3.  

Sample configuration that uses a MySQL database named

sampleDB and the database table jdbc_message_store

<!-- Create the below configuration by creating a new proxy -->
<proxy xmlns="http://ws.apache.org/ns/synapse"
      name="MessageStoreProxy"
      transports="https http"
      startOnLoad="true"
      trace="disable">
  <description/>
  <target>
     <inSequence>
        <property name="FORCE_SC_ACCEPTED" value="true" scope="axis2"/>
        <property name="OUT_ONLY" value="true"/>
        <property name="target.endpoint" value="StockQuoteServiceEp"/>
        <store messageStore="SampleStore"/>
     </inSequence>
  </target>
  <publishWSDL
uri="http://localhost:9000/services/SimpleStockQuoteService?wsdl"/>
</proxy>
 
<!-- Create the below configuration by creating a new Message Store -->
<messageStore xmlns="http://ws.apache.org/ns/synapse"
            
class="org.apache.synapse.message.store.impl.jdbc.JDBCMessageStore"
             name="SampleStore">
  <parameter name="store.jdbc.password"/>
  <parameter name="store.jdbc.username">root</parameter>
  <parameter name="store.jdbc.driver">com.mysql.jdbc.Driver</parameter>
  <parameter name="store.jdbc.table">jdbc_message_store</parameter>
  <parameter
name="store.jdbc.connection.url">jdbc:mysql://localhost:3306/sampleDB</
parameter>
</messageStore>
 
<!-- Create the below configuration by creating a new Message Processor
-->
<messageProcessor xmlns="http://ws.apache.org/ns/synapse"
                
class="org.apache.synapse.message.processor.impl.forwarder.ScheduledMes
sageForwardingProcessor"
                 name="ScheduledProcessor"
                 messageStore="SampleStore">
  <parameter name="max.delivery.attempts">5</parameter>
  <parameter name="interval">10</parameter>
  <parameter name="is.active">true</parameter>
</messageProcessor>

Configure the back-end service

Deploy the   client by navigating to <EI_HOME>/samples/axis2Server/src/SimpleStockQuoteService, and running the SimpleStockQuoteService a
 command in the command prompt or shell script. This will build the sample and deploy the service for you. For more information on samplent

back-end services, see  .Deploying sample back-end services
The ESB profile of WSO2 EI comes with a default Axis2 server, which you can use as the back-end service for this sample. To start the Axis2
server, navigate to , and run   on Linux or   on Windows.<EI_HOME>/samples/axis2server axis2Server.sh axis2Server.bat
Go to  and verify that the service is running.http://localhost:9000/services/SimpleStockQuoteService?wsdl

Execute the sample

To invoke the proxy service, navigate to , and execute the following command: <EI_HOME>/repository/samples/axis2client

http://localhost:9000/services/SimpleStockQuoteService?wsdl
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ant stockquote
-Daddurl=http://localhost:8280/services/MessageStoreProxy

Resequence Message Store

The Resequence Message Store is used to store a stream of related but out-of-sequence messages to put them back into the correct order. It collects and
re-orders the stored messages based on a defined sequence number derived from some part of the message, so that they can be published to the output
channel in a specific order. This is advantageous specially when the order of message delivery is important to avoid some messages arriving earlier than
others.

The resequencing store is an extension of the existing JDBC-based message store. Hence, it inherits most of its properties from the .JDBC Message Store

UI Configuration

In the WSO2 ESB Management Console, click , click  in the  menu, and then click , toMain Message Stores Service Bus  Resequence Message Store
configure it as follows.

Enter the configuration details in the below screen.
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When you add a Resequence Message Store, it is required to specify values for the following:

: Name A unique name for the RabbitMQ message store. 
: Database Table Table name of the database in which, messages will be stored.

: If the database is connected via a Carbon datasource or via a connection pool.Connection Information
: Driver The class name of the database driver.

: URL of the database.Url
: User The username to access the database.

: Password The password to access the database.
: Resequence Timeout (Seconds) The time the Message Processor waits for a message, which is missing to reorder them based on a specified

order.
: The path from which, the Store identifies the sequence ID from the message content.Sequence ID Path

The following is a sample ESB configuration of the Resequence Message Store.
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<?xml version="1.0" encoding="UTF-8"?>
<messageStore xmlns="http://ws.apache.org/ns/synapse"
             
class="org.apache.synapse.message.store.impl.resequencer.ResequenceMess
ageStore"
              name="RStore">
   <parameter name="store.resequence.timeout">-1</parameter>
   <parameter
name="store.producer.guaranteed.delivery.enable">false</parameter>
   <parameter
name="store.failover.message.store.name">RStore</parameter>
   <parameter xmlns:m0="http://services.samples"
              name="store.resequence.id.path"
             
expression="substring-after(//m0:placeOrder/m0:order/m0:symbol,'-')"/>
   <parameter name="store.jdbc.password">root</parameter>
   <parameter
name="store.jdbc.driver">com.mysql.jdbc.Driver</parameter>
   <parameter name="store.jdbc.username">root</parameter>
   <parameter
name="store.jdbc.connection.url">jdbc:mysql://localhost:3306/resequence
DB</parameter>
   <parameter name="store.jdbc.table">tbl_resequence</parameter>
</messageStore>

The following are the properties related to the Resequence Message Store. 

Property Name Description Required Possible Values

store.resequence.timeout The time the Processor waits for a
message, which is missing to
reorder them based on a specified
order. If the current message
sequence is 3, its predecessor would
be 2 and the successor would be 4,
and thereby, if 4 is not present, then
there is a gap in the sequence.
Therefore, the processor waits until
the specified set  exceeds,time-out
and selects the next minimum
sequence ID available as the
predecessor. However, the  time-out
will be a rough estimate. The
durations could vary depending on
the load of the machine.

Yes Specify a positive integer for the
count and the timeout in seconds.

If you  the count as -1, thenspecify
the processor will wait indefinitely
until the correct sequence ID is
present to fill the gap.

store.producer.guaranteed
.delivery.enable

Whether you want to enable
guaranteed delivery or not. For more
information, see Guaranteed
Delivery with Failover Message
Store and Scheduled Failover
Message Forwarding Processor.

No True/False

store.failover.message.st
ore.name

The name of the Message Store
used if the original message store
fails. For more information, see Guar
anteed Delivery with Failover
Message Store and Scheduled
Failover Message Forwarding

.Processor

No An appropriate String value
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store.resequence.id.path The path from which, the Store
identifies the sequence ID from the
message content. The path could be
either XPath or JSON. You can
specify it in the expression field.  

Yes Set a positive integer as the
sequence ID. The store expects the
sequence ID to start from 1.

store.jdbc.password The password to access the
database.

No An appropriate String value

store.jdbc.driver The class name of the database
driver.

Yes An appropriate String value

store.jdbc.username The username to access the
database.

Yes An appropriate String value

store.jdbc.connection.url The database URL. Yes An appropriate String value of a
URL.

store.jdbc.table Table name of the database in
which, messages will be stored.

Yes An appropriate String value

WSO2 MB Message Store

WSO2 Enterprise Integrator (WSO2 EI) is shipped with a separate message broker profile (WSO2 MB). You can easily set up this WSO2 MB profile as the 
 for the ESB. Explained below are the parameters you need to configure for a WSO2 MB Message Store. Also, find details of othermessage store

configurations that are relevant to the WSO2 MB Message Store. 

See the following topics for details:

WSO2 MB Message Store parameters
Other configurations
Related topics

WSO2 MB Message Store parameters

Listed below are the  parameters for configuring the WSO2 MB Message Store.required

Parameter Name Description

Message Store Name Give a unique name for the JMS message store.

Message Store Type Select  from the list of options.WSO2 MB Message Store

Initial Context Factory This specifies the JNDI initial context factory class ( ). This class implementsjava.naming.factory.initial
the implement the  interface. The value is set to java.naming.spi.InitialContextFactory org.wso2.and

, by default.es.jndi.PropertiesFileInitialContextFactory

Queue Connection Factory This is the connection factory URlfor connecting to WSO2 MB. By default, the value is set to amqp://admin:admi
.n@clientID/carbon?brokerlist='tcp://localhost:5673'

JNDI Queue Name The name of the queue in the broker that will store messages.

JMS API Specification Version The JMS API version to be used. Possible values are 1.1 or 1.0. The value is set to 1.1, by default.

If you need to ensure guaranteed delivery of your messages, specify values for the following parameters:

For more information on its usage, go to  .Resequencer Pattern in the EIP Guide

Use  for instructions on how to create a message store artifact for the ESB. Be sure to set the message store type as this link WSO2 MB
, and configure the parameters as explained below.Message Store

Important!
Be sure to change the port to 5675.

https://docs.wso2.com/display/IntegrationPatterns/Resequencer
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Parameter Name Description

Enable Producer Guaranteed
Delivery

This flag specifies whether guaranteed delivery is enabled on the producer side. The value is set to , byFalse
default.

Failover Message Store The message store to which the store mediator should send messages when the original message store fails.

Other configurations

When you use the Message Broker profile as the message broker and configure a   with  , if the MessageMessage Processor max.delivery.attempts
Broker profile does not get an acknowledgment from the Integration profile, it re-sends the message that results in duplicate messages being delivered. To
avoid this, add the following line in the   file:<EI_HOME>/bin/integrator.sh

-DAndesAckWaitTimeOut=3600000 \

Related topics

See the tutorial on .Storing and Forwarding Messages
Read more about this use case:  .Store and Forward Using JMS Message Stores

Custom Message Store

Custom Message Store allows users to create a message store with their own message store implementation. It can be configured using configuration by
giving the fully qualified class name of the message store implementation as the class value.

Messages will be stored as specified in the underlying message store implementation. Parameter configuration can be used to pass any configuration
parameters that is needed by the message store implementation class.

UI Configuration

1. In the "Add Message Stores" tab, click "Custom Message Store" ( ). The "Add Custom Message Store"For instructions, see Creating a Message Store
page appears with its default view.

Custom Message Store parameters:

Name - Unique name of the message store
Provider Class - Fully qualified name of the message store implementation class

2. Parameters can be added to the message store by giving a "Name" and "Value" to "Message Store Parameters" and clicking Add Parameter button.
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3. Added parameters will be listed as follows.

Message Processors

A  is used to deliver messages that have been temporarily stored in a . This approach is useful for serving traffic to message processor message store
back-end services that can only accept messages at a given rate, whereas incoming traffic to the ESB profile arrives at different rates. You use the Store

 to store messages in the message store, and then you use a message processor to deliver messages from the message store to the back-endmediator
service at a given rate. Using message processors and message stores allows you to implement different messaging and integration patterns.

Multiple message processors can use the same message store. For example, in a clustered environment, each of the nodes might have an instance of the
same message processor, each of which would connect to the same message store and evenly consume messages from it. The message store acts as a
manager of these consumers and their connections and ensures that messages are processed by only one message processor, preventing message
duplication.
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The ESB profile ships with the following message processor implementations:

Scheduled Message Forwarding Processor
Message Sampling Processor

You can also implement your own message processor by implementing the  interface and adding the message processor to theMessageProcessor
configuration.

Message Processor Configuration

You must have added a message store before you can add a message processor. You can also configure a message processor in the source view in the
Management Console by adding the  element as a top-level entry in the configuration as follows:<messageProcessor>

Forwarding processor

<messageProcessor class="classname" name="unique string"
targetEndpoint="endpoint name" messageStore="associated message store
name">
   <parameter name="string">"string"</parameter>*
</messageProcessor>

Sampling and custom processors

<messageProcessor class="classname" name="unique string"
messageStore="associated message store name">
   <parameter name="string">"string"</parameter>*
</messageProcessor>

You can increase performance of message processors either by  or by having multiple message processors. If youincreasing the member count
increase the member count, it will create multiple child processors of the message processor.

Note
Message Processor does not work in tenant mode. It is a limitation in the current implementation.

https://svn.wso2.org/repos/wso2/carbon/platform/branches/turing/dependencies/synapse/2.1.1-wso2v9/modules/core/src/main/java/org/apache/synapse/message/processor/MessageProcessor.java


WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 1493

Custom Message Processor

Existing message processor implementations are created using the  enterprise job scheduler. If needed, you can create your own implementationsQuartz
of message processors by creating a Java class that implements the  interface. You then select the MessageProcessor Add Custom Message

 option when adding a message processor and specify your implementation class. Processor

Note that message processors go through several life-cycle stages, so you must take great care when creating your own implementation. Because existing
implementations are tested and proven under high loads, the best practice is to use the existing implementations whenever possible.

Message Sampling Processor

The message sampling processor consumes messages in a  and sends them to a configured . This process happens in amessage store sequence
preconfigured interval. This message processor does not ensure reliable messaging.

Message sampling processor parameters

Following are the additional parameters you can set when adding a message sampling processor:

Processor State ( )is.active Activate ( ) or Deactivate ( )true false No. The default is Activate ( ).true

Sampling Interval ( )interval Interval in milliseconds in which processor consumes
messages

No. The default value is 1000.

Sampling Concurrency (concurr
)ency

The number of messages the processor consumes at a
time

No. The default is value is 1.

Quartz Configuration File Path (q
)uartz.conf

Quartz configuration file path. This properties file
contains the Quartz configuration 
parameters for fine tuning the Quartz engine. More
details of the configuration can be 
found at http://quartz-scheduler.org/documentation/quart

.z-2.x/configuration/ConfigMain

No

Cron Expression (cronExpress
)ion

Cron expression to be used to configure the retry pattern No

Samples

For samples illustrating how to use the message sampling processor, see:

Sample 701: Introduction to Message Sampling Processor

Scheduled Failover Message Forwarding Processor

The scheduled failover message forwarding processor is a  that ensures reliable message delivery. message processor This message processor is useful
when it comes to scenarios where a message store failure takes place and it is necessary to ensure guaranteed message delivery. 

The only difference of the scheduled failover message forwarding processor from the scheduled message forwarding processor is that the scheduled
message forwarding processor forwards messages to a defined endpoint, whereas the scheduled failover message forwarding processor forwards
messages to a target message store.

For an example scenario where the scheduled failover message forwarding processor is used, see Guaranteed Delivery with Failover Message Store and
.Scheduled Failover Message Forwarding Processor

Scheduled failover message forwarding processor parameters

Following are the parameters and the description for each of the parameters you need to specify when creating a scheduled failover message forwarding
processor.

Parameter Name Description Required

Name The name of the scheduled failover message forwarding
processor.

Yes

Source Message Store The message store from which the scheduled failover
message forwarding processor consumes messages.

Yes

Target Message Store The message store to which the scheduled failover
message forwarding processor forwards messages.

Yes

Processor state ( )is.active Activate ( ) or Deactivate ( )true false Yes

http://quartz-scheduler.org/
http://quartz-scheduler.org/documentation/quartz-2.x/configuration/ConfigMain
http://quartz-scheduler.org/documentation/quartz-2.x/configuration/ConfigMain
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Forwarding interval ( )interval Interval in milliseconds in which processor consumes
messages.

No (The default value is 1000)

Retry interval (client.retry.i
)nterval

Message retry interval in milliseconds. No (The default is value is 1000)

Maximum delivery attempts (max.
)delivery.attempts

Maximum redelivery attempts before deactivating the
processor. This is used when the backend server is
inactive and the ESB profile tries to resend the
message. If you deset the value of this property to -1, it 
activates the message processor twithout retrying, after 
he first attempt fails.

No (The default value is 4)

Drop message after maximum
delivery attempts (max.delivery

).drop

If this parameter is set to , the message will beEnabled
dropped from the message store after the maximum
number of delivery attempts are made, and the
message processor will remain activated. This
parameter would have no effect when no value is
specified for the  parametMaximum Delivery Attempts
er.

The  parameter can beMaximum Delivery Attempts
used when the backend is inactive and the message is
resent.

If this parameter is disabled, the undeliverable message
will not be dropped and the message processor will be
deactivated.

No (The default value is Disabled)

Fault sequence name (message.
)processor.fault.sequence

The name of the sequence where the fault message
should be sent to in case of a SOAP fault.

No

Deactivate sequence name (mess
age.processor.deactivate.

)sequence

The deactivate sequence that will be executed when the
processor is deactivated automatically. Automatic
deactivation occurs when the maximum delivery
attempts is exceeded and the Drop message after
maximum delivery attempts parameter is disabled.

No

Quartz configuration file path (qua
)rtz.conf

The Quartz configuration file path. This properties file
contains the Quartz configuration 
parameters for fine tuning the Quartz engine. More
details of the configuration can be 
found at http://quartz-scheduler.org/documentation/quar

.tz-2.x/configuration/ConfigMain

No

Cron Expression (cronExpressi
)on

The cron expression to be used to configure the retry
pattern.

No

Task Count (Cluster Mode) The required number of worker nodes when you need to
run the processor in more than 1 worker node.
Specifying this will not guarantee that the processor will
run on each worker node. There can be instances where
the processor will not run in some workers nodes.

No (The default value is 1)

In addition to specifying the required parameters, you can click   and set any of the additional parameters if necessary.Show Additional Parameters

Scheduled Message Forwarding Processor

The scheduled message forwarding processor is a  that consumes messages in a message store and sends them to an . If amessage processor  endpoint
message is successfully delivered to the , the processor deletes the message from the message store. In case of a failure, it will retry after aendpoint
specified interval. 

Scheduled message forwarding processor parameters

Following are the parameters and the description for each of the parameters you need to specify when creating a scheduled message forwarding
processor.

Parameter Name Description Required

Name The name of the scheduled message forwarding
processor.

Yes

Endpoint name The endpoint to which the scheduled message
forwarding processor should forward messages.

Yes

http://quartz-scheduler.org/documentation/quartz-2.x/configuration/ConfigMain
http://quartz-scheduler.org/documentation/quartz-2.x/configuration/ConfigMain
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Message Store The message store from which the scheduled message
forwarding processor consumes messages.

Yes

Processor state ( )is.active Activate ( ) or Deactivate ( )true false Yes

Forwarding interval ( )interval Interval in milliseconds in which processor consumes
messages.

If both Cron Expression and Forwarding Interval are
specified in the configuration, Cron Expression will
precede the Forwarding Interval.

No (The default value is 1000)

Retry interval (client.retry.i
)nterval

Message retry interval in milliseconds. No (The default is value is 1000)

Non retry http status codes (non.
)retry.status.codes

The parameter based on which the message processor
decides if it needs to retry. If the HTTP status code of
the response is specified as a n ,on retry http status code
it will not retry. 

No

Maximum redelivery attempts (ma
)x.delivery.attempts

Maximum redelivery attempts before deactivating the
processor. This is used when the backend server is
inactive and the tries to resend the message.

No (The default value is 4)

Drop message after maximum
delivery attempts (max.delivery

).drop

If this parameter is set to , the message will beEnabled
dropped from the message store after the maximum
number of delivery attempts are made, and the
message processor will remain activated. This
parameter would have no effect when no value is
specified for the  parametMaximum Delivery Attempts
er.

The  parameter can beMaximum Delivery Attempts
used when the backend is inactive and the message is
resent.

If this parameter is disabled, the undeliverable message
will not be dropped and the message processor will be
deactivated.

No (The default value is Disabled)

Maximum store connection
attempts (max.store.connecti

)on.attempts

The maximum number of times that the message
processor should attempt to connect to a store in case
of a broker crash or disconnect. 
If the message processor is unable to connect to a store
after reaching the maximum number of attempts, the
message processor will deactivate.

No (The default value is infinite, and is specified as -1)

Store connection attempt interval (
store.connection.retry.in

)terval

The interval between retry attempts with which the
message processor should attempt to connect to a store
in case of a broker crash or disconnect. You need to
specify the interval in milliseconds.

No (The default value is 1000)

Axis2 Client repository (axis2.re
)po

The location path of the Axis2 Client repository. This
repository is used when it is needed to process
messages prior to sending them to the endpoint.

No (The default value is /repository/deployment/
 client )

Axis2 Configuration (axis2.conf
)ig

The location path of the Axis2 Configuration file to be
used to process messages prior to sending them to the
endpoint.

No (The default value is repository/conf/axis2/a
 xis2_blocking_client.xml )

Reply sequence name (message.
)processor.reply.sequence

The name of the sequence where the message reply
should be sent.

No

Fault sequence name (message.
)processor.fault.sequence

The name of the sequence where the fault message
should be sent to in case of a SOAP fault.

No

Deactivate sequence name (mess
age.processor.deactivate.

)sequence

The deactivate sequence that will be executed when the
processor is deactivated automatically. Automatic
deactivation occurs when the maximum delivery
attempts is exceeded and the Drop message after
maximum delivery attempts parameter is disabled.

No
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Fail messages store (message.p
rocessor.failMessagesStor

)e

The name of a backup message store to forward
messages that fail to reach the backend. Specifying a
backup message store allows the message processor to
continue processing the next message instead of
deactivating in case a message fails to be delivered to
the backend. If a backup message store is not specified
and a message fails to reach the backend, the message
processor will attempt to redeliver the message based
on the value of the ,Maximum redelivery attempts
before deactivating.

No

Quartz configuration file path (qua
)rtz.conf

The Quartz configuration file path. This properties file
contains the Quartz configuration 
parameters for fine tuning the Quartz engine. More
details of the configuration can be 
found at http://quartz-scheduler.org/documentation/quar

.tz-2.x/configuration/ConfigMain

No

Cron Expression (cronExpressi
)on

Interval in milliseconds in which processor consumes
messages.

If both Cron Expression and Forwarding Interval are
specified in the configuration, Cron Expression will
precede the Forwarding Interval.

No

Task Count ( )member.count The number of tasks that need to be created for this
message processor.

Specifying this will not guarantee that the processor will
run in each worker node. There can be instances where
the processor will not run in some workers nodes.

No (The default value is 1)

In addition to specifying the required parameters, you can click   and set any of the additional parameters if necessary.Show Additional Parameters

Message context properties to be used with the scheduled message forwarding processor

Property Name Value Required

targetEndpoint Name of the Address Endpoint where the message
should be delivered. This property is deprecated and is
no longer required, but for backward compatibility, it
does not cause errors if it is included.

Yes

OUT_ONLY Set to  if this is an out-only messagetrue Required for out-only scenarios

FORCE_ERROR_ON_SOAP_FA
ULT

Set to  if it is required to retry in case of SOAPtrue
fault.

NO

Samples

For samples illustrating how to use the message forwarding processor, see:

Sample 702: Introduction to Message Forwarding Processor
Sample 703: Adding Security to Message Forwarding Processor
Sample 704: RESTful Invocations with Message Forwarding Processor
Sample 705: Load Balancing with Message Forwarding Processor

Message Processing in a Worker-Manager Cluster Mode

This section explains the use of message processor in a worker-manager cluster mode. In such situations, only workers are required to process/serve client
requests while managers are mainly required to carry out administration activities and synchronize the administrative information of the workers in the
cluster. A message processor may be executed by one or more worker nodes.

Note
Specifying a backup message store while the
Drop message after maximum delivery

 ( ) parameterattempts max.delivery.drop
is  results in messages that are notEnabled
delivered being dropped from the message
store and allows the message processor to
continue processing the next message.

http://quartz-scheduler.org/documentation/quartz-2.x/configuration/ConfigMain
http://quartz-scheduler.org/documentation/quartz-2.x/configuration/ConfigMain
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1.  

2.  

When WSO2 EI is deployed in a clustered mode, you can increase the number of tasks for a particular message processor by specifying the task count in
the message processor configuration as follows:

<parameter name="member.count">2</parameter> 

The above sample configuration ensures that there are two tasks running for the given message processor. These tasks can be running in one or more
worker nodes in the clustered setup. 

All configuration changes done to the message processor will take effect after the next EI instance/cluster restart.

Shutting down a member with one or more message processors

When a worker node on which one or more message processor tasks are running is shut down, those message processor tasks can be transferred to other
worker nodes in the cluster.

Handling Poison Messages

A poison message is a message sent by the client to the server that has failed a specified number of times. When a poison message is received, the
message processor shuts down. You can manage the poison message by popping it out of the queue or redirecting it to another message store.

To handle a poison message, follow the steps below:

In the  tab, click   to open the   page. When a message processor is deactivated afterMain Message Processors Manage Message Processors
receiving a poison message, it is assigned the   status, and a   link is displayed for it as shown below.Inactive View Message

To view the message payload, click View Message.

This configuration does not guarantee that the message processor task will run in all worker nodes in the clustered setup.

If the task count is less than the number of worker nodes in the cluster, the task will not run in some workers nodes. On the other hand, if the
task count is larger than the worker nodes in the cluster, some worker nodes may run more than one task.

Before you begin:
If you want to redirect a poison message to a specific message store, that store needs to be already defined. For instructions to define a
message, see .Creating a Message Store
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2.  

3.  

4.  

1.  

2.  

3.  

4.  

If you want to pop the message out of the queue, click  . A message appears for you to confirm whether you want to proceed. Click Pop Message
. Once you confirm, you are redirected to the   page. If you want to reactivate the message processor, click Yes Manage Message Processors Acti
.vate

If you want to redirect the messages, click  . A dialog box named   opens. In the Redirect Message Select a store to redirect the message Redire
 field, select the message processor you want to redirect the message to.ct to

To handle a poison message, follow the steps below:

In the  tab, click   to open the   page. When a message processor is deactivated afterMain Message Processors Manage Message Processors
receiving a poison message, it is assigned the   status, and a   link is displayed for it as shown below.Inactive View Message

To view the message payload, click View Message.

If you want to pop the message out of the queue, click  . A message appears for you to confirm whether you want to proceed. Click Pop Message
. Once you confirm, you are redirected to the   page.Yes Manage Message Processors

If you want to redirect the messages, click  . A dialog box named   opens. In the Redirect Message Select a store to redirect the message Redire
 field, select the message processor you want to redirect the message to. Then click  .ct to Redirect

Only the pre-defined message stores appear in the list.
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4.  

5.  

1.  

If there are more then one poison messages, repeat steps 2-4 to pop them out of the queue and redirect tham as required. Once all the poison
messages are handled, the following message is displayed instead of a message payload when you click   for the messageView Message
processor (i.e., step 2).

Working with Registry Artifacts

This page describes how to create artifacts for Registry. It contains the following sections:

Creating a Registry Resource project
Creating registry resources

From existing template
Import from file system
Import Registry dump file from file system
Check-out from registry

Editing a registry resource
Creating a Smooks configuration artifact

Creating a Registry Resource project

You can save resources such as images, WSDLs, XSLTs in a central repository as registry resources. All these registry resources need to be saved in a
separate project called a Registry Resources project. To create a Registry Resources project, follow the steps below.

Open   and click  in the   tab as shown below.WSO2 Integration Studio Miscelleneous  Create New Registry Project  Getting Started

Note that registry resources created in WSO2 Integration Studio (and deployed via Composite Applications) will only support the
registry aspect and not the governance aspect when used with Registry.
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1.  

2.  
3.  
4.  

1.  

2.  

Enter a name for the project and click  .Next
Enter the Maven information about the project and click  .Finish
The new project will be listed in the project explorer.

Creating registry resources

Initially, your registry resources project will contain only a  file. You can create any number of registry resources inside that project. To create a registrypom
resource:

Right-click the registry resource project in the left navigation panel, click  , and then click  . This will open the New Registry Resource New Registry
 window.  Resource

Select the   option as shown below and click  .From existing template Next



WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 1501

2.  

1.  
2.  
3.  
4.  
5.  

From existing template
Import from file system
Import Registry dump file from file system
Check-out from registry

From existing template

Use the  option if you want to select a template from which to create a registry resource. From existing template

Select  and click .From existing template Next
In the  field, select a template from the list. In this example, a WSDL file template is used. Template
Specify a name for the  file. WSDL
In the   field, define where you want to save the resource in the registry. Registry Path
In the   field, select an existing Registry Resource project in which you want to save the resource. Alternatively, you can create aSave Resource in
new Registry Resource project. 
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5.  

6.  
7.  

Click .Finish
Now you will see the WSDL file generated with the specified name and opened in the embedded WSDL editor as shown below.
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7.  

1.  
2.  
3.  

4.  
5.  

6.  

Import from file system

Use the  option to import a file or a folder containing registry resources. This helps you Import from file system import a resource and collection from the
same registry instance or a different registry instance that you have added. Similarly, you can export a resource or collection to the same registry instance
or a different registry instance.

Click the  option and click .Import from file system Next
Click  or  and browse to the relevant file or folder.Browse file Browse folder
If you browsed to a folder, the  check box will be enabled. Select the check box if you want to copy only the content of theCopy content only
folder and not the folder itself to the location you specify below.
In the Registry Path to deploy field, specify where the registry resource should be checked-in at the time of deployment. 
In the   field, select an existing Registry Resource project in which you want to save the resource. Alternatively, you can create aSave Resource in
new Registry Resource project. 
Click .Finish
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6.  

1.  
2.  
3.  
4.  

5.  

Import Registry dump file from file system

Use this option to browse to a Registry Dump file which you can use to sync a registry. 

Click the   option and click  .Import Registry dump file from file system Next
Click   and browse to the relevant file.Browse
In the   field, specify where the registry resource should be checked-in at the time of deployment. Registry Path to deploy
In the   field, select an existing Registry Resource project in which you want to save the resource. Alternatively, you can create aSave Resource in
new Registry Resource project. 
Click  .Finish
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5.  

1.  
2.  
3.  
4.  

5.  

Check-out from registry

Click  and click .Check-out from registry Next
Specify the path and artifact name. 
In the   field, specify where the registry resource should be checked-in at the time of deployment. Registry Path to deploy
In the   field, select an existing Registry Resource project in which you want to save the resource. Alternatively, you can create aSave Resource in
new Registry Resource project. 
Click  .Finish

Editing a registry resource

You may need to change the details you entered for a registry resource, for example, the registry path. You can edit such information using the Registry
Resource Editor. To open the Registry Resource Editor, right-click on the Registry Resources project and click  .Registry Resource Editor

This editor lists all the registry resources that you have defined in that project and it will list the   information per resource.Registry Path to Deploy
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Creating a Smooks configuration artifact

Smooks is an extensible framework for building applications that process data, such as binding data objects and transforming data. To create a Smooks
configuration artifact, you must first create a registry resource as described in  . When creating the registry resource, select the Creating Registry Resources

 option and select   as the template.From Existing Template Smooks Configuration

The   file is created. Double-click it in the Project Explorer to open it in the embedded JBoss Smooks editor.smooksconfig.xml
 

http://www.smooks.org/
https://docs.wso2.com/display/EI6xx/Working+with+Registry+Artifacts#WorkingwithRegistryArtifacts-Creatingregistryresources
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1.  
2.  

3.  
4.  
5.  

 

Click  , create the data mapping, and save the configuration file. Input Task

Before you can run the Smooks configuration, you must add libraries from the Smooks framework to your registry resources project.

Right-click the registry resources project in the Project Explorer and click  .Properties
In the list on the left, click  , and then click the   tab. Java Build Path Libraries

Click  , click  , and then click  .Add Library WSO2 Classpath Libraries Next
In the   dialog box, click the   tab, click  , and click  .WSO2 Classpath Libraries Smooks Select All Finish
In the   dialog box, click .Properties Apply and Close
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All the Smooks-related libraries have been added to the project classpath. You can now run the Smooks configuration file by right-clicking the file and
choosing  . If your Smooks configuration is correct, the console displays the results according to the input model andRun As > Smooks Run Configuration
output model you specified.

You can now add the Smooks configuration artifact to a proxy service or sequence to use it in the EI. To do so, create a  . Drag and drop a Logproxy service
mediator and a Smooks mediator to the  . Double-click on the   mediator to see the   view. Click the button at the right handInSequence Smooks Property
corner of the   field.Configuration Key

The   dialog box appears. Specify from where you should select the resource file.Resource Key Editor
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Select   option since we have the created   in our workspace. Browse for the   file that we haveWorkspace Smooks Configuration Smooks Configuration
created and click  .OK

Now you have successfully referred to the Smooks configuration within your proxy service.

Managing the Registry

The following sections explain how you can manage the Registry using WSO2 EI Tooling. 

Adding different remote registry instances
Adding collections and resources
Adding properties, associations, dependencies, comments and tags for a resource or collection
Linking with the editor
Adding multiple files and folders from file system
Importing/exporting resources and collections
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1.  

2.  

Drag and drop resources and collections
Modifying permission for a resource or collection
Refreshing the registry
Viewing information per resource and collection
Checking-out a collection to a local project
Updating the registry
Viewing and restoring versions
Opening the resource in the relevant editor of Eclipse
Changing role permissions of resources

Adding different remote registry instances

To open the WSO2 registry perspective, click  . In this perspective, you will get a Window > Open Perspective > Other > WSO2 Registry WSO2
 view.Registry Browser

Add a remote registry instance. On the WSO2 Registry Browser view, click the  icon. Add Registry
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2.  

In the dialog box that appears, fill in the necessary information. The default information for the Registry has been automatically filled in. You can
either specify root ( ) or any other valid registry path for a collection (eg: ,  etc). Elements down the given path will/ /_system/local /_system
be loaded in the Registry Browser view.

If you selected root ( ) as the path, you will get the following registry tree:/

If you selected  as the path, you will get the following registry tree:/_system/local

Adding collections and resources

Do not set the media type for WSDLs and WSDL resources (it is then automatically set to ). This is done to ensure that the application/xml
WSDL handler does not intercept the Registry  operation.PUT
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1.  Add a new collection. Expand the  node, right-click on the root ( ) collection and click . Repository /  Add a new Collection

An editor appears where you can enter a name, media type and description for the collection.
To add the collection, save the changes ( ) done in the editor. A new collection with the given name will be added to the selected node.CTRL + S
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1.  

2.  

a.  
b.  
c.  
a.  

In the  combo box, you have the ability to create your own media type by selecting the  option.Media Type Other
 

Add a new resource. Select a collection, right-click on it and click  . You will get the same editor as you got for the collection.Add a new resource
You can add a resource in the following ways:

Upload content from file
Create custom content
Import content from URL
Upload content from fileThis is the default method to add a resource. Browse to the file you want to add from the file system. Resource
name and media type will be filled accordingly. You can change the default values if required. 
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2.  

a.  

b.  

c.  

Create custom content. Use this method to create your own resource files from the editor. Give a name, mediatype, description and
content for the file. You can edit content according to the specified media type.

Import content from URL. Using this method, you can import content from a URL. When you give the URL, make sure it does not contain
characters like   since it is considered as an invalid character for abdera. The name and media type will be filled according to the given~
URL. You can change the values if required.
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2.  

c.  

After adding a resource to your G-Reg project, the resource editor appears. If you close the editor and want to open it again at any point, simply select your
registry resource project from the Project Explorer, right-click and click .Registry Resources Editor
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1.  
2.  

1.  

It is also possible to edit the information later. To edit media type or resource description, right-click on the resource and click  . You can deleteInformation
the collection or resource you added by right-clicking on the resource or collection and clicking  . Delete

Adding properties, associations, dependencies, comments and tags for a resource or collection

For a collection or resource, there are two main fields of properties you can add.

Metadata
Community Features

In the  category, you can add properties, associations and dependencies. In the   category, you can add comments andMetadata Community Features
tags.
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1.  

a.  

Add metadata.

Add a property. Right-click on the collection or resource to which you want to add a property and click   . OnMetadata > Add a Property
the editor that appears, you can add, edit and delete properties.
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1.  

a.  

b.  

c.  

 

To delete a property, select the property and click  . You can undo the action by clicking . If not, theDelete Property Undelete Property
property will be removed when you save the editor.
Add a dependency. Right-click on the collection or resource to which you want to add a dependency and click  Metadata > Add a

. On the editor that appears, add the dependencies you need.Dependency

Note that the path should be valid registry paths. If not, an error message appears when you click  .Save
 

Add an association. Right click on the collection or resource to which you want to add an association and click  Metadata > Add an
. Association
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On the editor that appears, add the associations necessary. Note that the path should be valid registry paths. If not, an error message
appears when you click . You can edit the values, delete associations, and undo delete as required.Save

Add community features.
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a.  Add comment. Right click on the collection or resource to which you want to add a comment and click   . OnCommunity > Add Comment
the editor that appears, you can add, edit and delete comments. To delete a comment, select the comment and click .Delete Comment
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a.  

b.  
You can undo the action by clicking  . If not, the comment will be removed when you save the editor.Undelete Comment
Add a tag. Right click on the collection or resource to which you want to add a tag and click   . On the editor thatCommunity > Add a Tag
appears, you can add, edit and delete (or undelete) tags. You can give any string value as a tag.

You can not have two tags with the same name.

Linking with the editor

This is similar to a feature that is available in Eclipse IDE. If you click on the   option, the mouse pointer will focus on the path of the activeLink with Editor
editor of the  .WSO2 Registry Browser

Link With Editor option is available only in the   level, since it is a global function. To activate the   option, right-click on Repository Link With Editor Repo
and click  . The same functionality is available in the toolbar of the   view as well.sitory  Link With Editor WSO2 Registry Browser

Now you can open several resources in seperate editors by double clicking on the resource. You can swap among different editors. You will see the correct
path related to the selected resource focused in the WSO2 Registry Browser view. 

Adding multiple files and folders from file system

You can add multiple folders and files from the local file system. This option is availabe for a collection. Right-click on the collection to which you want to
add multiple files and folders, and click   and choose the option you want.Add local resources
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Multiple files
Folder

Select multiple files or folders that you want to add and click . Click  on the confirmation message.  The selected multiple resources will be addedOK OK
under the collection.

Importing/exporting resources and collections

With this functionality, you can import a resource and collection from the same registry instance or a different registry instance that you have added.
Similarly, you can export a resource or collection to the same registry instance or a different registry instance.  is only applicable for aImport From
collection since you cannot import a collection or resource under a resource.

Import From

Go to the collection to which you want to import resources, right-click and click  . On the dialog box that appears, select the resourcesImport From
that you want to import from the available registry instances. Browse through the registry instance, select the resource or collection you need and
click .OK

Click OK on the confirmation message that appears. The imported resource will be added under the selected collection.
Export To

Go to the collection or resource you want to export to another location. Right-click and click  . On the dialog box that appears, chooseExport To
the location to which you want to export the resource. Browse the registry, select the path and click .OK

Click   on the confirmation message that appears. Now you will see the selected resource has been exported to the given location.OK

Drag and drop resources and collections

With this functionality, you can drag any resource or collection and drop it to a location of the same registry instance or different registry instance that is
available.

Before dropping the resource, you will get a confirmation message. After confirming, the resource will be added to the dropped location.

Modifying permission for a resource or collection

You can modify the permission of a resource or collection by right-clicking on the resource or collection and clicking  .Modify Permissions

In the dialog box that appears, you will see available roles and their permissions. You can define the permissions and click  . You can check whether theOK
permission has been changed from the management console as well as from the tool.

From the management console:

From the tool:
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Refreshing the registry

You can refresh the registry instance which will enable a sync with the latest updates. This option is available in all stages. You can select  byRefresh
right-clicking as well as from the toolbar of the  view.WSO2 Registry Browser

Viewing information per resource and collection

You can view information related to a resource or collection by right-clicking and clicking  .Information

It is a multi-tab editor which includes general information, properties, associations, dependencies, tags and comments. You have the ability to edit them at
the same time.

Checking-out a collection to a local project

You can check-out a resource or a collection to a local project in the workspace. Right-click on the resource or collection and click  .Checkout

Select the checkout location. If you have any projects in the workspace, they are shown in the dialog box. If not, the dialog box is blank. As a result, you
have to create a project in the workspace before checking-out.

A checked-out resource can have several states.

Synched
Updated
Conflicted
Added
Resolved

When you check-out, it is at the  state so the folder will have a  icon.sync green
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If you double click a resource, edit and then save, the state will change to  and the folder icon will be .Updated yellow

If you add a new file, the state will change to  and the folder will have a star icon.Added
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Updating the registry

The changes you did in the checked-out folder can be checked-in to the registry. When you check-in, you can not check-in resource wise. You have to
check-in the whole folder.

To check-in, right-click the folder that has been updated, which will have an icon in  , and click .yellow WSO2 Registry > Commit changes as user
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If you have several registry instances with different users, you can choose as to what user you want to commit the folder. Give the correct credentials and
you will get a message confirming that the commit was successful.

After committing the changes, the folder will be changed to the  stage again where the folder icon will be  again.Sync green

Viewing and restoring versions

Go back to the   perspective. Resources have different versions. If there are versions available for the resource, it will be displayed in theWSO2 Registry
right-click menu of the resource. The five latest versions are displayed.
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You can either view or restore a version. When you click  , the content of the version is displayed. The   option will reset the selected version toView Restore
the previous version.

Opening the resource in the relevant editor of Eclipse

By double clcking on a resource, you can view it in the supported editor.

Changing role permissions of resources

You can change resources and set permissions to those resources of the given role. This feature is availble for non-admin roles. Go to a non-admin role
such as  or , right-click and click  .everyone wso2.annonymous.role Change Permission

A wizard appears where you can select resources or collections from available registry instances. You can make multiple selections from this registry
browser.

You can assign permissions to the selected resources. Permission will be   if you select multiple resources and not all of them are already assignedgrayed
to that permission. Select the permissions you want to add and click . The selected permissions will be added to the resources you choose.Finish

Working with Local Registry Entries

The  acts as a memory registry where you can store static content as a key-value pair, where the value could be a static entry such as a textlocal registry
string, XML code, or a URL. This is useful for the type of static content often found in XSLT files, WSDL files, URLs, etc. Local entries can be referenced
from mediators in the ESB profile mediation flows and resolved at runtime.

Creating a new local entry
Importing a local entry
Using a local entry

When you want to work with local registry entries, you can use the plug-in (for WSO2 Integration Studio) to create a new local entry as well as to import an
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existing local entry, or you can add, edit, and delete local registry entries via the Management Console.

The  element is used to declare registry entries that are local to the the ESB profile instance as shown below:<localEntry>

<localEntry key="string" src="url">text | xml</localEntry>

These entries are top-level entries and are globally visible within the entire system. Values of these entries can be retrieved via the extension XPath
function , and the keys of these entries could be specified wherever a registry key is expected within thesynapse:get-property(prop-name)
configuration.

An entry can be static text specified as inline text or static XML specified as an inline XML fragment, or it can be specified as a URL (using the  attributesrc
). A local entry shadows any entry with the same name from a remote Registry.

<localEntry key="version">0.1</localEntry>
<localEntry key="validate_schema">
   <xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema" ...
   </xs:schema>
</localEntry>
<localEntry key="xslt-key-req"
src="file:repository/samples/resources/transform/transform.xslt"/>

If you want to add local entries before deploying the server, you can add them to the top-level bootstrap file , or to separate XML files in the synapse.xml
 directory, which are located in under . When thelocal-entries <EI_HOME>\repository\deployment\server\synapse-configs\default

server is started, these configurations will be added to the registry.

Working with local entries via WSO2 Integration Studio

You can create a new local entry or import an existing local entry from an XML file, such as a Synapse configuration file using WSO2 Integration Studio. 

Creating a new local entry

Follow these steps to create a new local entry. Alternatively, you can  .import an existing local entry

Open   and click  in the   tab as shown below.WSO2 Integration Studio ESB Project  Create New  Getting Started

Enter a project name and click  .Finish

You need to have WSO2 Integration Studio installed to work with local entries. For instructions, see .Installing WSO2 Integration Studio
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Right-click the project in the navigator and go to   to open the   dialog.New  Local Entry New Local Entry
Select   and click  .Create a New Local Entry Next
Type a unique name for the local entry, specify one of the following types of local entries, and then fill in the advanced configuration as described
below:

In-Line Text Entry: Type the text you want to store
In-Line XML Entry: Type the XML code you want to store
Source URL Entry: Type or browse to the URL you want to store

Do one of the following:
To save the local entry in an existing EI Config project in your workspace, click   and select that project.Browse
To save the local entry in a new EI Config project, click  and create the new project. Create new Project

Click . The local entry is created in the local-entries folder under the EI Config project you specified, and the local entry appears in the Finish
editor. Click its icon in the editor to view its properties.

Importing a local entry

Follow these steps to import an existing local entry from an XML file (such as a Synapse configuration file) into an EI Config project. Alternatively, you can c
.reate a new local entry

Right-click the project in the navigator and go to   to open the   dialog.New  Local Entry New Local Entry
Select   and click  .Import Local Entry Next
Specify the local entry file by typing its full path name or clicking   and navigating to the file.Browse
In the   field, specify an existing EI Config project in your workspace where you want to save the local entry, or clickSave Local Entry In  Create

 to create a new EI Config project and save the local entry there.  new Project
In the  section, select the local entries you want to import. Advanced Configuration
Click . The local entries you selected are created in the   folder under the EI Config project you specified, and the first local Finish local-entries
entry appears in the editor.

Using a local entry

After you create a local entry, you can reference it from a mediator in your mediation workflow. For example, if you created a local entry with XSLT code,
you can add an XSLT mediator to the workflow and then reference the local entry as follows:

Click the XSLT mediator to view its properties, click the  property, and then click the browse [...] button on the far rightXSLT Static Schema Key
of the property's value.
Click the   link, and then navigate to and select the local entry that contains the XSLT code.Workspace
Click  .OK

Working with Modules

A  is an archive file that bundles a set of classes, related libraries and third party library dependencies. module

Introduction to Axis2 modules
Adding a module
Engaging modules

Introduction to Axis2 modules

The folder structure of the module archive file will look as follows:

Test.mar
  - META-INF
     - module.xml
TestModule.class
TestHandler.class

The ESB profile of WSO2 EI has the following modules deployed by default:

Name Version Description

rampart 1.61-wso2v14 This module provides  and WS-Security WS-SecureC
 onversation functionalities for Axis2, based on the Ap

,  and ache WSS4J Apache XML-Security Apache
 implementations.Rahas

addressing 4.4.0 This is the  WS-Addressing implementation on Axis2,
supporting the  RecommendationWS-Addressing 1.0
, as well as the submission version (2004/08).

https://docs.wso2.com/display/ESB500/Creating+ESB+Artifacts#CreatingESBArtifacts-Creatinganewlocalentry
https://docs.wso2.com/display/ESB500/Creating+ESB+Artifacts#CreatingESBArtifacts-Creatinganewlocalentry
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relay 4.4.1 Unwraps the binary messages coming from the
Message Relay for Admin Services.

rahas 1.61-wso2v14 This module is used to enable STS for service where it
adds the  RequestSecurityToken operation to a
service that the module is engaged to.

For more information on Axis2 Modules, see .Apache Axis2 Architecture Guide

The ESB profile of WSO2 EI provides a user-friendly interface to work with modules. See the following topics for more information on how to work with
modules:

Adding a module

You can add a module to the ESB profile of WSO2 EI if you need to extend its capabilities. Follow the instructions below to add a module:

Sign in. Enter your user name and password to log on to the ESB's management console.
Click on "Main" in the left menu to access the "Manage" menu.
In the "Manage" menu, click on "Add" under "Modules."
The "Add modules" page appears.
Click "Browse" to select the module archive file (MAR) you want to upload. To learn the detailed information about custom modules, see Writing

.an Axis2 Module

Click Upload.
If the file was uploaded successfully, a message will appear prompting you to restart the server to activate the module. Click "OK."
Once the server has been restarted, the module will be active and displayed on the "Deployed Modules" page. 

Engaging modules

A module is an archive file that bundles a set of classes, related libraries and third party library dependencies. After uploading a module to the system, you
can engage the module to make it active. You can engage a module on a global level as well as at service level.

To engage a module at service level

Add the   service parameter to the proxy service and specify the modules you want to engage as comma separated values. engagedModules For example,
if you need to engage the rampart module and the sample-logging module, add the following parameter to the proxy service:

<parameter name="engagedModules">rampart,sample-logging</parameter>

Following is a sample proxy service where the   parameter is specified to engage the sample-logging module:engagedModules

Tip
Use the plus sign button to upload more than one module.

http://axis.apache.org/axis2/java/core/docs/Axis2ArchitectureGuide.html#bmother
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 <proxy xmlns="http://ws.apache.org/ns/synapse"
        name="Pass"
        transports="http,https"
        statistics="disable"
        trace="disable"
        startOnLoad="true">
   <target>
       <outSequence>
          <send/>
       </outSequence>
       <endpoint>
          <address
uri="http://localhost:9000/services/SimpleStockQuoteService"/>
       </endpoint>
   </target>
  <parameter name="engagedModules">sample-logging</parameter>
  <description/>
</proxy>

To engage a module on a global level  

In the  file, under the   section, add a   entry<EI_HOME>/conf/axis2/axis2.xml  Global Engaged Modules <module ref="modulename"/>
for every module that you want to engage on a global level.
Restart the server.

For example, to engage the rampart module on a global level, add the following entry and restart the server.

<module ref=“rampart"/>

Writing an Axis2 Module

Axis2 provides extended support for modules (see the  for more details about modules in Axis2).Architecture Guide

The following steps show the actions that need to be performed to deploy a custom module for a given Web service:

1. Create the Module Implementation

2. Create the Handlers

3. Create the module.xml

4. (if you need custom phases)Modify the  axis2.xml

5. to engage modules at the deployment timeModify the  services.xml

6. Package in a MAR (Module Archive)

7. Deploy the module in Axis2

There is an example of a simple logging module below. This module contains one handler that just logs the message that is passed through it. Axis2 uses
MAR (Module Archive) to deploy modules in Axis2.

Create the Module Implementation 

LoggingModule is the implementation class of the  module.  modules should implement the  interfAxis2 Axis2 org.apache.axis2.modules.Module
ace with the following methods:

Note
The   WS-Addressing  module is always engaged on a global level by default.

http://axis.apache.org/axis2/java/core/docs/Axis2ArchitectureGuide.html
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public void init(ConfigurationContext configContext, AxisModule module)
throws AxisFault;//Initialize the module
public void shutdown(ConfigurationContext configurationContext) throws
AxisFault;//End of module processing
public void engageNotify(AxisDescription axisDescription) throws
AxisFault;
public void applyPolicy(Policy policy, AxisDescription axisDescription)
throws AxisFault ;
public boolean canSupportAssertion(Assertion assertion) ;

init(), shutdown(), engageNotify() - The methods that can be used to control the module initialization and the termination,
applyPolicy(), canSupportAssertion() - The methods that are used to perform policy related operations.

With the input parameter , the user is provided with the complete configuration hierarchy. This can be used to fine-tune the moduleAxisConfiguration
behavior by the module writers.

For a simple logging service (as in the example), it is possible to keep these methods blank in the implementation class.

Create the Handlers 

In the example below, a  is created.LogHandler

A module in "Axis2" can contain one or more handlers that perform various SOAP header processing at different phases. To write a handler one should
implement . But for convenience  provides an abstractorg.apache.axis2.engine.Handler org.apache.axis2.handlers.AbstractHandler
implementation of the Handler interface.

For the logging module a handler is written with the following methods:

public void invoke(MessageContext ctx); - Is the method that is called by the "Axis2" engine when the control is passed to the handler.
public void revoke(MessageContext ctx); - Is called when the handlers are revoked by the "Axis2" engine.

public class LogHandler extends AbstractHandler implements Handler {
    private static final Log log = LogFactory.getLog(LogHandler.class);
    private String name;

    public String getName() {
        return name;
    }

    public InvocationResponse invoke(MessageContext msgContext) throws
AxisFault {
        log.info(msgContext.getEnvelope().toString());
        return InvocationResponse.CONTINUE;
    }

    public void revoke(MessageContext msgContext) {
        log.info(msgContext.getEnvelope().toString());
    }

    public void setName(String name) {
        this.name = name;
    }
}

Create the  module.xml

module.xml contains the deployment configurations for a particular module. It contains details such as the implementation class of the module (in this
example it is the  class and various handlers that will run in different phases). The  for the logging module will be as follows:LoggingModule module.xml
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<module name="logging" class="userguide.loggingmodule.LoggingModule">
   <InFlow>
        <handler name="InFlowLogHandler"
class="userguide.loggingmodule.LogHandler">
        <order phase="loggingPhase" />
        </handler>
   </InFlow>

   <OutFlow>
        <handler name="OutFlowLogHandler"
class="userguide.loggingmodule.LogHandler">
        <order phase="loggingPhase"/>
        </handler>
   </OutFlow>

   <OutFaultFlow>
        <handler name="FaultOutFlowLogHandler"
class="userguide.loggingmodule.LogHandler">
        <order phase="loggingPhase"/>
        </handler>
   </OutFaultFlow>

   <InFaultFlow>
        <handler name="FaultInFlowLogHandler"
class="userguide.loggingmodule.LogHandler">
        <order phase="loggingPhase"/>
        </handler>
   </InFaultFlow>
</module>

There are four flows defined in the module.xml:

InFlow - Represents the handler chain that will run when a message is coming in.
OutFlow - Represents the handler chain that will run when the message is going out.
OutFaultFlow - Represents the handler chain that will run when there is a fault, and the fault is going out.
InFaultFlow - Represents the handler chain that will run when there is a fault, and the fault is coming in.

The following set of tags describes the name of the handler, handler class, and the phase in which this handler is going to run.

handler
name - Is the name given for the particular instance of this handler class.
class - Is the actual implementation class for this handler. Since we are writing a logging handler, we can reuse the same handler in all
these phases. However, this may not be the same for all the modules.

order
phase - Describes the phase in which this handler runs.

<handler name="InFlowLogHandler"
class="userguide.loggingmodule.LogHandler">
<order phase="loggingPhase" />
</handler>

To learn more about Phase rules, check out the article .Axis2 Execution Framework

Modify the  axis2.xml

In this handler the  is defined by the module writer. It is not a predefined handler phase, hence the module writer should introduce it to the loggingPhase
 (not the ) so that the Axis2 engine knows where to place the handler in different flows ( , , etc.).axis2.xml services.xml inFlow outFlow

The following XML lines show the respective changes made to the  in order to deploy the logging module in the "Axis2" engine. This is anaxis2.xml
extract of the phase section of axis2.xml.

http://www.developer.com/java/web/article.php/3529321
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<!-- ================================================= -->
<!-- Phases -->
<!-- ================================================= -->

<phaseOrder type="inflow">
        <!--  System pre defined phases       -->
        <phase name="TransportIn"/>
        <phase name="PreDispatch"/>
        <phase name="Dispatch"
class="org.apache.axis2.engine.DispatchPhase">
            <handler name="AddressingBasedDispatcher"
                    
class="org.apache.axis2.dispatchers.AddressingBasedDispatcher">
                <order phase="Dispatch"/>
            </handler>

            <handler name="RequestURIBasedDispatcher"
                    
class="org.apache.axis2.dispatchers.RequestURIBasedDispatcher">
                <order phase="Dispatch"/>
            </handler>

            <handler name="SOAPActionBasedDispatcher"
                    
class="org.apache.axis2.dispatchers.SOAPActionBasedDispatcher">
                <order phase="Dispatch"/>
            </handler>

            <handler name="SOAPMessageBodyBasedDispatcher"
                    
class="org.apache.axis2.dispatchers.SOAPMessageBodyBasedDispatcher">
                <order phase="Dispatch"/>
            </handler>
            <handler name="InstanceDispatcher"
                    
class="org.apache.axis2.engine.InstanceDispatcher">
                <order phase="PostDispatch"/>
            </handler>
        </phase>
        <!--  System pre defined phases       -->
        <!--   After Postdispatch phase module author or service author
can add any phase he wants      -->
        <phase name="OperationInPhase"/>
                <phase name="loggingPhase"/>
    </phaseOrder>
    <phaseOrder type="outflow">
        <!--      user can add his own phases to this area  -->
        <phase name="OperationOutPhase"/>
        <phase name="loggingPhase"/>
        <!--system predefined phases-->
        <!--these phases will run irrespective of the service-->
        <phase name="PolicyDetermination"/>
        <phase name="MessageOut"/>
    </phaseOrder/>
    <phaseOrder type="INfaultflow">
        <!--      user can add his own phases to this area  -->
        <phase name="OperationInFaultPhase"/>
        <phase name="loggingPhase"/>
    </phaseOrder>
    <phaseOrder type="Outfaultflow">
        <!--      user can add his own phases to this area  -->
        <phase name="OperationOutFaultPhase"/>
        <phase name="loggingPhase"/>
        <phase name="PolicyDetermination"/>
        <phase name="MessageOut"/>
    </phaseOrder>
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The custom phase  is placed in all the flows, hence that phase will be called in all the message flows in the engine. Since the module isloggingPhase
associated with this phase, the  inside the module will now be executed in this phase.LogHandler

Modify the  services.xml

Up to this point, it was created the required classes and configuration descriptions for the logging module and the required phases.

Next step is to "engage" (use) this module in one of the services, for example . It is necessary to modify the  of  inMyService services.xml MyService
order to engage this module.

The code for the service can be found here:

Axis2_HOME/samples/userguide/src/userguide/example2

<service name="MyServiceWithModule">

    <description>
    This is a sample Web service with a logging module engaged.
    </description>

    <module ref="logging"/>

    <parameter name="ServiceClass"
locked="xsd:false">userguide.example2.MyService</parameter>
    <operation name="echo">
    <messageReceiver
class="org.apache.axis2.receivers.RawXMLINOutMessageReceiver"/>
    </operation>
    <operation name="ping">
    <messageReceiver
class="org.apache.axis2.receivers.RawXMLINOutMessageReceiver"/>
    </operation>
</service>

In this example, the service name was changed. In addition the line  was added to  This informs the<module ref="logging"/> services.xml.
"Axis2" engine that the module logging should be engaged for this service. The handler inside the module will be executed in their respective phases as
described by the module.xml.

Package in a MAR (Module Archive) 

Before deploying the module, it is necessary to create the MAR file for this module. This can be done using the JAR command and then renaming the
created JAR file. Else you can find the  that has already been created in the  directory.logging.mar Axis2_HOME/samples/userguide

Deploy the module in Axis2 

Deploying a module in Axis2 requires the user to create a directory with the name "modules" in the  directory of their servletwebapps/axis2/WEB-INF
container, and then copying the MAR file to that directory.

Working with Transactions

A  is a set of operations executed as a single unit. It also can be defined as an agreement, which is carried out between separate entities ortransaction
objects. A transaction can be considered as indivisible or atomic when it has the characteristic of either being completed in its entirety or not at all. During
the event of a failure for a transaction update, atomic transaction type guarantees transaction integrity such that any partial updates are rolled back
automatically.

Transactions have many different forms, such as financial transactions, database transactions etc.

From the ESB profile point of view, there are two types of transactions:

Distributed transactions
Java Message Service (JMS) transactions

JMS consumer transactions
JMS local transactions 

Sample scenario
Prerequisites
Configuring the sample scenario
Executing the sample scenario
Testing the sample scenario

JMS distributed transactions 
XA two-phase commit process
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Sample Scenario
Prerequisites
Configuring the sample scenario

JMS publisher transactions
Sample scenario
Prerequisites
Configuring the sample scenario
Executing the sample scenario
Testing the sample scenario

Distributed transactions

A  is a transaction that updates data on two or more networked computer systems, such as two databases or a database and adistributed transaction
message queue such as JMS. Implementing robust distributed applications is difficult because these applications are subject to multiple failures, including
failure of the client, the server, and the network connection between the client and server. For distributed transactions, each computer has a local
transaction manager. When a transaction works at multiple computers, the transaction managers interact with other transaction managers via either a
superior or subordinate relationship. These relationships are relevant only for a particular transaction.

For an example that demonstrates  , see  .how the  can be used to manage distributed transactionstransaction mediator Transaction Mediator Example

Java Message Service (JMS) transactions 

In addition to the , WSO2 Enterprise Integrator (WSO2 EI) also supports JMS transactions. transaction mediator

The   shipped with WSO2 EI supports both local and distributed JMS transactions. You can use local transactions to group messagesJMS transport
received in a JMS queue. Local transactions are not supported for messages sent to a JMS queue.

This section describes:

JMS consumer transactions
JMS publisher transactions

JMS consumer transactions

Following sections describe the JMS consumer transactions.

JMS Local Transactions
JMS Distributed Transactions

JMS local transactions 

A  represents a unit of work on a single connection to a data source managed by a resource manager. In JMS, you can use the JMS APIlocal transaction
to get a transacted session and to call methods for commit or roll back for the relevant transaction objects. This is managed internally by a resource
manager. There is no external transaction manager involved in the coordination of such transactions.

Let's explore a sample scenario that demonstrates how to handle a transaction using JMS in a situation where the back-end service is unreachable.
Sample scenario

A message is read from a JMS queue and is processed by a back-end service. In the successful scenario, the transaction will be committed and the
request will be sent to the back end service. In the failure scenario, while executing a sequence, a failure occurs and WSO2 EI receives a fault. This cause
the JMS transaction to roll back.

The sample scenario can be depicted as follows:

Note
In WSO2 EI, JMS transactions only work with either the Callout mediator or the Call mediator in blocking mode.
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Prerequisites

Windows, Linux or Solaris operating systems with WSO2 EI installed. For instructions on downloading and installing    WSO2 EI, see Installation
.Guide

WSO2  the Broker profile of  For instructions, see  .ESB's JMS transport configured with  WSO2 EI.  Configure with the Broker Profile
Configuring the sample scenario

Configure the JMS local transaction by defining the following parameter in the file. By default the<EI_HOME>/conf/axis2/axis2.xml 
session is not transacted. In order to make it transacted, set the parameter to  .true

<parameter name="transport.jms.SessionTransacted">true</parameter>

Once done, the JMS listener configuration for WSO2 MB in the axis2.xml file should be as follows:
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<transportReceiver name="jms"
class="org.apache.axis2.transport.jms.JMSListener">
       <parameter name="myTopicConnectionFactory" locked="false">
            <parameter name="java.naming.factory.initial"
locked="false">org.wso2.andes.jndi.PropertiesFileInitialContextFactory<
/parameter>
            <parameter name="java.naming.provider.url"
locked="false">repository/conf/jndi.properties</parameter>
            <parameter name="transport.jms.ConnectionFactoryJNDIName"
locked="false">TopicConnectionFactory</parameter>
         <parameter name="transport.jms.ConnectionFactoryType"
locked="false">topic</parameter>
         <parameter
name="transport.jms.SessionTransacted">true</parameter>
       </parameter>
 
       <parameter name="myQueueConnectionFactory" locked="false">
            <parameter name="java.naming.factory.initial"
locked="false">org.wso2.andes.jndi.PropertiesFileInitialContextFactory<
/parameter>
            <parameter name="java.naming.provider.url"
locked="false">repository/conf/jndi.properties</parameter>
            <parameter name="transport.jms.ConnectionFactoryJNDIName"
locked="false">QueueConnectionFactory</parameter>
         <parameter name="transport.jms.ConnectionFactoryType"
locked="false">queue</parameter>
         <parameter
name="transport.jms.SessionTransacted">true</parameter> 
    </parameter>
 
       <parameter name="default" locked="false">
            <parameter name="java.naming.factory.initial"
locked="false">org.wso2.andes.jndi.PropertiesFileInitialContextFactory<
/parameter>
            <parameter name="java.naming.provider.url"
locked="false">repository/conf/jndi.properties</parameter>
            <parameter name="transport.jms.ConnectionFactoryJNDIName"
locked="false">QueueConnectionFactory</parameter>
         <parameter name="transport.jms.ConnectionFactoryType"
locked="false">queue</parameter>
         <parameter
name="transport.jms.SessionTransacted">true</parameter>
  </parameter>
   </transportReceiver>

Copy and paste the following configuration into the Synapse configuration in <EI_HOME>/repository/deployment/server/synapse-conf
.igs/<node>/synapse.xml
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<definitions xmlns="http://ws.apache.org/ns/synapse">
   <proxy name="StockQuoteProxy" transports="jms" startOnLoad="true">
      <target>
         <inSequence>
            <property name="OUT_ONLY" value="true"/>
            <callout
serviceURL="http://localhost:9000/services/SimpleStockQuoteService">
               <source type="envelope"/>
               <target key="placeOrder"/>
            </callout>
            <log level="custom">
               <property name="Transaction Action" value="Committed"/>
            </log>
         </inSequence>
         <faultSequence>
            <property name="SET_ROLLBACK_ONLY" value="true"
scope="axis2"/>
            <log level="custom">
               <property name="Transaction Action" value="Rollbacked"/>
            </log>
         </faultSequence>
      </target>
      <parameter name="transport.jms.ContentType">
         <rules>
            <jmsProperty>contentType</jmsProperty>
            <default>application/xml</default>
         </rules>
      </parameter>
   </proxy>
   <sequence name="fault">
      <log level="full">
         <property name="MESSAGE" value="Executing default
&#34;fault&#34; sequence"/>
         <property name="ERROR_CODE"
expression="get-property('ERROR_CODE')"/>
         <property name="ERROR_MESSAGE"
expression="get-property('ERROR_MESSAGE')"/>
      </log>
      <drop/>
   </sequence>
   <sequence name="main">
      <log/>
      <drop/>
   </sequence>
</definitions>

According to the above configuration, a message will be read from the JMS queue and will be sent to the   runningSimpleStockQuoteService
on the Axis2 back-end server. If a failure occurs, the transaction will roll back. 

In the above configuration, the following property is set to  in the fault handler, in order to roll back the transaction when a failure occurs. true

<property name="SET_ROLLBACK_ONLY" value="true" scope="axis2"/>

Deploy the back-end service  . For instructions on deploying sample back-end services, see SimpleStockQuoteService Deploying sample

If you are using a JMS Inbound endpoint for the transaction, set the scope of the  property to  asSET_ROLLBACK_ONLY default
follows:

<property name="SET_ROLLBACK_ONLY" scope="default" type="STRING" value="true"/>

https://docs.wso2.com/display/EI600/Setting+Up+the+Service+Bus+Samples#SettingUptheServiceBusSamples-Deployingsampleback-endservices
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.back-end services

Start the Axis2 server. For instructions on starting the Axis2 server, see  .Starting the Axis2 server

You now have a running WSO2 EI instance, EI-Broker instance and a sample back-end service to simulate the sample scenario. Now let's
execute the JMS client.

Executing the sample scenario

To execute the JMS client 

Run the following command from the directory. <EI_HOME>/samples/axis2Client 

ant jmsclient -Djms_type=pox -Djms_dest=dynamicQueues/StockQuoteProxy
-Djms_payload=MSFT

This will trigger a sample message to the JMS Server.
Testing the sample scenario

You can test the sample scenario as follows.

Successful scenario

If the message mediates successfully, you will view the output on the Axis2 server start-up console. Also, the ESB debug log will display an INFO message
indicating that the transaction is committed. 

Failure scenario

Stop the sample Axis2 Server and   once again to simulate the failure scenario. In this scenario, the ESB debug log will display anexecute the JMS client
INFO message indicating that the transaction is rolled back.

JMS distributed transactions 

WSO2 ESB also supports distributed JMS transactions. You can use the JMS transport with more than one distributed resource, for example, two remote
database servers. An external transaction manager coordinates the transaction. Designing and using JMS distributed transactions is more complex than
using local JMS transactions.

The transaction manager is the primary component of the distributed transaction infrastructure and distributed JMS transactions are managed by the XARe
 enabled transaction manager in the Java 2 Platform, Enterprise Edition (J2EE) application server. source  

XA two-phase commit process

XA is a two-phase commit specification that is used in distributed transaction processing. Let's look at a sample scenario for JMS distributed transactions.

[  ] [  ] [  ] [  ]Distributed transactions Java Message Service (JMS) transactions JMS consumer transactions JMS publisher transactions

Sample Scenario

ESB listens to the message queue and sends that message to multiple queues. If something goes wrong in sending the message to one of those queues,
the original message should be rolled back to the listening queue and none of the other queues should receive the message. Thus, the entire transaction
should be rolled back.

Due to the asynchronous behavior of the , you cannot you use it with a http/https endpoint, but you can use it inSend Mediator
asynchronous use cases, for example with another JMS as endpoint.

Currently, it is a   that this client does not work with the Broker profile of WSO2 EI. This will be fixed in future releases.known issue

You will need to check if your message broker supports   prior to implementing distributed JMS transactions.XA transactions

https://docs.wso2.com/display/EI600/Setting+Up+the+Service+Bus+Samples#SettingUptheServiceBusSamples-Deployingsampleback-endservices
https://docs.wso2.com/display/EI600/Setting+Up+the+Service+Bus+Samples#SettingUptheServiceBusSamples-StartingtheAxis2server
http://docs.oracle.com/javaee/5/api/javax/transaction/xa/XAResource.html
http://docs.oracle.com/javaee/5/api/javax/transaction/xa/XAResource.html
https://github.com/wso2/product-ei/issues/766
https://docs.oracle.com/cd/E19509-01/820-5892/ref_xatrans/index.html
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Prerequisites

Windows, Linux or Solaris operating systems with WSO2 EI installed. For instructions on downloading and installing    WSO2 EI, see Installation
.Guide

WSO2 EI JMS transport configured with ActiveMQ. For instructions, see  .Configure with ActiveMQ
Configuring the sample scenario

Create the  proxy service in WSO2 EI with the following configuration:JMSListenerProxy

<proxy xmlns="http://ws.apache.org/ns/synapse"
       name="JMSListenerProxy"
       transports="https http jms"
       startOnLoad="true">
   <description/>
   <target>
      <inSequence>
         <property name="OUT_ONLY" value="true"/>
         <log level="custom">
            <property name="MESSAGE_ID_A"
expression="get-property('MessageID')"/>
         </log>
         <log level="custom">
            <property name="BEFORE" expression="$body"/>
         </log>
         <property name="MESSAGE_ID_B"
                   expression="get-property('MessageID')"
                   scope="operation"
                   type="STRING"/>
         <property name="failureResultProperty"
                   scope="default"
                   description="FailureResultProperty">
            <result xmlns="">failure</result>
         </property>
         <enrich>
            <source clone="true" xpath="$ctx:failureResultProperty"/>
            <target type="body"/>
         </enrich>
         <log level="custom">
            <property name="AFTER" expression="$body"/>
         </log>
         <property name="BEFORE1" value="ABCD" scope="axis2"
type="STRING"/>
        <callout
serviceURL="jms:/ActiveMQPublisher1?transport.jms.ConnectionFactoryJNDI
Name=XAConnectionFactory&amp;java.naming.factory.initial=org.apache.act
ivemq.jndi.ActiveMQInitialContextFactory&amp;java.naming.provider.url=t
cp://localhost:61616&amp;transport.jms.DestinationType=queue;transport.
jms.TransactionCommand=begin">
            <source type="envelope"/>
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            <target xmlns:s12="http://www.w3.org/2003/05/soap-envelope"
                   
xmlns:s11="http://schemas.xmlsoap.org/soap/envelope/"
                    xpath="s11:Body/child::*[fn:position()=1] |
s12:Body/child::*[fn:position()=1]"/>
         </callout>
         <callout
serviceURL="jms:/ActiveMQPublisher2?transport.jms.ConnectionFactoryJNDI
Name=XAConnectionFactory&amp;java.naming.factory.initial=org.apache.act
ivemq.jndi.ActiveMQInitialContextFactory&amp;java.naming.provider.url=t
cp://localhost:61616&amp;transport.jms.DestinationType=queue">
            <source type="envelope"/>
            <target xmlns:s12="http://www.w3.org/2003/05/soap-envelope"
                   
xmlns:s11="http://schemas.xmlsoap.org/soap/envelope/"
                    xpath="s11:Body/child::*[fn:position()=1] |
s12:Body/child::*[fn:position()=1]"/>
         </callout>
         <callout
serviceURL="jms:/ActiveMQPublisher3?transport.jms.ConnectionFactoryJNDI
Name=XAConnectionFactory&amp;java.naming.factory.initial=org.apache.act
ivemq.jndi.ActiveMQInitialContextFactory&amp;java.naming.provider.url=t
cp://localhost:61616&amp;transport.jms.DestinationType=queue;transport.
jms.TransactionCommand=end">
            <source type="envelope"/>
            <target xmlns:s12="http://www.w3.org/2003/05/soap-envelope"
                   
xmlns:s11="http://schemas.xmlsoap.org/soap/envelope/"
                    xpath="s11:Body/child::*[fn:position()=1] |
s12:Body/child::*[fn:position()=1]"/>
         </callout>
         <drop/>
      </inSequence>
      <faultSequence>
         <log level="custom">
            <property name="Transaction Action" value="Rollbacked"/>
         </log>
         <callout
serviceURL="jms:/ActiveMQPublisherFault?transport.jms.ConnectionFactory
JNDIName=XAConnectionFactory&amp;java.naming.factory.initial=org.apache
.activemq.jndi.ActiveMQInitialContextFactory&amp;java.naming.provider.u
rl=tcp://localhost:61616&amp;transport.jms.DestinationType=queue;transp
ort.jms.TransactionCommand=rollback">
            <source type="envelope"/>
            <target xmlns:s12="http://www.w3.org/2003/05/soap-envelope"
                   
xmlns:s11="http://schemas.xmlsoap.org/soap/envelope/"
                    xpath="s11:Body/child::*[fn:position()=1] |
s12:Body/child::*[fn:position()=1]"/>
         </callout>
      </faultSequence>
   </target>
   <parameter name="transport.jms.ContentType">
      <rules>
         <jmsProperty>contentType</jmsProperty>
         <default>application/xml</default>
      </rules>
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   </parameter>
   <parameter name="transport.jms.Destination">MyJMSQueue</parameter>
</proxy>

In the above configuration,  WSO2 EI listens to a JMS queue named    and consumes messages as well as sends messages toMyJMSQueue
multiple JMS queues in a transactional manner.
To place a message into , execute the following command from directory:MyJMSQueue <EI_HOME>/samples/axis2Client 

ant stockquote -Dmode=placeorder
-Dtrpurl="jms:/MyJMSQueue?transport.jms.ConnectionFactoryJNDIName=Queue
ConnectionFactory&java.naming.factory.initial=org.apache.activemq.jndi.
ActiveMQInitialContextFactory&java.naming.provider.url=tcp://localhost:
61616&transport.jms.ContentTypeProperty=Content-Type&transport.jms.Dest
inationType=queue"

You can see how WSO2 EI consumes messages from the queue named  and sends the messages to multiple queues.MyJMSQueue

To check the rollback functionality provide an unreachable hostname to any destination queue and save the configurations. You should be able to
observe WSO2 EI fault sequence getting invoked and failed message delivered to the destination configured in the fault sequence.

JMS publisher transactions

When you do not enable publisher transactions, the message publishing call to the Broker will not wait until the messages are persisted to the database. As
a result, a successful HTTP response will be returned back to the caller even in a state where the database is disconnected. Hence, the message might
actually be lost and not persisted in the Broker. Therefore, you can achieve guaranteed delivery by enabling publisher transactions.

The below is a sample scenario that demonstrates how to handle a publisher transaction using JMS.
Sample scenario

In this scenario, the client publishes JMS messages to the ESB profile of WSO2 EI. Then, the ESB profile publishes those messages to the JMS queue,
The sample scenario can be depicted as follows.which acts as the JMS endpoint. 

Prerequisites

Install WSO2 EI. For instructions, see  .Installation Guide
Configure the JMS transport with the Broker Profile of  For instructions, see  .WSO2 EI.  Configure with the Broker Profile

Configuring the sample scenario

Configure the JMS sender for the Broker profile in the JMS Sender section of the   fil<EI_HOME>/conf/axis2/axis2_blocking_client.xml
e as follows:

By default, the session is not transacted. Set the value of the  property to true, to publishsessionTransacted to make it transacted 
transactions successfully.
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<transportSender name="jms"
class="org.apache.axis2.transport.jms.JMSSender">
    <parameter name="commonJmsSenderConnectionFactory" locked="false">
        <parameter locked="false"
name="java.naming.factory.initial">org.wso2.andes.jndi.PropertiesFileIn
itialContextFactory</parameter>
        <parameter locked="false"
name="java.naming.provider.url">conf/jndi.properties</parameter>
        <parameter locked="false"
name="transport.jms.ConnectionFactoryJNDIName">QueueConnectionFactory</
parameter>
        <parameter locked="false"
name="transport.jms.ConnectionFactoryType">queue</parameter>
        <parameter locked="false"
name="transport.jms.SessionTransacted">true</parameter>
    </parameter>
    <parameter name="commonTopicPublisherConnectionFactory"
locked="false">
        <parameter locked="false"
name="java.naming.factory.initial">org.wso2.andes.jndi.PropertiesFileIn
itialContextFactory</parameter>
        <parameter locked="false"
name="java.naming.provider.url">conf/jndi.properties</parameter>
        <parameter locked="false"
name="transport.jms.ConnectionFactoryJNDIName">TopicConnectionFactory</
parameter>
        <parameter locked="false"
name="transport.jms.ConnectionFactoryType">topic</parameter>
        <parameter locked="false"
name="transport.jms.SessionTransacted">true</parameter>
    </parameter>
</transportSender>

Create an XML file with the  and place the file inside the below Synapse configuration of a sample publisher Proxy Service, <EI_HOME>/reposit
ory/deployment/server/synapse-configs/default/proxy-services/ directory.
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<proxy name="SampleProxy" transports="http" startOnLoad="true"
xmlns="http://ws.apache.org/ns/synapse">
   <description/>
   <target>
      <inSequence>
         <property name="OUT_ONLY" value="true"/>
         <property name="messageType" value="text/xml" scope="axis2"
type="STRING"/>
         <property name="routingKey" value="example.MyTopic"
type="STRING"/>
         <call blocking="true">
            <endpoint>
               <address
uri="jms:/example.MyTopic?transport.jms.ConnectionFactory=commonTopicPu
blisherConnectionFactory"/>
            </endpoint>
         </call>
         <payloadFactory media-type="xml">
            <format>
               <serviceResponse xmlns="">
                  <returnCode>200</returnCode>
                  <returnDesc>Successful</returnDesc>
                  <returnData>
                     <data name="routingKey" type="xml">$1</data>
                  </returnData>
               </serviceResponse>
            </format>
            <args>
               <arg evaluator="xml" expression="$ctx:routingKey"/>
            </args>
         </payloadFactory>
         <property name="HTTP_SC" value="200" scope="axis2"
type="STRING"/>
         <respond/>
      </inSequence>
      <outSequence/>
      <faultSequence>
         <property name="SET_ROLLBACK_ONLY" value="true"
scope="axis2"/>
         <payloadFactory media-type="xml">
            <format>
               <serviceResponse xmlns="">
                  <returnCode>500</returnCode>
                  <returnDesc>Failure</returnDesc>
                  <returnData>
                     <data name="routingKey" type="xml">$1</data>
                  </returnData>
               </serviceResponse>
            </format>
            <args>
               <arg evaluator="xml" expression="$ctx:routingKey"/>
            </args>
         </payloadFactory>
         <property name="HTTP_SC" value="500" scope="axis2"
type="STRING"/>
         <log level="full"/>
         <respond/>
      </faultSequence>
   </target>
</proxy>

Executing the sample scenario

Use a JMS client such as  to execute this sample scenario.Apache JMeter
Testing the sample scenario

https://jmeter.apache.org/
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When a message is successfully published, it returns an HTTP 200 response to the client (successful scenario). In a case where it fails to publish a
an HTTPmessage, it executes the fault sequence returning  500 response to the client (failure scenario).

Working with Templates

The ESB profile configuration language is a very powerful and robust way of driving enterprise data/messages through the ESB profile mediation engine.
However, a large number of configuration files in the form of , , , and transformations can be required to satisfy all thesequences endpoints  proxy services
mediation requirements of your system. To keep your configurations manageable, it's important to avoid scattering configuration files across different
locations and to avoid duplicating redundant configurations.

Templates help minimize this redundancy by creating prototypes that users can use and reuse when needed. This is very much analogous to classes and
instances of classes: a template is a class that can be used to wield instance objects such as templates and endpoints. Thus, templates are an ideal way to
improve reusability and readability of configurations/XMLs. Additionally, users can use predefined templates that reflect common enterprise integration

 for rapid development of message/mediation flows in the ESB profile.patterns

Templates comes in two different forms.

Endpoint Template - Defines a templated form of an endpoint. An endpoint template can parameterize an endpoint defined within it. You invoke an
endpoint template as follows:

<endpoint template=”name” ...>
<parameter name=”name” value=”value”/>
.....
</endpoint>

 Sequence Template - Defines a templated form of a sequence in the ESB profile. A sequence template can parameterize XPath expressions used
within a sequence that is defined inside a template. You invoke a sequence template with the  by passing in the parameterCall Template mediator
values as follows:

<call-template target=”template” >
<parameter name=”name” value=”value”/>
.....
</call-template>

For more information on creating and using these templates, see  and Endpoint Template . Sequence Template

Endpoint Template

Endpoint template is a generalized form of endpoint configuration used in the ESB profile. Unlike , endpoint templates are always sequence templates
parametrized using  prefixed values (not XPath expressions).$

Template endpoint is the artifact that makes a template of endpoint type into a concrete endpoint. In other words, an endpoint template would be useless
without a template endpoint referring to it. This is semantically similar to the relationship between a sequence template and the Call Template Mediator.

Configuration |  | Syntax Template Endpoint Sample

Configuration

For example, let's say we have two default endpoints with following hypothetical configurations:

https://docs.wso2.com/display/EIP/Enterprise+Integration+Patterns+with+WSO2+Enterprise+Integrator
https://docs.wso2.com/display/EIP/Enterprise+Integration+Patterns+with+WSO2+Enterprise+Integrator
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<endpoint  name="ep1">
            <default>
               <suspendOnFailure>
                     <errorCodes>10001,10002</errorCodes>
                     <progressionFactor>1.0</progressionFactor>
                </suspendOnFailure>
                <markForSuspension>
                    
<retriesBeforeSuspension>5</retriesBeforeSuspension>
                     <retryDelay>0</retryDelay>
                </markForSuspension>
            </default>
</endpoint>

<endpoint  name="ep2">
            <default>
               <suspendOnFailure>
                     <errorCodes>10001,10003</errorCodes>
                     <progressionFactor>2.0</progressionFactor>
                </suspendOnFailure>
                <markForSuspension>
                    
<retriesBeforeSuspension>3</retriesBeforeSuspension>
                     <retryDelay>0</retryDelay>
                </markForSuspension>
            </default>
</endpoint>

We can see that these two endpoints have different set of error codes and different progression factors for suspension. Furthermore, the number of retries
is different between them. By defining a endpoint template, these two endpoints can be converged to a generalized form. This is illustrated in the following:

<template name="ep_template">
     <parameter name="codes"/>
     <parameter name="factor"/>
     <parameter name="retries"/>
     <endpoint name="$name">
            <default>
                <suspendOnFailure>
                     <errorCodes>$codes</errorCodes>
                     <progressionFactor>$factor</progressionFactor>
                </suspendOnFailure>
                <markForSuspension>
                    
<retriesBeforeSuspension>$retries</retriesBeforeSuspension>
                     <retryDelay>0</retryDelay>
                </markForSuspension>
            </default>
     </endpoint>
</template>

Note
$ is used to parametrize configuration and  is an implicit/default parameter.$name
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Since we have a template defined, we can use template endpoints to create two concrete endpoint instances with different parameter values for this
scenario. This is shown below.

<endpoint name="ep1" template="ep_template">
       <parameter name="codes" value="10001,10002" />
    <parameter name="factor" value="1.0" />
    <parameter name="retries" value="5" />
</endpoint>

<endpoint name="ep2" template="ep_template">
       <parameter name="codes" value="10001,10003" />
    <parameter name="factor" value="2.0" />
    <parameter name="retries" value="3" />
</endpoint>

As with the Call Template Mediator, the above template endpoint will stereotype endpoints with customized configuration parameters. This makes it very
easy to understand and maintain certain ESB profile configurations and improves re-usability in a certain way.

Syntax

<template name="string">
   <!-- parameters this endpoint template will be supporting -->
   (
   <parameter name="string"/>
   ) *
   <!--this is the in-line endpoint of the template    -->
   <endpoint [name="string"] >
           address-endpoint | default-endpoint | wsdl-endpoint |
load-balanced-
endpoint | fail-over-endpoint
     </endpoint>
</template>

Similar to sequence templates, endpoint templates are defined as top level element (with the name specified by the name attribute) of the ESB
profile configuration. Parameters (for example, ) are the inputs supported by this endpoint template. These endpoint template parameters<parameter>
can be referred by  prefixed parameter name. For example, parameter named  can be referred by . Most of the parameters of the endpoint$ foo $foo
definition can be parametrized with  prefixed values. This is shown in the following extract:$
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<template name="sample_ep_template">
 <endpoint>
            <parameter name="foo"/>
            <parameter name="bar"/>
            <default>
               <suspendOnFailure>
                     <errorCodes>$foo</errorCodes>
                     <progressionFactor>$bar</progressionFactor>
                </suspendOnFailure>
                <markForSuspension>
                    
<retriesBeforeSuspension>0</retriesBeforeSuspension>
                     <retryDelay>0</retryDelay>
                </markForSuspension>
            </default>
     </endpoint>
</template>

Template Endpoint Sample

<endpoint [name="string"] [key="string"] template="string">
 <!-- parameter values will be passed on to a endpoint template -->
(
<parameter name="string" value="string" />
) *
</endpoint>

Template endpoint defines parameter values that can parametrize endpoint. The  attribute points to a target endpoint template.template

The ESB profile allows add, delete, and edit endpoint templates. 

For more information about templates, see .Working with Templates

Sequence Template

A  is a parametrized , providing an abstract or generic form of a sequence defined in the ESB profile. Parameters of aSequence Template  sequence
template are defined in the form of XPath statement/s. Callers can invoke the template by populating the parameters with static values/XPath expressions
using the Call Template Mediator, which makes a sequence template into a concrete sequence.

Configuration |  |  |  |  | Syntax Call Template Mediator Syntax Configuration Examples

Configuration

Let's illustrate the sequence template with a simple example. Suppose we have a sequence that logs the text "hello world" in four different languages.

Note
$name and  are default parameters that a template can use anywhere within the endpoint template (usually used as parameters for$uri
endpoint name and address attributes).

Note
Parameter names has to be exact match to the names specified in target endpoint template.
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<sequence>
   <switch source="//m0:greeting/m0:lang"
xmlns:m0="http://services.samples">
     <case regex="EN">
            <log level="custom">
          <property name="GREETING_MESSAGE" value="HELLO WORLD!!!!!!"
/>
         </log>
        </case>
        <case regex="FR">
      <log level="custom">
          <property name="GREETING_MESSAGE" value="Bonjour tout le
monde!!!!!!" />
         </log>
        </case>
  <case regex="IT">
      <log level="custom">
          <property name="GREETING_MESSAGE" value="Ciao a tutti!!!!!!!"
/>
         </log>
        </case>
  <case regex="JPN">
      <log level="custom">
          <property name="GREETING_MESSAGE" value="???????!!!!!!!" />
         </log>
        </case>
    </switch>
</sequence>

Instead of printing our "hello world" message for each and every language inside the sequence, we can create a generalized template of these actions,
which will accept any greeting message (from a particular language) and log it on screen. For example, let's create the following template named
"HelloWorld_Logger".

<template name="HelloWorld_Logger">
   <parameter name="message"/>
   <sequence>
        <log level="custom">
          <property name="GREETING_MESSAGE" expression="$func:message"
/>
    </log>
   </sequence>
</template>

With our "HelloWorld_Logger" in place, the Call Template mediator can populate this template with actual hello world messages and execute the sequence
of actions defined within the template like with any other sequence. This is illustrated below.
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<sequence>
   <switch source="//m0:greeting/m0:lang"
xmlns:m0="http://services.samples">
        <case regex="EN">
            <call-template target="HelloWorld_Logger">
  <with-param name="message" value="HELLO WORLD!!!!!!" />
     </call-template>
        </case>
        <case regex="FR">
     <call-template target="HelloWorld_Logger">
  <with-param name="message" value="Bonjour tout le monde!!!!!!" />
     </call-template>
        </case>
 <case regex="IT">
     <call-template target="HelloWorld_Logger">
  <with-param name="message" value="Ciao a tutti!!!!!!!" />
     </call-template>
        </case>
 <case regex="JPN">
     <call-template target="HelloWorld_Logger">
  <with-param name="message" value="???????!!!!!!!" />
     </call-template>
        </case>
    </switch>

</sequence>

The Call Template mediator points to the same template "HelloWorld_Logger" and passes different arguments to it. In this way, sequence templates make
it easy to stereotype different workflows inside the ESB profile.

Syntax

<template name="string">
   <!-- parameters this sequence template will be supporting -->
   (
   <parameter name="string"/>
   ) *
   <!--this is the in-line sequence of the template     -->
   <sequence>
        mediator+
   </sequence>
 </template>

The sequence template is a top-level element defined by the name attribute in the ESB profile configuration. Both endpoint and sequence template starts
with a template element.

The parameters available to configure the Sequence Template are as follows.

Parameter Name Description

Name The name of the Sequence Template

onError Select the error sequence that needs to be invoked.

Trace Enabled Whether or not trace is to be enabled for the sequence.

Statistics Enabled Whether or not statistics is to be enabled for the sequence.

Template Parameters The input parameter that are supported by this Sequence Template.
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Sequence template parameters can be referenced using an XPath expression defined inside the in-line sequence. For example, the parameter named "foo"
can be referenced by the Property mediator (defined inside the in-line sequence of the template) in the following ways:

<property name=”fooValue” expression=”$func:foo” />

or

<property name=”fooValue” expression=”get-property('foo','func')” />

Using function scope or "?func?" in the XPath expression allows us to refer to a particular parameter value passed externally by an invoker such as the Call
Template mediator.

Call Template Mediator

The Call Template mediator allows you to construct a sequence by passing values into a sequence template.

Syntax

<call-template target="string">
   <!-- parameter values will be passed on to a sequence template -->
   (
    <!--passing plain static values -->
   <with-param name="string" value="string" /> |
    <!--passing xpath expressions -->
   <with-param name="string" value="{string}" /> |
    <!--passing dynamic xpath expressions where values will be compiled
dynamically-->
   <with-param name="string" value="{{string}}" /> |
   ) *
   <!--this is the in-line sequence of the template    -->
 </call-template>

You use the  attribute to specify the sequence template you want to use. The  element is used to parse parameter values to thetarget <with-param>
target sequence template. The parameter names should be the same as the names specified in target template. The parameter value can contain a string,
an XPath expression (passed in with curly braces { }), or a dynamic XPath expression (passed in with double curly braces) of which the values are
compiled dynamically.

Configuration

The parameters available to configure the Call-Template mediator are as follows.

Parameter Name Description

Target Template The sequence template to which values should be passed. You can select a template from the Available
 listTemplates

When a target template is selected, the parameter section will be displayed as shown below if the sequence template selected has any parameters. This
enables parameter values to be parsed into the sequence template selected.

Parameter Name Description

Parameter Name The name of the parameter.

Parameter Type The type of the parameter. Possible values are as follows.

Value: Select this to define the parameter value as a static value. This value should be entered in the Value /
 parameter.Expression

Expression: Select this to define the parameter value as a dynamic value. The XPath expression to calculate
the parameter value should be entered in the Value / Expression parameter.

This is currently only supported for special types of mediators such as the  and , where actual XPath operations areIterator Aggregate Mediators
performed on a different SOAP message, and not on the message coming into the mediator.
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Value / Expression The parameter value. This can be a static value, or an XPath expression to calculate a dynamic value depending
on the value you selected for the  parameter.Parameter Type

Action Click to delete a parameter.Delete 

Examples

Following examples demonstrate different usecases of the Call Template mediator.

Example one

The following four Call Template mediator configurations populate a sequence template named HelloWorld_Logger with the "hello world" text in four
different languages.

<call-template target="HelloWorld_Logger">
 <with-param name="message" value="HELLO WORLD!!!!!!" />
</call-template>

<call-template target="HelloWorld_Logger">
 <with-param name="message" value="Bonjour tout le monde!!!!!!" />
</call-template>

<call-template target="HelloWorld_Logger">
 <with-param name="message" value="Ciao a tutti!!!!!!!" />
</call-template>

<call-template target="HelloWorld_Logger">
 <with-param name="message" value="???????!!!!!!!" />
</call-template>

The sequence template can be configured as follows to log any greetings message passed to it by the Call Template mediator. Thus, due to the availability
of the Call Template mediator, you are not required to have the message entered in all four languages included in the sequence template configuration
itself.

<template name="HelloWorld_Logger">
   <parameter name="message"/>
   <sequence>
        <log level="custom">
          <property expression="$func:message"
name="GREETING_MESSAGE"/>
    </log>
   </sequence>
</template>

See  for a more information about this scenario.Sequence Template
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Example two

The following Call Template mediator configuration populates a sequence template named  with a dynamic XPath expression.Testtemp

<call-template target="Testtemp">
 <with-param name="message_store" value="<MESSAGE_STORE_NAME>" />
</call-template>

The following   template includes a dynamic XPath expression Testtemp to save messages in a Message Store, which is dynamically set via the message
context.

<template name="Testtemp">
        <parameter name="message_store"/>
        <sequence>
            <log level="custom">
                <property expression="$func:message_store"
                    name="STORENAME"
                    xmlns:ns="http://org.apache.synapse/xsd"
                    xmlns:ns2="http://org.apache.synapse/xsd"
xmlns:soapenv="http://www.w3.org/2003/05/soap-envelope"/>
            </log>
            <store messageStore="{$func:message_store}"
                xmlns:ns="http://org.apache.synapse/xsd"
                xmlns:ns2="http://org.apache.synapse/xsd"
xmlns:soapenv="http://www.w3.org/2003/05/soap-envelope"/>
        </sequence>
    </template>

For more information, see  .Adding a New Sequence Template

Working with Templates via Tooling

You can create a new template or import an existing template from the file system using WSO2 Integration Studio. 

Creating a template

Follow these steps to create a new scheduled task. Alternatively, you can  .import an existing template

Open  and click  in the   tab.WSO2 Integration Studio,  Miscellaneous  Create New Config Project  Getting Started
Enter a project name and click  .Finish
The new project will be listed in the project explorer.
Right click the project and go to   to open the  dialog.New  Template  New Template Artifact
Type a unique name for the template and specify the type of template you are creating. 
Currently the following three types are supported (See their description following the appropriate links):

Address Endpoint Template
Default Endpoint Template
WSDL Endpoint Template
HTTP Endpoint Template
Sequence Template

Do one of the following:
To save the template in an existing ESB Config project in your workspace, click   and select that project.Browse
To save the template in a new ESB Config project, click  and create the new project. Create new Project

If you specified an address or WSDL endpoint as the template type, enter the URL for the address or the WSDL URI and connection information in
the   fields.Advanced Configuration
Click . The template is created in the   folder under the ESB Config project you specified. When Finish src/main/synapse-config/templates
prompted, you can open the file in the editor, or you can right-click the template in the project explorer and click  . Click itsOpen With > ESB Editor
icon in the editor to view its properties.

You need to have WSO2 Integration Studio installed to create a new template or to import an existing template. For instructions, see Installing
.WSO2 Integration Studio

https://docs.wso2.com/display/EI6xx/Address+Endpoint+Template
https://docs.wso2.com/display/EI6xx/Default+Endpoint+Template
https://docs.wso2.com/display/EI6xx/WSDL+Endpoint+Template
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Importing a template

Follow these steps to import an existing template into an ESB Config project. Alternatively, you can  .create a new template

Open   and click  in the   tab.WSO2 Integration Studio, Miscellaneous  Create New Config Project  Getting Started

Enter a project name and click  .Finish
The new project will be listed in the project explorer.
Right click the project and go to   to open the  dialog.New  Template  New Template Artifact
Select   and click  .Import a Template Next
Specify the XML file that defines the template by typing its full path name or clicking   and navigating to the file.Browse
In the   field, specify an existing ESB Config project in your workspace where you want to save the template, or clickSave Template In  Create new

 to create a new ESB Config project and save the template configuration there.Project
If there are multiple template definitions in the file, click  , and then select the templates you want to import.Create ESB Artifacts
Click . The templates you selected are created in the subfolders of the   folder under the ESB Finish src/main/synapse-config/templates
Config project you specified, and the first template appears in the editor.

Address Endpoint Template

The Address Endpoint Template has the following options:

Template Name - The unique name for the .endpoint template
Name - A name for the inline endpoint.
Address - The URL of the template endpoint. This can be a parametrized value such as .$uri

If it is a real endpoint, you can test the availability of the given URL on the fly by clicking "Test."

See the description of the Endpoint's parameters and properties in .Adding a New Endpoint Template

See the Advanced options in .Adding an Endpoint

See also .Address Endpoint

Default Endpoint Template

The  has the following options:Default Endpoint Template

Template Name - The unique name for the .endpoint template
Name - A name for the inline endpoint.

See the description of the Endpoint's parameters and properties in .Adding a New Endpoint Template

See the Advanced options in .Adding an Endpoint

See also .Default Endpoint

HTTP Endpoint Template

With the you can define a URI template based REST service endpoint.HTTP Endpoint Template 

The HTTP Endpoint Template has the following options: 

https://docs.wso2.com/display/EI650/Working+with+Endpoints+via+Tooling#WorkingwithEndpointsviaTooling-AddEndpoint
https://docs.wso2.com/display/EI650/Working+with+Endpoints+via+Tooling#WorkingwithEndpointsviaTooling-AddEndpoint
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Template Name - The unique name for the .endpoint template
Name - A name for the inline endpoint.
URI Template - The URI template of the endpoint. Insert  before each variable. Click  to test the URI.uri.var. Test

For information on configuring advanced options for the endpoint, see  .Advanced Options

For descriptions of the parameters and properties of the endpoint, see  .Adding a New Endpoint Template

See also .HTTP Endpoint

WSDL Endpoint Template

The  has the following options:WSDL Endpoint Template

Template Name - The unique name for the .endpoint template
Name - A name for the inline endpoint.
Specify As- The method to specify the WSDL. The available values are:

In-lined WSDL - Paste the WSDL in the text box that appears when this option is selected.
URI - Activates the WSDL URI field.

WSDL URI - The URI of the WSDL.
Service - The service selected from the available services for the WSDL.
Port - The port selected for the service specified in the above field. In a WSDL an endpoint is bound to each port inside each service.

See the description of the Endpoint's parameters and properties in .    Adding a New Endpoint Template

See the Advanced options in .Adding an Endpoint

See also .WSDL Endpoint

Using Templates

In this sample scenario, you will use a   and reuse it in multiple places of the medation flow. You can reuse the mediation flow that wasSequence Template
defined in the Sending a Simple Message to a Service tutorial and then replace its sections with the sequence template. See   for detailsCreating Templates
on how to work with templates using WSO2 Integration Studio.

Let's get started!
Configuring a sequence template
Using the sequence template in the REST API
Deploying the artifacts
Invoking the ESB sequence

1.  
2.  

3.  

4.  

5.  

Before you begin,

Install Oracle Java SE Development Kit (JDK) version 1.8.* and set the JAVA_HOME environment variable.
Download the product installer from  , and run the installer.here
Let's call the installation location of your product the   directory.<EI_HOME>

If you installed the product using the , this is located in a place specific to your OS as shown below:installer

OS Home directory

Mac OS /Library/WSO2/EnterpriseIntegrator/6.5.0

Windows C:\Program Files\WSO2\EnterpriseIntegrator\6.5.0\

Ubuntu /usr/lib/wso2/EnterpriseIntegrator/6.5.0

CentOS /usr/lib64/EnterpriseIntegrator/6.5.0

Select and download the relevant WSO2 Integration Studio ZIP file based on your operating system from   and then extract the ZIPhere
file. 
The path to this folder will be referred to as   throughout this tutorial.<EI_TOOLING>

If you did not try the   tutorial yet, open the WSO2 Integration Studio, click  , and thenExposing Several Services as a Single Service File
click  . Next, select   under the   category, click   and upload the Import Existing WSO2 Projects into workspace WSO2 Next pre-package

. This contains the configurations of the   tutorial so that you do not have tod project Exposing Several Services as a Single Service
repeat those steps.
Download the MSF4J service from  and copy the JAR file to  folder.here <EI_HOME>/wso2/msf4j/deployment/microservices
The back-end service is now deployed in the MSF4J profile of WSO2 EI.

Getting an error message? See the troubleshooting tips given under .Installing WSO2 Integration Studio

https://docs.wso2.com/display/EI650/Working+with+Endpoints+via+Tooling#WorkingwithEndpointsviaTooling-Advanced
https://docs.wso2.com/display/EI650/Working+with+Endpoints+via+Tooling#WorkingwithEndpointsviaTooling-AddEndpoint
http://wso2.com/integration/
https://wso2.com/integration/tooling/
https://github.com/wso2-docs/WSO2_EI/blob/master/Integration-Tutorial-Artifacts/ExposingSeveralServicesTutorial.zip
https://github.com/wso2-docs/WSO2_EI/blob/master/Integration-Tutorial-Artifacts/ExposingSeveralServicesTutorial.zip
https://github.com/wso2-docs/WSO2_EI/blob/master/Back-End-Service/Hospital-Service-2.0.0.jar
https://docs.wso2.com/display/EI650/Installing+WSO2+Integration+Studio#InstallingWSO2IntegrationStudio-Troubleshooting
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Configuring a sequence template

Once you have exported the ESB project as described above, the project directory will appear with the artifacts as shown below.

Right-click on   and navigate to  . The  dialog will open.SampleServices New -> Template New Template Artifact
Select the Create a New Template and click Next.
Enter the following details and click .Finish

Template Name HospitalRoutingSeq

Template Type Sequence Template
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The template artifact will open in the canvas as shown below.

Open the   tab of the sequence template by clicking on the canvas (outside the sequence box).Properties
Click the

 icon to start adding parameters.
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In the  dialog that opens, enter 'Template Parameter sethospital' as the parameter name and click Finish. 
Add a  mediator to the sequence template as shown below. This will print a message indicating to which hospital a requested message isLog
routed. 

Open the Properties tab of the log mediator and specify the following:

Log Category INFO

Log Level CUSTOM

Click the 
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1.  

 icon to start defining a property. Then add the following details for the property:

Name message

Type EXPRESSION

Property Expression fn:concat('Routing to ', get-property('Hospital'))

We select EXPRESSION because the required properties for the log message must be extracted from the request, which we can do using an
XPath expression.
Add a  mediator just after the  mediator to store the value for uri.var.hospital.Property Log

With the  mediator selected, access the Property Properties tab and enter the information given below:

Property Name Select New Property

New Property Name uri.var.hospital

URI Template Select set

Value Type Select EXPRESSION

Property Data Type Select STRING

Value Expression $func:sethospital

Description Set Hospital Variable

Using the sequence template in the REST API

Open the design view of the HealthcareAPI.xml and delete 'GrandOak'  mediator by right clicking the mediator and selecting Log Delete from
.Model
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Delete the 'Set Hospital Variable'  mediator.Property
Add a  mediator to the sequence as shown below.Call Template

Open the Properties tab of the  mediator and select 'Call Template HospitalRoutingSeq' from the list of available templates.
Click the 

 icon to start adding parameters. Enter the following parameter details and click .Finish

Parameter Name sethospital

Parameter Type value

Value/Expression grandoaks
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Repeat the above steps to add  for 'Clemency' and 'Pine Valley' hospitals. Add   and as Call Templates clemency pinevalley the respective
parameter values.
Save the configuration.

Deploying the artifacts

Open the  file under the   project from the project explorer.  pom.xml SampleServicesCompositeApplication
See that the newly added 'HospitalRoutingSeq' artifact is listed under  . Select this artifact to add it to the composite applicationDependencies
project.

Save your changes.
Open the   view and click  to open the   dialog. Getting Started  Miscellaneous Add New Server New Server
In the   dialog, expand the WSO2 folder and select the version of your server.New Server
Click  . In the CARBON_HOME field, provide the path to your product's home directory, and then click   again.Next Next
Review the default port details for your server and click  .Next
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To deploy the CApp project to your server, select the   project from the list, click   to move it into theSampleServicesCompositeApplication Add
configured list, and then click  .Finish
On the   tab, note that the server is currently stopped. Click the 'play' icon on the tool bar. If prompted to save changes to any of the artifactServers
files you created earlier, click  . Yes

As the server starts, the   tab appears. Note messages indicating that the composite app was successfully deployed.Console

Invoking the ESB sequence

Send a request to the ESB as shown below and see that the response is successfully received.

Open a command line terminal and execute the following command from the location where the request.json file you created is saved:

curl -v -X POST --data @request.json
http://localhost:8280/healthcare/categories/surgery/reserve --header
"Content-Type:application/json"

You will see the response in the command line terminal.

Working with Synapse Handlers

This section gives an introduction to what a handler is and describes how you can write a synapse handler by walking you through a basic example.

Introduction to handlers
Writing a concrete Synapse handler
Deploying the Synapse handler
Engaging the Synapse handler

Introduction to handlers

Handlers can be used to process requests in a scenario where you have multiple requests and each request needs be processed in a specific manner. A
Handler defines the interface that is required to handle the request and concreteHandlers are to handle requests in a specific manner based on what needs
to be done with regard to each type of request. The diagram below illustrates this.

      

Synapse handler is the interface used to register server response callbacks. Synapse handler provides the abstract handler implementation that executes
the request in flow, request out flow, response in flow and response out flow. 

The diagram below is an illustration of how the specified flows execute in the abstract handler implementation.
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Request in flow

public boolean handleRequestInFlow(MessageContext synCtx);

This executes when the request reaches the synapse engine.
Request out flow

public boolean handleRequestOutFlow(MessageContext synCtx);

This executes when the request goes out of the synapse engine. 
Response in flow

public boolean handleResponseInFlow(MessageContext synCtx);

This executes when the response reaches the synapse engine.
Response out flow

public boolean handleResponseOutFlow(MessageContext synCtx);

This executes when the response goes out of the synapse engine. 

The diagram below illustrates the basic component structure of the ESB profile of WSO2 EI and how the flows mentioned above execute in the request
path and the response path.

     



WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 1565

Now that you understand what a handler is, let's see how you can write a concrete Synapse handler. 

Writing a concrete Synapse handler

The easiest way to write a concrete Synapse handler is to extend the  class. You can also write aorg.apache.synapse.AbstractSynapseHandler
concrete Synapse handler by implementing  , which is the SynapseHandler interface.org.apache.synapse.SynapseHandler

Following is an example Synapse handler implementation that extends the   class:org.apache.synapse.AbstractSynapseHandler

public class TestHandler extends AbstractSynapseHandler {

    private static final Log log =
LogFactory.getLog(TestHandler.class);

    @Override
    public boolean handleRequestInFlow(MessageContext synCtx) {
        log.info("Request In Flow");
        return true;
    }

    @Override
    public boolean handleRequestOutFlow(MessageContext synCtx) {
        log.info("Request Out Flow");
        return true;
    }

    @Override
    public boolean handleResponseInFlow(MessageContext synCtx) {
        log.info("Response In Flow");
        return true;
    }

    @Override
    public boolean handleResponseOutFlow(MessageContext synCtx) {
        log.info("Response Out Flow");
        return true;
    }
}
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Deploying the Synapse handler

To deploy your custom synapse handler in the ESB of WSO2 EI, bundle the artifact as a JAR file (with either the .jar or .xar format), and add it to the <EI_
HOME>/lib/ directory. Be sure to restart the server after adding the files.

Engaging the Synapse handler

To engage the deployed Synapse handler, you need to add the following configuration to the  file.<EI_HOME>/conf/synapse-handlers.xml

<handlers>
    <handler name="TestHandler" class="package.TestHandler"/>
</handlers>

Viewing the Handlers in Message Flows

Message flows provide graphical and textual views of the globally engaged handlers of the system at any point of time. The  use the handlers tomodules
engage in different message flows at defined phases. There are four different message flows defined in the system (explained in the following section). You
can observe the handlers invoked in each phase of each flow in real time.

For example, the "Apache/Rampart" module (the security module of the system) defines the handlers in the security phase of each flow, which handles the
security aspects of the messages that are transferred through these flows. So if the "Rampart" module is engaged, you will see the "Apache/Rampart"
handlers in the message flows in real time.

Follow the instructions below to access the Message Flows.

Sign in. Enter your user name and password to log on to the WSO2 EI Management Console.
Click on "Monitor" on the left side to access the "Monitor" menu.

In the "Monitor" menu, click on "Message Flows."

The "Message Flows" page with the graphical view of the message flows appears. There are four different flows defined in the system:
In Flow - A correct message coming into the system.
Out Flow - A correct message going out of the system.
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In Fault Flow - A faulty message coming into the system.
Out Fault Flow - A faulty message going out of the system.

In each flow, a message passes through a set of phases to reach the service. These phases vary according to the currently engaged modules
within the system. The interface displays the current phases in each and every flow as shown in the following figure.

In the graphical view of the message flows, click the links to get a view of the engaged handlers in each phase. For example, the figure below
shows the handlers engaged in the Addressing phase at system start up.

You can see the text view of message flows. Click on the "Show Text View" link.

The page with the text view of message flows appears. The textual view provides the name and the fully qualified classes of all handlers within
each and every phase.
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Sending Messages

The following sections describe how the ESB profile sends processed messages to the respective destination.

Working with Endpoints
Working with Connectors

Working with Endpoints

An  defines an external destination for an outgoing message through WSO2 Enterprise Integrator. Typically, the endpoint is the address of aendpoint
proxy service, which acts as the front end to the actual service. For example, the endpoint for the simple stock quote sample is    http: //localhost :900

 .0 /services/SimpleStockQuoteService

For detailed information on each available endpoint type, see .ESB Endpoints

Configuring endpoints

In the XML configuration, the <endpoint> element defines an endpoint as follows:

<endpoint [name="string"] [key="string"]>
        address-endpoint | default-endpoint | wsdl-endpoint |
load-balanced-endpoint | fail-over-endpoint
</endpoint>

Using named endpoints

You can use the  attribute to create a named endpoint. You can reuse a named endpoint by referencing it in another endpoint using the  attribute.name key
For example, if there is an endpoint named , you can reference the  endpoint in any other endpoint where you want to use :foo foo foo

<endpoint key="foo"/>

This approach allows you to reuse existing endpoints in multiple places.

Working with endpoints

You can either use the Enterprise Integrator tooling plug-in to create a new endpoint and to import an existing endpoint, or you can manage endpoints via
the Enterprise Integrator Management Console. For detailed information on how to work with endpoints, see Working with Endpoints via WSO2 Integration

.Studio

Tracing and handling errors
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3.  

4.  

5.  
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2.  
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Endpoints have a  attribute, which turns on detailed trace information for messages being sent to the endpoint. These are available in the trace trace.lo
 file, which is configured in the  file. Setting the trace log level to  logs detailed traceg <PRODUCT_HOME>/repository/conf/log4j.properties TRACE

information including message payloads. For more information on endpoint states and handling errors, see .Endpoint Error Handling

Changing an endpoint reference 

Once the endpoint has been created, you can update it using any one of the options listed below. The options below describe how you can update the
endpoint value for QA environment. 

Option 1: Using WSO2 Integration Studio

Open the   file under   project and replace the URL with the QA URL. HelloWorldEP.xml HelloWorldQAResources
Save all changes.

Your CApp can be deployed to your QA EI server. For details on how to deploy the CApp project, see Running the ESB profile via WSO2 Integration Studio
.

Option 2: From Command Line

Open a Terminal window and navigate to <ESB_TOOLING_WORKSPACE>/HelloWorldQAResources/src/main/synapse_configendpoint
 file.s/HelloWorldEP.xml

Edit the HelloWorldEP.xml (e.g. using gedit or vi) under HelloWorldResources/QA and replace the URL with the QA one.

...
<address uri="http://192.168.1.110:9773/services/HelloService/"/>
...

Navigate to   and build the ESB Config project using the following command:<ESB_TOOLING_WORKSPACE>/HelloWorldQAResources

mvn clean install

Navigate to   and build the CApp project using the following command:<ESB_TOOLING_WORKSPACE>/HelloWorldQACApp

mvn clean install

The resulting CAR file can be deployed directly to the QA ESB server. For details, see  .Running the ESB profile via WSO2 Integration Studio

Option 3: Using a Script

Alternatively you can have a CAR file with dummy values for the endpoint URLs and use a customized shell script or batch script. The script created would
need to do the following:

Extract the CAR file.
Edit the URL values.
Re-create the CAR file with new values.

The resulting CAR file can be deployed directly to the QA ESB server. For details, see  .Running the ESB profile via WSO2 Integration Studio

ESB Endpoints

Following are the endpoint types available with the ESB Profile of WSO2 Enterprise Integrator. Click on a required endpoint type to view detailed
information on the endpoint.

To build the projects using the above commands, you need an active network connection.
Creating a Maven Multi Module project that contains the above projects, allows you to projects in one go by simply building the parent
Maven Multi Module project.

https://docs.wso2.com/display/EI650/Running+the+Product#RunningtheProduct-RunningtheESBprofileviaWSO2IntegrationStudio
https://docs.wso2.com/display/EI650/Running+the+Product#RunningtheProduct-RunningtheESBprofileviaWSO2IntegrationStudio
https://docs.wso2.com/display/EI650/Running+the+Product#RunningtheProduct-RunningtheESBprofileviaWSO2IntegrationStudio
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Address Endpoint
Dynamic Load-balance Endpoint
Configuring Failover Endpoints
HTTP Endpoint
WSDL Endpoint
Load-balance Group
Indirect and Resolving Endpoints
Default Endpoint
Template Endpoint
Recipient List Endpoint
WebSocket Endpoint

Address Endpoint

The  is an   defined by specifying the EPR (Endpoint Reference) and other attributes of the configuration.Address endpoint endpoint

XML configuration | Parameters

XML configuration 

<address uri="endpoint address" [format="soap11|soap12|pox|rest|get"]
[optimize="mtom|swa"]
    [encoding="charset encoding"]
    [statistics="enable|disable"] [trace="enable|disable"]>

    <enableSec [policy="key"]/>?
    <enableAddressing [version="final|submission"]
[separateListener="true|false"]/>?

    <timeout>
        <duration>timeout duration in milliseconds</duration>
        <responseAction>discard|fault</responseAction>
    </timeout>?

    <markForSuspension>
        [<errorCodes>xxx,yyy</errorCodes>]
        <retriesBeforeSuspension>m</retriesBeforeSuspension>
        <retryDelay>d</retryDelay>
    </markForSuspension>

    <suspendOnFailure>
        [<errorCodes>xxx,yyy</errorCodes>]
        <initialDuration>n</initialDuration>
        <progressionFactor>r</progressionFactor>
        <maximumDuration>l</maximumDuration>
    </suspendOnFailure>
</address>

Address endpoint attributes

Attribute Description

uri EPR of the target endpoint.

format Message format for the endpoint.

optimize Method to optimize the attachments.

encoding The charset encoding to use for the endpoint.

statistics This enables statistics for the endpoint.

trace This enables trace for the endpoint.

Other elementsQoS for the endpoint
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QoS (Quality of Service) aspects such as WS-Security and WS-Addressing may be enabled on messages sent to an endpoint using   and enableSec enab
 elements. Optionally, the WS-Security policies could be specified using the   attribute.leAddressing policy

QoS configuration

enableSec [policy=" "]key This enables WS-Security for the message which is sent to the endpoint. The optional  attribute specifies thepolicy
WS-Security policy.

enableAddressing [version="final
| submission"]
[seperateListener=" true | false"]

This enables WS-Addressing for the message which is sent to the endpoint. User can specify to have separate
listener with version final or submission.

Endpoint timeout

The parameters available to configure an endpoint time out are as follows.

duration Timeout duration that should elapse before the end point is timed out.

responseAction This parameter is used to specify the action to perform once an endpoint has timed out. The available options are as
follows.

discard: If this is selected, the responses which arrive after the endpoint has timed out will be discarded.
fault: If this is selected, a fault is triggered when the endpoint is timed out.

Marking an endpoint for suspension

The  element contains the following parameters which affect the suspension of a  endpoint which would be timed out after amarkForSuspension
specified time duration.

errorCodes This parameter is used to specify one or more error codes which can cause the endpoint to be marked for
suspension when they are returned by the endpoint. Multiple error codes can be specified separated by comas. See 

 class for a list of available error codes.SynpaseConstant

retriesBeforeSuspension Number of retries before go into suspended state.

The number of times the endpoint should be allowed to retry sending the response before it is marked for
suspension.

retryDelay The delay between each try.

Suspending the endpoint on failure 

Leaf endpoints(Address and WSDL) can be suspended if they are detected as failed endpoints. When an endpoint is in in suspended state for a specified
time duration following a failure, it cannot process any new messages. The following formula determines the wait time before the next attempt.

next suspension time period = Max (Initial Suspension duration * (progression factor*   try count *), Maximum
Duration)

All the variables in the above formula are configuration values used to calculate the try count. Try count is the number of tries carried out after the endpoint
is suspended. The increase in the try count causes an increase in the next suspension time period. This time period is bound to a maximum duration. 

The parameters available to configure a suspension of an endpoint due to failure are as follows.

Parameter Name Description

errorCode A comma separated error code list which can be returned by the endpoint.

This parameter is used to specify one or more error codes which can cause the endpoint to be suspended when
they are returned from the endpoint. Multiple error codes can be specified, separated by commas.

initialDuration The number of milliseconds after which the endpoint should be suspended when it is being suspended for the first
time.

progressionFactor The progression factor for the geometric series. See the above formula for a more detailed description.

maximumDuration The maximum duration (in milliseconds) to suspend the endpoint.

Following are the sample address URI definition.

You can specify a value that is 1 millisecond less than the time duration you specify for the endpoint time
out for the  property in the synapse.timeout_handler_interval <EI_Home>/conf/synapse.pro

 file. This would minimise the number of late responses from the backend.perties

https://svn.apache.org/repos/asf/synapse/trunk/java/modules/core/src/main/java/org/apache/synapse/SynapseConstants.java
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Transport Sample Address

HTTP http://localhost:9000/services/SimpleStockQuoteService

JMS jms:/SimpleStockQuoteService? 
transport.jms.ConnectionFactoryJNDIName=QueueConnectionFactory& 
java.naming.factory.initial=org.apache.activemq.jndi.ActiveMQInitialContextFactory& 
java.naming.provider.url=tcp://localhost:61616& 
transport.jms.DestinationType=topic

Mail guest@host

VFS vfs:file:///home/user/directory\ vfs:">file:///home/user/file\ vfs:

FIX fix://host:port?BeginString=FIX4.4&SenderCompID=WSO2&TargetCompID=APACHE

Parameters

The parameters available to configure the endpoint are as follows.

Parameter Name Description

Name The unique name of the endpoint.

Address The URL of the endpoint. You can test the availability of the given URL by clicking .Test

Show Advanced Options This section is used to enter advanced settings for the endpoint. The advanced options specific for the Address
endpoint are as follows.

Format- The message format for the endpoint. The available values are as follows.
Leave As-Is: If this is selected, no transformation is done to the outgoing message.

SOAP 1.1: If this is selected the message is transformed to SOAP 1.1.
SOAP 1.2:  to SOAP 1.2.If this is selected the message is transformed
Plain Old XML (POX):  to plain old XML format.If this is selected the message is transformed
Representational State Transfer (REST) - If this is selected, the message is transformed to REST.
GET: If this is selected, the message is transformed to a HTTP Get Request.

Optimize- Optimization for the message, which transfers binary data. The available values are as follows.
Leave As-Is - If this is selected, there will be no special optimization. The original message will be kept.
SwA - If this is selected, the message is optimized as a SwA (SOAP with Attachment) message.
MTOM - If this is selected, the message is optimized using a MTOM (message transmission optimization
mechanism).

Add Property This section is used to add properties to an endpoint.

Dynamic Load-balance Endpoint

The   is an   that distributes its messages (load) among application members by evaluating the load-balancingDynamic Load-balance Endpoint endpoint
policy and any other relevant parameters. These application members will be discovered using the  class, which generally uses amembershipHandler

If you want to define the URL with environment properties, you can define it as shown below.

<?xml version="1.0" encoding="UTF-8"?>
<endpoint xmlns=" "http://ws.apache.org/ns/synapse

name="JSON_EP">
  <address uri="$SYSTEM:VAR"/>
</endpoint>

Here VAR is the url you need to have set as environment property.

This is useful when you need to need to deploy the endpoint in a container.

Note
The rest of the advanced options are common for Address, WSDL, Default endpoints. See the
description of common options in .Managing Endpoints

https://www.google.com/url?q=http://ws.apache.org/ns/synapse&sa=D&source=hangouts&ust=1559292631958000&usg=AFQjCNFTfGln5E6HyLCfxHPahVItYXXobA
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group communication mechanism to discover the application members. The  attribute of the  element should be anclass membershipHandler
implementation of . You can specify  properties using the org.apache.synapse.core.LoadBalanceMembershipHandler membershipHandler pro

 elements. The  attribute of the  element specifies the load-balancing policy (algorithm) to be used for selecting theperty policy dynamicLoadbalance
next member that will receive the message.

The  attribute determines if the next member should be selected once the currently selected member has failed and defaults to true.failover

Dynamic Load-balance Endpoint Configuration

Currently the Dynamic Load-balance Endpoint does not support configuring it using a UI. However, you can configure it using its XML source code in the S
. Click   under   in the   menu tab of the Enterprise Integrator management console, to add a Dynamicource View Source View Service Bus Main

Load-balance Endpoint. The syntax is as follows.

<dynamicLoadbalance [policy="roundRobin"] [failover="true|false"]>
    <membershipHandler class="impl of
org.apache.synapse.core.LoadBalanceMembershipHandler">
      <property name="name" value="value"/>
    </membershipHandler>
</dynamicLoadbalance>

See  for an example.Sample 57: Dynamic Load Balancing between Three Nodes

Configuring Failover Endpoints

XML configuration
Handling errors in failover endpoints

Sample failover with one address endpoint
Sample failover with multiple address endpoints

With leaf endpoints, if an error occurs during a message transmission process, that message will be lost. The failed message will not be retried again.
These errors occur very rarely, but still message failures can occur. With some applications these message losses are acceptable, but if even rare
message failures are not acceptable, use the failover endpoint.

A   is a list of leaf endpoints grouped together for the purpose of passing an incoming message from one endpoint to another if a failoverFailover Group
occurs. The first endpoint in failover group is considered the primary endpoint. An incoming message is first directed to the primary endpoint, and all other
endpoints in the group serve as back-ups.

If the primary endpoint fails, the next active endpoint is selected as the primary endpoint, and the failed endpoint is marked as inactive. Thus, failover group
ensures that a message is delivered as long as there is at least one active endpoint among the listed endpoints. The ESB switches back to the primary
endpoint as soon as it becomes available. This behaviour is known as dynamic failover.

XML configuration | Handling errors in failover endpoints

XML configuration

<failover>
    <endpoint .../>+
</failover>

Handling errors in failover endpoints

Currently only the  policy is supported.roundRobin

An endpoint failure occurs when an endpoint is unable to invoke a service. An endpoint, which responds with an error is not considered a failed
endpoint.

https://docs.wso2.com/display/EI620/Sample+57%3A+Dynamic+Load+Balancing+between+Three+Nodes
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An endpoint can be in one of the following states: , T  or . You can handle errors and configure the looping between the failoverActive imeout Suspended
child endpoints via the  ,   and   properties based on these states. For more information about<timeout> <suspendOnFailure> <markForSuspension>
these states and properties, see .Endpoint Error Handling

Sample failover with one address endpoint

When message failure is not tolerable even though there is only one service endpoint, then failovers are possible with a single endpoint as shown in the
below configuration.

<endpoint name="SampleFailover">
    <failover>
        <endpoint name="Sample_First" statistics="enable" >
            <address uri="http://localhost/myendpoint"
statistics="enable" trace="disable">
                <timeout>
                    <duration>60000</duration>
                </timeout>

                <markForSuspension>
                    <errorCodes>101504, 101505, 101500</errorCodes>
                   
<retriesBeforeSuspension>3</retriesBeforeSuspension>
                    <retryDelay>10</retryDelay>
                </markForSuspension>

                <suspendOnFailure>
                    <initialDuration>1000</initialDuration>
                    <progressionFactor>2</progressionFactor>
                    <maximumDuration>64000</maximumDuration>
                </suspendOnFailure>

            </address>
        </endpoint>
    </failover>
</endpoint>

In the above example, the   endpoint is marked as   if a connection times out, closes, or sends IO errors after retrying for  miSample_First Timeout 60000
liseconds.

When one of the errors of the specified codes occurs (i.e., and , the failover will retry using the first non-suspended endpoint.101504, 101505   101500)
In this case, it is the same endpoint ( ). It will retry until the retry count (i.e. 3 in the above example) becomes 0 with a delay as specified bySample_First
the  property (i.e.,  miliseconds in the above example).<retryDelay> 10

For all the other errors, it will be marked as  . For more information about these states and properties, see  .Suspended Endpoint Error Handling

In this configuration, we assume that these errors are rare and if they happen once in a while, it is okay to retry again. If they happen frequently and
continuously, it means that it requires immediate attention to get it back to normal state.
Sample failover with multiple address endpoints

When a message reaches a failover endpoint with multiple address endpoints, it will go through its list of endpoints to pick the first one in   or Active Timeo
 state (not in the   state). Then, it will send the message using that particular endpoint.ut Suspended

If a failure occurs with the first endpoint within the failover group and if this error does not put the first endpoint into   state, the retry will happenSuspended
using the same endpoint. 

However, if the first endpoint is suspended or if an error occurs while sending the message with the first endpoint, the failover endpoint will go through the
endpoint list again from the beginning and will try to send the requests using the next endpoint, which is in the   or   state. Neverthless,Active Timeout
when the first endpoint becomes ready to send again, it will try again on the first endpoint, even though the second endpoint is still active. For more
information about these states and properties, see  .Endpoint Error Handling

The following is an example failover endpoint configuration with multiple address endpoints.

The retry count is per endpoint, not per message. The retry happens in parallel. Since messages come to this endpoint via many threads, the
same message may not be retried three times. Another message may fail and can reduce the retry count. 
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<endpoint>
    <failover>
        <endpoint name="fooEP">
            <http uri-template="http://localhost:8080/foo">
            <timeout>
                <duration>10000</duration>
                <responseAction>fault</responseAction>
            </timeout>
            <suspendOnFailure>
                <errorCodes>101503,101504,101505,101507</errorCodes>
                <initialDuration>100</initialDuration>
                <progressionFactor>1.0</progressionFactor>
                <maximumDuration>30000</maximumDuration>
            </suspendOnFailure>
        </http>
    </endpoint>
    <endpoint name="barEP">
        <http uri-template="http://localhost:8080/bar">
        <timeout>
            <duration>10000</duration>
            <responseAction>fault</responseAction>
        </timeout>
        <suspendOnFailure>
            <errorCodes>101503,101504,101505,101507</errorCodes>
            <initialDuration>100</initialDuration>
            <progressionFactor>1.0</progressionFactor>
            <maximumDuration>30000</maximumDuration>
        </suspendOnFailure>
        <retryConfig>
            <disabledErrorCodes>101507,101504</disabledErrorCodes>
        </retryConfig>
    </http>
</endpoint>
</failover>
</endpoint>

HTTP Endpoint

The  allows you to define REST  using  similar to the REST API. The URI templates allow a RESTful URI to containHTTP endpoint endpoints URI templates
variables that can be populated during mediation runtime using property values whose names have the " " prefix. An HTTP endpoint can alsouri.var.
define the particular HTTP method to use in the RESTful invocation.

XML Configuration |  | Parameters Examples

XML Configuration 

The syntax is as follows.

The  property configures the last child endpoint to stop retying by ending the loop (i.e. to make the endpoint respond back to<retryConfig>
the service), after attempting to send requests to all the child endpoints and when all the attempts fail.

<retryConfig>
        <disabledErrorCodes>101507,101504</disabledErrorCodes>
</retryConfig>

Thus, in the above configuration, erros of the codes and  stop retrying and put the endpoint to the  state.101504  101507 Timeout

https://docs.wso2.com/enterprise-service-bus/Working+with+APIs#WorkingwithAPIs-URItemplates
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<http uri-template="URI Template"
method="GET|POST|PATCH|PUT|DELETE|OPTIONS|HEAD" />

HTTP Endpoint Attributes

Attribute Description

uri-template The  that constructs the RESTful endpoint URL at runtime.URI template

method The HTTP method to use during the invocation.

Parameters

The parameters to configure an HTTP endpoint are as follows.

Parameter Name Description

Name This parameter is used to enter a unique name for the endpoint.

URI Template The URI template of the endpoint. Insert  before each variable. Click  to test the URI.uri.var. Test

Using the URI postfix property:
Let's take a look at it using an example. If you add a  between / {uri.var.context2}{uri.var.pos

, it is evaluated as an invalid invocation because  contains a  at the start.tfix} {uri.var.postfix} /

Example:

<http
uri-template="http://{uri.var.host}:{uri.var.port}/{uri.var.context1}/s
ervices/{uri.var.context2}{uri.var.postfix}" method="get">

If the endpoint URL is an encoded URL, then you need to add  when defining thelegacy-encoding:
uri-template.

e.g., uri-template="legacy-encoding:{uri.var.APIurl}"

If you want to define the URL with environment properties, you can define it as shown below.

<?xml version="1.0" encoding="UTF-8"?>
<endpoint xmlns=" "http://ws.apache.org/ns/synapse

name="JSON_EP">
  <address uri="$SYSTEM:VAR"/>
</endpoint>

Here   is the url you need to have set as environment property.VAR

This is useful when you need to need to deploy the endpoint in a container.

https://docs.wso2.com/enterprise-service-bus/Working+with+APIs#WorkingwithAPIs-URItemplates
https://www.google.com/url?q=http://ws.apache.org/ns/synapse&sa=D&source=hangouts&ust=1559292631958000&usg=AFQjCNFTfGln5E6HyLCfxHPahVItYXXobA
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HTTP Method The HTTP method to use during the invocation of the endpoint. Supported methods are as follows.

Get
Post
Patch
Put
Delete
Options
Head
Leave-as-is

Show Advanced Options Click this link if you want to add advanced options to the endpoint. See Advanced Options for details of common
advanced options you can add.

You can create HTTP endpoints by specifying values for the parameters given above.

Alternatively, you can specify one parameter as the HTTP endpoint by using multiple other parameters, and then pass that to define the HTTP endpoint as
follows:

<property name="uri.var.httpendpointurl"
expression="fn:concat($ctx:prefixuri, $ctx:host, $ctx:port,
$ctx:urlparam1, $ctx:urlparam2)" />
<send>
<endpoint>
<http uri-template="
{uri.var.httpendpointurl}
"/>
</endpoint>
</send>

Examples

Example 1 - populating an HTTP endpoint during mediation

<endpoint xmlns="http://ws.apache.org/ns/synapse" name="HTTPEndpoint">
    <http
uri-template="http://localhost:8080/{uri.var.servicepath}/restapi/{uri.
var.servicename}/menu?category={uri.var.category}&amp;type={uri.var.piz
zaType}" method="GET">
</http>
</endpoint>

The URI template variables in this example HTTP endpoint can be populated during mediation as follows:

<inSequence>           
            <property name="uri.var.servicepath"
value="PizzaShopServlet"/>
            <property name="uri.var.servicename" value="PizzaWS"/>
            <property name="uri.var.category" value="pizza"/>
            <property name="uri.var.pizzaType" value="pan"/>
            <send>
                <endpoint key="HTTPEndpoint"/>
            </send>
</inSequence>

This configuration will cause the RESTful URL to evaluate to:
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http://localhost:8080/PizzaShopServlet/restapi/PizzaWS/menu?category=pizza&type=pan

Example 2 - Sending a Message from a WebSocket Client to an HTTP Endpoint

The following sections walk you through a sample scenario that demonstrates how to send a message from a WebSocket client to an HTTP endpoint via
the ESB Profile of WSO2 Enterprise Integrator (WSO2 EI):

Introduction
Prerequisites
Configuring the sample scenario
Executing the sample scenario
Analyzing the output

Introduction

If you need to send a message from a WebSocket client to an HTTP endpoint via the ESB Profile of WSO2 EI, you need to establish a persistent
WebSocket connection from the WebSocket client to the ESB Profile of WSO2 EI.
To demonstrate this scenario, you need to create two dispatching sequences. One for the client to back-end mediation, and another for the back-end to
client mediation. Finally you need to configure the WebSocket inbound endpoint of the ESB Profile of WSO2 EI to use the created sequences and listen on
port 9091.
Prerequisites

Start the ESB Profile of WSO2 EI. For information on how to start the ESB Profile, see .Running the Product
Download the  .sample netty artifacts

Configuring the sample scenario

Create the sequence for client to back-end mediation as follows:

<sequence name="dispatchSeq" xmlns="http://ws.apache.org/ns/synapse">
  <switch source="get-property('websocket.source.handshake.present')">
    <case regex="true">
      <drop/>
    </case>
    <default>
      <call>
        <endpoint>
         <address
uri="http://www.mocky.io/v2/56f84ee5240000d1127866c8"/>
        </endpoint>
      </call>
     <respond/>
     </default>
   </switch>
</sequence>

This sequence calls an HTTP endpoint.
Create the sequence for back-end to client mediation as follows:

<sequence name="outDispatchSeq"
xmlns="http://ws.apache.org/ns/synapse">
  <log/>
  <respond/>
</sequence>

Configure the WebSocket inbound endpoint in the ESB Profile of WSO2 EI as follows to use the created sequences and listen on port 9091:

https://github.com/wso2-docs/ESB/blob/master/ESB-Artifacts/Netty_artifacts_for_WebSocket_samples/netty-example-4.0.30.Final.jar
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<inboundEndpoint name="test" onError="falut" protocol="ws"
    sequence="dispatchSeq" suspend="false"
xmlns="http://ws.apache.org/ns/synapse">
    <parameters>
        <parameter name="inbound.ws.port">9091</parameter>
        <parameter
name="ws.outflow.dispatch.sequence">outDispatchSeq</parameter>
        <parameter name="ws.client.side.broadcast.level">0</parameter>
        <parameter
name="ws.outflow.dispatch.fault.sequence">fault</parameter>
    </parameters>
</inboundEndpoint>

Executing the sample scenario

Execute the following command to start the WebSocket client:

java -DclientPort=9091 -cp netty-example-4.0.30.Final.jar:lib/*:.
io.netty.example.http.websocketx.client.WebSocketClient

Analyzing the output

If you analyze the log, you will see that a connection from the WebSocket client to the ESB Profile of WSO2 EI is established. You will also see that the
sequences are executed by the WebSocket inbound endpoint.

WSDL Endpoint

The  is an endpoint definition based on a specified WSDL document.WSDL Endpoint

The WSDL document can be specified in 2 ways:

As a URI.
As an inlined definition within the endpoint configuration.

XML Configuration | Parameters

XML Configuration

The syntax of the endpoint is as follows.
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<wsdl [uri="wsdl-uri"] service="qname" port/endpoint="qname">
    <wsdl:definition>...</wsdl:definition>?
    <wsdl20:description>...</wsdl20:description>?
    <enableRM [policy="key"]/>?
    <enableSec [policy="key"]/>?
    <enableAddressing/>?

    <timeout>
        <duration>timeout duration in milliseconds</duration>
        <action>discard|fault</action>
    </timeout>?

    <markForSuspension>
        [<errorCodes>xxx,yyy</errorCodes>]
        <retriesBeforeSuspension>m</retriesBeforeSuspension>
        <retryDelay>d</retryDelay>
    </markForSuspension>

    <suspendOnFailure>
        [<errorCodes>xxx,yyy</errorCodes>]
        <initialDuration>n</initialDuration>
        <progressionFactor>r</progressionFactor>
        <maximumDuration>l</maximumDuration>
    </suspendOnFailure>
</wsdl>

The  and  name containing the target EPR has to be specified with the  and  (or ) attributes respectively.service port service port endpoint

enableRM, , ,  and  elements are same as for an .enableSec enableAddressing suspendOnFailure timeout Address Endpoint

Parameters

Parameters available to configure a WSDL endpoint are as follows.

Parameter Name Description

Name This parameter is used to enter a unique name for the endpoint.

WSDL URI The URI of the WSDL. Click  to test the URI.Test

Service The service selected from the available services for the WSDL.

Port The port selected for the service specified in the parameter. In a WSDL, an endpoint is bound to each port insideService 
each service.

Show Advanced
Options

Click this link if you want to add advanced options for the endpoint.

Add Property Click this link if you want to add properties to the endpoint. See  for details of the available properties.Properties Reference

Load-balance Group

The distributes the messages (load) arriving at it among a set of listed  or static members by evaluating the loadLoad-balanced Group  endpoints
balancing policy and other relevant parameters.

XML Configuration | Parameters

XML Configuration

The syntax of the load balance endpoint is as follows.
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<session type="http|simpleClientSession"/>?
<loadBalance [policy="roundRobin"] [algorithm="impl of
org.apache.synapse.endpoints.algorithms.LoadbalanceAlgorithm"]
        [failover="true|false"]>
    <endpoint .../>+
    <member hostName="host" [httpPort="port"] [httpsPort="port2"]>+
</loadBalance>

The Load-balance attributes and elements:

The  attribute of the load balance element specifies the load balance policy (algorithm) to be used for selecting the target endpoint or staticpolicy
member.

The  attribute determines if the next endpoint or static member should be selected once the currently selected endpoint or staticfailover
member has failed, and defaults to true.

The  element allows to list the set of endpoints or static members among which the load has to be distributed. These endpoints canloadBalance
belong to any endpoint type (see , , , ). For example, FailoverAddress Endpoint WSDL Endpoint Default Endpoint Configuring Failover Endpoints
Endpoints can be listed inside the Load-balance endpoint to load balance between failover groups etc.

The optional  element makes the endpoint a session affinity based load balancing endpoint. If it is specified, sessions are bound tosession
endpoints in the first message and all successive messages for those sessions are directed to their associated endpoints.

The  attribute mentioned above is not applicable for session affinity based endpoints and it is always considered as set to false. If it isfailover
required to have failover behavior in session affinity based load balance endpoints, list failover endpoints as the target endpoints.

Parameters

The parameters available to configure a load-balance endpoint are as follows.

Parameter Name Description

Endpoint Name This parameter is used to enter a unique name for the endpoint.

Algorithm The algorithm on which the load balancing is based. is the default algorithm. You can also load aRound Robin 
custom algorithm. Instructions for creating a custom algorithm are included in .this article

Session Management A session management method from the load balancing group. The possible values are as follows.

None - If this is selected, session management is not used.
Transport - If this is selected, session management is done on the transport level using HTTP cookies.
SOAP - If this is selected, session management is done using SOAP sessions.
Client ID - If this is selected, session management is done using an ID sent by the client.

Session Timeout (Mills) The number of milliseconds after which the session would time out.

Tip
Currently only the  policy is supported.roundRobin

Tip
The  element cannot have both endpoint and member child elements in the same configuration. In the case of the member childloadBalance
element, the ,  and/or  attributes could be specified.hostName httpPort httpsPort

Tip
Currently there are two types of sessions supported in SAL endpoints. Namely HTTP transport based session which identifies the sessions
based on HTTP cookies and the client session which identifies the session by looking at a SOAP header sent by the client with the QName

."[http://ws.apache.org/ns/synapse]ClientID"

http://supunk.blogspot.com/2010/02/writing-load-balance-algorithm-for-wso2.html
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Add Child Click this link to add a child endpoint. The required endpoint type can be selected from the list and a section
displaying parameters relevant to the selected endpoint type will appear. You can add as many endpoints as
required to the load-balance group. See the details of child endpoints in  ,  , and Address Endpoint WSDL Endpoint C

.onfiguring Failover Endpoints

Add Property Click this link to add properties to the load-balance endpoint. See  for details of the availableProperties Reference
properties.

Indirect and Resolving Endpoints

Indirect and Resolving endpoints are endpoint configurations with a key which refers to an existing endpoint.

Indirect Endpoint

The  refers to an actual  by a key. This endpoint fetches the actual endpoint at runtime. Then it delegates the message sendingIndirect Endpoint endpoint
to the actual endpoint. When endpoints are stored in the  and referred, this endpoint can be used. The  is a static value for this endpoint.registry key

XML Configuration

<endpoint key="" name="" />

Example

In the following  configuration, the   key refers to a specific endpoint saved in the registry.Send mediator PersonInfoEpr

<send>
 <endpoint key="PersonInfoEpr"/>
</send>

Resolving Endpoint

The  refers to an actual endpoint using a dynamic key. The key is an XPath expression.Resolving Endpoint

1. The XPath is evaluated against the current message and key is calculated at run time.
2. Resolving endpoint fetches the actual endpoint using the calculated key.
3. Resolving endpoint delegates the message sending it to the actual endpoint.

When endpoints are stored in the registry and referred, this endpoint can be used.

XML Configuration

<endpoint name="" key-expression="" />

Example

In the following   configuration, the endpoint to which the message is sent is determined by the   expression.Send mediator get-property('Mail')

The XPath expression specified in a Resolving endpoint configuration derives an existing endpoint rather than the URL of the endpoint to which
the message is sent. To derive the endpoint URL to which the message is sent via an XPath expression, use the .Header Mediator

https://docs.wso2.com/display/ADMIN44x/Working+with+the+Registry
https://docs.wso2.com/display/EI650/Header+Mediator#HeaderMediator-ToHeader
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<send>
 <endpoint key-expression="get-property('Mail')"/>
</send>

Default Endpoint

The  is an  defined for adding QoS and other configurations to the endpoint which is resolved from the  address of theDefault Endpoint endpoint To
message context. All the configurations such as message format for the endpoint, the method to optimize attachments, and security policies for the
endpoint can be specified as in the . This endpoint differs from the address endpoint only in the  attribute which will not be present inAddress Endpoint URI
this endpoint.

XML Configuration | Parameters

XML Configuration

<default [format="soap11|soap12|pox|get"] [optimize="mtom|swa"]
     [encoding="charset encoding"]
     [statistics="enable|disable"] [trace="enable|disable"]>

    <enableRM [policy="key"]/>?
    <enableSec [policy="key"]/>?
    <enableAddressing [version="final|submission"]
[separateListener="true|false"]/>?

    <timeout>
        <duration>timeout duration in milliseconds</duration>
        <action>discard|fault</action>
    </timeout>?

    <markForSuspension>
        [<errorCodes>xxx,yyy</errorCodes>]
        <retriesBeforeSuspension>m</retriesBeforeSuspension>
        <retryDelay>d</retryDelay>
    </markForSuspension>

    <suspendOnFailure>
        [<errorCodes>xxx,yyy</errorCodes>]
        <initialDuration>n</initialDuration>
        <progressionFactor>r</progressionFactor>
        <maximumDuration>l</maximumDuration>
    </suspendOnFailure>
</default>

Parameters

Parameters available to configure the default endpoint are as follows.

Parameter Name Description

Name This parameter is used to define a unique name for the endpoint.
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Show Advanced Options Click this link if you want to add advanced options for the endpoint. Advanced options specific to the default
endpoint are as follows.

Format- The message format for the endpoint. The available values are as follows.
Leave As-Is: If this is selected, no transformation is done to the outgoing message.

SOAP 1.1: If this is selected the message is transformed to SOAP 1.1.
SOAP 1.2: If this is selected the message is transformed to SOAP 1.2.
Plain Old XML (POX): If this is selected the message is transformed to plain old XML format.
Representational State Transfer (REST) - If this is selected, the message is transformed to REST.
GET: If this is selected, the message is transformed to a HTTP Get Request.

Optimize- Optimization for the message, which transfers binary data. The available values are as follows.
Leave As-Is - If this is selected, there will be no special optimization. The original message will be kept.
SwA - If this is selected, the message is optimized as a SwA (SOAP with Attachment) message.
MTOM - If this is selected, the message is optimized using a MTOM (message transmission optimization
mechanism).

Add Property Click this link if you want to add properties to the endpoint. See  for further information on theProperties Reference
available properties.

Template Endpoint

Template endpoints are created based on predefined . Parameters of the endpoint template used as the target are copied to theendpoint templates
endpoint configuration. However, you can make modifications by removing some of the copied parameters and/or adding new parameters.

Parameters

Enter the required values for the following parameters.

Parameter Name Description

Name This is a  specific option. It defines the unique name of an endpoint.Default Endpoint

Address The address of the endpoint (e.g., ).http://wso2.com

Target Template The endpoint template which should be used to define the endpoint. This is specified by selecting one of the
existing templates from the  list. The parameters to be included in the endpoint you areAvailable Templates
defining will be copied from the target template. The values for these parameters can be entered in the Template

 section shown below. Click  to remove a parameter fetched from theEndpoint Parameters Delete Parameter
target template. Click  to add additional parameters.Add Parameter

Parameters The parameters of the endpoint. For example, you can add  to add the parameter name, and  to add thename uri
address etc.

You can save the endpoint configuration int he Synapse configuration or the .Registry

Recipient List Endpoint

A Recipient List endpoint can contain multiple child endpoints or member elements. It routes cloned copies of messages to each child recipient.

This will assume that all immediate child endpoints are identical in state (state is replicated) or state is not maintained at those endpoints.

XML Configuration

Note
The rest of the advanced options are common for Address, WSDL, Default endpoints. See the
description of common options in .Managing Endpoints

You can configure the Recipient List endpoint using XML. Click on the "Switch to source view" link in the "Recipient List Endpoint" page.

http://wso2.com
https://docs.wso2.com/display/ADMIN44x/Working+with+the+Registry
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<recipientlist>
    <endpoint .../>+
</recipientlist>

See the detailed information about the Endpoints properties in  .Adding an Endpoint

WebSocket Endpoint

WebSocket is a protocol that provides full-duplex communication channels over a single TCP connection, and can be used by any client or server
application. The ESB Profile of WSO2 Enterprise Integrator (WSO2 EI) provides WebSocket support via the  , WebSocket Transport WebSocket Inbound

 and  .Protocol Secure WebSocket Inbound Protocol

The following sections describe the basic use cases that can be implemented with WebSocket endpoints:

Sending a Message from a WebSocket Client to a WebSocket Endpoint
Sending a Message from a HTTP Client to a WebSocket Endpoint

Sending a Message from a WebSocket Client to a WebSocket Endpoint

The following sections walk you through a sample scenario that demonstrates how to send a message from a WebSocket client to a WebSocket endpoint
via the ESB Profile of WSO2 Enterprise Integrator (WSO2 EI):
Introduction

If you need to send a message from a WebSocket client to a WebSocket endpoint via the ESB Profile of WSO2 EI, you need to establish a persistent
WebSocket connection from the WebSocket client to the ESB Profile of WSO2 EI as well as from the ESB Profile of WSO2 EI to the WebSocket back-end.

To demonstrate this scenario, you need to create two dispatching sequences. One for the client to back-end mediation, and another for the back-end to
client mediation. Finally you need to configure the WebSocket inbound endpoint of the ESB Profile of WSO2 EI to use the created sequences and listen on
port 9091.
Prerequisites

Start the ESB Profile of WSO2 EI. For information on how to start the ESB Profile of WSO2 EI, see  .Running the Product
Download the  .sample netty artifacts

Configuring the sample scenario

Create the sequence for client to back-end mediation as follows:

<sequence name="dispatchSeq">
     <property name="OUT_ONLY" value="true"/>
     <send>
         <endpoint>
             <address uri="ws://localhost:8082/websocket"/>
         </endpoint>
     </send>
</sequence>

Create the sequence for back-end to client mediation as follows:

<sequence name="outDispatchSeq"
xmlns="http://ws.apache.org/ns/synapse">
   <log level="full"/>
   <respond/>
</sequence>

Configure the WebSocket inbound endpoint in the ESB Profile of WSO2 EI as follows to use the created sequences and listen on port 9091:

https://docs.wso2.com/display/EI650/Working+with+Endpoints+via+Tooling#WorkingwithEndpointsviaTooling-AddEndpoint
https://github.com/wso2-docs/ESB/blob/master/ESB-Artifacts/Netty_artifacts_for_WebSocket_samples/netty-example-4.0.30.Final.jar


WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 1586

<inboundEndpoint name="test" onError="fault" protocol="ws"
    sequence="dispatchSeq" suspend="false"
xmlns="http://ws.apache.org/ns/synapse">
    <parameters>
        <parameter name="inbound.ws.port">9091</parameter>
        <parameter
name="ws.outflow.dispatch.sequence">outDispatchSeq</parameter>
        <parameter name="ws.client.side.broadcast.level">0</parameter>
        <parameter
name="ws.outflow.dispatch.fault.sequence">fault</parameter>
    </parameters>
</inboundEndpoint>

Executing the sample scenario

Execute the following command to start the WebSocket client:

java -DclientPort=9091 -cp netty-example-4.0.30.Final.jar:lib/*:.
io.netty.example.http.websocketx.client.WebSocketClient

Analyzing the output

If you analyze the log, you will see that a connection from the WebSocket client to the ESB Profile of WSO2 EI is established, and the sequences are
executed by the WebSocket inbound endpoint. You will also see that the message sent to the WebSocket server is not transformed, and that the response
injected to the out sequence is also not transformed.

Sending a Message from a HTTP Client to a WebSocket Endpoint

The following sections walk you through a sample scenario that demonstrates how to send a message from a HTTP client to a WebSocket endpoint via the
ESB Profile of WSO2 Enterprise Integrator (WSO2 EI):
Introduction

If you need to send a message from a HTTP client to a WebSocket endpoint via the ESB Profile of WSO2 Enterprise Integrator, you need to establish a
persistent Websocket connection from the ESB Profile of WSO2 EI to the WebSocket back-end.

To demonstrate this scenario, you need to create two dispatching sequences. One for the client to back-end mediation, and another for the back-end to
client mediation. Then you need to create a proxy service to call the created sequences.
Prerequisites

Start the ESB Profile of WSO2 EI. For information on how to start the ESB Profile of WSO2 EI, see  .Running the Product
Download the  .sample netty artifacts
Execute the following command to start the WebSocket server on port 8082:

java -cp netty-example-4.0.30.Final.jar:lib/*:.
io.netty.example.http.websocketx.server.WebSocketServer

Configuring the sample scenario

Create the sequence for client to back-end mediation as follows:

https://github.com/wso2-docs/ESB/blob/master/ESB-Artifacts/Netty_artifacts_for_WebSocket_samples/netty-example-4.0.30.Final.jar
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<sequence name="dispatchSeq" xmlns="http://ws.apache.org/ns/synapse">
    <in>
        <property name="OUT_ONLY" value="true"/>
        <property name="FORCE_SC_ACCEPTED" scope="axis2" type="STRING"
value="true"/>
        <property name="websocket.accept.contenType" scope="axis2"
value="application/json"/>
        <send>
            <endpoint>
                <address uri="ws://localhost:8082/websocket"/>
            </endpoint>
        </send>
    </in>
</sequence>

Create the sequence for the back-end to client mediation as follows:

<sequence name="outDispatchSeq"
xmlns="http://ws.apache.org/ns/synapse">
  <log level="full"/>
</sequence>

Create a proxy service as follows to call the above sequences:

<proxy xmlns="http://ws.apache.org/ns/synapse"
       name="websocketProxy1"
       transports="http,https"
       statistics="disable"
       trace="disable"
       startOnLoad="true">
   <target inSequence="dispatchSeq" faultSequence="outDispatchSeq"/>
   <description/>
</proxy>

Executing the sample scenario

Execute the following command to invoke the proxy service:

curl -v --request POST -d "<?xml version=\"1.0\"
encoding=\"UTF-8\"?><soapenv:Envelope
xmlns:soapenv=\"http://schemas.xmlsoap.org/soap/envelope/\"><soapenv:Bo
dy><test>Value</test></soapenv:Body></soapenv:Envelope>" -H
Content-Type:"text/xml" http://localhost:8280/services/websocketProxy1

Analyzing the output

If you analyze the log, you will see that a HTTP request is sent to the WebSocket server, and that the WebSocket server injects the response to the out
sequence.

Working with Endpoints via Tooling
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6.  

7.  

8.  

You can create a new endpoint or import an existing endpoint from an XML file, such as a Synapse configuration file using WSO2 Integration Studio. 

When you create an endpoint, you need to give it a name, at which point it appears in the   section of the tool palette in WSO2 IntegrationDefined Endpoint
Studio. To use a defined endpoint, simply drag and drop the endpoint from the palette to the sequence, proxy service, or other artifact where you want to
reference it.

Creating a new endpoint

Follow these steps to create a new endpoint. Alternatively, you can  .import an existing endpoint

Open   and click  in the   tab.WSO2 Integration Studio, Miscellaneous  Create New Config Project  Getting Started

Enter a project name and click  .Finish
The new project will be listed in the project explorer.
Right click the project and go to   to open the  dialog.New  Endpoint  New Endpoint Artifact
Select   and click  .Create a New Endpoint Next
Type a unique name for the endpoint, and then specify the   you are creating.type of endpoint

 Address Endpoint  - Defines the direct URL of the service.
 Default Endpoint  - Defines additional configuration for the default target.

 Configuring Failover Endpoints  - Defines the endpoints that the service will try to connect to in case of a failure. This will take place in
a round robin manner.

 HTTP Endpoint - Defines a URI template based REST service endpoint.
 Load Balance Endpoint  - Defines groups of endpoints for replicated services. The incoming requests will be directed to these endpoints

in a round robin manner. These endpoints automatically handle the fail-over cases as well.
 -  Recipient List Group Defines the list of endpoints a message will be routed to.

 Template Endpoint  - Allows to create a custom Endpoint template.
 WSDL Endpoint  - Defines the WSDL, service and port.

Do one of the following:
To save the endpoint in an existing ESB Config project in your workspace, click   and select that project.Browse
To save the endpoint in a new ESB Config project, click  and create the new project. Create new Project
To save the endpoint in a Registry Resource Project, click  , click the   button next to Make this a Dynamic Endpoint Browse Save

 and select the registry, and then select the registry (Configuration or Governance) where you want to save the endpoint.endpoint in
Lastly, type the endpoint name in the  box. Registry Path

Click  to open the  tab and add the required properties.Add Property Properties

Parameter Name Description

Name The name of the endpoint property.

Value The value of the endpoint property.

You need to have WSO2 Integration Studio installed to create a new endpoint or to import an existing endpoint. For instructions, see Installing
.WSO2 Integration Studio

For instructions on creating a Registry Resource Project, see Working with Registry Artifacts.

https://docs.wso2.com/display/EI620/Working+with+Registry+Artifacts
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Scope The scope of the property. Possible values are as follows.
Synapse
Transport
Axis2
axis2-client

For more information about these scopes, see .XPath Extension Functions

Action This parameter allows you to delete a property.

Open the Endpoint artifact from the project explorer, go to the  view, and update the additional configurations (which changes based on theForm
type of endpoint you are creating).

Field Name Description

Suspend Error Codes This parameter allows you to select one or more error codes from the List of Values. If any of the selected
errors is received from the endpoint, the endpoint will be suspended.

Initial Duration (in mili seconds)) The time duration for which the endpoint will be suspended, when one or more suspend error codes are
received from it for the first time.

Max Duration (Millis) The maximum time duration for which the endpoint is suspended when suspend error codes are received
from it.

Factor The duration to suspend can vary from the first time suspension to the subsequent time. The factor value
decides the suspense duration variance between subsequent suspensions.

On Timeout Error codes A list of error codes. If these error codes are received from the endpoint, the request will be subjected to a
timeout.

Retry The number of re-tries in case of a timeout, caused by the above listed error codes.

Retry Delay(in milliseconds) The delay between retries in milliseconds.

Timeout Action The action to be done at a timeout situation. You can select from:

Never Timeout
Discard Message
Execute Fault Sequence

Timeout Duration (in milliseconds) The duration in milliseconds before considering a request to be subjected to a time-out.

WS-Addressing Adds WS-Addressing headers to the endpoint.

Separate Listener The listener to the response will be a separate transport stream from the caller.

WS-Security Adds WS-Security features as described in a policy key (referring to a registry location).

Non Retry Error Codes When a child endpoint of a  or  fails for one of the error codesfailover endpoint load-balance endpoint
specified here, the child endpoint will be marked for suspension and the request will not be sent to the next
endpoint in the group.

Retry Error Codes When adding a child endpoint to a  or , you can specify the errorfailover endpoint load-balance endpoint
codes that trigger this node to be  instead of suspended when that error is encountered. This isretried
useful when you know that certain errors are transient and that the node will become available again
shortly. Note that if you specify an error code as a Retry code on one node in the group but specify that
same code as a Non Retry error code on another node in the group, it will be treated as a Non Retry error
code for all nodes in the group.

Click . The endpoint is created in the   folder under the ESB Config or Registry Resource project you specified, and the endpoint Finish endpoints
opens in the editor.

Importing an endpoint

Follow these steps to import an existing endpoint from an XML file such as a Synapse configuration file, into an ESB Config project. Alternatively, you can c
.reate a new endpoint

Open   and click  in the   tab.WSO2 Integration Studio, Miscellaneous  Create New Config Project  Getting Started

https://docs.wso2.com/display/EI6xx/Accessing+Properties+with+XPath#AccessingPropertieswithXPath-XPathExtensionFunctions
https://docs.wso2.com/display/EI650/Endpoint+Error+Handling#EndpointErrorHandling-retryConfig
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Enter a project name and click  .Finish
The new project will be listed in the project explorer.
Right click the project and go to   to open the  dialog.New  Endpoint  New Endpoint Artifact
Select   and click  .Import Endpoint Next
Specify the endpoint file by typing its full path name or clicking   and navigating to the file.Browse
In the   field, specify an existing ESB Config project in your workspace where you want to save the endpoint, or clickSave Endpoint In  Create new

 to create a new ESB Config project and save the endpoint there.  Project
In the  section, select the endpoints you want to import.  Advanced Configuration
Click . The endpoints you selected are created in the   folder under the ESB Config project you specified, and the first endpoint Finish endpoints
opens in the editor.

Endpoint Error Handling

..This page describes error handling for endpoints. It contains the following sections:

Overview
Endpoint states

Active
Timeout
Suspended

Configuring leaf endpoints
"Timeout" settings
"MarkForSuspension" settings
"suspendOnFailure" settings

Dynamic endpoint failover management
Disabling endpoint suspension
Enabling the endpoint after suspension

Configuring retry
Configuring a failover endpoint 

Overview

The last step of a message processing inside WSO2 Enterprise Service Bus is to send the message to a service provider (see also Working with Mediators
) by sending the message to a listening service . During this process, transport errors can occur. For example, the connection might time out, or itendpoint
might be closed by the actual service. Therefore, endpoint error handling is a key part of any successful Enterprise Integrator deployment.

Messages can fail or be lost due to various reasons in a real TCP network. When an error occurs, if the Enterprise Integrator is not configured to accept the
error, it will mark the endpoint as failed, which leads to a message failure. By default, the endpoint is marked as failed for quite a long time, and due to this
error, subsequent messages can get lost.

To avoid lost messages, you configure error handling at the endpoint level. You should also run a few long-running load tests to discover errors and
fine-tune the endpoint configurations for errors that can occur intermittently due to various reasons.

You also have the option of using the management console to create endpoints: Click the   tab on the management console, go to Main Service
 ->  and then click the   tab. Select the type of endpoint you want to create and follow the instructions on theBus Endpoints, Add Endpoint

screen.
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For information on general error handling and error codes in the Enterprise Integrator, see .Error Handling

Endpoint states

At any given time, the state of the endpoint can be one of the following:

State Description

Active Endpoint is running and handling requests.

Timeout Endpoint encountered an error but can still send and receive messages. If it continues to encounter errors, it will be
suspended.

Suspended Endpoint encountered errors and cannot send or receive messages. Incoming messages to a suspended endpoint
result in a fault.

OFF Endpoint is not active. To put an endpoint into the OFF state, or to move it from OFF to Active, you must use JMX.

Active 

When WSO2 Enterprise Service Bus starts, endpoints are in the "Active" state and ready to handle messages. If the user does not put the endpoint into the
OFF state, it will be in the "Active" state until an error occurs.

The endpoint can be configured to stay in the "Active" state or to go to "Timeout" or "Suspended" based on the error codes you configure for those states.
When an error occurs, the endpoint checks to see whether it is a "Timeout" error first, and if not, it checks to see whether it is a "Suspended" error. If the
error is not defined for either "Timeout" or "Suspended," the error will be ignored and the endpoint will stay Active.
Timeout 

When an endpoint is in the "Timeout" state, it will continue to attempt to receive messages until one message succeeds or the maximum retry setting has
been reached. If the maximum is reached at which point the endpoint is marked as "Suspended." If one message succeeds, the endpoint is marked as
"Active."

For example, let's assume the number of retries is set to 3. When an error occurs and the endpoint is set to the "Timeout" state, the Enterprise Integrator
can try to send up to three more messages to the endpoint. If the next three messages sent to this endpoint result in an error, the endpoint is put in the
"Suspended" state. If one of the messages succeeds before the retry maximum is met, the endpoint will be marked as "Active."
Suspended 

A "Suspended" endpoint cannot send or receive messages. When an endpoint is put into this state, the Enterprise Integrator waits until after an initial
duration has elapsed (default is 30 seconds) before attempting to send messages to this endpoint again. If the message succeeds, the endpoint is marked
as "Active." If the next message fails, the endpoint is marked as "Suspended" or "Timeout" depending on the error, and the Enterprise Integrator waits
before retrying messages using the following formula:

Min(current suspension duration * progressionFactor, maximumDuration)

You configure the initial suspension duration, progression factor, and maximum duration as part of the . On each retry, thesuspendOnFailure settings
suspension duration increases, up to the maximum duration.

Configuring leaf endpoints 

The following is the configuration for the . Since we all are only interested in error configurations, the same applies for WSDL endpoints asaddress endpoint
well. The error handling configuration are as follows:

Timeout settings
MarkForSuspension settings
suspendOnFailure settings
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<address uri="endpoint address" [format="soap11|soap12|pox|get"]
    [optimize="mtom|swa"] [encoding="charset encoding"]
    [statistics="enable|disable"] [trace="enable|disable"]>
 <enableRM [policy="key"]/>?
        <enableSec [policy="key"]/>?
        <enableAddressing [version="final|submission"]
[separateListener="true|false"]/>?

        <timeout>
                <duration>timeout duration in seconds</duration>
                <responseAction>discard|fault|never</responseAction>
        </timeout>?

        <markForSuspension>
                [<errorCodes>xxx,yyy</errorCodes>]
                <retriesBeforeSuspension>m</retriesBeforeSuspension>
                <retryDelay>d</retryDelay>
        </markForSuspension>

        <suspendOnFailure>
         [<errorCodes>xxx,yyy</errorCodes>]
                <initialDuration>n</initialDuration>
                <progressionFactor>r</progressionFactor>
                <maximumDuration>l</maximumDuration>
        </suspendOnFailure>
</address>

"Timeout" settings 

Name Values Default Description

duration Miliseconds/ XPATH expression 60000 Connection timeout interval. If the
remote endpoint does not respond in
this time, it will be marked as
"Timeout." This can be defined as a
static value or as a .dynamic value

responseAction discard, fault, never never When a response comes to a timed
out request, specifies whether to
discard it or invoke the fault handler.
If you select "never", the endpoint
remains in the "Active" state.

"MarkForSuspension" settings 

Name Values Default Description
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errorCodes Comma separatedlist of error codes 101504, 101505 The defined error codes put the
endpoint into the "Timeout" state
marking it for suspension. After the
number of defined retriesBefore

 exceeds, the endpointSuspension
will be suspended.

retriesBeforeSuspension Integer 0 In the "Timeout" state this number of
requests minus one can be tried and
fail before the endpoint is marked as
"Suspended". This setting is per
endpoint, not per message, so
several messages can be tried in
parallel and fail and the remaining
retries for that endpoint will be
reduced.

retryDelay milliseconds 0 The time to wait between the last
retry attempt and the next retry.

"suspendOnFailure" settings 

Name Values Default Description

errorCodes Comma separated list of error codes All the errors except the errors
specified in markForSuspension

Only these defined error codes will
directly send the endpoint into the

. Any other error"Suspended" state
code, which is not specified under M

 will keep thearkForSuspension
endpoint in the "Active" state without
suspending.

initialDuration milliseconds 30000 After an endpoint gets "Suspended,"
it will wait for this amount of time
before trying to send the messages
coming to it. All the messages
coming during this time period will
result in fault sequence activation.

progressionFactor Integer 1 The endpoint will try to send the
messages after the initialDurat

. If it still fails, the next durationion
is calculated as:

Min(current suspension
duration *
progressionFactor,
maximumDuration)

If you do not specify these
error codes, or if you do
not specify any error
codes under suspendOn

, Failure by default, the
"HTTP Connection
Closed" (i.e., 101504) and
"HTTP Connection
Timeout" (i.e., 101505) er
rors act as "Timeout"
errors, and all other errors
will put the endpoint into
the "Suspended" state
after retrying.

If you do not specify these
error codes, by default, all
the errors except the
errors specified in markF

 willorSuspension
suspend the endpoint.

https://docs.wso2.com/display/EI650/Error+Handling#ErrorHandling-codes
https://docs.wso2.com/display/EI650/Error+Handling#ErrorHandling-codes
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maximumDuration milliseconds Long.MAX_VALUE Upper bound of retry duration.

Sample Configuration:

<endpoint name="Sample_First" statistics="enable" >
    <address uri="http://localhost/myendpoint" statistics="enable"
trace="disable">
        <timeout>
            <duration>60000</duration>
        </timeout>

        <markForSuspension>
            <errorCodes>101504, 101505</errorCodes>
            <retriesBeforeSuspension>3</retriesBeforeSuspension>
            <retryDelay>1</retryDelay>
        </markForSuspension>

        <suspendOnFailure>
            <errorCodes>101500, 101501, 101506, 101507,
101508</errorCodes>
            <initialDuration>1000</initialDuration>
            <progressionFactor>2</progressionFactor>
            <maximumDuration>60000</maximumDuration>
        </suspendOnFailure>

    </address>
</endpoint>

In this example, the errors 101504 and 101505 move the endpoint into the "Timeout" state. At that point, three requests can fail for one of these errors
before the endpoint is moved into the "Suspended" state. Additionally, errors 101500, 101501, 101506, 101507, and 101508 will put the endpoint directly
into the "Suspended" state. If a 101503 error occurs, the endpoint will remain in the "Active" state as you have not specified it under  . suspendOnFailure
The default setting to suspend the endpoint for all error codes except the ones specified under  will apply only if you do not specifymarkForSuspension
error codes under  .suspendOnFailure

When the endpoint is first suspended, the retry happens after one second. Because the progression factor is 2, the next suspension duration before retry is
two seconds, then four seconds, then eight, and so on until it gets to sixty seconds, which is the maximum duration we have configured. At this point, all
subsequent suspension periods will be sixty seconds until the endpoint succeeds and is back in the Active state, at which point the initial duration will be
used on subsequent suspensions.

Sample Configuration for Endpoint Dynamic Timeout:

Let's look at a sample configuration where you have dynamic timeout for the endpoint.

In this, the timeout value is defined using a  outside the endpoint configuration. The timeout parameter in the endpoint configuration Property mediator is
then evaluated against an XPATH expression that is used to reference and read the timeout value. Using this timeout values can be configured without
having to change the endpoint configuration. 

<sequence name=dynamic_sequence
xmlns="http://ws.apache.org/ns/synapse">
  <property name="timeout" scope="default" type="INTEGER" velue=20000>
  <send>
      <endpoint>
          <address uri="http://localhost/myendpoint">
          <timeout>
            <duration>{get-property('timeout')}</duration>
            <responseAction>discard</responseAction>
          </timeout>
      </endpoint>
  </send>
</sequence>

You also have the option of defining a dynamic timeout for the endpoint as a :local entry
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<localEntry key="timeout"><![CDATA[20000]]>
   <description/>
</localEntry>

For more information about error codes, see . Error Codes

Dynamic endpoint failover management

If a dynamic URL is used as the endpoint and if one URL fails, the endpoint is suspended even though the URL is changed dynamically. Follow the steps
given below to avoid suspension or to re-enable the endpoint. 

Disabling endpoint suspension

If you do not want the endpoint to be suspended at all, you can configure the  ,  , and   settings asTimeout MarkForSuspension suspendOnFailure
shown in the following example.

Use    to disable suspension for the endpoint under the   and   setti<errorCodes>-1</errorCodes> MarkForSuspension suspendOnFailure
ngs.
Use    under the   setting.<responseAction>fault</responseAction> <timeout>
Define the   and   properties as   under the   setting.<initialDuration> <maximumDuration> 0 suspendOnFailure

Example:

<endpoint name="NoSuspendEndpoint"> 
       <address
uri="http://localhost:9000/services/SimpleStockQuoteService"> 
           <timeout> 
               <duration>30000</duration> 
               <responseAction>fault</responseAction> 
           </timeout> 
           <suspendOnFailure> 
               <errorCodes>-1</errorCodes> 
               <initialDuration>0</initialDuration> 
               <progressionFactor>1.0</progressionFactor> 
               <maximumDuration>0</maximumDuration> 
           </suspendOnFailure> 
           <markForSuspension> 
               <errorCodes>-1</errorCodes> 
           </markForSuspension> 
       </address> 
   </endpoint>

Enabling the endpoint after suspension

Follow any of the options given below to re-enable an endpoint that is suspended.

Define the error codes that cause endpoint failure.
For example, use    to exclude the error codes from   and <errorCodes>101504, 101505</errorCodes> suspendOnFailure markForSusp

 under endpoint configuration, so that the endpoint does not get suspended for these error codes.ension
If the endpoint is defined as a registry resource, activate the endpoint through the Java Management Extension (JMX). 
For example, use the   operation for that particular endpoint in the JConsole, which comes under switchOn MBeans > org.apache.synapse >

. This activates the endpoint again. Endpoint
If the endpoint is defined under the endpoints list of the Management Console, manually activate the endpoint by clicking  .Switch On

Configuring retry

You can configure the Enterprise Integrator to enable or disable retry for an endpoint when a specific error code occurs. For example:

https://docs.wso2.com/display/EI650/Error+Handling#ErrorHandling-codes
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<endpoint>
  <address uri="http://localhost:9001/services/LBService1">
    <retryConfig>
      <disabledErrorCodes>101503</disabledErrorCodes>
    </retryConfig>
  </address>
</endpoint>
<endpoint>
  <address uri="http://localhost:9002/services/LBService1">
    <retryConfig>
      <enabledErrorCodes>101503</enabledErrorCodes>
    </retryConfig>
  </address>
</endpoint>

In this example, if the error code 101503 occurs when trying to connect to the first endpoint, the endpoint is not retried, whereas in the second endpoint, the
endpoint is always retried if error code 101503 occurs. You can specify enabled or disabled error codes (but not both) for a given endpoint.

Configuring a failover endpoint 

For information on configuring a failover endpoint to handle errors, see  .Configuring Failover Endpoints

Configuring Endpoints using REST APIs

In addition to exposing RESTful interfaces and mediating RESTful invocations by mapping REST concepts to SOAP via , you can use theproxy services
WSO2 Enterprise Integrator REST API to configure REST endpoints in the Enterprise Integrator by directly specifying HTTP verbs, URL patterns, URI
templates, HTTP media types, and other related headers. You can define REST APIs and associated resources in the Enterprise Integrator by combining
REST APIs with mediation features provided by the underlying messaging framework.

For more information, see  and  .Working with APIs Sample 800: Introduction to REST API

Working with Connectors

A connector is a collection of  that define operations users can call from their configurations to easily access specific logic for processingtemplates
messages. Typically, connectors are used to wrap the API of an external service such as Twitter or Google Spreadsheet. Each connector provides
operations that perform different actions in that service. For example, the Twitter connector has operations for creating a tweet, getting a user's followers,
and more.

WSO2 EI supports the complete list of connectors provided with WSO2 ESB. These connectors allow your message flows to connect to and interact with
services such as Twitter and Salesforce. To download a required connector, go to the  . To browse through the complete list ofWSO2 Connector Store
connectors and for information on configuring operations for each connector, see  .WSO2 Connectors Documentation

You can also  to provide access to other services. Before you use a connector or a custom connector with WSO2 EI, you need towrite your own connector
add and enable the connector in your WSO2 EI instance.

The following topics provide more information on working with connectors:

Working with Connectors via Tooling
Using a Connector

In addition to the above methods, you can enable a connector by creating a configuration file in the <EI_HOME>/repository/deployment/s
erver/synapse-configs/default/imports directory with the following configurations.

<import xmlns="http://ws.apache.org/ns/synapse"
        name="salesforce"
        package="org.wso2.carbon.connector"
        status="enabled"/>

Replace the value of the  property with the name of your connector, and name the configuration file name {org.wso2.carbon.conn
 (e.g., ector}<CONNECTOR_NAME>.xml ).{org.wso2.carbon.connector}salesforce.xml

https://docs.wso2.com/display/EI610/Sample+800%3A+Introduction+to+REST+API
https://store.wso2.com/store
https://docs.wso2.com/display/ESBCONNECTORS/WSO2+ESB+Connectors+Documentation
https://docs.wso2.com/display/ESBCONNECTORS/Writing+a+Connector
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1.  

2.  

Working with Connectors via Tooling

You can develop configurations with connectors, and deploy the configurations and connectors as composite application archive (CAR) files into WSO2 EI
using WSO2 Integration Studio.

Importing connectors
Creating a CAR file including connectors
Removing connectors

Importing connectors

Follow the steps below to import connectors into WSO2 Integration Studio:

Right-click on the ESB Config project where you want to use the connector and click  .Add or Remove Connector

On the wizard that appears, select   and click  . Add Connector Next
If you have not downloaded any connectors, select the   option to connect to the   from WSO2Connector Store location connector store
Integration Studio and import the required connectors into the workspace. Set   as the connectorhttps://store.wso2.com:9448/
store location and click  . Select the required connectors and click  .Connect Finish

You need to have WSO2 Integration Studio installed to import a connector and create configurations using the connector operations via WSO2
Integration Studio. For instructions, see .Installing WSO2 Integration Studio

https://store.wso2.com/store/
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2.  

If you have already downloaded the connectors, select the   option and browse to the connector file from the fileConnector location
system. Click  . The connector is imported into the workspace and available for use with all the projects in the workspace. Finish
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2.  

3.  

1.  

After importing the connectors into WSO2 Integration Studio, the connector operations are available in the tool palette. You can drag and drop
connector operations into your sequences and proxy services.

For complete information on each of the predefined connectors, see the .ESB connectors

Creating a CAR file including connectors

Follow the steps below to create a composite application archive (CAR) file containing the connectors:

https://docs.wso2.com/display/ESBCONNECTORS/WSO2+ESB+Connectors+Documentation
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1.  

2.  

3.  
4.  

Click   and select   under   and click  .File > New > Other Connector Exporter Project WSO2 > Extensions > Project Types Next

Enter a project name and click  .Finish

Right-click on the created connector exporter project, point to   and then click  .New Add/Remove Connectors
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4.  

5.  Click   and then select  . This will list down the connectors that have been imported into WSO2 Integration Studio.Add Connector Workspace
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5.  

6.  

7.  

Select the connector and click  .OK
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7.  

8.  

Create a Composite Application (C-App) project including the required artifacts.

Right-click on the C-App project and click   to create a CAR file out of that project.Export Composite Application Project

For more information, see  .Packaging Artifacts into Composite Applications

https://docs.wso2.com/display/ADMIN44x/Packaging+Artifacts+into+Composite+Applications
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1.  
2.  
3.  

Removing connectors

Follow the steps below to remove connectors from WSO2 Integration Studio:

Right-click on the relevant ESB Config project and click  .Add or Remove Connector
On the wizard that appears, select   and click  . Remove Connector Next
Select the connectors you want to remove and click  .Finish

Using a Connector

When a connector is , you can access its functionality by adding a reference to it from your configuration (such as in aenabled in your WSO2 EI instance
sequence) and then calling its operations. To see the operations available in a connector, view your list of connectors (on the Main tab of the Management
Console, under  click ), and then click the connector name.Connectors List

For example, if the JIRA connector is enabled in your WSO2 EI instance, and you want to use it in a sequence, you would add the following entry to your
sequence configuration to connect to JIRA:

<jira.init>
    <username>myname@mycompany.com</username>
    <password>{wso2:vault-lookup('xxxx.email.login')}</password>
    <uri>https://xxx:xx/xx</uri>
</jira.init>

Then, if you want to get an issue, you can use the JIRA connector's  operation and pass in the issue ID as follows:getIssue
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<jira.getIssue [configKey="Ref Local Entry"]>
  <issueIdOrKey>EIJAVA-2095</issueIdOrKey>
</jira.getIssue>
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Working with Business Processes

The topics in this section provide information on how you can deploy, manage, view and execute business processes.

Working with BPMN
Working with BPEL Processes and Human Tasks

Working with BPMN

The following sections demonstrate use cases of managing BPMN via the Business Process profile of WSO2 EI.

Exploring BPMN Artifacts
BPMN REST API

Exploring BPMN Artifacts

The BPMN Explorer enables users to interact with . It's a Jaggery-based, lightweight web application that you can  adeployed BPMN applications customize
nd deploy in a web server. You access the BPMN Explorer at:  . https:/<HOST_IP>:9445/bpmn-explorer/login

For more information on the underlying technologies of the below usecases (i.e., Business Process Modeling Notation (BPMN),  Business
Process Execution Language (BPEL), and Human Tasks, see Business Process Concepts.

1.  

2.  

a.  

b.  
c.  

d.  

If you want to log in to the BPMN Explorer as a user residing in a secondary user store, provide the username in the following format: <
. E.g., DOMAIN>/<USER> foo/user1

If you configured the BPMN Explorer for a tenant account, you access it at: https://<HOST_IP>/t/<TENANT_DOMAIN>/jaggery
apps/bpmn-explorer/

Configuring BPMN Explorer for a tenant account

If you are running WSO2 Enterprise Integrator in a multi-tenanted environment, follow these steps to configure the BPMN
explorer for a tenant account.

Make a copy of the <EI_HOME>/wso2/business-process/repository/deployment/server/jaggeryapps/bpmn-expl
 directory anywhere on your computer. You will make your configuration changes in this new directory.orer/

Update the   configuration file as follows:  <EXPLORER_CONFIG_TEMP> /config/config.json
Add your tenant domain as the value of the   parameter. (E.g., bpsTenantDomain "bpsTenantDomain": "wso2.bps.

) com "
Add your tenant ID as the value of the bpsTenantId parameter. (E.g.,  )"bpsTenantId" : "1"

Follow the steps below to find your tenant ID.

Log in to the Management Console of the Business Process profile using the following URL and admin/ad
 credentials: min https://<HOST_IP>:9445/carbon/

Click , and then click  in the  menu.Configure View Tenants Multitenancy
Click the corresponding  link of the tenant.Edit

View the ID of your tenant.

The rest of these instructions refer to the new directory as .<EXPLORER_CONFIG_TEMP>

https://docs.wso2.com/display/EI650/Configuring+the+Start+Event+to+Submit+Data#ConfiguringtheStartEventtoSubmitData-DeployingBPMNartifacts
https://docs.wso2.com/display/EI620/Key+Concepts#KeyConcepts-Businessprocessconcepts
https://docs.wso2.com/display/EI610/Product+Administration#ProductAdministration-Configuringmultitenancy
http://wso2.bps.com/
http://wso2.bps.com/
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The BPMN Explorer has the following features and functionalities.

Dashboard - View statistics for the deployed processes
 - View and take action on tasksTasks

Processes - View and start processes
Monitoring - Monitor process activity
Reports - Generate reports for processes 

Dashboard

Use the  tab to view statistics, such as the process instance count, and the status of process and task instances.DASHBOARD

Tasks

Use the  tab to view and take action on your BPMN tasks and to claim tasks you want to work on.TASKS

My tasks

2.  

d.  

3.  

4.  

5.  

Compress the   directory into a ZIP file, and then copy that ZIP file to the <EXPLORER_CONFIG_TEMP> <EI_HOME>/wso2/busine
 directory. You may now delete the ss-process/repository/deployment/server/jaggeryapps/ <EXPLORER_CONFIG_T

 directory.EMP>
Copy the   file to the <EI_HOME>/wso2/business-process/repository/deployment/server/webapps/bpmn.war <EI_

 directory.HOME>/wso2/business-process/repository/tenants/<TENANT_ID>/webapps/
Log in to the BPMN Explorer via the following URL and tenant's credentials: https://<HOST_IP>/t/<TENANT_DOMAIN>/jagg
eryapps/bpmn-explorer/ 
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This tab displays the task instances that are assigned to the user who is logged in. Click on a task to select it.

 C    lick the  Start  button  and complete, reject, transfer or reassign it accordingly. 

Claimable tasks

This tab displays the list of tasks that can be claimed by the user who is logged in.

Select a task and click  to claim it if it is not assigned to a user.Claim Task

Completed tasks

This tab displays the list of the completed BPMN task instances.
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Click on a task to view more information such as task description, assignee, status etc. about it.

Processes

Use the  tab to start the deployed BPMN processes and view their process diagrams.PROCESSES

Click the   of a process to view the process diagram of it.Process Definition ID
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Click the  button, fill in the required details, and click   to start it. For example, you can start the process named Start  Start  VacationRequestPro
 shown above:cess

The process will stop after the specified number of days. 

Monitoring

Use the  tab to view the activity of specific process instances using the Process Instance ID.MONITORING

Also, you can perform an advanced filtering search for a Process Instance ID.
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Reports

Click  in the  tab to generate statistical reports of the actions you performed on BPMN processes.Generate Report REPORTS

You can generate the following reports for a single process or for all processes.

Process Instance Count
Average Time Duration Of Completed Processes
Task Durations Of Completed Process
User Vs Number Of Tasks Completed
User Vs Average Time Taken to Complete Tasks
Task Instance Count Variation Over Time
Process Instance Count Variation Over Time
User Performance Of Tasks Instances Over Time

Now that you understand how to create, deploy and explore BPMN artifacts, next take a look at:

BPMN Tutorials for information on trying out end to end use cases.
BPMN Samples for information on how to run samples that are shipped with WSO2 EI.

BPMN REST API

https://docs.wso2.com/display/EI6xx/Deploying+BPMN+Artifacts
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1.  
2.  

This guide addresses the core functionalities of the BPMN REST API. There are some additional functionalities provided via the Activiti REST API. For
information on them, go to the  .Activiti User Guide

 Accessing the Business Process Profile REST services

Do the following to access the WSO2 Business Process Server REST services.

Download WSO2 Enterprise Integrator and  .start the Business Process Profile
To access the BPMN REST service, you can use the following URL pattern:  .}https://localhost:9445/bpmn/{serviceName

Following are the response codes you will receive as the output.

Response Code Description

200- Ok Indicates that the response was found and returned.

401- Unauthorized The operation failed.

The operation requires an Authentication header to be set. If this was present in the request, the supplied
credentials are not valid or the user is not authorized to perform this operation.

404- Not Found Indicates that the requested details were not found.

405 - Method Not Allowed The operation failed. The used method is not allowed for this resource.

415 - Unsupported Media Type The operation failed.

The request body contains an unsupported media type. This also occurs when the request-body JSON
contains an unknown attribute or value that does not have the right format/type to be accepted.

500 - Internal Server Error The operation failed. An unexpected exception occurred while executing the operation. The response-body
contains details about the error.

The following sections expand on the various BPMN REST services.

Deployments [  ] [  ]List all Deployments Get a Deployment

Process definitions [  ] [  ]List all Process Definitions Get a Process Definition

Process instances [  ] [  ] [  ] [ List all Process Instances Get a Process Instance Start a Process Instance Activate or Suspend a Process
 ] [  ] [  ] [  ] [ Instance Query a Process Instance Delete a Process Instance List of Variables of a Process Instance Get

 ]the value of a Variable of a Process Instance

Tasks [  ] [  ] [  ] [  ] [  ] [  ] [ List all Tasks Get a Task Query for a Task Update a Task Complete a Task Claim a Task Delegate
 ] [  ] [  ] [  ] [  ] [ a Task Resolve a Task Delete a Task Comment on a Task Get all comments on a Task Get a comment

 ] [  ]on a task Delete a comment on a task

Statistics [  ] [  ]Retrieve statistics about processes and tasks Retrieve statistics about users

Deployments

This REST service represents deployments already present in the process repository. A deployment is a container for resources such as process
definitions, images, forms, etc. When a deployment is 'deployed' through the , the Activiti engine will recognize certain of such resourceRuntimeService
types and act upon them (e.g., process definitions will be parsed to an executable Java artifact). A deployment by itself is a read-only object and its content
cannot be changed after deployment.

List all Deployments

Request Type GET

If you want to create your own external web application using the BPMN REST API, see .Sample BPMN Explorer Jaggery Application

The REST API is secured using http basic authentication mechanism. For example, the following service name lists all
deployments: . So, the complete service URL to retrieve all deployments would be: repository/deployments https://local
host:9445/bpmn/repository/deployments

If the user resides in a secondary userstore, in the HTTP basic authentication header the username should be in the following
format: . E.g., <DOMAIN>/<USER> foo/user1

http://www.activiti.org/userguide/
https://wso2.com/integration/
https://docs.wso2.com/display/EI650/Running+the+Product#RunningtheProduct-EI_BusinessProcess
https://localhost:9445/bpmn/{serviceName
http://activiti.org/javadocs/org/activiti/engine/RuntimeService.html
https://github.com/wso2/carbon-business-process/tree/master/components/bpmn/bpmn-explorer-web
https://localhost:9445/bpmn/repository/deployments
https://localhost:9445/bpmn/repository/deployments
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Request URL https://<Host Name>:<Port>/bpmn/repository/deployments

Sample URL https://localhost:9445/bpmn/repository/deployments

Details This request retrieves all the deployments from the server.

Success Response Body

{
  "data": [
    {
      "id": "27501",
      "name": "sampleJavaServiceTask.bpmn20.xml",
      "deploymentTime": "2015-03-08T18:46:14.898+05:30",
      "category": null,
      "url":
"https:\/\/localhost:9445\/bpmn\/repository\/deployments\/27501",
      "tenantId": ""
    }
  ],
  "total": 1,
  "start": 0,
  "sort": "id",
  "order": "asc",
  "size": 1
}

Get a Deployment

Request Type GET

Request URL https://<Host Name>:<Port>/bpmn/repository/deployments/{deploymentId}

Sample URL https://localhost:9445/bpmn/repository/deployments/27501

Details This request retrieves a specific deployment from the server.

Success Response Body

{
  "id": "27501",
  "name": "sampleJavaServiceTask.bpmn20.xml",
  "deploymentTime": "2015-03-08T18:46:14.898+05:30",
  "category": null,
  "url":
"https:\/\/localhost:9445\/bpmn\/repository\/deployments\/27501",
  "tenantId": ""
}

Process definitions

Process definitions are an object structure representing an executable process composed of activities and transitions. Business processes are often
created with graphical editors that store the process definition in a certain file format. These files can be added to a deployment artifact, such as a Business
Archive (.bar) file. At the time of deployment, the engine will then parse the process definition files to an executable instance of this class, that can be used
to start a ProcessInstance.
 

List all Process Definitions

Request Type GET

Request URL https://<Host Name>:<Port>/bpmn/repository/process-definitions
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Sample URL https://localhost:9445/bpmn/repository/process-definitions

Details This request retrieves all the process definitions from the server.

Success Response Body

{
  "data": [
    {
      "id": "sampleJavaServiceTask:1:27503",
      "url":
"https:\/\/localhost:9445\/bpmn\/repository\/process-definitions\/sampl
eJavaServiceTask%3A1%3A27503",
      "key": "sampleJavaServiceTask",
      "version": 1,
      "name": null,
      "description": null,
      "deploymentId": "27501",
      "deploymentUrl":
"https:\/\/localhost:9445\/bpmn\/repository\/deployments\/27501",
      "resource":
"https:\/\/localhost:9445\/bpmn\/repository\/deployments\/27501\/resour
ces\/sampleJavaServiceTask.bpmn20.xml",
      "diagramResource": null,
      "category": "https:\/\/www.bpmnwithactiviti.org",
      "graphicalNotationDefined": false,
      "suspended": false,
      "startFormDefined": false
    }
  ],
  "total": 1,
  "start": 0,
  "sort": "name",
  "order": "asc",
  "size": 1
}

Get a Process Definition

Request Type GET

Request URL https://<Host Name>:<Port>/bpmn/repository/process-definitions/{processDefinitionId}

Sample URL https://localhost:9445/bpmn/repository/process-definitions/sampleJavaServiceTask:1:27503

Details This request retrieves a specific process definition based on the specified process definition Id.

Note: You can use this request when you need to find a processDefinitionID or processDefinitionKey to
be sent with a request. In the response body below, 'id' is the processDefinitionId and 'key' is
the processDefinitionKey.
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Success Response Body

{
      "id": "sampleJavaServiceTask:1:27503",
      "url":
"https:\/\/localhost:9445\/bpmn\/repository\/process-definitions\/sampl
eJavaServiceTask%3A1%3A27503",
      "key": "sampleJavaServiceTask",
      "version": 1,
      "name": null,
      "description": null,
      "deploymentId": "27501",
      "deploymentUrl":
"https:\/\/localhost:9445\/bpmn\/repository\/deployments\/27501",
      "resource":
"https:\/\/localhost:9445\/bpmn\/repository\/deployments\/27501\/resour
ces\/sampleJavaServiceTask.bpmn20.xml",
      "diagramResource": null,
      "category": "https:\/\/www.bpmnwithactiviti.org",
      "graphicalNotationDefined": false,
      "suspended": false,
      "startFormDefined": false
 }

Process instances

This represents one execution of a process definition.

List all Process Instances

Request Type GET

Request URL https://<Host Name>:<Port>/bpmn/runtime/process-instances

Sample URL https://localhost:9445/bpmn/runtime/process-instances

Details This request retrieves all the process instances from the server.
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Success Response Body

"data": [
    {
      "id": "27504",
      "url":
"https:\/\/localhost:9445\/bpmn\/runtime\/process-instances\/27504",
      "businessKey": null,
      "suspended": false,
      "ended": false,
      "processDefinitionId": "sampleJavaServiceTask:1:27503",
      "processDefinitionUrl":
"https:\/\/localhost:9445\/bpmn\/repository\/process-definitions\/sampl
eJavaServiceTask%3A1%3A27503",
      "activityId": "waitState",
      "variables": [
        
      ],
      "tenantId": "",
      "completed": false
    }
  ],
  "total": 1,
  "start": 0,
  "sort": "id",
  "order": "asc",
  "size": 1
}

Get a Process Instance

Request Type GET

Request URL https://<Host Name>:<Port>/bpmn/runtime/process-instances/{proccessInstanceId}

Sample URL https://localhost:9445/bpmn/runtime/process-instances/27504

Details This request retrieves a specific process instance based on the specified process instance Id.

Success Response Body

{
  "id": "27504",
  "url":
"https:\/\/localhost:9445\/bpmn\/runtime\/process-instances\/27504",
  "businessKey": null,
  "suspended": false,
  "ended": false,
  "processDefinitionId": "sampleJavaServiceTask:1:27503",
  "processDefinitionUrl":
"https:\/\/localhost:9445\/bpmn\/repository\/process-definitions\/sampl
eJavaServiceTask%3A1%3A27503",
  "activityId": "waitState",
  "variables": [
    
  ],
  "tenantId": "",
  "completed": false
}

Start a Process Instance
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Request Type POST

Request URL https://<Host Name>:<Port>/bpmn/runtime/process-instances

Details This request starts a process instance. A process instance can be started using the process definition id or process
definition key or message. You need to specify either the , or the processDefinitionId processDefinitionK

 or the  in the request body. Parameters ,  and  are optional.ey message businessKey variables tenantId

It is not recommended to start a process instance using a message because it might not be able to uniquely identify
a process instance.

: It is not necessary to send in all the variables to start the process instance, sending a requestNote
body with only the ,  or message should suffice.processDefinitionId processDefinitionKey
When sending a request body with the  or message, providing the tenantId isprocessDefinitionKey
mandatory.
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Request Body Request body (start by process definition Id):

{
   "processDefinitionId":"sampleJavaServiceTask:1:27503",
   "businessKey":"myBusinessKey",
   "variables": [
      {
        "name":"myVar",
        "value":"This is a variable"
      }
   ]
}

Request body (start by process definition key):

{
   "processDefinitionKey":"sampleJavaServiceTask",
   "businessKey":"myBusinessKey",
   "tenantId": "tenant1",
   "variables": [
      {
        "name":"myVar",
        "value":"This is a variable"
      }
   ]
}

Request body (start by message):

{
   "message":"newOrderMessage",
   "businessKey":"myBusinessKey",
   "tenantId": "tenant1",
   "variables": [
      {
        "name":"myVar",
        "value":"This is a variable"
      }
   ]
}

Activate or Suspend a Process Instance

Request Type PUT

Request URL https://<Host Name>:<Port>/bpmn/runtime/process-instances/{proccessInstanceId}

Details This request is used to activate a suspended process instance or vice versa.

Send a PUT request with the given respective request body as indicated below to activate or suspend the process
instance. The response body of the request will be the same.
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Request Body Request body (activate a process instance):

{
   "action":"activate"
}

Request body (suspend a process instance):

{
   "action":"suspend"
}

Query a Process Instance

Request Type POST

Request URL https://<Host Name>:<Port>/bpmn/query/process-instances

Details This request is used to query or find a specific process instance using any of the attributes of the process instance.
The request body depicts how to query for a process instance using the processDefinitionKey. You can also use
the processDefinitionID to query for a specific process instance. 

Request Body

{
  "processDefinitionKey":"sampleJavaServiceTask"
}

Delete a Process Instance

Request Type DELETE

Request URL https://<Host Name>:<Port>/bpmn/runtime/process-instances/{proccessInstanceId}

Sample URL https://localhost:9445/bpmn/runtime/process-instances/27503

Details This request is used to delete a process instance using the process instance id to identify it. A process instance can
only be deleted if all the tasks underneath that process instance are completed or removed. There is no response
body provided when you delete a deployment, but the service status “204” indicates the deployment was found and
deleted. A service status of “404” indicates the deployment was not found.

List of Variables of a Process Instance

Request Type GET

Request URL https://<Host Name>:<Port>/bpmn/runtime/process-instances/{processInstanceId}/variables

You can retrieve the processDefinitionKey or processDefinitionID using the  serviList Process Definitions
ce.

When querying a process instance using the processDefinitionKey, providing the tenantID is mandatory.
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Sample URL https://localhost:9445/bpmn/runtime/process-instances/27503/variables

Details This request will retrieve all the variables associated with the process instances.

Success Response Body

[
   {
      "name":"intProcVar",
      "type":"integer",
      "value":123,
      "scope":"local"
   },
   {
      "name":"byteArrayProcVar",
      "type":"binary",
      "value":null,
     
"valueUrl":"https://localhost:9445/bpmn/runtime/process-instances/5/var
iables/byteArrayProcVar/data",
      "scope":"local"
   }
]

Get the value of a Variable of a Process Instance

Request Type GET

Request URL https://<Host Name>:<Port>/bpmn/runtime/process-instances/{processInstanceId}/variables/{variableName}

Sample URL https://localhost:9445/bpmn/runtime/process-instances/27503/variables/intProcVar

Details This request is used to retrieve the value of a variable in the process instance. If it is a plain variable, the value is
present in the response. Note that only local scoped variables are returned, as there is no global scope for
process-instance variables.

Success Response Body

{
      "name":"intProcVar",
      "type":"integer",
      "value":123,
      "scope":"local"
}

Tasks

This represents a task, which could be a user task, service task or other tasks provided.

List all Tasks

Request Type GET

Request URL https://<Host Name>:<Port>/bpmn/runtime/tasks

Sample URL https://localhost:9445/bpmn/runtime/tasks

Details This request will retrieve all the tasks on the server.
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Success Response Body

{
  "data": [
    {
      "assignee" : "kermit",
      "createTime" : "2015-01-17T10:17:43.902+0000",
      "delegationState" : "pending",
      "description" : "Task description",
      "dueDate" : "2015-01-17T10:17:43.902+0000",
      "execution" : "https://localhost:9445/bpmn/runtime/executions/5",
      "id" : "8",
      "name" : "My task",
      "owner" : "owner",
      "parentTask" : "https://localhost:9445/bpmn/runtime/tasks/9",
      "priority" : 50,
      "processDefinition" :
"https://localhost:9445/bpmn/repository/process-definitions/bpmnTaskPro
cess%3A1%3A4",
      "processInstance" :
"https://localhost:9445/bpmn/runtime/process-instances/5",
      "suspended" : false,
      "taskDefinitionKey" : "theTask",
      "url" : "https://localhost:9445/bpmn/runtime/tasks/8",
      "tenantId" : null
    }
  ],
  "total": 1,
  "start": 0,
  "sort": "name",
  "order": "asc",
  "size": 1
}

Get a Task

Request Type GET

Request URL https://<Host Name>:<Port>/bpmn/runtime/tasks/{taskId}

Sample URL https://localhost:9445/bpmn/runtime/tasks/8

Details This request is used to retrieve a task uniquely using the task Id.
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Success Response Body

{
  "assignee" : "kermit",
  "createTime" : "2015-01-17T10:17:43.902+0000",
  "delegationState" : "pending",
  "description" : "Task description",
  "dueDate" : "2015-01-17T10:17:43.902+0000",
  "execution" : "https://localhost:9445/bpmn/runtime/executions/5",
  "id" : "8",
  "name" : "My task",
  "owner" : "owner",
  "parentTask" : "https://localhost:9445/bpmn/runtime/tasks/9",
  "priority" : 50,
  "processDefinition" :
"https://localhost:9445/bpmn/repository/process-definitions/bpmnTaskPro
cess%3A1%3A4",
  "processInstance" :
"https://localhost:9445/bpmn/runtime/process-instances/5",
  "suspended" : false,
  "taskDefinitionKey" : "theTask",
  "url" : "https://localhost:9445/bpmn/runtime/tasks/8",
  "tenantId" : null
}

Query for a Task

Request Type POST

Request URL https://<Host Name>:<Port>/bpmn/query/tasks

Sample URL https://localhost:9445/bpmn/query/tasks

Details This request is used to query for a task, the query can be executed for any of the attributes of a task. Please check
the response body for the attributes.

Sample Request Body

{
  "name" : "My task",
  "assignee": "kermit",
  "priority": 50
}
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Success Response Body

{
  "data": [
    {
      "assignee" : "kermit",
      "createTime" : "2015-01-17T10:17:43.902+0000",
      "delegationState" : "pending",
      "description" : "Task description",
      "dueDate" : "2015-01-17T10:17:43.902+0000",
      "execution" : "https://localhost:9445/bpmn/runtime/executions/5",
      "id" : "8",
      "name" : "My task",
      "owner" : "owner",
      "parentTask" : "https://localhost:9445/bpmn/runtime/tasks/9",
      "priority" : 50,
      "processDefinition" :
"https://localhost:9445/bpmn/repository/process-definitions/bpmnTaskPro
cess%3A1%3A4",
      "processInstance" :
"https://localhost:9445/bpmn/runtime/process-instances/5",
      "suspended" : false,
      "taskDefinitionKey" : "theTask",
      "url" : "https://localhost:9445/bpmn/runtime/tasks/8",
      "tenantId" : null
    }
  ],
  "total": 1,
  "start": 0,
  "sort": "name",
  "order": "asc",
  "size": 1
}

Update a Task

Request Type PUT

Request URL https://<Host Name>:<Port>/bpmn/runtime/tasks/{taskId}

Details This request can be used to update any of the attributes of the task. All request values are optional. For example,
you can only include the assignee attribute in the request body JSON-object, only updating the assignee of the
task, leaving all other fields unaffected. When an attribute is explicitly included and is set to null, the task-value will
be updated to null. For example, {"dueDate" : null} will clear the due date of the task.

Not all fields have to be sent when a request is sent as the fields are optional.

Request Body

{
  "assignee" : "assignee",
  "delegationState" : "resolved",
  "description" : "New task description",
  "dueDate" : "2015-01-17T13:06:02.438+02:00",
  "name" : "New task name",
  "owner" : "owner",
  "parentTaskId" : "3",
  "priority" : 20
}

Complete a Task
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Request Type POST

Request URL https://<Host Name>:<Port>/bpmn/runtime/tasks/{taskId}

Details This request can be used to complete a task.

Request Body

{
  "action" : "complete"
}

Claim a Task

Request Type POST

Request URL https://<Host Name>:<Port>/bpmn/runtime/tasks/{taskId}

Details This request can be used to claim a task. You can claim a task only if there is no assignee or it has been assigned
to a candidate group and you are a part of that group.

Request Body

{
  "action" : "claim",
  "assignee" : "userWhoClaims"
}

Delegate a Task

Request Type POST

Request URL https://<Host Name>:<Port>/bpmn/runtime/tasks/{taskId}

Details This request can be used to delegate a task.

Request Body

{
  "action" : "delegate",
  "assignee" : "userToDelegateTo"
}

Resolve a Task

Request Type POST

Request URL https://<Host Name>:<Port>/bpmn/runtime/tasks/{taskId}

Details This request can be used to resolve a task.
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Request Body

{
  "action" : "resolve"
}

Delete a Task

Request Type DELETE

Request URL https://<Host
Name>:<Port>/bpmn/runtime/tasks/{taskId}?cascadeHistory={cascadeHistory}&deleteReason={deleteReason}

Details This request is used to delete a task. A task can be deleted only if its not a part of a workflow or if it is in the
resolved or completed state. The request is compiled of the taskId, which is the ID of the task to be deleted,
cascadeHistory is a boolean value that is used to indicate whether or not to delete the HistoricTask instance when
deleting the task (if applicable). If not provided, this value defaults to false. Delete reason is the reason why the task
is deleted. This value is ignored when cascadeHistory is true.

There is no response body provided when you delete a Task, but the service status “204” indicates the task was
found and deleted. A service status of “404” indicates the deployment was not found.

Comment on a Task

Request Type POST

Request URL https://<Host Name>:<Port>/bpmn/runtime/tasks/{taskId}/comments

Details This request is used to add a comment to the task.

Parameter saveProcessInstanceId is optional. If true, this saves the process instance id of the task with the
comment.

Request Body

{
  "message" : "This is a comment on the task.",
  "saveProcessInstanceId" : true
}

Success Response Body

{
  "id" : "123",
  "taskUrl" :
"https://localhost:9445/bpmn/runtime/tasks/101/comments/123",
  "processInstanceUrl" :
"https://localhost:9445/bpmn/history/historic-process-instances/100/com
ments/123",
  "message" : "This is a comment on the task.",
  "author" : "kermit",
  "time" : "2015-0-13T13:13:52.232+08:00"
  "taskId" : "101",1
  "processInstanceId" : "100"
}

Get all comments on a Task
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Request Type GET

Request URL https://<Host Name>:<Port>/bpmn/runtime/tasks/{taskId}/comments

Sample URL https://localhost:9445/bpmn/runtime/tasks/8/comments

Details This request is used to retrieve all the comments in a task.

Request Body

[
  {
    "id" : "123",
    "taskUrl" :
"https://localhost:9445/bpmn/runtime/tasks/101/comments/123",
    "processInstanceUrl" :
"https://localhost:9445/bpmn/history/historic-process-instances/100/com
ments/123",
    "message" : "This is a comment on the task.",
    "author" : "kermit"
    "time" : "2015-01-13T13:13:52.232+08:00"
    "taskId" : "101",
    "processInstanceId" : "100"
  },
  {
    "id" : "456",
    "taskUrl" :
"https://localhost:9445/bpmn/runtime/tasks/101/comments/456",
    "processInstanceUrl" :
"https://localhost:9445/bpmn/history/historic-process-instances/100/com
ments/456",
    "message" : "This is another comment on the task.",
    "author" : "gonzo",
    "time" : "2015-01-13T13:13:52.232+08:00"
    "taskId" : "101",
    "processInstanceId" : "100"
  }
]

Get a comment on a task

Request Type GET

Request URL https://<Host Name>:<Port>/bpmn/runtime/tasks/{taskId}/comments/{commentId}

Sample URL https://localhost:9445/bpmn/runtime/tasks/8/comments/123

Details This request is used to get a specific comment on a specific task.
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Success Response Body

{
  "id" : "123",
  "taskUrl" :
"https://localhost:9445/bpmn/runtime/tasks/101/comments/123",
  "processInstanceUrl" :
"https://localhost:9445/bpmn/history/historic-process-instances/100/com
ments/123",
  "message" : "This is a comment on the task.",
  "author" : "kermit",
  "time" : "2015-01-13T13:13:52.232+08:00"
  "taskId" : "101"
  "processInstanceId" : "100"
}

Delete a comment on a task

Request Type DELETE

Request URL https://<Host Name>:<Port>/bpmn/runtime/tasks/{taskId}/comments/{commentId}

Sample URL https://localhost:9445/bpmn/tasks/8/comments/123

Details This request is used to delete a specific comment on a task. There is no response body provided when you delete a
comment on a task, but the service status “204” indicates the comment was found and deleted. A service status of
“404” indicates the deployment was not found.

Statistics

This section provides details on the BPMN statistics REST API and the methods used to generate statistics in the BPMN-explorer. The following section
provides detailed information on each method that can be used to retrieve statistics.

All methods of the REST API will be invoked after the base URL.

Base URL
Base URL: https://<hostname>:<port-name>/bpmn/stats/

Retrieve statistics about processes and tasks

Method get:/process-instances/count

Description Retrieves the process count of deployed processes.

Parameters Header Parameter - Media types acceptable for the response. the default is JSON.

Return Type Deployed processes with their process count.
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Example Data

{
 "data": [
 {
 "processDefinitionId": "helloWorldProcess:1:11",
 "deployedProcessCount": 1
 },
 {
 "processDefinitionId": "manualTaskProcess:1:15",
 "deployedProcessCount": 4
 }
 ]
}

Method get:/process-instances/state/all/count/

Description Retrieves the number of process instances with various states.

Parameters Header Parameter - Media types acceptable for the response. the default is JSON.

Return Type Count of process instances in each state. 
States: Completed, Active, Suspended, Failed

Example Data

{
 "data": [
 {
 "count": 2,
 "statusOfProcessOrTask": "Completed"
 },
 {
 "count": 4,
 "statusOfProcessOrTask": "Active"
 },
 {
 "count": 0,
 "statusOfProcessOrTask": "Suspended"
 },
 {
 "count": 0,
 "statusOfProcessOrTask": "Failed"
 }
 ]
}

Method get:/task-instances/status/all/count

Description Retrieves the number of task instances with various states.

Parameters Header Parameter - Media types acceptable for the response. the default is JSON.

Return Type Count of task instances in each state.

States: Completed, Active, Suspended, Failed
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Example Data

{
 "data": [
 {
 "count": 4,
 "statusOfProcessOrTask": "Completed"
 },
 {
 "count": 4,
 "statusOfProcessOrTask": "Active"
 },
 {
 "count": 0,
 "statusOfProcessOrTask": "Suspended"
 },
 {
 "count": 0,
 "statusOfProcessOrTask": "Failed"
 }
 ]
}

Method get:/process-instances/duration/average

Description Retrieves the average time duration of completed processes.

Parameters Header Parameter - Media types acceptable for the response. The default is JSON.

Return Type Completed processes and the average time duration for each process.

Example Data

{
 "data": [
 {
 "processDefinitionId": "helloWorldProcess:1:11",
 "averageTimeForCompletion": 0.26085
 },
 {
 "processDefinitionId": "manualTaskProcess:1:15",
 "averageTimeForCompletion": 24.555516666666666
 }
 ]
}

Method get:/task-instances/duration/avarage/{pid}

Description Retrieves the average time duration of each task in a completed process.

Parameters pId: process Definition Id of the process (required).

Header Parameter - Media types acceptable for the response. The default is JSON.

Return Type Completed tasks with their average time duration for each completed process.
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Example Data

Request – > /task-instances/duration/avarage/manualTaskProcess:1:15

{
 "data": [
 {
 "taskDefinitionKey": "orderConfirmed",
 "averageTimeForCompletion": 722751
 },
 {
 "taskDefinitionKey": "placeOrder",
 "averageTimeForCompletion": 4117232
 },
 {
 "taskDefinitionKey": "statusOfDelivery",
 "averageTimeForCompletion": 7973
 }
 ]
}

Method get:/task-instances/count/variation

Description Retrieves the task variation over time i.e., tasks started and completed over the months.

Parameters Header Parameter - Media types acceptable for the response. The default is JSON.

Return Type Number of tasks started and completed over the months.
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Example Data

{
 "data": [
 {
 "startedInstances": 10,
 "completedInstances": 4,
 "month": "Jan"
 },
 {
 "startedInstances": 6,
 "completedInstances": 3,
 "month": "Feb"
 },
 {
 "startedInstances": 9,
 "completedInstances": 9,
 "month": "March"
 },
 {
 "startedInstances": 2,
 "completedInstances": 4,
 "month": "April"
 },
 {
 "startedInstances": 0,
 "completedInstances": 0,
 "month": "May"
 },
 {
 "startedInstances": 11,
 "completedInstances": 7,
 "month": "June"
 },
 {
 "startedInstances": 14,
 "completedInstances": 12,
 "month": "July"
 },
 {
 "startedInstances": 4,
 "completedInstances": 3,
 "month": "Aug"
 },
 {
 "startedInstances": 2,
 "completedInstances": 1,
 "month": "Sep"
 },
 {
 "startedInstances": 2,
 "completedInstances": 2,
 "month": "Oct"
 },
 {
 "startedInstances": 0,
 "completedInstances": 0,
 "month": "Nov"
 },
 {
 "startedInstances": 10,
 "completedInstances": 7,
 "month": "Dec"
 }
 ]
}
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Method get:/process-instances/count/variation

Description Retrieves the process variation over time i.e., process instances started and completed over the months.

Parameters Header Parameter - Media types acceptable for the response. The default is JSON.

Return Type Number of process instances started and completed over the months.
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Example Data

{
 "data": [
 {
 "startedInstances": 3,
 "completedInstances": 3,
 "month": "Jan"
 },
 {
 "startedInstances": 10,
 "completedInstances": 5,
 "month": "Feb"
 },
 {
 "startedInstances": 8,
 "completedInstances": 6,
 "month": "March"
 },
 {
 "startedInstances": 3,
 "completedInstances": 2,
 "month": "April"
 },
 {
 "startedInstances": 14,
 "completedInstances": 12,
 "month": "May"
 },
 {
 "startedInstances": 20,
 "completedInstances": 12,
 "month": "June"
 },
 {
 "startedInstances": 6,
 "completedInstances": 3,
 "month": "July"
 },
 {
 "startedInstances": 0,
 "completedInstances": 0,
 "month": "Aug"
 },
 {
 "startedInstances": 6,
 "completedInstances": 1,
 "month": "Sep"
 },
 {
 "startedInstances": 9,
 "completedInstances": 7,
 "month": "Oct"
 },
 {
 "startedInstances": 11,
 "completedInstances": 10,
 "month": "Nov"
 },
 {
 "startedInstances": 6,
 "completedInstances": 3,
 "month": "Dec"
 }
 ]
}
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Method get:/processes/

Description Get all the deployed processes.

Parameters Header Parameter - Media types acceptable for the response. The default is JSON.

Return Type Deployed processes

Example Data

{
 "data": [
 "helloWorldProcess:1:11",
 "manualTaskProcess:1:15",
 "testProcess:1:4",
 "userTaskProcess:1:10"
 ]
}

Retrieve statistics about users

Method get:/user-performance/variation/{assignee}

Description Get the task variation of each user over time i.e., tasks started and completed by each user over the months.

Parameters assignee: user (required).

Header Parameter - Media types acceptable for the response. Default is JSON

Return Type Number of tasks started and completed over the months by the selected user.
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Example Data

{
 "data": [
 {
 "startedInstances": 3,
 "completedInstances": 4,
 "month": "Jan"
 },
 {
 "startedInstances": 10,
 "completedInstances": 8,
 "month": "Feb"
 },
 {
 "startedInstances": 6,
 "completedInstances": 5,
 "month": "March"
 },
 {
 "startedInstances": 4,
 "completedInstances": 2,
 "month": "April"
 },
 {
 "startedInstances": 9,
 "completedInstances": 10,
 "month": "May"
 },
 {
 "startedInstances": 7,
 "completedInstances": 6,
 "month": "June"
 },
 {
 "startedInstances": 5,
 "completedInstances": 2,
 "month": "July"
 },
 {
 "startedInstances": 0,
 "completedInstances": 0,
 "month": "Aug"
 },
 {
 "startedInstances": 1,
 "completedInstances": 1,
 "month": "Sep"
 },
 {
 "startedInstances": 2,
 "completedInstances": 2,
 "month": "Oct"
 },
 {
 "startedInstances": 10,
 "completedInstances": 6,
 "month": "Nov"
 },
 {
 "startedInstances": 5,
 "completedInstances": 4,
 "month": "Dec"
 }
 ]
}
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Working with BPEL Processes and Human Tasks

This section provides information on deploying and managing WS-BPEL processes and WS-Human Tasks.

Exploring BPEL Workflows
Retrieving Information About BPEL Processes via APIs
Working with Endpoint References
Exploring Human Tasks
Configuring Human Task Coordination
Writing a Human Task Artifact

Exploring BPEL Workflows

After , you can use the Management Console of the Business Process profile to explore it. To do this, in the Managementdeploying BPEL Workflows
Console, click Main  Manage  Processes  List  BPEL and click the Process ID of the deployed process.

You view the below Information Dashboard.

Also, o n the Management Console,  .nce the process is deployed, it will be exposed as a BPEL service. I click Main  Manage  Services   List
You will view the service of the BPEL process listed under  .Deployed Services

You can manage the BPEL service from here just like any other Web service. For instructions, see  .Working with Services

https://docs.wso2.com/display/EI650/Echoing+a+Message+Using+a+Simple+BPEL+Process#EchoingaMessageUsingaSimpleBPELProcess-DeployingtheBPELWorkflow
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This Information Dashboard contains the following sections:

Process Details 
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Instance Summary 
WSDL Details   

Partner Links
TryIt  
WSDL 1.1 and WSDL 2.0

Process Definition 
Process Visualization 

Process Details 

You view the following information about the process under .Process Details

Process ID: A unique ID to identify the deployed BPEL process.
: If a package with an existing name is uploaded, the processes in the package will be versioned. All old processes in the package will beVersion

retired and new version deployed. Since there is only package-level versioning available, the new package should include all the processes
defined in the old package, even though you may only need to update a single process in that package. 
Status: Status of the process. Can be either "Active" or "Retired". 

: Date and time of the package deployment.Deployed Date
 Package Name:  The name of the package containing at least the deployment descriptor and one or more process definitions (BPEL), WSDL and

XSDs.
: You view the following information about the deployment in the  .Deployment Information Deployment Descriptor
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Instance Summary 

When a process is triggered by a user through the TryIt tool for example, an instance of that process is created in EI Business Process. Each process can
have numerous instances. They are summarized graphically with statuses in summary as follows.
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WSDL Details  

 

Partner Links

Partner links are created for other partner processes that are called by the BPEL process you deploy. For more information on partner links, see BPEL 2.0
. Specification

 TryIt  

The "Try this service" link directs you to a new window where the operations available the BPEL service is displayed. Using this window, you can check
whether the service provides the desired output. The URL for invoking the TryIt tool can also be appended by concatenating the endpoint URL of your
service with the following string: 

?tryit : Ajax client for simple, generic interactions with the service.      

The TryIt link will be enabled in your service dashboard only if  " feature of the WSO2 feature repository is installed in your Carbon"org.wso2.carbon.tryit
instance. For instructions on triggering the TryIt tool, see  . Try It

WSDL 1.1 and WSDL 2.0

Click on the links to the WSDL 1.1 and the WSDL 2.0 to open the page with XML configuration. The URLs for the WSDL files of the service can also be
appended by concatenating the endpoint URL of the service with the following strings:

?wsdl2 : WSDL 2.0 description of the service
?wsdl : WSDL 1.1 description of the service

The WSDLs describe the operations the service exposes, the structure of the XML that is sent and received by each operation, and how to communicate
with the service to retrieve the XML content. By default, six different types of endpoints are deployed. Each of these endpoint types are represented by the
WSDL 2.0 <endpoint> elements of the service, and by the <binding> elements which these endpoints refer to. The default six types of endpoints are as
follows:

SOAP 1.2 over HTTP
SOAP 1.1 over HTTP
Plain old XML/REST over HTTP
SOAP 1.2 over HTTPS
SOAP 1.1 over HTTPS
Plain old XML/REST over HTTPS

Process Definition 

The BPEL code for the process. For example,

http://docs.oasis-open.org/wsbpel/2.0/OS/wsbpel-v2.0-OS.html#_Toc164738486
http://docs.oasis-open.org/wsbpel/2.0/OS/wsbpel-v2.0-OS.html#_Toc164738486
https://docs.wso2.com/display/EI6xx/Working+with+Services#WorkingwithServices-TryIt
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Process Visualization 

The graphical workflow of the process. For example,

Now that you understand how to create, deploy and explore BPEL artifacts, next take a look at:

BPEL and Human Tasks Tutorials for information on trying out end to end use cases.
BPEL Samples for information on how to run samples that are shipped with WSO2 EI.

Retrieving Information About BPEL Processes via APIs

The Business Process profile of WSO2 EI has a management API for you to retrieve information on deployed processes, running and completed instances,
variables, values etc. It consists of the below services. You can find the methods that are  in the below WSDL files.available

Process Management
Instance Management
Package Management

https://github.com/wso2/carbon-business-process/blob/v4.4.10/service-stubs/bpel/org.wso2.carbon.bpel.skeleton/src/main/resources/process_mgt.wsdl
https://github.com/wso2/carbon-business-process/blob/v4.4.10/service-stubs/bpel/org.wso2.carbon.bpel.skeleton/src/main/resources/instance_mgt.wsdl
https://github.com/wso2/carbon-business-process/blob/v4.4.10/service-stubs/bpel/org.wso2.carbon.bpel.skeleton/src/main/resources/package_mgt.wsdl
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1.  

You can invoke the above services via any web service client.

The below sections walk you through the instructions on retrieving information about managing BPEL processes and instances from the management API
via a sample Java client. You can customize this client based on your requirements.

Creating the Sample Client
Creating the Maven Project
Creating the Java Package
Creating the Java Class

Executing the Sample Client

Creating the Sample Client

Follow the steps below to create the sample Java Client using WSO2 EI Tooling.

Creating the Maven Project

Create a Maven Project using the following information. For instructions, see  .Creating the Maven project

Group Id: org.wso2.bpel
Artifact Id : BPELSampleClient

 

It is mandatory to authenticate the user before invoking management services.

You can skip step 5 since you do not need to add external JAR files in this example.
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1.  

2.  

3.  

Creating the Java Package

Create a Java Package inside the Maven Project using the following information. For instructions, see Creating the Java Package for the
.Maven Project

Name: org.wso2.bpel.bpelclient.v1

Creating the Java Class

Create a Java Class inside the Maven Project using the following information. For instructions, see   .Creating the Java Class for the Maven Project
Name: BPSManagementClient
 

https://docs.wso2.com/display/EI650/Working+with+Service+Tasks#WorkingwithServiceTasks-CreatingtheJavaPackagefortheMavenProject
https://docs.wso2.com/display/EI650/Working+with+Service+Tasks#WorkingwithServiceTasks-CreatingtheJavaPackagefortheMavenProject
https://docs.wso2.com/display/EI650/Working+with+Service+Tasks#WorkingwithServiceTasks-CreatingtheJavaClassfortheMavenProject
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3.  

4.  
 

 In the  Project Explorer, double-click on the BPSManagementClient.java file and replace its source with the below content. 

BPSManagementClient.java

package org.wso2.bpel.bpelclient.v1;

import java.rmi.RemoteException;

import org.apache.axis2.client.Options;
import org.apache.axis2.client.ServiceClient;
import org.apache.axis2.context.ServiceContext;
import org.apache.axis2.transport.http.HTTPConstants;
import org.wso2.carbon.authenticator.stub.AuthenticationAdminStub;
import org.wso2.carbon.authenticator.stub.Login;
import
org.wso2.carbon.authenticator.stub.LoginAuthenticationExceptionExceptio
n;
import org.wso2.carbon.bpel.stub.mgt.InstanceManagementException;
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import org.wso2.carbon.bpel.stub.mgt.InstanceManagementServiceStub;
import org.wso2.carbon.bpel.stub.mgt.ProcessManagementException;
import org.wso2.carbon.bpel.stub.mgt.ProcessManagementServiceStub;
import org.wso2.carbon.bpel.stub.mgt.types.LimitedInstanceInfoType;
import org.wso2.carbon.bpel.stub.mgt.types.LimitedProcessInfoType;
import org.wso2.carbon.bpel.stub.mgt.types.PaginatedInstanceList;
import org.wso2.carbon.bpel.stub.mgt.types.PaginatedProcessInfoList;

public class BPSManagementClient {

    final String backendServerURL = "https://localhost:9445/services/";
    final String AUTHENTICATION_ADMIN_SERVICE = "AuthenticationAdmin";
    final String trustStore =
"/Users/praneesha/Documents/Product_Packs/wso2ei-6.3.0/repository/resou
rces/security";
    String userName = "admin";
    String password = "admin";
    String clientIPAddr = "localhost";
    String cookie = null;

    public static void main(String[] args) {
        boolean isLogged = false;
        BPSManagementClient client = new BPSManagementClient();
        try {
            isLogged = client.authenticate();
            PaginatedProcessInfoList processList = null;
            if (isLogged) {
                System.out.println("User: " + client.userName + "
loggin successful");
                processList = client.listProcessesPaginated("name}}*
namespace=*", "deployed name", 0);
                LimitedProcessInfoType[] processes =
processList.getProcessInfo();
                if (processes != null) {
                   
System.out.println("---------------------------PROCESS
LIST---------------------------");
                    String leftAlignFormat = "| %-60s | %-10s | %-10s |
%-20s | %-30s | %n";

                   
System.out.format("+---------------------------------------------------
-----------+------------+------------+----------------------+----------
----------------------+%n");
                    System.out.format("| %-60s | %-10s | %-10s | %-20s
| %-30s | %n", "PROCESS ID", "STATUS", "VERSION", "PACKAGE", "DEPLOYED
ON");
                   
System.out.format("+---------------------------------------------------
-----------+------------+------------+----------------------+----------
----------------------+%n");

                    for (LimitedProcessInfoType process: processes) {
                        System.out.format(leftAlignFormat,
process.getPid(), process.getStatus(), process.getVersion(),
process.getPackageName(),
process.getDeployedDate().getTime().toString());
                    }
                   
System.out.format("+---------------------------------------------------
-----------+------------+------------+----------------------+----------
----------------------+%n");

                } else {
                    System.out.println("NULL process list");
                }
                System.out.println("\n");
                PaginatedInstanceList instanceList =
client.listInstancesPaginated("pid=*", "pid", 10, 0);
                LimitedInstanceInfoType[] instances =
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instanceList.getInstance();
                if (instances != null) {
                   
System.out.println("---------------------------INSTANCE
LIST---------------------------");

                    String leftAlignFormat = "| %-60s | %-10s | %-10s |
%n";

                   
System.out.format("+---------------------------------------------------
-----------+------------+------------+%n");
                    System.out.format("| %-60s | %-10s | %-10s | %n",
"PROCESS ID", "TASK ID", "STATUS");
                   
System.out.format("+---------------------------------------------------
-----------+------------+------------+%n");

                    for (LimitedInstanceInfoType instance: instances) {
                        System.out.format(leftAlignFormat,
instance.getPid(), instance.getIid(), instance.getStatus());
                    }
                   
System.out.format("+---------------------------------------------------
-----------+------------+------------+%n");

                } else {
                    System.out.println("NULL instance list");
                }
            } else {
                System.out.println("User: " + client.userName + "
loggin FAILED!");
            }
        } catch (LoginAuthenticationExceptionException e) {
            System.out.println("User: " + client.userName + " login
failed due to :" + e);
        } catch (RemoteException | ProcessManagementException |
InstanceManagementException e) {
            System.out.println("Error while retriving process list " +
e);
        }
    }

    public boolean authenticate() throws RemoteException,
LoginAuthenticationExceptionException {
        String serviceURL = backendServerURL +
AUTHENTICATION_ADMIN_SERVICE;
        AuthenticationAdminStub authenticationAdminStub = new
AuthenticationAdminStub(null, serviceURL);
        Login loginRequest = new Login();
        loginRequest.setUsername(userName);
        loginRequest.setPassword(password);
        loginRequest.setRemoteAddress(clientIPAddr);
        System.setProperty("javax.net.ssl.trustStore", trustStore +
"/client-truststore.jks");
        System.setProperty("javax.net.ssl.trustStorePassword",
"wso2carbon");

        boolean isLogged = authenticationAdminStub.login(userName,
password, "localhost");
        if (isLogged) {
            System.out.println("Login Successful");
            ServiceContext serviceContext =
authenticationAdminStub._getServiceClient().getLastOperationContext()
                .getServiceContext();
            cookie = (String)
serviceContext.getProperty(HTTPConstants.COOKIE_STRING);
            System.out.println(cookie);
        }
        return isLogged;
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4.  

    }

    public PaginatedProcessInfoList listProcessesPaginated(String
filter, String orderBy, int pageNumber)
    throws RemoteException, ProcessManagementException {
        String serviceURL = backendServerURL +
"ProcessManagementService";
        ProcessManagementServiceStub stub = new
ProcessManagementServiceStub(null, serviceURL);
        ServiceClient client = stub._getServiceClient();
        Options option = client.getOptions();
        option.setManageSession(true);
       
option.setProperty(org.apache.axis2.transport.http.HTTPConstants.COOKIE
_STRING, cookie);
        return stub.getPaginatedProcessList(filter, orderBy,
pageNumber);
    }

    public PaginatedInstanceList listInstancesPaginated(String filter,
String orderBy, int limit, int pageNumber)
    throws RemoteException, InstanceManagementException {
        String serviceURL = backendServerURL +
"InstanceManagementService";
        InstanceManagementServiceStub stub = new
InstanceManagementServiceStub(null, serviceURL);
        ServiceClient client = stub._getServiceClient();
        Options option = client.getOptions();
        option.setManageSession(true);
       
option.setProperty(org.apache.axis2.transport.http.HTTPConstants.COOKIE
_STRING, cookie);
        return stub.getPaginatedInstanceList(filter, orderBy, limit,
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5.  

pageNumber);
    }
}

In the Project Explorer, double-click on the pom.xml file and replace its source with the below content.
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pom.xml

<project xmlns="http://maven.apache.org/POM/4.0.0"
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
xsi:schemaLocation="http://maven.apache.org/POM/4.0.0
http://maven.apache.org/xsd/maven-4.0.0.xsd">
    <modelVersion>4.0.0</modelVersion>
    <groupId>org.wso2.bpel</groupId>
    <artifactId>BPELSampleClient</artifactId>
    <version>0.0.1-SNAPSHOT</version>
    <repositories>
        <repository>
            <id>wso2.releases</id>
            <name>WSO2 internal Repository</name>
           
<url>http://maven.wso2.org/nexus/content/repositories/releases/</url>
            <releases>
                <enabled>true</enabled>
                <updatePolicy>daily</updatePolicy>
                <checksumPolicy>ignore</checksumPolicy>
            </releases>
        </repository>
    </repositories>
    <dependencies>
        <dependency>
            <groupId>org.apache.axis2.wso2</groupId>
            <artifactId>axis2</artifactId>
            <version>1.6.1-wso2v27</version>
        </dependency>
        <dependency>
            <groupId>org.wso2.carbon.business-process</groupId>
            <artifactId>org.wso2.carbon.bpel.stub</artifactId>
            <version>4.4.70</version>
        </dependency>
        <dependency>
            <groupId>org.wso2.carbon</groupId>
            <artifactId>org.wso2.carbon.authenticator.stub</artifactId>
            <version>4.4.6</version>
        </dependency>
    </dependencies>
</project>
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1.  

2.  

Executing the Sample Client

Follow the steps below to execute the above Sample Client.

Start the Business Process Profile and log in to the Management Console using admin/admin credentials. For instructions, see Starting the
.product profiles

In the , right click on the  file and click   .Project Explorer pom.xml Run As 6 Maven Install

You need to have at least one BPEL  deployed and one instance created to view them in the output. Also, this package sample client
uses the default username (admin), password (admin) credentials to log in to the Business Process Profile and retrieve the
information. 

https://docs.wso2.com/display/EI650/Running+the+Product#RunningtheProduct-Startingtheproductprofiles
https://docs.wso2.com/display/EI650/Running+the+Product#RunningtheProduct-Startingtheproductprofiles
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2.  

3.  In the  , right click on the  and click   .Project Explorer BPELSampleClient Run As 1 Java Application
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3.  

You view the output printed in the Terminal. This includes information about the BPEL processes and instances, which are currently deployed in
the Business Process profile.
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1.  

Working with Endpoint References

An endpoint reference holds information to call a service. The simplest endpoint reference is usually a URL but it can also be much more complex.

In BPEL, endpoint references ( ) are modeled as partner link roles. When defining a partner link, two roles that can be defined are  and EPRs myRole partn
:erRole

<partnerLink name="responderPartnerLink"
partnerLinkType="test:ResponderPartnerLinkType" myRole="main"
partnerRole="responder" initializePartnerRole="yes"/>

Both  and  represent EPRs. So when assigning partner link roles or invoking partners, you are using EPRs behind the scene. partnerRole myRole

The following is a sample configuration for  .securedinvoke.epr

<wsa:EndpointReference
        xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
        xsi:schemaLocation="http://www.w3schools.com uep_schema.xsd"
        xmlns:wsa="http://www.w3.org/2005/08/addressing"
        xmlns:wsdl11="http://schemas.xmlsoap.org/wsdl/">
  
<wsa:Address>https://localhost:9443/services/UserRegistrationService</w
sa:Address>
</wsa:EndpointReference>

There are multiple ways you can store EPR file(s).

Package it with the BPEL process. A sample tree structure of the BPEL package is given below.
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1.  

2.  

3.  

   In the  file, you can specify the file path as follows:deploy.xml

<endpoint xmlns="http://wso2.org/bps/bpel/endpoint/config"
endpointReference="securedinvoke.epr" />

 
Store in the registry (config or governance registry). You can specify the file path in the  file as follows:deploy.xml

<endpoint xmlns="http://wso2.org/bps/bpel/endpoint/config"
endpointReference="conf:/securedinvoke.epr" /> OR <endpoint
xmlns="http://wso2.org/bps/bpel/endpoint/config"
endpointReference="gov:/securedinvoke.epr" />

Store in the file system. You can specify the file path relative to the CARBON_HOME  in the   fas follows deploy.xml
ile: 

<endpoint xmlns="http://wso2.org/bps/bpel/endpoint/config"
endpointReference="./../../../../repository/conf/securedinvoke.epr" />

The following is a sample  configuration:deploy.xml
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3.  

4.  

<deploy xmlns="http://www.apache.org/ode/schemas/dd/2007/03"
xmlns:sample="http://wso2.org/bps/sample"
xmlns:services.core.ndatasource.carbon.wso2.org="http://services.core.n
datasource.carbon.wso2.org">
  <process name="sample:AdminServiceInvokeSample">
 <active>true</active>
 <retired>false</retired>
 <process-events generate="all"/>
 <provide partnerLink="client">
   <service name="sample:AdminServiceInvokeSample"
port="AdminServiceInvokeSamplePort"/>
 </provide>
 <invoke partnerLink="dataSourcePL">
   <service
name="services.core.ndatasource.carbon.wso2.org:NDataSourceAdmin"
port="NDataSourceAdminHttpsSoap11Endpoint">
     <endpoint xmlns="http://wso2.org/bps/bpel/endpoint/config"
endpointReference="./../../../../repository/conf/securedinvoke.epr" />
   </service>
 </invoke>
  </process>
</deploy>

Configuring EPR for accessing basic-auth enabled services

A sample EPR configuration is given below. Add values for ‘ ’ and ‘ ’ to invoke the service whichauthorization-username authorization-password
are secured with basic authentication.

<wsa:EndpointReference
        xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
        xsi:schemaLocation="http://www.w3schools.com uep_schema.xsd"
        xmlns:wsa="http://www.w3.org/2005/08/addressing"
        xmlns:wsdl11="http://schemas.xmlsoap.org/wsdl/">
 <wsa:Address>https://localhost:9443/services/UserRegistrationService</
wsa:Address>
 <wsa:Metadata>
           <id>SInvokeEPR</id>
           <transport type="http">
         <authorization-username>admin</authorization-username>
         <authorization-password>admin</authorization-password>
           </transport>
 </wsa:Metadata>
</wsa:EndpointReference>

Securely storing the password in an EPR file

All WSO2 products, by default, come with a secure vault implementation, which is a modified version of synapse secure vault. It provides capability to
securely store sensitive data such as plain-text passwords in configuration files of the WSO2 Carbon platform, such as user-mgt.xml, Carbon.xml,
Axis2.xml, registry.xml etc. All WSO2 Carbon-based products inherit the secure vault implementation from the core Carbon platform. For more information,
see  in the WSO2 Administration Guide.Carbon Secure Vault Implementation

WSO2 Business Process Server provides the feature to securely store sensitive data in unified endpoint reference configuration files, using the Secure
Vault functionality. Users can encrypt their passwords using tokens instead of the actual password inside the data service configuration file. The
instructions below explain how to secure passwords in a data source configuration.

Run the ciphertool script from the  directory.<BPS_HOME>/bin
Linux: sh ciphertool.sh -Dconfigure
Windows: ciphertool.bat -Dconfigure

To encrypt the plain text using ciphertool, run the ciphertool script again without  option. It asks for the KeyStore Password of the-Dconfigure
running Carbon instance. The default is .wso2carbon
Provide the plain text value that needs to be encrypted and the tool returns the encrypted text value.

https://docs.wso2.com/display/ADMIN44x/Carbon+Secure+Vault+Implementation
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Update the  file by adding a new alias (any name of your<BPS_HOME>/repository/conf/security/cipher-text.properties
preference) and the encrypted value. E.g., BPELEPR.Password=[admin].
Update the  file by uncommenting secret alias (e.g.:<BPS_HOME>/repository/conf/security/cipher-tool.properties
BPELEPR.Password) and providing the EPR file name along with the xpath for the authorization-password. E.g.,
BPELEPR.Password=securedinvoke.epr//EndpointReference/Metadata/transport/authorization-password,false

The following is a sample   configuration:deploy.xml

<?xml version="1.0" encoding="UTF-8" standalone="no"?>

<wsa:EndpointReference
     xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
     xsi:schemaLocation="http://www.w3schools.com uep_schema.xsd"
     xmlns:wsa="http://www.w3.org/2005/08/addressing"
     xmlns:wsdl11="http://schemas.xmlsoap.org/wsdl/"
    xmlns:svns="http://org.wso2.securevault/configuration">
 <wsa:Address>https://localhost:9443/services/NDataSourceAdmin/</wsa:Ad
dress>
 <wsa:Metadata>
       <id>SInvokeEPR</id>
       <transport type="http">
       <authorization-username>admin</authorization-username>
      <authorization-password
svns:secretAlias="BPELEPR.Password">password</authorization-password>
       </transport>
   </wsa:Metadata>
</wsa:EndpointReference>

Exploring Human Tasks

Most business processes depict real-life, business or scientific scenarios, which need the interactions of a human at least once in its workflow design.
Typically, these interactions are initiated by the process itself, and requests a user input to proceed. These human interactions, which are initiated by
business processes are referred to as Human Tasks. 

After deploying Human Tasks, you can use the  of the Business Process profile to explore it. To do this, in the ManagementHuman Task Explorer
Console, click Main  Manage  Processes  List  BPEL and click the Process ID of the deployed process.

Adding a human task
Using the Human Task Explorer

Login
Inbox
Task View
Claimable Tasks

Adding a human task

The "Deployed Task Configurations" window opens with the newly-added human task listed. For example, 
Package Name: The name of the package.
Task Definition: The task definition
Type: Whether this definition is a Task or a Notification
Status: The package status.

Click on a selected "Task Definition". 

Multiple secret aliases are supported.

https://docs.wso2.com/display/EI650/Simulating+a+Simple+Order+Approval+Process#SimulatingaSimpleOrderApprovalProcess-DeployingtheHumanTaskProject
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Using the Human Task Explorer

You can access the WS-HumanTask-Explorer of EI Business Process via  .https://<hostIP>:9445/humantask-explorer/login

Login

After login with valid username and password, user will be directed to the task inbox.

Inbox

Tasks assigned to logged-in user are listed in the MY TASKS tab.

Click on a task list entry, the user will be directed to the task view. Tasks can be filtered based on status by clicking on the particular status in left sidebar.

Task View

Task view display the detailed description of the task. The content of the UI depends on the relationship of logged-in user and the viewed task.

Task Abstract List down abstract details (subject, description)

https://localhost:9445/WS-Humantask-Explorer/login
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Task Operations (1) Provide support to change state of the task (only provided to task owner)

Start : Start progress of the task

Stop : Stop progress

Release : Release assigned task (release operation will update state of the task to READY, which allowing other
users to claim it to themselves)

Suspend : suspend task.

Resume : resume suspended task

Fail : fail the task

Assign : assign task to another user.

Skip: skip a task from further action

Note that allowed operations differ depending on the state of the task and user permissions.

Additional Task information (2) Additional information related to the task. This section consists of three tabs:

Comments : list down comments added by users (users can add comments to tasks, which are viewable to
them)
History : list down history details of state changes of the task
Attachments : list down attachments related to the task including downloading (users can add/download
attachments to tasks, which are viewable to them) and uploading attachments.

Summary (3) Summary of task information

Claimable Tasks

All the tasks which is claimable to the logged-in user, are listed down in the claimable tasks tab.

 

 

By clicking on each entry, the user can view the task and claim it in the task view.

 

 

When viewing a claimable task, which is in READY state(not assigned to a particular user), the task view is similar to above. The viewer can assign it to
himself by clicking the claim button, located top left corner among task operations.

Apart from the pages explained above, Notification tab displays the notifications to the user. Search tab can be used to search tasks. Search has options to
search by task status and category. Results can be ordered based on the task name, created date, updated date or priority.

For a set of samples on managing human tasks, see  .Human Task Samples

Configuring Human Task Coordination

Human Task coordination

https://docs.wso2.com/display/EI611/Human+Task+Samples
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Components
Compliance with WS-Humantask-1.1, BPEL4People-1.1 and WS-Coordination-1.2

Enabling human task coordination
Creating a predefined user for authentication
Creating a tenant for authentication

Securing username/password with secure vault
Step 1: Add secret aliases to configurations files
Step 2: Modify "cipher-text.properties" file
Step 3: Modify "cipher-tool.properties" file
Step 4: Run the Cipher tool

Enabling registration service and task registration
Configuring load balancer for human task coordination

Human Task coordination

This section explains the Human Task Coordination protocol implementation of the Business Process profile. Human Task Coordination Protocol is used to
coordinate between the task process and Task Parent. The following diagram from the WS-Human Task specification shows how the coordination context
is used alone with the task parents protocol handler and task processor protocol handler for coordination.

Human task coordination is useful for the following scenarios:

A BPEL process (task parent) has created some tasks in the task processor. If the BPEL process instance is terminated due to some condition, it
is necessary to exit all the task instances within the human task engine since, the task parent is no longer active. This activity can be performed
using the coordination protocol by keeping track of all the tasks that are associated with a given task parent.
Additionally, when a task is skipped or when a fault happens from the task engine side, this information needs to be sent to the task creating BPEL
process.

Components

The following are the various components involved in the process of human task coordination.

Components Details Configuration

B4P component
(org.wso2.carbon.bpel.b4p)

Acts as a task parent and undertakes coordination
between the task engine and itself.

Publishes ws-coordination registration service.

Configured using the b4p-coordination-config.xml file
located at <EI_HOME>/wso2/business-process/co
nf/b4p-coordination-config.xml

Human task engine
(org.wso2.carbon.humantask)

Task Processor. Publishes protocol handler service per
tenant.

Configured using the  file located at humantask.xml <EI
/humantas_HOME>/wso2/business-process/conf

k.xml

 

Human task coordination module
(org.wso2.carbon.humantask.coo
rdination.module)

An Axis2 module that intercepts the coordination
message to do the initial coordination with the Task
Parent.

Configured using the  file located at humantask.xml <EI
/humantas_HOME>/wso2/business-process/conf

k.xml

Compliance with WS-Humantask-1.1, BPEL4People-1.1 and WS-Coordination-1.2

Human task protocol messages

The following protocol messages are supported by task engine and task parent.
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1.  
2.  

1.  

2.  

Protocol Message Receiver

Exit Task Engine

Skip B4P module ( Task Parent )

Fault B4P module ( Task Parent )

Human task context support

The following optional override attributes are accepted by the Task Engine:

Priority
isSkipable

Other human task context attributes are not supported with the current implementation.

Protocol handlers

Task Engine

Task Engine creates a protocol handler (HumanTaskProtocolHandler admin service) per tenant. These services are secured with HTTP basic
authentication and hence only available as HTTPS transport.
Task Parent

The B4P module does not create a separate protocol handler service, but it re-uses a task's CallBack service as it’s Protocol Handler. This service does not
support protocol messages defined in Human Task spec 1.1 section 8.2.1, However, it supports corresponding functionalities using custom soap headers.

Registration service (ws-coordination)

Registration service is used to coordinate task parent and task engine during task creation phase. This service is secured as an admin service and each
tenant has its own registration service.

Note:- This service can be skipped using configuration XML file and it is not compliant with ws-coordination 1.2 and ws-humantask 1.1. In this case Task
parent predicts Task Engine's Protocol Handler URL by using Task's service URL. By default this configuration is enabled since within a Business Process
profile cluster, coordination function is achievable without the registration service and reduces the additional overhead introduced by the registration
service.

Enabling human task coordination

For the human task coordination to function properly, you need to enable task coordination at both the Task Parent and Task Processor. In the Business
Process profile of WSO2 EI, you can enable this feature in both Task Parent (B4P module) and Task Processor using the following configuration options.
The following steps address human task processor configuration.

Navigate to the  directory in your local machine and open the  configuration file.<EI_HOME>/wso2/business-process/conf/ humantask.xml
Set the   entry to true.TaskCoordinationEnabled

<HumanTaskCoordination>
 <TaskCoordinationEnabled>true</TaskCoordinationEnabled>
</HumanTaskCoordination>

Use the following steps to enable HumanTask Coordination in the B4P module (Task Parent).

Navigate to the  directory in your local machine /conf/<EI_HOME>/wso2/business-process and open the b4p-coordination-co
 file. nfig.xml

Set the  entry to true.TaskCoordinationEnabled

<HumanTaskCoordinationConfiguration>
 <TaskCoordinationEnabled>true</TaskCoordinationEnabled>
</HumanTaskCoordinationConfiguration>

Coordination Protocol Services and Registration service are implemented as WSO2 Carbon admin services. In order to access these services, a user
needs to be authenticated to the system. In the Business Process profile task coordination, these services are authenticated using a user created in the
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Business Process profile and configured within the config files. You can either create an individual user for authentication, or create an entire tenant where
all users within it can authenticate task coordination. See the sections below:

Components
Compliance with WS-Humantask-1.1, BPEL4People-1.1 and WS-Coordination-1.2
Creating a predefined user for authentication
Creating a tenant for authentication
Step 1: Add secret aliases to configurations files
Step 2: Modify "cipher-text.properties" file
Step 3: Modify "cipher-tool.properties" file
Step 4: Run the Cipher tool

Creating a predefined user for authentication

Use the following instructions to create a role and a user.

Step 1: Create a role

Start the Business Process profile If it is not started already.
Go to the  menu in the management console and navigate to  > .Configure Users and Roles Role
Click " ".Add New Role
Enter a name for the role (e.g.: htcoordinatorRole) and click .Next
Select the following permissions for the newly created role.

All Permissions \ Admin Permissions \ Login
All Permissions \ Admin Permissions \ Manage \ HumanTask \ View Task List

Click .Finish

Step 2: Create a user for the above created role

Go to the   menu in the management console and navigate to  > .Configure Users and Roles Users
Click " ".Add New User
Enter relevant values in the username and password fields.
Click .Next
Select the rolename defined above for the role
Click .Finish

Step 3: Configure the above created user in b4p-coordination-config.xml

Navigate to the  directory in your local machine and o/conf/<EI_HOME>/wso2/business-process pen the b4p-coordination-con
 file.fig.xml

Set the username and password in the  entry as follows.TaskProtocolHandlerAuthentication

<TaskProtocolHandlerAuthentication>
 <Username>htcoor</Username>
 <Password>htcooradmin</Password>
</TaskProtocolHandlerAuthentication>

Step 4: Configure the above created user in humantask.xml

Navigate to the   directory and open the   configuration file /conf/<EI_HOME>/wso2/business-process humantask.xml

Set the username and password in the  entry as follows. RegistrationServiceAuthentication

<RegistrationServiceAuthentication>
 <Username>htcoor</Username>
 <Password>htcooradmin</Password>
</RegistrationServiceAuthentication>

These are minimum permission requirements.
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Creating a tenant for authentication

Step 1: Create a registry resource in the tenant's configuration registry

Start the Business Process profile If it is not started already.
Navigate to  in the   menu of the management console and click on  Registry>Browse Main /_system/config.

Click on e and fill the form using the values listed below for guidance. Entries>Add Resourc
Method: Create Text Content
Name: TaskCoordination
Media type: text/plain

Click   to finish adding the resource.Add

Step 2: Create username and password registry properties and define credentials

 Click on the registry resource you created (Task Coordination) found under the  section. Entries

You can configure two users for Humantask engine and B4P module.
You can secure (encrypt) the plain text entries for the username and password in the configuration files using the WSO2 Secure vault
tool. See advanced configuration section for this configuration. 
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Add two new registry properties for the resource called "Username" and "Password", and define the tenant coordination user credentials. To do

this, click and enter the following values. Properties>Add New Property 
Username Property
Name: username

 (username value)Value:
Password Property
Name: password

 (password value)Value:

Click  to finish adding the property.Add

The following are advanced configurations which can be made for human task coordination:

Securing username/password with secure vault

You can secure (encrypt) username/password fields in the  and  config files using WSO2 secure vault tool. b4p-coordination-config.xml humantask.xml

Step 1: Add secret aliases to configurations files

Navigate to the   directory in your local machine and open the  file./<EI_HOME>/wso2/business-process conf/ b4p-coordination-config.xml
Add humantask secret aliases to  as shown below.TaskProtocolHandlerAuthentication

<TaskProtocolHandlerAuthentication>
 <Username
svns:secretAlias="HumanTask.ProtocolHandler.Username">user</Username>
 <Password
svns:secretAlias="HumanTask.ProtocolHandler.Password">password</Passwor
d>
</TaskProtocolHandlerAuthentication>

Navigate to the  directory in your local machine and open the  configuration file./conf/<EI_HOME>/wso2/business-process humantask.xml
Add B4P secret aliases to  as shown below.RegistrationServiceAuthentication
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<RegistrationServiceAuthentication>
 <Username
svns:secretAlias="B4P.RegistrationService.Username">user</Username>
 <Password
svns:secretAlias="B4P.RegistrationService.Password">password</Password>
</RegistrationServiceAuthentication>

Step 2: Modify "cipher-text.properties" file

Add the above secret aliases with plain text username/password values enclosed by square brackets to the  file located at cipher-text.properties
./conf/security<EI_HOME>/wso2/business-process

B4P.RegistrationService.Username=[admin.username]
B4P.RegistrationService.Password=[admin.password]
HumanTask.ProtocolHandler.Username=[admin2.username]
HumanTask.ProtocolHandler.Password=[admin2.username]

An example configuration for user "admin" with password "admin123" is as follows:

B4P.RegistrationService.Username=[admin]
B4P.RegistrationService.Password=[admin123]
HumanTask.ProtocolHandler.Username=[admin]
HumanTask.ProtocolHandler.Password=[admin123]

Update other secret aliases values (username/password) if not updated yet.

Step 3: Modify "cipher-tool.properties" file

Add the following entries to cipher-tool.properties file located at conf/security./<EI_HOME>/wso2/business-process

HumanTask.ProtocolHandler.Username=b4p-coordination-config.xml//HumanTa
skCoordinationConfiguration/TaskProtocolHandlerAuthentication/Username,
true
HumanTask.ProtocolHandler.Password=b4p-coordination-config.xml//HumanTa
skCoordinationConfiguration/TaskProtocolHandlerAuthentication/Password,
true
B4P.RegistrationService.Username=humantask.xml//HumanTaskServerConfig/H
umanTaskCoordination/RegistrationServiceAuthentication/Username,true
B4P.RegistrationService.Password=humantask.xml//HumanTaskServerConfig/H
umanTaskCoordination/RegistrationServiceAuthentication/Password,true

Step 4: Run the Cipher tool

Go to  directory and run the Cipher tool using the following command:<EI_HOME>/wso2/business-process/bin
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sh ciphertool.sh -Dconfigure

Enabling registration service and task registration

The registration service is used by the task engine to register a task with the Task Parent (B4P module). This service is compliant with HumanTask 1.1
Specification. However, Task Registration introduces an overhead as additional Web service invocations are required. Hence, if it is within the same
Business Process profile cluster and in the super tenant mode (default deployment), skipping the registration service improves performance in the system.
The registration service is disabled by default. You can enable the registration service as shown in the following steps:

Navigate to the  directory in your local machine and open the  file./conf/<EI_HOME>/wso2/business-process b4p-coordination-config.xml
Set the  entry to true.RegistrationServiceEnabled

<RegistrationServiceEnabled>true</RegistrationServiceEnabled>

Navigate to the  directory in your local machine and open the  configuration file./conf/<EI_HOME>/wso2/business-process humantask.xml
Set the  entry to true.TaskRegistrationEnabled

<TaskRegistrationEnabled>true</TaskRegistrationEnabled>

Configuring load balancer for human task coordination

If task processors are clustered, use the following configuration to enter the URL for the load balancer.

Navigate to the   directory in your local machine and open the   fil /conf/<EI_HOME>/wso2/business-process b4p-coordination-config.xml
e.

Uncomment the  entry and set  as follow.ClusteredTaskEngines LoadBalancerURL

<ClusteredTaskEngines>
 <LoadBalancerURL>http://bps.loadblancer-url.com</LoadBalancerURL>
</ClusteredTaskEngines>

Navigate to the   directory in your local machine and open the   configuration /conf/<EI_HOME>/wso2/business-process humantask.xml
file.
Uncomment the  entry and set  as follow.ClusteredTaskEngines LoadBalancerURL

This will create encrypted values for given plain text values. If this was successfully completed, Cipher tool will replace values in configuration
file with dummy values and the human task coordination feature will read those configurations using Secure Vault.

If you want to change encrypted values, run the Cipher tool again with the  parameter.-Dchange

sh ciphertool.sh -Dchange
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<ClusteredTaskEngines>
 <LoadBalancerURL>http://bps.loadblancer-url.com</LoadBalancerURL>
</ClusteredTaskEngines>

Writing a Human Task Artifact

Business processes cannot always proceed in a fully automated manner. They need human interaction as a means of decision making, error handling and
exception cases. For example, canceling a flight due to a strike or bankruptcy, deciding whether to accept the claim based on the requested amount etc.
Human tasks provide the specification to define tasks performed by human beings.

Sample scenario

When a user requests a claim to be approved by the system, the system automatically approves claims under an amount of 1000 .This is a simple BPEL
process. If the claim exceeds 1000, it will be handed over to the regional clerk who checks the claim amount along with the user information, decides
whether or not to approve it, and the final decision is sent to the user. So when the claim is higher than 1000, it will be processed as a human task. The
sample process is shown below.

Writing human tasks

The basic process is designed as a normal BPEL process with an IF component. For human tasks, we use the bpel4people activity remote task. It will get

Fault Protocol Messages are not generated by the Task Engine as the Task engine does not generate faults during the execution of a task.
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the input from the claim approval request such as the name and amount, and the output is sent via a claim approval callback service as true or false. The
user can then see the final decision. This process needs some presentation elements. Task UI is implemented using JSP.

There is a predefined package structure which makes the work easier. As an initial step, you should create a package structure in your local directory.

Package structure of an HT artifact

There are four components in the HT package.

.ht file
htconfig.xml file
<Service>.wsdl
Web folder

.ht file

The .ht file contains the information about the human task of the BPEL process. It is an XML-based file consisting of a predefined set of human task
description elements. The table below shows the basic elements and their descriptions with some examples from the .ClaimsApprovalTask sample

Element Description

<htd:humanInteractions> Contains declarations of elements from the WS- HumanTask namespace, that is ,<htd:logicalPeopleGroups>
   and <htd:tasks> . <htd:notifications>

<htd:import> This is used to import the appropriate WSDL files. You should correctly specify the name spaces.

Example:

<htd:import namespace="http://reminder.sample.humantask.wso2.org"
location="OrderProcessReminder.wsdl"
importType="http://schemas.xmlsoap.org/wsdl/">

This topic explains how to write the human tasks yourself and describes the various configurations you can use. You can view a completed
version of the human tasks configuration in the  <EI_HOME>/samples/business-process/  directory and unzipping the .zip file.humantask
See  for information on how to set up and run this sample.here

https://docs.wso2.com/display/EI611/Claims+Approval+Task+Sample
https://docs.wso2.com/display/EI611/Claims+Approval+Task+Sample
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<htd:logicalPeopleGroups> This is used to specify logical people groups used in an inline human task or a people activity. The name attribute
contains the name of the logical people group. The name must be unique among the names of all logical people

  For example:groups defined within the <  Interactions>htd:human element.

<htd:logicalPeopleGroups>

        <htd:logicalPeopleGroup name="regionalClerks">
            <htd:documentation xml:lang="en-US">
                The group of clerks responsible for the region
specified.
            </htd:documentation>
            <htd:parameter name="role" type="xsd:string"/>
        </htd:logicalPeopleGroup>

        <htd:logicalPeopleGroup name="regionalManager">
            <htd:documentation xml:lang="en-US">
                The manager responsible for the region specified.
            </htd:documentation>
            <htd:parameter name="role" type="xsd:string"/>
        </htd:logicalPeopleGroup>

        <htd:logicalPeopleGroup name="clerksManager">
            <htd:documentation xml:lang="en-US">
                The manager of the clerk whose user ID is passed as
parameter.
            </htd:documentation>
            <htd:parameter name="role" type="xsd:string"/>
        </htd:logicalPeopleGroup>

        <htd:logicalPeopleGroup name="directorClaims">
            <htd:documentation xml:lang="en-US">
                The functional director responsible for claims
processing.
            </htd:documentation>
        </htd:logicalPeopleGroup>

</htd:logicalPeopleGroups>
 
<htd:logicalPeopleGroups>
       <htd:logicalPeopleGroup name="regionalClerks">
           <htd:documentation xml:lang="en-US">
               The group of clerks responsible for the region
specified.
           </htd:documentation>
           <htd:parameter name="role" type="xsd:string"/>
       </htd:logicalPeopleGroup>

    <htd:logicalPeopleGroup>
     .....
    </htd:logicalPeopleGroup>
</htd:logicalPeopleGroups>
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<htd:tasks> Specifies the human tasks used in the business process.

<htd:tasks>
        <htd:task1>
        <htd:task2>
        <htd:task3>
<htd:tasks>

<htd:task> This is used to provide the definition of an inline human task. The name attribute specifies the name of the task.
The name must be unique among the names of all tasks defined within the  element.<htd:tasks>

It also consists of the ,  and  <htd:interface> <htd:peopleAssignments> <htd:presentationElements>
elements which are used to described the task.

<htd:task name="OrderProcess">  
 <htd:interface />
 <htd:peopleAssignments />
 <htd:presentationElements />
</htd:task>

<htd:interface> Specifies the port types and operations of the human task.     

<htd:interface 
 portType="cl:ClaimsHandlingPT"  
  operation="approve"   
 responsePortType="cl:ClaimsHandlingCallbackPT"   
  responseOperation="approvalResponse"/>  

<htd:peopleAssignments> Used to assign people to process-related generic human roles. 
 

<htd:peopleAssignments>
 <htd:potentialOwners>
  <htd:from logicalPeopleGroup="regionalClerks">
   <htd:argument name="role">
    regionalClerksRole
   </htd:argument>
  </htd:from>
 </htd:potentialOwners>
 <htd:businessAdministrators>
  <htd:from logicalPeopleGroup="regionalManager">
   <htd:argument name="role">
    regionalManagerRole
   </htd:argument>
  </htd:from>
 </htd:businessAdministrators>
</htd:peopleAssignments>



WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 1670

<htd:documentation> Provides annotations for users.

<htd:documentation>   
 Example for WS-HumanTask 1.1 - WS-HumanTask Task Definition  
</htd:documentation> 

 

<htd:from>
<htd:argument> 

From element used to assign people for roles which have been specified in the business process. Argument
element will pass values used in the people query.

<htd:from logicalPeopleGroup="regionalClerks">
  <htd:argument name="role">
  regionalClerksRole
 </htd:argument>
</htd:from>

<htd:presentationElements
>

Specifies the user interface for human tasks or how the user interacts with the human task.

<htd:presentationElements>   
<htd:name xml:lang="en-US">Approve Claim
</htd:name>  
<htd:name xml:lang="de-DE">Genehmigungder Schadensforderung  
</htd:name>   
<htd:presentationParameters>   
<htd:presentationParametername="firstname"  
  type="xsd:string">   
 htd:getInput("ClaimApprovalRequest")/test10:cust/test10:firstname   
</htd:presentationParameter>   
</htd:presentationParameters>

<htd:notifications> Used to provide the definition of an inline notification. The name attribute specifies the name of the notification. The
name must be unique among the names of all notifications    defined within the < htd:notifications > element.

<htd:notifications>   
  <htd:notificationname="ClaimApprovalReminder">  
   <htd:documentationxml:lang="en-US">
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<htd: >potentialOwners Used to assign multiple groups or roles to a task. The users that belong to these groups or roles are able to
approve the task.

<htd:potentialOwners>
    <htd:from logicalPeopleGroup="regionalClerks">
            <htd:argument name="role">
                    regionalClerksRole
            </htd:argument>
            <htd:argument name="role">
                    regionalClerksRole2
            </htd:argument>
    </htd:from>
</htd:potentialOwners>

<htd: >potentialOwners Used to assign multiple groups or roles to a task. The users that belong to these groups or roles are able to
approve the task.

<htd:potentialOwners>
    <htd:from logicalPeopleGroup="regionalClerks">
            <htd:argument name="role">
                    regionalClerksRole
            </htd:argument>
            <htd:argument name="role">
                    regionalClerksRole2
            </htd:argument>
    </htd:from>
</htd:potentialOwners>

htconfig.xml file

This file consists of deployment details of the human task. Human tasks supports two task types called task and notification. A task can have a publish and
a callback. Publish means providing a service and Callback means calling an external service to provide the output. Notification is also a task type. A
notification task provides one operation for external parties to create notifications. 

Example from the claim task sample:
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1.  
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<hic:HTDeploymentConfig
xmlns:hic="http://wso2.org/ht/schema/deployment/config"
 xmlns:claim="http://www.example.com/claims/"
 xmlns:claimtask="http://www.example.com">
 <hic:task name="claimtask:ApproveClaim">
  <hic:publish>
   <hic:service name="claim:ClaimService" port="ClaimPort"/>
  </hic:publish>
  <hic:callback>
   <hic:service name="claim:ClaimServiceCB" port="ClaimPortCB"/>
  </hic:callback>
 </hic:task>
 <hic:notification name="claimtask:ClaimApprovalReminder">
  <hic:publish>
   <hic:service name="claim:ClaimReminderService"
port="ClaimReminderPort"/>
  </hic:publish>
 </hic:notification>
</hic:HTDeploymentConfig>

Here, the htconfig.xml file consists of three services used by a human task; get data from the user, call back of either approve or not and the reminder web
service.

<Service>.wsdl

You can have one or more WSDL files which have been used in the BPEL process. You can have a composite WSDL addressing many web services.
Claim Approval task has one composite WSDL.

Web folder

There are four .jsp files inside the web folder. Three .jsp files end with:

<TaskName>-input.jsp 
<TaskName>-output.jsp
<TaskName>-response.jsp

<TaskName>-input.jsp

The input.jsp file uses the   attribute to obtain the task details of the OMElement. This is(OMElement) request.getAttribute("taskInput")
inserted into the JSP context from BPS. The input.jsp file is used to show the task information to the task user.

Example from the ApproveClaim-input.jsp:

OMElement requestElement = (OMElement)
request.getAttribute("taskInput");
 String ns = "http://www.example.com/claims/schema";
 if (requestElement != null) {
 OMElement customerElement = requestElement.getFirstChildWithName(new
QName(ns, "cust"));
 if (customerElement != null) {
OMElement id = customerElement.getFirstChildWithName(new QName(ns,
"id"));
if (id != null) {
customerId = id.getText();
}

The input web will show the human task list of the regional clerk user.
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<TaskName>-output.jsp

The output .jsp is used to provide the user with a task form. Task processing happens when this is completed and submitted by the user.

All output .jsp files should implement the JavaScript method:

createTaskOutput = function() { 
};

This should provide the corresponding XML string expected by the task operation.

Example from the ApproveClaim-output.jsp:

createTaskOutput = function() {
    var outputVal = getCheckedRadio(); //get approve or not from radio
button
    if (outputVal == 'approve') {
        return '<sch:ClaimApprovalResponse
xmlns:sch="http://www.example.com/claims/schema"><sch:approved>true</sc
h:approved></sch:ClaimApprovalResponse>';
    } else if (outputVal == 'disapprove') {
        return '<sch:ClaimApprovalResponse    
        xmlns: sch = "http://www.example.com/claims/schema" > < sch:
approved > false < /sch:approved> <
            /sch:ClaimApprovalResponse>';
    }
};

Output JSP is used by the regional clerk user to approve the claim.

<TaskName>-response.jsp

Response.jsp is used to display the output of the completed task. It also uses the OMElement responseElement = (OMElement)
request.getAttribute("taskOutput"); to obtain the OMElement corresponding to the output.

Example from the ApproveClaim-response.jsp:

String approved = "No Value Assigned"; 
OMElement responseElement = (OMElement)
request.getAttribute("taskOutput"); 
if (responseElement != null) { 
approved = responseElement.getFirstElement().getText(); }
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The response after approving the claim looks like this:

createTaskOutput = function() {
var outputVal = getCheckedRadio(); //get approve or not from radio button
if (outputVal == 'approve') {
return '<sch:ClaimApprovalResponse xmlns:sch="http://www.example.com/claims/schema"><sch:approved>true</sch:approved></sch:ClaimApprovalRes

>';ponse
} else if (outputVal == 'disapprove') {
return '<sch:ClaimApprovalResponse 
xmlns: sch = " " > < sch: approved > false < /sch:approved> <http://www.example.com/claims/schema
/sch:ClaimApprovalResponse>';
}
};

An additional .jsp called <TaskName>-Reminder-input.jsp exists to send reminders for task caller.

http://www.example.com/claims/schema
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Message Brokering

WSO2 Enterprise Integrator (WSO2 EI) is shipped with a separate runtime for message brokering (  profile). This EI Message BrokerEI Message Broker
profile is an instance of the WSO2 Message Broker product; thereby, it contains all the functionality that was available with WSO2 MB.When you use
WSO2 EI for integration, you can easily configure the Message Broker runtime along with the Integrator runtime to achieve guaranteed delivery and reliable
messaging. Further, you can also run the Message Broker profile in WSO2 EI to facilitate message brokering using  and .Topics Queues

Key concepts of message brokering
Queues
Topics
Subscribers and Publishers
Role-based permissions
Metrics monitoring
Management Console

The slot-based architecture of the EI Message Broker
Communicating with publishers
Assigning slots
Deleting a slot
Reassigning slot when the last subscriber leaves
Delivering messages to subscribers

Key concepts of message brokering

Explained below are some of the key elements and capabilities of the EI Message Broker profile in WSO2 EI.

Queues

Queues are essentially message stores, which can store messages from external JMS clients ( ) and maintain them in an intermediate state untilpublishers
they are consumed by other JMS clients ( ). See  for more information.subscribers Managing Queues

Topics

Topics are used for realtime message brokering. You can maintain a hierarchy of topics or subjects in the broker for which messages can be published by
external JMS clients ( ). Other JMS clients ( ) can subscribe to the topics of interest and receive the messages published to the topic.publishers subscribers
See  for more information.Managing Topics and Sub Topics

Subscribers and Publishers

A JMS client that is configured to send messages to a queue or topic is known as a publisher. A JMS client that is configured to receive messages
published to a particular queue or topic is known as a subscriber. See  for more information.JMS Subscribers and Publishers

Role-based permissions

The possibility to work with queues and topics in the broker is strictly secured by role-based permissions. That is, users created in the broker runtime
should be granted the required permissions in order to publish messages to queues/topics and to consume the messages that are published. External
clients will then be able to use the credentials of these authorized users in order to send messages and consume messages.

Metrics monitoring

You can effectively monitor the performance and statistics of your broker runtime using Java Metrics.

Management Console

The management console of EI Message Broker is the user interface of the product, which can be used to conveniently create topics and queues and to
manage subscriptions. External clients can then connect to the broker for publishing messages and consuming already published messages.

The slot-based architecture of the EI Message Broker

The slot-based message delivery system is designed to enable global queues to be shared among the nodes in a broker cluster. A queue is mapped to a
row in a message store and it can be divided into many slots. A slot is a chunk of messages in the row that can be owned by one broker node at a given
time. 

The slot manager communicates with both publishers and subscribers and acts as the coordinator for distributing slots among the nodes. A slot assignment
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map is maintained to track the slots that are assigned to nodes at a given time. The activities of a slot manager can be illustrated as follows.

Communicating with publishers

Each publisher belongs to a queue/topic and its messages are published in the row of the message store mapped to this queue. A publisher returns its last
message ID to the slot manager node in the broker cluster after every 1000 messages or after a timeout. The slot manager updates the Hazelcast
Distributed Map with these IDs and uses them to generate slots when it receives requests for slots from slot delivery worker nodes.

Assigning slots

When a client subscribes to a queue/topic, a slot delivery worker requests for a slot. Then the slot manager first looks for returned slots (i.e. slots that were
previously assigned to another subscriber node which has left the cluster) and assigns one of them if any are available. If there are no such slots, an empty
slot (i.e. a slot with no messages currently published in it) is generated and assigned to the slot delivery worker.

Deleting a slot

Once a subscriber node has sent all the messages it has read from a slot and received acknowledgments, it sends a request to the slot manager to delete
the slot. The slot manager removes the relevant entry from the slot assignment map once it receives the request to delete.

Reassigning slot when the last subscriber leaves

If a subscriber node to which a slot is assigned leaves the cluster, the slot manager reassigns the slot to another subscriber node to free the slot pool. 

Delivering messages to subscribers

A slot delivery worker reads all the messages published in a slot assigned to it and passes them to the message flusher, which delivers them to subscribers
who have subscribed to the relevant queue/topic in a Round Robin manner. Messages that were not delivered due to a delivery failure and messages
rejected by the subscriber are buffered queue-wise in the Message Flusher. 

Working with Queues and Topics

The number of messages after which a publisher returns the last message ID to the slot manager can be changed by modifying the windowSiz
 parameter in the    file.e <EI_HOME>/wso2/broker/conf/broker.xml
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See the following topics for information on how to configure and use Queues and Topic in the EI Message Broker profile:

Managing Queues
Managing Subscriptions
Managing Topics and Sub Topics

Managing Queues

Queues provide the facility for users to store messages in an intermediate location sent by an external party, and access them on-demand. The queuing
feature is similar to an inbox where anyone can send messages to and only the owner can consume the messages. Queues enable users to publish
messages and receive them in the order that they are sent. These queues are natively persistent, which indicates that even after shutting down the server
or a sudden crash happens, the messages still remain in the queue ready to be delivered.

You can easily manage queues using the management console of the EI Message Broker profile. This includes adding new queues, removing queues,
viewing their contents and more. You can also specify advanced queue configurations to improve performance and functionality when you set up an
instance of EI Message Broker profile.

Following are the tasks you can perform to manage queues in the management console:

Prerequisites
Creating new queues

Adding queues from the management console
Add queues through client subscriptions
Adding queues at server start

Viewing the message count
Viewing the queue contents
Publishing messages to queues 
Purging queues
Deleting queues 

Prerequisites

The possibility to work with queues are strictly secured by role-based permissions. Therefore, a user needs to be linked to a role with the relevant
permissions in order to start managing queues in the EI Message Broker profile. See the following links for details on how roles and permissions are set up
for a user.

Find out about the .permissions required for working with queues
.Creating roles and assigning permissions

.Creating users and assigning roles

Creating new queues

A new queue can be created using multiple methods. See the following sections for details:

Queues in the message broker facilitate the Point-to-Point Channel enterprise integration pattern. 

If you have multiple instances of EI Message Broker running, queues are distributed, and each queue is owned by a node in the cluster. If the
node fails, and the client application is configured to use , it will be able to send and consume messages from the cluster without anyfailover
failures or message loss. Clustering operations and synchronizing messages across the cluster are fully transparent to the user.

https://docs.wso2.com/display/ADMIN44x/Configuring+Roles
https://docs.wso2.com/display/ADMIN44x/Configuring+Users
https://docs.wso2.com/display/EIP/Point-to-Point+Channel
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Adding queues from the management console
Add queues through client subscriptions
Adding queues at server start

Adding queues from the management console

The following steps describe how to add a queue using the management console. External applications can also .add queues programmatically

On the   tab in the management console, click  .Main Queues -> Add
Enter a name for the topic in the   field. Queue Name

Now you need to grant permissions for users in your system to publish messages to the queue and consume messages from the queue. You will
be granting these permissions to users based on the user's role. As shown below, all the user roles in your tenant domain will be listed. You can
select the relevant check box against each role:

If the   check box is selected, the users linked to the role has permission to consume messages from the queue.Consume
If the check box is selected, the users linked to the role has permission to publish messages to the queue. Publish 

If you want to create new user roles as queue publishers and queue consumers, see the documentation on creating   and  .users roles

Click  .Add Queue
If the queue is added successfully, a message appears. Click   to view the   where the newly added queue is listed:OK Queue List

Add queues through client subscriptions

When a JMS client subscribes to the broker (EI Message Broker profile), the queue that is specified in the subscription will be automatically created in the
broker (if it doesn't already exist). However, note that the subscriber client should connect to EI Message Broker with user credentials that have permission
to create new queues in the broker. See the prerequisites section above for information on granting permissions to users.

Note the following for queue names:

The queue name cannot contain any of following symbols: ~!@#;%^*()+={}|<>"' or spaces. 
Do not include "/" literals or prefix the name with "tmp_". 
The “/” symbol (TENANT_SEPARATOR) can only be used to separate the tenant domain from the queue name when creating
queues from external clients.

By default, publishing and consuming permissions for queues (including JMS client queues) are granted only to the role to which the
queue creator belongs. If required, the admin user can change these permissions ( ).Configure > Users and Roles > Roles

https://docs.wso2.com/display/ADMIN44x/Configuring+Users
https://docs.wso2.com/display/ADMIN44x/Configuring+Roles
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For example consider the jndi.properties file given below, which specifies the connection details of a subscriber client connecting to the EI Message Broker.
As shown here, the client will be connecting to the queue named 'NewQueue' with the user 'sam'. If a queue by the name of 'NewQueue' does not exist in
the broker at the time of establishing this connection, and if the user 'sam' has permission to create new queues in the broker, a new queue will be created
automatically.

# register some connection factories
# connectionfactory.[jndiname] = [ConnectionURL]
connectionfactory.QueueConnectionFactory =
amqp://sam:sam@clientID/carbon?brokerlist='tcp://localhost:5675'
 
# register some queues in JNDI using the form
# queue.[jndiName] = [physicalName]
queue.NewQueue=NewQueue

Adding queues at server start

The EI Message Broker profile allows you to create queues automatically when the server is started. This can be done by updating the qpid-virtualhos
 file with the information about the queue you want created. ts.xml

Follow the steps given below.

Open the   file from the   directory.qpid-virtualhosts.xml <EI_HOME>/wso2/broker/conf/advanced
Add a queue by adding a new code block under  . See the following example, where a durable queue by the name of 'my-simple-queue'<queues>
is added.

<queue>
   <name>my-simple-queue</name>
   <my-simple-queue>
      <exchange>amq.direct</exchange>
      <durable>true</durable>
   </my-simple-queue>
</queue>

Given below are the descriptions of the elements used above.
<queue>: This is the container element that holds the queue definition.
<name>: This element is used to give a name for the queue. In this example it is 'my-simple-queue'.
<my-simple-queue>: Once you define the queue name using the <name> element, you must open another element using the queue
name as illustrated in this example. 
<exchange>: Queues created in the broker will communicate with external clients through an exchange definition. This element should
be set to amq.direct.
<durable>: This is also a mandatory element, which specifies that the queue should be durable.

You must now add an exchange configuration corresponding to the   exchange that you used when defining the queue.amq.direct

<exchange>
   <type>direct</type>
   <name>amq.direct</name>
   <durable>true</durable>
</exchange>

Save the information.
Start the server and log in to the management console.
You can now view and manage the 'my-simple-queue' queue from the management console. See the section below on viewing queues for more
information.

Find out more on .creating subscriptions to the broker
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Viewing the message count

To view the message count:

Access the  by clicking  on the  tab.Queue List Queues -> List Main
The list of queues and the number of messages received will be indicated in the  field.Message Count

This field displays the approximate number of persistent messages that have not been delivered to the client. However, note that if the number of
messages flowing through the queue is high, the message count may be a higher value than the number of messages that remained in the store when the
page was loaded.

Viewing the queue contents

To view the contents of a queue:

Access the   by clicking   on the   tab.Queue List Queues -> List Main
Click  for a particular queue and the contents will be listed. See the following example:Browse

The table shows information about each message in the queue, including the content type and timestamp of the message. To view the message's
body content, click   in the   column.more... Message Summary

Publishing messages to queues 

You can simulate how messages are published to a queue by sending a sample text using the management console. Follow the steps given below.

Access the   by clicking   on the   tab.Queue List Queues -> List Main
Click  for the relevant queue.Publish Messages 
In the  page that opens, enter values for the following properties:Send Message

Correlation ID: The correlation ID for the message, which can be an application-specific 'String' value set by the user. This is not a
mandatory field. This property is used for linking one message with another. According to the JMS specification, it typically links a reply
message with its requesting message.
JMS Type: A 'String' value to define the message type if required. This is not a mandatory field.

Number of Messages (Required) : The number of sample messages to be sent to the queue. This field is mandatory.

Message Body: The text content of the sample message. This is not a mandatory field as the body will be containing a text called 'Type

Adding tenant-specific queues
Queues created by external client applications are listed the same way in the table when you are in the default "Super Tenant" mode. When a
queue is created from a tenant other than the super tenant, the queue's name will be prefixed with the tenant domain name. For example, if the
tenant domain is "a.com" and the queue name is "myQueue", the queue name will be displayed as " ".a.com/myQueue

When sending or consuming messages to/from this queue using an external client application, or when creating a queue from an external JMS
client, the queue name must include the domain prefix (such as " " in the previous example). If the external client applicationa.com/myQueue
needs the tenant username, which is in TENANT_USER@TENANT_DOMAIN format, to authenticate, replace the '@' symbol in the 
tenant-specific username with the ' ! ' symbol.

See  .Managing Tenant-specific Subscriptions

By default, EI Message Broker profile displays up to 100 messages in the queue content window. If you need to display more messages, you
can increase the  value in the  file.<messageBrowsePageSize> <EI_HOME>/wso2/broker/conf/broker.xml

http://a.com/myQueue
http://a.com/myQueue
https://docs.wso2.com/display/NIL/Managing+Tenant-specific+Subscriptions
https://docs.wso2.com/display/MB320/Configuring+broker.xml
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Message Here..' in case user doesn't add a message body.
Click  . You can then verify that the messages were delivered by checking the .Send Message  queue contents

Purging queues

To purge queues from the server:

Access the   by clicking   on the   tab.Queue List Queues -> List Main
Click  for the relevant queue. This will remove all the messages from the queue and set the  to zero.Purge Messages  message count

Deleting queues 

To delete queues from the server:

Access the   by clicking   on the   tab.Queue List Queues -> List Main
Click for the relevant queue. This will remove all the persistent messages from the server.Delete 

Managing Subscriptions

When you have a broker set up, it is important for administrators to always know the existing subscribers connected to the individual nodes in a broker
cluster. It should also be possible to identify the respective nodes from which messages are consumed by each subscriber. These can be done using the
management console of the EI Message Broker.

Managing Queue subscriptions
Viewing Queue subscriptions
Closing Queue subscriptions

Managing Topic subscriptions  
Viewing Topic subscriptions
Closing topic subscriptions

Closing subscriptions in an EI Message Broker cluster

Managing Queue subscriptions

You can view queue subscription details and close any subscription as required. See the following topics:

Viewing Queue subscriptions

To view all the queue subscriptions, open the  and click  in the  tab. Whenever a queue subscription isManagement Console Queue Subscriptions Main
created, the subscription page is updated. Subscription entries will exist as long as the subscriber connections are live.

 

The table below describes the information explained below:

Heading Description

Exchange The exchange to which the subscription is made. For queues, this is amq.direct.

Queue Name Name of the queue subscription.

Destination The JMS destination represented by the queue.

Durability Determines whether or not the queue is durable.

Active The status of the subscriber. If a connection to the server exists, the status will be 'Active'.

Owned Node The node from which the subscription is made to the cluster. The IP address of the node is displayed.

In addition to the above, the number of messages tentatively pending for a subscriber are shown. While the subscriber is receiving messages, you can click
 to see the message count eventually decrease to zero.Refresh

Note that only authorized users will be allowed to view queue subscriptions using the Management Console as explained below. Find out about
how permissions are enabled for a user from .this link



WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 1682

1.  

2.  

3.  
4.  

5.  

Closing Queue subscriptions

If there are erroneous queue subscribers connected to a particular queue, you (as the broker administrator) can remove such subscriptions by using the Cl
 operation associated with the subscription. The following message will be prompted:ose

  

Managing Topic subscriptions  

Topic subscription can be management in the same way as queue subscriptions.

Viewing Topic subscriptions

To view all the topic subscriptions, open Topic subscriptions display similar the   and click   in the   tab. Management Console Topic Subscriptions Main
information to queues. Some notable points are:

Topic subscriptions display a queue name with subscription information. This is the internal queue name where messages belonging to the
subscriber are accumulated. 
There are temporary topic subscriptions and durable topic subscriptions. Temporary topic subscriptions vanish as soon as the connection from the
subscriber is closed, but durable topic subscribers are not removed from the broker. They will exist inside the broker cluster in the   mode.inActive
The message count is not displayed for temporary topic subscriptions, whereas it is displayed for durable topic subscribers. 
As inactive durable topic subscribers belong to the broker cluster, the  field is no longer applicable. If you make a subscription to theOwned Node
topic using the same subscription ID, that subscriber will be active once again.  
If you have the necessary permissions, you can unsubscribe the inactive durable topic subscribers. All messages belonging to that subscriber are
then removed from the broker cluster. You cannot unsubscribe active durable topic subscriptions using the management console. 

Closing topic subscriptions

If there are erroneous queue subscribers connect to a particular queue, you (as the broker administrator) can remove such subscriptions by using the Clos
 operation associated with the subscription. Closing a subscription will affect topic subscriptions as explained below.e

Note that only authorized users will be allowed to close a queue subscription using the Management Console as explained below. Find out about
how permissions are enabled for a user from this .link

When you subscribe to a topic in tenants, give the subscription name with the tenant domain. For example, if the subscription name is subscri
 and the tenant domain is , give the the subscription name as follows: ption1 bob.wso2.com bob.wso2.coString subscriptionName ="

m/subscription1";

Note that only authorized users will be allowed to view topic subscriptions using the Management Console as explained below. Find out about
how permissions are enabled for a user from this .link

Note the following:
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 The subscriber connection will be closed, and all associated resources are released.Non-durable topic subscriptions:

 The Durable topic subscriptions: subscriber connection will be closed. However, the subscription will be listed as an 'inactive' subscription as
shown below. All messages received by the topic subscriber is registered, cloned and persistently stored until the subscriber becomes active
again. 

Closing subscriptions in an EI Message Broker cluster

In a clustered set up of the broker, subscribers are required to connect with an individual node in the cluster. Therefore, if you want to close a subscription,
it is necessary to log in to the management console of the relevant broker node in the cluster. When you log in to the management console of one node in

 Forthe cluster the Close operation will only be available for the subscriptions that are connected to the broker instance to which you are logged in.
example, consider a broker cluster with 3 broker nodes (MB1, MB2 and MB3). You may have 3 subscribers connected to the 3 respective nodes: Sub1
connected to MB1, Sub2 connected to MB2 and Sub3 connected to MB3. In this scenario, you need to log in to the management console of MB1 in order
to close Sub1.  Therefore, this functionality of closing subscriptions is not symmetric across the cluster.

Managing Topics and Sub Topics

In messaging systems, message routing is done on the basis of a concept called Topics: First, we need to have topics created in the EI Message Broker
runtime. A JMS client can then be configured to publish messages to this topic and other JMS clients can be configured as subscribers of this topic. When
the publisher sends a message to the topic, it will be dispatched to all the JMS clients that are subscribed to that topic.

The possibility to close a topic subscription is only available for the AMQP protocol.
Only authorized users will be allowed to close a topic subscription using the Management Console as explained below. Find out about
how permissions are enabled for a user from this .link

Topics in the message broker facilitate the Publish-Subscribe Channel enterprise integration pattern. 

https://docs.wso2.com/display/EIP/Publish-Subscribe+Channel
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Topics and sub topics can be easily added using the management console of the EI Message Broker runtime. The topics and sub topics you create will be
arranged into a tree navigator, which you can expand and collapse to get an overview of the parent-child topic structure. You can also view details of a
particular topic or sub topic by simply clicking on the topic in the tree navigator. Once a topic is addd to the broker, users will be able to publish information
to the topic and subscribe to the information published.

Following the instructions given below.

Prerequisites
Adding topics from the management console
Adding sub topics from the management console
Viewing topic details
Deleting a topic

Prerequisites

The possibility to work with Topics in EI Message Broker are strictly secured by role-based permissions. Therefore, a user needs to be linked to a role with
the relevant permissions in order to start managing Topics for the broker. See the following links for details on how roles and permissions are set up for a
user.

Find out about the  .permissions required for working with Topics
.Creating roles and assigning permissions

. Creating users and assigning roles

Adding topics from the management console

To create a new topic using the management console:

Log in to the management console.
In the  tab, click  -> . The  screen will open.Main Topics Add Add Topic
Enter a name for the topic in the  field. Topic

Now you need to grant permissions for users in your system to publish and subscribe to the topic you are creating. You will be granting these
permissions to users based on the user's role. As shown below, all the user roles in your tenant domain will be listed. You can select the relevant
check box against each role:

If the Subscribe check box is selected, the users linked to the role has permission to subscribe to the topic.

Note the following for the Topic name:

Topic name can starts with any of the following:  , alphanumeric characters (a-z, A-Z or 0-9). These can be used any number*
of times delimited by dots. 
Topic name can end with the following:  , alphanumeric characters, hash (#).  *
The “/” symbol (  to separate the tenant domain from the topic name when creatingTENANT_SEPARATOR) can only be used
topics/subscribing to topics from external clients.
The colon (":") can be used in Topic names if the <  property is set to  in the allowStrictNameValidation> false broker

 This is only applicable for the . file (stored in the  folder)..xml <EI_HOME>/wso2/broker/conf AMQP transport

https://docs.wso2.com/display/ADMIN44x/Configuring+Roles
https://docs.wso2.com/display/ADMIN44x/Configuring+Users
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If the check box is selected, the users linked to the role has permission to publish information to the topic. Publish 
If you want to create new user roles for topic subscription and publishing see the documentation on creating  and .users roles

Click  to create the topic.Add Topic
If the topic is added successfully, a message appears. Click  to view the topic browser where the newly added topic is listed in a tree view:OK

Click on the topic to view all the operations available. See the section on  for more information.viewing topic details

Adding sub topics from the management console

You can add a sub topic under an existing topic as shown below.

Go to the  to select the parent topic.Topic Browser
Click the topic to see the details.
Click   to create the sub topic. The information that should be provided when adding a subtopic is the same as when adding a mainAdd Subtopic
topic.

The user that creates a topic in the system is by default granted permission to  and  to that particular topic. This isSubscribe Publish
handled in the system by automatically creating an internal role and assigning it to the user creating the topic.

https://docs.wso2.com/display/ADMIN44x/Configuring+Users
https://docs.wso2.com/display/ADMIN44x/Configuring+Roles
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Once a sub topic is added, it will be displayed in the  window under the main topic.Topic Browser

Viewing topic details

Once you have added your topics to the , you can view detailed information about the topic as shown below.Topics Browser

Click on the topic in the . The  option will be listed.Topic Browser Details
Click  to open the   screen:Details Topic Details
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The following table shows descriptions of the parameters on this page:

Detail Description

Permission Details Permissions related to the topic can be viewed here. Permissions can be changed by clearing or selecting
the provided check boxes and clicking  once done.Update Permissions

JMS Subscription Details All the durable and non-durable JMS subscriptions are listed here.

Publish Publish a sample XML message to a topic. When there is a subscription for the topic, the event sink URL
receives the XML message specified here. Click the  button after placing the XML message in thePublish
provided space.

Deleting a topic

To delete a topic, the subscription count for that topic and its children should be zero. If not, an error message appears specifying that there are
subscriptions for the topic or its children.

Using the Dead Letter Channel

The Dead Letter Channel (DLC) is a subset of a queue, specifically designed to persist messages that are typically marked for deletion. When a message
is sent to a consumer, if the message fails to deliver, it will be routed to the DLC. This provides you with a choice on whether to delete, retrieve or reroute
the messages from the DLC.

Messages can get routed to the DLC for several reasons. Listed below are some of them.

The subscriber does not  .acknowledge a message
Network partitioning (split brain condition) may have occurred while delivering the message, which has interrupted the message flow. See how
network partitioning is handled in a   profiledeployment of the Message Broker
Messages may be continuously sent to a single session, which exceeds the   allowed.maximum number of deliveries
The   enabled for the message do not match the selectors in the subscription.JMS selectors
The message has expired before the delivery.
Message delivery rules may fail. For example, the subscriber may have enabled the   option.no-local

A DLC queue is created when the first subscription is made for a specific domain (super user or tenant). By default, the message broker retries a defined
number of times when a subscriber does not acknowledge a message. Once the retry count has been breached, the message is removed from the queue
and placed in the DLC. The default number of retries is set to 10, however, this value is configurable. See the section on configuring the message retry

 for more information.count

Browsing through the DLC Queue
Handling multitenancy

External publishers/subscribers are not permitted to publish/subscribe to the DLC queue.

https://docs.wso2.com/display/ST1/Clustering+the+Message+Broker+Profile#ClusteringtheMessageBrokerProfile-network_partitioning
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Configuring the message retry count

Browsing through the DLC Queue

All messages that have breached the retry count will be dumped into the DLC queue. The content of the queue can be viewed by following the steps below.

Log in to the Management Console.
Click   - >  in the tab.Dead Letter Channel Browse  Main 
The DLC browser is displayed in the right side of the pane, as shown below. The message count specifies the number of messages in the DLC
queue. 

Click   to view details of each message stored in the DLC. The  column shows the name of the original queue.  Browse Destination
You can choose to delete, restore or reroute one or more messages:

 Permanently delete the message from the broker.Delete:
 Re-insert the message to the queue from which the message originated.Restore:
 Allows you to select a destination of choice instead of restoring the message to the original queue. When you click ReRoute: ReRoute, a

pop-up menu appears, as shown below:

Select the queue name to which the message should be re-routed and click   The message is then moved to the relevant queue.OK.
ReRoute All: You can click this option to reroute all messages in the DLC to a destination (queue) of your choice.

Handling multitenancy

To ensure that messages can be distinguished per tenant, a separate DLC is created for every new tenant in the system. The signature of the DLC queue
is similar to the example shown below.

{tenant_name}/DeadLetterChannel

This ensures that only the messages exchanged through queues in a specific tenant domain are inserted to the DLC queue.

Configuring the message retry count

The message retry count can be configured as follows:

Open the  file located in the <EI folder.broker.xml _HOME>/wso2/broker/conf 
Locate the  attribute and change the value accordingly. See the following example.maximumRedeliveryAttempts

<maximumRedeliveryAttempts>15</maximumRedeliveryAttempts>

Integrating with Other Products



WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 1689

 

You can integrate WSO2 Message Broker with the following WSO2 products:

Integrating WSO2 ESB
Integrating WSO2 CEP
Integrating WSO2 DSS
Integrating with Oracle Weblogic Server

 

Integrating WSO2 ESB

This section describes how to integrate WSO2 Message Broker with WSO2 Enterprise Service Bus to facilitate message brokering needs of the ESB and
to implement store and forward messaging pattern.

The first step is to set up WSO2 MB and WSO2 ESB.

Start the Message Broker profile
Setting up the ESB profile
Start the back-end service
Integration Using JMS Endpoints and JMS Proxy Services

Usecase
Create a JMS consumer
Create a JMS publisher
Testing the Integration

Integrate Using Message Stores and Processors 
Execution Steps
Testing the Integration 

Start the Message Broker profile

Start WSO2 ESB by running <ESB_HOME>/bin/wso2server.sh (on Linux) or <ESB_HOME>/bin/wso2server.bat (on Windows).

Setting up the ESB profile

Open the <ESB_HOME>/repository/conf/  file JNDI.proerties and make a reference to the running Message Broker as shown below.

Use  as the virtualhost. Define a queue called . Comment out the topic since it is not needed for this scenario. However, in order to avoidcarbon JMSMS

getting the   exception during server startup, make a reference javax.naming.NameNotFoundException: TopicConnectionFactory to the

   as well.  Message Broker from the TopicConnectionFactory

# register some connection factories
# connectionfactory.[jndiname] = [ConnectionURL]
connectionfactory.QueueConnectionFactory =
amqp://admin:admin@clientID/carbon?brokerlist='tcp://localhost:5675'
connectionfactory.TopicConnectionFactory =
amqp://admin:admin@clientID/carbon?brokerlist='tcp://localhost:5675'
# register some queues in JNDI using the form
# queue.[jndiName] = [physicalName]
queue.JMSMS=JMSMS
queue.StockQuotesQueue = StockQuotesQueue

This content is currently restricted to nilmini@wso2.com

The connection factory specifies the URL to be used by a client using WSO2 MB in order to connect to it. 5675 in this example is the port
listening for messages on TCP when the AMQP transport is used. This port changes depending on the port offsets done in different scenarios.

If you want to create a queue that is specific to a particular tenant (e.g., a tenant with  domain), the following is required.test.com

The connection factory entries should have the tenant's credentials instead of the super tenant's credentials.
The queue name should have the tenant's domain as a prefix as shown below.
test.com/StockQuotesQueue

See  for detailed information.Managing Tenant-specific Subscriptions

https://docs.wso2.com/display/NIL/Managing+Tenant-specific+Subscriptions


WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 1690

Start WSO2 ESB by running <ESB_HOME>/bin/wso2server.sh (on Linux) or <ESB_HOME>/bin/wso2server.bat (on Windows).

Now you will have both the Enterprise Service Bus and the Message Broker running. 

Start the back-end service

We need some background services to be available for testing purposes. Therefore, run an ANT task to deploy the SimpleStockQuoteService in the

simple axis2server as follows.

Navigate to  and run the  command to build the<ESB_HOME>/samples/axis2Server/src/SimpleStockQuoteService ant
sample and deploy background services.
Next, run  (on Linux) to start the Axis2 server.<ESB_HOME>/samples/axis2server/axis2Server.sh  
Enter   in the address bar of your browser and press thehttp://127.0.0.1:9000/services/SimpleStockQuoteService?wsdl
Enter key to verify that the service is running.

You now have two instances of WSO2 Message Broker and WSO2 ESB configured, up and running. Next, proceed to integrate the Message Broker with
ESB, for which there are two implementation options as follows.

 Using JMS Endpoints and JMS Proxy Services     
Using Message Stores and Processors

Integration Using JMS Endpoints and JMS Proxy Services 

This section describes how to integrate WSO2 Message Broker with WSO2 ESB as JMS endpoints. A user case is used for this purpose.

Usecase

Store a message received to a http proxy of the ESB in a JMS queue. Then consume that queue, get the message and send it to the actual endpoint.

Create a JMS consumer

Create a JMS proxy named . It is the same name defined in the . By creating this proxy, you will be creating aStockQuotesQueue jndi.properties file above
consumer to make a subscription to be used in this user case. The  Synapse configuration of the proxy looks as follows. See  forAdding a Proxy Service
detailed instructions to create a proxy service.

<proxy xmlns="http://ws.apache.org/ns/synapse" name="StockQuotesQueue"
transports="jms" statistics="disable" trace="disable"
startOnLoad="true">
  <target>
     <inSequence>
        <log level="full"/>
        <property name="OUT_ONLY" value="true"/>
        <send>
           <endpoint>
              <address
uri="http://localhost:9000/services/SimpleStockQuoteService"/>
           </endpoint>
        </send>
     </inSequence>
  </target>
  <description></description>
</proxy>

Once this proxy service is configured, the   JMS queue will be created in the MB management console (see   forStockQuotesQueue Browsing Queues
more information). 

Create a JMS publisher

Create the HTTP proxy to send messages to the JMS Queue. Synapse configuration of this HTTP proxy is as follows. Since this is a one-way message, the
 OUT_ONLY  property is set to true, and the FORCE_SC_ACCEPTED property is defined to send a 202 response to the client that invokes this proxy. 

http://docs.wso2.com/enterprise-service-bus/Adding a Proxy Service
https://docs.wso2.com/display/EI650/Managing+Queues#ManagingQueues-Browse
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<proxy xmlns="http://ws.apache.org/ns/synapse" name="StockQuoteProxy"
transports="https,http" statistics="disable" trace="disable"
startOnLoad="true">
  <target>
     <inSequence>
        <property name="OUT_ONLY" value="true"/>
        <property name="FORCE_SC_ACCEPTED" value="true" scope="axis2"/>
        <send>
           <endpoint>
              <address
uri="jms:/StockQuotesQueue?transport.jms.ConnectionFactoryJNDIName=Queu
eConnectionFactory&amp;java.naming.factory.initial=org.wso2.andes.jndi.
PropertiesFileInitialContextFactory&amp;java.naming.provider.url=reposi
tory/conf/jndi.properties&amp;transport.jms.DestinationType=queue"/>
           </endpoint>
        </send>
     </inSequence>
  </target>
  <description></description>
</proxy>

The message flow paths are completed. When the   proxy service is invoked, it will send the message to the queue. This message willStockQuoteProxy
be consumed by the   JMS proxy and sent to the actual endpoint.StockQuotesQueue

Testing the Integration

Send the following SOAP message to  proxy service using the  .StockQuoteProxy SOAP UI

<soap:Envelope xmlns:soap="http://www.w3.org/2003/05/soap-envelope"
xmlns:ser="http://services.samples"
xmlns:xsd="http://services.samples/xsd">
  <soap:Header/>
  <soap:Body>
     <ser:placeOrder>
        <!--Optional:-->
        <ser:order>
           <!--Optional:-->
           <xsd:price>10</xsd:price>
           <!--Optional:-->
           <xsd:quantity>100</xsd:quantity>
           <!--Optional:-->
           <xsd:symbol>IBM</xsd:symbol>
        </ser:order>
     </ser:placeOrder>
  </soap:Body>
</soap:Envelope>

The above message will be logged in the ESB console as output. 

The log of the SimpleAxis2Server will be as follows.

Tue Jan 15 15:31:28 IST 2013 samples.services.SimpleStockQuoteService 
:: Accepted order #2 for : 100 stocks of IBM at $ 10.0

Integrate Using Message Stores and Processors 
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This section describes how to integrate WSO2 Message Broker with WSO2 ESB using message stores and processors.

Execution Steps

Perform the following steps in WSO2 ESB.

Create a message store with the following configuration. See  for further information.Adding a Message Store

<messageStore name="JMSMS"
class="org.wso2.carbon.message.store.persistence.jms.JMSMessageStore"
xmlns="http://ws.apache.org/ns/synapse">   
   <parameter
name="java.naming.factory.initial">org.wso2.andes.jndi.PropertiesFileIn
itialContextFactory</parameter>   
   <parameter
name="java.naming.provider.url">repository/conf/jndi.properties</parame
ter>
   <parameter name="store.jms.destination">JMSMS</parameter>
   <parameter name="store.jms.JMSSpecVersion">1.1</parameter>   
   <parameter name="store.jms.cache.connection">false</parameter>
</messageStore>

Define an endpoint to send the message. In this example, the  just set-up in the previous step is used. backend

<endpoint name="SimpleStockQuoteService">
   <address
uri="http://127.0.0.1:9000/services/SimpleStockQuoteService"/>
</endpoint>

Define a message forwarding processor with the following configuration. See  for further information.Adding a Message Processor

<messageProcessor
class="org.apache.synapse.message.processors.forward.ScheduledMessageFo
rwardingProcessor" name="Processor1" messageStore="JMSMS">
    <parameter name="max.delivery.attempts">4</parameter>
    <parameter name="interval">4000</parameter>
</messageProcessor>

Define a proxy service with the following configuration.

http://docs.wso2.com/enterprise-service-bus/Adding a Message Store
http://docs.wso2.com/enterprise-service-bus/Adding a Message Processor
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<proxy name="InOnlyProxy" transports="https http" startOnLoad="true"
trace="disable">   
   <target>
      <inSequence>
         <property name="FORCE_SC_ACCEPTED" value="true"
scope="axis2"/>
         <property name="OUT_ONLY" value="true"/>
         <property name="target.endpoint"
value="SimpleStockQuoteService"/>
         <log level="full"/>
         <store messageStore="JMSMS"/>
      </inSequence>
   </target>
</proxy>

Messages sent to this proxy service are stored in the  queue in the Message Broker which serves as a message store.I If messages areJMSMS
sent while the message processor is disabled, you will notice an increase in the message count of the  queue in the MB ManagementJMSMS
Console. See  for more information.Browsing Queues

Testing the Integration 

Using the , send the following SOAP message to the  proxy service you created. SOAP UI InOnlyProxy
 

<soapenv:Envelope
xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:ser="http://services.samples"
xmlns:xsd="http://services.samples/xsd">
   <soapenv:Header/>
      <soapenv:Body>
         <ser:getQuote>
            <!--Optional:-->
            <ser:request>
               <!--Optional:-->
               <xsd:symbol>IBM</xsd:symbol>
            </ser:request>
         </ser:getQuote>
      </soapenv:Body>
</soapenv:Envelope>

The above message will be logged in ESB console. SOAP UI will get the  message.202 Accepted

The following message will be logged in the axis2server console.

samples.services.SimpleStockQuoteService :: Generating quote for : IBM

  To adapt to your specific environment, simply replace the following with a suitable name.

Note
The following section describes the  service invocation with the . Follow this  to implement theIn Only Message Forwarding Processor article
others.

https://docs.wso2.com/display/EI650/Managing+Queues#ManagingQueues-Browse
http://docs.wso2.com/enterprise-service-bus/Message Forwarding Processor
http://wso2.org/library/articles/2011/12/implementing-store-forward-messaging-patterns-wso2esb-part-2
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<endpoint name="SimpleStockQuoteService">
   <address uri="http://test"/>
</endpoint>

Integrating WSO2 CEP

WSO2 Message Broker can be configured as a JMS broker for WSO2 Complex Event Processing Server.

Using WSO2 MB as A JMS Broker for WSO2 CEP Server
Configure and Run Stock Quote Analyzer

 

Using WSO2 MB as A JMS Broker for WSO2 CEP Server

The following example shows how you can use the WSO2 Message broker as the JMS broker for WSO2 Complex Event Processor.

Before you configure the WSO2 CEP:

See   for instructions on installing WSO2MB.Installation Prerequisites
Copy the following broker-specific jars from  to <MB_HOME>/client-lib  .<CEP_HOME>/repository/components/lib

andes-client-xx.jar
geronimo-j2ee-management_1.1_spec-1.0.1xx.jar
log4j-1.2.13.jar
org.wso2.carbon.event.client-4.2.0.jar
org.wso2.carbon.event.client.stub-4.2.0.jar 
slf4j-1.5.10.wso2v1.jar
 

Configuring the WSO2 Complex Event Processor

Use the following instructions to configure WSO2 CEP to use WSO2 MB as the JMS broker.

Open the    file and register a connection factory named   by<CEP_HOME>/repository/conf/jndi.properties TopicConnectionFactory
entering the following in the  section.register some connection factories 

connectionfactory.TopicConnectionFactory=amqp://admin:admin@clientid/ca
rbon?brokerlist='tcp://localhost:5672'

Register the  s topic by adding the following to the  section of theBasicStockQuote register some topics in JNDI using the form 
same file.

topic.BasicStockQuotes = BasicStockQuotes

Start the WSO2 Message Broker server. See   in WSO2 Message Broker documentation for further details.Running the Product

 
Start WSO2 CEP using one of the following commands based on your operating system.

On Windows: ./wso2server.bat -DportOffset=1 -Dqpid.dest_syntax=BURL
On Linux/Solaris: ./wso2server.sh -DportOffset=1 -Dqpid.dest_syntax=BURL

By setting the  the ports used in CEP server are offset by 1 to avoid port conflicts with MB. This is only required if bothportOffset=1 property, 
MB and CEP servers are running on the same node.  We are also forcing the usage of Binding URL(BURL) address syntax by setting  qpid.des

 property to   .t_syntax system BURL
 
Click  in the   tab of the CEP management console to open the   page. Then click Input Event Adapters  Configure  Available Input Adapters Add

https://docs.wso2.com/display/MB220/Installation+Prerequisites
http://docs.wso2.com/message-broker/Running the Product
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 to open the   page. Create a JMS input event adapter to receive messages from WSO2Input Event Adapter Create a New Input Event Adapter
MB with following configurations and save.

Event Adapter Name: MBInputAdapter
Event Adapter Type: JMS
JNDI Initial Context Factory Class: org.wso2.andes.jndi.PropertiesFileInitialContextFactory
JNDI Provider URL: repository/conf/jndi.properties
The JMS connection username: admin
The JMS connection password: admin
Connection Factory JNDI Name: TopicConnectionFactory
Destination Type: topic
Enable Durable Subscription: false

The above configuration would be as follows in the source view:

<?xml version="1.0" encoding="UTF-8"?>
<inputEventAdapter name="MBInputAdapter" statistics="disable"
  trace="disable" type="jms"
xmlns="http://wso2.org/carbon/eventAdaptermanager">
  <property
name="java.naming.provider.url">repository/conf/jndi.properties</proper
ty>
  <property name="transport.jms.SubscriptionDurable">false</property>
  <property name="transport.jms.UserName">admin</property>
  <property
name="java.naming.factory.initial">org.wso2.andes.jndi.PropertiesFileIn
itialContextFactory</property>
  <property name="transport.jms.Password">admin</property>
  <property
name="transport.jms.ConnectionFactoryJNDIName">TopicConnectionFactory</
property>
  <property name="transport.jms.DestinationType">topic</property>
</inputEventAdapter>

Click  in the   tab of the CEP management console to open the   page. Then click Output Event Adapters  Configure Available Output Adapters A
 to open the   page. Create a JMS input event adapter to receive messages fromdd Output Event Adapter Create a New Output Event Adapter

WSO2 MB with following configurations and save.

Event Adapter Name: MBOutputAdapter
Event Adapter Type: JMS
JNDI Initial Context Factory Class: org.wso2.andes.jndi.PropertiesFileInitialContextFactory
JNDI Provider URL: repository/conf/jndi.properties
The JMS connection username: admin
The JMS connection password: admin
Connection Factory JNDI Name: TopicConnectionFactory
Destination Type: topic
Enable Durable Subscription: false

The above configuration would be as follows in the source view:
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<?xml version="1.0" encoding="UTF-8"?>
<outputEventAdaptor name="MBOutputAdaptor" statistics="disable"
  trace="disable" type="jms"
xmlns="http://wso2.org/carbon/eventadaptormanager">
  <property name="java.naming.security.principal">admin</property>
  <property
name="java.naming.provider.url">repository/conf/jndi.properties</proper
ty>
  <property name="java.naming.security.credentials">admin</property>
  <property
name="java.naming.factory.initial">org.wso2.andes.jndi.PropertiesFileIn
itialContextFactory</property>
  <property
name="transport.jms.ConnectionFactoryJNDIName">TopicConnectionFactory</
property>
  <property name="transport.jms.DestinationType">topic</property>
</outputEventAdaptor>

In the  tab of the CEP management console, click   to open the   page. Click the   link of the Main  Event Streams Available Event Streams Inflows o
 stream and then click   to open the rg.wso2.sample.stock.quote.basic:1.0.0 Receive to External Event Stream (via Event Builder Cre

pop-up screen. Create a new event builder as follows:ate a New Event Formatter 

Event Builder Name: MBAllStockQuotesBasic
Input Event Adapter Name: MBInputAdapter
Topic/Queue Name: AllStockQuotes
Input Mapping Type: json

Click  to expand the screen and display the   section. Enter two JSON mappings as shown in the table below.Advanced  JSON Mapping

JSONPath Mapped To

$.StockQuoteEvent.LastTradeAm
ount

price double

$.StockQuoteEvent.StockSymbol symbol string

Open the   page again. Click the   link of the   stream andAvailable Event Streams Outflows org.wso2.sample.stock.quote.basic:1.0.0
then click   to open the  pop-up screen. Create a newPublish to External Event Stream (via Event Formatter) Create a New Event Formatter 
event formatter as follows:

Event Formatter Name: MBBasicStockQuotes
Streams: price double, symbol string
Output Event Adapter Name: MBOutputAdapter
Destination: AllStockQuotes 
Header: JMS_PrRIORITY:4
Output Mapping Type: map

Click  to expand the screen and display the   section. Enter two Map mappings as shown in the table below.Advanced  Map Mapping

Name Value of

$.StockQuoteEvent.LastTradeAm
ount

pricedouble

$.StockQuoteEvent.StockSymbol symbolstring

Enter the following properties in the  file.<CEP_HOME>/samples/consumers/jms/src/main/resources/jndi.properties 

In the section where initial context factories are entered:

java.naming.factory.initial =
org.wso2.andes.jndi.PropertiesFileInitialContextFactory

http://basic:1.0.0
http://basic:1.0.0


WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 1697

9.  

10.  

11.  

12.  

 

In the   section:use the following property to configure the default connector

connectionfactory.ConnectionFactory=amqp://admin:admin@clientid/carbon?
brokerlist='tcp://localhost:5672'

Run the following command in   directory to have the customer subscribed to the  <CEP_HOME>/samples/consumers/jms BasicStockQuotes
 topic.
ant topicConsumer -Dtopic=BasicStockQuotes
 
Enter the following properties in the   file.<CEP_HOME>/samples/producers/stock-quote/src/main/resources/jndi.properties

In the section where initial context factories are entered:

java.naming.factory.initial =
org.wso2.andes.jndi.PropertiesFileInitialContextFactory

In the  section: use the following property to configure the default connector

connectionfactory.ConnectionFactory=amqp://admin:admin@clientid/carbon?
brokerlist='tcp://localhost:5672'

Run the   command in the   directory.ant <CEP_HOME>/samples/producers/stock-quote

Configure and Run Stock Quote Analyzer

This sample demonstrates how Siddhi engine can be used with JMS event broker to receive, process and publish XML messages.

In this sample CEP will receive stock quote information and fire outputs if the last traded amount vary by 2 percent with regards to the average traded price
within past 2 minutes.

from allStockQuotesStream#window.time(120000)
insert into fastMovingStockQuotesStream
symbol,avg(price) as avgPrice, price
group by symbol
having ((price > (avgPrice*1.02)) or ((avgPrice*0.98)>price ));

Here we will publish events using an JMS client to a JMS topic called AllStockQuotes and fired outputs of the bucket will be send to a JMS topic called
FastMovingStockQuotes, which will be received using another JMS client and log in console.

Following is the configuration used in this sample.
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<cep:bucket xmlns:cep="http://wso2.org/carbon/cep"
name="XMLStockQuoteAnalyzer">
    <cep:description>
This bucket analyzes stock quotes and trigger an event if the last
traded amount vary by 2 percent with regards to the average traded
price within past 2 minutes.
    </cep:description>
    <cep:engineProviderConfiguration engineProvider="SiddhiCEPRuntime">
        <cep:property
name="siddhi.persistence.snapshot.time.interval.minutes">0</cep:propert
y>
        <cep:property
name="siddhi.enable.distributed.processing">false</cep:property>
    </cep:engineProviderConfiguration>
    <cep:input topic="AllStockQuotes" brokerName="MBJmsBroker">
        <cep:xmlMapping queryEventType="Tuple"
stream="allStockQuotesStream">
            <cep:xpathDefinition prefix="quotedata"
namespace="http://ws.cdyne.com/"/>
            <cep:property name="price"
xpath="//quotedata:StockQuoteEvent/quotedata:LastTradeAmount"
                          type="java.lang.Double"/>
            <cep:property name="symbol"
xpath="//quotedata:StockQuoteEvent/quotedata:StockSymbol"
                          type="java.lang.String"/>
        </cep:xmlMapping>
    </cep:input>
    <cep:query name="StockDetector">
        <cep:expression>
            <![CDATA[
from allStockQuotesStream#window.time(120000)
insert into fastMovingStockQuotesStream
symbol,avg(price) as avgPrice, price
group by symbol
having ((price > (avgPrice*1.02)) or ((avgPrice*0.98)>price ));
            ]]></cep:expression>
        <cep:output topic="FastMovingStockQuotes"
brokerName="MBJmsBroker">
            <cep:xmlMapping>
                <quotedata:StockQuoteDataEvent
xmlns:quotedata="http://ws.cdyne.com/"
                                              
xmlns:xsd="http://www.w3.org/2001/XMLSchema"
                                              
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">
                   
<quotedata:StockSymbol>{symbol}</quotedata:StockSymbol>
                   
<quotedata:AvgLastTradeAmount>{avgPrice}</quotedata:AvgLastTradeAmount>
                   
<quotedata:LastTradeAmount>{price}</quotedata:LastTradeAmount>
                </quotedata:StockQuoteDataEvent>
            </cep:xmlMapping>
        </cep:output>
    </cep:query>
</cep:bucket>

 

Prerequisites

Apache Ant to build & deploy the Sample & Service, and to run the client. See   for instructions on installing Apache Ant.Installation Prerequisites

Steps to configure the sample

https://docs.wso2.com/display/CEP310/Installation+Prerequisites
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The steps are as follows:

Install the WSO2 Complex Event Processor. See the   for instructions.Installation Guide
Now start the WSO2 Complex Event Processor. See    for instructions.Running the Product
Start WSO2 Message Broker with a port offset one (assuming setup is done on a single machine). See   for instructions. Running WSO2 MB
Then configure WSO2 Message Broker as the JMS Broker for CEP server as described in Using WSO2 MB as A JMS Broker for WSO2 CEP

.Server

Copy the above bucket configuration to  folder. Note that we have used the<CEP_HOME>/repository/deployment/server/cepbuckets
JMS Broker  "MBJmsBroker" created at step 4 in the bucket configuration. 
Now the bucket will be deployed at the CEP side. Please check the logs to verify. 

Steps to run the sample

In order to run the above sample we have to do two things. 

Publish events to CEP server. We can do this by publishing events to the AllStockQuotes topic.  
Subscribe for events generated by CEP server according to the query we have defined in bucket configuration above. This can be done in two
ways. 

Subscribe an JMS topic message subscriber to the topic FastMovingStockQuotes and get the events.
Subscriber a web service client to the topic FastMovingStockQuotes and receive the events using a web service client instead of using a
JMS client. 

Publishing events to CEP server 

We will use a JMS client for this purpose.

Following class will create Initial Context to run the event publisher client. Note that this class is used in event subscriber JMS client as well. 

package org.wso2.cep.sample.jms.andes;
import javax.jms.TopicConnectionFactory;
import javax.naming.Context;
import javax.naming.InitialContext;
import javax.naming.NamingException;
import java.util.Properties;
public class JNDIContext {
    public static final String QPID_ICF =
"org.wso2.andes.jndi.PropertiesFileInitialContextFactory";
    private static final String CF_NAME_PREFIX = "connectionfactory.";
    private static final String CF_NAME = "ConnectionFactory";
    private static final String userName = "admin";
    private static final String password = "admin";
    private static String CARBON_CLIENT_ID = "clientid";
    private static String CARBON_VIRTUAL_HOST_NAME = "carbon";
    private static String CARBON_DEFAULT_HOSTNAME = "localhost";
    private static String CARBON_DEFAULT_PORT = "5673";
    private InitialContext initContext = null;
    private TopicConnectionFactory topicConnectionFactory = null;
    public static JNDIContext instance = null;
    private JNDIContext() {
        createInitialContext();
        createConnectionFactory();
    }
    public InitialContext getInitContext() {
        return initContext;
    }
    public TopicConnectionFactory getTopicConnectionFactory() {
        return topicConnectionFactory;
    }
    public static JNDIContext getInstance() {
        if (instance == null) {
            instance = new JNDIContext();
        }
        return instance;

When CEP connects to MB, the  file needs to be updated with the following:wso2server.sh

system property -Dqpid.dest_syntax=BURL \

https://docs.wso2.com/display/CEP310/Installing+the+Product
https://docs.wso2.com/display/CEP310/Running+the+Product
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    }
    /**
     * Create Connection factory with initial context
     */
    private void createConnectionFactory() {
        try {
            topicConnectionFactory = (TopicConnectionFactory)
initContext.lookup("ConnectionFactory");
        } catch (NamingException e) {
            System.out.println("Can not create topic connection
factory." + e);
        }
    }
    /**
     * Create Initial Context with given configuration
     */
    private void createInitialContext() {

        try {
            Properties properties = new Properties();
            properties.put(Context.INITIAL_CONTEXT_FACTORY, QPID_ICF);
            properties.put(CF_NAME_PREFIX + CF_NAME,
getTCPConnectionURL(userName, password));
            System.out.println("TCPConnectionURL: = " +
getTCPConnectionURL(userName, password));
            initContext = new InitialContext(properties);
        } catch (NamingException e) {
            System.out.println("Can not create initial context with
given parameters." + e);
        }
    }

    public String getTCPConnectionURL(String username, String password)
{
        return new StringBuffer()
               
.append("amqp://").append(username).append(":").append(password)
                .append("@").append(CARBON_CLIENT_ID)
                .append("/").append(CARBON_VIRTUAL_HOST_NAME)
               
.append("?brokerlist='tcp://").append(CARBON_DEFAULT_HOSTNAME).append("
:").append(CARBON_DEFAULT_PORT).append("'")
                .toString();
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    }
}

 

Following class is the event publisher client. By running this class three events are generated and sent to the CEP server (Actually we publish events to the
topic at WSO2 MB, which is registered at CEP server).

package org.wso2.cep.sample.jms.andes.xmlMessage;
import org.apache.axiom.om.OMElement;
import org.apache.axiom.om.impl.builder.StAXOMBuilder;
import org.apache.axiom.om.util.StAXUtils;
import org.wso2.cep.sample.jms.andes.JNDIContext;
import javax.jms.JMSException;
import javax.jms.MessageProducer;
import javax.jms.Session;
import javax.jms.TextMessage;
import javax.jms.Topic;
import javax.jms.TopicConnection;
import javax.jms.TopicConnectionFactory;
import javax.naming.InitialContext;
import javax.xml.stream.XMLStreamException;
import javax.xml.stream.XMLStreamReader;
import java.io.ByteArrayInputStream;
public class AllStockQuotesPublisher {
    private static InitialContext initContext = null;
    private static TopicConnectionFactory topicConnectionFactory =
null;
    public static void main(String[] args) throws XMLStreamException {

        String xmlElement1 = "<quotedata:AllStockQuoteStream
xmlns:quotedata=\"http://ws.cdyne.com/\">\n" +
                " <quotedata:StockQuoteEvent>\n" +
                "
<quotedata:StockSymbol>MSFT</quotedata:StockSymbol>\n" +
                " <quotedata:LastTradeAmount>126.36
</quotedata:LastTradeAmount>\n" +
                "
<quotedata:StockChange>0.05</quotedata:StockChange>\n" +
                " <quotedata:OpenAmount>25.05</quotedata:OpenAmount>\n"
+
                " <quotedata:DayHigh>25.46</quotedata:DayHigh>\n" +
                " <quotedata:DayLow>25.01</quotedata:DayLow>\n" +
                "
<quotedata:StockVolume>20452658</quotedata:StockVolume>\n" +
                " <quotedata:PrevCls>25.31</quotedata:PrevCls>\n" +
                "
<quotedata:ChangePercent>0.20</quotedata:ChangePercent>\n" +
                " <quotedata:FiftyTwoWeekRange>22.73 -
31.58</quotedata:FiftyTwoWeekRange>\n" +
                "
<quotedata:EarnPerShare>2.326</quotedata:EarnPerShare>\n" +
                " <quotedata:PE>10.88</quotedata:PE>\n" +
                " <quotedata:CompanyName>Microsoft
Corpora</quotedata:CompanyName>\n" +
                " <quotedata:QuoteError>false</quotedata:QuoteError>\n"
+
                " </quotedata:StockQuoteEvent>\n" +
                " </quotedata:AllStockQuoteStream>";
        String xmlElement2 = "<quotedata:AllStockQuoteStream
xmlns:quotedata=\"http://ws.cdyne.com/\">\n" +
                " <quotedata:StockQuoteEvent>\n" +
                "
<quotedata:StockSymbol>MSFT</quotedata:StockSymbol>\n" +
                "
<quotedata:LastTradeAmount>36.36</quotedata:LastTradeAmount>\n" +
                "
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<quotedata:StockChange>0.05</quotedata:StockChange>\n" +
                " <quotedata:OpenAmount>25.05</quotedata:OpenAmount>\n"
+
                " <quotedata:DayHigh>25.46</quotedata:DayHigh>\n" +
                " <quotedata:DayLow>25.01</quotedata:DayLow>\n" +
                "
<quotedata:StockVolume>20452658</quotedata:StockVolume>\n" +
                " <quotedata:PrevCls>25.31</quotedata:PrevCls>\n" +
                "
<quotedata:ChangePercent>0.20</quotedata:ChangePercent>\n" +
                " <quotedata:FiftyTwoWeekRange>22.73 -
31.58</quotedata:FiftyTwoWeekRange>\n" +
                "
<quotedata:EarnPerShare>2.326</quotedata:EarnPerShare>\n" +
                " <quotedata:PE>10.88</quotedata:PE>\n" +
                " <quotedata:CompanyName>Microsoft
Corpora</quotedata:CompanyName>\n" +
                " <quotedata:QuoteError>false</quotedata:QuoteError>\n"
+
                " </quotedata:StockQuoteEvent>\n" +
                " </quotedata:AllStockQuoteStream>";
        String xmlElement3 = "<quotedata:AllStockQuoteStream
xmlns:quotedata=\"http://ws.cdyne.com/\">\n" +
                " <quotedata:StockQuoteEvent>\n" +
                "
<quotedata:StockSymbol>MSFT</quotedata:StockSymbol>\n" +
                "
<quotedata:LastTradeAmount>6.36</quotedata:LastTradeAmount>\n" +
                "
<quotedata:StockChange>0.05</quotedata:StockChange>\n" +
                " <quotedata:OpenAmount>25.05</quotedata:OpenAmount>\n"
+
                " <quotedata:DayHigh>25.46</quotedata:DayHigh>\n" +
                " <quotedata:DayLow>25.01</quotedata:DayLow>\n" +
                "
<quotedata:StockVolume>20452658</quotedata:StockVolume>\n" +
                " <quotedata:PrevCls>25.31</quotedata:PrevCls>\n" +
                "
<quotedata:ChangePercent>0.20</quotedata:ChangePercent>\n" +
                " <quotedata:FiftyTwoWeekRange>22.73 -
31.58</quotedata:FiftyTwoWeekRange>\n" +
                "
<quotedata:EarnPerShare>2.326</quotedata:EarnPerShare>\n" +
                " <quotedata:PE>10.88</quotedata:PE>\n" +
                " <quotedata:CompanyName>Microsoft
Corpora</quotedata:CompanyName>\n" +
                " <quotedata:QuoteError>false</quotedata:QuoteError>\n"
+
                " </quotedata:StockQuoteEvent>\n" +
                " </quotedata:AllStockQuoteStream>";

        initContext = JNDIContext.getInstance().getInitContext();
        topicConnectionFactory =
JNDIContext.getInstance().getTopicConnectionFactory();
        AllStockQuotesPublisher publisher = new
AllStockQuotesPublisher();
        XMLStreamReader reader1 = StAXUtils.createXMLStreamReader(new
ByteArrayInputStream(
                xmlElement1.getBytes()));
        StAXOMBuilder builder1 = new StAXOMBuilder(reader1);
        OMElement OMMessage1 = builder1.getDocumentElement();
        publisher.publish("AllStockQuotes", OMMessage1);
        XMLStreamReader reader2 = StAXUtils.createXMLStreamReader(new
ByteArrayInputStream(
                xmlElement2.getBytes()));
        StAXOMBuilder builder2 = new StAXOMBuilder(reader2);
        OMElement OMMessage2 = builder2.getDocumentElement();
        publisher.publish("AllStockQuotes", OMMessage2);
        XMLStreamReader reader3 = StAXUtils.createXMLStreamReader(new
ByteArrayInputStream(
                xmlElement3.getBytes()));
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        StAXOMBuilder builder3 = new StAXOMBuilder(reader3);
        OMElement OMMessage3 = builder3.getDocumentElement();
        publisher.publish("AllStockQuotes", OMMessage3);
    }
   
    /**
     * Publish message to given topic
     *
     * @param topicName - topic name to publish messages
     * @param message   - message to send
     */

      public void publish(String topicName, OMElement message) {
        // create topic connection
        TopicConnection topicConnection = null;
        try {
            topicConnection =
topicConnectionFactory.createTopicConnection();
            topicConnection.start();
        } catch (JMSException e) {
            System.out.println("Can not create topic connection." + e);
            return;
        }
        // create session, producer, message and send message to given
destination(topic)
        // OMElement message text is published here.
        Session session = null;
        try {
            session = topicConnection.createTopicSession(false,
Session.AUTO_ACKNOWLEDGE);
            Topic topic = session.createTopic(topicName);
            MessageProducer producer = session.createProducer(topic);
            TextMessage jmsMessage =
session.createTextMessage(message.toString());
            producer.send(jmsMessage);
            producer.close();
            session.close();
            topicConnection.stop();
            topicConnection.close();
        } catch (JMSException e) {
            System.out.println("Can not subscribe." + e);
        }
    }
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}

 

Subscribing for filtered events and notifications  from CEP server 

a. Using a JMS client receiver

Following class acts as a JMS topic subscriber client. We register a subscription for filtered events we get from CEP triggered according to the query at
bucket we have defined (Actually we are subscribing for a topic created at WSO2 Message broker, to which CEP will publish filtered events and
notifications internally).

package org.wso2.cep.sample.jms.andes.xmlMessage;
import org.wso2.cep.sample.jms.andes.JNDIContext;
import javax.jms.JMSException;
import javax.jms.MapMessage;
import javax.jms.Message;
import javax.jms.MessageListener;
import javax.jms.TextMessage;
import javax.jms.Topic;
import javax.jms.TopicConnection;
import javax.jms.TopicConnectionFactory;
import javax.jms.TopicSession;
import javax.jms.TopicSubscriber;
import javax.naming.InitialContext;
import javax.xml.stream.XMLStreamException;
import java.util.Enumeration;
public class FastMovingStockQuotesSubscriber implements MessageListener
{
    private static InitialContext initContext = null;
    private static TopicConnectionFactory topicConnectionFactory =
null;
    private boolean messageReceived = false;
    static String TOPIC = "FastMovingStockQuotes";
    public static void main(String[] args) throws XMLStreamException {
        initContext = JNDIContext.getInstance().getInitContext();
        topicConnectionFactory =
JNDIContext.getInstance().getTopicConnectionFactory();
        new FastMovingStockQuotesSubscriber().subscribe(TOPIC);
    }
    public void subscribe(String topicName) {
        // create connection
        TopicConnection topicConnection = null;
        try {
            topicConnection =
topicConnectionFactory.createTopicConnection();
        } catch (JMSException e) {
            System.out.println("Can not create topic connection." + e);
            return;
        }
        // create session, subscriber, message listener and listen on
that topic
        TopicSession session = null;
        try {
            session = topicConnection.createTopicSession(false,
javax.jms.Session.AUTO_ACKNOWLEDGE);
            Topic topic = session.createTopic(topicName);
            TopicSubscriber subscriber =
session.createSubscriber(topic);
            subscriber.setMessageListener(this);
            topicConnection.start();
            synchronized (this) {
                while (!messageReceived) {
                    try {
                        this.wait();
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                    } catch (InterruptedException e) {
                    }
                }
            }
        } catch (JMSException e) {
            System.out.println("Can not subscribe." + e);
        }
    }
    public void onMessage(Message message) {
        if (message instanceof TextMessage) {
            TextMessage textMessage = (TextMessage) message;
            try {
                System.out.println("output = " +
textMessage.getText());
                synchronized (this) {
                    messageReceived = true;
                }
            } catch (JMSException e) {
                System.out.println("error at getting text out of
received message. = " + e);
            }
        } else if (message instanceof MapMessage) {
            try {
                Enumeration enumeration = ((MapMessage)
message).getMapNames();
                for (; enumeration.hasMoreElements(); ) {
                    System.out.println(((MapMessage)
message).getString((String) enumeration.nextElement()));
                }
            } catch (JMSException e) {
                e.printStackTrace();
            }
        } else {
            System.out.println("Received message is not a text/map
message.");
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        }
    }
}

 

b. Using a web service message receiver

Deploying receiver service

First we have to deploy a web service at any WSO2 Server which would act as the receiver web service for messages from CEP server. We will use CEP
itself to deploy such a web service. 

The steps are as follows:    

In a command prompt, switch to the FastMovingStockQuoteReceiverService services directory: <CEP_HOME>/
 samples/services/FastMovingStockQuoteReceiverService

For example, in Linux: cd <CEP_HOME> /samples/services/FastMovingStockQuoteReceiverService
From there, type ant. This will deploy the FastMovingStockQuoteReceiverService in CEP itself. You can follow the server logs to check
whether FastMovingStockQuoteReceiverService.arr has been properly deployed. You will also be able to see the axis2 service in the services list.

Configuring receiver service

We need to configure the FastMovingStockQuoteReceiverService in order to receive the output events emitted by the bucket under the
FastMovingStockQuotes topic. Here we will be creating FastMovingStockQuotes topic in the WSO2 Message Broker and subscribe
FastMovingStockQuoteReceiverService on that topic.

The steps are as follows:

Sign In. Enter your user name and password to log on to the Message Broker Management Console.
Click  under the  menu in the  section of the left panel.Add Topics Manage
Specify the topic name in the topic input text box. In this case, the topic name is "FastMovingStockQuotes" (the output topic). Click .Add Topic
The topic is added to the server and you will be directed to the Topic Browser page.
Once you click on the topic in the topic browser page, you will be able see four links. Click the  link and you will be directed to theSubscribe
Subscribe page. 
Create subscription with the following details. Once you are done click .Subscribe

topic   : FastMovingStockQuotes (Output topic)
subscription mode: Topic only subscription
URL   : http://localhost:9763/services/FastMovingStockQuoteService/getOMElement
expiration Time  : select a future date from calender

Once you click , you will be directed to the Topic Browser page. Subscribe
You can verify whether you have correctly subscribed to the topic by clicking the  link of that topic in the topic browser page. Details

Once you click on that, you will be directed to the "topic details" page and there you will find all the subscriptions for that topic and its children (in
this case it does not exists) and permission on that topic. Apart from that with the  section, you can publish a test XML message to thatPublish
topic and check whether your subscription URL has been properly subscribed.

Running the Samples

If you are using a JMS subscriber client i.e "Using a JMS Client Receiver", build and run the topic subscriber class provided above. Else if you are
using the "Web Service Message Receiver" above configurations under section (b) is enough. 
Run the JMS publisher client.
It can be noticed that CEP analyzes the events we have published  and fire outputs if the last traded amount vary by 2 percent with regards to the
average traded price within past 2 minutes.

Observation

Observe the console where we are running the JMS subscriber client or server console where message receiving web service is deployed. You will
see some logs like below.
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Integrating WSO2 DSS

This page describes how to integrate WSO2 Message Broker with WSO2 Data Services Server to facilitate subscribing data services to JMS queues or
topics and receiving messages from the broker. It contains the following sections:

Setting up WSO2 Message Broker
Setting up WSO2 DSS
Testing the integration

Setting up WSO2 Message Broker

Download and install WSO2 MB according to the instructions in  . Installation Guide
It is not possible to start multiple WSO2 products with their default configurations simultaneously in the same environment. Since all WSO2
products use the same port in their default configuration, there will be port conflicts. Therefore, to avoid port conflicts, apply a port offset in <MB_HO

 file changing the offset value to 1. For example:ME>/repository/conf/carbon.xml

<Ports>
   <!-- Ports offset. This entry will set the value of the ports
defined below to
 the define value + Offset.
 e.g. Offset=2 and HTTPS port=9443 will set the effective HTTPS port to
9445
 -->
   <Offset>1</Offset>

Start the Message Broker by running  (on Linux) or  (on Windows).<MB_HOME>/bin/wso2server.sh <MB_HOME>/bin/wso2server.bat
Note that Message Broker must be up and running before starting the Data Services Server.

Setting up WSO2 DSS

Download and install the WSO2 DSS binary distribution (see the installation instructions in the ). DSS documentation
The unzipped DSS distribution folder is referred to as .<DSS_HOME>
WSO2 DSS does not have a default enabled JMS transport configuration for communicating with the Message Broker. Therefore, we need to add
a  block for MB 2.x.x by editing  as follows:<transport receiver> <DSS_HOME>/repository/conf/axis2/axis2.xml

http://docs.wso2.org/data-services-server
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<!--Configure for JMS transport support with WSO2 MB 2.x.x -->
    <transportReceiver name="jms"
class="org.apache.axis2.transport.jms.JMSListener">
        <parameter name="myTopicConnectionFactory" locked="false">
           <parameter name="java.naming.factory.initial"
locked="false">org.wso2.andes.jndi.PropertiesFileInitialContextFactory<
/parameter>
            <parameter name="java.naming.provider.url"
locked="false">repository/conf/jndi.properties</parameter>
            <parameter name="transport.jms.ConnectionFactoryJNDIName"
locked="false">TopicConnectionFactory</parameter>
            <parameter name="transport.jms.ConnectionFactoryType"
locked="false">topic</parameter>
        </parameter>
        <parameter name="myQueueConnectionFactory" locked="false">
            <parameter name="java.naming.factory.initial"
locked="false">org.wso2.andes.jndi.PropertiesFileInitialContextFactory<
/parameter>
            <parameter name="java.naming.provider.url"
locked="false">repository/conf/jndi.properties</parameter>
            <parameter name="transport.jms.ConnectionFactoryJNDIName"
locked="false">QueueConnectionFactory</parameter>
           <parameter name="transport.jms.ConnectionFactoryType"
locked="false">queue</parameter>
        </parameter>
        <parameter name="default" locked="false">
            <parameter name="java.naming.factory.initial"
locked="false">org.wso2.andes.jndi.PropertiesFileInitialContextFactory<
/parameter>
            <parameter name="java.naming.provider.url"
locked="false">repository/conf/jndi.properties</parameter>
            <parameter name="transport.jms.ConnectionFactoryJNDIName"
locked="false">QueueConnectionFactory</parameter>
            <parameter name="transport.jms.ConnectionFactoryType"
locked="false">queue</parameter>
        </parameter>
    </transportReceiver>

Also, uncomment the   block for JMS in the same file as follows:<transport sender>

<!-- uncomment this and configure to use connection pools for sending
messages>
<transportSender name="jms"
class="org.apache.axis2.transport.jms.JMSSender"/-->

Create and add the following  file into the directory to point to the running Messagejndi.properties <DSS_HOME>/repository/conf/
Broker:
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#  Copyright (c) 2011, WSO2 Inc. (http://wso2.com) All Rights Reserved.
#
#  Licensed under the Apache License, Version 2.0 (the "License");
#  you may not use this file except in compliance with the License.
#  You may obtain a copy of the License at
#
#        http://www.apache.org/licenses/LICENSE-2.0
#
#  Unless required by applicable law or agreed to in writing, software
#  distributed under the License is distributed on an "AS IS" BASIS,
#  WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
implied.
#  See the License for the specific language governing permissions and
#  limitations under the License.
#
 
# register some connection factories
# connectionfactory.[jndiname] = [ConnectionURL]
connectionfactory.QueueConnectionFactory =
amqp://admin:admin@clientID/carbon?brokerlist='tcp://localhost:5673'
connectionfactory.TopicConnectionFactory =
amqp://admin:admin@clientID/carbon?brokerlist='tcp://localhost:5673'
# register some queues in JNDI using the form
# queue.[jndiName] = [physicalName]

 
# register some topics in JNDI using the form
# topic.[jndiName] = [physicalName]

Copy the following client library JAR files from the  folder to .<MB_HOME>/client-lib <DSS_HOME>/repository/components/lib

andes-client-0.13.wso2v8
geronimo-jms_1.1_spec-1.1.0.wso2v1

Important: If you are integrating with DSS version 3.0.1, replace <DSS_HOME>/repository/components/plugins/axis2-transport-jm
 with the one . This JAR file contains JMS transport changes that affect the integration of DSS 3.0.1 withs_1.1.0.wso2v7.jar attached here

MB. Future versions of Data Services Server will have this fix built in, so replacing this JAR will be not necessary.
Once the JMS transport is enabled for DSS, it will reflect in all the services deployed in Data Services Server, which can cause an unexpected
error during server start up. To prevent this error, edit and add the following parameters into the  entry of <service> <DSS_HOME>/repository
/deployment/server/dataservices/samples/RDBMSSample_services.xml. 

<parameter name="transport.jms.ContentType">
       <rules>
           <jmsProperty>contentType</jmsProperty>
           <default>application/xml</default>
       </rules>
</parameter>

Copy the two files RDBMSSample_services.xml and RDBMSSample.dbs in this 'samples/' directory into the <DSS_HOME>/repository/deploy
/ directory.ment/server/dataservices

Save all the files and start the DSS by running  (on Linux) or <DSS_HOME>/bin/wso2server.sh <DSS_HOME>/bin/wso2server.bat (on
.Windows)

Testing the integration

Deploy a sample data_service in DSS. A JMS queue for the name of this service will be generated in the Message Broker. Publish a message to this
queue and it will be received by the corresponding data_service in DSS. There can be any message processing operations performed using these
messages, inside the data_service now.

Integrating with Oracle Weblogic Server

https://svn.wso2.org/repos/wso2/people/isharap/MB_AS_integration_sample/axis2-transport-jms_1.1.0.wso2v7.jar
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1.  
2.  

In the sections that follow, we will look at how web applications deployed in Oracle Weblogic Server can communicate with WSO2 Message Broker (WSO2
MB) as JMS subscribers and JMS publishers.

Setting up Oracle Weblogic Server and WSO2 MB 
Developing a web application (JMS Subscriber/Publisher) 

Step 1: Writing the JMS client
Step 2: Building the web application

Deploying the web application in Oracle Weblogic server
Testing the web application with WSO2 MB

Setting up Oracle Weblogic Server and WSO2 MB 

Note that these instructions have been tested with Weblogics server 12.1.2. 

 Follow the steps given below to set up Oracle Weblogic Server

Download Oracle Weblogics server 12.1.2 from  .here
Follow the instructions given in the   file to install and start the server.README.txt

Developing a web application (JMS Subscriber/Publisher) 

To create a web application that can subscribe/publish to a queue or topic in WSO2 MB, you will need to write a JMS client (subscriber/publisher) and build
it as a web application (WAR file), which can be deployed in the application server.

Follow the steps given below to build a web application that can subscribe and publish to a queue in WSO2 MB.

Step 1: Writing the JMS client

First, we will write a JMS client that subscribes to a queue in WSO2 MB: Create a java project using the source files given below and compile it.
SampleQueueSender.java

The following class is used to create the sample client that creates a queue named  in WSO2 MB and sends messages to that queue:testQueue

http://www.oracle.com/technetwork/middleware/fusion-middleware/downloads/index.html
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package org.sample.jms;
import javax.jms.JMSException;
import javax.jms.Queue;
import javax.jms.QueueConnection;
import javax.jms.QueueConnectionFactory;
import javax.jms.QueueSession;
import javax.jms.TextMessage;
import javax.naming.Context;
import javax.naming.InitialContext;
import javax.naming.NamingException;
import java.util.Properties;
public class SampleQueueSender {
    public static final String QPID_ICF =
"org.wso2.andes.jndi.PropertiesFileInitialContextFactory";
    private static final String CF_NAME_PREFIX = "connectionfactory.";
    private static final String QUEUE_NAME_PREFIX = "queue.";
    private static final String CF_NAME = "qpidConnectionfactory";
    String userName = "admin";
    String password = "admin";
    private static String CARBON_CLIENT_ID = "carbon";
    private static String CARBON_VIRTUAL_HOST_NAME = "carbon";
    private static String CARBON_DEFAULT_HOSTNAME = "localhost";
    private static String CARBON_DEFAULT_PORT = "5672";
    String queueName = "testQueue";
    private QueueConnection queueConnection;
    private QueueSession queueSession;
    public void sendMessages() throws NamingException, JMSException {
        Properties properties = new Properties();
        properties.put(Context.INITIAL_CONTEXT_FACTORY, QPID_ICF);
        properties.put(CF_NAME_PREFIX + CF_NAME,
getTCPConnectionURL(userName, password));
        properties.put(QUEUE_NAME_PREFIX + queueName, queueName);
        InitialContext ctx = new InitialContext(properties);
        // Lookup connection factory
        QueueConnectionFactory connFactory = (QueueConnectionFactory)
ctx.lookup(CF_NAME);
        queueConnection = connFactory.createQueueConnection();
        queueConnection.start();
        queueSession = queueConnection.createQueueSession(false,
QueueSession.AUTO_ACKNOWLEDGE);
        // Send message
        Queue queue = (Queue)ctx.lookup(queueName);
        // create the message to send
        TextMessage textMessage = queueSession.createTextMessage("Test
Message Content");
        javax.jms.QueueSender queueSender =
queueSession.createSender(queue);
        queueSender.send(textMessage);
        queueSender.close();
        queueSession.close();
        queueConnection.close();
    }
    private String getTCPConnectionURL(String username, String
password) {
        //
amqp://{username}:{password}@carbon/carbon?brokerlist='tcp://{hostname}
:{port}'
        return new StringBuffer()
               
.append("amqp://").append(username).append(":").append(password)
                .append("@").append(CARBON_CLIENT_ID)
                .append("/").append(CARBON_VIRTUAL_HOST_NAME)
               
.append("?brokerlist='tcp://").append(CARBON_DEFAULT_HOSTNAME).append("
:").append(CARBON_DEFAULT_PORT).append("'")
                .toString();
    }
 
}
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SampleQueueReceiver.java

The following class is used to create the sample client that receives the messages published to the  queue in WSO2 MB:testqueue

package org.sample.jms;
import javax.jms.JMSException;
import javax.jms.Queue;
import javax.jms.QueueConnection;
import javax.jms.QueueConnectionFactory;
import javax.jms.QueueSession;
import javax.jms.TextMessage;
import javax.jms.MessageConsumer;
import javax.naming.Context;
import javax.naming.InitialContext;
import javax.naming.NamingException;
import java.util.Properties;
public class SampleQueueReceiver {
    public static final String QPID_ICF =
"org.wso2.andes.jndi.PropertiesFileInitialContextFactory";
    private static final String CF_NAME_PREFIX = "connectionfactory.";
    private static final String CF_NAME = "qpidConnectionfactory";
    String userName = "admin";
    String password = "admin";
    private static String CARBON_CLIENT_ID = "carbon";
    private static String CARBON_VIRTUAL_HOST_NAME = "carbon";
    private static String CARBON_DEFAULT_HOSTNAME = "localhost";
    private static String CARBON_DEFAULT_PORT = "5672";
    String queueName = "testQueue";
    private QueueConnection queueConnection;
    private QueueSession queueSession;
    public MessageConsumer registerSubscriber() throws NamingException,
JMSException{
        Properties properties = new Properties();
        properties.put(Context.INITIAL_CONTEXT_FACTORY, QPID_ICF);
        properties.put(CF_NAME_PREFIX + CF_NAME,
getTCPConnectionURL(userName, password));
        properties.put("queue."+ queueName,queueName);
        InitialContext ctx = new InitialContext(properties);
        // Lookup connection factory
        QueueConnectionFactory connFactory = (QueueConnectionFactory)
ctx.lookup(CF_NAME);
        queueConnection = connFactory.createQueueConnection();
        queueConnection.start();
        queueSession =
                queueConnection.createQueueSession(false,
QueueSession.AUTO_ACKNOWLEDGE);
        //Receive message
        Queue queue =  (Queue) ctx.lookup(queueName);
        MessageConsumer consumer = queueSession.createConsumer(queue);
        return consumer;
    }
    public void receiveMessages(MessageConsumer consumer) throws
NamingException, JMSException {
        TextMessage message = (TextMessage) consumer.receive();
        System.out.println("Got message from queue receiver==>" +
message.getText());
        // Housekeeping
        consumer.close();
        queueSession.close();
        queueConnection.stop();
        queueConnection.close();
    }
    private String getTCPConnectionURL(String username, String
password) {
        //
amqp://{username}:{password}@carbon/carbon?brokerlist='tcp://{hostname}
:{port}'
        return new StringBuffer()
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.append("amqp://").append(username).append(":").append(password)
                .append("@").append(CARBON_CLIENT_ID)
                .append("/").append(CARBON_VIRTUAL_HOST_NAME)
               
.append("?brokerlist='tcp://").append(CARBON_DEFAULT_HOSTNAME).append("
:").append(CARBON_DEFAULT_PORT).append("'")
                .toString();
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1.  
a.  

b.  

c.  

    }
 
}

Main.java

The   class defines the main method for calling both the subscriber and publisher clients. The code of this class is as follows:Main.java

package org.sample.jms;
import javax.jms.JMSException;
import javax.jms.MessageConsumer;
import javax.naming.NamingException;

public class Main {
 public static void main(String[] args) throws NamingException,
JMSException {
        SampleQueueReceiver queueReceiver = new SampleQueueReceiver();
        MessageConsumer consumer = queueReceiver.registerSubscriber();
        SampleQueueSender queueSender = new SampleQueueSender();
        queueSender.sendMessages();
        queueReceiver.receiveMessages(consumer);
    }
}

Once you build the above client, you will have the following class files:

JmsQueue.class
SampleQueueReceiver.class
SampleQueueSender.class

Step 2: Building the web application

Now, let's build a web application using the source files (JMS client) given above. This web application will also have an interface for invoking the JMS
client. Follow the steps given below.

Create a folder structure in your local machine by following the steps given below.
Create the following folder structure in your local machine:

-WebApp/
  -WEB-INF/
   -lib/
   -classes/
    -MyPackage/
        -web.xml
  Index.html

And the class files you developed in step1 to the WEB-INF/lib/classes/MyPackage directory. You can download these class files
from here.
Update the  file with the following content:web.xml 

https://docs.wso2.com/download/attachments/51482228/SampleQueueSender.class?version=1&modificationDate=1464169028000&api=v2
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1.  

c.  

d.  
e.  

<?xml version="1.0" encoding="ISO-8859-1"?>
<web-app xmlns="http://java.sun.com/xml/ns/j2ee"
    xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
    xsi:schemaLocation="http://java.sun.com/xml/ns/j2ee
http://java.sun.com/xml/ns/j2ee/web-app_2_4.xsd"
    version="2.4">
    <display-name>JMS Queue Sample Web Application</display-name>
    <description>
 This is a sample web application which sends and receives queue
message using wso2 message broker.
    </description>
    <servlet>
        <servlet-name>JMSQueueServlet</servlet-name>
        <servlet-class>mypackage.JmsQueue</servlet-class>
    </servlet>
    <servlet-mapping>
        <servlet-name>JMSQueueServlet</servlet-name>
        <url-pattern>/jmsqueue</url-pattern>
    </servlet-mapping>
</web-app>

Copy the JARs in the   directory to the   directory.<MB_HOME>/client-lib WEB-INF/lib
Update the   file with the following content:index.html

<html>
 <head>
  <title>JMS Queue Sample Web Application</title>
 </head>
 <body bgcolor=white>
  <table border="0">
   <tr>
    <td>
     <h1>Sample Queue Web Application</h1>
    </td>
   </tr>
   <tr>
    <td>
     <p>This is the home page for a sample web application which sends
and receives queue messages using wso2 message broker.</p>
    </td>
   </tr>
  </table>
   <p>Please click on following link to run the sample :
   <ul>
    <li><a href="jmsqueue">Queue send receive sample servlet</a></li>
   </ul>
 </body>
</html>

Your   directory should now have the following content:<WEBAPP_HOME>
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1.  

2.  
3.  

1.  
2.  
3.  
4.  

-WebApp/
  -WEB-INF/
   -lib/
    - andes-client-3.0.1.jar
   - log4j-1.2.13.jar
   - org.wso2.securevault-1.0.0-wso2v2.jar
   - geronimo-jms_1.1_spec-1.1.0.wso2v1.jar
   - org.wso2.carbon.logging-4.4.1.jar
   - slf4j-1.5.10.wso2v1.jar
   -classes/
    -MyPackage/
     - JmsQueue.java
    - SampleQueueReceiver.java
    - SampleQueueSender.java
        -web.xml
  Index.html

Open a terminal and navigate to the   folder. <WEBAPP_HOME>
Execute the following command from the terminal in order to create the .war file: Jar -cvf jmsQueue.war *

This will create the   file in the   folder.jmsQueue.war WebApp

Deploying the web application in Oracle Weblogic server

Deploy the web application in the Weblogic server. You can find detailed instructions in the  .Oracle documentation

Testing the web application with WSO2 MB

 Follow the steps given below to test how these JMS clients communicate with WSO2 MB. 

Be sure that the WSO2 MB server is started.
Log in to the console of Weblogic server and invoke the   web application.jmsQueue
Click   in the web application to execute the JMS queue send-receive sample operation.Queue send receive sample servlet
You can verify this from the console logs of the broker as well: A subscription has been added and deleted for the queue named "testQueue".

Working with JMS Messages

JMS Message Types and Header Fields
Using Message Selectors

JMS Message Types and Header Fields

Explained below are the message types and message headers that are supported by the EI Message Broker runtime. Find more information on how to use
message selectors from .here

JMS Message Types supported by the broker

The EI Message Broker profile supports all five types of JMS messages named  and TextMessage, BytesMessage, MapMessage, ObjectMessage Strea
 A JMS client can send or receive any type of message from the above five and the content of the messages can be viewed using the mMessage. Queue

. However, viewing the message body of an 'ObjectMessage' using the queue browser is not supported.Browser window

JMS Message Headers supported by the broker

A JMS client can create a message and set various fields of the message header before it is sent to a queue the broker. However, as supported by the
JMS specification, there are several message header fields which cannot be explicitly set by a JMS client. Hence even though client sets these fields, those
will be replaced at the JMS provider level once it is received by the broker.

The following table displays a list of JMS message headers and in which level they can be configured.

JMS Message Header Can be Set by Whom

Note that message selectors are not supported in a clustered setup of the broker.

http://www.oracle.com/webfolder/technetwork/tutorials/obe/fmw/wls/12c/03-DeployApps/deployapps.htm
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JMSDestination JMS providers can set this field when a message is sent. However, this header should also be set at the broker
level, because the client level header will be ignored by the broker.

JMSDeliveryMode As the EI Message Broker uses persistent storage in Standalone mode, the DeliveryMode will be set to '1' by
default. It is not possible to change this at client level.

JMSExpiration This header is not supported in the broker. The value passed by the producer/publisher will be delivered to the
client without changing the value.

JMSPriority This   is not supported in the broker. Even if the   provider sets a  , the broker will ignore this header JMS priority heade
 and messages will be delivered in the order that they were sent to the broker.r

JMSMessageID JMS providers can set this field when a message is sent. However, this header should also be set at broker level in
the broker, because the client level header will be ignored by the broker.

JMSTimestamp The value passed by the producer/publisher will be delivered to the client without changing the value.

JMSCorrelationID By using a JMS Client

JMSReplyTo By using a JMS Client

JMSType By using a JMS Client

JMSRedelivered From the JMS provider only

Using Message Selectors

A message selector allows a JMS consumer to be more selective about the messages that it receives from a particular topic or queue. A message selector
uses   and  as criteria in conditional expressions. These expressions use Boolean logic to declare the messagesmessage properties message headers
that are delivered to a client. The message consumer will only receive messages where the headers and properties match the selector. There are different
patterns that can be used in selector strings to filter messages and the broker (JMS provider) filters messages according to that query. It is not possible for
a message selector to filter messages on the basis of the content of the message body. See the list of  in the EIsupported message types and header fields
Message Broker.

See the following topics for details:

Understanding how message selectors work with the EI Message Broker
Queue subscriptions
Topic subscriptions (non-durable)
Topic subscriptions (durable)
Messages routed to DLC

Using message headers as selector criteria
Using message properties as selector criteria
Examples of selector patterns
Subscribing to topics/queues using selectors

Queue subscription
Non-durable topic subscription
Durable topic subscription

Publishing messages using selectors

Understanding how message selectors work with the EI Message Broker

The way selectors work depends on the type of subscription that is created from JMS clients. The following sections explain the different scenarios:

Queue subscriptions

Only messages that match the selector will be delivered to the subscriber. 
If at least one subscriber out of a few subscribers for a queue has a matching selector, the message will be delivered to that subscriber. 
If more than one subscriber has a matching selector, the messages will be delivered in round robin manner between those subscribers. 
If none of the subscribers have matching selectors, that message will be placed in the Dead Letter Channel (DLC).

Topic subscriptions (non-durable)

Only messages that match the selector will be delivered to the subscriber. 
If none of the subscribers have selectors matching the message, the message is dropped.
Selectors are not evaluated when messages are received by the Broker. Messages will be written anyway if there are subscribers for that topic,
and the selectors are evaluated upon delivery.

Note that message selectors are not supported in a clustered setup of the broker.
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Topic subscriptions (durable)

Only messages that match the selector will be delivered to the durable topic subscriber. 
When keeping a copy of a message coming for a topic for the particular subscription ID, selectors are not evaluated. They are evaluated upon
delivery only. 
If a message does not match with the selector for a particular durable topic subscription, it will be routed to the Dead Letter Channel (DLC). 

Messages routed to DLC

If none of the subscribers have matching selectors with a message and if the message is for a durable queue or durable subscription, the
message is routed to the DLC.
User has the option to delete messages selectively if they are unnecessary. 
It is possible to create a new queue and route all unmatched messages to that queue if required. 
It is possible to create a new subscriber with a matching selector for some or all messages routed to the DLC and route all messages to the
original queue again. Then, if there are newly created matching subscriptions, those messages will be delivered accordingly. Other messages will
go to DLC queue once again. 

Using message headers as selector criteria

A message header contains a number of predefined fields that contain values that both clients and providers can use to identify and to route
messages. See the list of   in the broker profile.supported message types and header fields

The following are examples of message header selector strings that are supported:

Message Header Selector String Example

JMSDestination JMSDestination=destqueue

JMSMessageID  JMSMessageID=JMSMessageID

JMSTimestamp  JMSTimestamp=1396370353826

JMSCorrelationID  JMSCorrelationID='srilanka'

JMSReplyTo  

JMSType  JMSType='AAAA'

The following message headers will not be filtered by the broker as they are handled by the JMS provider and the default values override the selector
string:

JMSDeliveryMode
JMSExpiration
JMSPriority
JMSRedelivered

Using message properties as selector criteria

If you need values in addition to those provided by the header fields, you can create and set properties for the messages. See the list of supported
 in the broker profile.message types and header fields

The following is a list of message property selector strings that are supported:

Message Properties Selector String Example

ByteProperty ByteMsgID=127

ShortProperty ShortMsgID=32,767

IntProperty IntMsgID=400000000

LongProperty LongMsgID=1212322222

FloatProperty FloatMSgID = 0.0f

DoubleProperty DoubleMsgID = 20011111000.12120

StringProperty StrMsgID='100'

BooleanProperty BoolMsgID=false

ObjectProperty  

Examples of selector patterns



WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 1720

Given below are some sample selector patterns.

Selector Patterns Example

Header='value' OR Header='value'  JMSType='AAAA' OR JMSPriority=4

Property='value' AND
Property='value'

Country='SL' AND ID=1

Header='value' OR
Property='value'

JMSType='AAA' OR msgID='1'

Header='value' AND
Property='value' AND
Property='value' 

JMSType = 'AAA' AND color = 'red' AND weight= 3500

(Property='value' OR
Header='value') AND
Property='value' 

(Country='SL' OR JMSType='AAA') AND ID=1

Subscribing to topics/queues using selectors

The   and   methods allow you to specify a message selector as an argument when you create a messagecreateConsumer createDurableSubscriber
consumer.

You can create a message selector subscriber for a topic as shown in the example given below. Note that the   parameter is set to 'false' as it isnolocal
not supported by the broker profile. However, messages will be delivered to the subscriber irrespective of the   parameter.nolocal

String messgeSelector="JMSType='AAAA'"; 
topicSession.createSubscriber(topic,messgeSelector,false)

The following examples illustrate how you can create a subscriber using selectors. The  property is set to   inmessageSelector "releaseYear < 1980"
all of these examples.

Queue subscription

QueueSession queueSession =
        queueConnection.createQueueSession(false,
Session.AUTO_ACKNOWLEDGE);
 
//Receive message
Queue queue =  (Queue) ctx.lookup(queueName);
 
MessageConsumer queueReceiver = queueSession.
        createConsumer(queue, "releaseYear < 1980");

Non-durable topic subscription

TopicSession topicSession =
        topicConnection.createTopicSession(false,
QueueSession.AUTO_ACKNOWLEDGE);
 
Topic topic = topicSession.createTopic(topicName);
 
javax.jms.TopicSubscriber topicSubscriber = topicSession.
        createSubscriber(topic, "releaseYear < 1980", false);
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Durable topic subscription

TopicSession topicSession =
        topicConnection.createTopicSession(false,
QueueSession.AUTO_ACKNOWLEDGE);
Topic topic = topicSession.createTopic(topicName);
 
javax.jms.TopicSubscriber topicSubscriber = topicSession.
        createDurableSubscriber(topic, "mySub4", "releaseYear < 1980",
false);

Publishing messages using selectors

When publishing messages you need to add the 'releaseYear' JMS property and set the value as shown below.

javax.jms.QueueSender queueSender = queueSession.createSender(queue);
int currentMsgCount = 0;
 
while(currentMsgCount < this.messageCount) {
    TextMessage textMessage = queueSession.
          createTextMessage("test: (" + currentMsgCount + ")");  
textMessage.setLongProperty("releaseYear", 1990);  
queueSender.send(textMessage);  
System.out.println("Sent message: " + currentMsgCount);
currentMsgCount ++;
}

JMS Subscribers and Publishers

See the topics given below for information on how to configure a JMS subscriber and/or publisher that connects to the EI Message Broker profile.

Creating Durable Topic Subscriptions
Subscribing to Hierarchical Topics
Redelivering Messages to Subscriber
Setting the Routing Key for Messages
Acknowledging Message Delivery
Setting the Connection URL
Implementing Message Expiration

Creating Durable Topic Subscriptions

Durable topics persist messages, which allows the messages to be received later if a subscriber is not online. A durable topic subscription is useful when a
subscriber client needs to be able to receive messages that are published even when the client is inactive.

Creating durable topic subscriptions
Sharing a durable topic subscription

Understanding shared durable topic subscriptions
Shared durable subscriptions in a clustered setup
Enabling shared durable topic subscription in EI Message Broker

Creating durable topic subscriptions

If a client subscriber creates a durable subscription to the topic, the subscriber will be able to recover the messages that were published to the topic while
the client was inactive. For example, a durable topic subscriber will receive all the messages that are published to the topic while the subscriber is active.
However, if the subscriber becomes inactive for a time period and later returns to active state, the messages that were published during the inactive period
will be fetched from the database and dispatched to the subscriber. 

The following points will elaborate on the different elements that you need to be mindful of when creating a durable topic subscription:

Creating a durable topic subscription is similar to creating a nondurable subscription, but you must additionally provide a name that identifies the
durable subscription as shown below.
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// Create a durable subscriber, supplying a uniquely-identifying name
TopicSubscriber sub = session.createDurableSubscriber( topic,
"mySub1_0001" );

Shown below is the connection URL used for subscribing to the broker during an AMQP session. See the topic on   forsetting the connection URL
more information.

connectionfactory.Connectionfactory =
amqp://admin:admin@clientID/carbon?brokerlist='tcp://192.168.10.5:5682'

Reusing a durable topic subscription: To reuse a durable subscription that was created previously, the subscriber client must create a durable
topic subscriber using a session with the same client identifier as that associated with the durable subscription.  

Unsubscribing non-durable topic subscriptions

Nondurable message consumers in the publish/subscribe domain automatically deregister themselves when the   method is called or when theyclose()
fall out of scope. However, if you want to terminate a durable subscription, you must explicitly notify the broker. To do this, use the   methounsubscribe()
d of the session and pass in the name that identifies the durable subscription:

// Unsubscribe the durable subscriber created above
session.unsubscribe( "mySub1_0001" );

It is not possible to unsubscribe a durable consumer from inside the   method in the listener. If you need to unsubscribe, write a separateonMessage()
class/thread etc. with a different session, give the subscription ID and unsubscribe.

Sharing a durable topic subscription

As explained in the previous section, durable topic subscriptions are unique. That is, the subscription ID and client ID, which are used for identifying the
durable subscription should be unique. This means that it is not possible to have multiple subscriber clients sharing a single subscription. Now let's look at
what is meant by 'sharing' a durable subscription and how this possibility can be enabled for the broker.

Understanding shared durable topic subscriptions

Consider the following scenario:

 

Tenant-specific durable subscriptions
When creating a JMS subscription in tenant mode, the username, topic name and subscription ID should be set in the following manner:

username =username!tenantdomain  
Example: username =testuser!test.com;  

topicName = tenantdomain/topicName;  
Example: topicName = test.com/testTopic;  

subscription Id=tenantdomain/subscription id  
Example: subscription Id=test.com/K1;
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In the above example, there are two subscribers (A and B) with durable subscriptions to the topic and each subscriber performs a specific task with the
messages received through the subscription. Therefore, when messages are published to the topic, copies of the messages are dispatched to both
subscribers and each subscriber will perform a unique task. This is how the default configuration of EI Message Broker works. You will note here that it is
not possible to have two subscriber clients performing the same task. For example, consider that the task that should be performed by subscriber A is
time-consuming and requires a lot of CPU memory. In such a situation, we need to be able to scale the workload of subscriber A among multiple subscriber
clients. The following diagram depicts this requirement:

 

As shown above, what we need is to establish a single subscription where the messages received are shared by multiple subscriber clients using the
round-robin method. In the default setup of WSO2 MB, this is not possible, because when there are multiple subscriber clients connecting to the topic,
copies of the same messages are dispatched to all the subscriber clients. Therefore, sharing a subscription is only possible if the subscription ID can be
shared by all the subscriber clients.

Shared durable subscriptions in a clustered setup

Now, lets look at how this functionality of sharing a durable topic subscription works when the brokering facility is distributed among multiple broker nodes.
Consider the following scenario:

 

In this example, we have a cluster of 3 broker nodes and all 3 nodes have the 'SportsNews' topic created. The following points will elaborate how this
clustered setup works:

There are multiple durable topic subscribers (Sub-1, Sub-2, Sub-3 and Sub-4) connecting to the broker cluster using a shared subscription ID
(Sub1). Note that the subscribers Sub-2 and Sub-3 are connecting to the same broker node in the cluster.
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1.  
2.  

3.  

There are 3 other clients (Pub-1, Pub-2 and Pub-3) publishing messages to the SportsNews topic.

All the messages published to the cluster will be evenly distributed among the subscribers because the subscription is shared. Therefore, the total
number of messages that are published to the broker cluster will equal the total number of messages that are received by all the subscribers
(x1+x2+x3 = y1+y2+y3+y4).

Enabling shared durable topic subscription in EI Message Broker

You can enable shared topic subscriptions in EI Message Broker by following the steps given below.

Open the   file stored in the   folder.broker.xml <EI_HOME>/wso2/broker/conf
Enable the   element as shown below. Note that this property is only applicable to AMQP.allowSharedTopicSubscriptions

<broker>
 <transports>
  <amqp enabled="true">
   <allowSharedTopicSubscriptions>true</allowSharedTopicSubscriptions>
  </amqp>
 </transports>
</broker>

The JMS clients that are subscribing to the topic should create durable subscriptions using the same subscription ID. See the  onprevious section
creating durable topics subscriptions.

Subscribing to Hierarchical Topics

Many publish/subscribe message systems support a tree-organized topic arrangement, many of which predate JMS. For example, suppose the server in
question supports topic hierarchies, and it is managing the topic "Games" and the subtopics "Cricket" and "FootBall". In this case, the characteristics of the
server's publish/subscribe model and/or configuration parameters determine whether a subscription to "Games" would also constitute a subscription to all
subtopics of "Games", so that a message published to "Cricket" and a message published to "FootBall" would be distributed to subscribers of "Games".

Although the JMS specification does not require support for topic hierarchies, they can be a powerful tool. Following is an example configuration
demonstrating hierarchical topics. 

When a client publishes messages to a topic, the client must connect to a particular broker node in the cluster. In the above example,
publishers Pub-1, Pub-2 and Pub-3 connects to broker nodes A, B and C respectively. However, since all three nodes belong to a
clustered setup, the messages published to each node are received by the  of the cluster and not by the specific node toslot manager
which the publisher sends the message. The  then allocates all the received messages among the 3 nodes. This meansslot manager
that the messages published to the broker cluster can be dispatched to the subscriber clients from any one of the 3 nodes in the
cluster.

Note that if you unsubscribe one shared topic subscriber, it will affect all other durable topic subscriptions with the same subscription ID.

https://docs.wso2.com/display/EI650/Message+Brokering#MessageBrokering-slot
https://docs.wso2.com/display/EI650/Message+Brokering#MessageBrokering-slot
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When subscribing to topics in the above hierarchy, you have the following options: 

Topic Only - Shown below is how the JMS client can subscribe to a specific topic only. For example, if you subscribe to the "Cricket", the client
will receive messages that are published to "Cricket" only. The client will not receive messages published to the "Sri Lanka", "India" , "Football" or
"Games" topics.

String topicName_parent = "Games";
String topicName_child = "Games.Cricket";
 
Topic childTtopic = (Topic) ctx.lookup(topicName_child);
TopicSubscriber topicSubscriber =
topicSession.createSubscriber(childTtopic);

Immediate Children - Shown below is how the JMS client subscribes to the first level of sub-topics but not to the topic itself. For example, if you
subscribe to the "Games" topic, you will get messages published to "Football" or "Cricket" but not messages published to "Games", "Sri Lanka", or
"India".

String topicName_parent = "Games";
String topicName_child = "Games.*";
Topic childTtopic = (Topic) ctx.lookup(topicName_child);
TopicSubscriber topicSubscriber =
topicSession.createSubscriber(childTtopic);

Topic and Children - Shown below is how the JMS client subscribes to the topic and all its sub topics. For example, if you subscribe to the
"Cricket" topic using, the client will receive messages published to "Cricket", " Sri Lanka", and "India". 

String topicName_parent = "Games";
String topicName_child = "Games.Cricket.#";
Topic childTtopic = (Topic) ctx.lookup(topicName_child);
TopicSubscriber topicSubscriber =
topicSession.createSubscriber(childTtopic);

Redelivering Messages to Subscriber

When you use queues and topics, messages will be removed from the message store once the message consumers acknowledge that the messages are
received. You can configure message redelivery to a subscriber as explained below.

Note that subtopics can also have sub-topics repeating recursively.  

The  and  options explained above ensure that the client is automatically subscribed to the immediateImmediate Children Topic and Children
child topic or all child topics of the parent topic, even if a given child topic restricts subscriber permission to the user's role.

When creating a JMS subscription in tenant mode, the username, topic name and subscription ID should be set in the following manner:

username =username!tenantdomain  
Example: username =testuser!test.com;  

topicName = tenantdomain/topicName;  
Example: topicName = test.com/testTopic;  

subscription Id=tenantdomain/subscription id  
Example: subscription Id=test.com/K1;
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Configuring the maximum number of attempts to redeliver a message

If you want to limit the number of times the message broker attempts to redeliver the message, you can set the maximumRedeliveryAttempts element
in the   file as follows:broker.xml

<!--Broker will drop the message after the configured number of
delivery attempts for each message.-->
     <maximumRedeliveryAttempts>10</maximumRedeliveryAttempts>

Note that the above configuration specifies the total number of attempts to redeliver the message after the original delivery attempt. For example, when the
first attempt to send the message fails, there will be another 10 attempts to redeliver the message. After the maximum number of attempts to redeliver the
message are breached, the message is sent to the  . This is useful when the client application does not acknowledge the messageDead Letter Channel
because an operation on the message failed.

If the message is successfully delivered on a redelivery attempt, the   field is set to 'true' in the message header, allowing the client toJMSRedelivered
determine whether the message was delivered by the original attempt or on a later attempt.

Delaying message redelivery to a subscriber

A subscriber client can delay the redelivery of messages to the subscriber (when the message has already been rejected). This can be done in two ways:
Using a system property, or by using a parameter in the connection URL:

Using a system property

Any message that comes to the client with the redelivery flag true will get delayed. The delay can be set using a custom system property. New
messages that are received by the client does not get blocked due to the redelivered message. Therefore, redelivered messages are unordered.

This system property can be set as shown below. This value is given in milliseconds. The default value is 0.

System.setProperty("AndesRedeliveryDelay", "10000");

Using a parameter in the connection URL

With this option, the expected redelivery delay can be specified in milliseconds in the connection URL by using the   parameter.redeliverydelay
For example, see the following connection URL, which specifies a redelivery delay of 15000 milliseconds:

amqp://admin:admin@clientID/carbon?redeliverydelay='15000'&brokerlist='
tcp://localhost:5673'

See Setting the Connection URL for more details on all the paramaters used in the connection URL.

Setting the Routing Key for Messages

The Dead Letter Channel (DLC) is a sub-set of a queue, which is used for storing messages that have not been delivered to the intended subscriber. The
DLC provides you the option of deleting these messages, retrieving them or rerouting them to another queue. In the case of rerouting the message to a

When using this feature, it may be necessary to use “ ” depending on the use case.Per-Message Acknowledgements

Important! If both the above methods are used to set the redelivery delay for a connection, the   parameter in the connectionredeliverydelay
URL will be effective. That is, the AndesRedeliveryDelay system property will only be effective for connections that are not using the redeliv
erydelay parameter.

https://docs.wso2.com/display/MB320/Acknowledging+Message+Delivery
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different queue, the message will be received by the clients subscribed to this second queue. Therefore, since the subscribers of the second queue are not
expecting to receive messages from another queue, it will be necessary for such subscriber clients to identify the destination (subscriber) to which the
message was originally sent. 

To achieve this, we are using a custom JMS property that embeds the routing key to the message. We are embedding the routing key to a JMS property of
the message from the andes-client side. The embedding is enabled only when the “AndesSetRoutingKey” system property is set to a non-null value (any
value other than null) in the publisher client. When the mentioned system property is set, each message will have a JMS property of type string with the “JM
S_ANDES_ROUTING_KEY” name, which will contain the routing key.

Configuring the publisher client

The custom JMS property should be enabled for the publisher client as shown below.

System.setProperty("AndesSetRoutingKey", "1");

Configuring the subscriber client

The subscriber client can retrieve the JMS property in the message as shown below.

System.out.println("PROP:" +
message.getStringProperty("JMS_ANDES_ROUTING_KEY"));

Acknowledging Message Delivery

A subscriber client receiving messages from a queue or topic in the broker should be configured to send an acknowledgment back to the broker when the
messages are received. There are several acknowledgment methods that can be used by the subscriber.

Configuring the time taken to acknowledge messages 
Configuring standard JMS message acknowledgment patterns
Configuring per-message acknowledgment

Configuring the time taken to acknowledge messages 

There are several acknowledgment models defined in  . To configure the time within which consumers can acknowledge messages,JMS specification 1.1
you can set the   entry in the JMS client as follows:AndesAckWaitTimeOut  

System.setProperty("AndesAckWaitTimeOut", "30000");

If the acknowledgment fails within the above time, the client informs the broker that the message is rejected. The message is then scheduled to be
redelivered later by the server. 

Configuring standard JMS message acknowledgment patterns

The following JMS acknowledgment patterns can be used:

: The messages transmitted through the session are automatically acknowledged by the message receiving client.Auto Acknowledge
: When this acknowledgment method is used, the messages will be acknowledged automatically but not always. This meansDuplicates Allowed

that duplicate messages can sometimes go through a session. However, each message will be acknowledged at least once.
: The method of message acknowledgment should be enabled at the client end and not by the broker (JMS provider)Client Acknowledge

sending the message.
: With this method, the client creates a  session with the broker (JMS provider) and messages areTransacted Acknowledgement transacted

acknowledged automatically. Once all messages in the transaction are acknowledged, the messages will be committed to the subscriber client.

Configuring per-message acknowledgment

With Per Message Acknowledge we can acknowledge each message as per requirement. Any message that is not acknowledged will go through the same
process as when client acknowledged such as the message getting rejected.

http://www.oracle.com/technetwork/java/docs-136352.html
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Following is a sequence diagram on how an example scenario will work:

 

Use the enum org.wso2.andes.jms.Session.PER_MESSAGE_ACKNOWLEDGE available in the andes-client jar or the value 259 when creating the
session.

import org.wso2.andes.jms.Session;
QueueSession queueSession = queueConnection.createQueueSession(false,
Session.PER_MESSAGE_ACKNOWLEDGE);

or,

QueueSession queueSession = queueConnection.createQueueSession(false,
259);

Setting the Connection URL

When a client connects to the WSO2 Message Broker, the connection parameters are specified using the   interface as shown below.connectionfactory
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connectionfactory.ConnectionFactory = <Connection_URL>
connectionfactory.QueueConnectionFactory = <Connection_URL>
connectionfactory.TopicConnectionFactory = <Connection_URL>

See the following topics for details

Parameters used in the connection URL
The list of brokers nodes
Handling failover
Example

Parameters used in the connection URL

The connection URL takes the following format when the AMQP transport is used:

amqp://[<user>:<pass>@][<clientid>][/<virtualhost>][?<option>='<value>'[&<option>='<value>']]

For example:

connectionfactory.QueueConnectionFactory =
amqp://admin:admin@clientID/carbon?brokerlist='tcp://IP1:5672'

Now, let's look at the parameters used in the above URL format:

<user>:<pass>@: This is the username:password that will be used to connect to EI Message Broker. Note that this user should have the required
permissions granted in the broker. See the section for   for more information on how permissions areuser permissions in EI Message Broker
defined.
/<virtualhost>: The name of the virtual host, where the virtual host is a path that acts as a namespace. A name consists of any combination
of the following: At least one alphanumerical value [A-Za-z0-9] and optionally special characters [.-_+!=:].
<option>='<value>': You can enter multiple options with values as explained below. These options should be separated by '&'.

Option Description

brokerlist The list of brokers to use for this connection. The value should contain the URL of the broker as well as
any other optional values. You can add any number of broker URLs separated by ';' as shown below.

brokerlist='<broker url>[;<broker url>]'

See the topic below on  for details on how to configure the broker URL.specifying the list of broker nodes

failover This option controls how failover occurs when you have a list of brokers. The value used with the failover
option should contain the failover method as well as any other optional values. See the topic below on Usi

 for details.ng the failover option

redeliverydelay This option can be used to specify the required delay in  clientredelivering a message to the subscriber
when the first attempt fails. The value should be in milliseconds.

The list of brokers nodes

There may be one or several message broker nodes set up. Therefore, the client can use the 'brokerlist' option in the connection URL to specify the list of
available broker nodes. The broker URL should be as follows:

<transport>://<host>[:<port>][?<option>='<value>'[&<option>='<value>']]

Now, let's look at each of the parameters used in the broker URL:

<transport>: The transport should be TCP.

<host>: The IP address.
<port>: The default AMQP port of 5672 is used if no port is specified.
<option>='<value>': Each broker can have additional options that are specific to that broker. The following are the options that are currently
implemented:

Option Default Value Description

Note that the  is used for identifying the client and is only applicable for . However, since this value is notclientID durable topic subscriptions
validated in the EI Message Broker, you can enter any arbitrary string as the .clientID

To support more transports, the '' '' class needs to be updated along with the parsing toclient.transportTransportConnection
handle the transport.
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retries 1 The number of retry attempts when connecting to
the broker.

ssl false Use SSL on the connection.

connecttimeout 30000 How long (in milliseconds) to wait for the connection
to succeed.

connectdelay none How long (in milliseconds) to wait before attempting
to reconnect. The recommended value is 30000
milliseconds.

Handling failover

When you use the failover option, the following format should be followed:

failover='<method>[?<options>]'

Now, let's look at the parameters in the above format:

<method>: Listed below are the supported methods. Note that 'singlebroker' is used when only one broker is present and the 'roundrobin' method
is used with multiple brokers. The 'nofailover' method is useful if you are using a 3rd party tool that has its own reconnection strategy that you wish
to use.

Method Description

singlebroker This will only use the first broker in the list.

roundrobin This method tries each broker in turn.

nofailover [New in 0.5] This method disables all retry and failover logic.

onetime This method ensures that a connection of XA transactions does not failover. See Handling Distributed
 for more informationTransactions

<option>: The following options should be used for the failover method.

Option Default Value Description

cyclecount 1 The number of times to loop through the list of
available brokers before failure.

Example

For example, see how multiple brokers are defined in the connection URL, along with failover parameters.

connectionfactory.QueueConnectionFactory =
amqp://admin:admin@clientID/carbon?failover='roundrobin'&cyclecount='2'
&brokerlist='tcp://localhost:5673?retries='5'&connectdelay='50';tcp://l
ocalhost:5674?retries='5'&connectdelay='50';tcp://localhost:5675?retrie
s='5'&connectdelay='30000''

Implementing Message Expiration

According to the default setting in the EI Message Broker runtime, messages published to a queue do not expire. Therefore, if required, a publisher can set
an expiration period when publishing messages. This is done by setting the timeToLive (TTL) value at the publisher level.

If the specified timeToLive value is 0, the message never expires. When a message is published to the broker, the message expiration time is calculated by
adding the TTL value sent by the publisher to the current time. Messages that are not delivered before the specified expiration time are deleted. The
destruction of obsolete messages conserves storage and computing resources. See the section below on  to understand howdeleting expired messages
the deletion process works.

See the following topics for instructions:

The  value in the URL may also be any valid class on the classpath that implements the   interface.<method> FailoverMethod
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1.  

2.  

3.  

Setting the expiration time for messages
Setting a default expiration time for all messages
Setting an expiration time for a specific message

Deleting expired messages

Setting the expiration time for messages

The TTL value for messages can be specified by the publisher in two ways:

Setting a default expiration time for all messages

You can use the setTimeToLive method of the MessageProducer interface to set a default expiration time for all messages sent by that
 producer as shown below.

MessageProducer messageProducer =
session.createProducer(requestDestination);
//time to live value in milliseconds
messageProducer.setTimeToLive(1000); 

Setting an expiration time for a specific message

You can use the long form of the send or the publish method to set an expiration time for a specific message. The fourth argument sets the
expiration time in milliseconds. In the following example, the TTL value of a message is set to 10 seconds: 

QueuePublisher.publish(message, DeliveryMode.NON_PERSISTENT, 3, 10000);

Deleting expired messages

Messages will not be delivered to consumers after the TTL expires. These expired messages will be deleted in batches periodically. The following values
set in the xml (stored in the  directory) file controls the process of deleting expired messages.broker. <EI_HOME>/wso2/broker/conf

When messages are received by the broker, they are first stored in a database. The system periodically checks the database for received
messages that have expired the TTL and deletes them. Note that at this stage, the system only checks for messages that are not assigned to a sl

worker. The following property in the broker.xml file specifies the time gap (in seconds) between periodic message deletion fromot delivery worker
the database.

<periodicMessageDeletionInterval>900</periodicMessageDeletionInterval> 

When checking the database for expired messages, the messages that are about to be assigned to a  should not be deletedslot delivery worker
(even if they have expired) since that will interfere with the slot delivery functionality. Therefore, the following property in the broker.xml file
specifies a safety buffer to identify the messages (number of slot allocations waiting to be assigned) that will not be affected by the periodic
message deletion. In the following example, the first three slot allocations that are waiting to be assigned to the slot delivery worker from the
database should not be affected by periodic message deletion even if the TTL of the allocated messages have expired. These expired messages
will later be deleted at the message delivery path.

<safetySlotCount>3</safetySlotCount> 

Once messages are assigned to the , the delivery process is started. If any expired messages are identified in this deliveryslot delivery worker
path, they are added to a queue for batch deletion. The following property in the broker.xml file specifies the time gap (in seconds) between batch
deletes in the delivery path.

https://docs.wso2.com/display/EI650/Message+Brokering#MessageBrokering-slot
https://docs.wso2.com/display/EI650/Message+Brokering#MessageBrokering-slot
https://docs.wso2.com/display/EI650/Message+Brokering#MessageBrokering-slot
https://docs.wso2.com/display/EI650/Message+Brokering#MessageBrokering-slot
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3.  

<preDeliveryExpiryDeletionInterval>10</preDeliveryExpiryDeletionInterva
l>

Handling Distributed Transactions in the Message Broker

The Message Broker profile in WSO2 Enterprise Integrator (WSO2 EI) supports XA transactions (distributed transactions). That is, the broker profile of
WSO2 EI can take the place of a   and participate in a distributed transaction along with other resource managers resource manager (database servers,

.SAP R/3 system, etc.) that have the same support for distributed transactions

The below diagram illustrates how the broker profile of WSO2 EI and two RDBMSs are set up as resource managers for a distributed transaction. In this
example, a client (ESB profile of WSO2 EI) is sending an XA transaction. Each of the messages included in the XA transaction should be delivered to the
relevant resource manager. However, if at least one of the resource managers fail to receive the message successfully, the XA transaction should be
canceled.

 XA transaction sent to multiple resource managers.Diagram:

In addition to the Resource Managers, the Application Program (AP) and the Transaction Manager(TM) are two other components that
participate in the process of executing a distributed transaction. The AP and the TM components invoke different portions of the XA publisher
implementation: The XAResource (calling the XA API) is handled by the TM, whereas that JMS session is handled by the AP.

 that the TM and AP components are already embedded and set up in the ESB profile of WSO2 EI. Therefore, when you use the ESBNote
profile as your JMS client, you do not have to implement these sections (relevant to the TM and AP) in the ESB's XA publisher (for example the
proxy service).

However, if you are not using WSO2 EI's ESB to publish XA transactions to the broker, refer the sample XA publisher implementation given
below. See how the TM and AM components are used in this implementation.

Sample XA Publisher Implementation



WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 1733

Now, let's look at how distributed transactions work with a single broker node as the resource manager.For example, let's have the ESB profile of WSO2 EI
as the client sending the distributed transaction. The messages belonging to this transaction should be delivered to three separate queues/topics in the
Broker node. If at least one message fails, all the messages are rolled back.

public class XAPublisherSample {
    public static void main(String[] args) throws Exception {
       InitialContext initialContext = getInitialContext();

        XAConnectionFactory connectionFactory = (XAConnectionFactory)
initialContext
                .lookup("QueueConnectionfactory");
        Destination xaTestQueue = (Destination)
initialContext.lookup("queueName");

        XAConnection xaConnection =
connectionFactory.createXAConnection();
        xaConnection.start();
        XASession xaSession = xaConnection.createXASession();

        // Get XAResource and JMS session from the XASession.
XAResource is given to 
        // the TM and JMS Session is given to the AP.
        XAResource xaResource = xaSession.getXAResource();
        Session session = xaSession.getSession();

        // AP
        MessageProducer producer = session.createProducer(xaTestQueue);
        // TM
        Xid xid = generateNewXid();
        xaResource.start(xid, XAResource.TMNOFLAGS);
        // AP
        producer.send(session.createTextMessage("Test 1"));
        // TM
        xaResource.end(xid, XAResource.TMSUCCESS);
        int ret = xaResource.prepare(xid);

        If (ret == XAResource.XA_OK) {
           xaResource.commit(xid, false);
        }

        // Closing the JMS Session
        session.close();
        
        // Closing the XASession 
        xaSession.close();
        
        xaConnection.close();
    }
}

Read more about the XA specification in Java Transaction API (JTA) Specification 1.1.

http://download.oracle.com/otndocs/jcp/jta-1.1-spec-oth-JSpec/?submit=Download
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 XA transaction distributed among queues in the broker.Diagram:

Using WSO2 EI's Broker profile for XA transactions

Now, let's look at the various configurations that affect XA transactions when you work with WSO2 EI's Message Broker profile.

See the following topics for details:

MVCC-enabled database for the MB store
Configuring the maximum number of XA transactions
Failover of XA transactions
Test distributed transactions with WSO2 EI's Message Broker

MVCC-enabled database for the MB store

The Message Broker profile of WSO2 EI requires a separate database for storing MB-specific data. When you use XA transactions, be sure that MVCC is
enabled for the database you use.

See   for instructions.Changing the Default Broker Database

Configuring the maximum number of XA transactions

You can configure the maximum number of distributed transactions that can be handled in parallel by the Message Broker profile of WSO2 EI. To do this,
set the following parameter in the  xml file (stored in the   directory).broker. <EI_HOME>/wso2/broker/repository/conf

<transaction>
    <maxParallelDtxChannels>20</maxParallelDtxChannels>
</transaction>

Failover of XA transactions

As explained above, the behavior of XA transactions is straightforward when you use a single broker node. However, if you have a clustered setup, you
need to correctly configure the  .failover method for you XA transactions

Let's consider a scenario where the client (for example, the ESB profile) is sending messages to a cluster of broker nodes. In a typical multi-node cluster,
when one node fails to connect with the client, the client should be able to connect to the next available node (i.e.,   to the next available node) andfailover
continue the transactions. This behavior of failing over to the next available node should be configured using the   for the connection.failover method

However, XA transactions sent to the broker cluster should not be allowed to failover from one node to another before all the messages (belonging to that
transacted connection) are successfully committed to one node. Therefore, in the event that the connection between the client (sending the XA transaction)
and the broker node breaks before all the messages are successfully committed to that node, all the messages should be rolled back. That is, the XA
transaction should be canceled. The client can then reconnect to the next available broker node in the cluster and resend all the XA transactions to that
broker node. The   failover method supports this requirement for XA transactions.onetime

See  for more information on .Clustering the Message Broker profile clustering
See  for instructions on how to enable the  for a connection.Setting the Connection URL failover method
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Test distributed transactions with WSO2 EI's Message Broker

You can see how this works by following the steps given below.

Follow the instructions in  . configuring the ESB profile with the Message Broker profile
Start the Message Broker profile and create three queues: mbqueue1, mbqueue2, and mbqueue3
Start the ESB profile and add a proxy service to mediate messages to the broker. To handle XA transactions, the proxy service should be
configured as shown below. In this example, the ESB listens to a JMS queue named MyJMSQueue and consumes messages and sends
messages to multiple JMS queues in a transactional manner.

Sample Proxy Service

<?xml version="1.0" encoding="UTF-8"?><proxy
xmlns="http://ws.apache.org/ns/synapse"
       name="JMSListenerProxy"
       startOnLoad="true"
       statistics="disable"
       trace="disable"
       transports="jms,http,https">
   <target>
      <inSequence>
         <property name="OUT_ONLY" value="true"/>
         <log level="custom">
            <property expression="get-property('MessageID')"
name="MESSAGE_ID_A"/>
         </log>
         <log level="custom">
            <property expression="$body" name="BEFORE"/>
         </log>
         <property expression="get-property('MessageID')"
                   name="MESSAGE_ID_B"
                   scope="operation"
                   type="STRING"/>
         <property description="FailureResultProperty"
                   name="failureResultProperty"
                   scope="default">
            <result xmlns="">failure</result>
         </property>
         <enrich>
            <source clone="true" xpath="$ctx:failureResultProperty"/>
            <target type="body"/>
         </enrich>
         <log level="custom">
            <property expression="$body" name="AFTER"/>
         </log>
         <property name="BEFORE1" scope="axis2" type="STRING"
value="ABCD"/>
         <callout
serviceURL="jms:/MBQueue1?transport.jms.ConnectionFactoryJNDIName=Queue
ConnectionFactory&amp;java.naming.factory.initial=org.wso2.andes.jndi.P
ropertiesFileInitialContextFactory&amp;java.naming.provider.url=conf/jn
di.properties&amp;transport.jms.DestinationType=queue&amp;transport.jms
.TransactionCommand=begin">
            <source type="envelope"/>
            <target
xmlns:s11="http://schemas.xmlsoap.org/soap/envelope/"
                    xmlns:s12="http://www.w3.org/2003/05/soap-envelope"
                    xpath="s11:Body/child::*[fn:position()=1] |
s12:Body/child::*[fn:position()=1]"/>
         </callout>
         <callout
serviceURL="jms:/MBQueue2?transport.jms.ConnectionFactoryJNDIName=Queue
ConnectionFactory&amp;java.naming.factory.initial=org.wso2.andes.jndi.P
ropertiesFileInitialContextFactory&amp;java.naming.provider.url=conf/jn
di.properties&amp;transport.jms.DestinationType=queue">
            <source type="envelope"/>
            <target
xmlns:s11="http://schemas.xmlsoap.org/soap/envelope/"
                    xmlns:s12="http://www.w3.org/2003/05/soap-envelope"
                    xpath="s11:Body/child::*[fn:position()=1] |
s12:Body/child::*[fn:position()=1]"/>
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         </callout>
         <callout
serviceURL="jms:/MBQueue3?transport.jms.ConnectionFactoryJNDIName=Queue
ConnectionFactory&amp;java.naming.factory.initial=org.wso2.andes.jndi.P
ropertiesFileInitialContextFactory&amp;java.naming.provider.url=conf/jn
di.properties&amp;transport.jms.DestinationType=queue&amp;transport.jms
.TransactionCommand=end">
            <source type="envelope"/>
            <target
xmlns:s11="http://schemas.xmlsoap.org/soap/envelope/"
                    xmlns:s12="http://www.w3.org/2003/05/soap-envelope"
                    xpath="s11:Body/child::*[fn:position()=1] |
s12:Body/child::*[fn:position()=1]"/>
         </callout>
         <drop/>
      </inSequence>
      <faultSequence>
         <log level="custom">
            <property name="Transaction Action" value="Rollbacked"/>
         </log>
         <callout
serviceURL="jms:/MBQueueDLQ?transport.jms.ConnectionFactoryJNDIName=Que
ueConnectionFactory&amp;java.naming.factory.initial=org.wso2.andes.jndi
.PropertiesFileInitialContextFactory&amp;java.naming.provider.url=conf/
jndi.properties&amp;transport.jms.DestinationType=queue&amp;transport.j
ms.TransactionCommand=rollback">
            <source type="envelope"/>
            <target
xmlns:s11="http://schemas.xmlsoap.org/soap/envelope/"
                    xmlns:s12="http://www.w3.org/2003/05/soap-envelope"
                    xpath="s11:Body/child::*[fn:position()=1] |
s12:Body/child::*[fn:position()=1]"/>
         </callout>
      </faultSequence>
   </target>
   <parameter name="transport.jms.Destination">MyJMSQueue</parameter>
   <parameter name="transport.jms.ContentType">
      <rules xmlns="">
         <jmsProperty>contentType</jmsProperty>
         <default>application/xml</default>
      </rules>
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   </parameter>
   <description/>
</proxy>

Now, you can disable one queue in the Broker profile and send a message to the ESB profile. The proxy service will attempt to dispatch the
message to all three queues. However, since one queue is unavailable, the message will not be delivered to any of the queues.
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Working with Analytics

The Analytics profile of WSO2 Enterprise Integrator (WSO2 EI) 6.4.0 is an instance of the WSO2 Stream Processor (WSO2 SP) runtime. This Analytics
profile, by default, configured to monitor statistics related to the message mediation that is carried out by the ESB profile of WSO2 EI.

The Analytics profile consists of two components:  and . The worker is the server that processes the data streams that are sent from theWorker Dashboard
ESB profile and publishes the statistics to a database. The dashboard reads the statistics published by the worker and displays the statistics on the
dashboard. The worker and dashboard are connected through the database. Note that you need to use two separate WSO2 EI instances for the worker
and dashboard.

See the following topics for more details:

Publishing ESB Data to the Analytics Profile
Load Balancing the ESB Data Published to Analytics
Using the WSO2 EI Analytics Dashboard
Extending ESB Profile Analytics
Purging Analytics Data
Business Process Analytics

Publishing ESB Data to the Analytics Profile

The following sections describe the prerequisites for publishing statistics from the ESB profile of WSO2 EI to the Analytics profile.

Enabling statistics/message tracing
Step 1: Enabling statistics/message tracing for the ESB profile
Step 2: Enabling statistics/message tracing for ESB artifacts

Configuring the ESB to publish data to the Analytics profile

Enabling statistics/message tracing

Follow the instructions give below to enable statistics monitoring and message tracing. You can use message tracing to track a message (including the
message payload) throughout a mediation flow.

Step 1: Enabling statistics/message tracing for the ESB profile

Open the  file (stored in the  directory) and configure the properties given below.synapse.properties <EI_HOME>/conf/

Property Description

mediation.flow.statistics
.enable

Set this property to  and , to record information such as thetrue enable statistics for the required ESB artifact
following.

The time spent on each mediator.
The time spent to process each message.
The fault count of a single message flow.

mediation.flow.statistics
.tracer.collect.payloads

Set this property to  and , to record the message payload beforetrue enable tracing for the required ESB artifact
and after the mediation performed by individual mediators. Note that message tracing is not recommended for
production environments.

mediation.flow.statistics
.tracer.collect.propertie
s

Set this property to  and , to record the following information.true enable tracing for the required ESB artifact

Message context properties.
Message transport-scope properties. 

Note that message tracing is not recommended for production environments.

mediation.flow.statistics
.collect.all

Set this property to  and set the  property also to , to enabletrue mediation.flow.statistics.enable true
mediation statistics for all the artifacts in the ESB profile by default.

Step 2: Enabling statistics/message tracing for ESB artifacts

Note that it is not recommended to enable   in production environments as it tracing generates a large number of events that reduces the
Therefore, tracing should only be enabled in development environments.performance of the analytics profile. 

If you set this property to , you need to set the  propertfalse mediation.flow.statistics.enable
y to  and manually .true enable statistics for the required ESB artifact
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If you have enabled the mediation.flow.statistics.collect.all property in the synapse.properties file as explained in the previous section,
you will be monitoring the statistics of all the ESB artifacts (proxy services, REST APIs, sequences, and endpoints)  by default. Alternatively, you have the
option of enabling statistics for only the required artifacts. You can use WSO2 Integration Studio or the management console for this purpose.

For example, you can enable statistics for a proxy service as described below.

Start the ESB profile and log into the management console.
In the  tab, look for the   section and click   under the same section to open the   page. Then click on theMain  Services List  Deployed Services
required proxy service as shown below.

 
Click   and   links. Enable Statistics Enable Tracing Note that message tracing is not recommended for production environments. 
Click   in the information message that appears to confirm that statistics/tracing is enabled.OK

 
The following table specifies the path to the  link for each ESB artifact type that can be analyzed using the Analytics Dashboard.Enable Statistics 

EI Artifact Type Path

In a clustered deployment, statistics should be enabled for the required artifacts in all the EI nodes if you have not enabled deployment
synchronizing. If deployment synchronising is enabled, you need to enable statistics for the required artifacts only in one node.
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Proxy Service Main tab =>  => =>  page => Services List Deployed Services <Proxy_Service_Name>

REST API Main tab => => pageAPIs Deployed APIs 

Sequence Main tab => =>  pageSequences Mediation Sequences

Endpoint Main tab =>  =>  pageEndpoints Manage Endpoints

Inbound Endpoint  tab =>   => Manage Inbound Endpoints pageMain Inbound Endpoints

Configuring the ESB to publish data to the Analytics profile

This step involves providing the information required by the ESB profile to publish data to WSO2 EI Analytics in order to analyze the data via the Analytics
Dashboard. 

To configure EI Analytics, open the   file. Under , enter the relevant configurations as described in the table<EI_HOME>/conf/carbon.xml <Analytics>
below. 

Property Required Value Example

If you have worker nodes configured in your deployment, use WSO2 Integration Studio to enable message tracing/statistics as follows. You
need to set the value of the  and  options to true in the  tab of the artifact. Trace Enabled Statistics Enabled Properties Note that message
tracing is not recommended for production environments. 

The required configuration details described below are available by default. Follow this section to understand the Analytics related configurations
used in the process, and do any modifications if required. In a clustered deployment, the following configurations should be checked for each
Enterprise Integrator node in the cluster.
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ServerURL The URL to which the EI statistics are published as
events. The format of this URL can be one of the
following:

<protocol>://<hostname
<ip>:<port>

When you deploy EI Analytics as an HA cluster, enter
the URLS of the Analytics nodes as a list of
comma-separated URLS.

Single-node deployment: tcp://localhost:7612
HA Cluster: tcp://analytics-server-1:761
2,tcp://analytics-server-2:7612

AuthServerURL When the authentication of EI statistics published to EI
Analytics is carried out in a separate server, set this
parameter to specify the URL of that authentication
server.

The format of this URL can be one of the following:

<protocol>://<hostname
<ip>:<port>

ssl://localhost:7712

Username The username to use when accessing the WSO2 EI
 server to publish configurations.Analytics

admin

Password The password to use when accessing the WSO2 EI
Analytics server to publish configurations.

admin

Load Balancing the ESB Data Published to Analytics

You can send events to multiple Analytcis receivers, either by sending the same event to many Analytcis receivers or by load balancing events among a set
of servers. This handles the fail-over problem. When events are load balanced within a set of servers and if one receiver cannot be reached, events are
automatically sent to the other available and active Analytcis receivers.

The following scenarios are covered in this section.

Load balancing configurations
Load balancing events to a set of servers 
Load balancing events to sets of servers  

Sending all the events to several receivers 
Failover configuration

Load balancing configurations

The load balancing configurations that can be used when sending events to multiple Analytcis receivers are as follows.

Load balancing events to a set of servers 

All the scenarios described below are different ways to use Data Agents with multiple receivers using the load balancing functionality. Each
approach has its own advantages. Select the most appropriate scenario depending on your requirements.

tcp://localhost:7612
tcp://analytics-server-1:7612,tcp:
tcp://analytics-server-1:7612,tcp:
ssl://localhost:7712
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This setup shows load balancing the event to publish it to all three Analytcis receivers. The load balanced publishing is done in a Round Robin manner,
sending each event to each receiver in a circular order without any priority. It also handles fail-over cases such as, if Analytcis  is marked as Receiver-1
down, then the Data Agent will send the data only to Analytcis  and Analytcis  in a round robin manner. When Analytcis Receiver-2  Receiver-3  Recei

 becomes active after some time, the Data Agent automatically detects it, adds it to the operation, and again starts to load balance between all threever-1
receivers. This functionality significantly reduces the loss of data and provides more concurrency.

For this functionality, include the server URL in the Data Agent as a general Analytcis receiver URL. The URL should be entered in a comma-separated
format as shown below.

Receiver URL = tcp://<Analytics Receiver -1>:<port>,tcp://<Analytics
Receiver -2>:<port>,tcp://<Analytics Receiver -3>:<port>

Load balancing events to sets of servers  

In the above format,  can be either host names or IP addresses, and  is the port of the <Analytics Receiver – 1, 2, 3> <port> correspo
Analytcis receiver.nding 

E.g., ,  , tcp://10.100.2.32:7611 tcp://10.100.2.33:7611 tcp://10.100.2.34:7611
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In this setup there are two sets of servers that are referred to as set-A and set-B. You can send events to both the sets. You can also carry out load
balancing for both sets as mentioned in  . This scenario is a combination of   load balancing between a set of servers load balancing between a set of servers
and  . An event is sent to both set-A and set-B. Within set-A, it will be sent either to Analytcis  orsending an event to several receivers  ReceiverA-1
Analytcis . Similarly within set-B, it will be sent either to Analytcis  or Analytcis . In the setup, you can have ReceiverA-2  ReceiverB-1  ReceiverB-2
any number of sets and any number of servers as required by mentioning them accurately in the server URL.

Similar to the other scenarios, you can describe this as a receiver URL. The sets should be mentioned within curly braces separated by commas. Further
more, each receiver that belongs to the set, should be within the curly braces and with the receiver URLs in a comma separated format. The receiver URL
format is given below.

Receiver URL = {tcp://<Analytics Receiver -A-1>:<port>,
tcp://<Analytics Receiver -A-2>:<port>},{tcp://<Analytics Receiver
-B-1>:<port>, tcp://<Analytics Receiver -B-2>:<port>}

Sending all the events to several receivers  

<Analytics Receiver– (A-1, 2)> and  can be host name or IP addresses, and  is the port<Analytics Receiver–B-(1, 2)> <port>
of the corresponding Analytcis receiver.

E.g., { ,  }, { ,  }tcp://10.100.2.32:7611 tcp://10.100.2.33:7611 tcp://10.100.2.34:7611 tcp://10.100.2.35:7611
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This setup involves sending all the events to more than one Analytcis receiver. This approach is mainly followed when you use other servers to analyze
events together with Analytcis servers. For example, you can use the same Data Agents to publish the events to WSO2 EI. You can use this functionality to
publish the same event to multiple EI servers at the same time. This is useful to perform real time analytics with EI Analytics, to persist the data, and also to
perform complex analysis with Analytcis in nearly real time with the same data.

Similar to  , in this scenario you need to modify the Data Agent URL. You should include all Analytcis receiver URLsload balancing between a set of servers
within curly braces ({}) separated with commas as shown below.

Receiver URL = {tcp://<Analytics Receiver -1>:<port>},
{tcp://<Analytics Receiver -2>:<port>}, {tcp://<Analytics Receiver
-3>:<port>}

Failover configuration

<Analytics Receiver – 1, 2, 3> can be either host name or IP addresses, and  is the port of the Analytcis<port> corresponding 
receiver.

E.g.,  { },{  }, { }tcp://10.100.2.32:7611 tcp://10.100.2.33:7611 tcp://10.100.2.34:7611
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When using the failover configuration in publishing events to Analytcis, events are sent to multiple Analytcis receivers in a sequential order based on
priority. You can specify multiple Analytcis receivers so that events can be sent to the next server in the sequence in a situation where they were not
successfully sent to the first server. In the scenario depicted in the above image, the events are first sent to Analytcis . If it is unavailable, Receiver-1
then events will be sent to Analytcis . If Analytcis  is also unavailable, then the events will be sent to Analytcis . Receiver-2  Receiver-2  Receiver-3

For this functionality, include the server URLs in the Data Agent, separated by the vertical bar (|) symbols as follows.

Receiver URL = tcp://<Analytics Receiver -1>:<port>|tcp://<Analytics
Receiver -2>:<port>|tcp://<Analytics Receiver -3>:<port>
tcp://localhost:7611|tcp://localhost:7612

Using the WSO2 EI Analytics Dashboard

Follow the steps below to analyze the ESB profile of WSO2 EI via the Analytics Dashboard.

Now, let's analyze the statistics generated from the message mediation:

In a new browser window or tab, open the Analytics dashboard using the following URL:  . Use   for both thehttps://10.100.5.12:9643/portal admin
username and password.
Click the   icon shown below to open the dashboard.Enterprise Integrator Analytics

The contents of the  page are displayed by default as shown below.Overview 

In the above format,  can be either host names or IP addresses, and  is the port of the<Analytics Receiver – 1, 2, 3> <port>
corresponding Analytcis receiver.

E.g.,    tcp://10.100.2.32:7611| tcp://10.100.2.33:7611| tcp://10.100.2.34:7611

To tune the performance for publishing statistics to the Analytics Dashboard, see .Tuning the Performance of Statistics Publishing
To troubleshoot EI Analytics, you can use a debugging log by adding the following line to the <EI_HOME>/conf/log4j.properties
 file.
 log4j.logger.org.wso2.carbon.das.messageflow.data.publisher=DEBUG

The Analytics Dashboard cannot be viewed using Internet Explorer 10 and older versions.

https://10.100.5.12:9643/portal
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To view statistics for a specific date range, select the required date range from the top right menu bar. If you want to view statistics for a specific
date, click   in the menu bar and enter the required date. For more information on analyzing the statistics displayed in the   page,Custom Overview
see .Analyzing EI Statistics Overview
To view statistics for a proxy service, click on the relevant proxy service in the  gadget. ThisTOP PROXY SERVICES BY REQUEST COUNT
opens the   page. You can also click   in the left navigator to open this page and search for the required proxyOverview/Proxy Proxy Service
service. For more information on analyzing the information displayed in this page, see .Analyzing Statistics for Proxy Services
To view statistics for a REST API, click on the relevant REST API in the  gadget. This opens the   TOP APIS BY REQUEST COUNT Overview/API
page. You can also click   in the left navigator to open this page and search for the required REST API. For more information on analyzing theAPI
information displayed in this page, see .Analyzing Statistics for REST APIs
To view statistics for an endpoint, click on the relevant endpoint in the   gadget. This opens the TOP ENDPOINTS BY REQUEST COUNT Overvie

 page. You can also click  in the left navigator to open this page and search for the required endpoint. For more informationw/Endpoint Endpoint 
on analyzing the information displayed in this page, see  .Analyzing Statistics for Endpoints
To view statistics for an inbound endpoint, click on the relevant inbound endpoint in the   gadTOP INBOUND ENDPOINTS BY REQUEST COUNT
get. This opens the   page. You can also click in the left navigator to open this page and searchOverview/Inbound Endpoint Inbound Endpoint 
for the required endpoint. For more information on analyzing the information displayed in this page, see Analyzing Statistics for Inbound Endpoints
.
To view statistics for a mediation sequence, click on the relevant sequence in the  gadget. This opensTOP SEQUENCES BY REQUEST COUNT
the  page. You can also click  in the left navigator to open this page and search for the required sequence. ForOverview/Sequence Sequence 
more information on analyzing the information displayed in this page, see  .Analyzing Statistics for Sequences

Analyzing the ESB Profile Statistics Overview

The  page of the  dashboard allows you to form a basic understanding of the performance your web services and applications byOverview  EI Analytics
analyzing the activities carried out by the ESB profile of WSO2 EI. This dashboard displays information such as the overall success rate of the ESB
profile in terms of request handling, and the ranking of different the ESB profile artifacts (such as proxy services, REST APIs, sequences etc.) based on
their usage. This section explains how this information can be analyzed.

Request Count |  |  |  |  | Overall TPS Overall Message Count Top Proxy Services by Request Count Top APIs by Request Count Top Endpoints by Request
 |  | Count Top Inbound Endpoints by Request Count Top Sequences by Request Count

When you open the  dashboard, the  page is displayed by default. EI Analytics Overview For more information about accessing the EI Analytics
Dashboard, see Using the WSO2 EI Analytics Dashboard.

At any given time, this page displays the statistics for a selected time interval. Make sure you select the required time interval in the following bar
displayed at the top of the page. If you want to define a custom time interval, click  and select the start and end dates of the requiredCustom
time interval in the calendar that appears. 
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Request Count

Description This indicates the total number of requests that the ESB profile has handled during the selected period of time. The
number of requests that have been successfully processed as well as the number of requests that have failed
during the selected time period are displayed as percentages of the total number of requests handled.

Purpose This gadget can be used for the following purposes.

Understanding he extent to which the ESB profile was utilized during a selected time interval.
Checking success rate of the ESB profile during a selected time interval.

Recommended Action If the success rate is too low, you can check the individual proxy services and REST APIs individually to identify
which proxy services/REST APIs are affecting the overall success rate and take corrective action where required.

Overall TPS

Description This indicates the number of transactions that the ESB profile has processed during a second.

Purpose This indicator allows you to analyze the overall efficiency of the ESB profile in terms of the request processing
speed.

Recommended Action A high TPS value indicates that the ESB profile is handling a high load of requests. This requires you to ensure that
your system is running smoothly in terms of resource allocation, and add more EI nodes if required.

Overall Message Count

Description This provides a graphical view of the total count of successful messages as well as failed messages during a
selected time period.

Purpose This helps you to identify any correlations that may exist during message failure and time.

Recommended Action If the message failure is particularly high during a specific time, you can check whether any unusual occurrences
have taken place during that time (e.g., system downtime) and take appropriate action.

Top Proxy Services by Request Count

Description This ranks the most frequently used proxy services based on the usage. You can click on each proxy service
displayed in this gadget to view more detailed information about it in the OVERVIEW/PROXY/<PROXY_SERVICE_

page.NAME> 

Purpose This allows you to identify the most frequently used proxy services during specific time periods and understand
usage patterns relating to your applications and services based on that.

Recommended Action You can identify the most utilized proxy services during time intervals with a high rate of request failure, click on
them to view whether their individual failure rates (in general) are high, and take corrective action if required.

Top APIs by Request Count

Description This ranks the most frequently used REST APIs based on the usage.

Purpose This allows you to identify the most frequently used REST APIs during specific time periods and understand usage
patterns relating to your applications and services based on that.

Recommended Action You can identify the most utilized REST APIs during time intervals with a high rate of request failure, click on them
to view whether their individual failure rates (in general) are high, and take corrective action if required.

Top Endpoints by Request Count

Description This ranks the most frequently used endpoints based on the usage.

Purpose This allows you to identify the most frequently used endpoints during specific time periods and understand usage
patterns relating to your applications and services based on that.

Recommended Action You can identify the most utilized endpoints during time intervals with a high rate of request failure, click on them to
view whether their individual failure rates (in general) are high, and take corrective action if required.
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Top Inbound Endpoints by Request Count

Description This ranks the most frequently used inbound endpoints based on the usage.

Purpose This allows you to identify the most frequently used inbound endpoints during specific time periods and understand
usage patterns relating to your applications and services based on that.

Recommended Action You can identify the most utilized inbound endpoints during time intervals with a high rate of request failure, click on
them to view whether their individual failure rates (in general) are high, and take corrective action if required.

Top Sequences by Request Count

Description This ranks the most frequently used  based on their usage.sequences

Purpose This helps to identify the most frequently used mediation patterns, which in turn helps to understand the nature of
activities carried out by users of your applications and services.

Recommended Action You can identify the most utilized  during time intervals with a high rate of request failure, click on themsequences
to view whether their individual failure rates (in general) are high, and take corrective action if required.

Analyzing Statistics for Proxy Services

The EI Analytics Dashboard displays statistics relating to a selected proxy service. The information displayed includes the overall success and failure rates,
the number of successful/failed requests over time, the message latency over time, the list of messages processed during the selected time interval, and
the mediation flow that the messages sent to the proxy service have passed through.

Proxy Request Count |  |  |  | Message Count Message Latency Messages Message Flow

Proxy Request Count

Description This indicates the total number of requests handled by a  during a selected time period. The numberproxy service
of requests successfully handled by the proxy service as well as the number of failed requests are displayed as
percentages of the total number requests handled by the proxy.

Purpose This gadget can be used for the following purposes.

It allows you to identify the throughput handled by a proxy service during different time periods in order to
understand the usage patterns the related applications/services. 
Comparing the success rate during different time intervals helps you to identify any unusual occurrences that
have taken place during specific times (e.g., system downtime).

Recommended action Check the success/failure rate for a proxy at different time intervals. If the success rate was low only during
particular time interval(s), check for unusual activities during that time interval(s) (e.g., system downtime,
unavailability of the backend service etc.). If the success rate is low at all time intervals, check the proxy service
configuration as well as the configurations of other artifacts used by the proxy service (i.e. sequences, endpoints
etc.) for errors.

Message Count

Use one of the following methods to view information in this page.
When you open the  dashboard, the  page is displayed by default. Click on a proxy service in the EI Analytics Overview TOP PROXY

 gadget to view information relating to that proxy service.SERVICES BY REQUEST COUNT
Click on the  page and search for the proxy service for which you want to view information.PROXY SERVICE

At any given time, this page displays the statistics for a selected time interval. Make sure you select the required time interval in the following bar
displayed at the top of the page. If you want to define a custom time interval, click  and select the start and end dates of the requiredCustom
time interval in the calendar that appears. 
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Description This provides a graphical view of the count for both successful and failed messages for a proxy service during a
selected time interval.

Purpose This allows you to identify any correlation that may exist between message failure rate, throughput and time.

Recommended action If the message failure is particularly high during a specific time, you can check whether any unusual occurrences
have taken place during that time (e.g., system downtime, unavailability of the back-end service) and take
appropriate action.

Message Latency

Description The time taken by the selected proxy service to complete processing a request sent to it.

Purpose This allows you to analyse the efficiency of a proxy service in terms of the time taken to process messages during a
selected time interval.

Recommended action If the message latency is high during a specific time interval, view the number of requests handled by the proxy
service during the same time interval in order to check whether there has been an overload of requests.

Messages

Description This provides the list of message IDs that were processed by the selected proxy service. Details including the host,
time stamp and whether the message is successfully processed are displayed for each message ID. Messages can
be sorted in an ascending or descending order based on the message ID, host, start time or status. You can search
for specific message IDs, as well as click on a message ID to view more details about it in the OVERVIEW/MESSA

 page.GE/<MESSAGE_ID>

Purpose This allows you to identify the individual message IDs that were not successfully processed and click on them to
find more details in order to take corrective action.

Recommended action Sort the messages by the status and check whether message failure correlates with specific time intervals. If
such a pattern is identified, check whether any unusual activity (e.g., system downtime, unavailability of the
backend service) has occurred during that time.
Sort the messages by the status and check whether message failure correlates with a specific host. If
message failures mainly occur for a specific port(s) investigate further.
Click on the message IDs that have failed for further information about them in the OVERVIEW/MESSAGE/<M
ESSAGE_ID> page.

Message Flow

Description This provides a graphical view of the mediation flow through which the messages handled by a proxy service have
passed.

Purpose This allows you to understand the different stages of mediation that a selected message ID has passed.

Recommended action Check whether the message flow is correctly configured based on your requirement, and make modifications if
required.
Click on different mediators included in the message flow to view more details about them.

Analyzing Statistics for REST APIs

This section explains how to analyze the performance of REST APIs in EI using WSO2 Analytics. The information displayed includes the overall success
and failure rates, the number of successful/failed requests over time, the message latency over time, the list of messages processed during the selected
time interval, and the mediation flow that the messages sent to the REST API have passed through.

When you search for information in this table, you need to use the correct search syntax as explained in 
.Searching for Messages

Use one of the following methods to view information in this page.
When you open the  dashboard, the  page is displayed by default. Click on a REST API in the EI Analytics Overview TOP APIS BY

 gadget to view information relating to that REST API.REQUEST COUNT
Click on the  page and search for the REST API for which you want to view information.API

At any given time, this page displays the statistics for a selected time interval. Make sure you select the required time interval in the following bar
displayed at the top of the page. If you want to define a custom time interval, click  and select the start and end dates of the requiredCustom
time interval in the calendar that appears. 
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API Request Count |  |  |  | Message Count  Message Latency Messages Message Flow 

API Request Count

Description This indicates the total number of requests handled by a REST API during a selected time period, and the rate of
success within the same period.

Purpose This allows you to identify the throughput handled by a REST API during different time periods in order to
understand the usage patterns the related applications/services. Comparing the success rate during different time
intervals helps you to identify any unusual occurrences that have taken place during specific times (e.g., system
downtime).

Recommended action Check the success/failure rate for a REST API at different time intervals. If the success rate was low only during
particular time interval(s), check for unusual activities during that time interval(s) (e.g., system downtime,
unavailability of the backend service etc.). If the success rate is low at all time intervals, check the REST API
configuration as well as the configurations of other artifacts used by the REST API (i.e. sequences, endpoints etc.)
for errors.

Message Count 

Description This provides a graphical view of the count for both successful and failed messages for a REST API during a
selected time interval.

Purpose This allows you to identify any correlation that may exist between message failure rate, throughput and time.

Recommended action If the message failure is particularly high during a specific time, you can check whether any unusual occurrences
have taken place during that time (e.g., system downtime, unavailability of the back-end service) and take
appropriate action.

Message Latency

Description The time taken by the selected REST API to complete processing a request sent to it.

Purpose This allows you to analyse the efficiency of a REST API in terms of the time taken to process messages during a
selected time interval.

Recommended action If the message latency is high during a specific time interval, view the number of requests handled by the REST API
during the same time interval in order to check whether there has been an overload of requests.

Messages

Description This provides the list of message IDS that were processed by a REST API. Details including the port, time stamp
and whether the message is successfully processed are displayed for each message ID. Messages can be sorted
in an ascending or descending order based on the message ID, host, start time or status. You can search for
specific message IDs, as well as click on a message ID to view more details about it in the OVERVIEW/MESSAGE/

 page.<MESSAGE_ID>

Purpose This allows you to identify the individual message IDs that were not successfully processed and click on them to
find more details in order to take corrective action.

When you search for information in this table, you need to use the correct search syntax as explained in 
.Searching for Messages
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Recommended action Sort the messages by the status and check whether message failure correlates with specific time intervals. If
such a pattern is identified, check whether any unusual activity (e.g., system downtime, unavailability of the
backend service) has occurred during that time.
Sort the messages by the status and check whether message failure correlates with a specific host. If
message failures mainly occur for a specific port(s) investigate further.
Click on the message IDs that have failed for further information about them in the OVERVIEW/MESSAGE/<M

 page.ESSAGE_ID>

Message Flow 

Description This provides a graphical view of the mediation flow through which the messages handled by a REST API have passed.

Purpose This allows you to understand the different stages of mediation that a selected message ID has passed.

Recommende
d action

Check whether the message flow is correctly configured based on your requirement, and make modifications if required.
Click on different mediators included in the message flow to view more details about them.

Analyzing Statistics for Sequences

This section explains how to analyze mediation sequences in the ESB profile of WSO2 EI using WSO2 Analytics.

Sequence Request Count |  |  |  | Message Count Message Latency Messages Message Flow

Sequence Request Count

Description This indicates the total number of requests that have passed through a mediation sequence during a selected time
period, and the rate of success within the same period.

Purpose This allows you to identify the throughput of messages that have passed through a mediation sequence during
different time periods in order to understand the usage patterns the related applications/services. Comparing the
success rate during different time intervals helps you to identify any unusual occurrences that have taken place
during specific times (e.g., system downtime).

Recommended action Check the success/failure rate for a sequence at different time intervals. If the success rate was low only during
particular time interval(s), check for unusual activities during that time interval(s) (e.g., system downtime,
unavailability of the backend service etc.). If the success rate is low at all time intervals, check the sequence for
configuration errors.

Message Count

Description This provides a graphical view of the count for both successful and failed messages that have passed through a
mediation sequence during a selected time interval.

Purpose This allows you to identify any correlation that may exist between message failure rate, throughput and time for a
specific sequence.

Recommended action If the message failure is particularly high during a specific time, you can check whether any unusual occurrences
have taken place during that time (e.g., system downtime, unavailability of the back-end service) and take
appropriate action.

Message Latency

Use one of the following methods to view information in this page.
When you open the  dashboard, the  page is displayed by default. Click on a sequence in the EI Analytics Overview TOP PROXY

 gadget to view information relating to that sequenceSEQUENCES BY REQUEST COUNT
Click on the  page and search for the sequence for which you want to view information.SEQUENCE

At any given time, this page displays the statistics for a selected time interval. Make sure you select the required time interval in the following bar
displayed at the top of the page. If you want to define a custom time interval, click  and select the start and end dates of the requiredCustom
time interval in the calendar that appears. 
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Description The time taken by the selected sequence to complete the mediation it carries out per request.

Purpose This enables you to understand the level of efficiency with which the mediation is carried out by sequences.

Recommended action If the message latency of a sequence is too high, check its configuration and consider alternative configurations
through which the same mediation can be done.

Messages

Description This provides the list of message IDs that were processed by the selected sequence. Details including the port,
time stamp and whether the message is successfully processed are displayed for each message ID. Messages can
be sorted in an ascending or descending order based on the message ID, host, start time or status. You can search
for specific message IDs, as well as click on a message ID to view more details about it in the OVERVIEW/MESSA

 page.GE/<MESSAGE_ID>

Purpose This allows you to identify the individual message IDs that were not successfully processed and click on them to
find more details in order to take corrective action.

Recommended action Sort the messages by the status and check whether message failure correlates with specific time intervals. If
such a pattern is identified, check whether any unusual activity (e.g., system downtime, unavailability of the
backend service) has occurred during that time.
Sort the messages by the status and check whether message failure correlates with a specific host. If
message failures mainly occur for a specific port(s) investigate further.
Click on the message IDs that have failed for further information about them in the OVERVIEW/MESSAGE/<M

 page.ESSAGE_ID>

Message Flow

Description This provides a graphical view of the mediation flow through which the messages handled by a sequence have passed.

Purpose This allows you to understand the different stages of mediation that a selected message ID has passed.

Recommende
d action

Check whether the message flow is correctly configured based on your requirement, and make modifications if required.
Click on different mediators included in the message flow to view more details about them.

Analyzing Statistics for Endpoints

This section explains how to view and analyze statistics relating to the ESB profile endpoints using WSO2 Analytics.

Endpoint Request Count  |  |  | Message Count Message Lantency Messages

When you search for information in this table, you need to use the correct search syntax as explained in 
.Searching for Messages

Use one of the following methods to view information in this page.
When you open the  dashboard, the  page is displayed by default. Click on an endpoint in the EI Analytics Overview TOP ENDPOINTS

 gadget to view information relating to that endpoint.BY REQUEST COUNT
Click  in the left navigator to open the  page, and search for the endpoint for which you want to viewENDPOINT OVERVIEW/ENDPOINT
information.
Click on an endpoint that appears in the  gadget in any of the following pages. This opens the MESSAGE FLOW OVERVIEW/ENDPOI
NT page with information relating to the endpoint you clicked on.

OVERVIEW/PROXY
OVERVIEW/API
OVERVIEW/SEQUENCES

At any given time, this page displays the statistics for a selected time interval. Make sure you select the required time interval in the following bar
displayed at the top of the page. If you want to define a custom time interval, click  and select the start and end dates of the requiredCustom
time interval in the calendar that appears. 
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Endpoint Request Count 

Description This indicates the total number of requests sent to the selected endpoint during a selected time interval. The
successfully processed messages as well as the failed messages are displayed as a percentage of the total
number of messages sent to the endpoint.

Purpose This allows you to assess the extent to which an endpoint is used as well as the validity of the endpoint.

Recommended action Compare the endpoint success rate for different time intervals. If the success rate is low during a specific time
interval, check whether any unusual occurrences have taken place during that time interval (e.g., system downtime,
unavailability of the back-end service.

Message Count

Description This provides a graphical view of the count for both successful and failed messages that have been sent to an
endpoint during a selected time interval.

Purpose This allows you to identify any correlation that may exist between message failure rate, throughput and time. As a
result, you can identify unusual occurrences that may have occurred during specific times (e.g., system downtime)
as well as be aware if an endpoint cannot handle a high throughput.

Recommended action If the message failure is particularly high during a specific time, you can check whether any unusual occurrences
have taken place during that time (e.g., system downtime, unavailability of the back-end service) and take
appropriate action.

Message Lantency

Description The time taken per request sent to the selected endpoint to pass through the complete mediation flow.

Purpose This allows you to understand the efficiency with which messages received by the ESB profile are sent to the
selected endpoint.

Recommended action If the message latency is high during a specific time interval, view the number of requests sent to the endpoint
during the same time interval in order to check whether the endpoint has been available during that time
interval.
If the message latency is persistently low, check the back-end service for system errors.

Messages

Description This provides the list of message IDS that were processed by a proxy service. Details including the port, time stamp
and whether the message is successfully processed are displayed for each message ID. Messages can be sorted
in an ascending or descending order based on the message ID, host, start time or status. You can search for
specific message IDs, as well as click on a message ID to view more details about it in the OVERVIEW/MESSAGE/

 page.<MESSAGE_ID>

Purpose This allows you to identify the individual message IDs that were not successfully processed and click on them to
find more details in order to take corrective action.

Recommended action Sort the messages by the status and check whether message failure correlates with specific time intervals. If
such a pattern is identified, check whether any unusual activity (e.g., system downtime, unavailability of the
backend service) has occurred during that time.
Sort the messages by the status and check whether message failure correlates with a specific host. If
message failures mainly occur for a specific port(s) investigate further.
Click on the message IDs that have failed for further information about them in the OVERVIEW/MESSAGE/<M

 page.ESSAGE_ID>

Analyzing Statistics for Inbound Endpoints

This section explains how to view and analyze statistics relating to inbound endpoints in the ESB profile using WSO2 Analytics.

When you search for information in this table, you need to use the correct search syntax as explained in 
.Searching for Messages

Use one of the following methods to view information in this page.
When you open the  dashboard, the  page is displayed by default. Click on an inbound endpoint in the EI Analytics Overview TOP

 gadget to view information relating to that inbound endpoint.INBOUND ENDPOINTS BY REQUEST COUNT
Click on the  page and search for the inbound endpoint for which you want to view information.INBOUND ENDPOINT
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|  |  |  |  | Inbound Endpoint Request Count Message Count  Message Latency Messages Message Flow

Inbound Endpoint Request Count

Description This indicates the total number of requests received by an inbound endpoint during a selected time interval, and the
percentage of these requests that were successfully processed.

Purpose This allows you to assess the extent to which an endpoint is used as well as the validity of the endpoint.

Recommended action Check the success rate for an inbound endpoint at different time intervals. If the success rate was low only during
particular time interval(s), check for unusual activities during that time interval(s) (e.g., system downtime,
unavailability of the backend service etc.). If the success rate is low at all time intervals, check the configuration of
the inbound endpoint as well as that of the  used to call the inbound endpoint.mediation sequence

Message Count 

Description This provides a graphical view of the count for both successful and failed messages that have been sent to an
inbound endpoint during a selected time interval.

Purpose This allows you to identify any correlation that may exist between message failure rate, throughput and time. As a
result, you can identify unusual occurrences that may have occurred during specific times (e.g., system downtime)
as well as be aware if an inbound endpoint cannot handle a high throughput.

Recommended action If the message failure is particularly high during a specific time, you can check whether any unusual occurrences
have taken place during that time (e.g., system downtime, unavailability of the back-end service) and take
appropriate action.

Message Latency

Description This gadget provides a graphical illustration of the average time taken to process a request sent to the inbound
endpoint at different times within the selected time interval.

Purpose This allows you to understand the efficiency with which requests were sent to an inbound endpoint within a specific
time interval in terms of the time taken per request.

Recommended action If the message latency for an inbound endpoint is high during a specific time interval, check the number of requests
sent to the inbound endpoint during the same time interval to identify whether the high latency was caused by an
overload of requests.

Messages

Description This provides the list of message IDS that were sent to the inbound endpoint during the selected time interval.
Details including the port, time stamp and whether the message is successfully processed are displayed for each
message ID. Messages can be sorted in an ascending or descending order based on the message ID, host, start
time or status. You can search for specific message IDs, as well as click on a message ID to view more details
about it in the  page.OVERVIEW/MESSAGE/<MESSAGE_ID>

Purpose This allows you to identify the individual message IDs that were not successfully processed and click on them to
find more details in order to take corrective action.

At any given time, this page displays the statistics for a selected time interval. Make sure you select the required time interval in the following bar
displayed at the top of the page. If you want to define a custom time interval, click  and select the start and end dates of the requiredCustom
time interval in the calendar that appears. 

When you search for information in this table, you need to use the correct search syntax as explained in 
.Searching for Messages
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Recommended action Sort the messages by the status and check whether message failure correlates with specific time intervals. If
such a pattern is identified, check whether any unusual activity (e.g., system downtime, unavailability of the
backend service) has occurred during that time.
Sort the messages by the status and check whether message failure correlates with a specific host. If
message failures mainly occur for a specific port(s) investigate further.
Click on the message IDs that have failed for further information about them in the OVERVIEW/MESSAGE/<M

 page.ESSAGE_ID>

Message Flow

Description This provides a graphical view of the mediation flow through which the messages sent to a specific inbound
endpoint have passed.

Purpose This allows you to identify the different stages of the message flow that all the messages sent to the inbound
endpoint have passed through.

Recommended action Check whether the message flow is correctly configured based on your requirement, and make modifications if
required.
Click on different mediators included in the message flow to view more details about them.

Analyzing Statistics for Mediators

This section explains how to view statistics relating to the ESB profile mediators and analyze them using WSO2 Analytics.

Mediator Request Count |  |  | Message Count Message Latency Messages

Mediator Request Count

Description This indicates the total number requests that have been processed by a specific mediator during a selected time
interval, the percentage of these requests that were successfully processed.

Purpose Viewing the request count for different mediators allows you to identify the nature of mediation performed for
transactions processed for your applications and services.
By comparing message count patterns for all the mediators included in a specific proxy service/REST
API/sequence, you can identify configuration errors that have caused message failure.

Recommended action Compare the request count of a mediator with that of the preceding/subsequent mediators in the mediation
sequence. If there is a difference, it indicates that an error has occurred in the mediation flow between the two
mediators.

Message Count

Description This provides a graphical view of the count for both successful and failed messages that were processed by a
specific mediator during a selected time interval.

Purpose This allows you to identify any correlation that may exist between message failure rate, throughput and time.

This page displays information about a specific mediator configuration included in a specific proxy service/REST API/sequence. In order to view
statistics for a specific mediator configuration, do the following.

Click on the  page and search for the proxy service with the mediator you want to analyze. Then click on the relevantPROXY SERVICE
mediator displayed in the  gadget.MESSAGE FLOW
Click on the  page and search for the REST API . Then click on the relevant mediatorAPI with the mediator you want to analyze
displayed in the  gadget.MESSAGE FLOW
Click on the  page and search for the sequence with the mediator you want to analyze. Then click on the relevant mediatorSEQUENCE
displayed in the  gadget.MESSAGE FLOW

At any given time, this page displays the statistics for a selected time interval. Make sure you select the required time interval in the following bar
displayed at the top of the page. If you want to define a custom time interval, click  and select the start and end dates of the requiredCustom
time interval in the calendar that appears. 
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Recommended action If the message failure is particularly high during a specific time, you can check whether any unusual occurrences
have taken place during that time (e.g., system downtime, unavailability of the back-end service) and take
appropriate action.

Message Latency

Description This provides a graphical illustration of the time spent per message to perform the mediation by the selected
mediator over time.

Purpose This enables you to understand the efficiency with which the mediation is performed by a selected mediator.

Recommended action If the message latency is persistently high, check the mediator configuration for possible changes that can result in
lower latency. You can also check the complete mediation flow of the relevant proxy service/API/sequence, and
consider other combination of mediators that can be used to achieve the same mediation end result.

Messages

Description This provides the list of message IDS that were processed using a mediator. Details including the port, time stamp
and whether the message is successfully processed are displayed for each message ID.

Purpose This allows you to identify the individual messages processed by a specific mediator that have failed, and check
whether the mediator has been correctly used for that message (e.g., in combination with other mediators).

Recommended action Click on a failed message ID to view the message in the  page. ThenOVERVIEW/MESSAGE/<MESSAGE_ID>
click on the mediator (i.e. the one currently being analyzed) in the  gadget. This updates the MESSAGE FLOW ME

 gadget with the payload, transport properties and context properties in the message beforeDIATOR PROPERTIES
and after the mediation was carried out by the mediator. Analyze the differences to identify errors in the mediation
performed.

Analyzing Statistics for Messages

This section explains how to view and analyze statistics relating to the ESB profile messages using WSO2 Analytics.

|  | Message Flow Mediator Properties

Message Flow

When you search for information in this table, you need to use the correct search syntax as explained in 
.Searching for Messages

Use one of the following methods to view information in this page.
When you open the  dashboard, the  page is displayed by default. Click on the proxy service/RESTEI Analytics Overview
API/sequence/endpoint/inbound endpoint with the message you want to view in the relevant gadget. Then click on the required
message ID in the  gadget.MESSAGES
Open any of the following pages by clicking on the relevant link in the left navigator and search for the proxy service/REST
API/sequence/endpoint/inbound endpoint with the message you want to view. Then click on the required message ID in the MESSAGE
S gadget.

OVERVIEW/PROXY
OVERVIEW/API
OVERVIEW/SEQUENCES
OVERVIEW/ENDPOINT
OVERVIEW/INBOUNDENDPOINT

At any given time, this page displays the statistics for a selected time interval. Make sure you select the required time interval in the following bar
displayed at the top of the page. If you want to define a custom time interval, click  and select the start and end dates of the requiredCustom
time interval in the calendar that appears. 
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View (Example)

Description This indicates the proxy service that processed a selected message and the mediators that were used to process
the message.

Purpose If a message has failed, this view allows you to understand whether the failure can be attributed to a specific
mediator/endpoint in the message flow.

Recommended action Check whether the sequence in which the mediation is performed by different mediators, and the sequence in
which the message is sent to different endpoints are correct.
Click on each mediator in the message flow and view the gadget to identify theMEDIATOR PROPERTIES 
changes to the payload made by the mediator as well as the context and transport properties added
to/removed from the mediation flow by the mediator. This allows you to evaluate whether the mediation is
performed as expected.
Click on an endpoint and view the MEDIATOR PROPERTIES gadget to identify the changes to the payload

before the endpoint and after the endpoint.made 

Mediator Properties

View (Example)

Description This gadget displays the payload of the selected message before and after the selected
mediator/sequence/endpoint. It also shows the context and transport properties in the mediation flow before and
after the selected mediator/sequence/endpoint.

Purpose This gadget allows you to analyze the nature of processing carried out by each ESB profile artifact included in the
message flow that a message has passed through. If a message has failed, this gadget allows you to identify the
exact stages in the message flow where the errors have occurred.

Recommended action Click on the required mediator/endpoint/sequence in the gadget in order to update this gadgetMESSAGE FLOW 
with information about it. Consider the  section as the input of the selected artifact, and the  section asBefore After
the output. Check whether the transformation that has been made is the the same as what is required.

Searching for Messages

This section explains how to search for specific messages in the   table where all the messages handled via a specific ESB profile artifact duringMessages
a selected time interval are listed.

To carry out a basic search for a record that has a specific value for an attribute, the syntax is as follows:

<ATTRIBUTE_NAME>:"<ATTRIBUTE_VALUE>

This table is displayed as a gadget in the following scenarios.

Analyzing Statistics for Proxy Services
Analyzing Statistics for REST APIs
Analyzing Statistics for Sequences
Analyzing Statistics for Endpoints
Analyzing Statistics for Inbound Endpoints
Analyzing Statistics for Mediators
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The following is a list of attributes based on which searches can be carried out:

messageFlowId
host
componentName
componentType
componentId
beforePayload
afterPayload
contextPropertyMap
entryPoint

The following tables specifies the syntax for different types of searches that can be performed:

Requirement Search Syntax Example

Search for messages where the
payload contains specific text.

beforePayload: \"REQUIRED_TEXT" OR
afterPayload: \"REQUIRED_TEXT"

If you need to search for a message with a payload that
contains the text  , the search text entered in the foo Sea

 field should be as follows.rch
beforePayload: \"foo\" OR afterPayload:
\"foo\"

Search for a message with a
specific message flow ID.

messageId:<MESSAGE_FLOW_ID> If you need to search for a message of which the
message flow ID is urn_uuid_003a84aa-b5fe40f5-

,  c9a8-b94805352bfr the search text entered in the  S
  earch  field should be as follows.

messageID:urn_uuid_003a84aa-b5fe40f5-c9a8
-b94805352bfr

Searching for a message with a
specific value for a specific table
column.

<COLUMN_NAME>:"<COLUMN_VALUE>" If you need to search for a messages of which the value
for the  column is , the search textHost 192.168.5.184
entered in the   field should be as follows.Search

 host: "192.168.5.184"
 

Searching for a message by
specifying a part of the message
flow ID,

messageFlowId:<PART_OF_MESSAGE_FLOW_ID>* If you need to search for a message of which the
first part of the message flow ID consist of the
characters   ,urn_uuid_3586f01a-62ab-45fd
the search text entered in the   field shouldSearch
be as follows.
urn_uuid_3586f01a-62ab-45fd* 
If you need to search for a message of which the
first part of the message flow ID consist of the

  characters   urn_uuid_3586f01a-62ab-45fd ,
6dbffc-d9b4-11e6-and the request correlation ID is 

bf26-cec0c777777,  the search text entered in the 
  Search  field should be as follows.

_messageFlowId:
urn_uuid*3c6dbffc-d9b4-11e6-bf26-cec0c
777777*

Searching for messages by more
than one attribute value.

<ATTRIBUTE1_NAME>:"<ATTRIBUTE1_VALUE>"
AND <ATTRIBUTE2_NAME>:"<ATTRIBUTE2_VALUE>
"

If you need to search for a message of which the
message flow ID is urn_uuid*3c6dbffc-d9b4-11e6

 AND the component name is-bf26-cec0c777777
LogMediator,   the search text entered in the  Search  fiel

 d should be as follows.
_messageFlowId:
urn_uuid*3c6dbffc-d9b4-11e6-bf26-cec0c777
777* AND componentName: LogMediator

Extending ESB Profile Analytics

The following topics cover the different ways in which EI Analytics can be extended.

Customizing Statistics Publishing
Monitoring JMX Based Statistics

Wildcard searches that start with the asterisk ( * ) are not supported.
Add an underscore ( _ ) before the column name when you are searching by a column if the value contains special characters (e.g., the
dash [ - ]).
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1.  

2.  
3.  
4.  

5.  

Customizing Statistics Publishing

The following needs to be done in order to implement a custom statistics observer.

To disable operation of publishing statistics via the EI Analytics server, add the following configuration in the   file<EI_HOME>/conf/carbon.xml
to  as shown below.true

<MediationFlowStatisticConfig>
<AnalyticPublishingDisable>true</AnalyticPublishingDisable>
</MediationFlowStatisticConfig>

This is useful when you want to collect statistics using a product other than EI Analytics. In such scenarios, preventing the EI Analytics server from
publishing statistics allows you to avoid incurring an unnecessary system overhead.
 
Create the JAR file with the that contains the required statistics observer implementation, and copy it to the   directory. This<EI_HOME>/lib
implementation should have the following.

The  interface.org.wso2.carbon.das.messageflow.data.publisher.observer.MessageFlowObserver
If the observer is tenant aware, it should also implement org.wso2.carbon.das.messageflow.data.publisher.observer.Ten

.antInformation
 

Add all the observers as a comma separated list in the   file as shown in the example below.<EI_HOME>/conf/carbon.xml

<MediationFlowStatisticConfig>
<Observers>
    org.wso2.custom.Observer1,org.wso2.custom.Observer2
</Observers>
</MediationFlowStatisticConfig>

Monitoring JMX Based Statistics

 Java Management Extensions (JMX) is a technology that lets you implement management interfaces for Java applications. JConsole is a JMX-compliant
 The ESB profilemonitoring tool, which comes with the Java Development Kit (JDK) 1.5 or later versions.   is shipped with inbuilt support for JMX (Java

Management Extension) monitoring.  

This section illustrates how you can use JMX monitoring to monitor statistics relating to artifacts that are deployed in your EI server. This is done using the 
 Mbean.Mediation Flow Statistics View

Follow the steps below to enable and view JMX based mediation flow statistics for the ESB profile.

Enable mediation flow statistics in the   file as shown below.<EI_HOME>/conf/synapse.properties

mediation.flow.statistics.enable=true
mediation.flow.statistics.tracer.collect.payloads=true
mediation.flow.statistics.tracer.collect.properties=true

Start the Analytics profile of WSO2 EI. For more information, see .Starting the Analytics profile
Start the ESB profile of WSO2 EI. For more information, see .Starting the ESB profile
Open the JConsole tool and connect to the EI server. For instructions, see  in the WSO2 AdministrationMonitoring a WSO2 Product with JConsole
Guide. 
Go to the  tab in the JConsole and navigate to /MBeans org.apache.synapse Mediation Flow Statistic

 to view all available operations. In here, you can view JMX statistics relating to proxyView/MediationFlowStatisticsView/Operations
services, REST APIs, inbound endpoints, endpoints and sequences. 

For example, to view JMX statistics for a proxy service select  from the list of operations. Provide the artifactgetProxyServiceJMXStatistics
name in  field under  and and click  button to perform the relevant operation invocation. p0 Composite Data getProxyServiceJMXStatistics

https://docs.wso2.com/display/EI6xx/Running+the+Product#RunningtheProduct-EI_AnalyticsStartingtheAnalyticsprofile
https://docs.wso2.com/display/EI6xx/Running+the+Product#RunningtheProduct-StartESBStartingtheESBprofile
https://docs.wso2.com/display/ADMIN44x/JMX-Based+Monitoring#JMX-BasedMonitoring-StartingtheWSO2productwithJMX
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The  MBean has the following operations:MediationFlowStatisticsView

Operation Name Description

resetAPIStatistics Clear recorded API statistics and restart recording.

resetProxyStatistics Clear recorded proxy service statistics and restart recording.

resetSequenceStatistics Clear recorded sequence statistics and restart recording.

resetInboundEndpointStatistics Clear recorded inbound endpoint statistics and restart recording.

resetEndpointStatistics Clear recorded endpoint statistics and restart recording.

resetAllStatistics Clear recorded statistics for all ESB artifacts and restart recording.

getProxyServiceJMXStatistics Retrieve JMX statistics for proxy service.

getSequenceJMXStatistics Retrieve JMX statistics for sequence.

getAPiJMXStatistics Retrieve JMX statistics for API.

getInboundEndpointJMXStatistics Retrieve JMX statistics for inbound endpoint.

getEndpointJMXStatistics Retrieve JMX statistics for endpoint.

Disabling the JMX observer

The JMX observer can be disabled by adding the following property to the    file.<EI_HOME>/conf/carbon.xml

<MediationFlowStatisticConfig> 
 <JmxPublishingDisable>true</JmxPublishingDisable>
</MediationFlowStatisticConfig>

For details on using JMX monitoring to monitor your ESB profile, see .JMX Monitoring
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Purging Analytics Data

The Analytics profile of WSO2 Enterprise Integrator (WSO2 EI) stores data and performs various analysis operations on them according to defned analytic
queries. Thereby, as the volume of the data grows over time, the analysis and summarization jobs will also consume more time. Therefore, data is
periodically purged from the system. This increases perrformance by reducing the time taken to execute the analytics scripts and optimises the disk usage.

Business Process Analytics

The following sections explain how to publish statistics relating to BPMN process and task instances that are completed to the WSO2 EI Analytics run-time
from the WSO2 EI Business Process run-time, and how to monitor the results of these instances via the WSO2 Analytics Dashboard.

Prerequisites to publish BPMN Statistics
Analyzing Business Process Statistics via the Analytics Dashboard

Prerequisites to publish BPMN Statistics

The following topics describe the prerequisites to publish statistics related to business process management activities carried out by WSO2 EI in WSO2 EI
Analytics.

Deploying the required artifacts
Configuring EI Business Process and Analytics profiles
Running the WSO2 EI Business Process profile
Configuring datasources
Publishing statistics

Deploying the required artifacts

Follow the steps below to deploy the Analytics artifacts required to collect statistics related to business process management activities carried out, to
analyze them and then communicate the results.

Run the WSO2 EI Analytics profile. For detailed instructions on how to run WSO2 EI Analytics, see  .Starting EI Analytics
Access the EI Analytics Management Console via the  URL, and loginhttps://<EI-ANALYTICS_HOST>:<EI-ANALYTICS_PORT>/carbon
with your credentials.
In the   tab =>   section, click   to open the   page. Then click Choose File and browse forMain Carbon Applications Add Add Carbon Applications
the   file. Click   in the<EI_HOME>/wso2/analytics/profiles/business-process/org.wso2.ei.bpmn.analytics-1.0.0.car Open
dialog box to select the file, and then click   in the   page to deploy the artifacts contained in the CAR file.Upload Add Carbon Applications

Configuring EI Business Process and Analytics profiles

Follow the steps below to enable the EI Business Process profile to publish statistics to the Analytics profile.

Open the  l file and set the DataPublishingEnabled property to   as<EI_HOME>/wso2/business-process/conf/bps-analytics.xm true
shown below.

<DataPublishingEnabled>true</DataPublishingEnabled>

This enables the EI Business Process profile to publish statistics to the Analytics profile.
Open the    file and set the   property to   as<EI_HOME>/wso2/analytics/conf/bps-analytics.xml DashboardAnalyticsEnabled true
shown below.

<DashboardAnalyticsEnabled>true</DashboardAnalyticsEnabled>

This allows the business process management related statistics analyzed via the EI Analytics profile to be visualised in the Analytics Dashboard.
Restart the WSO2 EI Analytics profile. 

The Business Process Analytics documentation is currently restricted as it is not applicable to WSO2 EI 6.4.0

In a clustered deployment, the above configurations should be done for each node in the EI cluster.

https://docs.wso2.com/display/EI650/Running+the+Product#RunningtheProduct-EI_Analytics
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Running the WSO2 EI Business Process profile

WSO2 EI Business Process server should run simultaneously with the WSO2 EI Analytics server. For detailed instructions, see Running the Product -
.Starting the Business Process Server

Configuring datasources

The datasources of the Analytics profile are by default configured with the   database type. If you configure them with the   databaseH2 MSSQL
type, add the   property to the database connection URL in the data source configuration in the SendStringParametersAsUnicode <API-M_ANALYTIC

 file as shown below to avoid deadlock issues that are caused when theS_HOME>/repository/conf/datasources/analytics-datasources.xml
same table row is updated in two or more sessions at the same time.

<url>SQLSERVER_JDBC_URL;SendStringParametersAsUnicode=false</url>

Publishing statistics

In order to generate information to be analyzed and visualised in the WSO2 Analytics Dashboard, business process related activities should be carried out
in the EI Business Process profile. For more information, see .Business Process Management

For the purpose of testing this functionality you can run any of the .Business Process Profile Samples

Analyzing Business Process Statistics via the Analytics Dashboard

Follow the steps below to view visualizations of WSO2 EI Business Process related statistics analyzed via the WSO2 EI Analytics profile.

Access the WSO2 EI Analytics Dashboard via the   URL and sign in with your credentials.https://<DAS_HOST>:<DAS_PORT>/portal/
The dashboards outlined in red in the image below should be displayed.

To open the   dashboard, click   in it. The dashboard opens as shown below.Business-process Profile:process-analytics View

Only statistics relating to completed process and task instances are published in the WSO2 Analytics Dashboard.

https://docs.wso2.com/display/EI650/Running+the+Product#RunningtheProduct-EI_BusinessProcess
https://docs.wso2.com/display/EI650/Running+the+Product#RunningtheProduct-EI_BusinessProcess
https://docs.wso2.com/display/EI700TEST/Business+Process+Management


WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 1763

2.  

3.  

4.  
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The  page that contains information related to processes carried out via the EI Business Process profile is displayed byProcess Monitoring 
default. For more information on analyzing the information displayed in this page, see .Process Monitoring via Analytics
Specify the time interval for which you want to view information by entering the required start date and the end date in the   and Start Date End

 fields respectively.Date
To view information related to tasks carried out via the EI Business Process profile, click  . This opens the   pageTask Monitoring Task Monitoring
. For more information on analyzing the information displayed in this page, see  .Task Monitoring via Analytics
To view information about users who have carried out the processes and tasks via the EI Business Process profile, open the   pageDashboards
again and click   in the  dashboard. The dashboard opens as shown below.View Business-process Profile:user-analytics

For more information on analyzing the information displayed in this page, see  .User Monitoring via Analytics

Applying filters

In the  and  dashboards, it is possible to filter informationBusiness-process Profile:process-analytics  Business-process Profile:user-analytics
displayed in gadgets as explained in the procedure below. Filtering the  gadget is used as an example.Completed Tasks for User

Click  for the required gadget.Add Filter 

This displays the following fields. 

https://docs.wso2.com/display/EI650/User+Monitoring+via+Analytics#UserMonitoringviaAnalytics-Completed_Tasks
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In the 1st field, enter the process/task for which you want to view information depending on the gadget. For the   gadgeCompleted Tasks for User
t, you can select the  process ID for which you want to view information.

In the 2nd field, enter the required primary filter. For the   gadget, you can select the ID of user whose completed tasksCompleted Tasks for User
need to be viewed.
In the 3rd field, select   or  as required to specify whether you want to view the records with the highest values or the lowest values forTop Bottom 
the Y axis of the bar chart, taking into account the number specified for the 4th field. e.g., If you select   for this field in the Top Completed Tasks

 gadget, and enter 5 for the 4th field, the gadget displays the 5 tasks that have the highest number of completed instances for the user.for User
In the 4th field, specify the maximum number of bars that should be displayed in the bar chart. For the   gadget, youCompleted Tasks for User
can specify 5 if you want the bar chart to display a maximum of 5 tasks at a given time.
Click  to reload the gadget with the selected filters applied.Apply Filter 

Process Monitoring via Analytics

The  page displays information relating to processes carried out via the EI Business Process profile. This page contains the followingProcess Monitoring
gadgets.

Process Instance Execution Times
Task Instance Counts
Average Execution Times of Tasks
User Involvement in the Process (Time)
Average Execution Times of Process Versions
Instance Counts of Process Versions

Process Instance Execution Times

View (Example)

The value selected for the 1st field depending on the gadget is as follows.

Process Monitoring gadgets: The process ID
Task Monitoring gadgets: The task ID
User Monitoring gadgets: The process ID

When you open the  dashboard, the   page is displayed by default. For moreBusiness-process Profile:process-analytics Process Monitoring
information about accessing this dashboard, see .Analyzing Business Process Statistics via the Analytics Dashboard

Filters can be applied to each gadget in this page. For detailed instructions to apply filters, see .Applying Filters

https://docs.wso2.com/display/EI650/Analyzing+Business+Process+Statistics+via+the+Analytics+Dashboard#AnalyzingBusinessProcessStatisticsviatheAnalyticsDashboard-Apply_Filter
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Description This bar chart shows the amount of time (in hours) taken to complete each process instance.

Purpose To determine the distribution of process execution times.

Primary Filter Process ID

Secondary Filters Top X / bottom X instances, date range

 

Task Instance Counts

View (Example)

Description The number of process instances for which the task was executed during the selected time interval.

Purpose To identify the frequently invoked tasks.

Primary Filter Process ID

Secondary Filters Top X / bottom X tasks

Average Execution Times of Tasks

View (Example)
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Description This bar chart shows the average amount of time (in hours) taken to complete a process during the selected time
interval.

Purpose To identify bottlenecks of processes.

Primary Filter Process ID

Secondary Filter Top X / bottom X tasks

User Involvement in the Process (Time)

View (Example)

Description This bar chart shows the average amount of time (in hours) taken by each user to complete the process during the
selected time interval.

Purpose To measure the workload of a user.

Primary Filter None

Secondary Filter Top X / bottom X users, date range

Average Execution Times of Process Versions

View (Example)

Description This bar chart shows the average time (in hours) taken to complete the selected process based on the process
version during the selected time interval.

Purpose To measure the results of process changes/improvements.

Primary Filter Process ID

Secondary Filter Latest X versions, Top X / bottom X versions

Instance Counts of Process Versions
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View (Example)

Description This bar chart shows the number of process instances that have been completed for a selected process ID during
the selected time interval.

Purpose To measure the usage of different process versions.

Primary Filter Process ID

Secondary Filter Latest X versions, Top X / bottom X versions

Task Monitoring via Analytics

The   page displays information relating to tasks carried out via the EI Business Process profile. This page contains the following gadgets.Task Monitoring

Task Instances Completed By Users
Average Task Execution Time for Each User
Task Completions Over Time
Task Instance Execution Times

Task Instances Completed By Users

When you open the Business-process Profile:process-analytics dashboard, the Process Monitoring page is displayed by default. To view
information about task monitoring, click  in the left navigator. TASK MONITORING For more information about accessing this dashboard, see An
alyzing Business Process Statistics via the Analytics Dashboard.

Filters can be applied to each gadget in this page. For detailed instructions to apply filters, see .Applying Filters

https://docs.wso2.com/display/EI650/Analyzing+Business+Process+Statistics+via+the+Analytics+Dashboard#AnalyzingBusinessProcessStatisticsviatheAnalyticsDashboard-Apply_Filter
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View (Example)

Description This bar chart displays the number of process instances within which each user has performed the selected task
during the selected time interval.

Purpose To identify the most experienced users who are capable of performing the selected task.

Primary Filter Task ID

Secondary Filters Top X / bottom X tasks

 

Average Task Execution Time for Each User

View (Example)

Description This bar chart shows the average time taken by each user to complete the selected task during the selected time
interval.

Purpose To identify the users who are most efficient at performing the selected task.

Primary Filter Task ID

Secondary Filter Date range
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Task Completions Over Time

View (Example)

Description This bar chart shows the number of times the selected task was completed during each date over the selected
interval of time.

Purpose To determine the variation in demand for the time over a selected period of time.

Primary Filter Task ID

Secondary Filter Date range

Task Instance Execution Times

View (Example)

Description This bar chart shows the amount of time (in seconds) taken to complete the selected task in each task instance that
was carried out during the selected time interval.

Purpose To determine the distribution of the execution times of the selected task.

Primary Filter Task ID
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Secondary Filters Top X / bottom X instances, date range

User Monitoring via Analytics

The   dashboard displays information relating to users who have carried out processes and tasks via the WSO2 EI Business Process profile.User Analytics
The gadgets included in this dashboard are as follows.

Completed Tasks for User
User's Involvement in Processes (Time)
Average Task Completion Times for User
User's Involvement in Processes (Instances)

Completed Tasks for User

View (Example)

Description This bar chart shows the number of instances in which the selected user has performed each task.

Purpose To evaluate the expertise of a user at performing different tasks.

Primary Filter User ID

Secondary Filter Top X / bottom X tasks

 

User's Involvement in Processes (Time)

View (Example)

Description This bar chart shows the amount of time (in hours) the selected user has spent on each process.

For instructions to access the  dashboard, see Business-process Profile:User Analytics Analyzing Business Process Statistics via the
Analytics Dashboard.

Filters can be applied to each gadget in this page. For detailed instructions to apply filters, see .Applying Filters

https://docs.wso2.com/display/EI610/Analyzing+Business+Process+Statistics+via+the+Analytics+Dashboard
https://docs.wso2.com/display/EI650/Analyzing+Business+Process+Statistics+via+the+Analytics+Dashboard#AnalyzingBusinessProcessStatisticsviatheAnalyticsDashboard-Apply_Filter
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Purpose To identify the different processes in which the selected user has participated.

Primary Filter User ID

Secondary Filters Top X / bottom X processes, date range

Average Task Completion Times for User

View (Example)

Description This bar chart shows the average amount of time (in seconds) taken by the selected user to complete each task
during the selected time interval.

Purpose To evaluate the efficiency with which the selected user performs different tasks.

Primary Filter User ID

Secondary Filter Top X / bottom X tasks

User's Involvement in Processes (Instances)

View (Example)

Description This bar chart shows the number of instances in which the selected user has participated in each process during
the selected time interval.

Purpose To identify the capability of the selected user to participate in different processes.

Primary Filter User ID

Secondary Filter Top X / bottom X processes, date range
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WSO2 Micro Integrator
WSO2 Micro Integrator is an integration server that helps you integrate microservices and cloud-native enterprise architectures using a configuration-driven
approach. The Micro Integrator supports container-based architectures. It makes Docker deployment a simple process, and provides a rich development
experience for developers who work natively on the Kubernetes ecosystem. The Micro Integrator gives developers the best possible experience in
developing, testing, and deploying any integration solution. This developer experience is particularly tuned for:

Integration developers who prefer config-driven development.
Solution that integrate brownfield (ie. legacy systems) systems with new microservices-based solutions.
Moving existing WSO2 EI and integration middleware systems to cloud-native or microservices-based architectures.

See the topics given below for details:

Installing WSO2 Micro Integrator
Quick Start with WSO2 Micro Integrator
Developing Cloud Native Integration
Monitoring WSO2 Micro Integrator
Using the Command-Line Interface
Administration - WSO2 Micro Integrator
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Installing WSO2 Micro Integrator

WSO2 Micro Integrator is a cloud-native ESB that can easily be run on a containerized environment, or on a VM. See the topics given below for information
on how to run WSO2 Micro Integrator on different platforms and environments.

Running the Micro Integrator on containers
Micro Integrator with Docker
Micro Integrator with Kubernetes

Running the Micro Integrator on a VM
Installing the WSO2 Micro Integrator
Accessing the HOME directory
Uninstalling the product
Deploying the integration artifacts
Running the Micro Integrator

Using the installer
Using the binary distribution

Stopping the Micro Integrator

Running the Micro Integrator on containers

To run your Micro Integrator solutions on Docker or Kubernetes, you need to first create an  docker image with the required synapse artifacts,immutable
configurations, and third-party dependencies by using the base Docker image of WSO2 Micro Integrator. You can then deploy and run the immutable
images on Docker or Kubernetes. One advantage of having an immutable docker image is that you can easily implement a CI/CD pipeline to systematically
test the solution before deploying in production.

The Micro Integrator Docker image (with the latest products) is available in the .  that you need a valid WSO2WSO2 Docker Registry Note
subscription to use the Docker image with updates. Therefore, you need to provide your log in credentials when downloading the Docker image. If
you do not already have a subscription, you can get a  .free trial subscription

Micro Integrator Docker image (with updates)

docker.wso2.com/micro-integrator:1.0.0

Log in to WSO2 Docker Registry

docker login docker.wso2.com

The community version of Micro Integrator's base Docker image is available on  .DockerHub

Base Docker Image and Tag (community version)

wso2/micro-integrator:1.0.0

Micro Integrator with Docker

Given below are the basic steps you need to follow to run the Micro Integrator on Docker:

Export the integration artifacts into a CAR file.
 as shown below. This file contains instructions to download the base Docker image of WSO2 Micro Integrator fromCreate the Dockerfile

DockerHub (community version) or the WSO2 Docker Registry (includes updates), and to copy the integration artifacts to the Micro Integrator.

https://docker.wso2.com/
https://wso2.com/subscription/free-trial
https://hub.docker.com/r/wso2/micro-integrator
https://docs.wso2.com/display/EI650/Working+with+WSO2+Integration+Studio#WorkingwithWSO2IntegrationStudio-ExportingtheESBartifacts
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Dockerfile

FROM <docker_image_name>:1.0.0

COPY <directoy_path>/<capp_name>
/home/wso2ei/wso2mi/repository/deployment/server/carbonapps

About the Dockerfile

The information specified in the Docker file is as follows:

FROM The 'FROM' tag in the docker file  the WSO2 Micro Integrator version that should bespecifies
downloaded. You can use the updated Docker image or the community version as shown below. The
version is 1.0.0 of the WSO2 Micro Integrator. If required, you can use an earlier version by replacing
'latest' with the version number.

Example 1: Docker image with updates

FROM docker.wso2.com/micro-integrator:1.0.0

Example 2: Docker image without updates (community version)

FROM wso2/micro-integrator:1.0.0

COPY The 'COPY' tag in the docker file specifies the directory path to your composite application, followed
by the location in your Docker instance to which the composite application should be copied.

Example 1

COPY carbonapps
/home/wso2ei/wso2mi/repository/deployment/server/carbonapps

If you have multiple composite application that you want to deploy in Docker using a single Docker
image, add another entry to the Dockerfile. For example:

Example 2

COPY carbonapps
/home/wso2ei/wso2mi/repository/deployment/server/carbonapps
COPY <sample_carbon_app>
/home/wso2ei/wso2mi/repository/deployment/server/carbonapps

Create an immutable Docker image for your integration artifacts on WSO2 Micro Integrator by executing the following command from the
location of your Dockerfile.
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docker build -t sample_docker_image .

by running the Docker image as shown below.Start a Docker container 

docker run -d -p 8290:8290 sample_docker_image

Follow the   to run a simple use case on a Docker container.Quick Start Guide

Micro Integrator with Kubernetes

Kubernetes is an open source container orchestration system for automating, scaling, and managing your application deployments. To run your Micro
Integrator solutions on Kubernetes, you need to first create an  docker image with the required synapse artifacts, configurations, and third-partyimmutable
dependencies by using the base Docker image of WSO2 Micro Integrator as explained . You can then use the immutable Docker image to createabove
pods and to configure the kubernetes deployments according to your requirements.

Follow the   to run a simple use case on a Kubernetes cluster.Quick Start Guide

Running the Micro Integrator on a VM

Follow the steps given below to install and run the Micro Integrator on a VM.

Installing the WSO2 Micro Integrator

Follow the steps below:

Go to the WSO2 Micro Integrator   and download.product page

If you used the installer, double-click to open the installation wizard, which will guide you through the installation. When you finish, the product will
be installed and ready for use. 

Accessing the HOME directory

Let's call the installation location of your product the   directory.<MI_HOME>

If you used the  to install the product, this is located in a place specific to your OS as shown below:installer

OS Home directory

Mac OS /Library/WSO2/MicroIntegrator/1.0.0

Windows C:\Program Files\WSO2\MicroIntegrator\1.0.0

Ubuntu /usr/lib/wso2/MicroIntegrator/1.0.0

CentOS /usr/lib64/MicroIntegrator/1.0.0

Uninstalling the product

If you used the  to install the product, you can uninstall by following the steps given below:installer

OS Instructions

Note that there are several options for installing the product in various environments. Use the available links for more information on
each option.

https://wso2.com/integration/micro-integrator/
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Mac OS Open a terminal and run the following command as the root user:

sudo bash /Library/WSO2/MicroIntegrator/1.0.0/uninstall.sh

Windows Go to the    or search  Start Menu -> Programs -> WSO2 -> Uninstall Micro Integrator 1.0.0 Uninstall Micro
  and click the shortcut icon. This will uninstall the product from your computer.Integrator 1.0.0

Ubuntu Open a terminal and run the following command:

sudo apt-get purge wso2mi-1.0.0

CentOS Open a terminal and run the following command:

sudo yum remove wso2ei-1.0.0-x86_64

Deploying the integration artifacts

Package your integration artifacts (developed using ), and add the CAR file to the WSO2 Integration Studio <MI_HOME>/repository/deployment/ser
 directory. Note that WSO2 Micro Integrator does not support hot deployment. Therefore, you need to restart the Micro Integrator afterver/carbonapps

copying the artifacts, in order to get them deployed.

Running the Micro Integrator

Start the WSO2 Micro Integrator by following the instructions given below.

Using the installer

On MacOS/Linux/CentOS

Open a terminal and execute  command given below.the

sudo wso2mi-1.0.0

The operation log keeps running until the profile starts, which usually takes several seconds. Wait until the profile fully boots up and displays
a message similar to " "WSO2 Carbon started in n seconds.

On Windows

Go to Start Menu -> Programs -> WSO2 -> Micro Integrator. This will open a terminal and start the relevant profile.

Testing your integration artifacts?
If you are testing the integration artifacts in your development environment, you can deploy and build your integration solution in the embedded
Micro Integrator instance of WSO2 Integration Studio. See  for details.Developing Cloud Native Integration
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Using the binary distribution

Before you execute the product startup script, be sure to set the JAVA HOME in your machine. Use a JDK that is compatible with WSO2 Micro
.Integrator

Open a terminal and navigate to the  directory, where  is the home directory of your product distribution.<MI_HOME>/bin/ <MI_HOME>
Execute the relevant command.
On MacOS/Linux/CentOS

sh micro-integrator.sh

Note: If you have  , and you want to manually run the product startup script from the /bin directory, youinstalled the product using the installer
need to use the 'sudo launcher_micro-integrator' command. This script automatically assigns the JAVA HOME of your VM to the root user of your
Micro Integrator instance.
On Windows

micro-integrator.bat

By default, the HTTP listener port is 8290 and the default HTTPS listener port is 8253.

Stopping the Micro Integrator

To stop the Micro Integrator runtime, press Ctrl+C in the command window.

https://docs.wso2.com/display/compatibility/Tested+Operating+Systems+and+JDKs
https://docs.wso2.com/display/compatibility/Tested+Operating+Systems+and+JDKs
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Quick Start with WSO2 Micro Integrator

Let's get started with WSO2 Micro Integrator by running a simple use case on your local environment. In this example, we use a REST API to simulate a
simple HTTP service (  service) deployed in an instance of WSO2 Micro Integrator. You can deploy this HelloWorld service on a  containHelloWorld Docker
er or on . When invoked, the  service will return the following response: Kubernetes HelloWorld {"Hello":"World"}

Follow the topics given below.

Set up the workspace
Run on Docker

Build a Docker image
Run Docker container
Invoke the Micro Integrator (on Docker)

Run on Kubernetes
Install Minikube
Build a Docker image
Run container (on Minikube)
Invoke the Micro Integrator (on Minikube)

Set up the workspace

Install   (version 17.09.0-ce or higher).Docker
Install  .Curl
To set up the integration workspace for this quick guide, we will use an integration project that was built using :WSO2 Integration Studio

Download the  for this guide, and extract it to a known location. Let's call this project file .<MI_QSG_HOME>
Go to the  directory<MI_GS_HOME> . The following project files, and Docker/Kubernetes configuration files are available.

hello-world-config-project This is the  folder with the integration artifacts (synapse artifacts) for the HelloWorld service. This service consists of the following REST API:ESB Config Project

HelloWorld.xml

<api context="/hello-world" name="HelloWorld"
xmlns="http://ws.apache.org/ns/synapse">
    <resource methods="GET">
        <inSequence>
            <payloadFactory media-type="json">
                <format>{"Hello":"World"}</format>
                <args/>
            </payloadFactory>
            <respond/>
        </inSequence>
        <outSequence/>
        <faultSequence/>
    </resource>
</api>

hello-world-config-projectCom
positeApplication

This is the  folder, which contains the packaged CAR file of the HelloWorld service. Composite Application Project

https://www.docker.com/
https://curl.haxx.se/
https://docs.wso2.com/download/attachments/119133388/MI_QSG_HOME.zip?version=1&modificationDate=1559755868000&api=v2
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Dockerfile This Docker configuration file is configured to build a Docker image for WSO2 Micro Integrator with the HelloWorld service.
Dockerfile

FROM wso2/micro-integrator:1.0.0

COPY
hello-world-config-projectCompositeApplication/target/hello-world-confi
g-projectCompositeApplication_1.0.0.car
/home/wso2carbon/wso2mi/repository/deployment/server/carbonapps

 that this file is configured to use the community version of the WSO2 Micro Integrator base Docker image (from ). If you want to use the Micro Integrator that includes the latest product updates, you can update the image name in this Docker file as explained Note DockerHub here.

k8s-deployment.yaml This is sample Kubernetes configuration file that is configured to deploy WSO2 Micro Integrator in a Kubernetes cluster.
k8s-deployment.yaml

apiVersion: apps/v1
kind: Deployment
metadata:
  name: mi-helloworld-deployment
  labels:
    event: mi-helloworld
spec:
  strategy:
    type: Recreate
  replicas: 2
  selector:
    matchLabels:
      event: mi-helloworld
  template:
    metadata:
      labels:
        event: mi-helloworld
    spec:
      containers:
      -
        image: wso2-mi-hello-world
        name: helloworld
        imagePullPolicy: IfNotPresent
        ports:
        -
          name: web
          containerPort: 8290 
---
apiVersion: v1
kind: Service
metadata:
  name: mi-helloworld-service
  labels:
    event: mi-helloworld
spec:
  type: NodePort
  ports:
    -
      name: web
      port: 8290
      targetPort: 8290 
      nodePort: 32100
  selector:
    event: mi-helloworld

https://hub.docker.com/r/wso2/micro-integrator
https://docs.wso2.com/display/EI650/Installing+WSO2+Micro+Integrator#InstallingWSO2MicroIntegrator-RunningtheMicroIntegratoroncontainers
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Run on Docker

Once you have , you can run the HelloWorld service on Docker:set up your workspace

Build a Docker image

Open a terminal, navigate to the  directory (which stores the Dockerfile), and execute the following command to build a Docker image with <MI_QSG_HOME>
WSO2 Micro Integrator and the integration artifacts.

docker build -t hello_world_docker_image .

This command executes the following tasks:

The base Docker image of WSO2 Micro Integrator is downloaded from   and a custom, deployable Docker image of the MicroDockerHub
Integrator is created in a Docker container.
The CAR file with the integration artifacts that define the HelloWorld service is deployed.

Run Docker container

From the  directory,  the following command to start a Docker container for the Micro Integrator. <MI_QSG_HOME> execute

docker run -d -p 8290:8290 hello_world_docker_image

The Docker container with the Micro Integrator is started.

Invoke the Micro Integrator (on Docker)

Open a terminal, and execute the following command to invoke the HelloWorld service:

curl http://localhost:8290/hello-world

Upon invocation, you should be able to observe the following response:

{"Hello":"World"}

Run on Kubernetes

Once you have  , you can run the HelloWorld service on Kubernetes:set up your workspace

Install Minikube

Let's use Minikube to run a Kubernetes cluster for this example.

Install Minikube. Once you have completed this step, you should have  configured to use Minikube from your terminal.kubectl
Start Minikube from your terminal:

https://github.com/kubernetes/minikube
https://kubernetes.io/docs/tasks/tools/install-minikube/
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minikube start

Execute the command given below to start using Minikube's built-in Docker daemon. You need this Docker daemon to be able to create Docker
images for the Minikube environment.

eval $(minikube docker-env)

Now you can build a Docker image for your HelloWorld service in Minikube as explained below.

Build a Docker image

Open a terminal, navigate to the  directory (which stores the Dockerfile), and execute the following command to build a Docker image <MI_QSG_HOME>
(with WSO2 Micro Integrator and the integration artifacts) .in the Minikube environment

docker build -t wso2-mi-hello-world .

Run container (on Minikube)

Follow the steps given below to start a Docker container for Docker image on Minikube.

Navigate to the  directory (which stores the  file), and execute the following command: <MI_QSG_HOME> k8s-deployment.yaml

kubectl create -f k8s-deployment.yaml

Check whether all the Kubernetes artifacts are deployed successfully by executing the following command:

kubectl get all

You will get a result similar to the following. Be sure that the deployment is in 'Running' state.
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NAME                                            READY   STATUS   
RESTARTS   AGE
pod/mi-helloworld-deployment-56f58c9676-djbwh   1/1     Running   0    
14m
pod/mi-helloworld-deployment-56f58c9676-xj4fq   1/1     Running   0    
14m

NAME                            TYPE        CLUSTER-IP      EXTERNAL-IP
PORT(S)          AGE
service/kubernetes              ClusterIP   10.96.0.1       <none>     
443/TCP          25m
service/mi-helloworld-service   NodePort    10.110.50.146   <none>     
8290:32100/TCP   14m
NAME                                       READY   UP-TO-DATE  
AVAILABLE   AGE
deployment.apps/mi-helloworld-deployment   2/2     2            2      
14m

NAME                                                  DESIRED   CURRENT
READY   AGE
replicaset.apps/mi-helloworld-deployment-56f58c9676   2         2      
2       14m

Invoke the Micro Integrator (on Minikube)

Open a terminal, and execute the command given below to invoke the HelloWorld service. Be sure to replace MINIKUBE_IP with the IP of your Minikube
installation.

curl http://MINIKUBE_IP:32100/hello-world

Upon invocation, you should be able to observe the following response:

{"Hello":"World"}

What's next?
Use  to check the integration artifacts deployed in the Micro Integrator instance.WSO2 Micro Integrator's CLI Tool
Use  and other tools to  instance.Prometheus monitor your Micro Integrator
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Developing Cloud Native Integration

Integration developers need efficient tools to build and test all the integration use cases required by the enterprise before pushing them into a production
environment. The following topics will guide you through the process of building and running an example integration use case using WSO2 Integration

. This tool contains an embedded   instance as well as other capabilities that allows you to conveniently design, develop, andStudio WSO2 Micro Integrator
test your integration artifacts before deploying them in your production environment. 

Example use case
Running the use case

Step 1: Set up the workspace
Step 2: Develop the integration artifacts
Step 3: Build and Run the integration artifacts
Step 4: Test the integration flow
Step 5: Publish to production

Example use case

You will set up a service (named  ), which can communicate with a backend service (named  ) that processesintegration-service order-processing-be
book orders. The   consists of a REST API artifact. This REST API (  receives the request that is sent from a client,integration-service forwardOrderApi)
and the   mediator in the API forwards the request to the URL of the backend service ( ). Call order-processing-be

The  receives the message, processes the request, and returns the responseorder-processing-be   by appending the 'orderID', 'price', and 'status' to the
order details.

Running the use case

Follow the steps given below and get started.

Step 1: Set up the workspace

In this guide, you will see how this use case can be executed by running the Micro Integrator on Docker, on Kubernetes, or on a VM.

Install  .WSO2 Integration Studio
Install   (version 17.09.0-ce or higher).Docker
Install  .Curl
Install Minikube (only required for running the use case on Kubernetes) Once you have completed this step, you should have   configured. kubectl

https://wso2.com/integration/tooling/
https://www.docker.com/
https://curl.haxx.se/
https://kubernetes.io/docs/tasks/tools/install-minikube/


WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 1784

to use Minikube from your terminal.

Step 2: Develop the integration artifacts

We use   to develop the integration artifacts. To run this use case, you need two REST API artifacts for the frontend service (WSO2 Integration Studio inte
 service) and a backend service (  service) respectively. The synapse artifacts of these two services are given below. To run thisgration order-processing

tutorial, let's   of the two services to WSO2 Integration Studio, and proceed from there. If you want to build the artifacts fromimport the pre-built artifacts
scratch, see  .Working with WSO2 Integration Studio

Integration service
Design View

Source View

<?xml version="1.0" encoding="UTF-8"?>
<api context="/forward" name="forwardOrderApi"
xmlns="http://ws.apache.org/ns/synapse">
    <resource methods="POST">
        <inSequence>
            <call>
                <endpoint>
                    <address uri="http://backed:8290/order"/>
                </endpoint>
            </call>
            <respond/>
        </inSequence>
        <outSequence/>
        <faultSequence/>
    </resource>
</api>
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Backend service
Design View

Source View

<?xml version="1.0" encoding="UTF-8"?>
<api context="/order" name="OrderProcessApi"
xmlns="http://ws.apache.org/ns/synapse">
    <resource methods="POST">
        <inSequence>
            <payloadFactory description="order placement payload"
media-type="json">
                <format>{
 "orderDetails":$1,
 "orderID":"1a23456",
 "price":25.65,
 "status":"successful"
}</format>
                <args>
                    <arg evaluator="json" expression="$"/>
                </args>
            </payloadFactory>
            <log description="order result log" level="full"/>
            <respond description="respond with order placement
details"/>
        </inSequence>
        <outSequence/>
        <faultSequence/>
    </resource>
</api>

To import the pre-built artifacts:

Download the   with the integration artifacts.project files
Open WSO2 Integration Studio, and .import the project files
The project files of the frontend (integration service) and the backend (order-processing-be service) are listed in the project explorer:

https://docs.wso2.com/download/attachments/119136105/MI_Tutorial.zip?version=1&modificationDate=1559663571000&api=v2
https://docs.wso2.com/display/EI650/Working+with+WSO2+Integration+Studio#WorkingwithWSO2IntegrationStudio-ImportingESBprojects
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c.  

The   and the   project folders contain the synapse configurations of the backend service and integrationBackendService IntegrationService
service respectively. The   and the   project folders are theBackendServiceCompositeApplication IntegrationServiceCompositeApplication
composite application projects that are used for packaging the synapse artifacts. 
Open the REST API of the integration service and verify that the endpoint URL correctly points to the backend service:

When you run the two services on Docker, the endpoint URL of the backend should be as follows:

<endpoint>
    <address uri="http://backend:8290/order"/>
</endpoint>

When you run the two services on Kubernetes, the endpoint URL of the backend should be as follows:

<endpoint>
    <address uri="http://order-process-be-service:8290/order"/>
</endpoint>

When you run the two services on your VM, the endpoint URL of the backend should be as shown below. Note that the port of the
backend server is incremented by 1 (8291), and we are using localhost as the IP address.

<endpoint>
    <address uri="http://localhost:8291/order"/>
</endpoint>

You can now build and run the artifacts in your local environment.

Step 3: Build and Run the integration artifacts

Build and Run on Docker
To Build the backend (Docker image):
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Right-click the   (application project of the Backend service) in the project explorer,BackendServiceCompositeApplication
and click  .Generate Docker Image
In the dialog that opens, enter the following details, and click  .Next

Name of the application The name of the composite application with the artifacts created for your EI project.
The name of the EI project is displayed by default, but it can be changed if required.

Application version Enter  as the version of the composite application.1.0.0

Name of Docker Image Enter  as the name of the Docker image.backend_docker_image

Docker Image Tag Enter  as the tag for the Docker image to be used for reference.latest

Export Destination Browse for the preferred location in your machine to export the Docker image.

Select the integration artifacts in the   project folder, and click  .BackendService Finish
The Docker image of the WSO2 Micro Integrator (with the artifacts of the backend service) is now created and deployed your
local Docker registry.

To : build the integration service (Docker image)

Right-click the   (application project of the integration service) in the projectIntegrationServiceCompositeApplication
explorer, and click  .Generate Docker Image
In the dialog that opens, enter the following details, and click  .Next

Name of the application The name of the composite application with the artifacts created for your EI project.
The name of the EI projecty is displayed by default, but it can be changed if required.

Application version Enter  as the version of the composite application.1.0.0

Name of Docker Image Enter  as the name of the Docker image.integration_docker_image

Docker Image Tag Enter  as the tag for the Docker image to be used for reference.latest

Export Destination Browse for the preferred location in your machine to export the Docker image.

Select the integration artifacts in the   project folder, and click  .IntegrationService Finish
The Docker image of the WSO2 Micro Integrator (with the artifacts of the integration service) is now created and deployed your
local Docker registry.

To : compose and run the Docker images

Download the   file (shown below) and save it to a known directory. According to the contents of this file,docker-compose.yml
the Docker container with the backend service will start on port   and the Docker container with the integration service will8291
start on port  .8290

docker-compose.yml

version: "3.7"
services:
  service:
    image: integration_docker_image:latest
    ports:
      - 8290:8290
  backend:
    image: backend_docker_image:latest
    expose:
      - 8290
    ports:
      - 8291:8290

Open a terminal, navigate to the directory with the docker-compose.yml file, and execute the following command. This will
compose the two Docker images (of the backend and the integration service), and start two Docker containers with the two
images.

docker-compose up -d

https://docs.wso2.com/download/attachments/119136105/docker-compose.yml?version=1&modificationDate=1559711430000&api=v2
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The two Docker containers are now running. You can now  .test the integration flow

Build and Run on Kubernetes
To build the backend (Docker image):

Right-click the   (application project of the Backend service) in the project explorer,BackendServiceCompositeApplication
and click  .Generate Docker Image
In the dialog that opens, enter the following details, and click  .Next

Name of the application The name of the composite application with the artifacts created for your EI project.
The name of the EI project is displayed by default, but it can be changed if required.

Application version Enter  as the version of the composite application.1.0.0

Name of Docker Image Enter  as the name of the Docker image.backend_docker_image_k8

Docker Image Tag Enter  as the tag for the Docker image to be used for reference.latest

Export Destination The .tar file of the Docker image will be saved to this location.

Select the integration artifacts in the   project folder, and click  .BackendService Finish

To : build the integration service (Docker image)

Right-click the   (application project of the integration service) in the projectIntegrationServiceCompositeApplication
explorer, and click  .Generate Docker Image
In the dialog that opens, enter the following details, and click  .Next

Name of the application The name of the composite application with the artifacts created for your EI project.
The name of the EI project is displayed by default, but it can be changed if required.

Application version Enter  as the version of the composite application.1.0.0

Name of Docker Image Enter  as the name of the Docker image.integration_docker_image_k8

Docker Image Tag Enter  as the tag for the Docker image to be used for reference.latest

Export Destination The .tar file of the Docker image will be saved to this location.

Select the integration artifacts in the   project folder, and click  .IntegrationService Finish

To set up a  cluster:Minikube

Before you build the integration service, be sure that you have changed the endpoint URL of your integration service to the
following:

<endpoint>
    <address uri="http://order-process-be-service:8290/order"/>
</endpoint>
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Start Minikube on your terminal:

minikube start

Execute the command given below to start using Minikube's built-in Docker daemon. You need this Docker daemon to be able
to create Docker images for the Minikube environment.

eval $(minikube docker-env)

To  to the Minikube environment execute the commands given below. Be sure to replace the file path with load the two Docker images
the directory paths to the .tar files of your Docker images.

To load the backend service, execute the following command:

docker load --input <file_path-tar_file_of_backend_service>

Verify (by running the ' ' command) that the docker image has been loaded to Minikube without a tag. docker image ls

Use the image ID and tag your image in Minikube:

docker tag 3fd3399caa63 backend_docker_image_k8

To load the integration service execute the following command:

docker load --input <file_path-tar_file_of_integration_service>

Verify (by running the ' ' command) that the docker image has been loaded to Minikube without a tagdocker image ls .

Use the image ID and tag your image in Minikube:

docker tag 10d6e28754fd integration_docker_image_k8

To on Minikube: compose and run the Docker images 
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Download the  file and save it to a know location.k8-deployment.yaml
Navigate to the location of the k8-deployment.yaml file, and execute the following command:

kubectl create -f k8s-deployment.yaml

Check whether all the Kubernetes artifacts are deployed successfully by executing the following command:

kubectl get all

You will get a result similar to the following. Be sure that the deployment is in 'Running' state.

NAME                                            READY   STATUS   
RESTARTS   AGE
pod/mi-helloworld-deployment-56f58c9676-djbwh   1/1     Running   0    
14m
pod/mi-helloworld-deployment-56f58c9676-xj4fq   1/1     Running   0    
14m
 
NAME                            TYPE        CLUSTER-IP      EXTERNAL-IP
PORT(S)          AGE
service/kubernetes              ClusterIP   10.96.0.1       <none>     
443/TCP          25m
service/mi-helloworld-service   NodePort    10.110.50.146   <none>     
8290:32100/TCP   14m
NAME                                       READY   UP-TO-DATE  
AVAILABLE   AGE
deployment.apps/mi-helloworld-deployment   2/2     2            2      
14m
 
NAME                                                  DESIRED   CURRENT
READY   AGE
replicaset.apps/mi-helloworld-deployment-56f58c9676   2         2      
2       14m

The two Docker containers are now running. You can now  .test the integration flow

https://docs.wso2.com/download/attachments/119136105/k8s-deployment.yaml?version=1&modificationDate=1559297254000&api=v2
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Build and Run on a VM
Build and Run the backend service

Install the . The installation location of this server instance will be referred to as <MI1_HOME>.binary of WSO2 Micro Integrator
Setup the backend server

Create a CAR file from the artifacts in your BackendService project: Right-click the BackendServiceCompositeAppli
 and click . Follow the steps on the wizard to save the CAR file.cation Export Composite Application Project

Copy the CAR file to the directory.<MI1_HOME>/repository/deployment/server/carbonapps/ 
Start the Micro Integrator instance (MI1) with a port offset of 11. This changes the effective port of the Micro Integrator
to . Note that the following commands are applicable if the product is set up .8291 using the installer

On MacOS/Linux/CentOS

Open a terminal and execute the following command:

sudo wso2mi-1.0.0 -DportOffset=11

On Windows

First, open the  file (stored in the  directory) and set the port offsetcarbon.xml <MI1_HOME>/conf/

to 11:

<Offset>11</Offset>

Next, go to Start Menu -> Programs -> WSO2 -> Micro Integrator. This will open a terminal and start

the relevant profile.

Build and run the integration service

Let's run the integration service in the Micro Integrator that is embedded in WSO2 Integration Studio: Right-click the
IntegrationServiceCompositeApplication, and click .Export Project Artifacts and Run

The two services are now running on two instances of WSO2 Micro Integrator.

Step 4: Test the integration flow

If the Micro Integrator is running on Docker or a VM, open a terminal and send the following request using Curl.

Before you build the integration service, be sure that you have changed the endpoint URL of your integration service to the
following:

<endpoint>
    <address uri="http://localhost:8291/order"/>
</endpoint>

https://docs.wso2.com/display/EI650/Installing+WSO2+Micro+Integrator#InstallingWSO2MicroIntegrator-MicroIntegratoronaVM
https://docs.wso2.com/display/EI650/Installing+WSO2+Micro+Integrator#InstallingWSO2MicroIntegrator-RunningtheMicroIntegrator
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curl --header "Content-Type: application/json" --request POST   --data
'{"store": {"book": [{"author": "Nigel Rees","title": "Sayings of the
Century"},{"author": "J. R. R. Tolkien","title": "The Lord of the
Rings","isbn": "0-395-19395-8"}]}}' http://localhost:8290/forward

If the Micro Integrator is running on Kubernetes, open a terminal and send the following request using curl. Be sure to replace MINIKUBE_IP with
the IP of your Minikube installation.

curl --header "Content-Type: application/json" --request POST   --data
'{"store": {"book": [{"author": "Nigel Rees","title": "Sayings of the
Century"},{"author": "J. R. R. Tolkien","title": "The Lord of the
Rings","isbn": "0-395-19395-8"}]}}' http://MINIKUBE_IP:32100/forward

The following response will be received:

{
 "orderDetails":{"store": {"book": [{"author": "Nigel Rees","title":
"Sayings of the Century"},{"author": "J. R. R. Tolkien","title": "The
Lord of the Rings","isbn": "0-395-19395-8"}]}},
 "orderID":"1a23456",
 "price":25.65,
 "status":"successful"
}

Step 5: Publish to production

You can now publish your integration artifacts into your production environment.

What's next?
Use  to check the integration artifacts deployed in the Micro Integrator instance.WSO2 Micro Integrator's CLI Tool
Use  and other tools to  instance.Prometheus monitor your Micro Integrator
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Monitoring WSO2 Micro Integrator

See the following topics for instructions on monitoring WSO2 Micro Integrator.

Using Prometheus to monitor statistics
Step 1: Setting up Prometheus
Step 2: Starting Prometheus
Step 3: Starting the Micro Integrator
Step 4: Viewing statistics

Monitoring logs
Monitoring HTTP access logs
Using WSO2 Metrics
JMX-based monitoring
Monitoring TCP-based messages

Using Prometheus to monitor statistics

Prometheus is an open source toolkit for monitoring systems (using graphs and alerts). It collects statistical data exposed over an HTTP endpoint in the
form of multi dimensional time series data. Prometheus can be easily incorporated into existing systems, and it can also be integrated with popular
graphical tools such as  (to visualize system behavior). Furthermore, Prometheus has its own querying language (PromQL), and an expressionGrafana
browser to view basic graphical representations of the data.

Step 1: Setting up Prometheus

Download and install Prometheus.
Configuring Prometheus: Open the prometheus.yml file in the downloaded distribution, and add a  as shown below. The portscrape config
number and the endpoint name should be as specified below.

scrape_configs:
 - job_name: "esb_stats"
   static_configs:
     - targets: ['localhost:9201']
   metrics_path: "metric-service/metrics"

Save the configuration file.

Step 2: Starting Prometheus

Open a teminal, navigate to the Prometheus distribution, and execute the server startup script.

Step 3: Starting the Micro Integrator

To use Prometheus, you need to first start the WSO2 Micro Integrator instance by passing the ' 'enablePrometheusApi  system property. This system
property will connect the Micro Integrator to Prometheus, and enable the Micro Integrator to publish statistics to Prometheus.

When you run the Micro Integrator on Docker, start your Docker container by passing the ' ' system property:enablePrometheusApi

docker run -p 8290:8290 -e JAVA_OPTS="-DenablePrometheusApi=true"
<Docker_Image_Name>

When you run the Micro Integrator on a VM, use the following command to enable the ' ' system property:enablePrometheusApi

https://prometheus.io/
https://prometheus.io/download/
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sh micro-integrator.sh -DenablePrometheusApi

Step 4: Viewing statistics

The stats can be viewed in following urls.

http://localhost:9201/metric-service/metrics

You may also visit following url in Prometheus server to plot the graphs.

http://localhost:9090/graph

Monitoring logs

A properly configured logging system is vital for identifying errors, security threats and usage patterns in your product server. For instructions on monitoring
the server logs, see Monitoring Logs in the WSO2 Administration Guide. 

Monitoring HTTP access logs

HTTP Requests/Responses are logged in the access log(s) and are helpful to monitor your application's usage activities, such as the persons who access
it, how many hits it receives, what the errors are etc. For more information on access logs, go to HTTP Access Logging in the WSO2 Administration Guide.

Using WSO2 Metrics

JVM Metrics allow you to monitor statistics of all the profiles of WSO2 EI using Java Metrics. For instructions on setting up and using Carbon metrics for
monitoring, see Using WSO2 Metrics in the WSO2 Administration Guide.

JMX-based monitoring

For information on monitoring your server using JMX, see JMX-based monitoring in the WSO2 Administration Guide. For information on the various
MBeans available for monitoring, see JMX Monitoring.

Monitoring TCP-based messages

You can view and monitor the messages passed along a TCP-based conversation using the TCPMon.  For information on setting up and using TCPMon in
your server, see Monitoring TCP-Based Messages in WSO2 Administration Guide. 

https://docs.wso2.com/display/ADMIN44x/Monitoring+Logs
https://docs.wso2.com/display/ADMIN44x/HTTP+Access+Logging
https://docs.wso2.com/display/ADMIN44x/Monitoring+with+WSO2+Carbon+Metrics
https://docs.wso2.com/display/ADMIN44x/JMX-Based+Monitoring
https://docs.wso2.com/display/EI640/JMX+Monitoring
https://docs.wso2.com/display/ADMIN44x/Monitoring+TCP-Based+Messages
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Using the Command-Line Interface

WSO2 Micro Integrator is shipped with a command-line interface (CLI) tool, which can be used as the management console.

Prerequisites
Step 1: Install and run the CLI
Step 2: Configuring the CLI (Optional)
Step 3: Using the CLI to get artifact details

Prerequisites

To use the CLI tool, you need to enable the management API when you start the WSO2 Micro Integrator instance. This can be done by passing the -Dena
bleManagementApi system property when you start the Micro Integrator. Note that the default address is   and the port is  .https://localhost 9164

When you run the Micro Integrator on Docker, start your Docker container by passing the ' ' system property:enableManagementApi

docker run -p 8290:8290 -p 9164:9164 -e
JAVA_OPTS="-DenableManagementApi=true" <Docker_Image_Name>

When you run the Micro Integrator on a VM, use the following command to enable the ' ' system property:enableManagementApi

sh micro-integrator.sh -DenableManagementApi

Step 1: Install and run the CLI

To download the CLI, go the  website  , click , and download the tool.WSO2 Micro Integrator Other Installation Options CLI Tooling
Go to the  directory, and execute the following command:<CLI_HOME>

./mi

The available commands are listed as follows:

https://localhost/
https://wso2.com/integration/micro-integrator/install/
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2.  

mi
mi is a Command Line Tool for Management of WSO2 Micro Integrator

Usage:
  mi [command]

Available Commands:
  completion  Generates bash completion scripts
  help        Help about any command
  init        Set Management API configuration
  show        List or show details about carbon app, endpoint, api,
inbound endpoint, proxy service, task or sequence
  version     Version of the CLI

Flags:
  -h, --help      help for mi
  -v, --verbose   Enable verbose mode

Use "mi [command] --help" for more information about a command.

 that you can append the location of the executable (mi) to your $PATH variable to start the tool from any location.Note

Step 2: Configuring the CLI (Optional)

To configure the address and the port of the management API in the CLI, use the 'init' command. This will generate a file called  ,server_config.yaml
which contains the address and the port. If the init command was not used, the address and the port will have the default values.

Execute the init command, and specify the hostname and port number:

Example

mi init
Enter following parameters to configure the cli
Host name(default localhost): abc.com
Port number(default 9164): 9595
CLI configuration is successful

The CLI is now configured. Execute the ' ' command, and see the available commands:mi
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2.  

mi
mi is a Command Line Tool for Management of WSO2 Micro Integrator

Usage:
  mi [command]

Available Commands:
  completion  Generates bash completion scripts
  help        Help about any command
  init        Set Management API configuration
  show        List or show details about carbon app, endpoint, api,
inbound endpoint, proxy service, task or sequence
  version     Version of the CLI

Flags:
  -h, --help      help for mi
  -v, --verbose   Enable verbose mode

Use "mi [command] --help" for more information about a command.

Step 3: Using the CLI to get artifact details

Execute 'mi show' with the required commands, arguments, and flags to get details.

Usage

// Used for displaying details of specific artifacts deployed in the
Micro Integrator.
mi show [command] [argument] [flag]
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Examples

//To list all the apis
mi show api

//To list all proxy services
mi show proxyservice

//To get details about a specific api
mi show api <api_name>
//To get details about a specific proxy service
mi show proxyService <proxy_service_name>

//To get details about a carbon application
mi show carbonapp <carbon_app_name>

//To get details about an endpoint
mi show endpoint <endpoint_name>

//To get details about an inbound endpoint
mi show inboundendpoint <inbound_endpoint_name>

//To get details about a sequence
mi show sequence <sequence_name>

//To get details about a task
mi show task <task_name>
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Administration - WSO2 Micro Integrator

Listed below are the administration tasks that are specific to WSO2 Micro Integrator.

Configuring WSO2 Micro Integrator
Encrypting Passwords in WSO2 Micro Integrator

Configuring WSO2 Micro Integrator

WSO2 Micro Integrator is a container-friendly ESB to build your integrated enterprise. Before you start building your integration scenarios and running them
on the Micro Integrator, you need to set up and configure the Micro Integrator according to your enterprise requirements. Once your system is up and
running, you need to monitor its performance. See the following topics for more details.

Securing WSO2 Micro Integrator
Configuring the file-based registry
Changing the default ports
Applying patches 
Configuring custom proxy paths
Customizing error pages

Securing WSO2 Micro Integrator

It is recommended to change the default security settings to the requirements of your production environment. The main security configurations of WSO2
Micro Integrator are inherited from the Carbon kernel. 

Configuring Transport-Level
Security

The transport level security protocol of the Tomcat server is configured in the   file. Notecatalina-server.xml
that the ss  attribute is set to "TLS" by default. Lprotocol
The following topics will guide you through the configuration options:

Disabling SSL 
Disabling weak ciphers
Configuring the PassThrough transport

Using Asymmetric Encryption WSO2 servers use asymmetric encryption by default for the purposes of authentication and data encryption.  In
asymmetric encryption, keystores (with key pairs and certificates) are created and stored for the product. It is
possible to have multiple keystores so that the keys used for different use cases are kept unique. The following
topics explain more details on keystores. 

Understanding keystores
Setting up keystores for WSO2 products
Default keystore settings in WSO2 products
Managing keystores 

Using Symmetric Encryption You also have the option of switching to symmetric encryption. Using symmetric encryption means that a single key
will be shared for encryption and decryption of information. 

Securing Passwords in
Configuration Files

All WSO2 servers contain some configuration files with sensitive information such as passwords. Let's take a look
at how such plain text passwords in configuration files can be secured using the Secure Vault implementation that
is built into the server.

The following topics will be covered under this section:
Encrypting Passwords with Cipher Tool
Resolving Encrypted Passwords
Carbon Secure Vault Implementation

Securing Passwords in
Synapse Configurations

When you use  or the  profile of WSO2 EI, it is also possible to encrypt passwords andWSO2 Micro Integrator ESB
other sensitive information in synapse configurations.

Resolving Hostname
Verification

Hostname verification is enabled in WSO2 servers by default, which means that when a hostname is being
accessed by a particular client, it will be verified against the hostname specified in the product's SSL certificate.

Configuring the file-based registry

The H2 database-based registry is not available in the Micro Integrator profile. Instead, it has a file-system-based registry, which provides the same
functionality. Thus, by default, the   directory will act as the registry to store registry artifacts etc. This<EI_HOME>/wso2/micro-integrator/registry
main registry directory will consist of the following sub registry directories.

Local: To store local artifacts of the product server that are not shared with the other products in the deployment.
Config: To store all product-specific artifacts that are shared between similar product instances.
Governance: To store all artifacts that re relevant to the governance of the product.

https://docs.wso2.com/display/ADMIN44x/Configuring+Transport+Level+Security
https://docs.wso2.com/display/ADMIN44x/Configuring+Transport+Level+Security
https://docs.wso2.com/display/ADMIN44x/Configuring+Transport+Level+Security#ConfiguringTransportLevelSecurity-DisablingSSL
https://docs.wso2.com/display/ADMIN44x/Configuring+Transport+Level+Security#ConfiguringTransportLevelSecurity-Disablingweakciphers
https://docs.wso2.com/display/ADMIN44x/Configuring+Transport+Level+Security#ConfiguringTransportLevelSecurity-ConfiguringthePassThroughtransport
https://docs.wso2.com/display/ADMIN44x/Using+Asymmetric+Encryption
https://docs.wso2.com/display/ADMIN44x/Using+Asymmetric+Encryption#UsingAsymmetricEncryption-Understandingkeystores
https://docs.wso2.com/display/ADMIN44x/Using+Asymmetric+Encryption#UsingAsymmetricEncryption-SettingupkeystoresforWSO2products
https://docs.wso2.com/display/ADMIN44x/Using+Asymmetric+Encryption#UsingAsymmetricEncryption-DefaultkeystoresettingsinWSO2products
https://docs.wso2.com/display/ADMIN44x/Using+Asymmetric+Encryption#UsingAsymmetricEncryption-Managingkeystores
https://docs.wso2.com/display/ADMIN44x/Using+Symmetric+Encryption
https://docs.wso2.com/display/ADMIN44x/Securing+Passwords+in+Configuration+Files
https://docs.wso2.com/display/ADMIN44x/Securing+Passwords+in+Configuration+Files
https://docs.wso2.com/display/ADMIN44x/Encrypting+Passwords+with+Cipher+Tool
https://docs.wso2.com/display/ADMIN44x/Resolving+Encrypted+Passwords
https://docs.wso2.com/display/ADMIN44x/Carbon+Secure+Vault+Implementation
https://docs.wso2.com/display/ADMIN44x/Enabling+HostName+Verification
https://docs.wso2.com/display/ADMIN44x/Enabling+HostName+Verification
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If you want to change the default locations of the Registry directories, uncomment and change the following configuration in the <EI_HOME>/wso2/micro
 file.Integrator/repository/deployment/server/synapse-config/default/directoryregistry.xml

<registry xmlns="http://ws.apache.org/ns/synapse"
provider="org.wso2.carbon.mediation.registry.MicroIntegratorRegistry">
    <parameter name="cachableDuration">15000</parameter>
    <!--
        Uncomment below parameters (ConfigRegRoot, GovRegRoot,
LocalRegRoot) to configure registry root paths
        Default : <EI_HOME>/wso2/micro-integrator/registry/{governance
| config | local}
    -->
    <!--
    <parameter name="ConfigRegRoot">{Root directory path for
configuration Registry}</parameter>
    <parameter name="GovRegRoot">{Root directory path for governance
Registry}</parameter>
    <parameter name="LocalRegRoot">{Root directory path for local
Registry}</parameter>
    -->
</registry>

Changing the default ports

When you run multiple instances of the same profile or multiple clusters on the same server or virtual machines (VMs), you must change the default ports
with an offset value to avoid port conflicts.

The ports used by WSO2 Micro Integrator are listed  , along with the complete list of ports in all WSO2 products.here
For instructions on configuring ports, see   in the WSO2 Administration Guide.Changing the Default Ports

Applying patches 

For information on updating WSO2 Micro Integrator with the latest available patches (issued by WSO2) using the WSO2 Update Manager (WUM), see WS
.O2 Updates

Configuring custom proxy paths

This feature is particularly useful when multiple WSO2 products (fronted by a proxy server) are hosted under the same domain name. By adding a custom
proxy path you can host all products under a single domain and assign proxy paths for each product separately. For instructions on configuring custom
proxy paths, see Adding a Custom Proxy Path in the WSO2 Administration Guide.

Customizing error pages

You can make sure that sensitive information about the server is not revealed in error messages by customizing the error pages in the servers. For
instructions, see Customizing Error Pages in the WSO2 Administration Guide.

Encrypting Passwords in WSO2 Micro Integrator

All WSO2 products are shipped with a   implementation that allows you to store encrypted passwords that are mapped to aliases. ThisSecure Vault
approach allows you to use the aliases instead of the actual passwords in your configurations for better security. For example, some configurations require
the admin username and password. If the admin user's password is "admin", you could use   as the password alias.UserManager.AdminUser.Password
You will then map that alias to the actual "admin" password using Secure Vault. The WSO2 product will then look up this alias in Secure Vault during
runtime, decrypt and use its password.

In all WSO2 products, Secure Vault is commonly used for encrypting passwords and other sensitive information in configuration files. When you use the
WSO2 Micro Integrator, you can encrypt sensitive information contained in synapse configurations in addition to the information in configuration files. See
the following topics:

Encrypting passwords in configuration files
Encrypting passwords for synapse configurations in WSO2 Micro Integrator

Go to the WSO2 administration guide for more information about the  .Secure Vault implementation in WSO2 products

https://docs.wso2.com/display/ADMIN44x/Default+Ports+of+WSO2+Products
https://docs.wso2.com/display/ADMIN44x/Changing+the+Default+Ports
https://docs.wso2.com/display/updates/WSO2+Updates
https://docs.wso2.com/display/updates/WSO2+Updates
https://docs.wso2.com/display/ADMIN44x/Adding+a+Custom+Proxy+Path
https://docs.wso2.com/display/ADMIN44x/Customizing+Error+Pages
https://docs.wso2.com/display/ADMIN44x/Carbon+Secure+Vault+Implementation
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1.  
2.  

3.  
4.  

5.  

Using encrypted passwords in synapse configurations
Updating the password validation

Encrypting passwords in configuration files

To encrypt passwords in configuration files, you simply have to update the   and   files that arecipher-text.properties cipher-tool.properties
stored in the   directory and then run the Cipher tool that is shipped with the product. Go to the links given below to see<MI_HOME>/conf/security/
instructions in the WSO2 administration guide:

Encrypting passwords using the automated process.
Encrypting passwords using the manual process. This is relevant when the location of the configuration files (that contain the elements to be
encrypted) cannot be specified using an xpath in the   -  file.cipher tool.properties
Changing already encrypted passwords.
Resolving already encrypted passwords.

Encrypting passwords for synapse configurations in WSO2 Micro Integrator

Follow the steps given below:

Open a command terminal and navigate to the   directory.<MI_HOME>/bin/
Execute the following command to initialize secure vault:

On Linux/Mac OS sh securevault.sh

On Windows securevault.bat

You can then enter the secret alias (vault key) for the password that you want to encrypt. For example, enter 'PasswordAlias'.
In the next step, enter the password of the keystore that is used for secure vault in the product. If the default product keystore is used, the
password is 'wso2carbon'.
Then, specify the plain text password that should be encrypted. 

The encrypted password is stored in the   file as shown below. This file is stored in the secure-vault.properties <MI_HOME>/registry/config/re
 directory.pository/components/secure-vault/

#Secure Vault keys for micro integrator
#Thu Sep 27 14:38:33 IST 2018
ProductAlias=hMH3b4S2AhG6l0699uhUVD9O38G04NRygA6TW46/OFMkdNO/0Ucj1ql/x9
gCRKrR2TVLFYaM7Sx7E14dJ4IoOaIX9zql9ZxG9bF6ktG2rrktRGoB39BuaLIJ/wPYLoNT2
6bKr7QXj+NR16eQWlckn1f40Ru2zvE/2wG2smuQL7g67Ptw4DL800IaNYWW8vnhHfaeK+E5
CgOKQnTDnwuDDodjiXsJh+2mu2l0KdgDPdxcSjb8uPVC1OubRymygqOJpzKg6Md1R42fGgK
GBG9CP9pRj7hW95dVy9h23tHx22ejCrSoxIiEoQjAIIu2wVCBI7fY2HUKBUQOHhb+kenawA
\=\=

Using encrypted passwords in synapse configurations

To use the alias of an encrypted password in a synapse configuration, you need to add the  custom path expression{wso2:vault-lookup('alias')}
when you define the synapse configuration. For example, instead of hard coding the admin user's password as  , you<Password>admin</Password>
can encrypt and store the password using the   alias as follows: AdminUser.Password <Password>{wso2:vault-lookup('AdminUser.Password'
)}</Password>.

This password in the synapse configuration can now be retrieved by using the    custom path expression to logically{wso2:vault-lookup('alias')}
reference the password mapping.

Updating the password validation

The default expression used for password validation is  . This allows the password to have 5 to 30 characters.^[\\S]{5,30}$

If you want to change the expression that is used to validate the password, you need to add the   systemorg.wso2.SecureVaultPasswordRegEx
property to the   file.<MI_HOME>/conf/carbon.properties
Example:

https://docs.wso2.com/display/ADMIN44x/Encrypting+Passwords+with+Cipher+Tool#EncryptingPasswordswithCipherTool-automated
https://docs.wso2.com/display/ADMIN44x/Encrypting+Passwords+with+Cipher+Tool#EncryptingPasswordswithCipherTool-manual_process
https://docs.wso2.com/display/ADMIN44x/Encrypting+Passwords+with+Cipher+Tool#EncryptingPasswordswithCipherTool-changing_encrypted_passwords
https://docs.wso2.com/display/ADMIN44x/Resolving+Encrypted+Passwords
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org.wso2.SecureVaultPasswordRegEx=^[\\S]{5,60}$
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WSO2 Integration Studio
WSO2 Integration Studio is a development environment used to design your integration scenarios and develop them. This can be used to develop services,
features and artifacts as well as manage their links and dependencies through a simplified graphical editor.

Workbench |  |  |  |  |  | Editor Project explorer Outline Properties Console Template guide

Workbench

When you start using WSO2 Integration Studio, one of the first decisions you have to make is where to store your projects and files. This location is called
the workspace. The Workbench is essentially different windows and editors that can be used for various purposes related to your workspace. This includes,
the Project Explorer, the Editor, Template Guide, Outline, etc. Multiple Workbench windows can be opened simultaneously for an enhanced and fine-tuned
developer experience. 

Editor

You can associate different editors with different types of files. For example, when you open a file for editing by double-clicking it in one of the navigation
views, the associated editor opens in the Workbench. If there is no associated editor for a resource, the Workbench attempts to launch an external
editor outside the Workbench. (On Windows, the Workbench will first attempt to launch the editor in place as an OLE document. This type of editor is
referred to as an embedded editor. For example, if you have a .doc file in the Workbench and Microsoft Word is registered as the editor for .doc files in your
operating system, then opening the file will launch Word as an OLE document within the Workbench editor area. The Workbench menu bar and toolbar will
be updated with options for Microsoft Word.)  

Any number of editors can be open at once, but only one can be active at a time. The main menu bar and toolbar for the Workbench window contain
operations that are applicable to the active editor.  

Tabs in the editor area indicate the names of resources that are currently open for editing. An asterisk (*) indicates that an editor has unsaved changes.   

By default, editors are stacked in the editor area, but you can choose to tile them in order to view source files simultaneously.

Here is an example of a text editor in the Workbench. This is the source view of a .pom file.
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Project explorer

The Project Explorer provides a view of all the files and folder structure within a project.

Outline

The Outline view displays an outline of a structured file that is currently open in the editor area, and lists structural elements. It enables you to hide certain
fields, methods, and types, and also allows you to sort and filter to find what you want. The contents of the Outline view are editor specific. For example, in
a Java source file, the structural elements are classes, fields, and methods. The contents of the toolbar are also editor specific.
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Properties

The properties view displays property names and values for a selected item such as a resource. Toolbar buttons allow you to toggle to display properties by
category or to filter advanced properties. Another toolbar button allows you to restore the selected property to its default value.

Console

The   View displays a variety of   types depending on the type of development and the current set of user settings. eConsol econsol

The three  s that are provided by default with WSO2 Integration Studio are:econsol

Process  eConsol  - Shows standard output, error, and input
Stacktrace  eConsol  - Well-formatted Java stacktrace with hyperlinks to specific source code locations
CVS  eConsol  - Displays output from CVS operations

Template guide

The template guide includes a list of sample projects that represent integration scenarios. You can use these to explore WSO2 EI and see a sample of how
it addresses common integration problems.

What's next
See  for installation instructions.Installing WSO2 Integration Studio
See  for more information on how to setup and use tooling.Working with WSO2 Integration Studio
See  for information on troubleshooting errors you may run into while using EI Tooling.Troubleshooting WSO2 Integration Studio
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2.  
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1.  
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Installing WSO2 Integration Studio

WSO2 Integration Studio provides capabilities for a complete development environment for WSO2 EI.

Installation prerequisites
Install and run WSO2 Integration Studio
Troubleshooting

Installation prerequisites

Processor 2 GHz Core 2 Duo (Minimum)

Disk Space Approximately 1 GB

Install and run WSO2 Integration Studio

Follow the steps given below.

Download the   for your operating system.distribution
Extract the downloaded file to get the  application. If you are a MacOS user, be sure to add it to the  directory.IntegrationStudio Applications
Run the   application to start the tool. IntegrationStudio

Troubleshooting

If you get an error message about the file being damaged or that you cannot open the file when you try to start tooling on a Mac, change the Mac security
settings as described below.

Go to   ->  ->  .System Preferences Security & Privacy General
Under  , click  .Allow apps downloaded from Anywhere
Thereafter, select   from the  menu in your Mac.IntegrationStudio Applications

What's next

For information on how to create and manage artifacts, see  .Working with WSO2 Integration Studio
Try out the   to start using WSO2 Integration Studio.integration tutorials

Getting an error message? See the troubleshooting tips given under  .Troubleshooting

https://wso2.com/integration/integration-studio/


WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 1807

Working with WSO2 Integration Studio

The following sections describe how you can use the development experience provided by WSO2 Integration Studio to create and manage the artifacts for
your integration use case. 

Installing WSO2 Integration Studio
Using Templates
Working with ESB artifacts

Creating ESB projects
Importing ESB projects
Creating ESB artifacts 
Packaging ESB artifacts

Using an existing composite application
Creating a new composite application
Generating Docker images

Exporting the ESB artifacts
Testing the ESB artifacts
Deploying ESB artifacts 

Using the ESB profile
Deploying EI solutions in Integration Cloud

Working with business process artifacts
Creating business workflows
Packaging BPMN artifacts
Deploying BPMN artifacts
Packaging BPEL/Human Task artifacts
Deploying BPEL/Human Task artifacts

Installing WSO2 Integration Studio

For instructions, see  .Installing WSO2 Integration Studio

Using Templates

WSO2 Integration Studio provides a set of artifact templates that will help you get started with the most prominent integration use cases. Click the icon on
WSO2 Integration Studiothe top-right of the  interface to open the   view shown below and then select the required template. There are ESBGetting Started

templates, data services templates, as well as business process templates.

Working with ESB artifacts

See the topics given below for instructions on how to use WSO2 Integration Studio to build your integration use case.
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1.  

Creating ESB projects

An ESB solution consists of one or several project directories. These directories (listed below) store the various ESB artifacts that you create for your
integration sequence.

ESB Config Project

This project directory stores the ESB artifacts that are used when defining a mediation flow. Use one of the following approaches to create an ESB config project:

Creating an ESB Solution that includes an ESB Config project
Open   and click  in the   view as shown below.WSO2 Integration Studio ESB Project  Create New    Getting Started
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2.  

3.  

In the  dialog that opens, enter a name for the ESB config project. Select the relevant check boxes if you want to create a , , and/or a  along withNew ESB Solution Project  projectRegistry Resources  projectConnector Exporter  projectComposite Application

the  project.ESB Config

Click  to save the projects. The ESB projects are listed in the project explorer as shown below.Finish 

Creating an individual ESB Config project
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1.  

2.  

Open   and click  in the   view as shown below.WSO2 Integration Studio Miscellaneous  Create New Config Project    Getting Started

In the dialog that opens, select  and click .New ESB Config Project Next
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3.  

4.  

Enter a name for the ESB config project.

Click  and see that the project is now listed in the project explorer.Finish

You can now start creating the  in your ESB Config project.ESB config artifacts

Registry Resource Project

Create this project directory if you want to create registry resources for your mediation flow.   You can later use these registry artifacts when you define your mediation sequences in the ESB config project .

Creating a Registry project
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1.  

2.  

3.  

Open   and click  in the   view as shown below.WSO2 Integration Studio Miscellaneous  Create New Registry Project    Getting Started

In the dialog that opens, enter a name for the registry project.

Click  and see that the project is now listed in the project explorer.Finish
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3.  

1.  

2.  

See the instructions on .creating and using registry artifacts

Mediator Project

Create this project directory to start creating custom mediator artifacts. You can use these customer mediators when you define the mediation flow in your .ESB config project

Creating a Mediator project
Open   and click  in the   view as shown below.WSO2 Integration Studio Miscellaneous  Create Mediator Project    Getting Started

In the dialog that opens, select  and click .Create New Mediator Next
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3.  

4.  

Enter a project name, package name, and class name.

Click  and see that the project is now listed in the project explorer.Finish

See the instructions on .creating and using custom mediators

Data Service Project

Create this project directory to start creating data services (.dbs files) for exposing various datasources as a service.

Creating a Data Service project
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1.  

2.  

Open   and click  in the   view as shown below.WSO2 Integration Studio DS Project  Create New Data Service Getting Started

In the dialog that opens, enter a project name and click .Next
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3.  

1.  

2.  

Click  and see that the project is now listed in the project explorer.Finish

See instructions on .managing data service artifacts using WSO2 Integration Studio

Connector Exporter Project

Create this project directory if you have used  in your medition sequence (defined in the ). All connector artifacts need to be stored in a connector exporter project . See the instructions on .ESB connectors ESB config project before packaging creating and using connectors

Composite Application Project

This poject directory allows you to package all the artifacts (stored in other ESB projects) into one composite application (C-APP). This C-APP can then be deployed in the ESB server. See the instructions on .packaging ESB artifacts

You can use the above ESB projects and other various projects as follows:

Right-click the  and click  as shown below.Project Explorer New  Project

In the  dialog that opens, select the required project.New Project
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2.  

1.  

2.  

Importing ESB projects

If you have an already created ESB project file, you can import it to your WSO2 Integration Studio workspace.

Open WSO2 Integration Studio, navigate to  , select   and click  :File -> Import Existing WSO2 Projects into workspace, Next

If you have a ZIP file of your project, browse for the , or if you have an extracted project folder, browse for the :archive file root directory
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2.  

3.  Click , and see that the project files are imported in the project explorer:Finish

Creating ESB artifacts 

Once you have created the ESB projects described above, you can create the artifacts under those projects.

ESB Config Artifacts

After creating the  , you can define the mediation flow by using the required integration artifacts. RESB Config project  ight-click the ESB
See the links given below for more information on each of the artifacts:config project, click  , and select the required ESB artifact. New

Proxy Service |  |  |  |  |  |  |  |  | REST API Inbound Endpoint Scheduled Task Sequence Template Endpoint Local Entry Message Processor Mess
age Store

Select  check box if you want to save the project in the workspace.Copy projects into workspace
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Registry Artifacts

Registry artifacts are resources (such as images, WSDLs, XSLTs), which are stored in a central repository. To create such artifacts,
 the   right-click Registry Resource project , click  , and select . See the instructions on New Registry Resource creating and using registry

.artifacts
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Connectors

After creating the  , right-clickConnector Exporter project  the project, click  , and select to start addingNew Add/Remove Connectors 
connector artifacts to your project. See the instructions on .working with connectors

Data Service

Data service artifacts are used for exposing data as a service. After creating the  , right-clickData Service project  the project, click  , andNew
select required artifact types. See the instructions on .creating and using data services
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1.  

Custom Mediators

After creating the  , right-clickMediator project  the project, click  , and select required artifact types. See the instructions on New creating and
.using custom mediators

Packaging ESB artifacts

To package the ESB artifacts, you need to create a . Use one of the following methods: Composite Application Project

Using an existing composite application

If you have an already created composite appliction project, do the following to package the  into the composite application:ESB artifacts

Select the  file that is under the composite application project in the project explorer.pom.xml
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1.  

2.  

3.  

1.  

2.  

In the  section, select the artifacts from each of the projects.Dependencies

Save the artifacts.

Creating a new composite application

If you have not previously created a composite application project, do the following to package the artifacts in your ESB Config project.

Open the      Getting Started  view and click  Miscellaneous  Create New Composite Application .
 

In the   elect the artifacts from the relevant ESB projects and click .New Composite Application Project  dialog that opens, s Finish

Note: If you have created a custom mediator artifact, it should be packaged in the same composite application along with the other
artifacts that uses the mediator.
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2.  

1.  

2.  

Alternatively, 

Right-click the project explorer and click  .New -> Project

 In the   dialog that opens, select   from the list and click  .New Project Composite Application Project Next
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2.  

3.  Give a name for the   project and select the artifacts that you want to package.Composite Application
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3.  

4.  In the   that opens, under  , note the information for each of the projects you selectedComposite Application Project POM Editor Dependencies
earlier.

Generating Docker images
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1.  
2.  

3.  
a.  

To generate Docker images, follow the steps below:

Open the WSO2 Integration Studio interface.
Open an existing project. Right-click on   and then click  .Composite Project Generate Docker Image

The  wizard opens. WSO2 Platform Distribution - Generate Docker Image
Enter information in the wizard as follows:

In the   page, enter the following details:Generate Docker Image

1.  
2.  
3.  

Before you begin:
Install Docker from the .Docker Site
Create a Docker Account at  and log in.Docker Hub
Start the Docker server.

https://docs.docker.com/
https://hub.docker.com
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3.  
a.  

b.  

1.  

Name of the application: The name of the composite application with the artifacts created for your EI project. The name of the
EI projecty is displayed by default, but it can be changed if required.
Application version: The version of the composite application.
Name of the Docker Image: A name for the Docker image.
Docker Image Tag: A tag for the Docker image to be used for reference.
Export Destination: Browse for the preferred location in your machine to export the Docker image.

Once you have entered the required details, click  .Next
In the next page, select the EI projects that you want to include in the Docker image and click  .Finish

Once the Docker image is successfully created, a message similar to the following appears in your screen.

 

Exporting the ESB artifacts

Once you have created a composite application of your artifacts, you can export it into a CAR file (.car file):

Select the composite application project in the project explorer, right-click, and click  .Export Composite Application Project
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1.  

2.  
3.  
4.  

1.  
2.  

In the dialog that opens, give a name for the CAR file, the destination where the file should be saved, and click  .Next
You can select the artifacts that should be packaged in the CAR file.
Click   to generate the CAR file.Finish

Testing the ESB artifacts

You can test artifacts by deploying the   in the built-in Micro Integrator:packaged artifacts

Be sure to create a  and include your artifacts.composite application project
Right-click the composite application project and click  . Export Project Artifacts and Run
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2.  

3.  

4.  

  
In the dialog that opens, select the artifacts form the composite application project that you want to deploy. 

 
Click  . The artifacts will be deployed in the WSO2 Micro Integrator and the server will start. See the startup log in the   tab: Finish Console



WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 1830

4.  

5.  

1.  

2.  

 
If you find errors in your mediation sequence, use the  to troubleshoot.debugging features

Deploying ESB artifacts 

WSO2 EI includes an ESB profile and WSO2 Integration Studio. The light-weight Micro Integrator is already included in your WSO2 Integration Studio
package, which allows you to deploy and run the artifacts instantly. Alternatively, you can add the ESB profile server to your evironment and then deploy
and run the artifacts in the ESB. See the instructions given below.

Using the ESB profile

To deploy the  in the ESB profile of WSO2 EI, you need to first add the ESB server to the tool. Follow the steps given below.packaged artifacts

Open the   view and click  to open the   dialog. Getting Started  Miscellaneous Add New Server New Server

 
In the   dialog that opens, expand the WSO2 folder and select the version of your server.New Server
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2.  

3.  
4.  

Click  . In the CARBON_HOME field, provide the path to your product's home directory and then click   again.Next Next
Review the default port details for your server and click  .Next
Typically, you can leave these unchanged but if you are already running another server on these ports, give unused ports.

See   for more information.Default Ports of WSO2 Products

https://docs.wso2.com/display/ADMIN44x/Default+Ports+of+WSO2+Products
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4.  

5.  To deploy the C-App project to your server, select the composite application from the list, click   to move it into the configured list, and thenAdd
click  .Finish
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5.  

6.  

7.  
8.  

On the   tab, note that the server is currently stopped. Click the 'play' icon on the tool bar. If prompted to save changes to any of the artifactServers
files you created earlier, click  . Yes

As the server starts, the   tab appears. Note messages indicating that the composite app was successfully deployed.Console
You can also deploy/redeploy or remove C-Apps from a running server:

To deploy/remove C-Apps, right-click the server, click  and follow the instructions on the wizard.Add and Remove
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1.  
a.  

b.  

If you want to redeploy a C-App after modifying the included artifacts, select the already deployed C-App, right-click and click .Redeploy

Deploying EI solutions in Integration Cloud

Once you have developed an EI solution, you can host it on the Integration Cloud to make it available for multiple users. To understand how to host a
solution on Integration Cloud, follow the steps below:

Create an EI application as follows:
Open WSO2 Integration Studio. In the   page, click the   template to start creating a new EIGetting Started Hello World Service
application based on this template.

In the   dialog box, enter a name for the application. In this example, let's enter Create Project Using Hello World Service Template Hell
as the name.oWorldApps 

Before you begin:
Register as a user of the Integration Cloud.
Download WSO2 Integration Studio.

https://wso2.com/integration/cloud/
https://wso2.com/integration/tooling/


WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 1835

1.  

b.  

2.  

a.  

Click   to add the project for the application.Finish
The project currently has the configurations derived from the template. Let's modify them as follows:

In the left navigator, open the  file.HelloWorldApplication/src/main/synapse-config/proxy-services/HelloWorld.xml
Then click on the   icon to open the   configuration in the   tab.PayloadFactory Payload Factory Mediator Properties

The purpose of this step is to change the default values. You can skip it if required.

You can skip this step if required.
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2.  

a.  

b.  
3.  

a.  
b.  

In the   field, replace the existing value  with  .Payload {“data”: “HelloWorld”}
Before deploying the composite application, you need to know the key of the organization to which you are deploying it. To get the organization ID,
sign in to the Integration Cloud and access your organization as follows:

Sign in to the with your credentials.Integration Cloud 
Click on the following icon tray in the right end of the top bar.

Then click   to open the   page.Organizations Manage Organizations

If you already know the key of the organization to which the application needs to be deployed, you can skip this step.

https://wso2.com/integration/cloud/
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3.  

b.  

4.  
a.  

The keys of the available organizations are displayed as shown below.

 
Deploy the   that you created as follows:Hello World Application

In the WSO2 Integration Studio, open your workbench. Then right-click on , and then click HelloWorldAppsCompositeApplication Depl
. The   wizard opens as follows.oy to Integration Cloud WSO2 Integration Cloud - Authentication
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4.  
a.  

b.  

c.  
d.  

e.  

Enter the following information in the wizard:
Organization Key: The key of the organization to which you want to deploy the EI application. The required organization key
needs to be already registered under your Integration Cloud account.
Email: The email address with which you are registered in the Integration Cloud.
Password: The password with which you sign in to the Integration Cloud.

Click  . The  wizard opens.Finish WSO2 Platform Distribution
In the   wizard, select the applications that you want to include in the CAR file that you are deploying to theWSO2 Platform Distribution
Integration Cloud. For this example, select   as shown below.HelloWorldApps

Click  , and then click  . A message appears to inform you that your application is being deployed to the cloud. Once theNext Finish
deployment is complete, the following message appears.
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4.  

e.  

5.  

6.  
a.  
b.  

Access your organization on Integration Cloud as you did in step 3. The  you deployed is displayed asHelloWorldAppsComposite Application
follows.

To create a new version, repeat step 4, sub steps a-c. Then follow the steps below to create a new version.
In the page where you select deployable artifacts, select   and click  .HelloWorldApps Next
In the next page, select the  option and update the value displayed in the   field.Create New Version Application Version
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6.  

b.  

c.  
d.  

Click  .Finish
Sign in to the  and click on the   application.Integration Cloud HelloWorldApps

The application opens, and the updated version is displayed as shown below.

https://integration.cloud.wso2.com/appmgt/site/pages/index.jag
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6.  

d.  

1.  

 

Working with business process artifacts

The following topics explain the steps involved in building BPMN/BPEL artifacts and Human Tasks for business workflows, and for deploying them in the
Business Process Server profile of WSO2 EI.

Creating business workflows

BPMN workflows

If you are using BPMN to define a business workflow, the BPMN artifacts should be stored in the BPMN project. After creating a BPMN project, add a BPMN diagram to that project. See the instructions given below.

1. Creating a BPMN project
Open the   view and click . Getting Started  BP Project  Create New BPMN Project



WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 1842

2.  

3.  
4.  

5.  

In the   dialog, eCreate an Activiti Project nter a name for the project and click  .Next

In the next step, select any referenced projects and click     Finish .  
Click   in the below message.Open Perspective

When you click   Finish , the project will be listed in the project explorer (Activity explorer).

You will not get this message if you are already in the  perspective. You can access the current perspective from the project explorer.Activiti
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1.  
2.  

2. Creating BPMN artifacts
Right-click your BPMN project and go to .  New  Other  
Select   and click  .BPMN Diagram Next  
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3.  Select the  folder in your BPMN project, give a file name for your diagram and click  .diagrams Next  
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4.  

5.  

Select a template diagram or choose to create an empty diagram and click  . Finish

You will see that the BPMN diagram has been added under the project you specified and a new empty diagram will open up along with a palette. You can drag and drop notations from the  to create the desired diagram.  Pallete
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1.  

2.  

See the  for step-by-step instructions on how to create a BPMN workflow.BPMN tutorials

BPEL workflows

If you are using BPEL to define a business workflow, you need to create a BPEL workflow . See the instructions given below.

Creating a BPEL workflow
Open the   view and click . Getting Started  BP Project  Create New BPEL Workflow

In the   dialog that opens, select  and click . New BPEL Project Create New BPEL Workflow Next  
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3.  

4.  

Enter the project name, process name, process namespace, and template accordingly,     and click  Finish . 

Click   Open Perspective  in the below message.

You will not get this message if you are already in the  perspective. You can access the current perspective from the project explorer.BPEL
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5.  

1.  

A new BPEL diagram is added to the project explorer under the BPEL project. You can drag and drop artifact symbols from the pallette to create the desired diagram.

See the  BPEL tutorials for step-by-step instructions on how to create a BPEL workflow.

Human Tasks

If you want to integrate a 'human task' into a business workflow, you need to defined a Human Task artifact as explained below.

Creating human task artifacts
Open the   view and click  as shown below.Getting Started  BP Project  Create New Human Task  
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2.  

3.  

In the    project name, process name, process namespace,    Human Task Project Wizard  that opens, enter a and click  Finish . 

The Human Task project and artifact files are added to the project explorer as shown below. The 'newfile.ht' file in the project lists the various properties of the human task artifact that should be defined.

Click on each of the topics ( , , , , ) to expand the view as shown below. See the tutorial on  for instructions definingTask Properties Task Input Task Output Presentation Elements People Assignment simulating a simple order approval process

these properties.
Task Properties

https://docs.wso2.com/display/EI640/Simulating+a+Simple+Order+Approval+Process
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3.  

Task Input

Task Output

Presentation Elements
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3.  

People Assignments

See the  Human Task tutorials for step-by-step instructions on integrating human tasks into a business workflow.
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1.  

2.  

3.  

Packaging BPMN artifacts

Follow the steps given below.

Select           in the top menu of your screen.Window -> Show View -> Other

Search for  and click .Package Explorer Open

In the  , right-click the BPMN project and click  .Package Explorer Create deployment artifacts
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3.  

4.  

1.  

The BPMN artifacts will be pacakged into a .bar file and stored in the /   deployment  folder as shown below.

Deploying BPMN artifacts

You can deploy the .bar file of the BPMN process using the management console of the Business Process profile in WSO2 EI.

Install WSO2 Enterprise Integrator and start the Business Process profile by executing one of the given commands. See the  forinstallation guide
more information on setting up and running WSO2 EI.



WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 1854

1.  

2.  
3.  
4.  

1.  

2.  

On MacOS/Linux/CentOS

Open a terminal and execute the following command:

wso2ei-6.5.0-business-process

On Windows

Go to  This will open a terminal and startStart Menu -> Programs -> WSO2 -> Enterprise Integrator 6.5.0 . Business Process
the business process profile.

Open the management console from  .   https://localhost:9445/carbon/
Log in by using admin as the username and password.
Go to  and upload the .bar file. Main -> Manage -> Add ->BPMN 

Packaging BPEL/Human Task artifacts

BPEL artifacts and Human Task artifacts can be packaged into separate .zip files. Follow the steps given below.

Select one of the projects (BPEL or Human Task) from the .Project Explorer

Right-click the project and select  .Export Project as a Deployable Archive

https://localhost:9445/carbon/
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2.  

3.  

1.  

When the  dialog opens, provide the location where you want to save the artifact and click  . Project Export Finish

This will generate a .zip archive that can be deployed directly in the Business Process profile of WSO2 EI.

Deploying BPEL/Human Task artifacts

Once you have packaged your BPEL or Human Task artifacts, deploy them in the Business Process profile as follows:

Install WSO2 Enterprise Integrator and start the Business Process profile by executing one of the given commands. See the   forinstallation guide
more information on setting up and running WSO2 EI.
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1.  

2.  
3.  
4.  

On MacOS/Linux/CentOS

Open a terminal and execute the following command:

wso2ei-6.5.0-business-process

On Windows

Go to  This will open a terminal and startStart Menu -> Programs -> WSO2 -> Enterprise Integrator 6.5.0 . Business Process
the business process profile.

Open the management console from  .   https://localhost:9445/carbon/
Log in by using admin as the username and password.
Go to the  tab and upload the relevant .zip files.Main 

Click  and upload the .zip file with your BPEL artifacts.Add ->BPEL 

Click  and upload the .zip file with your Human Task artifacts.Human Tasks Add 

https://localhost:9445/carbon/
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Troubleshooting WSO2 Integration Studio

The following are some common errors that you may encounter when using WSO2 Integration Studio and the way to troubleshoot and fix them.

Getting the 'Save could not be completed' error?
Removing an artifact
Retrieving a missing project view

Getting the 'Save could not be completed' error?

Are you getting the following error while trying to save the artifacts using the MacOS?

To avoid this error, Mac users need to copy the  file into the  directoryEclipse.app Applications . If the Eclipse link is outside the Applications directory
it does not have the permission to write files. As a result, this error is thrown.

Removing an artifact

Once you remove an artifact, you need to save and reopen the CApp .pom file. If not, the .pom file gets corrupted once the artifact is removed.

Retrieving a missing project view

If your project view suddenly goes missing, you can get it back by navigating to   from the toolbar.Window -> Perspective -> Reset Perspective
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Samples
The Integration profile of WSO2 EI includes the following working samples that demonstrate its features and capabilities. 

ESB Profile Samples
Business Process Profile Samples
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1.  

2.  

ESB Profile Samples

WSO2 Enterprise Integrator provides a set of working examples that demonstrate the capabilities of its ESB Profile. You can use the sample configurations
as a starting point when building your own configurations. To try a sample,   to set up the samples and start the back-endfollow the setup instructions
services, then use the provided   to run them. For details on running a specific sample, browse the list of samples below and click the link forsample clients
the sample you want to try.

Setting Up the ESB Samples
Using the Sample Clients
Message Mediation Samples
Advanced Mediation with Endpoints
Quality of Service Samples in Message Mediation
Proxy Service Samples
Transports Samples and Switching Transports
Introduction to Integration Profile Tasks
Invoking Web Services
Advanced Mediations with Advanced Mediators
Introduction to Rule Mediator
Miscellaneous Samples
Store and Forward Messaging Patterns with Message Stores and Processors
Template Samples
REST API Management
Inbound Endpoint Samples
JAX-RS Basics
Data Integration Samples

Setting Up the ESB Samples

This section describes the prerequisites and instructions on how to start WSO2 Enterprise Integrator with the service bus sample configurations, how to
start the Axis2 server and deploy the sample back-end services to the Axis2 server, as well as how to set up any listeners and transports that are required
by the service bus samples.

Once you have set up the service bus samples, you can run them using the .sample clients

Prerequisites |  |  |  | Understanding the service bus samples Deploying sample back-end services Starting the Axis2 server Configuring WSO2 Enterprise
 |  | Integrator to use the JMS transport Configuring WSO2 Enterprise Integrator to use the mail transport Configuring WSO2 Enterprise Integrator to use the

 |  |  | NHTTP transport Configuring WSO2 Enterprise Integrator to use the FIX transport Configuring WSO2 Enterprise Integrator to use the AMQP transport
 |  | Configuring WSO2 Enterprise Integrator to use the TCP transport Configuring WSO2 Enterprise Integrator to use the UDP transport Configuring WSO2

 |  | Enterprise Integrator for script mediator support Setting up the databases Setting up Synapse DataSources

Prerequisites

Ensure that you have the following in your environment:
Oracle JDK 1.7.*/1.8.*.
JAVA_HOME environment variable is set to <JDK_HOME>.
Apache Ant 1.7.0 or above.
ActiveMQ or any other JMS provider to run the JMS samples.

Open a command prompt (or a shell in Linux) and go to the  directory of the distribution. Then run the  command to build the  fbin ant build.xml

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

The configuration included with each sample is the raw source XML serialization of the sample configuration. You can view the configuration
graphically in the management console.

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/
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2.  

3.  

1.  
2.  

3.  

1.  

ile.
Run WSO2 Enterprise Integrator in the DEBUG mode. To switch from the default INFO log messages to DEBUG log messages, edit the <EI_HOM

 file and change the line  to E>/conf/log4j.properties log4j.category.org.apache.synapse=INFO log4j.category.org.apache
..synapse=DEBUG

Understanding the service bus samples

The service bus samples use several sample clients, configurations and sample back-end services in order to explain different use cases. The diagram
below depicts the interaction between the sample clients, WSO2 Enterprise Integrator and the services at a high level. The clients are able to send
SOAP/REST or POX messages over transports such as HTTP/HTTPS or JMS with WS-Addressing, or WS-Security. They can send binary optimized
content using MTOM, SwA, binary or plain text JMS messages. After mediation through WSO2 Enterprise Integrator, the requests are passed over to
sample services.

Deploying sample back-end services

The sample back-end services come with a pre-configured Axis2 server. These sample services demonstrate in-only and in-out SOAP/REST or POX
messaging over HTTP/HTTPS and JMS transports, using WS-Addressing and WS-Security. The samples handle binary content using MTOM and SwA.

Each back-end sample service can be found in a separate folder in the directory. You need to compile, build<EI_HOME>/samples/axis2Server/src 
and deploy each back-end service to the Axis2 server.

To build and deploy a back-end service

Open a command prompt (or a shell in Linux) and go to the required sample folder in the directory.<EI_HOME>/samples/axis2Server/src 
Run  from the selected sample directory. ant

For example, to build and deploy , run the  command from the SimpleStockQuoteService ant <EI_HOME>/samples/axis2Server/src/Simp
 directory, as follows:leStockQuoteService

user@host:/tmp/wso2ei-6.1.1/samples/axis2Server/src/SimpleStockQuoteSer
vice$ ant
Buildfile: build.xml
 ...
build-service:
   ....
      [jar] Building jar:
/tmp/wso2ei-6.0.0/samples/axis2Server/repository/services/SimpleStockQu
oteService.aar

BUILD SUCCESSFUL
Total time: 1 second

Next, you need to . start the Axis2 server

Sample back-end services explained

SimpleStockQuoteService

This service has four operations:
getQuote (in-out) - Generates a sample stock quote for a given symbol.
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getFullQuote (in-out) - Generates a history of stock quotes for a symbol for a number of days.
getMarketActivity (in-out) - Returns stock quotes for a list of given symbols.
placeOrder (in-only) - Accepts a one way message for an order.

SecureStockQuoteService

This service is a clone of the , but has WS-Security enabled as well as an attached security policy for signing andSimpleStockQuoteService
encrypting messages.

MTOMSwASampleService

This service has three operations:
uploadFileUsingMTOM (in-out) - Accepts a binary image from the SOAP request as MTOM, and returns this image back again as the
response.
uploadFileUsingSwA (in-out) - Accepts a binary image from the SOAP request as SwA, and returns this image back again as the
response.
oneWayUploadUsingMTOM (in-only) - Saves the request message to the disk.

This service also demonstrates the use of MTOM and SwA.

Starting the Axis2 server

For the samples, a standalone Apache Axis2 Web services engine is used as the back-end server, which is bundled with the WSO2 Enterprise Integrator
distribution by default.

Once each back-end service is deployed to the Axis2 server, you need to start the Axis2 server before executing the sample client.

To start the Axis2 server

Open a command prompt (or a shell in Linux) and go to the  directory.<EI_HOME>/samples/axis2Server
Execute one of the following commands 

On Windows: axis2server.bat
On Linux/Solaris: ./axis2server.sh

This starts the Axis2 server with the HTTP transport listener on port 9000 and HTTPS on port 9002 respectively.

If you want to start  of the Axis2 server on different ports, run the following commands. Give unique names to each server.multiple instances

./axis2server.sh -http 9001 -https 9005 -name MyServer1

./axis2server.sh -http 9002 -https 9006 -name MyServer2

./axis2server.sh -http 9003 -https 9007 -name MyServer3

Running the commands as specified above will start three instances of the Axis2 server on HTTP ports 9001, 9002 and 9003 respectively.

Configuring WSO2 Enterprise Integrator to use the JMS transport

If you need to run the JMS samples, configure the JMS transport of WSO2 Enterprise Integrator with ActiveMQ 5.5.0 or higher. 

To enable the JMS transport of WSO2 Enterprise Integrator, edit the  <EI_HOME>/conf/axis2/axis2.xml file and uncomment the JMS
transport listener configuration as follows:
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<!--Uncomment this and configure as appropriate for JMS transport
support, after setting up your JMS environment (e.g.

ActiveMQ)--><transportReceiver name="jms"
class="org.apache.axis2.transport.jms.JMSListener">

       <parameter name="myTopicConnectionFactory" locked="false">
           <parameter name="java.naming.factory.initial"

locked="false">org.apache.activemq.jndi.ActiveMQInitialContextFactory</
parameter>

           <parameter name="java.naming.provider.url"
locked="false">tcp://localhost:61616</parameter>

           <parameter name="transport.jms.ConnectionFactoryJNDIName"
locked="false">TopicConnectionFactory</parameter>

            <parameter name="transport.jms.ConnectionFactoryType"
locked="false">topic</parameter>

       </parameter>
  

       <parameter name="myQueueConnectionFactory" locked="false">
           <parameter name="java.naming.factory.initial"

locked="false">org.apache.activemq.jndi.ActiveMQInitialContextFactory</
parameter>

           <parameter name="java.naming.provider.url"
locked="false">tcp://localhost:61616</parameter>

           <parameter name="transport.jms.ConnectionFactoryJNDIName"
locked="false">QueueConnectionFactory</parameter>

            <parameter name="transport.jms.ConnectionFactoryType"
locked="false">queue</parameter>

       </parameter>
  

       <parameter name="default" locked="false">
           <parameter name="java.naming.factory.initial"

locked="false">org.apache.activemq.jndi.ActiveMQInitialContextFactory</
parameter>

           <parameter name="java.naming.provider.url"
locked="false">tcp://localhost:61616</parameter>

           <parameter name="transport.jms.ConnectionFactoryJNDIName"
locked="false">QueueConnectionFactory</parameter>

            <parameter name="transport.jms.ConnectionFactoryType"
locked="false">queue</parameter>

       </parameter>
   </transportReceiver>

 
To enable JMS support for the sample Axis2 server, edit the   file and <EI_HOME>/samples/axis2Server/repository/conf/axis2.xml un

.comment the JMS transport listener configuration  

Configuring WSO2 Enterprise Integrator to use the mail transport

To enable the mail transport sender for the samples

Edit the  file and uncomment the mail transport sender configuration. Also, be sure that it points to a valid<EI_HOME>/conf/axis2/axis2.xml
SMTP configuration for an actual scenario.

Note
If you are using a JMS provider other than ActiveMQ, this configuration should be updated to reflect your environment.
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<transportSender name="mailto"
class="org.apache.synapse.transport.mail.MailTransportSender">

    <parameter name="mail.smtp.host">smtp.gmail.com</parameter>
    <parameter name="mail.smtp.port">587</parameter>

    <parameter name="mail.smtp.starttls.enable">true</parameter>
    <parameter name="mail.smtp.auth">true</parameter>

    <parameter name="mail.smtp.user">synapse.demo.0</parameter>
    <parameter name="mail.smtp.password">mailpassword</parameter>

    <parameter
name="mail.smtp.from">synapse.demo.0@gmail.com</parameter>

</transportSender>

To enable the mail transport receiver for the samples

Edit the file and uncomment the mail transport receiver configuration.<EI_HOME>/conf/axis2/axis2.xml 

<transportReceiver name="mailto"
class="org.apache.axis2.transport.mail.MailTransportListener">
</transportReceiver> 

Configuring WSO2 Enterprise Integrator to use the NHTTP transport

WSO2 Enterprise Integrator uses the HTTP PassThrough Transport (PTT) as the default HTTP transport. Therefore, the default  file in axis2.xml <EI_HO
 is PassThrough Transport enabled.ME>/conf/axis2

To run some of the samples, you need to configure WSO2 Enterprise Integrator to use the NHTTP transport as the default transport.

To enable the NHTTP transport

Rename the  file in the  directory to .axis2.xml <EI_HOME>/conf/axis2 default_axis2.xml
Rename the  file in the  directory to .axis2_nhttp.xml <EI_HOME>/conf/axis2 axis2.xml
Restart WSO2 Enterprise Integrator.

Configuring WSO2 Enterprise Integrator to use the FIX transport

To run the FIX samples, you need to have a local Quickfix/J installation.

For information on downloading the latest version of Quickfix/J, go to  . Quickfix/J Downloads
For instructions on installing QuickFIX, go to .Quickfix/J User Manual

To enable the FIX transport sender and receiver

Edit the file and uncomment the FIX transport sender and FIX transport receiver configurations.<EI_HOME>/conf/axis2/axis2.xml 

Configuring WSO2 Enterprise Integrator for FIX samples

In order to configure WSO2 Enterprise Integrator to run the FIX samples, you need to create the FIX configuration files.

To create the FIX configuration files

You need to provide correct parameters for a valid mail account at the service level.

You can find the config files in service-bus  folder.<EI_HOME>/samples/ /resources/fix

http://www.quickfixj.org/downloads
https://www.quickfixj.org/usermanual/2.0.0//
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Add the following entries in a file named fix-synapse.cfg

[default]
FileStorePath=repository/logs/fix/store
FileLogPath=repository/logs/fix/log
ConnectionType=acceptor
StartTime=00:00:00
EndTime=00:00:00
HeartBtInt=30
ValidOrderTypes=1,2,F
SenderCompID=SYNAPSE
TargetCompID=BANZAI
UseDataDictionary=Y
DefaultMarketPrice=12.30

 [session]
BeginString=FIX.4.0
SocketAcceptPort=9876

Add the following entries in a file named synapse-sender.cfg

[default]
FileStorePath=repository/logs/fix/data
FileLogPath=repository/logs/fix/log
SocketConnectHost=localhost
StartTime=00:00:00
EndTime=00:00:00
HeartBtInt=30
ReconnectInterval=5
SenderCompID=SYNAPSE
TargetCompID=EXEC
ConnectionType=initiator

 [session]
BeginString=FIX.4.0
SocketConnectPort=19876

The property in the file should point to two different directories in your localFileStorePath fix-synapse.cfg file and synapse-sender.cfg 
file system. Once the samples are executed, Synapse will create FIX message stores in these two directories.

Configuring sample FIX applications

If you use a binary distribution of Quickfix/J, the two samples and their configuration files are all packed to a single JAR file called quickfixj-examples.
.jar

To configure sample FIX applications

Either modify the file or pass the new configuration file as a command line parameter.quickfixj-examples.jar 

To modify the file:quickfixj-examples.jar 
Extract the JAR file, modify the configuration files and pack them to a JAR file with the same name again.

To pass the new configuration file as a command line parameter:
Copy the  files from the  directory to the  directory.config <EI_HOME>/samples/service-bus/resources/fix <QFJ_HOME>/etc
Then execute the sample apps from <QFJ_HOME>/bin, ./banzai.sh/bat ../etc/banzai.cfg executor.sh/bat

.../etc/executor.cfg
Locate and edit the FIX configuration file of Executor to be as follows. This file is usually named executor.cfg
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[default]
FileStorePath=examples/target/data/executor

ConnectionType=acceptor
StartTime=00:00:00

EndTime=00:00:00
HeartBtInt=30

ValidOrderTypes=1,2,F
SenderCompID=EXEC

TargetCompID=SYNAPSE
UseDataDictionary=Y

DefaultMarketPrice=12.30

[session]
BeginString=FIX.4.0

SocketAcceptPort=19876

Locate and edit the FIX configuration file of Banzai to be as follows. This file is usually named banzai.cfg

[default]
FileStorePath=examples/target/data/banzai
ConnectionType=initiator
SenderCompID=BANZAI
TargetCompID=SYNAPSE
SocketConnectHost=localhost
StartTime=00:00:00
EndTime=00:00:00
HeartBtInt=30
ReconnectInterval=5

[session]
BeginString=FIX.4.0
SocketConnectPort=9876

The  property in the two files above should point to two different directories in your local file system. The launcher scripts for the sampleFileStorePath
application can be found in the bin directory of the Quickfix/J distribution.

For more information regarding the FIX sample applications, see http://www.quickfixj.org/quickfixj/usermanual/1.5.0/usage/examples.html

For more information on configuring Quickfix/J applications, see http://www.quickfixj.org/quickfixj/usermanual/1.5.0/usage/configuration.html

Configuring WSO2 Enterprise Integrator to use the AMQP transport

To configure WSO2 Enterprise Integrator to use the AMQP transport, you need to have QPid version 1.0-M2 or above installed and started. You also need
to copy the following client JAR files into the  directory to support AMQP. These files can be found in the  directory of the QPid/lib<EI_HOME> lib
installation.

qpid-client-1.0-incubating-M2.jar
qpid-common-1.0-incubating-M2.jar
geronimo-jms_1.1_spec-1.0.jar
slf4j-api-1.4.0.jar **
slf4j-log4j12-1.4.0.jar **

To enable the AMQP transport over the JMS transport

Uncomment the JMS transport listener configuration.

To enable AMQP over JMS for WSO2 Enterprise Integrator:
Edit the  file and uncomment the JMS transport listener configuration.<EI_HOME>/conf/axis2/axis2.xml

To enable JMS support for the sample Axis2 server:
Edit the  file and uncomment the JMS transport listener<EI_HOME>/samples/axis2Server/repository/conf/axis2.xml

http://www.quickfixj.org/quickfixj/usermanual/1.5.0/usage/examples.html
http://www.quickfixj.org/quickfixj/usermanual/1.5.0/usage/configuration.html
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configuration.
Locate and edit the AMQP connection settings file for the message consumer. This file is named  and can be found in the direct.properties <

 directory.EI_HOME>/samples/service-bus/resources/fix

java.naming.factory.initial =

org.apache.qpid.jndi.PropertiesFileInitialContextFactory
# register some connection factories

# connectionfactory.[jndiname] = [ConnectionURL]
connectionfactory.qpidConnectionfactory =

amqp://guest:guest@clientid/test?brokerlist='tcp://localhost:5672'
# Register an AMQP destination in JNDI

# destination.[jniName] = [BindingURL]
destination.directQueue =

direct://amq.direct//QpidStockQuoteService?routingkey='QpidStockQuoteSe
rvice'

destination.replyQueue =
direct://amq.direct//replyQueue?routingkey='replyQueue'

Locate and edit the AMQP connection settings file for WSO2 Enterprise Integrator. This file is named  and can be found in theconn.properties
 directory.<EI_HOME>/samples/service-bus/resources/fix

#initial context factory

\#java.naming.factory.initial
=org.apache.qpid.jndi.PropertiesFileInitialContextFactory

# register some connection factories
# connectionfactory.[jndiname] = [ConnectionURL]

connectionfactory.qpidConnectionfactory=amqp://guest:guest@clientid/tes
t?brokerlist='tcp://localhost:5672'

# Register an AMQP destination in JNDI
# destination.[jndiName] = [BindingURL]

destination.directQueue=direct://amq.direct//QpidStockQuoteService

Configuring WSO2 Enterprise Integrator to use the TCP transport

To enable the  for samplesTCP transport

Edit the  file and add the transport receiver configuration as well as the sender configuration as follows:<EI_HOME>/conf/axis2/axis2.xml

<transportReceiver name="tcp"
class="org.apache.axis2.transport.tcp.TCPTransportListener">
    <parameter name="transport.tcp.port">6060</parameter>
</transportReceiver>

<transportSender name="tcp"
class="org.apache.axis2.transport.tcp.TCPTransportSender"/>

If you want to use the sample Axis2 client to send TCP messages, you have to uncomment the TCP transport sender configuration in the sam<EI_HOME>/
 file.ples/axis2Client/client_repo/conf/axis2.xml

Configuring WSO2 Enterprise Integrator to use the UDP transport

To enable the  for samplesUDP transport
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Edit the  file and add the transport configuration as follows:<EI_HOME>/conf/axis2/axis2.xml

<transportReceiver name="udp"
class="org.apache.axis2.transport.udp.UDPListener"/>
<transportSender name="udp"
class="org.apache.axis2.transport.udp.UDPSender"/>

If you want to use the sample Axis2 client to send UDP messages, edit the   file<EI_HOME>/ samples/axis2Client/client_repo/conf/axis2.xml
and add the UDP transport sender configuration.

Configuring WSO2 Enterprise Integrator for script mediator support

The  is a Synapse extension. Therefore, pre-requisites for all BSF supported scripting languages may not be bundled by default with theScript mediator
WSO2 Enterprise Integrator distribution. Before you use some of the script mediators, you need to manually add the required JAR files to the <EI_HOME>/

 directory, and optionally perform other installation tasks as required by the individual scripting language. The following section describes this in dropins
detail.

JavaScript support

The JavaScript/E4X support is enabled by default in the WSO2 Enterprise Integrator distribution, and ready for use.

Groovy support

Download the groovy-all  file and copy it to the   directory.-2.4.4.jar dropins<EI_HOME>/

Ruby support

Install the JRuby engine for mediation. This is available in the WSO2 P2 repository as a feature ( ). See theWSO2 Carbon - JRuby Engine for Mediation
instructions on  .how to install features in WSO2 EI

Alternatively, you can download and install the JRuby engine manually: Download the   file from the WSO2 P2jruby-complete-1.3.0.wso2v1.jar
repository and copy it to the   directory.dropins<EI_HOME>/

Setting up the databases

To run the samples that involve database integration, you need to setup the databases, sample tables and reusable data sources as required by the
samples. Most samples require a remote Derby database, whereas a few samples require a MySQL database.

Setting up with Apache Derby

Download .Apache Derby
Install Apache Derby on your computer.

Go to the / directory and run the Derby network server start script. Usually it is named .<DERBY_HOME>/bin startNetworkServer

When the database is installed and configured, you can create the sample tables and insert sample data into the tables.

To create a new table in the database

Execute the following statement.

CREATE table company(name varchar(10) primary key, id varchar(10),
price double);

To insert sample data into the table

For instructions on installing Apache Derby, see the .Apache Derby documentation

https://docs.wso2.com/display/EI650/Product+Administration#ProductAdministration-managing_features
http://apache.mesi.com.ar/db/derby/db-derby-10.8.2.2/
http://db.apache.org/derby/manuals/
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Execute the following statement.

INSERT into company values ('IBM','c1',0.0);
INSERT into company values ('SUN','c2',0.0);
INSERT into company values ('MSFT','c3',0.0);

Setting up with MySQL

Download and install MySQL on your computer.

When the database is installed and configured, you can create the sample tables, insert sample data into the tables and create the two stored procedures.

To create a new table in the database

Execute the following statement.

CREATE table company(name varchar(10) primary key, id varchar(10),
price double);

To insert sample data into the table

Execute the following statements.

INSERT into company values ('IBM','c1',0.0);
INSERT into company values ('SUN','c2',0.0);
INSERT into company values ('MSFT','c3',0.0);

To create the stored procedures

Execute the following statements.

CREATE PROCEDURE getCompany(compName VARCHAR(10)) SELECT name, id,
price FROM company WHERE name = compName;
CREATE PROCEDURE updateCompany(compPrice DOUBLE,compName VARCHAR(10))
UPDATE company SET price = compPrice WHERE name = compName;

Setting up Synapse DataSources

Definition of a reusable database connection pool or datasources can be done using the  file. It is possible to configure anydatasources.properties
number of datasources. Currently only two types of datasources are supported and those are based on the Apache DBCP datasources. The two types are 

 and  (based on Apache DBCP). The following configuration includes both definitions.BasicDataSource PerUserPoolDataSource

datasources.properties configuration
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\######################################################################
#########

# DataSources Configuration
\######################################################################

#########
synapse.datasources=lookupds,reportds

synapse.datasources.icFactory=com.sun.jndi.rmi.registry.RegistryContext
Factory

synapse.datasources.providerPort=2199
# If following property is present , then assumes that there is an

external JNDI provider and will not start a RMI registry
\#synapse.datasources.providerUrl=rmi://localhost:2199

synapse.datasources.lookupds.registry=Memory

synapse.datasources.lookupds.type=BasicDataSource
synapse.datasources.lookupds.driverClassName=org.apache.derby.jdbc.Clie

ntDriver
synapse.datasources.lookupds.url=jdbc:derby://localhost:1527/lookupdb;c

reate=false
# Optionally you can specifiy a specific password provider

implementation which overrides any globally configured provider
synapse.datasources.lookupds.secretProvider=org.apache.synapse.commons.

security.secret.handler.SharedSecretCallbackHandler
synapse.datasources.lookupds.username=esb

# Depending on the password provider used, you may have to use an
encrypted password here\!

synapse.datasources.lookupds.password=esb
synapse.datasources.lookupds.dsName=lookupdb

synapse.datasources.lookupds.maxActive=100
synapse.datasources.lookupds.maxIdle=20

synapse.datasources.lookupds.maxWait=10000

synapse.datasources.reportds.registry=JNDI
synapse.datasources.reportds.type=PerUserPoolDataSource

synapse.datasources.reportds.cpdsadapter.factory=org.apache.commons.dbc
p.cpdsadapter.DriverAdapterCPDS

synapse.datasources.reportds.cpdsadapter.className=org.apache.commons.d
bcp.cpdsadapter.DriverAdapterCPDS

synapse.datasources.reportds.cpdsadapter.name=cpds
synapse.datasources.reportds.dsName=reportdb

synapse.datasources.reportds.driverClassName=org.apache.derby.jdbc.Clie
ntDriver

synapse.datasources.reportds.url=jdbc:derby://localhost:1527/reportdb;c
reate=false

# Optionally you can specifiy a specific password provider
implementation which overrides any globally configured provider

synapse.datasources.reportds.secretProvider=org.apache.synapse.commons.
security.secret.handler.SharedSecretCallbackHandler

synapse.datasources.reportds.username=esb
# Depending on the password provider used, you may have to use an

encrypted password here\!
synapse.datasources.reportds.password=esb

synapse.datasources.reportds.maxActive=100
synapse.datasources.reportds.maxIdle=20

synapse.datasources.reportds.maxWait=10000

The configuration is similar to the  appender configuration.log4j

It requires two databases, follow the steps in the section above to create the two databases and  jdbc:derby://localhost:1527/lookupdb jdbc:d
using the user name and password as . Fill in the data for the two databases as described in the section erby://localhost:1527/reportdb esb

above.

To secure data sources password, you should use the mechanism for . If that mechanism is used, the passwords thatsecuring secret Information
have been specified are considered as aliases and those are used for picking actual passwords. To get password securely, you should set the password
provider for each data source. The password provider should be an implementation of the following:
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org.apache.synapse.commons.security.secret.SecretCallbackHandler.

Using the Sample Clients

After , you can run them using sample clients. The sample clients can be executed from the  setting up the samples <EI_HOME>/samples/axis2Client
directory by specifying the relevant  command.ant

You can execute   from the  directory, in order to view the available sample clients and some of the sampleant <EI_HOME>/samples/axis2Client
options used to configure them.

This section describes the following sample clients in detail. 

Stock Quote client
Smart client mode
Gateway / dumb client mode
Proxy client mode

Generic JMS client
Optimize client
FIX client
JSON client

Stock Quote client

This is a simple SOAP client that can create and send stock quote requests, as well as receive and display the last
sale price for a stock symbol.

The required stock symbol and  operation can be specified as follows:

ant stockquote [-Dsymbol=IBM|MSFT|SUN|..]
    [-Dmode=quote | customquote | fullquote | placeorder |
marketactivity]
    [-Daddurl=http://localhost:9000/soap/SimpleStockQuoteService]
    [-Dtrpurl=http://localhost:8280]
    [-Dprxurl=http://localhost:8280]
    [-Drest=true]
    [-Dwsrm=true]
    [-Dpolicy=../../samples/service-bus/resources/policy/policy_1.xml]

The stock quote client is able to operate in the  ,  as well as , and can send the payloadssmart client mode gateway/dumb client mode proxy client mode
listed below as SOAP messages:

quote - Sends a quote request for a single stock as follows. The response contains the last sale price for the stock which would be displayed.

<m:getQuote xmlns:m="http://services.samples/xsd">
    <m:request>

        <m:symbol>IBM</m:symbol>
    </m:request>

</m:getQuote>

customquote - Sends a quote request in a custom format. WSO2 Enterprise Integrator would transform this custom request into the standard
stock quote request format and send it to the service. Upon receipt of the response, it would be transformed again to a custom response format
and would be returned to the client, which will then display the last sales price.

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/
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<m0:checkPriceRequest xmlns:m0="http://services.samples/xsd">
    <m0:Code>symbol</m0:Code>

</m0:checkPriceRequest>

fullquote - Gets quote reports for the stock over a number of days (for example, for the last 100 days of the year).

<m:getFullQuote xmlns:m="http://services.samples/xsd">
    <m:request>
        <m:symbol>IBM</m:symbol>
    </m:request>
</m:getFullQuote>

placeorder - Places an order for stocks using a one way request.

<m:placeOrder xmlns:m="http://services.samples/xsd">
    <m:order>
        <m:price>3.141593E0</m:price>
        <m:quantity>4</m:quantity>
        <m:symbol>IBM</m:symbol>
    </m:order>
</m:placeOrder>

marketactivity - Gets a market activity report for the day (for example, quotes for multiple symbols).

<m:getMarketActivity xmlns:m="http://services.samples/xsd">
 <m:request>
  <m:symbol>IBM</m:symbol>
  ...
  <m:symbol>MSFT</m:symbol>
 </m:request>
</m:getMarketActivity>

Smart client mode

The  property sets the WS-Addressing EPR, and the  sets a transport URL for a message. Therefore, by specifying both properties, theaddurl trpurl
client can operate in the  mode, where the addressing EPR can specify the ultimate receiver, and the transport URL set to WSO2smart client
Enterprise Integrator ensures that any mediation required takes place before the message is delivered to the ultimate receiver. For example:

ant stockquote -Daddurl=<addressingEPR> -Dtrpurl=<ei>

Gateway / dumb client mode

By specifying only a transport URL, the client operates in the  mode, where it sends the message to WSO2 Enterprise Integrator anddumb client
depends on WSO2 Enterprise Integrator rules for proper mediation and routing of the message to the ultimate destination. 
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ant stockquote -Dtrpurl=<ei>

Proxy client mode

The client uses the  as an HTTP proxy to send the request. Therefore, by setting the  to WSO2 Enterprise Integrator, the client ensuresprxurl prxurl
that the message is sent to WSO2 Enterprise Integrator for mediation. The client can optionally set a WS-Addressing EPR if required. 

ant stockquote -Dprxurl=<ei> [-Daddurl=<addressingEPR>]

Generic JMS client

This is a client that can send plain text, plain binary content, or POX content by directly publishing a JMS message to a specified destination. The JMS
destination name should be specified with the  property. The  property can be text, binary or pox to specify the type of messagejms_dest jms_type
payload.

The plain text payload for a text message can be specified through the  property. For binary messages, the  property will contain thepayload payload
path to the binary file. For POX messages, the  property will hold a stock symbol name to be used within the POX request for stock orderpayload
placement request. 

ant jmsclient [-Djms_type=text]
[-Djms_dest=dynamicQueues/JMSTextProxy][-Djms_payload="24.34 100 IBM"]
ant jmsclient [-Djms_type=pox] [-Djms_dest=dynamicQueues/JMSPoxProxy]
[-Djms_payload=MSFT]
ant jmsclient [-Djms_type=binary]
[-Djms_dest=dynamicQueues/JMSFileUploadProxy]
   
[-Djms_payload=./../../samples/service-bus/resources/mtom/asf-logo.gif]

Optimize client

This is a client that can send a binary image file as a MTOM or SwA optimized message, and receive the same file again through the response and save it
as a temporary file. The  can be   or  respectively for the optimization. Optionally, the path to a custom file can be specified through the opt_mode mtom swa

 property, and the destination address can be changed through the  property if required. opt_file opt_url

ant optimizeclient [-Dopt_mode=mtom | swa]
    [-Dopt_url=http://localhost:8280/soap/MTOMSwASampleService]
   
[-Dopt_file=./../../samples/service-bus/resources/mtom/asf-logo.gif]

Note
Be sure that you have ActiveMQ or any other JMS provider installed to run the JMS samples.
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FIX client

This is a client that can post a FIX message of type  embedded into a SOAP message.Order-Single

ant fixclient -Dsymbol=IBM -Dqty=5 -Dmode=buy
-Daddurl=http://localhost:8280/soap/FIXProxy

JSON client

This is a client that can send get-quote requests using the JSON content interchange format over HTTP.

ant jsonclient
    [-Daddurl=http://localhost:8280/services/JSONProxy]
    [-Dsymbol=DELL]

Message Mediation Samples

The following  samples are available with WSO2 Enterprise Integrator:Message Mediation

Sample 0: Introduction to Integrator
Sample 1: Simple Content-Based Routing (CBR) of Messages
Sample 2: CBR with the Switch-Case Mediator Using Message Properties
Sample 3: Local Registry Entry Definitions, Reusable Endpoints and Sequences
Sample 4: Specifying a Fault Sequence with a Regular Mediation Sequence
Sample 5: Creating SOAP Fault Messages and Changing the Direction of a Message
Sample 6: Manipulating SOAP Headers and Filtering Incoming and Outgoing Messages
Sample 7: Using Schema Validation and the Usage of Local Registry for Storing Configuration Metadata
Sample 8: Introduction to Static and Dynamic Registry Resources and Using XSLT Transformations
Sample 9: Introduction to Dynamic Sequences with the Registry
Sample 10: Introduction to Dynamic Endpoints with the Registry
Sample 11: Using a Full Registry-Based Configuration and Sharing a Configuration Between Multiple Instances
Sample 12: One-Way Messaging in a Fire-and-Forget Mode through ESB
Sample 13: Dual Channel Invocation Through Synapse
Sample 14: Using Sequences and Endpoints as Local Registry Items
Sample 15: Using the Enrich Mediator for Message Copying and Content Enrichment
Sample 16: Introduction to Dynamic and Static Registry Keys
Sample 17: Transforming / Replacing Message Content with PayloadFactory Mediator
Sample 18: Transforming a Message Using ForEach Mediator

Sample 0: Introduction to Integrator

Introduction
Prerequisites
Building the sample

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/
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1.  
2.  

Executing the sample
Analyzing the output

Introduction

This sample demonstrates how a message can be passed through the WSO2 EI and logged before it is delivered to its receiver. This is a basic,
introductory usecase of WSO2 EI. In this sample, you will deploy a sample client and a sample back-end service, and then transfer a message to the
back-end service from the client through the WSO2 EI.

Prerequisites

For a list of prerequisites, see  .Prerequisites to Start Samples

Building the sample

The XML configuration for this sample is as follows: 

<definitions xmlns="http://ws.apache.org/ns/synapse">
   <sequence name="main">
      <in>
         <!-- log all attributes of messages passing through -->
         <log level="full"/>
         <!-- Send the message to implicit destination -->
         <send/>
      </in>
      <out>
         <!-- log all attributes of messages passing through -->
         <log level="full"/>
         <!-- send the message back to the client -->
         <send/>
      </out>
   </sequence>
</definitions>

This configuration file   is available in the  directory.synapse_sample_0.xml  <EI_HOME>/samples/service-bus 

To build the sample

Start the Axis2 server. For instructions on starting the Axis2 server, see  .Starting the Axis2 server
Deploy the back-end service  . For instructions on deploying sample back-end services, see SimpleStockQuoteService Deploying sample

.back-end services

Now you have a running WSO2 EI instance and a back-end service deployed. In the next section, we will send a message to the back-end service
through WSO2 EI using a sample client.

Executing the sample

The sample client used here is the , which can operate in several modes. For further details on this sample client and its operationStock Quote Client
modes, see  .Stock Quote Client

To execute the sample client

Run the following commands from the   directory, to execute the   in its various modes.<EI_HOME>/samples/axis2Client Stock Quote Client

To execute the  in the , run the following command:Stock Quote Client Smart Client Mode

ant stockquote
-Daddurl=http://localhost:9000/services/SimpleStockQuoteService

-Dtrpurl=http://localhost:8280/

To execute the in the  , run the following command:Stock Quote Client  Proxy Client Mode

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-ESBSamplePrerequisites
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Axis2server
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Backend
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Backend
https://docs.wso2.com/display/EI650/Using+the+Sample+Clients#UsingtheSampleClients-StockQuoteClient
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ant stockquote
-Daddurl=http://localhost:9000/services/SimpleStockQuoteService

-Dprxurl=http://localhost:8280/

To execute the in the  Mode:Stock Quote Client  Gateway/ Dumb Client

See  .Sample 1: Simple Content-Based Routing (CBR) of Messages

Running each command specified above triggers a sample message to the back-end service. If the message is mediated successfully, an output is
displayed on the start-up console of the Axis2 server.

Analyzing the output

Analyze  the output debug messages to understand the actions that are performed.

When you analyze the output debug messages for the actions in the  , you will see the client request arriving at WSO2 EI with aSmart Client Mode
WS-Addressing   header set to EPR  .WSO2 EI logs the message in the full log level (i.e, all theTo   http://localhost:9000/services/SimpleStockQuoteService
message headers and the body) and then sends the message to its implicit   address which is  .To   http://localhost:9000/services/SimpleStockQuoteService

You will see a message as follows on the Axis2 server console confirming that the message is routed to the sample server, and that the sample service
hosted at the sample server generates a stock quote for the requested symbol.

Sat Nov 18 21:01:23 IST 2006 SimpleStockQuoteService :: Generating
quote for : IBM

The response message generated by the service is again received by WSO2 EI and flows through the same mediation rules, which logs the response
message and then sends it back to the client. On the client console you will see an output as follows, based on the message received by the client.

Standard :: Stock price = $95.26454380258552

When you analyze the output debug messages for the actions in the  , You will see exactly the same behavior as in the previousProxy Client Mode
scenario. However, this time the difference is at the client, as it sends the message to the WS-Addressing   address To  http://localhost:9000/services/Simpl

, but the transport specifies WSO2 EI as the HTTP Proxy. eStockQuoteService

Sample 1: Simple Content-Based Routing (CBR) of Messages

Introduction
Prerequisites
Building the sample
Executing the sample
Analyzing the output

Note
You can change the line     log4j.category.org.apache.synapse=INFO  to  log4j.category.org.apache.synapse=DEBUG  in the <E

 I_HOME>/repository/conf/log4j.properties  file, to run the EI in the DEBUG mode, in order to analyze the output debug messages.

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

https://docs.wso2.com/display/EI600/Sample+1%3A+Simple+Content-Based+Routing+%28CBR%29+of+Messages
http://localhost:9000/services/SimpleStockQuoteService
http://localhost:9000/services/SimpleStockQuoteService
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2.  

Introduction

This sample demonstrates the simple content-based routing of messages where a message is passed through WSO2 EI in the . WSO2Dumb Client Mode
EI acts as a gateway to accept all messages, and then performs mediation and routing based on message properties or content.

Prerequisites

For a list of prerequisites, see  .Prerequisites to Start Samples

Building the sample

The XML configuration for this sample is as follows: 

<definitions xmlns="http://ws.apache.org/ns/synapse">
    <sequence name="main">
        <in>
            <!-- filtering of messages with XPath and regex matches -->
            <filter source="get-property('To')"
regex=".*/StockQuote.*">
                <send>
                    <endpoint>
                        <address
uri="http://localhost:9000/services/SimpleStockQuoteService"/>
                    </endpoint>
                </send>
            </filter>
        </in>
        <out>
            <send/>
        </out>
    </sequence>
</definitions>

This configuration file   is available in the  directory.synapse_sample_1.xml  <EI_HOME>/samples/service-bus 

To build the sample

Start the Axis2 server. For instructions on starting the Axis2 server, see  .Starting the Axis2 server
Deploy the back-end service  . For instructions on deploying sample back-end services, see SimpleStockQuoteService Deploying sample

.back-end services

Now you have a running WSO2 EI instance and a back-end service deployed. In the next section, we will send a message to the back-end service
through WSO2 EI using a sample client.

Executing the sample

The sample client used here is the , which can operate in several modes. For further details on this sample client and its operationStock Quote Client
modes, see  .Stock Quote Client

To execute the sample client

Run the following command from the   directory, to execute the   in the <EI_HOME>/samples/axis2Client Stock Quote Client Dumb Client
.Mode

ant stockquote -Dtrpurl=http://localhost:8280/services/StockQuote

Analyzing the output

Analyze the output debug messages for the actions in the Dumb Client Mode.

You will see WSO2 EI receiving a message for which WSO2 EI is set as the ultimate receiver. WSO2 EI performs a match to the path  base/StockQuote
d on the  EPR in the following location: To http://localhost:8280/services/StockQuote

As the request matches the XPath expression of the , the Filter Mediator's child mediators execute. It sends the message to aFilter Mediator

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-ESBSamplePrerequisites
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Axis2server
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Backend
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Backend
https://docs.wso2.com/display/EI650/Using+the+Sample+Clients#UsingtheSampleClients-StockQuoteClient
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different endpoint as specified by the endpoint definition. During response processing, the filter condition fails. Therefore, the implicit Send
 forwards the response back to the client.Mediator

Sample 2: CBR with the Switch-Case Mediator Using Message Properties

Introduction
Prerequisites
Building the sample
Executing the sample
Analyzing the output

Introduction

This sample demonstrates the functionality of a Switch-Case Mediator. A message is passed through WSO2 EI in the . WSO2 EI actsSmart Client Mode
as a gateway to accept all messages, writes and reads local properties on a message instance and then performs mediation based on the message
properties or content.

Prerequisites

For a list of prerequisites, see  .Prerequisites to Start Samples

Building the sample

The XML configuration for this sample is as follows: 

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-ESBSamplePrerequisites
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<definitions xmlns="http://ws.apache.org/ns/synapse">
    <sequence name="main">

        <in>
            <switch source="//m0:getQuote/m0:request/m0:symbol"

xmlns:m0="http://services.samples">
                <case regex="IBM">

                    <!-- the property mediator sets a local property on
the *current* message -->

                    <property name="symbol" value="Great stock - IBM"/>
                </case>

                <case regex="MSFT">
                    <property name="symbol" value="Are you sure? -

MSFT"/>
                </case>

                <default>
                    <!-- it is possible to assign the result of an

XPath expression as well -->
                    <property name="symbol"

                              expression="fn:concat('Normal Stock - ',
//m0:getQuote/m0:request/m0:symbol)"

                              xmlns:m0="http://services.samples"/>
                </default>

            </switch>
            <log level="custom">

                <!-- the get-property() XPath extension function allows
the lookup of local message properties

                    as well as properties from the Axis2 or Transport
contexts (i.e. transport headers) -->

                <property name="symbol"
expression="get-property('symbol')"/>

                <!-- the get-property() function supports the implicit
message headers To/From/Action/FaultTo/ReplyTo -->

                <property name="epr" expression="get-property('To')"/>
            </log>

            <!-- Send the messages where they are destined to (i.e. the
'To' EPR of the message) -->

            <send/>
        </in>

        <out>
            <send/>

        </out>
    </sequence>

</definitions>

This configuration file   is available in the  directory.synapse_sample_2.xml  <EI_HOME>/samples/service-bus 

To build the sample

Start the Axis2 server. For instructions on starting the Axis2 server, see  .Starting the Axis2 server
Deploy the back-end service  . For instructions on deploying sample back-end services, see SimpleStockQuoteService Deploying sample

.back-end services

Now you have a running WSO2 EI instance and a back-end service deployed. In the next section, we will send a message to the back-end service
through WSO2 EI using a sample client.

Executing the sample

The sample client used here is the , which can operate in several modes. For further details on this sample client and its operationStock Quote Client
modes, see  .Stock Quote Client

To execute the sample client

Run each of the following commands from the   directory, specifying IBM, MSFT and SUN as the stock<EI_HOME>/samples/axis2Client
symbols.

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Axis2server
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Backend
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Backend
https://docs.wso2.com/display/EI650/Using+the+Sample+Clients#UsingtheSampleClients-StockQuoteClient
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ant stockquote
-Daddurl=http://localhost:9000/services/SimpleStockQuoteService

-Dtrpurl=http://localhost:8280/ -Dsymbol=IBM
 

ant stockquote
-Daddurl=http://localhost:9000/services/SimpleStockQuoteService

-Dtrpurl=http://localhost:8280/ -Dsymbol=MSFT
 

ant stockquote
-Daddurl=http://localhost:9000/services/SimpleStockQuoteService

-Dtrpurl=http://localhost:8280/ -Dsymbol=SUN

Analyzing the output

Analyze the mediation log on the WSO2 EI start-up console.

When the symbol   is requested, you will see that the case statements first case which is IBM in the   file is executed and aIBM synapse_sample_2.xml
local property named   is set to  . Subsequently, this local property value is looked up by the  and logged using the symbol Great stock - IBM   Log Mediator g

XPath extension function. et-property()

The mediation log on the WSO2 EI start-up console will be as follows:

INFO LogMediator - symbol = Great stock - IBM, epr =
http://localhost:9000/axis2/services/SimpleStockQuoteService

When the symbol   is requested, the mediation log on the WSO2 EI start-up console will be as follows:MSFT

INFO LogMediator - symbol = Are you sure? - MSFT, epr =
http://localhost:9000/axis2/services/SimpleStockQuoteService

When the symbol   is requested, the mediation log on the WSO2 EI start-up console will be as follows:SUN

INFO LogMediator - symbol = Normal Stock - SUN, epr =
http://localhost:9000/axis2/services/SimpleStockQuoteService

Sample 3: Local Registry Entry Definitions, Reusable Endpoints and Sequences

Introduction
Prerequisites
Building the sample
Executing the sample
Analyzing the output

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/
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2.  

Introduction

This sample demonstrates the functionality of local registry entry definitions, reusable endpoints and sequences.

Prerequisites

For a list of prerequisites, see  .Prerequisites to start samples

Building the sample

The XML configuration for this sample is as follows: 

<definitions xmlns="http://ws.apache.org/ns/synapse">
    <!-- define a string resource entry to the local registry -->
    <localEntry key="version">0.1</localEntry>
    <!-- define a reuseable endpoint definition -->
    <endpoint name="simple">
        <address
uri="http://localhost:9000/services/SimpleStockQuoteService"/>
    </endpoint>
    <!-- define a reusable sequence -->
    <sequence name="stockquote">
        <!-- log the message using the custom log level. illustrates
custom properties for log -->
        <log level="custom">
            <property name="Text" value="Sending quote request"/>
            <property name="version"
expression="get-property('version')"/>
            <property name="direction"
expression="get-property('direction')"/>
        </log>
        <!-- send message to real endpoint referenced by key "simple"
endpoint definition -->
        <send>
            <endpoint key="simple"/>
        </send>
    </sequence>
    <sequence name="main">
        <in>
            <property name="direction" value="incoming"/>
            <sequence key="stockquote"/>
        </in>
        <out>
            <send/>
        </out>
    </sequence>
</definitions>

This configuration file   is available in the  directory.synapse_sample_3.xml  <EI_HOME>/samples/service-bus 

To build the sample

Start the Axis2 server.For instructions on starting the Axis2 server, see  .Starting the Axis2 server
Deploy the back-end service  . For instructions on deploying sample back-end services, see SimpleStockQuoteService Deploying sample

.back-end services

Now you have a running WSO2 EI instance and a back-end service deployed. In the next section, we will send a message to the back-end service
through WSO2 EI using a sample client.

Executing the sample

This example uses a sequence named  that specifies the main mediation rules to be executed. This is equivalent to directly specifying the mediators ofmain
the main sequence within the < > tag. This sample scenario is a recommended approach for non-trivial configurations.definitions

The sample client used here is the , which can operate in several modes. For further details on this sample client and its operationStock Quote Client
modes, see  .Stock Quote Client

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-ESBSamplePrerequisites
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Axis2server
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Backend
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Backend
https://docs.wso2.com/display/EI650/Using+the+Sample+Clients#UsingtheSampleClients-StockQuoteClient
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To execute the sample client

Run the following command from the   directory, to trigger a sample message to the back-end service.<EI_HOME>/samples/axis2Client

ant stockquote
-Daddurl=http://localhost:9000/services/SimpleStockQuoteService
-Dtrpurl=http://localhost:8280/

Analyzing the output

Analyze the mediation log on the WSO2 EI start-up console.

You will see that a sequence named   is executed. Then, for the incoming message flow, the   executes and it calls the sequence named main In Mediator sto
.ckquote

DEBUG SequenceMediator - Sequence mediator <main> :: mediate()
DEBUG InMediator - In mediator mediate()

DEBUG SequenceMediator - Sequence mediator <stockquote> :: mediate()

You will also see that the   sequence is executed. and that the l  dumps a simple   property which is the result of an XPathstockquote og mediator text/string
evaluation, that picks up the key named  , and a second result of an XPath evaluation that picks up a local message property set previously by the pversion r

. The   XPath extension function is able to read message properties local to the current message, local or remote registryoperty mediator get-property()
entries, Axis2 message context properties as well as transport headers. The local entry definition for   defines a simple   registry entry,version text/string
which is visible to all messages that pass through WSO2 EI.

[HttpServerWorker-1] INFO LogMediator - Text = Sending quote request,
version = 0.1, direction = incoming
[HttpServerWorker-1] DEBUG SendMediator - Send mediator :: mediate()
[HttpServerWorker-1] DEBUG AddressEndpoint - Sending To:
http://localhost:9000/services/SimpleStockQuoteService

Sample 4: Specifying a Fault Sequence with a Regular Mediation Sequence

Introduction
Prerequisites
Building the sample
Executing the sample
Analyzing the output

Introduction

This sample demonstrates how to specify a fault sequence with a regular mediation sequence.  Here a message is sent from the sample client to the
back-end service through the ESB via 3 mediation options which are a success scenario, a failure scenario without error handling and a failure scenario
with proper error handling.

Prerequisites

For a list of prerequisites, see  .Prerequisites to Start the ESB Samples

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-ESBSamplePrerequisites
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Building the sample

The XML configuration for this sample is as follows: 

<definitions xmlns="http://ws.apache.org/ns/synapse">
    <!-- the default fault handling sequence used by Synapse - named
'fault' -->
    <sequence name="fault">
        <log level="custom">
            <property name="text" value="An unexpected error occured"/>
            <property name="message"
expression="get-property('ERROR_MESSAGE')"/>
        </log>
        <drop/>
    </sequence>
    <sequence name="sunErrorHandler">
        <log level="custom">
            <property name="text" value="An unexpected error occured
for stock SUN"/>
            <property name="message"
expression="get-property('ERROR_MESSAGE')"/>
        </log>
        <drop/>
    </sequence>
    <!-- default message handling sequence used by Synapse - named
'main' -->
    <sequence name="main">
        <in>
            <switch source="//m0:getQuote/m0:request/m0:symbol"
xmlns:m0="http://services.samples">
                <case regex="IBM">
                    <send>
                        <endpoint><address
uri="http://localhost:9000/services/SimpleStockQuoteService"/></endpoin
t>
                    </send>
                </case>
                <case regex="MSFT">
                    <send>
                        <endpoint key="bogus"/>
                    </send>
                </case>
                <case regex="SUN">
                    <sequence key="sunSequence"/>
                </case>
            </switch>
            <drop/>
        </in>
        <out>
            <send/>
        </out>
    </sequence>
    <sequence name="sunSequence" onError="sunErrorHandler">
        <send>
            <endpoint key="sunPort"/>
        </send>
    </sequence>
</definitions>

This configuration file   is available in the  directory.synapse_sample_4.xml  <ESB_HOME>/repository/samples 

To build the sample

Start the Axis2 server. For instructions on starting the Axis2 server, see  .Starting the Axis2 server
Deploy the back-end service  . For instructions on deploying sample back-end services, see SimpleStockQuoteService Deploying sample

.back-end services

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Axis2server
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Backend
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Backend
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2.  

Now you have a running ESB instance and a back-end service deployed. In the next section, we will send a message to the back-end service
through the ESB using a sample client.

Executing the sample

The sample client used here is the , which can operate in several modes. For further details on this sample client and its operationStock Quote Client
modes, see  .Stock Quote Client

To execute the sample client

Run each of the following commands from the   directory to trigger sample messages to the back-end<ESB_HOME>/samples/axis2Client
service.

ant stockquote
-Daddurl=http://localhost:9000/services/SimpleStockQuoteService
-Dtrpurl=http://localhost:8280/ -Dsymbol=IBM
 
ant stockquote
-Daddurl=http://localhost:9000/services/SimpleStockQuoteService
-Dtrpurl=http://localhost:8280/ -Dsymbol=MSFT
 
ant stockquote
-Daddurl=http://localhost:9000/services/SimpleStockQuoteService
-Dtrpurl=http://localhost:8280/ -Dsymbol=SUN

Analyzing the output

When the  stock quote is requested, the configuration routes it to the defined inline endpoint , which then routes the message to theIBM
SimpleStockQuoteService on the local Axis2 instance. Therefore, a valid response message is shown at the client.

When the  stock quote is requested,  the ESB is instructed to route the message to the endpoint defined as the  endpoint, which does not exist.MSFT bogus
This triggers a fault scenario.

synapse_sample_4.xml - MSFT Quote

<case regex="MSFT"> 
   <send> 
      <endpoint key="bogus"/> 
   </send> 
</case>

The ESB executes the specified error handler sequence closest to the point where the error was encountered. In
this case, the currently-executing sequence is  and it does not specify an main  onError  attribute. Whenever ESB
cannot find an error handler, it looks for a sequence named . As a result, the  sequence starts executingfault fault
and it writes a generic error message to the log.

[HttpServerWorker-1] DEBUG SendMediator - Send mediator :: mediate()
[HttpServerWorker-1] ERROR IndirectEndpoint - Reference to non-existent
endpoint for key : bogus
[HttpServerWorker-1] DEBUG MediatorFaultHandler - MediatorFaultHandler
:: handleFault
[HttpServerWorker-1] DEBUG SequenceMediator - Sequence mediator <fault>
:: mediate()
[HttpServerWorker-1] DEBUG LogMediator - Log mediator :: mediate()
[HttpServerWorker-1] INFO  LogMediator - text = An unexpected error
occured, message = Reference to non-existent endpoint for key : bogus

https://docs.wso2.com/display/EI650/Using+the+Sample+Clients#UsingtheSampleClients-StockQuoteClient
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When the   stock quote is requested, it invokes the sunSequence custom sequence which specifies sunErrorHandler as the error handler as you canSUN
see in the  synapse_sample_4.xml file.

<case regex="SUN">
 <sequence key="sunSequence"/>

</case>

When the send fails, you will see a proper error handler invocation and the custom error message that is printed as follows.

[HttpServerWorker-1] DEBUG SequenceMediator - Sequence mediator

<sunSequence> :: mediate()
[HttpServerWorker-1] DEBUG SequenceMediator - Setting the onError

handler for the sequence
[HttpServerWorker-1] DEBUG AbstractListMediator - Implicit Sequence

<SequenceMediator> :: mediate()
[HttpServerWorker-1] DEBUG SendMediator - Send mediator :: mediate()

[HttpServerWorker-1] ERROR IndirectEndpoint - Reference to non-existent
endpoint for key : sunPort

[HttpServerWorker-1] DEBUG MediatorFaultHandler - MediatorFaultHandler
:: handleFault

[HttpServerWorker-1] DEBUG SequenceMediator - Sequence mediator
<sunErrorHandler> :: mediate()

[HttpServerWorker-1] DEBUG AbstractListMediator - Implicit Sequence
<SequenceMediator> :: mediate()

[HttpServerWorker-1] DEBUG LogMediator - Log mediator :: mediate()
[HttpServerWorker-1] INFO  LogMediator - text = An unexpected error

occured for stock SUN, message = Reference to non-existent endpoint for
key : sunPort

Sample 5: Creating SOAP Fault Messages and Changing the Direction of a Message

Introduction
Prerequisites
Building the sample
Executing the sample
Analyzing the output

Introduction

This sample demonstrates the functionality of the  (also called the Makefault mediator). Here a message is sent from the sample client to theFault mediator
back-end service through the ESB via two faulty mediation options, and then appropriate SOAP error responses are sent back to the client using the Send

.mediator

Prerequisites

For a list of prerequisites, see  .Prerequisites to Start the ESB Samples

Building the sample

The XML configuration for this sample is as follows: 

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-ESBSamplePrerequisites
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<definitions xmlns="http://ws.apache.org/ns/synapse">

    <sequence name="myFaultHandler">
        <makefault version="soap12">

            <code value="soap12Env:Receiver"
xmlns:soap12Env="http://www.w3.org/2003/05/soap-envelope"/>

            <reason expression="get-property('ERROR_MESSAGE')"/>
        </makefault>

        <property name="RESPONSE" value="true"/>

        <header name="To" expression="get-property('ReplyTo')"/>
        <send/>

    </sequence>

    <sequence name="main" onError="myFaultHandler">
        <in>

            <switch source="//m0:getQuote/m0:request/m0:symbol"
                    xmlns:m0="http://services.samples">

                <case regex="MSFT">
                    <send>

                        <endpoint><address
uri="http://bogus:9000/services/NonExistentStockQuoteService"/></endpoi

nt>
                    </send>

                </case>
                <case regex="SUN">

                    <send>
                        <endpoint><address

uri="http://localhost:9009/services/NonExistentStockQuoteService"/></en
dpoint>

                    </send>
                </case>

            </switch>
            <drop/>

        </in>

        <out>
            <send/>

        </out>
    </sequence>

</definitions>

This configuration file   is available in the  directory. synapse_sample_5.xml  <ESB_HOME>/repository/samples 

To build the sample

Start the Axis2 server. For instructions on starting the Axis2 server, see  .Starting the Axis2 server
Deploy the back-end service  . For instructions on deploying sample back-end services, see SimpleStockQuoteService Deploying sample

.back-end services

Now you have a running ESB instance and a back-end service deployed. In the next section, we will send a message to the back-end service
through the ESB using a sample client.

Executing the sample

The sample client used here is the , which can operate in several modes. For further details on this sample client and its operationStock Quote Client
modes, see  .Stock Quote Client

To execute the sample client

Run the following command from the   directory to trigger a  stock quote request to the back-end<ESB_HOME>/samples/axis2Client MSFT
service.

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Axis2server
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ant stockquote
-Daddurl=http://localhost:9000/services/SimpleStockQuoteService

-Dtrpurl=http://localhost:8280/ -Dsymbol=MSFT

Run the following command from the   directory to trigger a  stock quote request to the back-end<ESB_HOME>/samples/axis2Client SUN
service.

ant stockquote
-Daddurl=http://localhost:9000/services/SimpleStockQuoteService
-Dtrpurl=http://localhost:8280/ -Dsymbol=SUN

Analyzing the output

When the   stock quote is requested, an unknown host exception is generated according to the XML configuration in  .MSFT synapse_sample_5.xml

<case regex="MSFT">
  <send>

     <endpoint>
         <address

uri="http://bogus:9000/services/NonExistentStockQuoteService"/>
     </endpoint>

  </send> 
</case>

This error message is captured and returned to the original client as a SOAP fault. You will see the following response on the console.

<soapenv:Envelope
xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/">

    <soapenv:Body>
        <soapenv:Fault>

            <faultcode
xmlns:tns="http://www.w3.org/2003/05/soap-envelope">tns:Receiver</fault

code>
            <faultstring>Error connecting to the back end</faultstring>

        </soapenv:Fault>
    </soapenv:Body>

</soapenv:Envelope>

When the   stock quote is requested, a connection refused exception is generated according to the XML configuration in  .SUN synapse_sample_5.xml

This error message is captured and returned to the original client as a SOAP fault. You will see the following response on the console.
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<soapenv:Envelope
xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/">

    <soapenv:Body>
        <soapenv:Fault>

            <faultcode
xmlns:tns="http://www.w3.org/2003/05/soap-envelope">tns:Receiver</fault

code>
            <faultstring>Error connecting to the back end</faultstring>

        </soapenv:Fault>
    </soapenv:Body>

</soapenv:Envelope>

Sample 6: Manipulating SOAP Headers and Filtering Incoming and Outgoing Messages

Introduction
Prerequisites
Building the sample
Executing the sample
Analyzing the output

Introduction

This sample demonstrates how the header mediator can be used to manipulate SOAP headers and how the in/out mediators can be used to filter requests
and responses.

Prerequisites

For a list of prerequisites, see  .Prerequisites to Start the ESB Samples

Building the sample

The XML configuration for this sample is as follows: 

<definitions xmlns="http://ws.apache.org/ns/synapse">
  <sequence name="main"> 
    <in>
        <header name="To"
value="http://localhost:9000/services/SimpleStockQuoteService"/>
    </in>
    <send/>
  </sequence>
</definitions>

This configuration file   is available in the  directory.synapse_sample_6.xml  <ESB_HOME>/repository/samples 

To build the sample

Start the Axis2 server. For instructions on starting the Axis2 server, see  .Starting the Axis2 server
Deploy the back-end service  . For instructions on deploying sample back-end services, see SimpleStockQuoteService Deploying sample

.back-end services

Now you have a running ESB instance and a back-end service deployed. In the next section, we will send a message to the back-end service

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-ESBSamplePrerequisites
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through the ESB using a sample client.

Executing the sample

The sample client used here is the , which can operate in several modes. For further details on this sample client and its operationStock Quote Client
modes, see  .Stock Quote Client

To execute the sample client

Run the following commands from the   directory, to trigger the client in the .<ESB_HOME>/samples/axis2Client Dumb Client Mode

ant stockquote -Dtrpurl=http://localhost:8280/

Analyzing the output

According to the  file the  EPR of the message is set to the ESB.synapse_sample_6.xml To

You will see that the  processes the incoming messages, and manipulates the  header to refer to the stock quote service on the sample Axis2In Mediator To
server. As a result, a request for a stock quote is sent.

Sample 7: Using Schema Validation and the Usage of Local Registry for Storing Configuration
Metadata

Introduction
Prerequisites
Building the sample
Executing the sample
Analyzing the output

Introduction

This sample demonstrates how to use the  for XML schema validation and the usage of the local registry (local entries) for storingValidate Mediator
configuration metadata.  Here a message is sent from the sample client to the back-end service through the ESB and shows how a static XML fragment
could be made available to the ESB's local registry. It is assumed that the resources defined in the local registry are static (never changes over the lifetime
of the configuration) and may be specified as a source URL, inline text or inline XML.

Prerequisites

For a list of prerequisites, see  .Prerequisites to Start the ESB Samples

Building the sample

The XML configuration for this sample is as follows: 

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

https://docs.wso2.com/display/EI650/Using+the+Sample+Clients#UsingtheSampleClients-StockQuoteClient
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<definitions xmlns="http://ws.apache.org/ns/synapse">
    <localEntry key="validate_schema">

        <xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema"
xmlns="http://services.samples"

                   elementFormDefault="qualified"
attributeFormDefault="unqualified"

                   targetNamespace="http://services.samples">
            <xs:element name="getQuote">

                <xs:complexType>
                    <xs:sequence>

                        <xs:element name="request">
                            <xs:complexType>

                                <xs:sequence>
                                    <xs:element name="stocksymbol"

type="xs:string"/>
                                </xs:sequence>

                            </xs:complexType>
                        </xs:element>

                    </xs:sequence>
                </xs:complexType>

            </xs:element>
        </xs:schema>

    </localEntry>
    <sequence name="main">

        <in>
            <validate>

                <schema key="validate_schema"/>
                <on-fail>

                    <!-- if the request does not validate againt schema
throw a fault -->

                    <makefault>
                        <code value="tns:Receiver"

xmlns:tns="http://www.w3.org/2003/05/soap-envelope"/>
                        <reason value="Invalid custom quote request"/>

                    </makefault>
                </on-fail>

            </validate>
        </in>

        <send/>
    </sequence>

</definitions>

This configuration file   is available in the  directory.synapse_sample_7.xml  <ESB_HOME>/repository/samples 

To build the sample

Start the Axis2 server. For instructions on starting the Axis2 server, see  .Starting the Axis2 server
Deploy the back-end service  . For instructions on deploying sample back-end services, see SimpleStockQuoteService Deploying sample

.back-end services

Now you have a running ESB instance and a back-end service deployed. In the next section, we will send a message to the back-end service
through the ESB using a sample client.

Executing the sample

The sample client used here is the , which can operate in several modes. For further details on this sample client and its operationStock Quote Client
modes, see  .Stock Quote Client

According to the configuration file  , the schema is made available under the   key. The   bysynapse_sample_7.xml validate_schema Validate Mediator
default operates on the first child element of the SOAP body. You can specify an XPath expression using the   attribute to override this behaviour.source
Here, the Validate Mediator uses the   resource to validate the incoming message and if the message validation fails, it invokes the   svalidate_schema on-fail
equence of mediators.

To execute the sample client

Run the following command from the   directory.<ESB_HOME>/samples/axis2Client

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Axis2server
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ant stockquote
-Daddurl=http://localhost:9000/services/SimpleStockQuoteService

-Dtrpurl=http://localhost:8280/

Analyzing the output

When you send the stock quote request,  the schema validation fails and a fault is generated back with the message . This isInvalid custom quote request
because the schema used in the example expects a slightly different message than what is created by the stock quote client. The schema used in the
example expects a  element instead of  to specify the stock symbol.stocksymbol symbol

Sample 8: Introduction to Static and Dynamic Registry Resources and Using XSLT Transformations

Introduction
Prerequisites
Building the sample
Executing the sample
Analyzing the output

Introduction

This sample demonstrates the functionality of  Here a message is sent from the sample clientstatic and dynamic registry resources and the .XSLT Mediator
to the back-end service through the ESB using the XSLT Mediator to perform the transformations. The XSLT transformations are specified as registry
resources.

Prerequisites

For a list of prerequisites, see  .Prerequisites to Start the ESB Samples

Building the sample

The XML configuration for this sample is as follows: 

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-ESBSamplePrerequisites
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<definitions xmlns="http://ws.apache.org/ns/synapse">
    <!-- the SimpleURLRegistry allows access to a URL based registry

(e.g. file:/// or http://) -->
    <registry

provider="org.wso2.carbon.mediation.registry.ESBRegistry">
        <!-- the root property of the simple URL registry helps resolve

a resource URL as root + key -->
        <parameter

name="root">file:repository/samples/resources/</parameter>
        <!-- all resources loaded from the URL registry would be cached

for this number of milli seconds -->
        <parameter name="cachableDuration">15000</parameter>

    </registry>
    <!-- define the request processing XSLT resource as a static URL

source -->
    <localEntry key="xslt-key-req"

src="file:repository/samples/resources/transform/transform.xslt"/>
    <sequence name="main">

        <in>
            <!-- transform the custom quote request into a standard

quote requst expected by the service -->
            <xslt key="xslt-key-req"/>

            <send/>
        </in>

        <out>
            <!-- transform the standard response back into the custom

format the client expects -->
            <!-- the key is looked up in the remote registry and loaded

as a 'dynamic' registry resource -->
            <xslt key="transform/transform_back.xslt"/>

            <send/>
        </out>

    </sequence>
</definitions>

This configuration file   is available in the  directory.synapse_sample_8.xml  <ESB_HOME>/repository/samples 

To build the sample

Start the Axis2 server. For instructions on starting the Axis2 server, see  .Starting the Axis2 server
Deploy the back-end service  . For instructions on deploying sample back-end services, see SimpleStockQuoteService Deploying sample

.back-end services

Now you have a running ESB instance and a back-end service deployed. In the next section, we will send a message to the back-end service
through the ESB using a sample client.

Executing the sample

The sample client used here is the , which can operate in several modes. For further details on this sample client and its operationStock Quote Client
modes, see  .Stock Quote Client

According to the configuration file  the first resource  is specified as a local registry entry. Local entries do notsynapse_sample_8.xml,  xslt-key-req
place the resource on the registry, but simply make it available to the local configuration. If a local entry is defined with a key that already exists in the
remote registry, the local entry will get a higher preference and will override the remote resource.

In this example you will notice the new  definition.registry

ESB comes with a simple URL-based registry implementation SimpleURLRegistry. During initialization of the registry, the SimpleURLRegistry expects to
find a property named root, which specifies a prefix for the registry keys used later. When the SimpleURLRegistry is used, this root is prefixed to the entry
keys to form the complete URL for the resource being looked up. The registry caches a resource once requested, and caches it internally for a specified
duration. Once this period expires, if necessary, it will reload the meta information about the resource and reload its cached copy, the next time the
resource is requested.

Therefore, the second XSLT resource key transform/transform_back.xslt concatenated with the root of the SimpleURLRegistry file:repository/samples/reso
 forms the complete URL of the resource as  and caches its value for a period ofurces/ file:repository/samples/resources/transform/transform_back.xslt

15000 ms.

To execute the sample client

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Axis2server
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https://docs.wso2.com/display/EI650/Using+the+Sample+Clients#UsingtheSampleClients-StockQuoteClient
http://filerepository
http://filerepository
http://filerepository


WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 1892

1.  

2.  
3.  
4.  
5.  

Run the following command from the   directory.<ESB_HOME>/samples/axis2Client

ant stockquote
-Daddurl=http://localhost:9000/services/SimpleStockQuoteService
-Dtrpurl=http://localhost:8280/ -Dmode=customquote

Run the client again immediately using the above command (within 15 seconds of the first request).
 Leave the system idle for more than 15 seconds and run the client again using the command specified in step 1.
Now edit the   file and add a blank line at the end<ESB_HOME>/repository/samples/resources/transform/transform_back.xslt
 Run the client again using the command specified in step 1.

Analyzing the output

When you analyze the debug log output on the ESB console, you will see that the incoming message is transformed into a standard stock quote request as
expected by the SimpleStockQuoteService deployed on the local Axis2 instance by the XSLT Mediator. The XSLT Mediator uses Xalan-J to perform the
transformations. It is possible to configure the underlying transformation engine using properties where necessary.

You will also see that the response from the SimpleStockQuoteService is converted back into the custom format as expected by the client during the out
message processing.

During the response processing, the SimpleURLRegistry fetches the resource.

When the client is run for the second time, you will not see the resource being reloaded by the registry as the cached value would be still valid.

When the client is run after leaving the system idle for more than 15 seconds, you will see that the registry detects the expiry of the cached resource and
that it checks the meta information about the resource to determine if the resource itself has changed and requires a fresh fetch from the source URL. If the
metadata/version number indicates that a reload of the cached resource is not necessary (unless the resource itself actually changed), the updated meta
information is used and the cache lease is extended as appropriate.

[HttpClientWorker-1] DEBUG AbstractRegistry - Cached object has expired
for key : transform/transform_back.xslt
[HttpClientWorker-1] DEBUG SimpleURLRegistry - Perform RegistryEntry
lookup for key : transform/transform_back.xslt
[HttpClientWorker-1] DEBUG AbstractRegistry - Expired version number is
same as current version in registry
[HttpClientWorker-1] DEBUG AbstractRegistry - Renew cache lease for
another 15s

Once the transform_back.xslt file is edited and the client is run again, If the cache is expired, you will see the following debug log messages which shows
that the resource is re-fetched from its URL by the registry.

[HttpClientWorker-1] DEBUG AbstractRegistry - Cached object has expired
for key : transform/transform_back.xslt
[HttpClientWorker-1] DEBUG SimpleURLRegistry - Perform RegistryEntry
lookup for key : transform/transform_back.xslt

The  allows the resource to be cached and detects updates so that the changes can be reloaded without restarting the ESBSimpleURLRegistry
instance.

Sample 9: Introduction to Dynamic Sequences with the Registry

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/
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Introduction
Prerequisites
Building the sample
Executing the sample
Analyzing the output

Introduction

This sample demonstrates how you can achieve dynamic behavior of the WSO2 ESB by the use of a registry.

The ESB supports dynamic definitions for sequences, endpoints and configuration resources. Here a Synapse configuration is defined which references a
sequence definition specified as a registry key. The registry key resolves to the actual content of the sequence which is loaded dynamically by the ESB at
runtime and cached appropriately as per its definition in the registry. Once the cache expires, ESB rechecks the meta information for the definition, reloads
the sequence definition if necessary, and caches it again.

Prerequisites

For a list of prerequisites, see  .Prerequisites to Start the ESB Samples

Building the sample

The XML configuration for this sample is as follows: 

<definitions xmlns="http://ws.apache.org/ns/synapse">
    <registry
provider="org.wso2.carbon.mediation.registry.ESBRegistry">
        <parameter
name="root">file:./repository/samples/resources/</parameter>
        <parameter name="cachableDuration">15000</parameter>
    </registry>
    <sequence name="main">
        <sequence key="sequence/dynamic_seq_1.xml"/>
    </sequence>
</definitions>

This configuration file   is available in the  directory.synapse_sample_9.xml  <ESB_HOME>/repository/samples 

To build the sample

Start the Axis2 server. For instructions on starting the Axis2 server, see  .Starting the Axis2 server
Deploy the back-end service  . For instructions on deploying sample back-end services, see SimpleStockQuoteService Deploying sample

.back-end services

Now you have a running ESB instance and a back-end service deployed. In the next section, we will send a message to the back-end service
through the ESB using a sample client.

Executing the sample

The sample client used here is the , which can operate in several modes. For further details on this sample client and its operationStock Quote Client
modes, see  .Stock Quote Client

To execute the sample client

Run the following command from the   directory.<ESB_HOME>/samples/axis2Client

ant stockquote
-Daddurl=http://localhost:9000/services/SimpleStockQuoteService
-Dtrpurl=http://localhost:8280/

Execute the client immediately again (within 15 seconds of the last execution) using the above command to make sure that the sequence is not
reloaded.
Edit the sequence definition in  change the log<ESB_HOME>/repository/samples/resources/sequence/dynamic_seq_1.xml, 
message to   and execute the client again.Test Message 2
Wait for more than 15 seconds since the original caching of the sequence and execute the client again.

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-ESBSamplePrerequisites
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Analyzing the output

When you run the client for the first time, ESB fetches the definition of the sequence from the registry and executes its rules. Analyze the debug log output
on the ESB console, you will see the following:

[HttpServerWorker-1] DEBUG SequenceMediator - Sequence mediator
<dynamic_sequence> :: mediate()
...
[HttpServerWorker-1] INFO  LogMediator - message = *** Test Message 1
***

When you execute the client immediately again (within 15 seconds of the last execution), you will notice that the sequence is not reloaded.

Once you edit the sequence definition and execute the client again, you will see that the new message is not displayed if you executed the client within 15
seconds of loading the resource for the first time. However, after the elapse of 15 seconds since the original caching of the sequence, you will notice that
the new sequence is loaded and executed by Synapse from the following log message.
However, when you wait for 15 seconds since the original caching of the sequence and then execute the client,  you will see that the new
sequence is loaded and executed by the ESB. This can be seen by analyzing the following debug log output on the ESB console. 

[HttpServerWorker-1] DEBUG SequenceMediator - Sequence mediator
<dynamic_sequence> :: mediate()
...
[HttpServerWorker-1] INFO  LogMediator - message = *** Test Message 2
***

The cache timeout could be tuned appropriately by configuring the URL registry to suit the environment and the needs.

Sample 10: Introduction to Dynamic Endpoints with the Registry

Introduction
Prerequisites
Building the sample
Executing the sample
Analyzing the output

Introduction

This sample demonstrates the functionality of dynamic endpoints. Here you store your endpoints in the registry and refer to them.

Prerequisites

For a list of prerequisites, see  .Prerequisites to Start the ESB Samples

Building the sample

The XML configuration for this sample is as follows: 

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/
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<definitions xmlns="http://ws.apache.org/ns/synapse">
    <registry

provider="org.wso2.carbon.mediation.registry.ESBRegistry">
        <parameter

name="root">file:repository/samples/resources/</parameter>
        <parameter name="cachableDuration">15000</parameter>

    </registry>
    <sequence name="main">

        <in>
            <send>

                <endpoint key="endpoint/dynamic_endpt_1.xml"/>
            </send>

        </in>
        <out>

            <send/>
        </out>

    </sequence>
</definitions>

This configuration file   is available in the  directory.synapse_sample_10.xml  <ESB_HOME>/repository/samples 

To build the sample

Start the Axis2 server. For instructions on starting the Axis2 server, see  .Starting the Axis2 server
Deploy the back-end service  . For instructions on deploying sample back-end services, see SimpleStockQuoteService Deploying sample

.back-end services
Run the following command to start a second Axis2 server on HTTP port 9001 and HTTPS port 9003.

./axis2server.sh -http 9001 -https 9003

Executing the sample

The sample client used here is the , which can operate in several modes. For further details on this sample client and its operationStock Quote Client
modes, see  .Stock Quote Client

To execute the sample client

Run the following command from the   directory.<ESB_HOME>/samples/axis2Client

ant stockquote -Dtrpurl=http://localhost:8280/

Execute the client immediately again (within 15 seconds of the last execution) using the above command.
Edit the endpoint definition in  by changing the<ESB_HOME>/repository/samples/resources/endpoint/dynamic_endpt_1.xml 
endpoint address to  . http://localhost:9001/services/SimpleStockQuoteService

Analyzing the output

When you execute the client for the first time, the message is routed to the SimpleStockQuoteService on the default Axis2 instance on HTTP port 9000.

When you execute the client immediately again,  you will see that the endpoint is cached and reused by the ESB. A similar scenario is explained in Sample
.9: Introduction to Dynamic Sequences with the Registry

When you edit the endpoint definition and execute the client again, you will see that the registry loads the new definition of the endpoint once the cache
expires.

Once the registry loads the new definition of the endpoint,  you will see that the messages are routed to the second sample Axis2 server on HTTP port
9001.
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Sample 11: Using a Full Registry-Based Configuration and Sharing a Configuration Between Multiple
Instances

Introduction
Prerequisites
Building the sample
Executing the sample
Analyzing the output

Introduction

This sample demonstrates the use of a full registry-based ESB configuration, to start a remote configuration from multiple ESB instances in a clustered
environment. Here the Synapse configuration of a given node hosting the ESB simply points to the registry and looks up the actual configuration by
requesting the key  .synapse.xml

Prerequisites

For a list of prerequisites, see  .Prerequisites to Start the ESB Samples

Building the sample

The XML configuration for this sample is as follows: 

<definitions xmlns="http://ws.apache.org/ns/synapse">
    <registry
provider="org.wso2.carbon.mediation.registry.ESBRegistry">
        <parameter
name="root">file:./repository/samples/resources/</parameter>
        <parameter name="cachableDuration">15000</parameter>
    </registry>
</definitions>

This configuration file   is available in the  directory.synapse_sample_11.xml  <ESB_HOME>/repository/samples 

To build the sample

Start the Axis2 server. For instructions on starting the Axis2 server, see  .Starting the Axis2 server
Deploy the back-end service  . For instructions on deploying sample back-end services, see SimpleStockQuoteService Deploying sample

.back-end services

Now you have a running ESB instance and a back-end service deployed. In the next section, we will send a message to the back-end service
through the ESB using a sample client.

Executing the sample

The sample client used here is the , which can operate in several modes. For further details on this sample client and its operationStock Quote Client
modes, see  .Stock Quote Client

To execute the sample client

This page is restricted to confluence users!

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

Full registry-based configuration is not dynamic at the moment; it is not reloading itself.
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Run the following command from the   directory.<ESB_HOME>/samples/axis2Client

ant stockquote
-Daddurl=http://localhost:9000/services/SimpleStockQuoteService
-Dtrpurl=http://localhost:8280/

Analyzing the output

When you analyze the debug log output on the ESB console once the client is executed, you will see the following:

[HttpServerWorker-1] INFO LogMediator - message = This is a dynamic ESB
configuration

The actual  that is loaded when the sample is run is:synapse.xml

<!-- a registry based Synapse configuration -->
<definitions xmlns="http://ws.apache.org/ns/synapse">
    <sequence name="main">
        <log level="custom">
            <property name="message" value="This is a dynamic ESB
configuration"/>
        </log>
        <send/>
    </sequence>
</definitions>

Sample 12: One-Way Messaging in a Fire-and-Forget Mode through ESB

Introduction
Prerequisites
Building the sample
Executing the sample
Analyzing the output

Introduction

This sample demonstrates how one-way messaging can be done in a  fire-and-forget mode through the ESB.

Prerequisites

For a list of prerequisites, see  .Prerequisites to start the ESB samples

Building the sample

The XML configuration for this sample is as follows: 

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/
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<definitions xmlns="http://ws.apache.org/ns/synapse">
  <sequence name="main">

    <in>
      <property name="FORCE_SC_ACCEPTED" value="true" scope="axis2" /> 

      <property name="OUT_ONLY" value="true"/>
      <send>

        <endpoint>
           <address

uri="http://localhost:9000/services/SimpleStockQuoteService"/>
        </endpoint>

      </send>
    </in>

  </sequence>
</definitions>

This configuration file   is available in the  directory.synapse_sample_12.xml  <ESB_HOME>/repository/samples 

To build the sample

Start the Axis2 server. For instructions on starting the Axis2 server, see  .Starting the Axis2 server
Deploy the back-end service  . For instructions on deploying sample back-end services, see SimpleStockQuoteService Deploying sample

.back-end services

Now you have a running ESB instance and a back-end service deployed. In the next section, we will send a message to the back-end service
through the ESB using a sample client.

Executing the sample

The sample client used here is the , which can operate in several modes. For further details on this sample client and its operationStock Quote Client
modes, see  .Stock Quote Client

This sample invokes the one-way  operation on the  using the custom client which uses the Axis2 placeOrder SimpleStockQuoteService ServiceCl
 API.ient.fireAndForget()

To execute the sample client

Run the following command from the   directory.<ESB_HOME>/samples/axis2Client

ant stockquote

-Daddurl=http://localhost:9000/services/SimpleStockQuoteService
-Dtrpurl=http://localhost:8280/ -Dmode=placeorder

Analyzing the output

Analyze the Axis2 server log.

You will see that the one-way message flows through the ESB into the sample Axis2 server instance, which reports the acceptance of the order as follows: 

SimpleStockQuoteService :: Accepted order for : 7482 stocks of IBM at $
169.27205579038733

If you send the client request through TCPmon,  you will see that the   replies to the ESB with a HTTP 202 reply and then theSimpleStockQuoteService
ESB in turn replies to the client with a HTTP 202 acknowledgement.

Sample 13: Dual Channel Invocation Through Synapse

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:
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Introduction
Prerequisites
Building the sample
Executing the sample
Analyzing the output

Introduction

This sample demonstrates dual channel messaging through synapse.

Prerequisites

For a list of prerequisites, see  .Prerequisites to Start the ESB Samples

Building the sample

Start the Axis2 server. For instructions on starting the Axis2 server, see  .Starting the Axis2 server
Deploy the back-end service  . For instructions on deploying sample back-end services, see SimpleStockQuoteService Deploying sample

.back-end services

Now you have a running ESB instance and a back-end service deployed. In the next section, we will send a message to the back-end service
through the ESB using a sample client.

Executing the sample

This example invokes the   operation of the   using the custom client which uses the Axis2 ServiceClient API with getQuote SimpleStockQuoteService u
 set to true, so that the response comes through a different channel than the one that is used to send the request to a callbackseSeparateListener

defined in the client.

The sample client used here is the , which can operate in several modes. For further details on this sample client and its operationStock Quote Client
modes, see  .Stock Quote Client

To execute the sample client

Run the following command from the   directory.<ESB_HOME>/samples/axis2Client

ant stockquote
-Daddurl=http://localhost:9000/services/SimpleStockQuoteService
-Dtrpurl=http://localhost:8280/ -Dmode=dualquote

Analyzing the output

When you execute the client, you will see the dual channel invocation through Synapse into the sample Axis2 server
instance, which reports the response back to the client over a different channel.

Response received to the callback
    Standard dual channel :: Stock price = $57.16686934968289

If you send your client request through TCPmon, you will see that Synapse replies to the client with a HTTP 202 acknowledgment when you send the
request. The communication between Synapse and the server happens on a single channel. You will get the response back from Synapse to the client's
callback through a different channel, which cannot be observed through TCPmon.

Also note the  header similar to . This implies that the reply is in awsa:Reply-To http://localhost:8200/axis2/services/anonService2
different channel listening on port 8200.

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

It is required to engage addressing when using the dual channel invocation since the   header is required.wsa:Reply-To 
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Sample 14: Using Sequences and Endpoints as Local Registry Items

Introduction
Prerequisites
Building the sample
Executing the sample
Analyzing the output

Introduction

This sample demonstrates how sequences and endpoints can be fetched from a local registry so that it is possible to have the sequences and endpoints as
local registry entries including file entries.

Prerequisites

For a list of prerequisites, see  .Prerequisites to Start the ESB Samples

Building the sample

The XML configuration for this sample is as follows: 

<definitions xmlns="http://ws.apache.org/ns/synapse"
             xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"

             xsi:schemaLocation="http://ws.apache.org/ns/synapse
http://synapse.apache.org/ns/2010/04/configuration/synapse_config.xsd">

    <localEntry key="local-enrty-ep-key"
               

src="file:repository/samples/resources/endpoint/dynamic_endpt_1.xml"/>
    <localEntry key="local-enrty-sequence-key">

        <sequence name="dynamic_sequence">
            <log level="custom">

                <property name="message" value="*** Test Message 1
***"/>

            </log>
        </sequence>

        <description/>
    </localEntry>

    <sequence name="main">
        <in>

            <sequence key="local-enrty-sequence-key"/>
            <send>

                <endpoint key="local-enrty-ep-key"/>
            </send>

        </in>
        <out>

            <send/>
        </out>

    </sequence>
</definitions>

This configuration file   is available in the  directory.synapse_sample_14.xml  <ESB_HOME>/repository/samples 

To build the sample

Start the Axis2 server. For instructions on starting the Axis2 server, see  .Starting the Axis2 server
Deploy the back-end service  . For instructions on deploying sample back-end services, see SimpleStockQuoteService Deploying sample

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/
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.back-end services

Now you have a running ESB instance and a back-end service deployed. In the next section, we will send a message to the back-end service
through the ESB using a sample client.

Executing the sample

The sample client used here is the , which can operate in several modes. For further details on this sample client and its operationStock Quote Client
modes, see  .Stock Quote Client

To execute the sample client

Run the following command from the   directory.<ESB_HOME>/samples/axis2Client

ant stockquote -Dtrpurl=http://localhost:8280/

Analyzing the output

When you analyze the debug log output, you will see that the log statement for the fetched sequence of the local entry and the endpoint is fetched from the
specified file at runtime and is cached in the system.

Sample 15: Using the Enrich Mediator for Message Copying and Content Enrichment

Introduction
Prerequisites
Building the sample
Executing the sample
Analyzing the output

Introduction

This sample demonstrates how to copy message content to a property as well as how to enrich a message from a given source.

Prerequisites

For a list of prerequisites, see  .Prerequisites to Start the ESB Samples

Building the sample

The XML configuration for this sample is as follows: 

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/
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<?xml version="1.0" encoding="UTF-8"?>
<definitions xmlns="http://ws.apache.org/ns/synapse">

    <sequence name="main">
        <in>

            <enrich>
                <source type="custom"

                       
xpath="//m0:getQuote/m0:request/m0:symbol/text()"

                        xmlns:m0="http://services.samples"/>
                <target type="property" property="ORIGINAL_REQ"/>

            </enrich>
            <enrich>

                <source type="body"/>
                <target type="property" property="REQUEST_PAYLOAD"/>

            </enrich>

            <enrich>
                <source type="inline" key="init_req"/>

                <target xmlns:m0="http://services.samples"
                       

xpath="//m0:getQuote/m0:request/m0:symbol/text()"/>
            </enrich>

            <send>
                <endpoint>

                    <address
uri="http://localhost:9000/services/SimpleStockQuoteService"/>

                </endpoint>
            </send>

            <drop/>
        </in>

        <out>
            <header xmlns:urn="http://synapse.apache.org"

name="urn:lastTradeTimestamp" value="foo"/>
            <enrich>

                <source type="custom"
                       

xpath="//ns:getQuoteResponse/ns:return/ax21:lastTradeTimestamp"
                        xmlns:ns="http://services.samples"

                        xmlns:ax21="http://services.samples/xsd"/>
                <target

xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
                        xmlns:urn="http://synapse.apache.org"

                       
xpath="/soapenv:Envelope/soapenv:Header/urn:lastTradeTimestamp"/>

            </enrich>
             <log level="full"/>

            <log>
                <property name="Original Request Symbol"

expression="get-property('ORIGINAL_REQ')"/>
                <property name="Request Payload"

expression="get-property('REQUEST_PAYLOAD')"/>
            </log>

            <send/>
        </out>

    </sequence>
    <localEntry key="init_req">MSFT</localEntry>

    <localEntry key="price_req">
        <m0:symbol xmlns:m0="http://services.samples">MSFT</m0:symbol>

    </localEntry>
</definitions>

This configuration file   is available in the  directory. synapse_sample_15.xml  <ESB_HOME>/repository/samples 

To build the sample

Start the Axis2 server. For instructions on starting the Axis2 server, see  .Starting the Axis2 server
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2.  Deploy the back-end service  . For instructions on deploying sample back-end services, see SimpleStockQuoteService Deploying sample
.back-end services

Now you have a running ESB instance and a back-end service deployed. In the next section, we will send a message to the back-end service
through the ESB using a sample client.

Executing the sample

The sample client used here is the , which can operate in several modes. For further details on this sample client and its operationStock Quote Client
modes, see  .Stock Quote Client

To execute the sample client

Run the following command from the   directory.<ESB_HOME>/samples/axis2Client

ant stockquote -Dtrpurl=http://localhost:8280/services/StockQuote

Analyzing the output

When you analyze the debug log output on the ESB console, you will see that the original IBM request is changed to MSFT using the enrich mediator.

According to the configuration file   the original payload and the symbol is stored as synapse properties. Once the reply comessynapse_sample_15.xml,
to synapse, the  value of the response is added as a soap header in order to show the functionality of the enrich mediator. AlsolastTradeTimestamp
the request payload and request symbol values are logged in the out sequence.

Different parts of the message are stored in or copied to properties inside the in-sequence. Just before sending the message to the a back-end service the
request value is modified based on the local entry.  Then in the out-sequence, the enrich mediator is used to enrich the soap header based on the
lastTradeTimestamp value of the response.

Sample 16: Introduction to Dynamic and Static Registry Keys

Introduction
Prerequisites
Building the sample
Executing the sample
Analyzing the output

Introduction

This Sample demonstrates the use of dynamic keys with mediators. Here the  is used to demonstrate the difference between the static andXSLT Mediator
dynamic usage of keys.

Prerequisites

For a list of prerequisites, see  .Prerequisites to Start the ESB Samples

Building the sample

The XML configuration for this sample is as follows: 

Note
You can try this sample with different local entries as the source with the correct target xpath values.

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/
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<definitions xmlns="http://ws.apache.org/ns/synapse">
    <!-- the SimpleURLRegistry allows access to a URL based registry

(e.g. file:/// or http://) -->
    <registry

provider="org.wso2.carbon.mediation.registry.ESBRegistry">
        <!-- the root property of the simple URL registry helps resolve

a resource URL as root + key -->
        <parameter

name="root">file:repository/samples/resources/</parameter>
        <!-- all resources loaded from the URL registry would be cached

for this number of milli seconds -->
        <parameter name="cachableDuration">15000</parameter>

    </registry>
    <sequence name="main">

        <in>
            <!-- define the request processing XSLT resource as a

property value -->
            <property name="symbol" value="transform/transform.xslt"/>

            <!-- {} denotes that this key is a dynamic one and it is
not a static key -->

            <!-- use Xpath expression "get-property()" to evaluate real
key from property -->

            <xslt key="{get-property('symbol')}"/>
        </in>

        <out>
            <!-- transform the standard response back into the custom

format the client expects -->
            <!-- the key is looked up in the remote registry using a

static key -->
            <xslt key="transform/transform_back.xslt"/>

        </out>
        <send/>

    </sequence>
</definitions>

This configuration file   is available in the  directory.synapse_sample_16.xml  <ESB_HOME>/repository/samples 

To build the sample

Start the Axis2 server. For instructions on starting the Axis2 server, see  .Starting the Axis2 server
Deploy the back-end service  . For instructions on deploying sample back-end services, see SimpleStockQuoteService Deploying sample

.back-end services

Now you have a running ESB instance and a back-end service deployed. In the next section, we will send a message to the back-end service
through the ESB using a sample client.

Executing the sample

The sample client used here is the , which can operate in several modes. For further details on this sample client and its operationStock Quote Client
modes, see  .Stock Quote Client

According to the configuration file synapse_sample_16.xml, the first registry resource transform/transform.xslt is set as
a property value. 

 Inside the XSLT mediator, the local property value is looked up using the Xpath expression get-property().
Similarly, any XPath expression can be enclosed within curly braces to denote that it is a dynamic key. Then the
mediator evaluates the real value for that expression.

The second XSLT resource  is simply used as a static key. It is not included within curly braces since the mediatortransform/transform_back.xslt
directly uses the static value as the key.

To execute the sample client

Run the following command from the   directory.<ESB_HOME>/samples/axis2Client

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Axis2server
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Backend
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Backend
https://docs.wso2.com/display/EI650/Using+the+Sample+Clients#UsingtheSampleClients-StockQuoteClient
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ant stockquote
-Daddurl=http://localhost:9000/services/SimpleStockQuoteService

-Dtrpurl=http://localhost:8280/ -Dmode=customquote

Analyzing the output

When you analyze the debug log output on the ESB console, you will see an output similar to that of Sample 8: Introduction to Static and Dynamic Registry

Resources and Using XSLT Transformations.

Sample 17: Transforming / Replacing Message Content with PayloadFactory Mediator

Introduction
Prerequisites
Building the sample
Executing the sample
Analyzing the output

Introduction

This Sample demonstrates how the   can be used to perform transformations as an alternative to the XSLT mediator, which isPayloadFactory Mediator
demonstrated in . In this sample, the ESB implements  Sample 8: Introduction to Static and Dynamic Registry Resources and Using XSLT Transformations
the message translator , and acts as a translator between the client and the back-end server when mediating a message toenterprise integration pattern
the sample back-end server from a sample client.

In this scenario, there is a web service endpoint that has the  operation that expects a   parameter. However, the client that invokes thegetQuote symbol
service sends the  operation with the  parameter. Therefore, the request message will be sent in the following format:getQuote Code

<p:getquote xmlns:p="http://services.samples">
      <p:request>
       <p:code>IBM</p:code>
      </p:request>
</p:getquote>

The service expects the message in the following format:

<p:getquote xmlns:p="http://services.samples">
     <p:request>
       <p:symbol>IBM</p:symbol>
      </p:request>
</p:getquote>

Note
You can try this sample with different local entries as the source with the correct target XPath values.

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

https://docs.wso2.com/display/EI610/Sample+8%3A+Introduction+to+Static+and+Dynamic+Registry+Resources+and+Using+XSLT+Transformations
https://docs.wso2.com/display/EI610/Sample+8%3A+Introduction+to+Static+and+Dynamic+Registry+Resources+and+Using+XSLT+Transformations
https://docs.wso2.com/display/EI610/Sample+8%3A+Introduction+to+Static+and+Dynamic+Registry+Resources+and+Using+XSLT+Transformations
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Similarly, the service will send the response in the following format:

<m:checkpriceresponse xmlns:m="http://services.samples/xsd">
   <m:symbol>IBM</m:symbol>
   <m:last>84.76940826343248</m:last>
</m:checkpriceresponse>  

The client expects the response in the following format:

<m:checkpriceresponse xmlns:m="http://services.samples/xsd">
   <m:code>IBM</m:code>
   <m:price>84.76940826343248</m:price>
</m:checkpriceresponse>

To resolve this discrepancy, the PayloadFactory mediator is used to transform the message into the request format required by the service and the
response format required by the client.

Prerequisites

For a list of prerequisites, see  .Prerequisites to Start the ESB Samples

Building the sample

The XML configuration for this sample is as follows: 

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-ESBSamplePrerequisites
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1.  
2.  

<definitions xmlns="http://ws.apache.org/ns/synapse">
    <sequence name="main">

        <in>
            <!-- using payloadFactory mediator to transform the request

message -->
            <payloadFactory media-type="xml">

                <format>
                    <m:getQuote xmlns:m="http://services.samples">

                        <m:request>
                            <m:symbol>$1</m:symbol>

                        </m:request>
                    </m:getQuote>

                </format>
                <args>

                    <arg xmlns:m0="http://services.samples"
expression="//m0:Code"/>

                </args>
            </payloadFactory>

        </in>
        <out>

            <!-- using payloadFactory mediator to transform the
response message -->

            <payloadFactory media-type="xml">
                <format>

                    <m:CheckPriceResponse
xmlns:m="http://services.samples/xsd">

                        <m:Code>$1</m:Code>
                        <m:Price>$2</m:Price>

                    </m:CheckPriceResponse>
                </format>

                <args>
                    <arg xmlns:m0="http://services.samples/xsd"

expression="//m0:symbol"/>
                    <arg xmlns:m0="http://services.samples/xsd"

expression="//m0:last"/>
                </args>

            </payloadFactory>
        </out>

        <send/>
    </sequence>

</definitions>

This configuration file   is available in the  directory.synapse_sample_17.xml  <ESB_HOME>/repository/samples 

To build the sample

Start the Axis2 server. For instructions on starting the Axis2 server, see  .Starting the Axis2 server
Deploy the back-end service  . For instructions on deploying sample back-end services, see SimpleStockQuoteService Deploying sample

.back-end services

Now you have a running ESB instance and a back-end service deployed. In the next section, we will send a message to the back-end service
through the ESB using a sample client.

Executing the sample

The sample client used here is the , which can operate in several modes. For further details on this sample client and its operationStock Quote Client
modes, see  .Stock Quote Client

To execute the sample client

Run the following command from the   directory.<ESB_HOME>/samples/axis2Client

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Axis2server
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Backend
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Backend
https://docs.wso2.com/display/EI650/Using+the+Sample+Clients#UsingtheSampleClients-StockQuoteClient
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ant stockquote
-Daddurl=http://localhost:9000/services/SimpleStockQuoteService

-Dtrpurl=http://localhost:8280/ -Dmode=customquote

Analyzing the output

When you analyze the debug log output on the ESB console, you will see that the incoming message is transformed by the  into aPayloadFactory Mediator
standard stock quote request as expected by the SimpleStockQuoteService deployed on the Axis2 server.

printf() style formatting is used to configure the transformation performed by the mediator. Each argument in the mediator configuration can be a

static value or an XPath expression.

When an expression is used, the argument value is fetched at runtime by evaluating the provided XPath expression against the existing SOAP message.

The response from the  is converted back into the custom format as expected by the client during the out message processing,SimpleStockQuoteService
once again using the PayloadFactory Mediator.

Sample 18: Transforming a Message Using ForEach Mediator

Introduction
Prerequisites
Building the sample
Executing the sample
Analyzing the output

Introduction

This sample demonstrates how the  can be used to transform a payload.ForEach mediator

Prerequisites

To invoke the main sequence using , a request file should be created as shown below. This file is named    in thiscurl stockQuoteReq.xml
example.

<soap:Envelope xmlns:soap="http://www.w3.org/2003/05/soap-envelope"
xmlns:m0="http://services.samples"
xmlns:xsd="http://services.samples/xsd">
 <soap:Header/>
 <soap:Body>
     <m0:getQuote>
         <m0:request><m0:symbol>IBM</m0:symbol></m0:request>
         <m0:request><m0:symbol>WSO2</m0:symbol></m0:request>
         <m0:request><m0:symbol>MSFT</m0:symbol></m0:request>
     </m0:getQuote>
 </soap:Body>
</soap:Envelope>

See   for other prerequisites.Prerequisites to Start the ESB Samples

Building the sample

The XML configuration for this sample is as follows.

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-ESBSamplePrerequisites
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<definitions>
<sequence xmlns="http://ws.apache.org/ns/synapse" name="main">

   <in>
   <foreach xmlns:ns="http://org.apache.synapse/xsd"

xmlns:m0="http://services.samples"
expression="//m0:getQuote/m0:request">

         <sequence>
            <payloadFactory media-type="xml">

               <format>
                  <m0:checkPriceRequest>

                     <m0:code>$1</m0:code>
                  </m0:checkPriceRequest>

               </format>
               <args>

                  <arg expression="//m0:request/m0:symbol"
evaluator="xml"/>

               </args>
            </payloadFactory>

         </sequence>
   </foreach>

   <log level="full"/>
   </in>

   <out/>
</sequence>

</definitions>

This configuration file  is available in the   directory.synapse_sample_18.xml <ESB_HOME>/repository/samples

The operation log keeps running until the server starts, which usually takes several seconds. Wait until the server has fully booted up and displays a
message similar to " "WSO2 Carbon started in n seconds.

Executing the sample

Invoke the main sequence using the following command. This command should be issued from the same location in which the   requstockQuoteReq.xml
est file you created is saved.

curl -d @stockQuoteReq.xml -H "Content-Type: application/soap+xml;charset=UTF-8" "http://localhost:8280/"

Analyzing the output

The  splits the message to four different elements based on the evaluation of the   expression. The ForEach mediator //m0:getQuote/m0:request Paylo
 produces a result as shown in the following console log.adFactory mediator

<?xml version='1.0' encoding='utf-8'?>
<soap:Envelope xmlns:m0="http://services.samples"
xmlns:soap="http://www.w3.org/2003/05/soap-envelope"
xmlns:xsd="http://services.samples/xsd">
    <soap:Body>
     <m0:getQuote>
     
<m0:checkPriceRequest><m0:code>IBM</m0:code></m0:checkPriceRequest>
     
<m0:checkPriceRequest><m0:code>WSO2</m0:code></m0:checkPriceRequest>
     
<m0:checkPriceRequest><m0:code>MSFT</m0:code></m0:checkPriceRequest>
     </m0:getQuote>
    </soap:Body>
</soap:Envelope>

 <m0:request><m0:symbol>IBM</m0:symbol></m0:request> in the request has been changed to <m0:checkPriceRequest><m0:code>IBM<
./m0:code></m0:checkPriceRequest>

http://m0getQuote
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The expression can be changed to perform a transformation or similar selectively. For example, if the expression is given as expression =
, only the first element will be transformed and the other elements will be left unchanged."//m0:getQuote/m0:request[1]"

For more information on XPath expressions, see .XPath Syntax by w3schools.com

Advanced Mediation with Endpoints

The following advanced m  samples are available with WSO2 Enterprise Service Bus (ESB) :ediation

Sample 50: POX to SOAP conversion
Sample 51: MTOM and SwA Optimizations and Request/Response Correlation
Sample 52: Using Load Balancing Endpoints to Handle Peak Loads
Sample 53: Using Failover Endpoints to Handle Peak Loads
Sample 54: Session Affinity Load Balancing between Three Endpoints
Sample 55: Session Affinity Load Balancing between Failover Endpoints
Sample 56: Using a WSDL Endpoint as the Target Endpoint
Sample 57: Dynamic Load Balancing between Three Nodes
Sample 58: Static Load Balancing between Three Nodes
Sample 59: Weighted load balancing between 3 endpoints
Sample 60: Routing a Message to a Static List of Recipients
Sample 61: Routing a Message to a Dynamic List of Recipients
Sample 62: Routing a Message to a Dynamic List of Recipients and Aggregating Responses

Sample 50: POX to SOAP conversion

Introduction
Prerequisites
Building the sample
Executing the sample
Analyzing the output

Introduction

This sample demonstrates how you can convert a POX message to a SOAP request.

Prerequisites

For a list of prerequisites, see  .Prerequisites to Start the ESB Samples

Building the sample

The XML configuration for this sample is as follows: 

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

http://www.w3schools.com/xml/xpath_syntax.asp
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-ESBSamplePrerequisites
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1.  
2.  

<definitions xmlns="http://ws.apache.org/ns/synapse">
   <sequence name="main">

     <in>
       <!-- filtering of messages with XPath and regex matches -->

       <filter source="get-property('To')" regex=".*/StockQuote.*">
           <header name="Action" value="urn:getQuote"/>

           <send>
               <endpoint>

                   <address
uri="http://localhost:9000/services/SimpleStockQuoteService"

format="soap11"/>
               </endpoint>

           </send>
       </filter>

     </in>
     <out>

          <send/>
     </out>

   </sequence>
</definitions>

This configuration file   is available in the  directory.synapse_sample_50.xml  <ESB_HOME>/repository/samples 

To build the sample

Start the Axis2 server. For instructions on starting the Axis2 server, see  .Starting the Axis2 server
Deploy the back-end service  . For instructions on deploying sample back-end services, see SimpleStockQuoteService Deploying sample

.back-end services

Executing the sample

The sample client used here is the , which can operate in several modes. For further details on this sample client and its operationStock Quote Client
modes, see  .Stock Quote Client

To execute the sample client

Run the following command from the   directory, specifying that the request should be a REST request.<ESB_HOME>/samples/axis2Client

ant stockquote -Dtrpurl=http://localhost:8280/services/StockQuote
-Drest=true

Analyzing the output

The request sent by the client is as follows:

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Axis2server
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Backend
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Backend
https://docs.wso2.com/display/EI650/Using+the+Sample+Clients#UsingtheSampleClients-StockQuoteClient
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POST /services/StockQuote HTTP/1.1
Content-Type: application/xml; charset=UTF-8;action="urn:getQuote";

SOAPAction: urn:getQuote
User-Agent: Axis2

Host: 127.0.0.1
Transfer-Encoding: chunked

75

<m0:getQuote xmlns:m0="http://services.samples/xsd">
   <m0:request>

      <m0:symbol>IBM</m0:symbol>
   </m0:request>

</m0:getQuote>0

It is a HTTP REST request, which will be transformed into a SOAP request and forwarded to the stock quote service.

Sample 51: MTOM and SwA Optimizations and Request/Response Correlation

Introduction
Building the sample
Executing the sample
Analyzing the output

Introduction

This sample demonstrates how you can use content optimization mechanisms such as   (MTOM) and   Message Transmission Optimization Mechanism SO
SwA) with the ESB.  AP with Attachments (

By default ESB serializes binary data as Base64 encoded strings and sends them in the SOAP payload.  MTOM and SwA define mechanisms over which
files with binary content can be transmitted over SOAP web services.

 

Prerequisites
For a list of prerequisites, see  .Prerequisites to Start the ESB Samples

Building the sample

The XML configuration for this sample is as follows: 

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-ESBSamplePrerequisites
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1.  
2.  

1.  

<definitions xmlns="http://ws.apache.org/ns/synapse">
    <sequence name="main">

        <in>
            <filter source="get-property('Action')"

regex="urn:uploadFileUsingMTOM">
                <property name="example" value="mtom"/>

                <send>
                    <endpoint>

                        <address
uri="http://localhost:9000/services/MTOMSwASampleService"

optimize="mtom"/>
                    </endpoint>

                </send>
            </filter>

            <filter source="get-property('Action')"
regex="urn:uploadFileUsingSwA">

                <property name="example" value="swa"/>
                <send>

                    <endpoint>
                        <address

uri="http://localhost:9000/services/MTOMSwASampleService"
optimize="swa"/>

                    </endpoint>
                </send>

            </filter>
        </in>

        <out>
            <filter source="get-property('example')" regex="mtom">

                <property name="enableMTOM" value="true"
scope="axis2"/>

            </filter>
            <filter source="get-property('example')" regex="swa">

                <property name="enableSwA" value="true" scope="axis2"/>
            </filter>

            <send/>
        </out>

    </sequence>
</definitions>

This configuration file   is available in the  directory.synapse_sample_51.xml  <ESB_HOME>/repository/samples 

To build the sample

Start the Axis2 server. For instructions on starting the Axis2 server, see  .Starting the Axis2 server
Deploy the back-end service  . For instructions on deploying sample back-end services, see MTOMSwASampleService Deploying sample

.back-end services

Executing the sample

The sample client used here is the . For further details on this sample client, see  .Optimize Client Optimize Client

To execute the sample client

Run the following command from the   directory, specifying MTOM optimization.<ESB_HOME>/samples/axis2Client

<property name="enableMTOM" value="true" scope="axis2"/> 
When this is enabled, all outgoing messages will be serialized and sent as MTOM optimized MIME messages.You can override this
configuration per service in the configuration file.services.xml

<property name="enableSwA" value="true" scope="axis2"/> 
When this is enabled, incoming SwA messages are automatically identified by axis2.

The above properties can also be defined in  file.<ESB_HOME>/repository/conf/axis2/axis2.xml

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Axis2server
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Backend
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Backend
https://docs.wso2.com/display/EI650/Using+the+Sample+Clients#UsingtheSampleClients-MTOMClient
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1.  

2.  

ant optimizeclient -Dopt_mode=mtom

Next, run the following command from the   director, specifying SwA optimization.<ESB_HOME>/samples/axis2Client

ant optimizeclient -Dopt_mode=swa

Analyzing the output

The configuration sets a local message context property, and forwards the message to http://localhost:9000
optimizing /services/MTOMSwASampleService     the binary content as MTOM.  You can see the actual message

sent over the http transport if required by .sending this message through TCPMon

During response processing, by checking the local message property, the ESB can identify the past information about
the current message context, and can use this knowledge to transform the response back to the client in the same
format as the original request.

When the client executes successfully, it will upload a file containing the ASF logo and will receive its response back again and save it into a temporary file.

When you analyze the log once the client is run specifying MTOM optimization, you will see an output as follows:

[java] Sending file :
./../../repository/samples/resources/mtom/asf-logo.gif as MTOM
[java] Saved response to file :
./../../work/temp/sampleClient/mtom-49258.gif

If you use TCPMon and send the message through it, you will see that the requests and responses sent are MTOM optimized or sent as http attachments
as follows:
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MTOM

POST http://localhost:9000/services/MTOMSwASampleService HTTP/1.1
Host: 127.0.0.1
SOAPAction: urn:uploadFileUsingMTOM
Content-Type: multipart/related;
boundary=MIMEBoundaryurn_uuid_B94996494E1DD5F9B51177413845353;
type="application/xop+xml";
start="<0.urn:uuid:B94996494E1DD5F9B51177413845354@apache.org>";
start-info="text/xml"; charset=UTF-8
Transfer-Encoding: chunked
Connection: Keep-Alive
User-Agent: Synapse-HttpComponents-NIO

--MIMEBoundaryurn_uuid_B94996494E1DD5F9B51177413845353241
Content-Type: application/xop+xml; charset=UTF-8; type="text/xml"
Content-Transfer-Encoding: binary
Content-ID:
   <0.urn:uuid:B94996494E1DD5F9B51177413845354@apache.org>221b1
      <?xml version='1.0' encoding='UTF-8'?>
         <soapenv:Envelope
xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/">
            <soapenv:Body>
               <m0:uploadFileUsingMTOM
xmlns:m0="http://www.apache-synapse.org/test">
                  <m0:request>
                     <m0:image>
                        <xop:Include
href="cid:1.urn:uuid:78F94BC50B68D76FB41177413845003@apache.org"
xmlns:xop="http://www.w3.org/2004/08/xop/include" />
                     </m0:image>
                  </m0:request>
               </m0:uploadFileUsingMTOM>
            </soapenv:Body>
         </soapenv:Envelope>
--MIMEBoundaryurn_uuid_B94996494E1DD5F9B51177413845353217
Content-Type: image/gif
Content-Transfer-Encoding: binary
Content-ID:
        
<1.urn:uuid:78F94BC50B68D76FB41177413845003@apache.org>22800GIF89a...
<< binary content >>

When you analyze the log once the client is run specifying SwA optimization, you will see an output as follows:

[java] Sending file :
./../../repository/samples/resources/mtom/asf-logo.gif as SwA
[java] Saved response to file :
./../../work/temp/sampleClient/swa-47549.gif

If you use TCPMon and send the message through it, you will see that the requests and responses sent are SwA optimized or sent as http attachments as
follows:
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SWA

POST http://localhost:9000/services/MTOMSwASampleService HTTP/1.1
Host: 127.0.0.1
SOAPAction: urn:uploadFileUsingSwA
Content-Type: multipart/related;
boundary=MIMEBoundaryurn_uuid_B94996494E1DD5F9B51177414170491;
type="text/xml";
start="<0.urn:uuid:B94996494E1DD5F9B51177414170492@apache.org>";
charset=UTF-8
Transfer-Encoding: chunked
Connection: Keep-Alive
User-Agent: Synapse-HttpComponents-NIO

--MIMEBoundaryurn_uuid_B94996494E1DD5F9B51177414170491225
Content-Type: text/xml; charset=UTF-8
Content-Transfer-Encoding: 8bit
Content-ID:
   <0.urn:uuid:B94996494E1DD5F9B51177414170492@apache.org>22159
      <?xml version='1.0' encoding='UTF-8'?>
         <soapenv:Envelope
xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/">
            <soapenv:Body>
               <m0:uploadFileUsingSwA
xmlns:m0="http://www.apache-synapse.org/test">
                  <m0:request>
                    
<m0:imageId>urn:uuid:15FD2DA2584A32BF7C1177414169826</m0:imageId>
                  </m0:request>
               </m0:uploadFileUsingSwA>
            </soapenv:Body>
        
</soapenv:Envelope>22--34MIMEBoundaryurn_uuid_B94996494E1DD5F9B51177414
1704912
17
Content-Type: image/gif
Content-Transfer-Encoding: binary
Content-ID:
         <urn:uuid:15FD2DA2584A32BF7C1177414169826>22800GIF89a... <<
binary content >>

Sample 52: Using Load Balancing Endpoints to Handle Peak Loads

Introduction
Prerequisites
Building the sample
Executing the sample
Analyzing the output

Introduction

This sample demonstrates how you can handle peak load scenarios using load-balancing endpoints. In the configuration of this sample, three load
balancing endpoints are used to handle the peak load by dividing the load equally among each other. 

Prerequisites

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/
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For a list of prerequisites, see  .Prerequisites to Start the ESB Samples

Building the sample

The XML configuration for this sample is as follows: 

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-ESBSamplePrerequisites
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<definitions xmlns="http://ws.apache.org/ns/synapse">
    <sequence name="main" onError="errorHandler">

        <in>
            <send>

                <endpoint>
                    <loadbalance>

                        <endpoint>
                            <address

uri="http://localhost:9001/services/LBService1">
                                <enableAddressing/>

                                <suspendOnFailure>
                                 

<initialDuration>60000</initialDuration>
                                 

<progressionFactor>1.0</progressionFactor>
                                </suspendOnFailure>

                            </address>
                        </endpoint>

                        <endpoint>
                            <address

uri="http://localhost:9002/services/LBService1">
                                <enableAddressing/>

                                <suspendOnFailure>
                                 

<initialDuration>60000</initialDuration>
                                 

<progressionFactor>1.0</progressionFactor>
                                </suspendOnFailure>

                            </address>
                        </endpoint>

                        <endpoint>
                            <address

uri="http://localhost:9003/services/LBService1">
                                <enableAddressing/>

                                <suspendOnFailure>
                                 

<initialDuration>60000</initialDuration>
                                 

<progressionFactor>1.0</progressionFactor>
                                </suspendOnFailure>

                            </address>
                        </endpoint>

                    </loadbalance>
                </endpoint>

            </send>
            <drop/>

        </in>
        <out>

            <!-- Send the messages where they have been sent (i.e.
implicit To EPR) -->

            <send/>
        </out>

    </sequence>
    <sequence name="errorHandler">

        <makefault response="true">
            <code value="tns:Receiver"

xmlns:tns="http://www.w3.org/2003/05/soap-envelope"/>
            <reason value="COULDN'T SEND THE MESSAGE TO THE SERVER."/>

        </makefault>
        <send/>

    </sequence>
</definitions>

This configuration file   is available in the  directory.synapse_sample_52.xml  <ESB_HOME>/repository/samples 
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1.  

2.  

1.  

2.  
3.  
4.  

To build the sample

Start three instances of the sample Axis2 server on HTTP ports 9001, 9002 and 9003 and give unique names to each server. For instructions on
starting the Axis2 server, see  .Starting the Axis2 server
Deploy the back-end service  . For instructions on deploying sample back-end services, see LoadbalanceFailoverService Deploying sample

.back-end services

Executing the sample

The sample client used here is the .Load Balance and Failover Client

To execute the sample client

Run the following command from the   directory.<ESB_HOME>/samples/axis2Client

ant loadbalancefailover -Di=100

Run the client again using the above command without the  parameter. -Di=100 
While running the client, stop the server named MyServer1.
Restart MyServer1.

Analyzing the output

When the client is run for the first time, the client sends 100 requests to the  through the ESB. The ESB will distributeLoadbalanceFailoverService
the load among the three endpoints specified in the configuration file in a round-robin manner. The  appends the nameLoadbalanceFailoverService
of the server to the response, so that the client can determine which server has processed the message.

When you analyze the output on the client console, you will see that the requests are processed by three servers.

The output on the client console will be as follows: 

[java] Request: 1 ==> Response from server: MyServer1
[java] Request: 2 ==> Response from server: MyServer2
[java] Request: 3 ==> Response from server: MyServer3
[java] Request: 4 ==> Response from server: MyServer1
[java] Request: 5 ==> Response from server: MyServer2
[java] Request: 6 ==> Response from server: MyServer3
[java] Request: 7 ==> Response from server: MyServer1
...

When you run the client without the    parameter, the client sends infinite requests. When you stop the server named MyServer1 while running the-Di=100
client, the requests will be distributed only among MyServer2 and MyServer3.

You can see this by analyzing the log output on the client console, which will be as follows: 

...
[java] Request: 61 ==> Response from server: MyServer1
[java] Request: 62 ==> Response from server: MyServer2
[java] Request: 63 ==> Response from server: MyServer3
[java] Request: 64 ==> Response from server: MyServer2
[java] Request: 65 ==> Response from server: MyServer3
[java] Request: 66 ==> Response from server: MyServer2
[java] Request: 67 ==> Response from server: MyServer3

By analysing the above output, you will understand that MyServer1 was stopped after request 63. You can come to this conclusion because all requests
coming after request 63 are distributed only among MyServer2 and MyServer3.

When you restart MyServer1, you will see that the requests are now sent again to all three servers roughly after 60 seconds. This is because <suspendDu
is specified as 60 seconds in the configuration file.rationOnFailure> 

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Axis2server
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Backend
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Since is specified as 60 seconds, the load balance endpoint will suspend any failed child endpoint only for 60 seconds<suspendDurationOnFailure> 
on detecting the failure.

Sample 53: Using Failover Endpoints to Handle Peak Loads

Introduction
Prerequisites
Building the sample
Executing the sample
Analyzing the output

Introduction

This sample demonstrates how you can handle peak load scenarios using failover endpoints. Here three failover endpoints are used in order to handle the
requests that are coming in. 

Prerequisites

For a list of prerequisites, see  .Prerequisites to Start the ESB Samples

Building the sample

The XML configuration for this sample is as follows: 

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-ESBSamplePrerequisites
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<definitions xmlns="http://ws.apache.org/ns/synapse">
    <sequence name="main" onError="errorHandler">

        <in>
            <send>

                <endpoint>
                    <failover>

                        <endpoint>
                            <address

uri="http://localhost:9001/services/LBService1">
                                <enableAddressing/>

                                <suspendOnFailure>
                                 

<initialDuration>60000</initialDuration>
                                 

<progressionFactor>1.0</progressionFactor>
                                </suspendOnFailure>

                            </address>
                        </endpoint>

                        <endpoint>
                            <address

uri="http://localhost:9002/services/LBService1">
                                <enableAddressing/>

                                <suspendOnFailure>
                                 

<initialDuration>60000</initialDuration>
                                 

<progressionFactor>1.0</progressionFactor>
                                </suspendOnFailure>

                            </address>
                        </endpoint>

                        <endpoint>
                            <address

uri="http://localhost:9003/services/LBService1">
                                <enableAddressing/>

                                <suspendOnFailure>
                                 

<initialDuration>60000</initialDuration>
                                 

<progressionFactor>1.0</progressionFactor>
                                </suspendOnFailure>

                            </address>
                        </endpoint>

                    </failover>
                </endpoint>

            </send><drop/>
        </in>

        <out>
            <!-- Send the messages where they have been sent (i.e.

implicit To EPR) -->
            <send/>

        </out>
    </sequence>

    <sequence name="errorHandler">
        <makefault>

            <code value="tns:Receiver"
xmlns:tns="http://www.w3.org/2003/05/soap-envelope"/>

            <reason value="COULDN'T SEND THE MESSAGE TO THE SERVER."/>
        </makefault>

        <header name="To" action="remove"/>

        <property name="RESPONSE" value="true"/>
        <send/>

    </sequence>
</definitions>
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1.  

2.  

1.  

2.  
3.  
4.  

This configuration file   is available in the  directory.synapse_sample_53.xml  <ESB_HOME>/repository/samples 

To build the sample

Start three instances of the sample Axis2 server on HTTP ports 9001, 9002 and 9003 respectively and give unique names to each server. For
instructions on starting the Axis2 server, see  .Starting the Axis2 server
Deploy the back-end service  . For instructions on deploying sample back-end services, see LoadbalanceFailoverService Deploying sample

.back-end services

Executing the sample

The sample client used here is the .Load Balance and Failover Client

To execute the sample client

Run the following command from the   directory, to send infinite requests.<ESB_HOME>/samples/axis2Client

ant loadbalancefailover

While the client is running, stop the server named MyServer1.
Stop the server named MyServer2.
Stop the server named MyServer3.

Analyzing the output

According to the configuration file for this sample, messages are sent with the failover behavior. Initially the server at port 9001 is treated as the primary
server and the other two are treated as back up servers. Messages will always be directed only to the primary server. If the primary server fails, the next
listed server is selected as the primary server. Therefore, messages are sent successfully as long as there is at least one active server. To test this, run the
loadbalancefailover client to send infinite requests as follows:

ant loadbalancefailover

When you run the client, infinite requests will be sent and you will see that all requests are processed by MyServer1. This is because the requests are
always directed only to the primary server.

Here, the server at port 9001 is treated as the primary server and the other two are treated as back up servers. Therefore, all requests are processed by
the server at port 9001 which is named as MyServer1.

Once you stop MyServer1 and analyze the log output on the client console, you will see that all subsequent requests are processed by MyServer2.

If MyServer1 is stopped after the request 127, the log output will be as follows:

...
[java] Request: 125 ==> Response from server: MyServer1
[java] Request: 126 ==> Response from server: MyServer1
[java] Request: 127 ==> Response from server: MyServer1
[java] Request: 128 ==> Response from server: MyServer2
[java] Request: 129 ==> Response from server: MyServer2
[java] Request: 130 ==> Response from server: MyServer2
...

When all servers are stopped, the error sequence will be activated and you will see the following fault message on the client console.

[java] COULDN'T SEND THE MESSAGE TO THE SERVER.

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Axis2server
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Backend
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When a server failure is detected, the failed server will be added once again to the active servers list after 60 seconds. This is because <suspendDuratio
 is set to 60 in the configuration file. Therefore, if you have restarted any of the stopped servers and have stopped all other servers,nOnFailure>

messages will be directed to the server that is restarted.

Sample 54: Session Affinity Load Balancing between Three Endpoints

Introduction
Prerequisites
Building the sample
Executing the sample
Analyzing the output

Introduction

This sample demonstrates how the ESB can handle load balancing with session affinity using . The configuration used here is thesimple client sessions
same as the configuration in sample 52, except that here the session type is specified as  . This is a client initiated session, whichsimpleClientSession
means that the client generates the session identifier and sends it with each request. In this sample session type, the client adds a SOAP header named
ClientID containing the identifier of the client. The ESB binds this ID with a server on the first request and sends all seccessive requests containing that ID
to the same server. 

Prerequisites

For a list of prerequisites, see  .Prerequisites to Start the ESB Samples

Building the sample

The XML configuration for this sample is as follows: 

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-ESBSamplePrerequisites
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1.  

2.  

<definitions xmlns="http://ws.apache.org/ns/synapse">
    <sequence name="main" onError="errorHandler">

        <in>
            <send>

                <endpoint>
                    <!-- specify the session as the simple client

session provided by Synapse for
                    testing purpose -->

                    <session type="simpleClientSession"/>

                    <loadbalance>
                        <endpoint>

                            <address
uri="http://localhost:9001/services/LBService1">

                                <enableAddressing/>
                            </address>

                        </endpoint>
                        <endpoint>

                            <address
uri="http://localhost:9002/services/LBService1">

                                <enableAddressing/>
                            </address>

                        </endpoint>
                        <endpoint>

                            <address
uri="http://localhost:9003/services/LBService1">

                                <enableAddressing/>
                            </address>

                        </endpoint>
                    </loadbalance>

                </endpoint>
            </send><drop/>

        </in>
        <out>

            <!-- Send the messages where they have been sent (i.e.
implicit To EPR) -->

            <send/>
        </out>

    </sequence>
    <sequence name="errorHandler">

        <makefault>
            <code value="tns:Receiver"

xmlns:tns="http://www.w3.org/2003/05/soap-envelope"/>
            <reason value="COULDN'T SEND THE MESSAGE TO THE SERVER."/>

        </makefault>

        <header name="To" action="remove"/>
        <property name="RESPONSE" value="true"/>

        <send/>
    </sequence>

</definitions>

This configuration file   is available in the  directory.synapse_sample_54.xml  <ESB_HOME>/repository/samples 

To build the sample

Start three instances of the sample Axis2 server on HTTP ports 9001, 9002 and 9003 and give unique names to each server. For instructions on
starting the Axis2 server, see  .Starting the Axis2 server
Deploy the back-end service  . For instructions on deploying sample back-end services, see LoadbalanceFailoverService Deploying sample

.back-end services

Executing the sample

The sample client used here is the .Load Balance and Failover Client

To execute the sample client

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Axis2server
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Run the following command from the   directory.<ESB_HOME>/samples/axis2Client

ant loadbalancefailover -Dmode=session

Analyzing the output

When the client is run in the session mode, the client continuously sends requests with three different session IDs.
Out of these three IDs one ID is selected randomly for each request. Then the client prints the session ID with the
server that responds for each request.

When you analyze the output on the client console, you will see the client output for the first 10 requests, which will
be as follows:

[java] Request: 1 Session number: 1 Response from server: MyServer3
[java] Request: 2 Session number: 2 Response from server: MyServer2

[java] Request: 3 Session number: 0 Response from server: MyServer1
[java] Request: 4 Session number: 2 Response from server: MyServer2

[java] Request: 5 Session number: 1 Response from server: MyServer3
[java] Request: 6 Session number: 2 Response from server: MyServer2

[java] Request: 7 Session number: 2 Response from server: MyServer2
[java] Request: 8 Session number: 1 Response from server: MyServer3

[java] Request: 9 Session number: 0 Response from server: MyServer1
[java] Request: 10 Session number: 0 Response from server: MyServer1

... 

By analysing the above output, you will see that the session number 0 is always directed to the server named MyServer1. This means that the session
number 0 is bound to MyServer1. Similarly, session 1 s always directed to MyServer3 and session 2 is always directed to MyServer2. This means that
session 1 and 2 are bound to MyServer3 and MyServer2 respectively.

 

Sample 55: Session Affinity Load Balancing between Failover Endpoints

Introduction
Prerequisites
Building the sample
Executing the sample
Analyzing the output

Introduction

This sample demonstrates how the ESB can handle session aware load balancing between failover endpoints.

The configuration in this sample also uses the session type    to bind session ID values to servers as in sample 54. The differencesimpleClientSession
in this sample is that fail-over endpoints are specified as child endpoints of the load balance endpoint. Therefore, sessions are bound to the fail-over
endpoints. The session specific data maintained in endpoint servers are replicated among the failover endpoints using a clustering mechanism. Therefore,
if one endpoint bound to a session fails, successive requests for that session will be directed to the next endpoint in that failover group.

Prerequisites

For a list of prerequisites, see  .Prerequisites to Start the ESB Samples

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-ESBSamplePrerequisites
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Building the sample

The XML configuration for this sample is as follows: 
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<definitions xmlns="http://ws.apache.org/ns/synapse">
    <sequence name="main" onError="errorHandler">

        <in>
            <send>

                <endpoint>
                    <!-- specify the session as the simple client

session provided by Synapse for
                    testing purpose -->

                    <session type="simpleClientSession"/>
                    <loadbalance>

                        <endpoint>
                            <failover>

                                <endpoint>
                                    <address

uri="http://localhost:9001/services/LBService1">
                                        <enableAddressing/>

                                    </address>
                                </endpoint>

                                <endpoint>
                                    <address

uri="http://localhost:9002/services/LBService1">
                                        <enableAddressing/>

                                    </address>
                                </endpoint>

                            </failover>
                        </endpoint>

                        <endpoint>
                            <failover>

                                <endpoint>
                                    <address

uri="http://localhost:9003/services/LBService1">
                                        <enableAddressing/>

                                    </address>
                                </endpoint>

                                <endpoint>
                                    <address

uri="http://localhost:9004/services/LBService1">
                                        <enableAddressing/>

                                    </address>
                                </endpoint>

                            </failover>
                        </endpoint>

                    </loadbalance>
                </endpoint>

            </send>
            <drop/>

        </in>
        <out>

            <!-- Send the messages where they have been sent (i.e.
implicit To EPR) -->

            <send/>
        </out>

    </sequence>
    <sequence name="errorHandler">

        <makefault>
            <code value="tns:Receiver"

xmlns:tns="http://www.w3.org/2003/05/soap-envelope"/>
            <reason value="COULDN'T SEND THE MESSAGE TO THE SERVER."/>

        </makefault>
        <send/>

    </sequence>
</definitions>

This configuration file   is available in the  directory.synapse_sample_55.xml  <ESB_HOME>/repository/samples 
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1.  

2.  

1.  

2.  

To build the sample

Start four instances of the sample Axis2 server on HTTP ports 9001, 9002, 9003 and 9004 respectively and give unique names to each
server. For instructions on starting the Axis2 server, see  .Starting the Axis2 server
Deploy the back-end service  . For instructions on deploying sample back-end services, see LoadbalanceFailoverService Deploying sample

.back-end services

Executing the sample

The sample client used here is the .Load Balance and Failover Client

To execute the sample client

Run the following command from the   directory.<ESB_HOME>/samples/axis2Client

ant loadbalancefailover -Dmode=session

While the client is running, stop the server named MyServer1.

Analyzing the output

When the client is run, you will see the following output on the client console:

...
[java] Request: 222 Session number: 0 Response from server: MyServer1
[java] Request: 223 Session number: 0 Response from server: MyServer1
[java] Request: 224 Session number: 1 Response from server: MyServer1
[java] Request: 225 Session number: 2 Response from server: MyServer3
[java] Request: 226 Session number: 0 Response from server: MyServer1
[java] Request: 227 Session number: 1 Response from server: MyServer1
[java] Request: 228 Session number: 2 Response from server: MyServer3
[java] Request: 229 Session number: 1 Response from server: MyServer1
[java] Request: 230 Session number: 1 Response from server: MyServer1
[java] Request: 231 Session number: 2 Response from server: MyServer3
...

ou will see that the session 0By analysing the above output, y  and session 1 are always directed to MyServer1 whereas session 2
is always directed to MyServer3. You will notice that none of the requests are directed to MyServer2 and
MyServer4. This is because  are kept as backup servers by the failover endpoints.MyServer2 and MyServer4

When MyServer1 is stopped while running the sample, you will see that all successive requests for session 0 are
directed to MyServer2, which is the backup server for MyServer1's failover group.

The output on the client console will be as follows:

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Axis2server
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Backend
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Backend


WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 1929

...
[java] Request: 529 Session number: 2 Response from server: MyServer3

[java] Request: 530 Session number: 1 Response from server: MyServer1
[java] Request: 531 Session number: 0 Response from server: MyServer1

[java] Request: 532 Session number: 1 Response from server: MyServer1
[java] Request: 533 Session number: 1 Response from server: MyServer1

[java] Request: 534 Session number: 1 Response from server: MyServer1
[java] Request: 535 Session number: 0 Response from server: MyServer2

[java] Request: 536 Session number: 0 Response from server: MyServer2
[java] Request: 537 Session number: 0 Response from server: MyServer2

[java] Request: 538 Session number: 2 Response from server: MyServer3
[java] Request: 539 Session number: 0 Response from server: MyServer2

...

By analysing the above output, you will see that all requests for session 0 are directed to MyServer2 after the request 534. Therefore, you can come to the
conclusion that MyServer1 was stopped after request 534.

Sample 56: Using a WSDL Endpoint as the Target Endpoint

Introduction
Prerequisites
Building the sample
Executing the sample
Analyzing the output

Introduction

This sample demonstrates how you can use a WSDL endpoint as the target endpoint. The configuration in this sample uses a WSDL endpoint inside the
send mediator. This WSDL endpoint extracts the target endpoint r  from the WSDL document specified in the configuration. In this configurationeference
the WSDL document is specified as a URI.

Prerequisites

For a list of prerequisites, see  .Prerequisites to Start the ESB Samples

Building the sample

The XML configuration for this sample is as follows: 

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-ESBSamplePrerequisites
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1.  
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<definitions xmlns="http://ws.apache.org/ns/synapse">
    <sequence name="main">

        <in>
            <send>

                <!-- get epr from the given wsdl -->
                <endpoint>

                    <wsdl
uri="file:samples/service-bus/resources/proxy/sample_proxy_1.wsdl"

                          service="SimpleStockQuoteService"
port="SimpleStockQuoteServiceHttpSoap11Endpoint"/>

                </endpoint>
            </send>

        </in>
        <out>

            <send/>
        </out>

    </sequence>
</definitions>

This configuration file   is available in the  directory.synapse_sample_56.xml  <ESB_HOME>/repository/samples 

To build the sample

Start the Axis2 server. For instructions on starting the Axis2 server, see  .Starting the Axis2 server
Deploy the back-end service  . For instructions on deploying sample back-end services, see SimpleStockQuoteService Deploying sample

.back-end services

Executing the sample

The sample client used here is the , which can operate in several modes. For further details on this sample client and its operationStock Quote Client
modes, see  .Stock Quote Client

To execute the sample client

Run the following command from the   directory.<ESB_HOME>/samples/axis2Client

ant stockquote -Dsymbol=IBM -Dmode=quote -Daddurl=http://localhost:8280

Analyzing the output

When the client is run, you will see the following output on the client console:

Standard :: Stock price = $95.26454380258552

According to   the WSDL endpoint inside the send mediator extracts the EPR from the WSDL document. Since WSDLsynapse_sample_56.xml 
documents can have many services and many ports inside each service, the service and port of the required endpoint has to be specified in the
configuration via the   and   attributes respectively. When it comes to address endpoints, the QoS parameters for the endpoint can beservice port
specified in the configuration. An excerpt taken from , which is the WSDL document used in     issample_proxy_1.wsdl synapse_sample_56.xml
given below.

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Axis2server
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Backend
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Backend
https://docs.wso2.com/display/EI650/Using+the+Sample+Clients#UsingtheSampleClients-StockQuoteClient
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1.  

2.  

1.  

2.  

3.  

<wsdl:service name="SimpleStockQuoteService">
   <wsdl:port name="SimpleStockQuoteServiceHttpSoap11Endpoint"

binding="ns:SimpleStockQuoteServiceSoap11Binding">
            <soap:address

location="http://localhost:9000/services/SimpleStockQuoteService.Simple
StockQuoteServiceHttpSoap11Endpoint"/>

   </wsdl:port>
   <wsdl:port name="SimpleStockQuoteServiceHttpSoap12Endpoint"

binding="ns:SimpleStockQuoteServiceSoap12Binding">
            <soap12:address

location="http://localhost:9000/services/SimpleStockQuoteService.Simple
StockQuoteServiceHttpSoap12Endpoint"/>

   </wsdl:port>
</wsdl:service>

According to the above WSDL, the service and port specified in the configuration refers to the endpoint address  http://localhost:9000/services/
SimpleStockQuoteService.SimpleStockQuoteServiceHttpSoap11Endpoint

Sample 57: Dynamic Load Balancing between Three Nodes

Introduction
Prerequisites
Building the sample
Executing the sample
Analyzing the output

Introduction

This sample demonstrates how to use the dynamic load balancing mechanism of the ESB to support load balancing between three nodes.

Prerequisites

Enable clustering and group management in the   file. To do this,<ESB_HOME>/repository/conf/axis2/axis2.xml
Set the  attribute of the  and  elements to . enable clustering groupManagement true

Provide the IP address of your machine as the value of the  mcastBindAddress and localMemberH
    ost parameters. For more information on clustering, see  WSO2 Clustering and Deployment Guide .

Enable clustering in the   file. To do this, <ESB_HOME>/samples/axis2Server/repository/conf/axis2.xml
Set the  attribute of the  elements to .enable clustering true

Provide the IP address of your machine as the value of the  mcastBindAddress and localMemberH
 ost parameters.

Make sure that the   applicationDomain of the membershipHandler is the same as the domain
  name specified in the axis2.xml file of the Axis2 servers.

For a list of general prerequisites, see  .Prerequisites to Start the ESB Samples

Building the sample

The XML configuration for this sample is as follows: 

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

https://docs.wso2.org/display/CLUSTER420/WSO2+Clustering+and+Deployment+Guide
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-ESBSamplePrerequisites
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1.  

2.  

1.  

2.  
3.  
4.  

<definitions xmlns="http://ws.apache.org/ns/synapse">
    <sequence name="main" onError="errorHandler">

        <in>
            <send>

                <endpoint name="dynamicLB">
                    <dynamicLoadbalance failover="true"

algorithm="org.apache.synapse.endpoints.algorithms.RoundRobin">
                        <membershipHandler

class="org.apache.synapse.core.axis2.Axis2LoadBalanceMembershipHandler"
>

                            <property name="applicationDomain"
value="apache.axis2.application.domain"/>

                        </membershipHandler>
                    </dynamicLoadbalance>

                </endpoint>
            </send>

            <drop/>
        </in>

        <out>
            <!-- Send the messages where they have been sent (i.e.

implicit To EPR) -->
            <send/>

        </out>
    </sequence>

    <sequence name="errorHandler">
        <makefault response="true">

            <code value="tns:Receiver"
xmlns:tns="http://www.w3.org/2003/05/soap-envelope"/>

            <reason value="COULDN'T SEND THE MESSAGE TO THE SERVER."/>
        </makefault>

        <send/>
    </sequence>

</definitions>

This configuration file   is available in the  directory.synapse_sample_57.xml  <ESB_HOME>/repository/samples 

To build the sample

Start three instances of the sample Axis2 server on HTTP ports 9001, 9002 and 9003 respectively and give unique names to each server. For
instructions on starting the Axis2 server, see  .Starting the Axis2 server
Deploy the back-end service   . For instructions on deploying sample back-end services, see LoadbalanceFailoverService Deploying sample

.back-end services

Executing the sample

The sample client used here is the  .Load Balance and Failover Client

To execute the sample client

Run the following command from the   directory.<ESB_HOME>/samples/axis2Client

ant loadbalancefailover -Di=100

Run the client again using the above command without the  parameter. -Di=100 
While running the client, stop the server named MyServer1.
Restart MyServer1.

Analyzing the output

When the client is run for the first time, the client sends 100 requests to the   through the ESB. The ESB will distributeLoadbalanceFailoverService
the load among the three nodes in a round-robin manner. The   appends the name of the server to the response, so thatLoadbalanceFailoverService
the client can determine which server has processed the message.

https://docs.wso2.com/display/ESB500/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Axis2server
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Backend
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Backend
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When you analyze the output on the client console, you will see that the requests are processed by three servers.

The output on the client console will be as follows: 

[java] Request: 1 ==> Response from server: MyServer1
[java] Request: 2 ==> Response from server: MyServer2
[java] Request: 3 ==> Response from server: MyServer3
[java] Request: 4 ==> Response from server: MyServer1
[java] Request: 5 ==> Response from server: MyServer2
[java] Request: 6 ==> Response from server: MyServer3
[java] Request: 7 ==> Response from server: MyServer1
...

When you run the client without the    parameter, the client sends infinite requests. When you stop the server named MyServer1 while running the-Di=100
client, you will see that the requests are distributed only among MyServer2 and MyServer3.

You can see this by analyzing the log output on the client console, which will be as follows: 

...
[java] Request: 61 ==> Response from server: MyServer1
[java] Request: 62 ==> Response from server: MyServer2
[java] Request: 63 ==> Response from server: MyServer3
[java] Request: 64 ==> Response from server: MyServer2
[java] Request: 65 ==> Response from server: MyServer3
[java] Request: 66 ==> Response from server: MyServer2
[java] Request: 67 ==> Response from server: MyServer3
...

By analysing the above output, you will understand that MyServer1 was stopped after request 63. You can come to this conclusion because all requests
coming after request 63 are distributed only among MyServer2 and MyServer3.

When you restart MyServer1, you will see that the requests are now sent again to all three servers. 

Sample 58: Static Load Balancing between Three Nodes

Introduction
Prerequisites
Building the sample
Executing the sample
Analyzing the output

Introduction

This sample demonstrates how to use the ESB to support static load balancing between three nodes when you have a set of  statically configured nodes.

Prerequisites

For a list of general prerequisites, see Prerequisites to Start the ESB Samples

Building the sample

The XML configuration for this sample is as follows: 

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-ESBSamplePrerequisites
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1.  

2.  

1.  

2.  
3.  
4.  

<definitions xmlns="http://ws.apache.org/ns/synapse">
    <sequence name="main" onError="errorHandler">

        <in>
            <send>

                <endpoint>
                    <loadbalance failover="true">

                        <member hostName="127.0.0.1" httpPort="9001"
httpsPort="9005"/>

                        <member hostName="127.0.0.1" httpPort="9002"
httpsPort="9006"/>

                        <member hostName="127.0.0.1" httpPort="9003"
httpsPort="9007"/>

                    </loadbalance>
                </endpoint>

            </send>
            <drop/>

        </in>
        <out>

            <!-- Send the messages where they have been sent (i.e.
implicit To EPR) -->

            <send/>
        </out>

    </sequence>
    <sequence name="errorHandler">

        <makefault response="true">
            <code value="tns:Receiver"

xmlns:tns="http://www.w3.org/2003/05/soap-envelope"/>
            <reason value="COULDN'T SEND THE MESSAGE TO THE SERVER."/>

        </makefault>
        <send/>

    </sequence>
</definitions>

This configuration file   is available in the  directory.synapse_sample_58.xml  <ESB_HOME>/repository/samples 

To build the sample

Start three instances of the sample Axis2 server on HTTP ports 9001, 9002 and 9003 respectively and give unique names to each server. For
instructions on starting the Axis2 server, see  .Starting the Axis2 server
Deploy the back-end service   . For instructions on deploying sample back-end services, see LoadbalanceFailoverService Deploying sample

.back-end services

Executing the sample

The sample client used here is the  .Load Balance and Failover Client

To execute the sample client

Run the following command from the   directory.<ESB_HOME>/samples/axis2Client

ant loadbalancefailover -Di=100

Run the client again using the above command without the  parameter. -Di=100 
While running the client, stop the server named MyServer1.
Restart MyServer1.

Analyzing the output

When the client is run for the first time, the client sends 100 requests to the   through the ESB. The ESB will distributeLoadbalanceFailoverService
the load among the three nodes in a round-robin manner. The   appends the name of the server to the response, so thatLoadbalanceFailoverService
the client can determine which server has processed the message.

https://docs.wso2.com/display/ESB500/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Axis2server
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Backend
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Backend
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When you analyze the output on the client console, you will see that the requests are processed by three servers.

The output on the client console will be as follows: 

[java] Request: 1 ==> Response from server: MyServer1
[java] Request: 2 ==> Response from server: MyServer2

[java] Request: 3 ==> Response from server: MyServer3
[java] Request: 4 ==> Response from server: MyServer1

[java] Request: 5 ==> Response from server: MyServer2
[java] Request: 6 ==> Response from server: MyServer3

[java] Request: 7 ==> Response from server: MyServer1
...

When you run the client without the    parameter, the client sends infinite requests. When you stop the server named MyServer1 while running the-Di=100
client, you will see that the requests are distributed only among MyServer2 and MyServer3.

You can see this by analyzing the log output on the client console, which will be as follows: 

...
[java] Request: 61 ==> Response from server: MyServer1
[java] Request: 62 ==> Response from server: MyServer2
[java] Request: 63 ==> Response from server: MyServer3
[java] Request: 64 ==> Response from server: MyServer2
[java] Request: 65 ==> Response from server: MyServer3
[java] Request: 66 ==> Response from server: MyServer2
[java] Request: 67 ==> Response from server: MyServer3
...

By analysing the above output, you will understand that MyServer1 was stopped after request 63. You can come to this conclusion because all requests
coming after request 63 are distributed only among MyServer2 and MyServer3.

When you restart MyServer1, you will see that the requests are now sent again to all three servers. 

Sample 59: Weighted load balancing between 3 endpoints

Objective: Demonstrate the weighted load balancing among a set of endpoints.

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/
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<definitions xmlns="http://ws.apache.org/ns/synapse">

    <sequence name="main" onError="errorHandler">
        <in>

            <send>
                <endpoint>

                    <loadbalance
                           

algorithm="org.apache.synapse.endpoints.algorithms.WeightedRoundRobin">
                        <endpoint>

                            <address
uri="http://localhost:9001/services/LBService1">

                                <enableAddressing/>
                                <suspendOnFailure>

                                   
<initialDuration>20000</initialDuration>

                                   
<progressionFactor>1.0</progressionFactor>

                                </suspendOnFailure>
                            </address>

                            <property name="loadbalance.weight"
value="1"/>

                        </endpoint>
                        <endpoint>

                            <address
uri="http://localhost:9002/services/LBService1">

                                <enableAddressing/>
                                <suspendOnFailure>

                                   
<initialDuration>20000</initialDuration>

                                   
<progressionFactor>1.0</progressionFactor>

                                </suspendOnFailure>
                            </address>

                            <property name="loadbalance.weight"
value="2"/>

                        </endpoint>
                        <endpoint>

                            <address
uri="http://localhost:9003/services/LBService1">

                                <enableAddressing/>
                                <suspendOnFailure>

                                   
<initialDuration>20000</initialDuration>

                                   
<progressionFactor>1.0</progressionFactor>

                                </suspendOnFailure>
                            </address>

                            <property name="loadbalance.weight"
value="3"/>

                        </endpoint>
                    </loadbalance>

                </endpoint>
            </send>

            <drop/>
        </in>

        <out>
            <send/>

        </out>
    </sequence>

    <sequence name="errorHandler">
        <makefault response="true">

            <code xmlns:tns="http://www.w3.org/2003/05/soap-envelope"
value="tns:Receiver"/>

            <reason value="COULDN'T SEND THE MESSAGE TO THE SERVER."/>
        </makefault>

        <send/>
    </sequence>

</definitions>
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Prerequisites:

Deploy the  and start three instances of sample Axis2 server as mentioned in sample 52.LoadbalanceFailoverService

Above configuration sends messages with the weighted loadbalance behaviour. Weight of each leaf address endpoint is defined by integer value of
"loadbalance.weight" property associated with each endpoint. If weight of a endpoint is x, x number of requests will send to that endpoint before switch to
next active endpoint. 
To test this, run the loadbalancefailover client to send 100 requests as follows:

ant loadbalancefailover -Di=100

This client sends 100 requests to the LoadbalanceFailoverService through ESB. ESB will distribute the load among the three endpoints mentioned in the
configuration in weighted round-robin manner. LoadbalanceFailoverService appends the name of the server to the response, so that client can determine
which server has processed the message. If you examine the console output of the client, you can see that requests are processed by three servers as
follows:

[java] Request: 1 ==> Response from server: MyServer1
[java] Request: 2 ==> Response from server: MyServer2
[java] Request: 3 ==> Response from server: MyServer2
[java] Request: 4 ==> Response from server: MyServer3
[java] Request: 5 ==> Response from server: MyServer3
[java] Request: 6 ==> Response from server: MyServer3
[java] Request: 7 ==> Response from server: MyServer1
[java] Request: 8 ==> Response from server: MyServer2
[java] Request: 9 ==> Response from server: MyServer2
[java] Request: 10 ==> Response from server: MyServer3
[java] Request: 11 ==> Response from server: MyServer3
[java] Request: 12 ==> Response from server: MyServer3
...

As logs you see something similar to endpoint with weight 1 received 1 request and endpoint with weight 2 received 2
 etc. in a cyclerequests,

Sample 60: Routing a Message to a Static List of Recipients

Objective: Demonstrate message routing to a set of static endpoints.

Prerequisites

Start ESB with the following sample configuration:

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/
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<?xml version="1.0" encoding="UTF-8"?>
<definitions xmlns="http://ws.apache.org/ns/synapse">

    <sequence name="main" onError="errorHandler">
        <in>

            <send>
                <endpoint>

                    <!--List of Recipients (static)-->
                    <recipientlist>

                        <endpoint>
                            <address

uri="http://localhost:9001/services/SimpleStockQuoteService"/>
                        </endpoint>

                        <endpoint>
                            <address

uri="http://localhost:9002/services/SimpleStockQuoteService"/>
                        </endpoint>

      <endpoint>
                            <address

uri="http://localhost:9003/services/SimpleStockQuoteService"/>
                        </endpoint>

                    </recipientlist>
                </endpoint>

            </send>
            <drop/>

        </in>
        <out>

            <log level="full"/>
            <drop/>

        </out>
    </sequence>

    <sequence name="errorHandler">
        <makefault response="true">

            <code xmlns:tns="http://www.w3.org/2003/05/soap-envelope"
value="tns:Receiver"/>

            <reason value="COULDN'T SEND THE MESSAGE TO THE SERVER."/>
        </makefault>

        <send/>
    </sequence>

</definitions>

Deploy the SimpleStockQuoteService and start three instances of sample Axis2 server as mentioned in sample 52 Sessionless Load Balancing Between 3
Endpoints.

The above configuration routes a cloned copy of a message to each recipient defined within the static recipient list. To test this, run the StockQuote client to
send an out-only message as follows:

ant stockquote -Dmode=placeorder -Dtrpurl=http://localhost:8280/

This client sends a request to the SimpleStockQuoteService through the ESB. ESB will create cloned copies of the message and route to the three
endpoints mentioned in the configuration. SimpleStockQuoteService prints the details of the placed order. If you examine the console output of each
server, you can see that requests are processed by the three servers as follows:

Accepted order #1 for : 15738 stocks of IBM at $ 185.51155223506518

Now shutdown MyServer1 and resend the request. You will observe that requests are still processed by MyServer2 and MyServer3.

Sample 61: Routing a Message to a Dynamic List of Recipients
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Introduction
Prerequisites
Building the sample
Executing the sample

Introduction

This sample demonstrates message routing to a set of dynamic endpoints.

Prerequisites

For a list of prerequisites, see  .Prerequisites to Start the ESB Samples

Building the sample

The XML configuration for this sample is as follows: 

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-ESBSamplePrerequisites
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1.  

2.  

<definitions xmlns="http://ws.apache.org/ns/synapse">
   <sequence name="errorHandler">

      <makefault response="true">
         <code xmlns:tns="http://www.w3.org/2003/05/soap-envelope"

value="tns:Receiver" />
         <reason value="COULDN'T SEND THE MESSAGE TO THE SERVER." />

      </makefault>
      <send />

   </sequence>
   <sequence name="fault">

      <log level="full">
         <property name="MESSAGE" value="Executing default

&quot;fault&quot; sequence" />
         <property name="ERROR_CODE"

expression="get-property('ERROR_CODE')" />
         <property name="ERROR_MESSAGE"

expression="get-property('ERROR_MESSAGE')" />
      </log>

      <drop />
   </sequence>

   <sequence name="main" onError="errorHandler">
      <in>

         <property name="EP_LIST"
value="http://localhost:9001/services/SimpleStockQuoteService,http://lo

calhost:9002/services/SimpleStockQuoteService,http://localhost:9003/ser
vices/SimpleStockQuoteService"/> 

         <property name="OUT_ONLY" value="true" />
         <property name="FORCE_SC_ACCEPTED" value="true" scope="axis2"

/>
         <send>

            <endpoint>
               <recipientlist>

                  <endpoints value="{get-property('EP_LIST')}"
max-cache="20" />

               </recipientlist>
            </endpoint>

         </send>
         <drop/>

      </in>
   </sequence>

</definitions>

This configuration file   is available in the  directory.synapse_sample_61.xml  <ESB_HOME>/repository/samples 

To build the sample

Start three instances of the sample Axis2 server on HTTP ports 9001, 9002 and 9003 and give unique names to each server. For instructions on
starting the Axis2 server, see   Starting the Axis2 server .
Deploy the back-end service  . For instructions on deploying sample back-end services, see SimpleStockQuoteService Deploying sample

.back-end services

Executing the sample

The sample client used here is the , which can operate in several modes. For further details on this sample client and its operationStock Quote Client
modes, see  .Stock Quote Client

To execute the sample client

Run the following command from the   directory to send an out-only message:<ESB_HOME>/samples/axis2Client

ant stockquote -Dmode=placeorder -Dtrpurl=http://localhost:8280/

https://docs.wso2.com/display/ESB500/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Axis2server
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Backend
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Backend
https://docs.wso2.com/display/EI650/Using+the+Sample+Clients#UsingtheSampleClients-StockQuoteClient
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Sample 62: Routing a Message to a Dynamic List of Recipients and Aggregating Responses

Introduction
Prerequisites
Building the sample
Executing the sample
Analyzing the output

Introduction

This sample demonstrates message routing to a set of dynamic endpoints and aggregate responses.

Prerequisites

For a list of prerequisites, see  .Prerequisites to Start the ESB Samples

Building the sample

The XML configuration for this sample is as follows: 

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-ESBSamplePrerequisites
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1.  

2.  

<definitions xmlns="http://ws.apache.org/ns/synapse">
   <sequence name="errorHandler">

      <makefault response="true">
         <code xmlns:tns="http://www.w3.org/2003/05/soap-envelope"

value="tns:Receiver" />
         <reason value="COULDN'T SEND THE MESSAGE TO THE SERVER." />

      </makefault>
      <send />

   </sequence>
   <sequence name="fault">

      <log level="full">
         <property name="MESSAGE" value="Executing default

&quot;fault&quot; sequence" />
         <property name="ERROR_CODE"

expression="get-property('ERROR_CODE')" />
         <property name="ERROR_MESSAGE"

expression="get-property('ERROR_MESSAGE')" />
      </log>

      <drop />
   </sequence>

   <sequence name="main" onError="errorHandler">
      <in>

         <property name="EP_LIST"
value="http://localhost:9001/services/SimpleStockQuoteService,http://lo

calhost:9002/services/SimpleStockQuoteService,http://localhost:9003/ser
vices/SimpleStockQuoteService"/> 

         <send>
            <endpoint>

               <recipientlist>
                  <endpoints value="{get-property('EP_LIST')}"

max-cache="20" />
               </recipientlist>

            </endpoint>
         </send>

         <drop/>
      </in>

      <out>
        <!--Aggregate responses-->

        <aggregate>
           <onComplete xmlns:m0="http://services.samples"

                          expression="//m0:getQuoteResponse">
             <log level="full"/>

             <send/>
           </onComplete>

        </aggregate>
      </out>

   </sequence>
</definitions>

This configuration file   is available in the  directory.synapse_sample_62.xml  <ESB_HOME>/repository/samples 

To build the sample

Start three instances of the sample Axis2 server on HTTP ports 9001, 9002 and 9003 and give unique names to each server. For instructions on
starting the Axis2 server, see Starting the Axis2 server .
Deploy the back-end service  . For instructions on deploying sample back-end services, see SimpleStockQuoteService Deploying sample

.back-end services

Executing the sample

The sample client used here is the , which can operate in several modes. For further details on this sample client and its operationStock Quote Client
modes, see  .Stock Quote Client

To execute the sample client

Run the following command from the   directory:<ESB_HOME>/samples/axis2Client

https://docs.wso2.com/display/EI6xx/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Axis2server
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Backend
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Backend
https://docs.wso2.com/display/EI650/Using+the+Sample+Clients#UsingtheSampleClients-StockQuoteClient
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1.  

2.  

3.  

ant stockquote -Dtrpurl=http://localhost:8280/

Analyzing the output

When you have a look at the    configuration,  you will see that it routes a cloned copy of a message to each recipient definedsynapse_sample_62.xml 
within the dynamic recipient list , and that each recipient responds back with a stock quote. When all the responses reach the ESB, the responses are
aggregated to form the final response, which will be sent back to the client.

If you sent the client request through a TCP based conversation monitoring tool such as TCPMon, you will see the structure of the aggregated response
message.

Quality of Service Samples in Message Mediation

The following QoS sample in message mediation is available with WSO2 EI:

Sample 100: Using WS-Security for Outgoing Messages

Sample 100: Using WS-Security for Outgoing Messages

Introduction
Prerequisites
Building the sample
Executing the sample
Analyzing the output

Introduction

This sample demonstrates how you can use the ESB to connect to endpoints with WS-Security for outgoing messages.

In this sample the stock quote client sends a request without WS-Security. The ESB is configured to enable WS-Security as per the policy specified in the p
 file, for outgoing messages to the SecureStockQuoteService endpoint hosted on the Axis2 instance.olicy_3.xml

Prerequisites

For a list of general prerequisites, see  .Prerequisites to start ESB samples
This sample uses Apache Rampart as the back-end security implementation. Therefore, you need to download and install the unlimited strength
policy files for your JDK before using Apache Rampart. Follow the steps below to download and install the unlimited strength policy files:

Go to  , and download the unlimited strength JCEhttp://www.oracle.com/technetwork/java/javase/downloads/jce8-download-2133166.html
policy files for your JDK version.
Uncompress and extract the downloaded ZIP file. This creates a directory named JCE that contains the   and local_policy.jar US_ex

 files.port_policy.jar
In your Java installation directory, go to the   directory, and make a copy of the existing   and jre/lib/security local_policy.jar U

 files. Next, replace the original policy files with the policy files that you extracted in the previous step.S_export_policy.jar

Building the sample

The XML configuration for this sample is as follows: 

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-ESBSamplePrerequisites
http://www.oracle.com/technetwork/java/javase/downloads/jce8-download-2133166.html
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1.  
2.  

<definitions xmlns="http://ws.apache.org/ns/synapse">
    <localEntry key="sec_policy"

src="file:repository/samples/resources/policy/policy_3.xml"/>
    <sequence name="main">

        <in>
            <send>

                <endpoint name="secure">
                    <address

uri="http://localhost:9000/services/SecureStockQuoteService">
                        <enableSec policy="sec_policy"/>

                        <enableAddressing/>
                    </address>

                </endpoint>
            </send>

        </in>
        <out>

            <header name="wsse:Security" action="remove"
                   

xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wss
ecurity-secext-1.0.xsd"/>

            <send/>
        </out>

    </sequence>
</definitions>

This configuration file   is available in the  directory.synapse_sample_100.xml  <ESB_HOME>/repository/samples 

To build the sample

Start the Axis2 server. For instructions on starting the Axis2 server, see  .Starting the Axis2 server
Deploy the back-end service   . For instructions on deploying sample back-end services, see SecureStockQuoteService Deploying sample

.back-end services

Executing the sample

The sample client used here is the  , which can operate in several modes. For further details on this sample client and its operationStock Quote Client
modes, see  .Stock Quote Client

To execute the sample client

Run the following command from the   directory.<ESB_HOME>/samples/axis2Client

ant stockquote -Dtrpurl=http://localhost:8280/

Analyzing the output

When you analyze the debug log output on the ESB console, you will see the encrypted message flowing to the service and the encrypted response being
received by the ESB. You will also see that the  header is removed from the decrypted message and the response is delivered back towsse:Security
the client, as expected. 

If you use TCPMon and send the message through it, you will see the message sent by the ESB to the secure service as follows:

https://docs.wso2.org/enterprise-service-bus/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Axis2server
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Backend
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Backend
https://docs.wso2.org/enterprise-service-bus/Using+the+Sample+Clients#UsingtheSampleClients-StockQuoteClient
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POST http://localhost:9001/services/SecureStockQuoteService HTTP/1.1
Host: 127.0.0.1

SOAPAction: urn:getQuote
Content-Type: text/xml; charset=UTF-8

Transfer-Encoding: chunked
Connection: Keep-Alive

User-Agent: Synapse-HttpComponents-NIO

800
<?xml version='1.0' encoding='UTF-8'?>

   <soapenv:Envelope xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"
xmlns:wsa="http://www.w3.org/2005/08/addressing" ..>

      <soapenv:Header>
         <wsse:Security ..>

            <wsu:Timestamp ..>
               ...

            </wsu:Timestamp>
            <xenc:EncryptedKey..>

               ...
            </xenc:EncryptedKey>

            <wsse:BinarySecurityToken ...>
               <ds:SignedInfo>

               ...
               </ds:SignedInfo>

               <ds:SignatureValue>
               ...

               </ds:SignatureValue>
               <ds:KeyInfo Id="KeyId-29551621">

                  ...
               </ds:KeyInfo>

            </ds:Signature>
         </wsse:Security>

        
<wsa:To>http://localhost:9001/services/SecureStockQuoteService</wsa:To>

        
<wsa:MessageID>urn:uuid:1C4CE88B8A1A9C09D91177500753443</wsa:MessageID>

         <wsa:Action>urn:getQuote</wsa:Action>
      </soapenv:Header>

      <soapenv:Body
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wsse

curity-utility-1.0.xsd" wsu:Id="Id-3789605">
         <xenc:EncryptedData Id="EncDataId-3789605"

Type="http://www.w3.org/2001/04/xmlenc#Content">
            <xenc:EncryptionMethod

Algorithm="http://www.w3.org/2001/04/xmlenc#aes256-cbc" />
            <xenc:CipherData>

               
<xenc:CipherValue>Layg0xQcnH....6UKm5nKU6Qqr</xenc:CipherValue>

            </xenc:CipherData>
         </xenc:EncryptedData>

      </soapenv:Body>
   </soapenv:Envelope>0

Proxy Service Samples

The following  samples are available with WSO2 EI:Proxy Services

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/
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Sample 150: Introduction to Proxy Services
Sample 151: Custom Sequences and Endpoints with Proxy Services
Sample 152: Switching Transports and Message Format from SOAP to REST POX
Sample 153: Routing Messages that Arrive to a Proxy Service without Processing Security Headers
Sample 154: Load Balancing with Proxy Services
Sample 155: Dual Channel Invocation on Both Client Side and Server Side of Synapse with Proxy Services
Sample 156: Service Integration with specifying the receiving sequence
Sample 157: Conditional Router for Routing Messages based on HTTP URL, HTTP Headers and Query Parameters
Quality of Service Samples in Service Mediation

Sample 150: Introduction to Proxy Services

Objective: Introduction to ESB Proxy Services.

<definitions xmlns="http://ws.apache.org/ns/synapse">
    <proxy name="StockQuoteProxy">
        <target>
            <endpoint>
                <address
uri="http://localhost:9000/services/SimpleStockQuoteService"/>
            </endpoint>
            <outSequence>
                <send/>
            </outSequence>
        </target>
        <publishWSDL
uri="file:samples/service-bus/resources/proxy/sample_proxy_1.wsdl"/>
    </proxy>
</definitions>

Prerequisites

Start the Axis2 server and deploy the  if not already done.SimpleStockQuoteService

Once ESB starts, you could go to  and view the WSDL generated for the Proxy Service defined in thehttp://localhost:8280/services/StockQuoteProxy?wsdl
configuration. This WSDL is based on the source WSDL supplied in the Proxy Service definition and is updated to reflect the Proxy Service EPR.

Execute the stock quote client by requesting for a stock quote on the Proxy Service as follows:

1. Stock Quote Client

This is a simple SOAP client that could send stock quote requests, and receive and display the last sale price for a stock symbol.

The client is able to operate in the following modes, and send the payloads listed below as SOAP messages:

quote - sends a quote request for a single stock as follows. The response contains the last sales price for the stock which would be displayed.

<m:getQuote xmlns:m="http://services.samples/xsd">
 <m:request>

  <m:symbol>IBM</m:symbol>
 </m:request>

</m:getQuote>

customquote - sends a quote request in a custom format. The ESB would transform this custom request into the standard stock quote request
format and send it to the service. Upon receipt of the response it would be transformed again to a custom response format and returned to the

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

http://localhost:8280/services/StockQuoteProxy?wsdl
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client, which will then display the last sales price.

<m0:checkPriceRequest xmlns:m0="http://services.samples/xsd">
 <m0:Code>symbol</m0:Code>

</m0:checkPriceRequest>

fullquote - gets quote reports for the stock over a number of days (i.e. last 100 days of the year).

<m:getFullQuote xmlns:m="http://services.samples/xsd">
 <m:request>
  <m:symbol>IBM</m:symbol>
 </m:request>
</m:getFullQuote>

placeorder - places an order for stocks using a one way request

<m:placeOrder xmlns:m="http://services.samples/xsd">

 <m:order>
  <m:price>3.141593E0</m:price>

  <m:quantity>4</m:quantity>
  <m:symbol>IBM</m:symbol>

 </m:order>
</m:placeOrder>

marketactivity - gets a market activity report for the day (i.e. quotes for multiple symbols)

<m:getMarketActivity xmlns:m="http://services.samples/xsd">
 <m:request>
  <m:symbol>IBM</m:symbol>
  ...
  <m:symbol>MSFT</m:symbol>
 </m:request>
</m:getMarketActivity>

ant stockquote -Daddurl=http://localhost:8280/services/StockQuoteProxy

An  or  or both of these would decide how the message would be handled after the Proxy Service receives the message. In theinSequence endpoint
above example the request received is forwarded to the sample service hosted on Axis2. The  defines how the response is handled before itoutSequence
is sent back to the client. By default, a Proxy Service is exposed over all transports configured for ESB, unless these are specifically mentioned through the 

 attribute.transports

Note
See  for sample responses expected by the clients.samples/axis2Client/src/samples/common/StockQuoteHandler.java
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Sample 151: Custom Sequences and Endpoints with Proxy Services

Objective: Using custom sequences and endpoints for message mediation with Proxy Services.

<definitions xmlns="http://ws.apache.org/ns/synapse">
    <sequence name="proxy_1">
        <send>
            <endpoint><address
uri="http://localhost:9000/services/SimpleStockQuoteService"/></endpoin
t>
        </send>
    </sequence>
    <sequence name="out">
        <send/>
    </sequence>
    <endpoint name="proxy_2_endpoint">
        <address
uri="http://localhost:9000/services/SimpleStockQuoteService"/>
    </endpoint>
    <localEntry key="proxy_wsdl"
src="file:samples/service-bus/resources/proxy/sample_proxy_1.wsdl"/>
    <proxy name="StockQuoteProxy1">
        <publishWSDL key="proxy_wsdl"/>
        <target inSequence="proxy_1" outSequence="out"/>
    </proxy>
    <proxy name="StockQuoteProxy2">
        <publishWSDL key="proxy_wsdl"/>
        <target endpoint="proxy_2_endpoint" outSequence="out"/>
    </proxy>
</definitions>

Prerequisites

Start the Axis2 server and deploy the  if not already done.SimpleStockQuoteService

This configuration creates two Proxy Services. The first Proxy Service "StockQuoteProxy1" uses the sequence named "proxy_1" to process incoming
messages and the sequence named "out" to process outgoing responses. The second Proxy Service "StockQuoteProxy2" is set to directly forward
messages that are received to the endpoint named "proxy_2_endpoint" without any mediation.

You could send a stock quote request to each of these Proxy Services and receive the reply generated by the actual service hosted on the Axis2 instance.

ant stockquote -Daddurl=http://localhost:8280/services/StockQuoteProxy1
ant stockquote -Daddurl=http://localhost:8280/services/StockQuoteProxy2

Sample 152: Switching Transports and Message Format from SOAP to REST POX

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/
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1.  
2.  

Introduction
Prerequisites
Building the sample
Executing the sample
Analyzing the output

Introduction

This sample demonstrates how a proxy service can be exposed on a subset of available transports and how it could switch from one transport to another.

Prerequisites

For a list of prerequisites, see  .Prerequisites to Start the ESB Samples

Building the sample

The XML configuration for this sample is as follows: 

<definitions xmlns="http://ws.apache.org/ns/synapse">
    <proxy name="StockQuoteProxy" transports="https">
        <target>
            <endpoint>
                <address
uri="http://localhost:9000/services/SimpleStockQuoteService"
format="pox"/>
            </endpoint>
            <outSequence>
                <property name="messageType" value="text/xml"
scope="axis2"/>
                <send/>
            </outSequence>
        </target>
        <publishWSDL
uri="file:repository/samples/resources/proxy/sample_proxy_1.wsdl"/>
    </proxy>
</definitions>

This configuration file   is available in the  directory.synapse_sample_152.xml  <ESB_HOME>/repository/samples 

To build the sample

Start the Axis2 server. For instructions on starting the Axis2 server, see  .Starting the Axis2 server
Deploy the back-end service  . For instructions on deploying sample back-end services, see SimpleStockQuoteService Deploying sample

.back-end services

Executing the sample

The sample client used here is the , which can operate in several modes. For further details on this sample client and its operationStock Quote Client
modes, see  .Stock Quote Client

To execute the sample client

Run the following command from the   directory.<ESB_HOME>/samples/axis2Client

 
ant stockquote -Dtrpurl=https://localhost:8243/services/StockQuoteProxy

Analyzing the output

This example exposes the created proxy service only on HTTPS. Therefore, if you try to access it over HTTP, it would result in a fault.

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-ESBSamplePrerequisites
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Axis2server
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Backend
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Backend
https://docs.wso2.com/display/EI650/Using+the+Sample+Clients#UsingtheSampleClients-StockQuoteClient
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ant stockquote -Dtrpurl=http://localhost:8280/services/StockQuoteProxy
...

     [java] org.apache.axis2.AxisFault: The service cannot be found for
the endpoint reference (EPR) /services/StockQuoteProxy

Accessing this over HTTPS using the command ant stock quote -Dtrpurl=
 causes thehref="https://localhost:8243/services/StockQuoteProxy">https://localhost:8243/services/StockQuoteProxy

proxy service to access the  on the sample Axis2 server using REST/POX.SimpleStockQuoteService

If you capture the message exchange using TCPMon, you will see that the REST/POX response is transformed back into a SOAP message and returned
to the client as follows:

POST http://localhost:9000/services/SimpleStockQuoteService HTTP/1.1
Host: 127.0.0.1
SOAPAction: urn:getQuote
Content-Type: application/xml; charset=UTF-8;action="urn:getQuote";
Transfer-Encoding: chunked
Connection: Keep-Alive
User-Agent: Synapse-HttpComponents-NIO

75
<m0:getQuote xmlns:m0="http://services.samples/xsd">
   <m0:request>
      <m0:symbol>IBM</m0:symbol>
   </m0:request>
</m0:getQuote>

HTTP/1.1 200 OK
Content-Type: application/xml;
charset=UTF-8;action="http://services.samples/SimpleStockQuoteServicePo
rtType/getQuoteResponse";
Date: Tue, 24 Apr 2007 14:42:11 GMT
Server: Synapse-HttpComponents-NIO
Transfer-Encoding: chunked
Connection: Keep-Alive

2b3
<ns:getQuoteResponse xmlns:ns="http://services.samples/xsd">
   <ns:return>
      <ns:change>3.7730036841862384</ns:change>
      <ns:earnings>-9.950236235550818</ns:earnings>
      <ns:high>-80.23868444613285</ns:high>
      <ns:last>80.50750970812187</ns:last>
      <ns:lastTradeTimestamp>Tue Apr 24 20:42:11 LKT
2007</ns:lastTradeTimestamp>
      <ns:low>-79.67368355714606</ns:low>
      <ns:marketCap>4.502043663670823E7</ns:marketCap>
      <ns:name>IBM Company</ns:name>
      <ns:open>-80.02229531286982</ns:open>
      <ns:peRatio>25.089295161182022</ns:peRatio>
      <ns:percentageChange>4.28842665653824</ns:percentageChange>
      <ns:prevClose>87.98107059692451</ns:prevClose>
      <ns:symbol>IBM</ns:symbol>
      <ns:volume>19941</ns:volume>
   </ns:return>
</ns:getQuoteResponse>
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2.  

3.  

1.  

Sample 153: Routing Messages that Arrive to a Proxy Service without Processing Security Headers

Introduction
Prerequisites
Building the sample
Executing the sample
Analyzing the output

Introduction

This sample demonstrates how you can route messages that arrive to a proxy service without processing the   headers.MustUnderstand

In this sample the proxy service will receive a secure message with the   header. Since the element  is not present in theMustUnderstand enableSec
proxy configuration, the ESB will not engage Apache Rampart on this proxy service. It is expected that a   failure exception should occurMustUnderstand
at the   before the message reaches the ESB, but here since the ESB handles this message and gets it in by setting all the headers that are AxisEngine M

 and not processed to the processed state, this will enable the ESB to route the messages without processing the security headers.ustUnderstand

Prerequisites

For a list of general prerequisites, see  .Prerequisites to start ESB samples
This sample uses Apache Rampart as the back-end security implementation. Therefore, you need to download and install the unlimited strength
policy files for your JDK before using Apache Rampart. Follow the steps below to download and install the unlimited strength policy files:

Go to  , and download the unlimited strength JCEhttp://www.oracle.com/technetwork/java/javase/downloads/jce8-download-2133166.html
policy files for your JDK version.
Uncompress and extract the downloaded ZIP file. This creates a directory named JCE that contains the   and local_policy.jar US_ex

 files.port_policy.jar
In your Java installation directory, go to the   directory, and make a copy of the existing   and jre/lib/security local_policy.jar U

 files. Next, replace the original policy files with the policy files that you extracted in the previous step.S_export_policy.jar

Building the sample

The XML configuration for this sample is as follows: 

<definitions xmlns="http://ws.apache.org/ns/synapse">
    <proxy name="StockQuoteProxy">
        <target>
            <inSequence>
        <property name="preserveProcessedHeaders" value="true"/>
                <send>
                    <endpoint>
                        <address
uri="http://localhost:9000/services/SecureStockQuoteService"/>
                    </endpoint>
                </send>
            </inSequence>
            <outSequence>
                <send/>
            </outSequence>
        </target>
        <publishWSDL
uri="file:repository/samples/resources/proxy/sample_proxy_1.wsdl"/>
    </proxy>
</definitions>

This configuration file   is available in the  directory.synapse_sample_153.xml  <ESB_HOME>/repository/samples 

To build the sample

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-ESBSamplePrerequisites
http://www.oracle.com/technetwork/java/javase/downloads/jce8-download-2133166.html
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1.  
2.  

Start the Axis2 server. For instructions on starting the Axis2 server, see  .Starting the Axis2 server
Deploy the back-end service   . For instructions on deploying sample back-end services, see SecureStockQuoteService Deploying sample

.back-end services

Executing the sample

The sample client used here is the  , which can operate in several modes. For further details on this sample client and its operationStock Quote Client
modes, see  .Stock Quote Client

To execute the sample client

Run the following command from the   directory. <ESB_HOME>/samples/axis2Client

ant stockquote -Dtrpurl=http://localhost:8280/services/StockQuoteProxy

-Dpolicy=./../../repository/samples/resources/policy/client_policy_3.xm
l

This sends a stock quote request to the proxy service and also signs and encrypts the request by specifying the client side security policy.

Analyzing the output

By analyzing the debug log output or the TCPMon output, you will see that the request received by the proxy service is signed and encrypted.

You can look up the WSDL of the proxy service by requesting the URL , in order to confirm that thehttp://localhost:8280/services/StockQuoteProxy?wsdl 
security policy attachments are not available and that security is not engaged.

When sending the message to the backend service, you can verify that the security headers were present as in the original message to the ESB from the
client, and that the response received does use WS-Security and forwards the message back to the client without any modification. Since the message
inside the ESB is signed and encrypted and can only be forwarded to a secure service, you will see that this is not a security loophole.

Sample 154: Load Balancing with Proxy Services

Objective: Load Balancing with Proxy Service.

Note
When you run this sample, the  file that is used for encryption does not load into the axis2 client. This is due to an issuebouncyCastle jar
with the axis2Client shipped with WSO2 Enterprise Integrator. Therefore, before running the client, you need to copy the bcprov-jdk15on.ja

 file from the  directory to the  directory.r <EI_HOME>/repository/axis2/client/lib <EI_HOME>/wso2/components/plugins

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Axis2server
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Backend
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Backend
https://docs.wso2.org/enterprise-service-bus/Using+the+Sample+Clients#UsingtheSampleClients-StockQuoteClient
http://localhost:8280/services/StockQuoteProxy?wsdl
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<definitions xmlns="http://ws.apache.org/ns/synapse">

    <proxy name="LBProxy" transports="https http" startOnLoad="true">
        <target faultSequence="errorHandler">

            <inSequence>
                <send>

                    <endpoint>
                        <session type="simpleClientSession"/>

                        <loadbalance
algorithm="org.apache.synapse.endpoints.algorithms.RoundRobin">

                            <endpoint>
                                <address

uri="http://localhost:9001/services/LBService1">
                                    <enableAddressing/>

                                    <suspendOnFailure>
                                       

<initialDuration>20000</initialDuration> 
                                       

<progressionFactor>1.0</progressionFactor>
                                    </suspendOnFailure>

                                </address>
                            </endpoint>

                            <endpoint>
                                <address

uri="http://localhost:9002/services/LBService1">
                                    <enableAddressing/>

                                    <suspendOnFailure>
                                       

<initialDuration>20000</initialDuration> 
                                       

<progressionFactor>1.0</progressionFactor>
                                    </suspendOnFailure>

                                </address>
                            </endpoint>

                            <endpoint>
                                <address

uri="http://localhost:9003/services/LBService1">
                                    <enableAddressing/>

                                    <suspendOnFailure>
                                       

<initialDuration>20000</initialDuration> 
                                       

<progressionFactor>1.0</progressionFactor>
                                    </suspendOnFailure>

                                </address>
                            </endpoint>

                        </loadbalance>
                    </endpoint>

                </send>
            </inSequence>

            <outSequence>
                <send/>

            </outSequence>
        </target>

        <publishWSDL
uri="file:repository/samples/resources/proxy/sample_proxy_2.wsdl"/>

    </proxy>
    <sequence name="errorHandler">

        <makefault>
            <code value="tns:Receiver"

xmlns:tns="http://www.w3.org/2003/05/soap-envelope"/>
            <reason value="COULDN'T SEND THE MESSAGE TO THE SERVER."/>

        </makefault>
        <header name="To" action="remove"/>

        <property name="RESPONSE" value="true"/>
        <send/>

    </sequence>
</definitions>
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Prerequisites

Start three instances of Axis2 server (on ports 9001, 9002, and 9003), and deploy the  to each of them. For more information, see LBService Sett
.ing Up the ESB Samples

Run the client:

ant loadbalancefailover -Dmode=session
-Dtrpurl=http://localhost:8280/services/LBProxy

Sample 155: Dual Channel Invocation on Both Client Side and Server Side of Synapse with Proxy
Services

Objective: Demonstrate the dual channel invocation with Synapse proxy services.

<definitions xmlns="http://ws.apache.org/ns/synapse">
    <proxy name="StockQuoteProxy">
        <target>
            <endpoint>
                <address
uri="http://localhost:9000/services/SimpleStockQuoteService">
                    <enableAddressing separateListener="true"/>
                </address>
            </endpoint>
            <outSequence>
                <send/>
            </outSequence>
        </target>
        <publishWSDL
uri="file:repository/samples/resources/proxy/sample_proxy_1.wsdl"/>
    </proxy>
</definitions>

Prerequisites

Start the Axis2 server and deploy the  if not already done.SimpleStockQuoteService

This sample shows the action of the dual channel invocation within client and Synapse as well as within synapse and the actual server.

Execute the stock quote client by requesting for a stock quote on a dual channel from the Proxy Service as follows:

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

Note
If you want to enable dual channel invocation, you need to set the  attribute to true of the  element ofseparateListener enableAddressing
the endpoint.
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ant stockquote -Daddurl=http://localhost:8280/services/StockQuoteProxy
-Dmode=dualquote

In the above example, the request received is forwarded to the sample service hosted on Axis2 and the endpoint specifies to enable addressing and do the
invocation over a dual channel. If you observe this message flow by using a TCPmon, you could see that on the channel you send the request to synapse
the response has been written as an HTTP 202 Accepted, where as the real response from synapse will come over a different channel which cannot be
observed unless you use tcpdump to dump all the TCP level messages.

At the same time you can observe the behavior of the invocation between synapse and the actual Axis2 service, where you can see a 202 Accepted
message being delivered to synapse as the response to the request. The actual response will be delivered to synapse over a different channel.

Sample 156: Service Integration with specifying the receiving sequence

Objective: Using synapse to integrate services.

<definitions xmlns="http://ws.apache.org/ns/synapse">
    <localEntry key="sec_policy"

src="file:repository/conf/sample/resources/policy/policy_3.xml"/>
    <proxy name="StockQuoteProxy">

        <target>
            <inSequence>

                <enrich>
                    <source type="body"/>

                    <target type="property" property="REQUEST"/>
                </enrich>

                <send receive="SimpleServiceSeq">

                    <endpoint name="secure">
                        <address

uri="http://localhost:9000/services/SecureStockQuoteService">
                            <enableSec policy="sec_policy"/>

                        </address>
                    </endpoint>

                </send>
            </inSequence>

            <outSequence>
                <drop/>

            </outSequence>
        </target>

    </proxy>
    <sequence name="SimpleServiceSeq">

        <property name="SECURE_SER_AMT"
expression="//ns:getQuoteResponse/ns:return/ax21:last"

                xmlns:ns="http://services.samples"
xmlns:ax21="http://services.samples/xsd"/>

        <log level="custom">
            <property name="SecureStockQuoteService-Amount"

expression="get-property('SECURE_SER_AMT')"/>
        </log>

        <enrich>
            <source type="body"/>

            <target type="property" property="SecureService_Res"/>
        </enrich>

        <enrich>
            <source type="property" property="REQUEST"/>

            <target type="body"/>

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/
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        </enrich>

        <header name="Action" scope="default" value="urn:getQuote"/>
        <send receive="ClientOutSeq">

            <endpoint name="SimpleStockQuoteService">
                <address

uri="http://localhost:9000/services/SimpleStockQuoteService"/>
            </endpoint>

        </send>
    </sequence>

    <sequence name="ClientOutSeq">
        <property name="SIMPLE_SER_AMT"

expression="//ns:getQuoteResponse/ns:return/ax21:last"
                       xmlns:ns="http://services.samples"

xmlns:ax21="http://services.samples/xsd"/>
        <log level="custom">

            <property name="SimpleStockQuoteService-Amount"
expression="get-property('SIMPLE_SER_AMT')"/>

        </log>
        <enrich>

            <source type="body"/>
            <target type="property" property="SimpleService_Res"/>

        </enrich>
        <filter xpath="fn:number(get-property('SIMPLE_SER_AMT')) >

fn:number(get-property('SECURE_SER_AMT'))">
            <then>

                <log>
                    <property name="StockQuote"

value="SecureStockQuoteService"/>
                </log>

                <enrich>
                    <source type="property"

property="SecureService_Res"/>
                    <target type="body"/>

                </enrich>
            </then>

            <else>
                <log>

                    <property name="StockQuote"
value="SimpleStockQuoteService"/>

                </log>
            </else>

        </filter>
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        <send/>

    </sequence>
</definitions>

Prerequisites: 
We will be using two services in this sample; i.e.  and . Therefore the prerequisites of sampleSimpleStockQuoteService SecureStockQuoteService
100 is also applied here.

Start the Axis2 server and deploy the SimpleStockQuoteService if not already done.

This sample contains a proxy service which provides the seamless integration of  and . OnceSimpleStockQuoteService SecureStockQuoteService
a client send a request to this proxy service, it sends the same request to both these services and resolve the service with cheapest stock quote price.

Execute the stock quote client by requesting for a cheapest stock quote from the proxy service as follows:

ant stockquote -Daddurl=http://localhost:8280/services/StockQuoteProxy

Above sample uses the concept of specifying the receiving sequence in the send mediator. In this case once the message is sent from the in sequence
then the response won't come to out sequence as the receiving sequence is specified in the send mediator.

Sample 157: Conditional Router for Routing Messages based on HTTP URL, HTTP Headers and Query
Parameters

Objective: Routing Messages based on the HTTP Transport properties using the .Conditional Router mediator

<definitions xmlns="http://ws.apache.org/ns/synapse">
    <proxy name="StockQuoteProxy" transports="https http"

startOnLoad="true" trace="disable">
        <target>

            <inSequence>
                <conditionalRouter continueAfter="false">

                    <conditionalRoute breakRoute="false">
                        <condition>

                            <match xmlns="" type="header" source="foo"
regex="bar.*"/>

                        </condition>
                        <target sequence="cnd1_seq"/>

                    </conditionalRoute>
                    <conditionalRoute breakRoute="false">

                        <condition>
                            <and xmlns="">

                                <match type="header"
source="my_custom_header1" regex="foo.*"/>

                                <match type="url"
regex="/services/StockQuoteProxy.*"/>

                            </and>
                        </condition>

                        <target sequence="cnd2_seq"/>

Note
Please note that Conditional Router Mediator is deprecated.

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/
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                    </conditionalRoute>

                    <conditionalRoute breakRoute="false">
                        <condition>

                            <and xmlns="">
                                <match type="header"

source="my_custom_header2" regex="bar.*"/>
                                <equal type="param" source="qparam1"

value="qpv_foo"/>
                                <or>

                                    <match type="url"
regex="/services/StockQuoteProxy.*"/>

                                    <match type="header"
source="my_custom_header3" regex="foo.*"/>

                                </or>
                                <not>

                                    <equal type="param"
source="qparam2" value="qpv_bar"/>

                                </not>
                            </and>

                        </condition>
                        <target sequence="cnd3_seq"/>

                    </conditionalRoute>
                </conditionalRouter>

            </inSequence>
            <outSequence>

                <send/>
            </outSequence>

        </target>
    </proxy>

    <sequence name="cnd1_seq">
        <log level="custom">

            <property name="MSG_FLOW" value="Condition (I) Satisfied"/>
        </log>

        <sequence key="send_seq"/>
    </sequence>

    <sequence name="cnd2_seq">
        <log level="custom">

            <property name="MSG_FLOW" value="Condition (II)
Satisfied"/>

        </log>
        <sequence key="send_seq"/>

    </sequence>
    <sequence name="cnd3_seq">

        <log level="custom">
            <property name="MSG_FLOW" value="Condition (III)

Satisfied"/>
        </log>

        <sequence key="send_seq"/>
    </sequence>

    <sequence name="send_seq">
        <log level="custom">

            <property name="DEBUG" value="Condition Satisfied"/>
        </log>

        <send>
            <endpoint name="simple">

                <address
uri="http://localhost:9000/services/SimpleStockQuoteService"/>

            </endpoint>
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        </send>

    </sequence>
</definitions>

Prerequisites:

Start the Axis2 server and deploy the SimpleStockQuoteService if not already done. For this particular case we will be using 'curl' to send requests
with custom HTTP Headers to the proxy service. You may use a similar tool with facilitate those requirements. 

The request file  should contain the following request.stockQuoteReq.xml

<soap:Envelope xmlns:soap="http://www.w3.org/2003/05/soap-envelope"
xmlns:ser="http://services.samples"
xmlns:xsd="http://services.samples/xsd">
   <soap:Header/>
   <soap:Body>
      <ser:getQuote>
         <ser:request>
            <xsd:symbol>IBM</xsd:symbol>
         </ser:request>
      </ser:getQuote>
   </soap:Body>
</soap:Envelope>

Condition I : Matching HTTP Header

curl -d @stockQuoteReq.xml -H "Content-Type:
application/soap+xml;charset=UTF-8" -H "foo:bar"
"http://localhost:8280/services/StockQuoteProxy"

Condition II : Matching HTTP Header AND Url

curl -d @stockQuoteReq.xml -H "Content-Type:
application/soap+xml;charset=UTF-8" -H "my_custom_header1:foo1"
"http://localhost:8280/services/StockQuoteProxy"

 Condition III : 
Complex conditions with AND, OR and NOT

curl -d @stockQuoteReq.xml -H "Content-Type:
application/soap+xml;charset=UTF-8" -H "my_custom_header2:bar" -H
"my_custom_header3:foo"
"http://localhost:8280/services/StockQuoteProxy?qparam1=qpv_foo&qparam2
=qpv_foo2"

Quality of Service Samples in Service Mediation

The following  sample is available for proxy services with WSO2 EI:QoS
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Sample 200: Using WS-Security with policy attachments for proxy services

Sample 200: Using WS-Security with policy attachments for proxy services

Introduction
Prerequisites
Building the sample
Executing the sample
Analyzing the output

Introduction

This sample demonstrates how you can use WS-Security signing and encryption with proxy services through WS-Policy.

In this sample the proxy service expects to receive a signed and encrypted message as specified by the security policy. To understand the format of the

policy file, have a look at the Apache Rampart and Axis2 documentation.    The element   engageSec  specifies that Apache Rampart
should be engaged on this proxy service. Hence if Rampart rejects any request message that does not conform to

  the specified policy, that message will never reach the   inSequence  in order to be processed. Since the proxy
service is forwarding the received request to the simple stock quote service that does not use WS-Security, you are
instructing the ESB to remove the wsse:Security header from the outgoing message.

Prerequisites

For a list of prerequisites, see  .Prerequisites to Start the ESB Samples

Download and install the unlimited strength policy files for your JDK before using Apache Rampart. To
download the policy files,  go to  http://www.oracle.com/technetwork/java/javase/downloads/jce-6-download-4

.29243.html

Building the sample

The XML configuration for this sample is as follows: 

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-ESBSamplePrerequisites
http://www.oracle.com/technetwork/java/javase/downloads/jce-6-download-429243.html
http://www.oracle.com/technetwork/java/javase/downloads/jce-6-download-429243.html
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1.  
2.  

<definitions xmlns="http://ws.apache.org/ns/synapse">
    <localEntry key="sec_policy"

src="file:repository/samples/resources/policy/policy_3.xml"/>
    <proxy name="StockQuoteProxy">

        <target>
            <inSequence>

                <header name="wsse:Security" action="remove"
                       

xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wss
ecurity-secext-1.0.xsd"/>

                <send>
                    <endpoint>

                        <address
uri="http://localhost:9000/services/SimpleStockQuoteService"/>

                    </endpoint>
                </send>

            </inSequence>
            <outSequence>

                <send/>
            </outSequence>

        </target>
        <publishWSDL

uri="file:repository/samples/resources/proxy/sample_proxy_1.wsdl"/>
        <policy key="sec_policy"/>

        <enableSec/>
    </proxy>

</definitions>

This configuration file   is available in the  directory.synapse_sample_200.xml  <ESB_HOME>/repository/samples 

To build the sample

Start the Axis2 server. For instructions on starting the Axis2 server, see  .Starting the Axis2 server
Deploy the back-end service   . For instructions on deploying sample back-end services, see SimpleStockQuoteService Deploying sample

.back-end services

Executing the sample

The sample client used here is the  , which can operate in several modes. For further details on this sample client and its operationStock Quote Client
modes, see  .Stock Quote Client

To execute the sample client

Run the following command from the   directory. <ESB_HOME>/samples/axis2Client

ant stockquote -Dtrpurl=http://localhost:8280/services/StockQuoteProxy
-Dpolicy=./../../repository/samples/resources/policy/client_policy_3.xm
l

This sends a stock quote request to the proxy service and also signs and encrypts the request by specifying the client side security policy.

Note
When you run this sample, the  file that is used for encryption does not load into the axis2 client. This is due to an issuebouncyCastle jar
with the axis2Client shipped with ESB 4.8.1. Therefore, before running the client, you need to copy the  file from the bcprov-jdk15.jar <ESB_

 directory to the  directory.HOME>/repository/axis2/client/lib <ESB_HOME>/repository/components/plugins

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Axis2server
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Backend
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Backend
https://docs.wso2.org/enterprise-service-bus/Using+the+Sample+Clients#UsingtheSampleClients-StockQuoteClient
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Analyzing the output

By analyzing the debug log output or the TCPMon output, you will see that the request received by the proxy service is signed and encrypted.

You can look up the WSDL of the proxy service by requesting the URL , in order to confirm the http://localhost:8280/services/StockQuoteProxy?wsdl securi
.ty policy attachment to the supplied base WSDL

When sending the message to the backend service, you can verify that the security headers were removed and that the response received does not use
WS-Security, but that the response being forwarded back to the client is signed and encrypted as expected by the client.

Transports Samples and Switching Transports

The following  samples are available with WSO2 EI:transport

Sample 250: Introduction to Switching Transports
Sample 251 - Switching from HTTP(S) to JMS
Sample 252: Pure Text (Binary) and POX Message Support with JMS
Sample 253: Bridging from JMS to HTTP and Replying with a 202 Accepted Response
Sample 254: Using the File System as Transport Medium (VFS)
Sample 255: Switching from FTP Transport Listener to Mail Transport Sender
Sample 256: Proxy Services with the MailTo Transport
Sample 257: Proxy Services with the FIX Transport
Sample 258: Switching from HTTP to FIX
Sample 259: Switch from FIX to HTTP
Sample 260: Switch from FIX to AMQP
Sample 261: Switching between FIX Versions
Sample 262: CBR of FIX Messages
Sample 263: Transport Switching - JMS to http/s Using JBoss Messaging(JBM)
Sample 264: Sending Two-Way Messages Using JMS transport
Sample 265: Accessing a Windows Share Using the VFS Transport
Sample 266 - Switching from TCP to HTTP/S
Sample 267: Switching from UDP to HTTP/S
Sample 268: Proxy Services with the Local Transport
Sample 270: Transport switching from HTTP to MSMQ and MSMQ to HTTP
Sample 271: File Processing
Sample 272: Publishing and Subscribing using WSO2 ESB's MQ Telemetry Transport

Sample 250: Introduction to Switching Transports

Introduction
Prerequisites
Building the sample
Executing the sample
Analyzing the output

Introduction

This sample demonstrates how the ESB receives a messages over the JMS transport and forwards it over a HTTP/S transport.. In this sample, the client
sends a request message to the proxy service exposed in JMS. The ESB forwards this message to the HTTP EPR of the simple stock quote service hosted
on the sample Axis2 server, and returns the reply back to the client through a JMS temporary queue.

Prerequisites

Configure WSO2 ESB's JMS transport with ActiveMQ and enable the JMS transport listener and sender. For information on how to configure with
ActiveMQ, and how to enable the JMS transport listener and sender, see .Configure with ActiveMQ

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

http://localhost:8280/services/StockQuoteProxy?wsdl
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1.  
2.  

For a list of prerequisites, see  .Prerequisites to Start the ESB Samples

Building the sample

The XML configuration for this sample is as follows:

<definitions xmlns="http://ws.apache.org/ns/synapse">
    <proxy name="StockQuoteProxy" transports="jms">

        <target>
            <inSequence>

                <property action="set" name="OUT_ONLY" value="true"/>
            </inSequence>

            <endpoint>
                <address

uri="http://localhost:9000/services/SimpleStockQuoteService"/>
            </endpoint>

            <outSequence>
                <send/>

            </outSequence>
        </target>

        <publishWSDL
uri="file:repository/samples/resources/proxy/sample_proxy_1.wsdl"/>

        <parameter name="transport.jms.ContentType">
            <rules>

                <jmsProperty>contentType</jmsProperty>
                <default>application/xml</default>

            </rules>
        </parameter>

    </proxy>
</definitions>

This configuration file   is available in the  directory.synapse_sample_250.xml  <ESB_HOME>/repository/samples 

To build the sample

Start the Axis2 server. For instructions on starting the Axis2 server, see  .Starting the Axis2 server
Deploy the back-end service  . For instructions on deploying sample back-end services, see SimpleStockQuoteService Deploying sample

.back-end services

Now you have a running ESB instance and a back-end service deployed. In the next section, we will send a message to the back-end service
through the ESB using a sample client.

Executing the sample

To execute the sample JMS client

Run the following command from the  directory:<ESB_HOME>/samples/axis2Client

ant jmsclient -Djms_type=pox -Djms_dest=dynamicQueues/StockQuoteProxy
-Djms_payload=MSFT

Analyzing the output

When you run the client and analyze the ESB debug log, you will see the following entry, which shows that the JMS listener received the request message:

When you run the client, it sends a plain XML formatted place order request to a JMS queue named . The ESB polls on this queue forStockQuoteProxy

Note
If you are using ActiveMQ version 5.8.0 or above, you need to copy the  file from the  directory to the hawtbuf-1.2.jar <ActiveMQ>/lib

 directory.<ESB_HOME>/repository/components/lib

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-ESBSamplePrerequisites
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Axis2server
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Backend
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Backend
http://repo1.maven.org/maven2/org/fusesource/hawtbuf/hawtbuf/1.2/hawtbuf-1.2.jar
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any incoming messages and picks up the request. If you run the ESB in the DEBUG mode, you will see the following entry on the console.

[JMSWorker-1] DEBUG ProxyServiceMessageReceiver -Proxy Service
StockQuoteProxy received a new message...

Then, the ESB mediated the request and forwards it to the sample Axis2 server over HTTP. If you analyze the console running the sample Axis2 server,
you will see the following message indicating that the server has accepted an order:

Accepted order for : 16517 stocks of MSFT at $ 169.14622538721846

Sample 251 - Switching from HTTP(S) to JMS

Objective: Demonstrate switching from HTTP to JMS.
Prerequisites

Download, install and start a JMS server.
Configure sample Axis2 server for JMS.
Start the Axis2 server and deploy the .SimpleStockQuoteService
Configure the Synase JMS transport.

Note
It is possible to instruct a JMS proxy service to listen to an already existing destination without creating a new one. To do this, use the property
elements on the proxy service definition to specify the destination and connection factory.

<property name="transport.jms.Destination"
value="dynamicTopics/something.TestTopic"/>

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/
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<definitions xmlns="http://ws.apache.org/ns/synapse">
    <proxy name="StockQuoteProxy" transports="http">

        <target>
            <endpoint>

                <address
uri="jms:/SimpleStockQuoteService?transport.jms.ConnectionFactoryJNDINa

me=QueueConnectionFactory&amp;
                  

java.naming.factory.initial=org.apache.activemq.jndi.ActiveMQInitialCon
textFactory&amp;java.naming.provider.url=tcp://localhost:61616"/>

            </endpoint>
            <inSequence>

                <property action="set" name="OUT_ONLY" value="true"/>
            </inSequence>

            <outSequence>
                <send/>

            </outSequence>
        </target>

        <publishWSDL
uri="file:samples/service-bus/resources/proxy/sample_proxy_1.wsdl"/>

    </proxy>
</definitions>

To switch from HTTP to JMS, edit the  for the sample Axis2 server and enable JMS, andsamples/axis2Server/repository/conf/axis2.xml
restart the server. Now you can see that the simple stock quote service is available in both JMS and HTTP in the sample Axis2 server. To see this, point
your browser to the WSDL of the service at  URL for the service ishttp://localhost:9000/services/SimpleStockQuoteService?wsdl. JMS
mentioned as below:

jms:/SimpleStockQuoteService?transport.jms.ConnectionFactoryJNDIName=

QueueConnectionFactory&java.naming.factory.initial=org.apache.activemq.
jndi.ActiveMQInitialContextFactory&

java.naming.provider.url=tcp://localhost:61616

You may also notice that the simple stock quote Proxy Service exposed in ESB is now available only in HTTP as we have specified transport for that
service as HTTP. To observe this, access the WSDL of stock quote proxy service at .http://localhost:8280/services/StockQuoteProxy?wsdl

This ESB configuration creates a  over HTTP and forwards received messages to the above EPR using JMS, and sends back theProxy Service Samples
response to the client over HTTP once the simple stock quote service responds with the stock quote reply over JMS to the ESB server. To test this, send a
place order request to ESB using HTTP as follows:

ant stockquote -Daddurl=http://localhost:8280/services/StockQuoteProxy
-Dmode=placeorder -Dsymbol=MSFT

The sample Axis2 server console will print a message indicating that it has accepted the order as follows:

Accepted order for : 18406 stocks of MSFT at $ 83.58806051152119

Sample 252: Pure Text (Binary) and POX Message Support with JMS

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

http://localhost:9000/services/SimpleStockQuoteService?wsdl
http://localhost:8280/services/StockQuoteProxy?wsdl
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Objective: Pure POX/Text and Binary JMS Proxy services, including MTOM.
Prerequisites

Configure  for ESB.JMS
Start the Axis2 server and deploy the  and the  if not already done.SimpleStockQuoteService MTOMSwASampleService

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/
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<definitions xmlns="http://ws.apache.org/ns/synapse">

    <sequence name="text_proxy">
        <header name="Action" value="urn:placeOrder"/>

        <script language="js"><![CDATA[
            var args = mc.getPayloadXML().toString().split(" ");

            mc.setPayloadXML(
            <m:placeOrder xmlns:m="http://services.samples/xsd">

                <m:order>
                    <m:price>{args[0]}</m:price>

                    <m:quantity>{args[1]}</m:quantity>
                    <m:symbol>{args[2]}</m:symbol>

                </m:order>
            </m:placeOrder>);

        ]]></script>
        <property action="set" name="OUT_ONLY" value="true"/>

        <property name="messageType" value="text/xml" scope="axis2"/>
        <send>

            <endpoint>
                <address

uri="http://localhost:9000/services/SimpleStockQuoteService"
format="pox"/>

            </endpoint>
        </send>

    </sequence>
    <sequence name="mtom_proxy">

        <property action="set" name="OUT_ONLY" value="true"/>
        <header name="Action" value="urn:oneWayUploadUsingMTOM"/>

        <send>
            <endpoint>

                <address
uri="http://localhost:9000/services/MTOMSwASampleService"

optimize="mtom"/>
            </endpoint>

        </send>
    </sequence>

    <sequence name="pox_proxy">
        <property action="set" name="OUT_ONLY" value="true"/>

        <header name="Action" value="urn:placeOrder"/>
        <send>

            <endpoint>
                <address

uri="http://localhost:9000/services/SimpleStockQuoteService"
format="soap11"/>

            </endpoint>
        </send>

    </sequence>
    <sequence name="out">

        <send/>
    </sequence>

    <proxy name="JMSFileUploadProxy" transports="jms">
        <target inSequence="mtom_proxy" outSequence="out"/>

        <parameter
name="transport.jms.Wrapper">{http://services.samples/xsd}element</para

meter>
    </proxy>

    <proxy name="JMSTextProxy" transports="jms">
        <target inSequence="text_proxy" outSequence="out"/>

        <parameter
name="transport.jms.Wrapper">{http://services.samples/xsd}text</paramet

er>
    </proxy>

    <proxy name="JMSPoxProxy" transports="jms">
        <target inSequence="pox_proxy" outSequence="out"/>

        <parameter
name="transport.jms.ContentType">application/xml</parameter>

    </proxy>
</definitions>
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This configuration creates three JMS Proxy Services named ,  and  exposed over JMS queues withJMSFileUploadProxy JMSTextProxy JMSPoxProxy
the same names as the services. The first part of this example demonstrates the pure text message support with JMS, where a user sends a space
separated text JMS message of the form " ". ESB converts this message into a SOAP message and sends this to the <price> <qty> <symbol> Simple

'  operation. ESB uses the  to transform the text message into a XML payload using the JavascriptStockQuoteServices placeOrder Script Mediator
support available to tokenize the string. The Proxy Service property named  defines a custom wrapper element , to betransport.jms.Wrapper QName
used when wrapping text/binary content into a SOAP envelope.

Execute JMS client as follows. This will post a pure text JMS message with the content defined (for example, "12.33 1000 ACP") to the specified JMS
destination - .dynamicQueues/JMSTextProxy

ant jmsclient -Djms_type=text -Djms_payload="12.33 1000 ACP"
-Djms_dest=dynamicQueues/JMSTextProxy

Following the debug logs, you could notice that ESB received the JMS text message and transformed it into a SOAP payload as follows.

INFO - To: , WSAction: urn:mediate, SOAPAction: urn:mediate, MessageID:
ID:orxus.vedehen.org-50631-1225235276233-1:0:1:1:1, Direction: request,
Envelope:
<?xml version="1.0" encoding="utf-8"?>
<soapenv:Envelope
xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/">
  <soapenv:Body>
    <axis2ns1:text xmlns:axis2ns1="http://services.samples/xsd">12.33
1000 ACP</axis2ns1:text>
  </soapenv:Body>
</soapenv:Envelope>

Now, you could see how the  created a stock quote request by tokenizing the text as follows, and sent the message to the  opeScript Mediator placeOrder
ration of the .SimpleStockQuoteService

INFO - To: , WSAction: urn:placeOrder, SOAPAction: urn:placeOrder,
MessageID: ID:orxus.vedehen.org-50631-1225235276233-1:0:1:1:1,
Direction: request,
Envelope:
<?xml version="1.0" encoding="utf-8"?>
<soapenv:Envelope
xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/">
  <soapenv:Body>
    <placeOrder xmlns="http://services.samples">
      <order xmlns="http://services.samples/xsd">
        <price>12.33</price>
        <quantity>1000</quantity>
        <symbol>ACP</symbol>
      </order>
    </placeOrder>
  </soapenv:Body>
</soapenv:Envelope>

The sample Axis2 server would now accept the one way message and issue the following message:

Note
The wrapper element "( )text" has been used to hold the text message content.[http://services.samples/xsd]
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Wed Apr 25 19:50:56 LKT 2007 samples.services.SimpleStockQuoteService
:: Accepted order for : 1000 stocks of ACP at $ 12.33

The next section of this example demonstrates how a pure binary JMS message could be received and processed through ESB. The configuration creates
a  named  that accepts binary messages and wraps them into a custom element "(Proxy Service Sample JMSFileUploadProxy http://services.samples/xs

)element." The received message is then forwarded to the  using the SOAP action  andd MTOMSwASampleService urn:oneWayUploadUsingMTOM
optimizing binary content using MTOM. To execute this sample, use the JMS client to publish a pure binary JMS message containing the file
./../../repository/samples/resources/mtom/asf-logo.gif to the JMS destination dynamicQueues/JMSFileUploadProxy as follows:

ant jmsclient -Djms_type=binary

-Djms_dest=dynamicQueues/JMSFileUploadProxy
-Djms_payload=./../../repository/samples/resources/mtom/asf-logo.gif

Examining the ESB debug logs reveals that the binary content was received over JMS and wrapped with the specified element into a SOAP infoset as
follows:

INFO - To: , WSAction: urn:mediate, SOAPAction: urn:mediate, MessageID:
ID:orxus.vedehen.org-50702-1225236039556-1:0:1:1:1, Direction: request,

Envelope:
<?xml version="1.0" encoding="utf-8"?>

<soapenv:Envelope
xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/">

  <soapenv:Body>
    <axis2ns3:element

xmlns:axis2ns3="http://services.samples/xsd">R0lGODlhgw...AAOw==</axis2
ns3:element>

  </soapenv:Body>
</soapenv:Envelope>

Thereafter the message was sent as a MTOM optimized message as specified by the  attribute of the endpoint, to the format=mtom MTOMSwASampleSer
 using the SOAP action . Once received by the sample service, it is saved into a temporary file and could be verifiedvice urn:oneWayUploadUsingMTOM

for correctness.

Wrote to file : ./../../work/temp/sampleServer/mtom-29208.gif

The final section of this example shows how a POX JMS message received by ESB is sent to the  as a SOAP message.SimpleStockQuoteService
Use the JMS client as follows to create a POX (Plain Old XML) message with a stock quote request payload (without a SOAP envelope), and send it to the
JMS destination  as follows:dynamicQueues/JMSPoxProxy

ant jmsclient -Djms_type=pox -Djms_dest=dynamicQueues/JMSPoxProxy

-Djms_payload=MSFT

ESB converts the POX message into a SOAP payload and sends to the  after setting the SOAP action as SimpleStockQuoteService urn:placeOrde
. The sample Axis2 server displays a successful message on the receipt of the message as:r
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Wed Apr 25 20:24:50 LKT 2007 samples.services.SimpleStockQuoteService
:: Accepted order for : 19211 stocks of MSFT at $ 172.39703010684752

Sample 253: Bridging from JMS to HTTP and Replying with a 202 Accepted Response

Introduction
Prerequisites
Building the sample
Executing the sample
Analyzing the output

Introduction

This sample demonstrates how the ESB performs transport switching between JMS and HTTP, and also demonstrates how to configure a one-way HTTP
proxy.

Prerequisites

Configure WSO2 ESB's JMS transport with ActiveMQ and enable the JMS transport listener. For information on how to configure WSO2 ESB's
JMS transport with ActiveMQ, see .Configure with ActiveMQ

For a list of prerequisites, see  .Prerequisites to Start the ESB Samples

Building the sample

The XML configuration for this sample is as follows:

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

Note
If you are using ActiveMQ version 5.8.0 or above, you need to copy the  file from the  directory to the hawtbuf-1.2.jar <ActiveMQ>/lib

 directory.<ESB_HOME>/repository/components/lib

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-ESBSamplePrerequisites
http://repo1.maven.org/maven2/org/fusesource/hawtbuf/hawtbuf/1.2/hawtbuf-1.2.jar
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1.  
2.  

<definitions xmlns="http://ws.apache.org/ns/synapse">
    <proxy name="JMStoHTTPStockQuoteProxy" transports="jms">

        <target>
            <inSequence>

                <property action="set" name="OUT_ONLY" value="true"/>
            </inSequence>

            <endpoint>
                <address

uri="http://localhost:9000/services/SimpleStockQuoteService"/>
            </endpoint>

            <outSequence>
                <send/>

            </outSequence>
        </target>

        <publishWSDL
uri="file:samples/service-bus/resources/proxy/sample_proxy_1.wsdl"/>

    </proxy>
    <proxy name="OneWayProxy" transports="http">

        <target>
            <inSequence>

                <log level="full"/>
            </inSequence>

            <endpoint>
                <address

uri="http://localhost:9000/services/SimpleStockQuoteService"/>
            </endpoint>

            <outSequence>
                <send/>

            </outSequence>
        </target>

        <publishWSDL
uri="file:samples/service-bus/resources/proxy/sample_proxy_1.wsdl"/>

    </proxy>
</definitions>

This configuration file   is available in the  directory.synapse_sample_253.xml  <ESB_HOME>/repository/samples 

To build the sample

Start the Axis2 server. For instructions on starting the Axis2 server, see  .Starting the Axis2 server
Deploy the back-end service  . For instructions on deploying sample back-end services, see SimpleStockQuoteService Deploying sample

.back-end services

Now you have a running ESB instance and a back-end service deployed. In the next section, we will send a message to the back-end service
through the ESB using a sample client.

Executing the sample

This example invokes the one-way   operation on the   using the Axis2   placeOrder SimpleStockQuoteService ServiceClient.fireAndForget()
API at the client. To test this, run the following command from the  directory:<ESB_HOME>/samples/axis2Client

ant stockquote -Dmode=placeorder
-Dtrpurl="jms:/JMStoHTTPStockQuoteProxy?transport.jms.ConnectionFactory
JNDIName=QueueConnectionFactory&java.naming.factory.initial=org.apache.
activemq.jndi.ActiveMQInitialContextFactory&java.naming.provider.url=tc
p://localhost:61616&transport.jms.ContentTypeProperty=Content-Type&tran
sport.jms.DestinationType=queue"

 To test how the ESB responds with an  response to a request received, run the following command from the HTTP 202 Accepted <ESB_HOME>/samples/
 directory:axis2Client

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Axis2server
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Backend
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Backend
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ant stockquote -Dmode=placeorder
-Dtrpurl=http://localhost:8280/services/OneWayProxy

Analyzing the output

When you run the first command specified above, you will see the one-way JMS message flowing through the ESB into the sample Axis2 server instance
over HTTP, and you will also see how Axis2 acknowledges it with a HTTP 202 Accepted response.

SimpleStockQuoteService :: Accepted order for : 7482 stocks of IBM at $
169.27205579038733

When you run the next command, you will see that the proxy service simply logs the message received and acknowledges it. On the ESB console, you will
see the logged message, and if  is used at the client, you will also see the 202 Accepted response that is sent back to the client from the ESB.TCPMon

HTTP/1.1 202 Accepted
Content-Type: text/xml; charset=UTF-8
Host: 127.0.0.1
SOAPAction: "urn:placeOrder"
Date: Sun, 06 May 2007 17:20:19 GMT
Server: Synapse-HttpComponents-NIO
Transfer-Encoding: chunked

0

Sample 254: Using the File System as Transport Medium (VFS)

Introduction
Prerequisites
Building the sample
Executing the sample
Analyzing the output

Introduction

The ESB can access the local file system using the  sender and receiver. This sample demonstrates the VFS transport in action, using theVFS transport
file system as a transport medium.

Prerequisites

Create 3 new directories (folders) named ,  and  in a suitable location in a test directory (e.g., /home/user/test) in the local filein out original
system. Then, open the  file in a text editor and change the , repository/sample/synapse_sample_254.xml transport.vfs.FileURI tr

,  parameter values to the ,  and  directoryansport.vfs.MoveAfterProcess transport.vfs.MoveAfterFailure in original original
locations respectively. You need to set both and   parametertransport.vfs.MoveAfterProcess  transport.vfs.MoveAfterFailure
values to point to the  directory location.Change the endpoint in the  to point to the  directory location. Make sure thatoriginal <outSequence> out
the prefix  in the endpoint URL is not removed or changed.vfs:
For a list of general prerequisites, see  .Prerequisites to Start the ESB Samples

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

https://ws.apache.org/tcpmon/
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-ESBSamplePrerequisites
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1.  
2.  

Building the sample

The XML configuration for this sample is as follows: 

<definitions xmlns="http://ws.apache.org/ns/synapse">
    <proxy name="StockQuoteProxy" transports="vfs">
        <parameter
name="transport.vfs.FileURI">file:///home/user/test/in</parameter>     
<!--CHANGE-->
        <parameter
name="transport.vfs.ContentType">text/xml</parameter>
        <parameter
name="transport.vfs.FileNamePattern">.*\.xml</parameter>
        <parameter name="transport.PollInterval">15</parameter>
        <parameter
name="transport.vfs.MoveAfterProcess">file:///home/user/test/original</
parameter>           <!--CHANGE-->
        <parameter
name="transport.vfs.MoveAfterFailure">file:///home/user/test/original</
parameter>           <!--CHANGE-->
        <parameter
name="transport.vfs.ActionAfterProcess">MOVE</parameter>
        <parameter
name="transport.vfs.ActionAfterFailure">MOVE</parameter>
        <target>
            <endpoint>
                <address format="soap12"
uri="http://localhost:9000/services/SimpleStockQuoteService"/>
            </endpoint>
            <outSequence>
                <property name="transport.vfs.ReplyFileName"
                         
expression="fn:concat(fn:substring-after(get-property('MessageID'),
'urn:uuid:'), '.xml')"
                          scope="transport"/>
                <property action="set" name="OUT_ONLY" value="true"/>
                <send>
                    <endpoint>
                        <address uri="vfs:file:///home/user/test/out"/>
<!--CHANGE-->   
                    </endpoint>
                </send>
            </outSequence>
        </target>
        <publishWSDL
uri="file:repository/samples/resources/proxy/sample_proxy_1.wsdl"/>
    </proxy>
</definitions>

This configuration file   is available in the  directory and the values you have tosynapse_sample_254.xml  <ESB_HOME>/repository/samples 
change as specified in the prerequisites section are marked with  .<!--CHANGE-->

To build the sample

Start the Axis2 server. For instructions on starting the Axis2 server, see  .Starting the Axis2 server
Deploy the back-end service  . For instructions on deploying sample back-end services, see SimpleStockQuoteService Deploying sample

.back-end services

Executing the sample

The sample client used here is the , which can operate in several modes. For further details on this sample client and its operationStock Quote Client
modes, see  .Stock Quote Client

To execute the sample client

Move the  file from the  directory to the location specified in test.xml <ESB_HOME>/repository/samples/resources/vfs transport.vfs.FileU
 in the configuration (i.e., the  directory).RI in

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Axis2server
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Backend
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Backend
https://docs.wso2.com/display/EI650/Using+the+Sample+Clients#UsingtheSampleClients-StockQuoteClient
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The   file contains a simple stock quote request in XML/SOAP format and is as follows:test.xml 

test.xml

<?xml version='1.0' encoding='UTF-8'?>
<soapenv:Envelope

xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:wsa="http://www.w3.org/2005/08/addressing">

    <soapenv:Body>
     <m0:getQuote xmlns:m0="http://services.samples">

         <m0:request>
             <m0:symbol>IBM</m0:symbol>

            </m0:request>
        </m0:getQuote>

    </soapenv:Body>
</soapenv:Envelope>

Analyzing the output

You will see that the VFS transport listener picks the file from the  directory and sends it to the Axis2 service over HTTP. Then you will see that thein
request XML file is moved to the  directory and that the response from the Axis2 server is saved to the  directory.original out

Sample 255: Switching from FTP Transport Listener to Mail Transport Sender

Objective: Switching from FTP transport listener to mail transport sender.
Prerequisites

You will need access to an FTP server and an SMTP server to try this sample.
Start the Axis2 server and deploy the  if not already done.SimpleStockQuoteService
Enable mail transport sender in the ESB .axis2.xml
Create a new test directory in the FTP server. Open ESB_HOME/repository/samples/synapse_sample_255.xml and edit the following values.
Change transport.vfs.FileURI parameter value point to the test directory at the FTP server. Change outSequence endpoint address URI email
address to a working email address. Values you have to change are marked with " ".<!--CHANGE-->
Copy  to the ftp directory given in  below.ESB_HOME/repository/samples/resources/vfs/test.xml transport.vfs.FileURI

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/
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<definitions xmlns="http://ws.apache.org/ns/synapse">
 <proxy name="StockQuoteProxy" transports="vfs">

     <parameter
name="transport.vfs.FileURI">vfs:ftp://guest:guest@localhost/test?vfs.p

assive=true</parameter> <!--CHANGE-->
        <parameter

name="transport.vfs.ContentType">text/xml</parameter>
        <parameter

name="transport.vfs.FileNamePattern">.*\.xml</parameter>
        <parameter name="transport.PollInterval">15</parameter>

        <target>
         <inSequence>

             <header name="Action" value="urn:getQuote"/>
            </inSequence>

            <endpoint>
             <address

uri="http://localhost:9000/services/SimpleStockQuoteService"/>
            </endpoint>

            <outSequence>
             <property action="set" name="OUT_ONLY" value="true"/>

                <send>
                 <endpoint>

                  <address uri="mailto:user@host"/> <!--CHANGE-->
                 </endpoint>

                </send>
            </outSequence>

  </target>
        <publishWSDL

uri="file:repository/samples/resources/proxy/sample_proxy_1.wsdl"/>
    </proxy>

</definitions>

VFS transport listener will pick the file from the directory in the FTP server and send it to the Axis2 service. The file in the FTP directory will be deleted. The
response will be sent to the given e-mail address.

Setting up Mail Transport Sender 

To enable the mail transport sender for samples, you need to uncomment the mail transport sender configuration in the repository/conf/axis2/axis
. Uncomment the mail transport sender sample configuration and make sure it points to a valid SMTP configuration for any actual scenarios.2.xml

<transportSender name="mailto"
class="org.apache.synapse.transport.mail.MailTransportSender">
    <parameter name="mail.smtp.host">smtp.gmail.com</parameter>
    <parameter name="mail.smtp.port">587</parameter>
    <parameter name="mail.smtp.starttls.enable">true</parameter>
    <parameter name="mail.smtp.auth">true</parameter>
    <parameter name="mail.smtp.user">synapse.demo.0</parameter>
    <parameter name="mail.smtp.password">mailpassword</parameter>
    <parameter
name="mail.smtp.from">synapse.demo.0@gmail.com</parameter>
</transportSender>

Sample 256: Proxy Services with the MailTo Transport

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
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Objective: Using the  with . MailTo transport Proxy Services
Prerequisites

You will need access to an e-mail account.
Start the Axis2 server and deploy the  if not already done.SimpleStockQuoteService
Enable the mail transport listener in the ESB . Simply uncomment the relevant transport receiver entry in the file.axis2.xml
Enable mail transport sender in the ESB . See   for details.axis2.xml MailTo transport
Send a plain/text e-mail (Make sure you switch to  when you are composing the email) with the following body and any customPlain text mode 
Subject from your mail account to the mail address .synapse.demo.1@gmail.com

<m0:getQuote xmlns:m0="http://services.samples">
 <m0:request>

  <m0:symbol>IBM</m0:symbol>
 </m0:request>

</m0:getQuote>

After a few seconds (for example 30 seconds), you should receive a POX response in your e-mail account with the stock quote reply.

is changed to <EI_HOME>/ .samples/service-bus/resources/
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<!-- Using the mail transport -->
<definitions xmlns="http://ws.apache.org/ns/synapse">

    <proxy name="StockQuoteProxy" transports="mailto">
        <parameter

name="transport.mail.Address">synapse.demo.1@gmail.com</parameter>
        <parameter name="transport.mail.Protocol">pop3</parameter>

        <parameter name="transport.PollInterval">5</parameter>
        <parameter name="mail.pop3.host">pop.gmail.com</parameter>

        <parameter name="mail.pop3.port">995</parameter>
        <parameter name="mail.pop3.user">synapse.demo.1</parameter>

        <parameter name="mail.pop3.password">mailpassword1</parameter>
        <parameter

name="mail.pop3.socketFactory.class">javax.net.ssl.SSLSocketFactory</pa
rameter>

        <parameter
name="mail.pop3.socketFactory.fallback">false</parameter>

        <parameter name="mail.pop3.socketFactory.port">995</parameter>
        <parameter

name="transport.mail.ContentType">application/xml</parameter>
        <target>

            <inSequence>
                <property name="senderAddress"

expression="get-property('transport', 'From')"/>
                <log level="full">

                    <property name="Sender Address"
expression="get-property('senderAddress')"/>

                </log>
                <send>

                    <endpoint>
                        <address

uri="http://localhost:9000/services/SimpleStockQuoteService"/>
                    </endpoint>

                </send>
            </inSequence>

            <outSequence>
                <property name="Subject" value="Custom Subject for

Response" scope="transport"/>
                <header name="To" expression="fn:concat('mailto:',

get-property('senderAddress'))"/>
                <log level="full">

                    <property name="message" value="Response message"/>
                    <property name="Sender Address"

expression="get-property('senderAddress')"/>
                </log>

                <send/>
            </outSequence>

        </target>
        <publishWSDL

uri="file:repository/samples/resources/proxy/sample_proxy_1.wsdl"/>
    </proxy>

</definitions>

Sample 257: Proxy Services with the FIX Transport

Note
In this sample, we used the  property to make sure that the transport parses the request message as POX. Iftransport.mail.ContentType
you remove this property, you may still be able to send requests using a standard mail client if instead of writing the XML in the body of the
message, you add it as an attachment. In that case, you should use XML as a suffix for the attachment and format the request as a SOAP 1.1
message. Indeed, for a file with suffix XML the mail client will most likely use text/XML as the content type, exactly as required for SOAP 1.1.
Sending a POX message using this approach will be a lot trickier, because most standard mail clients do not allow the user to explicitly set the
content type.
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Objective: Demonstrate the usage of the  (Financial Information eXchange) transport with .FIX Proxy Services
Prerequisites

You will need the two sample FIX applications that come with Quickfix/J (Banzai and Executor). Configure the two applications to establish
sessions with the ESB. 

Start Banzai and Executor.
Enable FIX transport in the Synapse . axis2.xml
Configure Synapse for FIX samples. 
Open the <  file and make sure that ESB_HOME>/repository/samples/synapse_sample_257.xml transport.fix.AcceptorConfigUR

 property points to the  file you created. Also make sure that  property points toL fix-synapse.cfg transport.fix. InitiatorConfigURL
the  file you created. synapse-sender.cfg

Send an order request from Banzai to the ESB.

WSO2 ESB will create a session with an Executor and forward the order request. The responses coming from the Executor will be sent back to Banzai.

<definitions xmlns="http://ws.apache.org/ns/synapse">
    <proxy name="FIXProxy" transports="fix">
        <parameter
name="transport.fix.AcceptorConfigURL">file:/home/synapse_user/fix-conf
ig/fix-synapse.cfg</parameter>
        <parameter
name="transport.fix.InitiatorConfigURL">file:/home/synapse_user/fix-con
fig/synapse-sender.cfg</parameter>
        <parameter
name="transport.fix.AcceptorMessageStore">file</parameter>
        <parameter
name="transport.fix.InitiatorMessageStore">file</parameter>
        <target>
            <endpoint>
                <address
uri="fix://localhost:19876?BeginString=FIX.4.0&amp;SenderCompID=SYNAPSE
&amp;TargetCompID=EXEC"/>
            </endpoint>
     <inSequence>
  <log level="full"/>
     </inSequence>
            <outSequence>
                <log level="full"/>
    <send/>
            </outSequence>
        </target>
    </proxy>
</definitions>

Configuring Sample FIX Applications 

If you use a binary distribution of Quickfix/J, the two samples and their configuration files are all packed to a single JAR file called quickfixj-examples.

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

For information on setting up Quickfix/J, see .Configuring WSO2 Enterprise Integrator to use the FIX transport

Note
The ESB creates a new FIX session with Banzai at this point.

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-ConfiguringWSO2EnterpriseIntegratortousetheFIXtransport
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. You will have to extract the JAR file, modify the configuration files and pack them to a JAR file again under the same name.jar

You can pass the new configuration file as a command line parameter too, in that case you do not need to modify the . Youquickfixj-examples.jar
can copy the config files from  folder to . Execute the sample apps<ESB_HOME>/repository/samples/resources/fix $QFJ_HOME/etc folder
from .<QFJ_HOME>/bin," "./banzai.sh/bat ../etc/banzai.cfg executor.sh/bat ../etc/executor.cfg

Locate and edit the FIX configuration file of Executor to be as follows. This file is usually named .executor.cfg

[default]
 FileStorePath=examples/target/data/executor
 ConnectionType=acceptor
 StartTime=00:00:00
 EndTime=00:00:00
 HeartBtInt=30
 ValidOrderTypes=1,2,F
 SenderCompID=EXEC
 TargetCompID=SYNAPSE
 UseDataDictionary=Y
 DefaultMarketPrice=12.30

 [session]
 BeginString=FIX.4.0
 SocketAcceptPort=19876

Locate and edit the FIX configuration file of Banzai to be as follows. This file is usually named .banzai.cfg

[default]
 FileStorePath=examples/target/data/banzai

 ConnectionType=initiator
 SenderCompID=BANZAI

 TargetCompID=SYNAPSE
 SocketConnectHost=localhost

 StartTime=00:00:00
 EndTime=00:00:00

 HeartBtInt=30
 ReconnectInterval=5

 [session]

 BeginString=FIX.4.0
 SocketConnectPort=9876

The  property in the above two files should point to two directories in your local file system. The launcher scripts for the sample applicationFileStorePath
can be found in the bin directory of  Quickfix/J distribution.

Setting up FIX Transport 

To run the FIX samples used in this guide, you need a local Quickfix/J installation ( ). Download Quickfix/J from: http://www.quickfixj.org http://www.quickfixj.
.org/downloads

To enable the FIX transport for samples, first you must deploy the Quickfix/J libraries into the  directory of the ESB.repository/components/lib
Generally the  following libraries should be deployed into the ESB.

quickfixj-core-1.4.0.jar
quickfixj-msg-fix40-1.4.0.jar
quickfixj-msg-fix42-1.4.0.jar
quickfixj-msg-fix41-1.4.0.jar
quickfixj-msg-fix43-1.4.0.jar
quickfixj-msg-fix44-1.4.0.jar
quickfixj-msg-fix50-1.4.0.jar
mina-core-1.1.0.jar
slf4j-jdk14-1.5.3.jar
slf4j-api-1.5.3.jar

Then uncomment the FIX transport sender and FIX transport receiver configurations in the . Simply locate andrepository/conf/axis2.xml
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uncomment the  and  sample configurations. Alternatively if the FIX transport management bundle is inFIXTransportSender FIXTransportListener
use, you can enable the FIX transport listener and the sender from the WSO2 ESB management console. Login to the console and navigate to "Transports
" on management menu. Scroll down to locate the sections related to the FIX transport. Simply click on the "Enable" links to enable the FIX listener and the
sender.

Configuring WSO2 ESB for FIX Samples 

In order to configure WSO2 ESB to run the FIX samples given in this guide, you will need to create some FIX configuration files as specified below (you
can find the config files from ).<ESB_HOME>/repository/samples/resources/fix folder

The  property in the following two files should point to two directories in your local file system. Once the samples are executed, SynapseFileStorePath
will create FIX message stores in these two directories.

Put the following entries in a file called .fix-synapse.cfg

[default]
 FileStorePath=repository/logs/fix/data
 ConnectionType=acceptor
 StartTime=00:00:00
 EndTime=00:00:00
 HeartBtInt=30
 ValidOrderTypes=1,2,F
 SenderCompID=SYNAPSE
 TargetCompID=BANZAI
 UseDataDictionary=Y
 DefaultMarketPrice=12.30

 [session]
 BeginString=FIX.4.0
 SocketAcceptPort=9876

Put the following entries in a file called .synapse-sender.cfg

[default]
 FileStorePath=repository/logs/fix/data

 SocketConnectHost=localhost
 StartTime=00:00:00

 EndTime=00:00:00
 HeartBtInt=30

 ReconnectInterval=5
    SenderCompID=SYNAPSE

    TargetCompID=EXEC
    ConnectionType=initiator

    [session]

    BeginString=FIX.4.0
    SocketConnectPort=19876

Sample 258: Switching from HTTP to FIX

Objective: Demonstrate switching from HTTP to FIX.
Prerequisites

You will need the Executor sample application that comes with Quickfix/J. Configure the Executor to establish a session with Synapse. Configuring

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/
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.Sample FIX Applications
Start the Executor.
Enable FIX transport sender in the Synapse .axis2.xml
Configure Synapse for FIX samples. See . There is no need to create the  file for thisConfiguring WSO2 ESB for FIX Samples fix-synapse.cfg
sample. Having only the  file is sufficient.synapse-sender.cfg
Go to the  file and make sure that  ESB_HOME/repository/samples/synapse_sample_258.xml transport.fix.InitiatorConfigURL
property points to the  file you created.synapse-sender.cfg
Invoke the FIX Client as follows. This command sends a FIX message embedded in a SOAP message over HTTP.

ant fixclient -Dsymbol=IBM -Dqty=5 -Dmode=buy
-Daddurl=http://localhost:8280/services/FIXProxy

Synapse will create a session with Executor and forward the order request. The first response coming from the Executor will be sent back over HTTP.
Executor generally sends two responses for each incoming order request. But since the response has to be forwarded over HTTP, only one can be sent
back to the client.

<definitions xmlns="http://ws.apache.org/ns/synapse">
 <proxy name="FIXProxy">
  <parameter
name="transport.fix.InitiatorConfigURL">file:/home/synapse_user/fix-con
fig/synapse-sender.cfg</parameter>
  <parameter
name="transport.fix.InitiatorMessageStore">file</parameter>
  <parameter name="transport.fix.SendAllToInSequence">false</parameter>
  <parameter name="transport.fix.DropExtraResponses">true</parameter>
  <target>
   <endpoint>
    <address
uri="fix://localhost:19876?BeginString=FIX.4.0&SenderCompID=SYNAPSE&Tar
getCompID=EXEC"/>
   </endpoint>
   <inSequence>
    <property name="transport.fix.ServiceName" value="FIXProxy"
scope="axis2-client"/>
    <log level="full"/>
   </inSequence>
   <outSequence>
    <log level="full"/>
    <send/>
   </outSequence>
  </target>
 </proxy>
</definitions>

Configuring Sample FIX Applications 

If you are using a binary distribution of Quickfix/J, the two samples and their configuration files are all packed to a single JAR file called quickfixj-exam
. You will have to extract the JAR file, modify the configuration files and pack them to a JAR file again under the same name.ples.jar

You can pass the new configuration file as a command line parameter too, in that case you do not need to modify the . Youquickfixj-examples.jar
can copy the config files from  folder to . Execute the sample apps from$ESB_HOME/repository/samples/resources/fix $QFJ_HOME/etc folder

, .$QFJ_HOME/bin ./banzai.sh/bat ../etc/banzai.cfg executor.sh/bat ../etc/executor.cfg

Locate and edit the FIX configuration file of Executor to be as follows. This file is usually named .executor.cfg
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[default]
 FileStorePath=examples/target/data/executor

 ConnectionType=acceptor
 StartTime=00:00:00

 EndTime=00:00:00
 HeartBtInt=30

 ValidOrderTypes=1,2,F
 SenderCompID=EXEC

 TargetCompID=SYNAPSE
 UseDataDictionary=Y

 DefaultMarketPrice=12.30

 [session]
 BeginString=FIX.4.0

 SocketAcceptPort=19876

Locate and edit the FIX configuration file of Banzai to be as follows. This file is usually named .banzai.cfg

[default]
 FileStorePath=examples/target/data/banzai
 ConnectionType=initiator
 SenderCompID=BANZAI
 TargetCompID=SYNAPSE
 SocketConnectHost=localhost
 StartTime=00:00:00
 EndTime=00:00:00
 HeartBtInt=30
 ReconnectInterval=5

 [session]
 BeginString=FIX.4.0
 SocketConnectPort=9876

The  property in the above two files should point to two directories in your local file system. The launcher scripts for the sample applicationFileStorePath
can be found in the bin directory of Quickfix/J distribution.

Setting up FIX Transport 

To run the FIX samples used in this guide, you need a local Quickfix/J ( ) installation. Download Quickfix/J from: http://www.quickfixj.org http://www.quickfixj.
.org/downloads

To enable the FIX transport for samples, first you must deploy the Quickfix/J libraries into the  directory of the ESB.repository/components/lib
Generally following libraries should be deployed into the ESB.

quickfixj-core-1.4.0.jar
quickfixj-msg-fix40-1.4.0.jar
quickfixj-msg-fix42-1.4.0.jar
quickfixj-msg-fix41-1.4.0.jar
quickfixj-msg-fix43-1.4.0.jar
quickfixj-msg-fix44-1.4.0.jar
quickfixj-msg-fix50-1.4.0.jar
mina-core-1.1.0.jar
slf4j-jdk14-1.5.3.jar
slf4j-api-1.5.3.jar

Then uncomment the FIX transport sender and FIX transport receiver configurations in the . Simply locate andrepository/conf/axis2.xml
uncomment the  and  sample configurations. Alternatively, if the FIX transport management bundle is inFIXTransportSender FIXTransportListener
use, you can enable the FIX transport listener and the sender from the WSO2 ESB management console. Login to the console and navigate to "Transports
" on management menu. Scroll down to locate the sections related to the FIX transport. Simply click on the "Enable" links to enable the FIX listener and the
sender.

Configuring WSO2 ESB for FIX Samples 
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In order to configure WSO2 ESB to run the FIX samples given in this guide, you will need to create some FIX configuration files as specified below (you
can find the config files from ).$ESB_HOME/repository/samples/resources/fix folder

The  property in the following two files should point to two directories in your local file system. Once the samples are executed, SynapseFileStorePath
will create FIX message stores in these two directories.

Put the following entries in a file called .fix-synapse.cfg

[default]
 FileStorePath=repository/logs/fix/data

 ConnectionType=acceptor
 StartTime=00:00:00

 EndTime=00:00:00
 HeartBtInt=30

 ValidOrderTypes=1,2,F
 SenderCompID=SYNAPSE

 TargetCompID=BANZAI
 UseDataDictionary=Y

 DefaultMarketPrice=12.30

 [session]
 BeginString=FIX.4.0

 SocketAcceptPort=9876

Put the following entries in a file called .synapse-sender.cfg

[default]
 FileStorePath=repository/logs/fix/data
 SocketConnectHost=localhost
 StartTime=00:00:00
 EndTime=00:00:00
 HeartBtInt=30
 ReconnectInterval=5
    SenderCompID=SYNAPSE
    TargetCompID=EXEC
    ConnectionType=initiator

    [session]
    BeginString=FIX.4.0
    SocketConnectPort=19876

Sample 259: Switch from FIX to HTTP

Objective: Demonstrate the capability of switching form FIX to HTTP.
Prerequisites

You will need the sample FIX blotter that come with Quickfix/J (Banzai). Configure the blotter to establish sessions with Synapse.
Start the Axis2 server and deploy the  if not already deployed.SimpleStockQuoteService
Start Banzai.
Enable FIX transport in the .Synapse axis2.xml
Configure ESB for FIX samples.
Open up the  file and make sure that ESB_HOME/repository/samples/synapse_sample_259.xml transport.fix.AcceptorConfigUR

 property points to the  file you created. L fix-synapse.cfg

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/
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Send an order request from Banzai to Synapse. For example, Buy DELL 1000 @ 100. User has to send a "Limit" Order because price is a
mandatory field for  operation.placeOrder

ESB will forward the order request to one-way  operation on the . ESB uses a simple  toplaceOrder SimpleStockQuoteService XSLT Mediator
transform the incoming FIX to a SOAP message.

<xsl:stylesheet version="2.0"
  xmlns:xsl="http://www.w3.org/1999/XSL/Transform"
  xmlns:fn="http://www.w3.org/2005/02/xpath-functions">
 <xsl:output method="xml" omit-xml-declaration="yes" indent="yes" />
 <xsl:template match="/">
  <m0:placeOrder xmlns:m0="http://services.samples">
   <m0:order>
    <m0:price><xsl:value-of
select="//message/body/field[]"/></m0:price>
    <m0:quantity><xsl:value-of
select="//message/body/field[]"/></m0:quantity>
    <m0:symbol><xsl:value-of
select="//message/body/field[]"/></m0:symbol>
   </m0:order>
  </m0:placeOrder>
 </xsl:template>
</xsl:stylesheet>

To get an idea about the various transport parameters being used in this sample, see .FIX Transport

<definitions xmlns="http://ws.apache.org/ns/synapse">
    <localEntry key="xslt-key-req"
src="file:repository/samples/resources/transform/transform_fix_to_http.
xslt" />
    <proxy name="FIXProxy" transports="fix">
        <target>
            <endpoint>
                <address
                   
uri="http://localhost:9000/services/SimpleStockQuoteService" />
            </endpoint>
            <inSequence>
                <log level="full" />
                <xslt key="xslt-key-req" />
                <log level="full" />
            </inSequence>
            <outSequence>
                <log level="full" />
            </outSequence>
        </target>
    <parameter name="transport.fix.AcceptorConfigURL">
        file:repository/samples/resources/fix/fix-synapse.cfg
    </parameter>
    <parameter
name="transport.fix.AcceptorMessageStore">file</parameter>
   </proxy>
</definitions>

Configuring Sample FIX Applications 

Note
Synapse creates a new FIX session with Banzai at this point.



WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 1985

If you use a binary distribution of Quickfix/J, the two samples and their configuration files are all packed to a single JAR file called quickfixj-examples.
. You will have to extract the JAR file, modify the configuration files and pack them to a JAR file again under the same name.jar

You can pass the new configuration file as a command line parameter too, in that case you do not need to modify the . Youquickfixj-examples.jar
can copy the config files from  folder to . Execute the sample$ESB_HOME/repository/samples/resources/fix $QFJ_HOME/etc folder
applications from .$QFJ_HOME/bin," "./banzai.sh/bat ../etc/banzai.cfg executor.sh/bat ../etc/executor.cfg

Locate and edit the FIX configuration file of Executor to be as follows. This file is usually named .executor.cfg

[default]
 FileStorePath=examples/target/data/executor
 ConnectionType=acceptor
 StartTime=00:00:00
 EndTime=00:00:00
 HeartBtInt=30
 ValidOrderTypes=1,2,F
 SenderCompID=EXEC
 TargetCompID=SYNAPSE
 UseDataDictionary=Y
 DefaultMarketPrice=12.30

 [session]
 BeginString=FIX.4.0
 SocketAcceptPort=19876

Locate and edit the FIX configuration file of Banzai to be as follows. This file is usually named .banzai.cfg

[default]
 FileStorePath=examples/target/data/banzai
 ConnectionType=initiator
 SenderCompID=BANZAI
 TargetCompID=SYNAPSE
 SocketConnectHost=localhost
 StartTime=00:00:00
 EndTime=00:00:00
 HeartBtInt=30
 ReconnectInterval=5

 [session]
 BeginString=FIX.4.0
 SocketConnectPort=9876

The  property in the above two files should point to two directories in your local file system. The launcher scripts for the sample applicationFileStorePath
can be found in the bin directory of Quickfix/J distribution.

Setting up FIX Transport 

To run the FIX samples used in this guide, you need a local Quickfix/J ( ) installation. Download Quickfix/J from: http://www.quickfixj.org/downloads http://ww
.w.quickfixj.org/downloads

To enable the FIX transport for samples, first you must deploy the Quickfix/J libraries into the  directory of the ESB.repository/components/lib
Generally following libraries should be deployed into the ESB.

quickfixj-core-1.4.0.jar
quickfixj-msg-fix40-1.4.0.jar
quickfixj-msg-fix42-1.4.0.jar
quickfixj-msg-fix41-1.4.0.jar
quickfixj-msg-fix43-1.4.0.jar
quickfixj-msg-fix44-1.4.0.jar
quickfixj-msg-fix50-1.4.0.jar
mina-core-1.1.0.jar
slf4j-jdk14-1.5.3.jar
slf4j-api-1.5.3.jar
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Then uncomment the FIX transport sender and FIX transport receiver configurations in the . Simply locate andrepository/conf/axis2.xml
uncomment the  and  sample configurations. Alternatively, if the FIX transport management bundle is inFIXTransportSender FIXTransportListener
use, you can enable the FIX transport listener and the sender from the WSO2 ESB management console. Login to the console and navigate to "Transports
" on management menu. Scroll down to locate the sections related to the FIX transport. Simply click on the "Enable" links to enable the FIX listener and the
sender.

Configuring WSO2 ESB for FIX Samples 

In order to configure WSO2 ESB to run the FIX samples given in this guide, you will need to create some FIX configuration files as specified below (You
can find the config files from ).$ESB_HOME/repository/samples/resources/fix folder

The  property in the following two files should point to two directories in your local file system. Once the samples are executed, SynapseFileStorePath
will create FIX message stores in these two directories.

Put the following entries in a file called .fix-synapse.cfg

[default]
 FileStorePath=repository/logs/fix/data
 ConnectionType=acceptor
 StartTime=00:00:00
 EndTime=00:00:00
 HeartBtInt=30
 ValidOrderTypes=1,2,F
 SenderCompID=SYNAPSE
 TargetCompID=BANZAI
 UseDataDictionary=Y
 DefaultMarketPrice=12.30

 [session]
 BeginString=FIX.4.0
 SocketAcceptPort=9876

Put the following entries in a file called .synapse-sender.cfg

[default]
 FileStorePath=repository/logs/fix/data
 SocketConnectHost=localhost
 StartTime=00:00:00
 EndTime=00:00:00
 HeartBtInt=30
 ReconnectInterval=5
    SenderCompID=SYNAPSE
    TargetCompID=EXEC
    ConnectionType=initiator

    [session]
    BeginString=FIX.4.0
    SocketConnectPort=19876

Sample 260: Switch from FIX to AMQP

Objective: Demonstrate the capability of switching between FIX and AMQP protocols.
Prerequisites

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/
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You will need the sample FIX blotter that comes with Quickfix/J (Banzai). Configure the blotter to establish sessions with Synapse.
Configure the AMQP transport for WSO2 ESB.
Start the AMQP consumer, by switching to  directory and running the consumer using the following command.samples/axis2Client
Consumer will listen to the queue , accept the orders and reply to the queue .QpidStockQuoteService replyQueue

ant amqpconsumer

\-Dpropfile=$ESB_HOME/repository/samples/resources/fix/direct.propertie
s

Start Banzai.
Enable FIX transport in the Synapse .axis2.xml
Configure Synapse for FIX samples.
Open up the  file and make sure that the ESB_HOME/repository/samples/synapse_sample_260.xml transport.fix.AcceptorConfi

 property points to the  file you created.gURL fix-synapse.cfg

Send an order request from Banzai to Synapse. For example, Buy DELL 1000 @ MKT.

<definitions xmlns="http://ws.apache.org/ns/synapse">
    <proxy name="FIXProxy" transports="fix">
        <target>
            <endpoint>
                <address
uri="jms:/QpidStockQuoteService?transport.jms.ConnectionFactoryJNDIName
=qpidConnectionfactory&amp;java.naming.factory.initial=org.apache.qpid.
jndi.PropertiesFileInitialContextFactory&amp;java.naming.provider.url=r
epository/samples/resources/fix/con.properties&amp;transport.jms.ReplyD
estination=replyQueue"/>
            </endpoint>
            <inSequence>
                <log level="full" />
            </inSequence>
            <outSequence>
                <property name="transport.fix.ServiceName"
value="FIXProxy" scope="axis2-client" />
                <log level="full" />
                <send />
            </outSequence>
        </target>
        <parameter name="transport.fix.AcceptorConfigURL">
            file:repository/samples/resources/fix/fix-synapse.cfg
        </parameter>
        <parameter
name="transport.fix.AcceptorMessageStore">file</parameter>
    </proxy>
</definitions>

Synapse will forward the order request by binding it to a JMS message payload and sending it to the AMQP consumer. AMQP consumer will send a
execution back to Banzai.

Configuring Sample FIX Applications 

If you use a binary distribution of Quickfix/J, the two samples and their configuration files are all packed to a single JAR file called quickfixj-examples.
. You will have to extract the JAR file, modify the configuration files and pack them to a JAR file again under the same name.jar

You can pass the new configuration file as a command line parameter too, in that case you do not need to modify the . Youquickfixj-examples.jar
can copy the config files from  folder to . Execute the sample$ESB_HOME/repository/samples/resources/fix $QFJ_HOME/etc folder

Note
Synapse creates a new FIX session with Banzai at this point.
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applications from , .$QFJ_HOME/bin ./banzai.sh/bat ../etc/banzai.cfg executor.sh/bat ../etc/executor.cfg

Locate and edit the FIX configuration file of Executor to be as follows. This file is usually named .executor.cfg

[default]

 FileStorePath=examples/target/data/executor
 ConnectionType=acceptor

 StartTime=00:00:00
 EndTime=00:00:00

 HeartBtInt=30
 ValidOrderTypes=1,2,F

 SenderCompID=EXEC
 TargetCompID=SYNAPSE

 UseDataDictionary=Y
 DefaultMarketPrice=12.30

 [session]

 BeginString=FIX.4.0
 SocketAcceptPort=19876

Locate and edit the FIX configuration file of Banzai to be as follows. This file is usually named .banzai.cfg

[default]
 FileStorePath=examples/target/data/banzai
 ConnectionType=initiator
 SenderCompID=BANZAI
 TargetCompID=SYNAPSE
 SocketConnectHost=localhost
 StartTime=00:00:00
 EndTime=00:00:00
 HeartBtInt=30
 ReconnectInterval=5

 [session]
 BeginString=FIX.4.0
 SocketConnectPort=9876

The  property in the above two files should point to two directories in your local file system. The launcher scripts for the sample applicationFileStorePath
can be found in the bin directory of Quickfix/J distribution.

Setting up FIX Transport 

To run the FIX samples used in this guide, you need a local Quickfix/J ( ) installation. Download Quickfix/J from: http://www.quickfixj.org http://www.quickfixj.
.org/downloads

To enable the FIX transport for samples, first you must deploy the Quickfix/J libraries into the  directory of the ESB.repository/components/lib
Generally, the following libraries should be deployed into the ESB.

quickfixj-core-1.4.0.jar
quickfixj-msg-fix40-1.4.0.jar
quickfixj-msg-fix42-1.4.0.jar
quickfixj-msg-fix41-1.4.0.jar
quickfixj-msg-fix43-1.4.0.jar
quickfixj-msg-fix44-1.4.0.jar
quickfixj-msg-fix50-1.4.0.jar
mina-core-1.1.0.jar
slf4j-jdk14-1.5.3.jar
slf4j-api-1.5.3.jar

Then uncomment the FIX transport sender and FIX transport receiver configurations in the . Simply locate andrepository/conf/axis2.xml
uncomment the  and  sample configurations. Alternatively if the FIX transport management bundle is inFIXTransportSender FIXTransportListener
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use, you can enable the FIX transport listener and the sender from the WSO2 ESB management console. Login to the console and navigate to "Transports
" on management menu. Scroll down to locate the sections related to the FIX transport. Simply click on the "Enable" links to enable the FIX listener and the
sender.

Configuring WSO2 ESB for FIX Samples 

In order to configure WSO2 ESB to run the FIX samples given in this guide, you will need to create some FIX configuration files as specified below (You
can find the config files from "$ESB_HOME/repository/samples/resources/fix folder.")

The  property in the following two files should point to two directories in your local file system. Once the samples are executed, SynapseFileStorePath
will create FIX message stores in these two directories.

Put the following entries in a file called .fix-synapse.cfg

[default]
 FileStorePath=repository/logs/fix/data
 ConnectionType=acceptor
 StartTime=00:00:00
 EndTime=00:00:00
 HeartBtInt=30
 ValidOrderTypes=1,2,F
 SenderCompID=SYNAPSE
 TargetCompID=BANZAI
 UseDataDictionary=Y
 DefaultMarketPrice=12.30

 [session]
 BeginString=FIX.4.0
 SocketAcceptPort=9876

Put the following entries in a file called .synapse-sender.cfg

[default]

 FileStorePath=repository/logs/fix/data
 SocketConnectHost=localhost

 StartTime=00:00:00
 EndTime=00:00:00

 HeartBtInt=30
 ReconnectInterval=5

    SenderCompID=SYNAPSE
    TargetCompID=EXEC

    ConnectionType=initiator

    [session]
    BeginString=FIX.4.0

    SocketConnectPort=19876

Configure ESB for AMQP Transport 

The samples used in this guide assumes the existence of a local QPid (1.0-M2 or higher) installation properly installed and started up. You also need to
copy the following client JAR files into the  directory to support AMQP. These files are found in the  directory of therepository/components/lib lib
QPid installation.
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qpid-client-1.0-incubating-M2.jar
    qpid-common-1.0-incubating-M2.jar

    geronimo-jms_1.1_spec-1.0.jar
    slf4j-api-1.4.0.jar **

    slf4j-log4j12-1.4.0.jar **

To enable the AMQP over JMS transport, you need to uncomment the JMS transport listener configuration. To enable AMQP over JMS for ESB, the repos
 must be updated, while to enable JMS support for the sample Axis2 server the itory/conf/axis2.xml samples/axis2Server/repository/conf

 file must be updated./axis2.xml

<!--Uncomment this and configure as appropriate for JMS transport
support, after setting up your JMS environment -->
<transportReceiver name="jms"
class="org.apache.synapse.transport.jms.JMSListener">
</transportReceiver>

<transportSender name="jms"
class="org.apache.synapse.transport.jms.JMSSender">
</transportReceiver>

Locate and edit the AMQP connection settings file for the message consumer, this file is usually named  and can be found in the direct.properties re
 directory.pository/samples/resources/fix

java.naming.factory.initial =
org.apache.qpid.jndi.PropertiesFileInitialContextFactory
# register some connection factories
# connectionfactory.[jndiname] = [ConnectionURL]
connectionfactory.qpidConnectionfactory =
amqp://guest:guest@clientid/test?brokerlist='tcp://localhost:5672'
# Register an AMQP destination in JNDI
# destination.[jniName] = [BindingURL]
destination.directQueue =
direct://amq.direct//QpidStockQuoteService?routingkey='QpidStockQuoteSe
rvice'
destination.replyQueue =
direct://amq.direct//replyQueue?routingkey='replyQueue'

Locate and edit the AMQP connection settings file for WSO2 ESB, this file is usually named  and can be found in the con.properties repository/sam
 directory.ples/resources/fix

Note
To configure FIX (Quickfix/J 1.3) with AMQP (QPid-1.0-M2), copy the "sl4j" - libraries comes with QPid and ignore the "sl4j" - libraries that come
with Quickfix/J.
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#initial context factory
#java.naming.factory.initial

=org.apache.qpid.jndi.PropertiesFileInitialContextFactory
# register some connection factories

# connectionfactory.[jndiname] = [ConnectionURL]
connectionfactory.qpidConnectionfactory=amqp://guest:guest@clientid/tes

t?brokerlist='tcp://localhost:5672'
# Register an AMQP destination in JNDI

# destination.[jndiName] = [BindingURL]
destination.directQueue=direct://amq.direct//QpidStockQuoteService

Sample 261: Switching between FIX Versions

Introduction
Prerequisites
Building the sample
Executing the sample
Analyzing the output

Introduction

This sample demonstrates how you can use WSO2 ESB to accept FIX input via the FIX transport layer and dispatch to another FIX acceptor that accept
messages in a different FIX version. Here you will see how the ESB receives a FIX 4.0 messages and simply forwards it to the FIX 4.1 endpoint.

Prerequisites

For a list of general prerequisites, see  .Prerequisites to Start the ESB Samples
To configure the ESB to use the FIX transport, see  .Configure the ESB to use the FIX transport
You will need the two sample FIX applications (  and ) that are provided with Quickfix/J. Configure the two applications to establishBanzai Executor
sessions with the ESB.
Add the following line to the   and   configuration files.fix-synapse-m40.cfg synapse-sender-m.cfg

DataDictionary=~/etc/spec/FIX40-synapse.xml

Add the following lines to the  configuration file:, which is executor.cfg Executor

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

Note
The  file can be found in the directory. This is aFIX40-synapse.xml <ESB_HOME>/repository/samples/resources/fix 
custom FIX data dictionary file that adds the tag 150 and 151 to the execution message(35=8) of FIX4.0. Make sure the DataDiction

 property in the  file points to this data dictionary file.ary banzai.cfg

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-ESBSamplePrerequisites
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-FIX
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[session]
BeginString=FIX.4.1

SocketAcceptPort=19877

Start  and  using the custom configuration files.Banzai Executor
You need to use two custom configuration files for the ESB in this sample. The two custom configuration files can be found in the <ESB_HOME>/r

 directory. The two files are   and  . You need toepository/samples/resources/fix fix-synapse-m40.cfg synapse-sender-m.cfg
point your ESB configuration to these two files (this is already done in the provided   file) or you should create copiessynapse_sample_261.xml
of them and point the ESB configuration to the copies. In either case, make sure that the properties   and   in theFileStorePath FileLogPath
two files point to valid locations in your local file system.
Open the <  file and make sure that the ESB_HOME>/repository/samples/synapse_sample_261.xml transport.fix.AcceptorConfig

 property points to the   file and the   property points to the URL fix-synapse-m40.cfg transport.fix.InitiatorConfigURL synapse-sen
 file. der-m.cfg

Building the sample

The XML configuration for this sample is as follows: 

<definitions xmlns="http://ws.apache.org/ns/synapse">

     <proxy name="OrderProcesserProxy41" transports="fix">
        <target>

           <endpoint>
              <address

uri="fix://localhost:19877?BeginString=FIX.4.1&SenderCompID=SYNAPSE&Tar
getCompID=EXEC"/>

           </endpoint>
           <inSequence>

    <log level="full"/>
     </inSequence>

           <outSequence>
    <log level="full"/>

    <send/>
     </outSequence>

        </target>
        <parameter

name="transport.fix.AcceptorConfigURL">file:repository/samples/resource
s/fix/fix-synapse-m40.cfg</parameter>

        <parameter
name="transport.fix.AcceptorMessageStore">file</parameter>

        <parameter
name="transport.fix.InitiatorConfigURL">file:repository/samples/resourc

es/fix/synapse-sender-m.cfg</parameter>
        <parameter

name="transport.fix.InitiatorMessageStore">file</parameter>
     </proxy>

</definitions>

This configuration file   is available in the  directory.synapse_sample_261.xml  <ESB_HOME>/repository/samples 

To build the sample

Start the ESB with the sample 261 configuration. For instructions on starting a sample ESB configuration, see Starting the ESB with a sample
.configuration

The operation log keeps running until the server starts, which usually takes several seconds. Wait until the server has fully booted up and displays

Note
The ESB creates a new FIX session with  at this point.Banzai

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Startingasample
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Startingasample
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a message similar to " "WSO2 Carbon started in n seconds.

Executing the sample

Send an order request from  to the ESB. For example, Buy DELL 1000 @ MKT.Banzai

Analyzing the output

You will see that the ESB forwards the FIX4.0 order request to the  that accepts FIX4.1 messages, and that the  processes the requestExecutor Executor
and sends a response back to .Banzai

Sample 262: CBR of FIX Messages

Objective: Demonstrate the capability of CBR FIX messages.
Prerequisites

You will need the two sample FIX applications that come with Quickfix/J (Banzai and Executor). Configure the two applications to establish
sessions with Synapse.
Add the following lines to .banzai.cfg

DataDictionary=~/etc/spec/FIX40-synapse.xml

Add the following lines to .executor.cfg

[session]
BeginString=FIX.4.1

SocketAcceptPort=19877

Start Banzai and Executor using the custom config files.
Enable FIX transport in the Synapse . axis2.xml
Configure Synapse for FIX samples. 
Open up the <  file and make sure that EI_HOME>/samples/service-bus/synapse_sample_262.xml transport.fix.AcceptorConfig

 property points to the  file you created and  points to the URL fix-synapse.cfg transport.fix.InitiatorConfigURL synapse-sender.
 file you created. cfg

Send an order request from Banzai to Synapse. For example, Buy GOOG 1000 @ MKT, Buy MSFT 3000 @ MKT, Buy SUNW 500 @ 100.20.
Synapse will forward the order requests with symbol "GOOG" to FIX endpoint FIX-4.0 @ localhost:19876.
Synapse will forward the order requests with symbol "MSFT" to FIX endpoint FIX-4.1 @ localhost:19877.
Synapse will not forward the orders with other symbols to any endpoint (default case has kept blank in the configuration).

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

Note
FIX40-synapse.xml can be found at < . This is a custom FIX data dictionary file thatEI_HOME>/samples/service-bus/resources/fix
has added tag 150,151 to the execution messages (35=8) of FIX4.0. Make sure the  property of the  points toDataDictionary banzai.cfg
this data dictionary file.

Note
Synapse creates a new FIX session with Banzai at this point.
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<definitions xmlns="http://ws.apache.org/ns/synapse">
    <sequence name="CBR_SEQ">

        <in>
            <switch source="//message/body/field@id='55'">

                <case regex="GOOG">
                    <send>

                        <endpoint>
                            <address

                               
uri="fix://localhost:19876?BeginString=FIX.4.0&SenderCompID=SYNAPSE&Tar

getCompID=EXEC" />
                        </endpoint>

                    </send>
                </case>

                <case regex="MSFT">
                    <send>

                        <endpoint>
                            <address

                               
uri="fix://localhost:19877?BeginString=FIX.4.1&SenderCompID=SYNAPSE&Tar

getCompID=EXEC" />
                        </endpoint>

                    </send>
                </case>

                <default></default>
            </switch>

        </in>
        <out>

            <send />
        </out>

    </sequence>
    <proxy name="FIXProxy" transports="fix">

        <target inSequence="CBR_SEQ" />
        <parameter name="transport.fix.AcceptorConfigURL">

            file:repository/samples/resources/fix/fix-synapse.cfg
        </parameter>

        <parameter name="transport.fix.AcceptorMessageStore">
            file

        </parameter>
        <parameter name="transport.fix.InitiatorConfigURL">

            file:repository/samples/resources/fix/synapse-sender.cfg
        </parameter>

        <parameter name="transport.fix.InitiatorMessageStore">
            file

        </parameter>
    </proxy>

</definitions>

Configuring Sample FIX Applications 

If you use a binary distribution of Quickfix/J, the two samples and their configuration files are all packed to a single JAR file called quickfixj-examples.
. You will have to extract the JAR file, modify the configuration files and pack them to a JAR file again under the same name.jar

You can pass the new configuration file as a command line parameter too, in that case you do not need to modify the . Youquickfixj-examples.jar
can copy the config files from   folder to < . Execute the sample apps<EI_HOME>/samples/service-bus/ resources/fix QFJ_HOME>/etc folder
from < , .QFJ_HOME>/bin ./banzai.sh/bat ../etc/banzai.cfg executor.sh/bat ../etc/executor.cfg

Locate and edit the FIX configuration file of Executor to be as follows. This file is usually named executor.cfg.
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[default]
 FileStorePath=examples/target/data/executor

 ConnectionType=acceptor
 StartTime=00:00:00

 EndTime=00:00:00
 HeartBtInt=30

 ValidOrderTypes=1,2,F
 SenderCompID=EXEC

 TargetCompID=SYNAPSE
 UseDataDictionary=Y

 DefaultMarketPrice=12.30

 [session]
 BeginString=FIX.4.0

 SocketAcceptPort=19876

Locate and edit the FIX configuration file of Banzai to be as follows. This file is usually named .banzai.cfg

[default]
 FileStorePath=examples/target/data/banzai
 ConnectionType=initiator
 SenderCompID=BANZAI
 TargetCompID=SYNAPSE
 SocketConnectHost=localhost
 StartTime=00:00:00
 EndTime=00:00:00
 HeartBtInt=30
 ReconnectInterval=5

 [session]
 BeginString=FIX.4.0
 SocketConnectPort=9876

The  property in the above two files should point to two directories in your local file system. The launcher scripts for the sample applicationFileStorePath
can be found in the bin directory of Quickfix/J distribution.

Configuring WSO2 EI for FIX Samples 

In order to configure WSO2 EI to run the FIX samples given in this guide, you will need to create some FIX configuration files as specified below (you can
find the config files from  ).<EI_HOME>/samples/service-bus /resources/fix folder

The  property in the following two files should point to two directories in your local file system. Once the samples are executed, SynapseFileStorePath
will create FIX message stores in these two directories.

Put the following entries in the file called .fix-synapse.cfg
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[default]
 FileStorePath=repository/logs/fix/data

 ConnectionType=acceptor
 StartTime=00:00:00

 EndTime=00:00:00
 HeartBtInt=30

 ValidOrderTypes=1,2,F
 SenderCompID=SYNAPSE

 TargetCompID=BANZAI
 UseDataDictionary=Y

 DefaultMarketPrice=12.30

 [session]
 BeginString=FIX.4.0

 SocketAcceptPort=9876

Put the following entries in the file called .synapse-sender.cfg

[default]
 FileStorePath=repository/logs/fix/data
 SocketConnectHost=localhost
 StartTime=00:00:00
 EndTime=00:00:00
 HeartBtInt=30
 ReconnectInterval=5
    SenderCompID=SYNAPSE
    TargetCompID=EXEC
    ConnectionType=initiator

    [session]
    BeginString=FIX.4.0
    SocketConnectPort=19876

Sample 263: Transport Switching - JMS to http/s Using JBoss Messaging(JBM)

Objective: Introduction to switching transports with proxy services. The JMS provider will be JBoss Messaging(JBM) (http://www.jboss.org/jbossmessaging
)./

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

http://www.jboss.org/jbossmessaging/
http://www.jboss.org/jbossmessaging/
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<definitions xmlns="http://ws.apache.org/ns/synapse">
    <proxy name="StockQuoteProxy" transports="jms">

        <target>
            <inSequence>

                <property action="set" name="OUT_ONLY" value="true"/>
            </inSequence>

            <endpoint>
                <address

uri="http://localhost:9000/services/SimpleStockQuoteService"/>
            </endpoint>

            <outSequence>
                <send/>

            </outSequence>
        </target>

        <publishWSDL
uri="file:repository/conf/sample/resources/proxy/sample_proxy_1.wsdl"/>

        <parameter name="transport.jms.ContentType">
            <rules>

                <jmsProperty>contentType</jmsProperty>
                <default>application/xml</default>

            </rules>
        </parameter>

    </proxy>
</definitions>

Prerequisites:

Start the Axis2 server and deploy the SimpleStockQuoteService (Refer steps above)
Download , install and start JBM server ( ), and configure Synapse to listen on JBM (refer notes below)http://www.jboss.org/jbossmessaging

Configure the required queues in JBM. Add the following entry to JBM jms configuration inside file-config/stand-alone/non-clustered/jbm-jms.xml.

<queue name="StockQuoteProxy">
    <entry name="StockQuoteProxy"/>

</queue>

Once you started the JBM server with the above changes you'll be able to see the following on STDOUT.

10:18:02,673 INFO

[org.jboss.messaging.core.server.impl.MessagingServerImpl] JBoss
Messaging Server version 2.0.0.BETA3 (maggot, 104) started

You also need to copy the jbm-core-client.jar, jbm-jms-client.jar, jnp-client.jar(these jars are inside $JBOSS_MESSAGING/client folder) and
jbm-transports.jar, netty.jar(these jars are from $JBOSS_MESSAGING/lib folder) jars from JBM into the $ESB_HOME/repository/components/lib directory.
This was tested with JBM 2.0.0.BETA3

You need to add the following configuration for Axis2 JMS transport listener in axis2.xml found at repository/conf/axis2.xml.

http://www.jboss.org/jbossmessaging/
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<transportReceiver name="jms"
class="org.apache.axis2.transport.jms.JMSListener">

    <parameter name="default" locked="false">
        <parameter

name="java.naming.factory.initial">org.jnp.interfaces.NamingContextFact
ory</parameter>

        <parameter
name="java.naming.provider.url">jnp://localhost:1099</parameter>

        <parameter
name="java.naming.factory.url.pkgs">org.jboss.naming:org.jnp.interfaces

</parameter>
        <parameter

name="transport.jms.ConnectionFactoryJNDIName">ConnectionFactory</param
eter>

    </parameter>
</transportReceiver>

Once you start ESB configuration 263 and request for the WSDL of the proxy service ( ) you will noticehttp://localhost:8280/services/StockQuoteProxy?wsdl
that its exposed only on the JMS transport. This is because the configuration specified this requirement in the proxy service definition.

Before running the JMS client you need to open the build.xml ant script and uncomment the following block under the jmsclient target.

<!--<sysproperty key="java.naming.provider.url"
value="${java.naming.provider.url}"/> <sysproperty

key="java.naming.factory.initial"
value="${java.naming.factory.initial}"/> <sysproperty

key="java.naming.factory.url.pkg"
value="${java.naming.factory.url.pkg}"/>-->

Now lets send a stock quote request on JMS, using the dumb stock quote client as follows:

ant jmsclient -Djms_type=pox -Djms_dest=StockQuoteProxy
-Djms_payload=MSFT -Djava.naming.provider.url=jnp://localhost:1099

-Djava.naming.factory.initial=org.jnp.interfaces.NamingContextFactory 

-Djava.naming.factory.url.pkgs=org.jboss.naming:org.jnp.interfaces

On the ESB debug(you'll need to enable debug log in ESB) log you will notice that the JMS listener received the request message as:

[JMSWorker-1] DEBUG ProxyServiceMessageReceiver -Proxy Service

StockQuoteProxy received a new message...

Now if you examine the console running the sample Axis2 server, you will see a message indicating that the server has accepted an order as follows:

Accepted order for : 16517 stocks of MSFT at $ 169.14622538721846

In this sample, the client sends the request message to the proxy service exposed over JMS in Synsape. Synapse forwards this message to the HTTP EPR

http://localhost:8280/services/StockQuoteProxy?wsdl
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of the simple stock quote service hosted on the sample Axis2 server. Note that the operation is out-only and no response is sent back to the client. The
transport.jms.ContentType property is necessary to allow the JMS transport to determine the content type of incoming messages. With the given
configuration it will first try to read the content type from the 'contentType' message property and fall back to 'application/xml' (i.e. POX) if this property is
not set. Note that the JMS client used in this example doesn't send any content type information.

Sample 264: Sending Two-Way Messages Using JMS transport

Objective: Demonstrate sending request response scenario with JMS transport.

<definitions xmlns="http://ws.apache.org/ns/synapse">
   <proxy xmlns="http://ws.apache.org/ns/synapse"
name="StockQuoteProxy" transports="http">
       <target>
           <endpoint>
                   <address
uri="jms:/SimpleStockQuoteService?transport.jms.ConnectionFactoryJNDINa
me=QueueConnectionFactory&amp;
                
java.naming.factory.initial=org.apache.activemq.jndi.ActiveMQInitialCon
textFactory&amp;
    
java.naming.provider.url=tcp://localhost:61616&amp;transport.jms.Destin
ationType=queue"/>
           </endpoint>
           <inSequence>
               <property action="set"
name="transport.jms.ContentTypeProperty" value="Content-Type"
scope="axis2"/>
           </inSequence>
           <outSequence>
               <property action="remove" name="TRANSPORT_HEADERS"
scope="axis2"/>
               <send/>
           </outSequence>
       </target>
       <publishWSDL
uri="file:repository/conf/sample/resources/proxy/sample_proxy_1.wsdl"/>
   </proxy>
</definitions>

Prerequisites:

You need to set up ESB and axis2 server to use the JMS transport. See  for more details.Sample 251

This sample is similar to . Only difference is we are expecting a response from the server. JMS transport uses Sample 251 transport.jms.ContentTypePro
 to determine the content type of the response message. If this property is not set JMS transport treats the incoming message as plain text.perty

In the out path we remove the message context property . If this property is not removed JMS headers will be passed to theTRANSPORT_HEADERS
client.

Note
It is possible to instruct a JMS proxy service to listen to an already existing destination without creating a new one. To do this, use the parameter
elements on the proxy service definition to specify the destination and connection factory etc. For example:

<parameter name="transport.jms.Destination">dynamicTopics/something.TestTopic</parameter>

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/
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Start Axis2 server with SimpleStockService deployed.

Invoke the stockquote client using the following command.

ant stockquote -Daddurl=http://localhost:8280/services/StockQuoteProxy
-Dsymbol=MSFT

The sample Axis2 server console will print a message indicating that it has received the request:

Generating quote for : MSFT

In the client side it should print a message indicating it has received the price.

Standard :: Stock price = $154.31851804993238

Sample 265: Accessing a Windows Share Using the VFS Transport

Introduction
Prerequisites
Building the sample
Executing the sample
Analyzing the output

Introduction

This sample demonstrates how to use the  to access a windows share.VFS transport

Prerequisites

Create a directory named  on a windows machine and create three sub directories named ,  and  within the test directory.test in out original
Grant permission to the network users to read from and write to the  directory and sub directories.test
Open the ESB_HOME/repository/samples/synapse_sample_265.xml file in a text editor and change the , transport.vfs.FileURI transport

,  parameter values to the ,  and  directory locations.vfs.MoveAfterProcess transport.vfs.MoveAfterFailure in original original
respectively. You have to also change the <outSequence> endpoint address uri to the   directory location. Make sure that the prefix  in theout vfs:
endpoint address uri is not removed or changed.
For a list of general prerequisites, see .Prerequisites to Start the ESB Samples

Building the sample

The XML configuration for this sample is as follows: 

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-ESBSamplePrerequisites
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1.  
2.  

<!-- Using the vfs transport to access a windows share -->
<definitions xmlns="http://ws.apache.org/ns/synapse">

    <proxy xmlns="http://ws.apache.org/ns/synapse"
name="StockQuoteProxy" transports="vfs">

  <parameter
name="transport.vfs.FileURI">smb://host/test/in</parameter>

<!--CHANGE-->
        <parameter

name="transport.vfs.ContentType">text/xml</parameter>
        <parameter

name="transport.vfs.FileNamePattern">.*\.xml</parameter>
        <parameter name="transport.PollInterval">15</parameter>

  <parameter
name="transport.vfs.MoveAfterProcess">smb://host/test/original</paramet

er> <!--CHANGE-->
  <parameter

name="transport.vfs.MoveAfterFailure">smb://host/test/original</paramet
er> <!--CHANGE-->

        <parameter
name="transport.vfs.ActionAfterProcess">MOVE</parameter>

        <parameter
name="transport.vfs.ActionAfterFailure">MOVE</parameter>

        <target>

            <endpoint>
                <address format="soap12"

uri="http://localhost:9000/services/SimpleStockQuoteService"/>
            </endpoint>

            <outSequence>
                <property name="transport.vfs.ReplyFileName"

                         
expression="fn:concat(fn:substring-after(get-property('MessageID'),

'urn:uuid:'), '.xml')" scope="transport"/>
                <property action="set" name="OUT_ONLY" value="true"/>

                <send>
                    <endpoint>

      <address uri="vfs:smb://host/test/out"/> <!--CHANGE-->
                    </endpoint>

                </send>
            </outSequence>

        </target>
        <publishWSDL

uri="file:repository/samples/resources/proxy/sample_proxy_1.wsdl"/>
    </proxy>

</definitions>

This configuration file   is available in the  directory and the values you have tosynapse_sample_265.xml  <ESB_HOME>/repository/samples 
change as specified in the prerequisites section are marked with  .<!--CHANGE-->

To build the sample

Start the Axis2 server. For instructions on starting the Axis2 server, see  .Starting the Axis2 server
Deploy the back-end service  . For instructions on deploying sample back-end services, see SimpleStockQuoteService Deploying sample

.back-end services

Executing the sample

The sample client used here is the , which can operate in several modes. For further details on this sample client and its operationStock Quote Client
modes, see  .Stock Quote Client

To execute the sample client

Move the  file from the  directory to the location specified in test.xml <ESB_HOME>/repository/samples/resources/vfs transport.vfs.FileU
 in the configuration (i.e., the  directory).RI in

The   file contains a simple stock quote request in XML/SOAP format and is as follows:test.xml 

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Axis2server
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Backend
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Backend
https://docs.wso2.com/display/EI650/Using+the+Sample+Clients#UsingtheSampleClients-StockQuoteClient
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test.xml

<?xml version='1.0' encoding='UTF-8'?>
<soapenv:Envelope
xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:wsa="http://www.w3.org/2005/08/addressing">
    <soapenv:Body>
     <m0:getQuote xmlns:m0="http://services.samples">
         <m0:request>
             <m0:symbol>IBM</m0:symbol>
            </m0:request>
        </m0:getQuote>
    </soapenv:Body>
</soapenv:Envelope>

Analyzing the output

You will see that the VFS transport listener picks the file from the  directory and sends it to the Axis2 service over HTTP. Then you will see that thein
request XML file is moved to the  directory and that the response from the Axis2 server is saved to the  directory.original out

Sample 266 - Switching from TCP to HTTP/S

Objective: Demonstrate receiving SOAP messages over TCP and forwarding them over HTTP

<definitions xmlns="http://ws.apache.org/ns/synapse"
             xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
             xsi:schemaLocation="http://ws.apache.org/ns/synapse
http://synapse.apache.org/ns/2010/04/configuration/synapse_config.xsd">

    <proxy xmlns="http://ws.apache.org/ns/synapse"
name="StockQuoteProxy" transports="tcp">
        <target>
            <endpoint>
                <address
uri="http://localhost:9000/services/SimpleStockQuoteService"/>
            </endpoint>
            <inSequence>
                <log level="full"/>
                <property name="OUT_ONLY" value="true"/>
            </inSequence>
        </target>
    </proxy>

</definitions>

Prerequisites:

Configure ESB to use the TCP transport and configure sample Axis2 client to send TCP requests. See  for details on how to do this.here
Start Synpase using sample 266: ie synapse -sample 266
Start Axis2 server with SimpleStockService deployed

This sample is similar to Sample 250. Only difference is instead of the JMS transport we will be using the TCP transport to receive messages. TCP is not
an application layer protocol. Hence there are no application level headers available in the requests. ESB has to simply read the XML content coming

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-ConfiguringWSO2EnterpriseIntegratortousetheTCPtransport
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through the socket and dispatch it to the right proxy service based on the information available in the message payload itself. The TCP transport is capable
of dispatching requests based on addressing headers or the first element in the SOAP body. In this sample, we will get the sample client to send
WS-Addressing headers in the request. Therefore the dispatching will take place based on the addressing header values.

Invoke the stockquote client using the following command. Note the TCP URL in the command.

ant stockquote -Daddurl=tcp://localhost:6060/services/StockQuoteProxy
-Dmode=placeorder

The TCP transport will receive the message and hand it over to the mediation engine. Synapse will dispatch the request to the StockQuoteProxy service
based on the addressing header values. 
The sample Axis2 server console will print a message indicating that it has received the request:

Thu May 20 12:25:01 IST 2010 samples.services.SimpleStockQuoteService
:: Accepted order #1 for : 17621 stocks of IBM at $ 73.48068475255796

Sample 267: Switching from UDP to HTTP/S

Objective: Demonstrate receiving SOAP messages over UDP and forwarding them over HTTP

<definitions xmlns="http://ws.apache.org/ns/synapse"
             xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"

             xsi:schemaLocation="http://ws.apache.org/ns/synapse
http://synapse.apache.org/ns/2010/04/configuration/synapse_config.xsd">

    <proxy xmlns="http://ws.apache.org/ns/synapse"

name="StockQuoteProxy" transports="udp">
        <target>

            <endpoint>
                <address

uri="http://localhost:9000/services/SimpleStockQuoteService"/>
            </endpoint>

            <inSequence>
                <log level="full"/>

                <property name="OUT_ONLY" value="true"/>
            </inSequence>

        </target>
        <parameter name="transport.udp.port">9999</parameter>

        <parameter
name="transport.udp.contentType">text/xml</parameter>

        <publishWSDL
uri="file:repository/conf/sample/resources/proxy/sample_proxy_1.wsdl"/>

    </proxy>
</definitions>

Prerequisites:

Configure Synapse to use the UDP transport. The sample Axis2 client should also be setup to send UDP requests.
Start Synapse: synapse -sample 267

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-ConfigureWSO2ESBforUDPTransport
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Start Axis2 server with SimpleStockService deployed

This sample is similar to . Only difference is instead of the TCP transport we will be using the UDP transport to receive messages. Invoke theSample 266
stockquote client using the following command. Note the TCP URL in the command.

ant stockquote -Daddurl=udp://localhost:9999?contentType=text/xml
-Dmode=placeorder

Since we have configured the content type as text/xml for the proxy service, incoming messages will be processed as SOAP 1.1 messages. The sample
Axis2 server console will print a message indicating that it has received the request:

Thu May 20 12:25:01 IST 2010 samples.services.SimpleStockQuoteService
:: Accepted order #1 for : 17621 stocks of IBM at $ 73.48068475255796

Sample 268: Proxy Services with the Local Transport

Objective: Proxy services with the .Local transport

<definitions xmlns="http://ws.apache.org/ns/synapse">
    <proxy xmlns="http://ws.apache.org/ns/synapse"

name="LocalTransportProxy"
           transports="https http" startOnLoad="true" trace="disable">

        <target>
            <endpoint name="ep1">

                <address uri="local://services/SecondProxy"/>
            </endpoint>

            <inSequence>
                <log level="full"/>

                <log level="custom">
                    <property name="LocalTransportProxy" value="In

sequence of LocalTransportProxy invoked!"/>
                </log>

            </inSequence>
            <outSequence>

                <log level="custom">
                    <property name="LocalTransportProxy" value="Out

sequence of LocalTransportProxy invoked!"/>
                </log>

                <send/>
            </outSequence>

        </target>
        <publishWSDL

uri="file:samples/service-bus/resources/proxy/sample_proxy_1.wsdl"/>
    </proxy>

    <proxy xmlns="http://ws.apache.org/ns/synapse" name="SecondProxy"
           transports="https http" startOnLoad="true" trace="disable">

        <target>
            <endpoint name="ep2">

                <address uri="local://services/StockQuoteProxy"/>
            </endpoint>

            <inSequence>

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/
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                <log level="full"/>

                <log level="custom">
                    <property name="SecondProxy" value="In sequence of

Second proxy invoked!"/>
                </log>

            </inSequence>
            <outSequence>

                <log level="custom">
                    <property name="SecondProxy" value="Out sequence of

Second proxy invoked!"/>
                </log>

                <send/>
            </outSequence>

        </target>
        <publishWSDL

uri="file:samples/service-bus/resources/proxy/sample_proxy_1.wsdl"/>
    </proxy>

    <proxy xmlns="http://ws.apache.org/ns/synapse"
name="StockQuoteProxy"

           startOnLoad="true">
        <target>

            <endpoint name="ep3">
                <address

uri="http://localhost:9000/services/SimpleStockQuoteService"/>
            </endpoint>

            <outSequence>
                <log level="custom">

                    <property name="StockQuoteProxy"
                              value="Out sequence of StockQuote proxy

invoked!"/>
                </log>

                <log level="full"/>
                <send/>

            </outSequence>
        </target>

        <publishWSDL
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1.  
2.  
3.  

uri="file:samples/service-bus/resources/proxy/sample_proxy_1.wsdl"/>

    </proxy>
</definitions>

This sample contains three proxy services. The stockquote client invokes the LocalTransportProxy. Then the message will be sent to the SecondProxy and
then it will be sent to the StockQuoteProxy. The StockQuoteProxy will invoke the backend service and return the response to the client. In this sample, the
communication between proxy services are done through the Local transport. Since Local transport calls are in-JVM calls, it will reduce the time taken for
the communication between proxy services.

Enable  for the ESB.Non Blocking Local Transport
Start the Axis2 server and deploy the SimpleStockQuoteService if not already done
Execute the stock quote client by requesting for a stock quote on the proxy service as follows:

ant stockquote
-Daddurl=http://localhost:8280/services/LocalTransportProxy

Sample 270: Transport switching from HTTP to MSMQ and MSMQ to HTTP

Objective 1: Demonstrate the capability of working MSMQ transport messages.

Objective 2: Introduction to switching transports with proxy services

Prerequisites:

Start the Axis2 server and deploy the SimpleStockQuoteService (Refer steps above).
Download the  file and add it to the  directory. This file provides the JNI axis2-transport-msmq-2.0.0-wso2v2.jar <EI_HOME>/dropins 
invocation required by MSMQ bridging. 
Please make sure MQ is installed and running. For more information please refer .http://msdn.microsoft.com/en-us/library/aa967729.aspx
Make sure that you have installed Visual C++ 2008 (VC9), it works with Microsoft Visual Studio 2008 Express.

For a default MSMQ v4.0 installation, you may place following in the Axis2 transport sender/ listener configuration at repository/conf/axis2/axis2.
 as,xml

<transportSender
name="msmq"class="org.apache.axis2.transport.msmq.MSMQSender"/>
<transportReceiver name="msmq"
class="org.apache.axis2.transport.msmq.MSMQListener">    
 <parameter name="msmq.receiver.host"
locked="false">localhost</parameter>
</transportReceiver>

Synapse Configuration for MSMQ,

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

Make sure that the given MSMQ sample is ONLY working on windows environment, since it invokes Microsoft C++ API for MSMQ via JNI
invocation.

https://docs.wso2.com/download/attachments/119130368/axis2-transport-msmq-2.0.0-wso2v2.jar?version=1&modificationDate=1558091418000&api=v2
http://msdn.microsoft.com/en-us/library/aa967729.aspx
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<proxy xmlns="http://ws.apache.org/ns/synapse" name="msmqTest"
transports="msmq" startOnLoad="true">

 <target>
        <inSequence>

            <property name="OUT_ONLY" value="true"/>
            <send>

                <endpoint>
                 <address

uri="http://localhost:9000/services/SimpleStockQuoteService"/>
             </endpoint>

         </send>
        </inSequence>

        <outSequence>
         <send/>

     </outSequence>
        <parameter

name="transport.msmq.ContentType">application/xml</parameter>
 </target>

</proxy>
<proxy xmlns="http://ws.apache.org/ns/synapse" name="StockQuoteProxy"

transports="http" startOnLoad="true" trace="disable">
     <description/>

      <target>
        <endpoint>

          <address uri="msmq:DIRECT=OS:localhost\private$\msmqTest"/>
        </endpoint>

        <inSequence>
           <property name="FORCE_SC_ACCEPTED"  value="true" 

scope="axis2"  type="STRING"/>
           <property name="OUT_ONLY" value="true" scope="default"

type="STRING"/>
        </inSequence>

       <outSequence>
          <log level="custom">

              <property name="MESSAGE" value="OUT SEQENCE CALLED"/>
          </log>

           <send/>
         </outSequence>

      </target>
      <publishWSDL

uri="http://localhost:9000/services/SimpleStockQuoteService?wsdl"/>
 </proxy>

Invoke the sample as follows,

ant stockquote -Daddurl=http://localhost:8280/services/StockQuoteProxy
-Dmode=placeorder -Dsymbol=MSFT

The sample Axis2 server console will print a message indicating that it has accepted the order as follows,

Accepted order for : 18406 stocks of MSFT at $ 83.58806051152119

Above samples works as follows,
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Sending Place stockquote request to the ESB proxy.

Proxy sends the incoming message to the MSMQ server.

Another proxy known as ' msmqTest' listening to the MSMQ queue, invoke the message from MSMQ and send to the Aix2 back-end server.

 

 

Sample 271: File Processing

Introduction
Building the sample

Set up the database
Create the main and fault sequences
Configure the ESB
Add database drivers
Add smooks libraries
Create and configure FileProxy
Create and configure databaseSequence
Create and Configure fileWriteSequence
Create and configure sendMailSequence
Create the input file

Executing the sample
Analyzing the output

Introduction

This sample demonstrates how to pick a file from a directory and process it within the ESB. In this sample scenario you pick a file from the local directory,
insert the records in the file to a database, send an email with the file content, trace and write the log and finally move the file to another directory.

The following diagram displays the entities involved in this example.

 msmq:DIRECT=OS:localhost\private$\msmqTest

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

Note
This example works with the MySQL database.
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1.  
2.  

3.  

1.  

2.  

Building the sample

All files required for this sample are in .sample.zip

Follow the steps given below to build this sample.

Set up the database

Manually set up the database.
Create a table named  in your schema. You can run the following commands to do this.info

delimiter $$

CREATE TABLE `info` (
  `name` varchar(45) DEFAULT '',
  `surname` varchar(45) DEFAULT NULL,
  `phone` varchar(45) DEFAULT NULL
) ENGINE=InnoDB DEFAULT CHARSET=utf8$$

Make sure the  table is created and that it contains the following columns:info
name
surname
phone

The result of the query should be as follows when you query to view the records in the  table. You will see that there is no data in the table.test.info

 

Create the main and fault sequences

Find the  and  files in the attached  archive. You can find the files in the main.xml fault.xml sample.zip /conf/synapse-c<SAMPLE_HOME>
 directory.onfig/sequences

https://docs.wso2.com/download/attachments/119129588/sample.zip?version=1&modificationDate=1558091370000&api=v2
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2.  

1.  

2.  

1.  

2.  

Copy the files to   folder.<ESB_HOME>/repository/deployment/server/synapse-configs/default/sequences

Configure the ESB

You need to configure the ESB to use the  for processing the files, and the  for sending the email message. You also need toVFS transport MailTo transport
configure the message formatter as specified. 

Edit the   file and configure the mailto transport sender as follows to use a mailbox for<ESB_HOME>/repository/conf/axis2/axis2.xml
sending the messages:

<transportSender name="mailto"
class="org.apache.axis2.transport.mail.MailTransportSender">

   <parameter name="mail.smtp.host">smtp.gmail.com</parameter>
   <parameter name="mail.smtp.port">587</parameter>

   <parameter name="mail.smtp.starttls.enable">true</parameter>
   <parameter name="mail.smtp.auth">true</parameter>

   <parameter name="mail.smtp.user">username</parameter>
   <parameter name="mail.smtp.password">userpassword</parameter>

   <parameter name="mail.smtp.from">username@gmail.com</parameter>
</transportSender>

Add the following message formatter in the   file under the   sectio<ESB_HOME>/repository/conf/Axis2/axis2.xml Message Formatters
n:

<messageFormatter contentType="text/html"
class="org.apache.axis2.transport.http.ApplicationXMLFormatter"/>

Add database drivers

Find the MySQL database driver  in the attached   archive. You can find the file in the mysql-connector-java-5.1.10-bin.jar sample.zip
directory./lib <SAMPLE_HOME>

Copy the driver to the  directory. <WSO2ESB_HOME>/repository/components/lib

Add smooks libraries

This example uses a CSV smooks library.

You can find the CSV smooks library  in the attached   archive. You can find the file in the milyn-smooks-csv-1.2.4.jar sample.zip  <SAMP
directory.LE_HOME>/lib 

Copy the library to the  directory.<WSO2ESB_HOME>/repository/components/lib

Note
The  and  sequences are created and preconfigured automatically when you install WSO2 ESB.main fault

Note
In this sample, you will not retrieve mails from a mailbox. Therefore, you do not need to enable the mailto transport receiver.

Note
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2.  

3.  

1.  

2.  

3.  

Configure a local entry as follows. For information on how to add a local entry, see . This local entry will be used to refer to the smooksthis link
configuration saved in the  file.<SAMPLE_HOME>/resources/smooks-config.xml 

<localEntry key="smooks" src="file:resources/smooks-config.xml"/>

Create and configure FileProxy

You can find the  file in the attached   archive. It is located in the FileProxy.xml sample.zip <SAMPLE_HOME>/conf/synapse-config/pro
 directory.xy-services

The XML code of the sequence is as follows:

<proxy xmlns="http://ws.apache.org/ns/synapse" name="FileProxy"
transports="vfs" startOnLoad="true" trace="disable">
    <target>
        <inSequence>
            <log level="full"/>
            <clone>
                <target sequence="fileWriteSequence"/>
                <target sequence="sendMailSequence"/>
                <target sequence="databaseSequence"/>
            </clone>
        </inSequence>
    </target>
    <parameter name="transport.vfs.ActionAfterProcess">MOVE</parameter>
    <parameter name="transport.PollInterval">15</parameter>
    <parameter
name="transport.vfs.MoveAfterProcess">file:///home/username/test/origin
al</parameter>
    <parameter
name="transport.vfs.FileURI">file:///home/username/test/in</parameter>
    <parameter
name="transport.vfs.MoveAfterFailure">file:///home/username/test/failur
e</parameter>
    <parameter name="transport.vfs.FileNamePattern">.*.txt</parameter>
    <parameter name="transport.vfs.ContentType">text/plain</parameter>
    <parameter name="transport.vfs.ActionAfterFailure">MOVE</parameter>
</proxy>

Edit the FileProxy.xml file, and define the directory to which the original file should be moved after processing.

<parameter
name="transport.vfs.MoveAfterProcess">[file:///home/]<username>/test/or
iginal</parameter>

Edit the FileProxy.xml file, and define where the input file should be placed.

These configuration changes make system-wide changes to the ESB and the ESB has to be restarted for these changes to take effect.
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3.  

4.  

5.  

1.  

<parameter
name="transport.vfs.FileURI">[file:///home/]<username>/test/in</paramet

er>

Edit the FileProxy.xml file, and define the directory to which the file should be moved if an error occurs.

<parameter

name="transport.vfs.MoveAfterFailure">[file:///home/]<username>/test/fa
ilure</parameter>

 Save the FileProxy.xml file to the   direct<ESB_HOME>/repository/deployment/server/synapse-configs/default/proxy-services
ory.

Create and configure databaseSequence

Follow the instructions below to create a sequence that can be used to connect to the database to insert the data.

You can find the   file in the attached   archive. It is located in the databaseSequence.xml sample.zip <SAMPLE_HOME>/conf/synapse-con
 directory.fig/sequences

The XML code of the database sequence is as follows.
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1.  
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3.  

1.  

<sequence xmlns="http://ws.apache.org/ns/synapse"
name="databaseSequence">

    <log level="full">
        <property name="sequence" value="before-smooks"/>

    </log>
    <smooks config-key="smooks">

        <input type="text"/>
        <output type="xml"/> 

    </smooks>
    <log level="full">

        <property name="sequence" value="after-smooks"/>
    </log>

    <iterate xmlns:ns2="http://org.apache.synapse/xsd"
             xmlns:ns="http://org.apache.synapse/xsd"

             xmlns:sec="http://secservice.samples.esb.wso2.org"
             expression="//csv-records/csv-record">

      <target>
       <sequence>

        <dbreport>
          <connection>

           <pool>
             <password>db-password</password>

             <user>db-username</user>
             <url>jdbc:mysql://localhost:3306/test</url>

             <driver>com.mysql.jdbc.Driver</driver>
           </pool>

          </connection>
           <statement>

            <sql>insert into info values (?, ?, ?)</sql>
              <parameter expression="//csv-record/name/text()"

type="VARCHAR"/>
              <parameter expression="//csv-record/surname/text()"

type="VARCHAR"/>
              <parameter expression="//csv-record/phone/text()"

type="VARCHAR"/>
            </statement>

        </dbreport>
      </sequence>

    </target>
  </iterate>

</sequence>

Specify your database username, password, and URL in the  section of the sequence.<pool>
Save the  file to the databaseSequence.xml <ESB_HOME>/repository/deployment/server/synapse-configs/default/sequences
 directory.

Create and Configure fileWriteSequence

You can find the  in the attached   archive. It is located in the  fileWriteSequence.xml sample.zip <SAMPLE_HOME>/conf/synapse-conf
 directory.ig/sequences

The XML code of the sequence is as follows:
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3.  

1.  

2.  
3.  

<sequence xmlns="http://ws.apache.org/ns/synapse"
name="fileWriteSequence">

    <log level="custom">
        <property name="sequence" value="fileWriteSequence"/>

    </log>
    <property xmlns:ns2="http://org.apache.synapse/xsd"

name="transport.vfs.ReplyFileName"
expression="fn:concat(fn:substring-after(get-property('MessageID'),

'urn:uuid:'), '.txt')" scope="transport"/>
    <property name="OUT_ONLY" value="true"/>

    <send>
        <endpoint name="FileEpr">

            <address uri="vfs:file:///home/username/test/out"/>
        </endpoint>

    </send>
</sequence>

Edit the   file, and define the directory to which the file should be moved.fileWriteSequence.xml
Save the   file to the fileWriteSequence.xml <ESB_HOME>/repository/deployment/server/synapse-configs/default/sequence

 directory.s

Create and configure sendMailSequence

You can find the  file in the attached   archive. It is located in the  sendMailSequence.xml sample.zip <SAMPLE_HOME>/conf/synapse-con
 directory.fig/sequences

The XML code of the sequence is as follows:

<sequence xmlns="http://ws.apache.org/ns/synapse"
name="sendMailSequence">

    <log level="custom">
        <property name="sequence" value="sendMailSequence"/>

    </log>
    <property name="messageType" value="text/html" scope="axis2"/>

    <property name="ContentType" value="text/html" scope="axis2"/>
    <property name="Subject" value="File Received" scope="transport"/>

    <property name="OUT_ONLY" value="true"/>
    <send>

        <endpoint name="FileEpr">
            <address uri="mailto:username@gmail.com"/>

        </endpoint>
    </send>

</sequence>

Edit the   sendMailSequence.xml  file, and define the e-mail address to which the notification should be sent. 
Save the   file to the sendMailSequence.xml <ESB_HOME>/repository/deployment/server/synapse-configs/default/sequences
 directory. 

Create the input file

Create a text file in the following format.

name_1, surname_1, phone_1
name_2, surname_2, phone_2
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1.  
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3.  
4.  

Executing the sample

Save the file in the  format to the   directory that you specified in , under the create and configure  section..txt in step 3 FileProxy

Analyzing the output

In this sample, the ESB listens on a local file system directory. When a file is dropped into the   directory, the ESB picks this file.in

Make sure the file appears in the  directory.out
The ESB inserts the records from the text file to the database. Make sure the data is in the info table. The following screenshot displays the
content of the  table with the data from the file.test.info

Make sure the original file is moved to the  directory./home/<username>/test/original
Make sure the e-mail notification is sent to the email address that is specified. The message should contain the file data. The following screenshot
displays a notification received.

Sample 272: Publishing and Subscribing using WSO2 ESB's MQ Telemetry Transport

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/
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3.  

4.  
5.  

Introduction
Prerequisites
Building the sample
Executing the sample
Analyzing the output

Introduction

This sample demonstrates how WSO2 ESB's MQ Telemetry Transport (MQTT) listener consumes messages from a MQTT topic, and how the MQ
Telemetry Transport (MQTT) sender publishes messages to a MQTT topic.

Prerequisites

Download the   file.org.eclipse.paho.client.mqttv3-1.1.0.jar
Download the Mosquitto-clients ( )http://mosquitto.org/
Download  or the mosquitto MQTT broker ( )WSO2 MB 3.1.0 http://mosquitto.org/

Building the sample

Copy the  file to the  directory.org.eclipse.paho.client.mqttv3-1.1.0.jar <ESB_HOME>/repository/components/lib
Edit the   file and change the MQTT sender and listener configuration to be as follows:<ESB_HOME>/repository/conf/axis2/axis2.xml

<transportReceiver class="org.apache.axis2.transport.mqtt.MqttListener"

name="mqtt">
        <parameter locked="false" name="mqttConFactory">

                <parameter locked="false"
name="mqtt.server.host.name">localhost</parameter>

                <parameter locked="false"
name="mqtt.server.port">1883</parameter>

                <parameter locked="false"
name="mqtt.client.id">esb.test.listener</parameter>

                <parameter locked="false"
name="mqtt.topic.name">esb.test1</parameter>

        </parameter>
    </transportReceiver>

 
<transportsender class="org.apache.axis2.transport.mqtt.MqttSender"

name="mqtt">
</transportsender>

Start the MQTT broker. If you are using WSO2 MB as the MQTT broker, you should set the WSO2 ESB port offset to 1 before running the ESB.
To set the port offset in WSO2 ESB, open the  file and set the offset to 1 as follows:<ESB_HOME>/repository/conf/carbon.xml

<Offset>1</Offset>

Start WSO2 MB,  and  named .open the Management Console create a topic esb.test2
The XML configuration for this sample is as follows:

https://github.com/wso2-docs/ESB/tree/master/ESB-Artifacts/MQTTclient_for_Sample_272
http://mosquitto.org/
http://wso2.com/products/message-broker/
http://mosquitto.org/
https://docs.wso2.com/display/MB310/Running+the+Product#RunningtheProduct-Startingtheserver
https://docs.wso2.com/display/MB310/Running+the+Product#RunningtheProduct-AccessingtheManagementConsole
https://docs.wso2.com/display/MB310/Managing+Topics+and+Sub+Topics#ManagingTopicsandSubTopics-AddingtopicsfromthemanagementconsoleAdd
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<definitions xmlns="http://ws.apache.org/ns/synapse">
    <proxy xmlns="http://ws.apache.org/ns/synapse" name="SampleProxy"

transports="mqtt" startOnLoad="true" trace="disable">
        <description/>

        <target>
            <endpoint>

                <address
uri="mqtt:/SampleProxy?mqtt.server.host.name=localhost&amp;mqtt.server.

port=1883&amp;mqtt.client.id=esb.test.sender&amp;mqtt.topic.name=esb.te
st2&amp;mqtt.subscription.qos=2&amp;mqtt.blocking.sender=true"/>

            </endpoint>
            <inSequence>

                <property name="OUT_ONLY" value="true"/>
                <property name="FORCE_SC_ACCEPTED" value="true"

scope="axis2" type="STRING"/>
            </inSequence>

            <outSequence>
                <send/>

            </outSequence>
        </target>

        <parameter
name="mqtt.connection.factory">mqttConFactory</parameter>

        <parameter name="mqtt.topic.name">esb.test1</parameter>
        <parameter name="mqtt.subscription.qos">2</parameter>

        <parameter name="mqtt.content.type">text/plain</parameter>
        <parameter name="mqtt.session.clean">false</parameter>

    </proxy>
</definitions>

 

This configuration file is available in the   directory.synapse_sample_272.xml  <ESB_HOME>/repository/samples

Executing the sample

Execute the following command to start the MQTT subscriber on the  topic:esb.test2

mosquitto_sub -h localhost -t esb.test2

Execute the following command to run the MQTT publisher to publish to the  topic:esb.test1

mosquitto_pub -h localhost -p 1883 -t esb.test1  -m {"company":"WSO2"}

Analyzing the output

When you analyze the output messages on the MQTT subscriber console, you will see the following log:

{"company":"WSO2"}

Introduction to Integration Profile Tasks
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The following   samples are available with WSO2 EI:Tasks

Sample 300: Introduction to Tasks with a Simple Trigger

 

Sample 300: Introduction to Tasks with a Simple Trigger

Introduction
Prerequisites
Building the sample
Executing the sample
Analyzing the output

Introduction

This sample introduces the concept of   and demonstrates how a simple trigger works. Here the   class is used, which injects atasks MessageInjector
specified message to the ESB environment. You can write your own task class implementing the   interface andorg.apache.synapse.startup.Task
implement the   method to run the task.execute

Prerequisites

For a list of prerequisites, see  .Prerequisites to Start the ESB Samples

Building the sample

The XML configuration for this sample is as follows: 

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-ESBSamplePrerequisites
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<definitions xmlns="http://ws.apache.org/ns/synapse">
    <task xmlns="http://ws.apache.org/ns/synapse"

class="org.apache.synapse.startup.tasks.MessageInjector"
group="synapse.simple.quartz" name="CheckPrice">

        <property name="to"
value="http://localhost:9000/services/SimpleStockQuoteService"/>

        <property name="soapAction" value="urn:getQuote"/>
        <property name="message">

            <m0:getQuote xmlns:m0="http://services.samples"
xmlns="http://ws.apache.org/ns/synapse">

                <m0:request>
                    <m0:symbol>IBM</m0:symbol>

                </m0:request>
            </m0:getQuote>

        </property>
        <trigger interval="5"/>

    </task>
    <sequence xmlns="http://ws.apache.org/ns/synapse" name="main">

        <in>
            <send/>

        </in>
        <out>

            <log level="custom">
                <property name="Stock_Quote_on"

expression="//ns:return/ax21:lastTradeTimestamp/child::text()"
                          xmlns:ax21="http://services.samples/xsd"

xmlns:ns="http://services.samples"/>
                <property name="For_the_organization"

expression="//ns:return/ax21:name/child::text()"
                          xmlns:ax21="http://services.samples/xsd"

xmlns:ns="http://services.samples"/>
                <property name="Last_Value"

expression="//ns:return/ax21:last/child::text()"
                          xmlns:ax21="http://services.samples/xsd"

xmlns:ns="http://services.samples"/>
            </log>

        </out>
    </sequence>

</definitions>

This configuration file   is available in the  directory.synapse_sample_300.xml  <ESB_HOME>/repository/samples 

To build the sample

Build and deploy the back-end service  . For instructions on deploying sample back-end services, see SimpleStockQuoteService Deploying
.sample back-end services

 Start the Axis2 server. For instructions on starting the Axis2 server, see  .Starting the Axis2 server

Executing the sample

Start the ESB with the sample 300 configuration. For instructions on starting a sample ESB configuration, see Starting the ESB with a sample
.configuration

The   configuration adds a scheduled task to the ESB runtime so that when you start the ESB, this task will run periodicallysynapse_sample_300.xml
every 5 seconds. You can limit the number of times that you want the task to run by adding a  attribute with an integer as the . If the count iscount value
not present as in this sample, the task will run forever.

Analyzing the output

You will see that the Axis2 server generates a quote every 5 seconds and that the ESB receives the stock quote response. This is because the injected
message is sent to the sample Axis2 server, which sends back a response to the ESB. 

Invoking Web Services

The following samples demonstrate how to invoke web services using the  and :callout mediator call mediator

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Backend
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Backend
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Axis2server
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Startingasample
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Startingasample
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Sample 430: Callout Mediator for Synchronous Service Invocation
Sample 500: Call Mediator for Non-Blocking Service Invocation

Sample 430: Callout Mediator for Synchronous Service Invocation

Objective: Demonstrate the use of the  for synchronous web service invocations.Callout mediator

<!-- Simple callout  mediator -->
<definitions xmlns="http://ws.apache.org/ns/synapse">
    <callout
serviceURL="http://localhost:9000/services/SimpleStockQuoteService"
             action="urn:getQuote">
        <source xmlns:s11="http://schemas.xmlsoap.org/soap/envelope/"
                xmlns:s12="http://www.w3.org/2003/05/soap-envelope"
                xpath="s11:Body/child::*[fn:position()=1] |
s12:Body/child::*[fn:position()=1]"/>
        <target xmlns:s11="http://schemas.xmlsoap.org/soap/envelope/"
                xmlns:s12="http://www.w3.org/2003/05/soap-envelope"
                xpath="s11:Body/child::*[fn:position()=1] |
s12:Body/child::*[fn:position()=1]"/>
    </callout>
    <property name="RESPONSE" value="true"/>
    <header name="To" action="remove"/>
    <send/>
    <drop/>
</definitions> 

Prerequisites:

Deploy the SimpleStockQuoteService in sample Axis2 server and start it on port 9000.
Create the above configuration and deploy it in the ESB profile.

In this sample, the Callout mediator does the direct service invocation to the StockQuoteService using the client request, gets the response, and sets the
response as the first child of the SOAP message body. Then, using the , the message is sent back to the client.Send mediator

Invoke the client as follows.

ant stockquote
-Daddurl=http://localhost:9000/services/SimpleStockQuoteService
-Dtrpurl=http://localhost:8280/

Sample 500: Call Mediator for Non-Blocking Service Invocation

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/
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Objective: Demonstrate the use of the  for non-blocking web service invocations. It also demonstrates how we can use the Call mediator toCall mediator
implement service chaining scenarios.

<definitions xmlns="http://ws.apache.org/ns/synapse">
    <proxy  xmlns="http://ws.apache.org/ns/synapse"
     name="StockQuoteProxy"
           transports="https http"
           startOnLoad="true"
           trace="disable">
        <target>
            <inSequence>
                <call>
                    <endpoint key="StockQuoteService"/>
                </call>
                <header name="Action" value="urn:getQuote"/>
                <payloadFactory>
                    <format>
                        <m0:getQuote
xmlns:m0="http://services.samples">
                            <m0:request>
                                <m0:symbol>WSO2</m0:symbol>
                            </m0:request>
                        </m0:getQuote>
                    </format>
                    <args/>
                </payloadFactory>
                <call>
                    <endpoint key="StockQuoteService"/>
                </call>
                <respond/>
            </inSequence>
        </target>
    </proxy>
    <endpoint name="StockQuoteService">
        <address
uri="http://localhost:9000/services/SimpleStockQuoteService"/>
    </endpoint>
</definitions>

Prerequisites:

Deploy the SimpleStockQuoteService in sample Axis2 server, and start it on port 9000.
Create the above configuration and deploy it in the ESB profile.

In this sample, Call mediator does a direct service invocation to the StockQuoteService using the client request. After getting the response, a new payload
is constructed using the Payload Factory mediator, and we invoke the StockQuoteService using the Call mediator again. Then, using the Respond

, the message is sent back to the client.mediator

Invoke the client as follows.

ant stockquote -Dtrpurl=http://localhost:8280/services/StockQuoteProxy

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/
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Advanced Mediations with Advanced Mediators

The following advanced mediation scenarios are available with WSO2 EI:

Using Scripts in Mediation (Script Mediator)
Sample 350: Introduction to the Script Mediator Using JavaScript
Sample 908: Introduction to the Script Mediator Using Nashorn Support
Sample 351: Inline script mediation with JavaScript
Sample 352: Accessing Synapse message context API using a scripting language
Sample 353: Using Ruby Scripts for Mediation
Sample 354: Using Inline Ruby Scripts for Mediation

Database Interactions in Mediation (DBLookup / DBReport)
Sample 360: Introduction to DBLookup Mediator
Sample 361: Introduction to DBReport Mediator
Sample 362: DBReport and DBLookup Mediators Together
Sample 363: Reusable Database Connection Pools
Sample 364: Using Mediators to Execute Database Stored Procedures

Throttling Messages (Throttle Mediator)
Sample 370: Introduction to Throttle Mediator and Concurrency Throttling
Sample 371: Restricting Requests Based on Policies
Sample 372: Use of Both Concurrency Throttling and Request-Rate-Based Throttling

Extending the Mediation in Java (Class Mediator)
Sample 380: Writing your own Custom Mediation in Java
Sample 381: Class Mediator to CBR Binary Messages

Evaluating XQuery for Mediation (XQuery Mediator)
Sample 390: Introduction to XQuery Mediator
Sample 391: Using Data from an External XML Document within XQuery

Splitting Messages into Parts and Processing in Parallel (Iterate/Aggregate)
Sample 400: Message Splitting and Aggregating the Responses

Caching Responses Over Requests (Cache Mediator)
Sample 420: Simple Response Cache in the ESB for an Actual Service

Mediating JSON Messages
Sample 440: Converting JSON to XML Using XSLT
Sample 441: Converting JSON to XML Using JavaScript

Rewriting the URL (URL Rewrite Mediator)
Sample 450: Introduction to the URL Rewrite Mediator
Sample 451: Conditional URL Rewriting
Sample 452: Conditional URL Rewriting with Multiple Rules

Eventing (Event Mediator)
Sample 460: Introduction to Eventing and Event Mediator

Mediating with Spring
Sample 470: How to Initialize and use a Spring Bean as a Mediator

 

Using Scripts in Mediation (Script Mediator)

The following samples demonstrate how to use the :Script mediator

Sample 350: Introduction to the Script Mediator Using JavaScript
Sample 908: Introduction to the Script Mediator Using Nashorn Support
Sample 351: Inline script mediation with JavaScript
Sample 352: Accessing Synapse message context API using a scripting language
Sample 353: Using Ruby Scripts for Mediation
Sample 354: Using Inline Ruby Scripts for Mediation

See also .Sample 441: Converting JSON to XML Using JavaScript

For tips and best practices for using JavaScript, see .http://jstherightway.org/

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

https://docs.wso2.com/display/EI610/Sample+441%3A+Converting+JSON+to+XML+Using+JavaScript
http://jstherightway.org/
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Sample 350: Introduction to the Script Mediator Using JavaScript

Objective: Demonstrate how to use scripts in mediation using the Script mediator
The ESB Script Mediator is a ESB extension, and thus all prerequisites are not bundled by default with the ESB distribution. Before you use some scripts,
you may need to manually add the required JAR files to the ESB  directory, and optionally perform other installation tasks as may be required by thelib
individual scripting language. This is explained in the .Samples Setup guide

Prerequisites:

Start the Axis2 server and deploy the  if not already done.SimpleStockQuoteService

<definitions xmlns="http://ws.apache.org/ns/synapse">

    <localEntry key="stockquoteScript"
src="file:repository/samples/resources/script/stockquoteTransform.js"/>

    <sequence name="main">
        <in>

            <!-- transform the custom quote request into a standard
quote request expected by the service -->

            <script language="js" key="stockquoteScript"
function="transformRequest"/>

            <send>
                <endpoint>

                    <address
uri="http://localhost:9000/services/SimpleStockQuoteService"/>

                </endpoint>
            </send>

        </in>
        <out>

            <!-- transform the standard response back into the custom
format the client expects -->

            <script language="js" key="stockquoteScript"
function="transformResponse"/>

            <send/>
        </out>

    </sequence>
</definitions>

The content of   is as follows:stockquoteTransform.js  

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/
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1.  

function transformRequest(mc) {
    var symbol = mc.getPayloadXML()..*::Code.toString();

    mc.setPayloadXML(
            <m:getQuote xmlns:m="http://services.samples">

                <m:request>
                    <m:symbol>{symbol}</m:symbol>

                </m:request>
            </m:getQuote>);

}

function transformResponse(mc) {
    var symbol = mc.getPayloadXML()..*::symbol.toString();

    var price = mc.getPayloadXML()..*::last.toString();
    mc.setPayloadXML(

            <m:CheckPriceResponse
xmlns:m="http://services.samples/xsd">

                <m:Code>{symbol}</m:Code>
                <m:Price>{price}</m:Price>

            </m:CheckPriceResponse>);
}

This sample is similar to , but instead of using XSLT, the transformation is done with JavaScript and E4X. The script used in this example has twosample 8
functions, 'transformRequest' and 'transformResponse', and the Synapse configuration uses the function attribute to specify which function should be
invoked. Use the stock quote client to issue a custom quote client as follows.

ant stockquote
-Daddurl=http://localhost:9000/services/SimpleStockQuoteService

-Dtrpurl=http://localhost:8280/ -Dmode=customquote

ESB uses the Script mediator and the specified JavaScript function to convert the custom request to a standard quote request. Subsequently the
response received is transformed and sent back to the client.

For additional examples, see .Using Scripts in Mediation (Script Mediator)

Sample 908: Introduction to the Script Mediator Using Nashorn Support

Introduction
Prerequisites
Building the Sample
Executing the Sample
Analyzing the output

Introduction

This sample demonstrates how to use scripts in mediation using the . The  is an extension of theNashorn support of the Script mediator Script Mediator
ESB profile.

Prerequisites

Follow the steps below before starting these sample configurations.

Start WSO2 EI with the sample 908 configuration. For instructions on starting a sample configuration, see  .Starting a sample configuration

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

https://docs.wso2.com/display/ESB500/Sample+8%3A+Introduction+to+Static+and+Dynamic+Registry+Resources+and+Using+XSLT+Transformations
https://docs.wso2.com/display/EI620/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Startingasample
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1.  

2.  
3.  

The operation log keeps running until the server starts, which usually takes several seconds. Wait until the server has fully booted up and displays
a message similar to " "WSO2 Carbon started in n seconds.
Start the Axis2 server. For instructions on starting the Axis2 server, see  .Starting the Axis2 server
Deploy the back-end service  . For instructions on deploying sample back-end services, see SimpleStockQuoteService Deploying sample

.back-end services

Now you have a running WSO2 EI instance and a back-end service deployed.

Building the Sample

The XML configuration for this sample, which is available in the  is as follows:  file<EI_HOME>/samples/service-bus/synapse_sample_908.xml

synapse_sample_908.xml

<!-- Introduction to the script mediator using nashornJs scripts -->
<definitions xmlns="http://ws.apache.org/ns/synapse">

<localEntry key="stockquoteScript"
src="file:samples/service-bus/resources/script/stockquoteTransformNasho
rn.js"/>

<sequence name="main">
<in>
<!-- transform the custom quote request into a standard quote request
expected by the service -->
<script language="nashornJs" key="stockquoteScript"
function="transformRequest"/>
<send>
<endpoint>
<address uri="http://localhost:9000/services/SimpleStockQuoteService"/>
</endpoint>
</send>
</in>
<out>
<!-- transform the standard response back into the custom format the
client expects -->
<script language="nashornJs" key="stockquoteScript"
function="transformResponse"/>
<send/>
</out>
</sequence>
</definitions>

The content of  , which is referred from the above <EI_HOME>/samples/service-bus/resources/script/stockquoteTransformNashorn.js sy
 file is as follows:napse_sample_908.xml

https://docs.wso2.com/display/EI620/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Axis2server
https://docs.wso2.com/display/EI620/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Backend
https://docs.wso2.com/display/EI620/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Backend
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stockquoteTransform.js

function transformRequest(mc) {
var symbol = "IBM";
mc.setPayloadXML(
"<m:getQuote xmlns:m=\"http://services.samples\">"
+ "<m:request>"
+ "<m:symbol>"+ symbol +"</m:symbol>"
+ "</m:request>"
+ "</m:getQuote>");
}

function transformResponse(mc) {

var payload = mc.getPayloadXML();

var expression = "//*[local-name()='symbol']";
var xpath = mc.getXpathResult(expression);
var nodeList = xpath.selectNodes(payload);
var symbol = nodeList.get(0).getText();

expression = "//*[local-name()='last']";
xpath = mc.getXpathResult(expression);
nodeList = xpath.selectNodes(payload);
var price = nodeList.get(0).getText();

mc.setPayloadXML(
"<m:CheckPriceResponse xmlns:m=\"http://services.samples/xsd\">"
+ "<m:Code>"+ symbol +"</m:Code>"
+ "<m:Price>"+ price +"</m:Price>"
+ "</m:CheckPriceResponse>");
}

Navigate to the   file and execute the   command to build this sample.<EI_HOME>/samples/service-bus/synapse_sample_908.xml ant

Executing the Sample

Navigate to the  directory and execute the following command to u<EI_HOME>/samples/axis2Client se the stock quote client to issue a custom quote
as follows.

ant stockquote

-Daddurl=http://localhost:9000/services/SimpleStockQuoteService
-Dtrpurl=http://localhost:8280/ -Dmode=customquote

For further details on this sample client and its operation modes, see  .Stock Quote Client

Analyzing the output

This sample is similar to , but this uses Nashorn JavaScript and to do the transformation. The Sample 350 XPath Queries  stockquoteTransformNashor
script used this sample has two functions,  and The Synapse configuration defined in the  n.js transformRequest() transformResponse().  synap

uses the function attribute to specify which function should be invoked. se_sample_908.xml file 
The ESB profile uses the Script mediator and the   transformRequest() JavaScript function to convert the custom request to a standard quote
request. Subsequently, the response is transformed and sent back to the client.received 

Sample 351: Inline script mediation with JavaScript

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

https://docs.wso2.com/display/EI620/Using+the+Sample+Clients#UsingtheSampleClients-StockQuoteClient
https://docs.wso2.com/display/EI620/Sample+350%3A+Introduction+to+the+Script+Mediator+Using+JavaScript
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Objective: Introduction to inline script mediation

Prerequisites:

Start the Axis2 server and deploy the  if not already done.SimpleStockQuoteService

<definitions xmlns="http://ws.apache.org/ns/synapse">
    <in>
        <!-- transform the custom quote request into a standard quote
request expected by the service -->
        <script language="js"><![CDATA[
               var symbol = mc.getPayloadXML()..*::Code.toString();
               mc.setPayloadXML(
                  <m:getQuote xmlns:m="http://services.samples/xsd">
                     <m:request>
                        <m:symbol>{symbol}</m:symbol>
                     </m:request>
                  </m:getQuote>);
        ]]></script>
        <send>
            <endpoint>
                <address
uri="http://localhost:9000/services/SimpleStockQuoteService"/>
            </endpoint>
        </send>
    </in>
    <out>
        <!-- transform the standard response back into the custom
format the client expects -->
        <script language="js"><![CDATA[
               var symbol = mc.getPayloadXML()..*::symbol.toString();
               var price = mc.getPayloadXML()..*::last.toString();
               mc.setPayloadXML(
                  <m:CheckPriceResponse
xmlns:m="http://services.samples/xsd">
               <m:Code>{symbol}</m:Code>
               <m:Price>{price}</m:Price>
                  </m:CheckPriceResponse>);
            ]]></script>
        <send/>
    </out>
</definitions>

The functionality of this sample is similar to that of  and . It demonstrates how to use inline scripts in the mediation within the ESB. sample 350 sample 8 Use
the stock quote client to issue a custom quote client as follows.

ant stockquote
-Daddurl=http://localhost:9000/services/SimpleStockQuoteService
-Dtrpurl=http://localhost:8280/ -Dmode=customquote

ESB uses the script mediator and the specified Javascript function to convert the custom request to a standard quote request. Subsequently the
response received is transformed and sent back to the client.

 

Sample 352: Accessing Synapse message context API using a scripting language

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

https://docs.wso2.com/display/ESB500/Sample+350%3A+Introduction+to+the+Script+Mediator+Using+JavaScript
https://docs.wso2.com/display/ESB500/Sample+8%3A+Introduction+to+Static+and+Dynamic+Registry+Resources+and+Using+XSLT+Transformations
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Objective: Accessing the Synapse APIs from scripting languages

Prerequisites:

Start the Axis2 server and deploy the SimpleStockQuoteService if not already done.

<definitions xmlns="http://ws.apache.org/ns/synapse">
    <in>
       <!-- change the MessageContext into a response and set a
response payload -->
       <script language="js"><![CDATA[
          mc.setTo(mc.getReplyTo());
          mc.setProperty("RESPONSE", "true");
          mc.setPayloadXML(
             <ns:getQuoteResponse
xmlns:ns="http://services.samples/xsd">
                <ns:return>
                   <ns:last>99.9</ns:last>
                </ns:return>
             </ns:getQuoteResponse>);
       ]]></script>
    </in>
    <send/>
</definitions>

This example shows how an inline JavaScript mediator script could access the Synapse message context API to set its 'To' EPR and to set a
custom property to mark it as a response. Execute the stock quote client, and you will receive the response "99.9" as the last sale price as per the
above script.

ant stockquote
-Daddurl=http://localhost:9000/services/SimpleStockQuoteService
-Dtrpurl=http://localhost:8280/

Sample 353: Using Ruby Scripts for Mediation

Objective: Script mediators using Ruby

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/
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XML

<definitions xmlns="http://ws.apache.org/ns/synapse">

    <localEntry key="stockquoteScript"
src="file:repository/samples/resources/script/stockquoteTransform.rb"/>
    <in>
        <!-- transform the custom quote request into a standard quote
request expected by the service -->
        <script language="rb" key="stockquoteScript"
function="transformRequest"/>

        <!-- send message to real endpoint referenced by name
"stockquote" and stop -->
        <send>
            <endpoint name="stockquote">
                <address
uri="http://localhost:9000/services/SimpleStockQuoteService"/>
            </endpoint>
        </send>
    </in>
    <out>
        <!-- transform the standard response back into the custom
format the client expects -->
        <script language="rb" key="stockquoteScript"
function="transformResponse"/>
        <send/>
    </out>
</definitions> 

Ruby

<x><![CDATA[
require 'rexml/document'

include REXML

def transformRequest(mc)
   newRequest= Document.new '<m:getQuote

xmlns:m="http://services.samples/xsd">'<<
      '<m:request><m:symbol></m:symbol></m:request></m:getQuote>'

   newRequest.root.elements[1].elements[1].text =
mc.getPayloadXML().root.elements[1].get_text

   mc.setPayloadXML(newRequest)
end

def transformResponse(mc)

   newResponse = Document.new '<m:CheckPriceResponse
xmlns:m="http://services.samples/xsd"><m:Code>' <<

      '</m:Code><m:Price></m:Price></m:CheckPriceResponse>'
   newResponse.root.elements[1].text =

mc.getPayloadXML().root.elements[1].elements[1].get_text
   newResponse.root.elements[2].text =

mc.getPayloadXML().root.elements[1].elements[2].get_text
   mc.setPayloadXML(newResponse)

end
]]></x>

Prerequisites:

This sample uses Ruby so first set up Ruby support as described in . Configuring the ESB for Script Mediator Support

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-ConfiguringtheESBforScriptMediatorSupport
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Create the above configuration and deploy it in the ESB profile.
Start the Axis2 server and deploy the SimpleStockQuoteService if not already done

This sample is functionally equivalent to sample # 350 (#351 and #8) but instead uses a Ruby script using the JRuby interpreter. The script has two
functions, 'transformRequest' and 'transformResponse', and the Synapse configuration specifies to be invoked when used. Execute the stock quote client to
send a custom stock quote as per and check the received stock quote response.  Sample 350

Sample 354: Using Inline Ruby Scripts for Mediation

Objective: Script mediators using Ruby (inline Ruby script)

<!-- Using In-lined Ruby scripts for mediation -->
<definitions xmlns="http://ws.apache.org/ns/synapse">
    <in>
        <script language="rb">
            <![CDATA[
                require 'rexml/document'
                include REXML
                newRequest= Document.new '<m:getQuote
xmlns:m="http://services.samples/xsd"><m:request><m:symbol>...test...</
m:symbol></m:request></m:getQuote>'
                newRequest.root.elements[1].elements[1].text =
$mc.getPayloadXML().root.elements[1].get_text
                $mc.setPayloadXML(newRequest)
            ]]>
        </script>
        <send>
            <endpoint>
                <address
uri="http://localhost:9000/services/SimpleStockQuoteService"/>
            </endpoint>
        </send>
    </in>
    <out>
        <script language="rb">
            <![CDATA[
                require 'rexml/document'
                include REXML
                newResponse = Document.new '<m:CheckPriceResponse
xmlns:m="http://services.samples/xsd"><m:Code></m:Code><m:Price></m:Pri
ce></m:CheckPriceResponse>'
                newResponse.root.elements[1].text =
$mc.getPayloadXML().root.elements[1].elements[1].get_text
                newResponse.root.elements[2].text =
$mc.getPayloadXML().root.elements[1].elements[2].get_text
                $mc.setPayloadXML(newResponse)
            ]]>
        </script>
        <send/>
    </out>
</definitions>

Prerequisites:

This sample uses Ruby, so first set up Ruby support as described at .Configuring the ESB for Script Mediator Support
Create the above configuration and deploy it in the ESB profile.
Start the Axis2 server and deploy the SimpleStockQuoteService if not already done

This sample is functionally equivalent to .Sample 353

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

https://docs.wso2.com/display/ESB500/Sample+350%3A+Introduction+to+the+Script+Mediator+Using+JavaScript
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-ConfiguringtheESBforScriptMediatorSupport
https://docs.wso2.com/display/ESB500/Sample+353%3A+Using+Ruby+Scripts+for+Mediation
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Run the client with

ant stockquote
-Daddurl=http://localhost:9000/services/SimpleStockQuoteService

-Dtrpurl=http://localhost:8280/ -Dmode=customquote

Database Interactions in Mediation (DBLookup / DBReport)

Following database mediators use Derby in a client/server configuration by using the network server. Therefore, to proceed with the following samples, you
need a working Derby database server and you have to follow the steps in  before going through the samples.ESB Sample Setup

Database Interactions in Mediation (DBLookup / DBReport)

The following samples demonstrate how to use the  and  mediators:DBLookup DBReport

Sample 360: Introduction to DBLookup Mediator
Sample 361: Introduction to DBReport Mediator
Sample 362: DBReport and DBLookup Mediators Together
Sample 363: Reusable Database Connection Pools
Sample 364: Using Mediators to Execute Database Stored Procedures

Sample 360: Introduction to DBLookup Mediator

Introduction
Prerequisites
Building the sample
Executing the sample
Analyzing the output

Introduction

This sample demonstrates how to perform a simple database read operation database using the .DBLookup mediator

In this sample, when a message arrives at the DBLookup mediator, it opens a connection to the database and executes the SQL query. The SQL query
uses the  character for attributes that are specified at runtime, and the parameters define how to calculate the value of those attributes.Here, the?
DBLookup mediator is used to extract the  of the company from the company database using the symbol that is evaluated using an XPath against theid
SOAP envelope, and the  base switching is done by a .id Switch mediator

Prerequisites

Set up the Apache Derby database. For information on how to set up the Derby database, see  .Setting up Derby
For a list of general prerequisites, see .Prerequisites to Start the ESB Samples

Building the sample

The XML configuration for this sample is as follows: 

<definitions xmlns="http://ws.apache.org/ns/synapse">

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

https://docs.wso2.com/display/ADMIN44x/Setting+up+Remote+Derby
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-ESBSamplePrerequisites
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    <sequence name="myFaultHandler">

        <makefault>
            <code value="tns:Receiver"

xmlns:tns="http://www.w3.org/2003/05/soap-envelope"/>
            <reason expression="get-property('ERROR_MESSAGE')"/>

        </makefault>

        <property name="RESPONSE" value="true"/>
        <header name="To" expression="get-property('ReplyTo')"/>

        <send/>
    </sequence>

    <sequence name="main" onError="myFaultHandler">

        <in>
            <log level="custom">

                <property name="text"
                          value="** Looking up from the Database **"/>

            </log>
            <dblookup xmlns="http://ws.apache.org/ns/synapse">

                <connection>
                    <pool>

                       
<driver>org.apache.derby.jdbc.ClientDriver</driver>

                       
<url>jdbc:derby://localhost:1527/esbdb;create=false</url>

                        <user>esb</user>
                        <password>esb</password>

                    </pool>
                </connection>

                <statement>
                    <sql>select * from company where name =?</sql>

                    <parameter
expression="//m0:getQuote/m0:request/m0:symbol"

                               xmlns:m0="http://services.samples"
type="VARCHAR"/>

                    <result name="company_id" column="id"/>
                </statement>

            </dblookup>

            <switch source="get-property('company_id')">
                <case regex="c1">

                    <log level="custom">
                        <property name="text"

                                  expression="fn:concat('Company ID -
',get-property('company_id'))"/>

                    </log>
                    <send>

                        <endpoint>
                            <address

uri="http://localhost:9000/services/SimpleStockQuoteService"/>
                        </endpoint>

                    </send>
                </case>

                <case regex="c2">
                    <log level="custom">

                        <property name="text"
                                  expression="fn:concat('Company ID -

',get-property('company_id'))"/>
                    </log>

                    <send>
                        <endpoint>

                            <address
uri="http://localhost:9000/services/SimpleStockQuoteService"/>

                        </endpoint>
                    </send>

                </case>
                <case regex="c3">

                    <log level="custom">
                        <property name="text"

                                  expression="fn:concat('Company ID -
',get-property('company_id'))"/>
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                    </log>

                    <send>
                        <endpoint>

                            <address
uri="http://localhost:9000/services/SimpleStockQuoteService"/>

                        </endpoint>
                    </send>

                </case>
                <default>

                    <log level="custom">
                        <property name="text" value="** Unrecognized

Company ID **"/>
                    </log>

                    <makefault>
                        <code value="tns:Receiver"

                             
xmlns:tns="http://www.w3.org/2003/05/soap-envelope"/>

                        <reason value="** Unrecognized Company ID **"/>
                    </makefault>

                    <property name="RESPONSE" value="true"/>
                    <header name="To" action="remove"/>

                    <send/>
                </default>

            </switch>
            <drop/>

        </in>

        <out>
            <send/>

        </out>
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1.  

2.  
3.  

    </sequence>

</definitions>

This configuration file   is available in the  directory.synapse_sample_360.xml  <ESB_HOME>/repository/samples 

To build the sample

Start the ESB with the sample 360 configuration. For instructions on starting a sample ESB configuration, see Starting the ESB with a sample
.configuration

The operation log keeps running until the server starts, which usually takes several seconds. Wait until the server has fully booted up and displays
a message similar to " "WSO2 Carbon started in n seconds.
Start the Axis2 server. For instructions on starting the Axis2 server, see  .Starting the Axis2 server
Deploy the back-end service  . For instructions on deploying sample back-end services, see SimpleStockQuoteService Deploying sample

.back-end services

Executing the sample

The sample client used here is the , which can operate in several modes. For further details on this sample client and its operationStock Quote Client
modes, see  .Stock Quote Client

To execute the sample client

Run each of the following commands from the  directory.<ESB_HOME>/samples/axis2Client

First, run the following command, specifying IBM as the stock symbol:

ant stockquote
-Daddurl=http://localhost:9000/services/SimpleStockQuoteService

-Dtrpurl=http://localhost:8280/ -Dsymbol=IBM

Then, run the following command, specifying SUN as the stock symbol.

ant stockquote

-Daddurl=http://localhost:9000/services/SimpleStockQuoteService
-Dtrpurl=http://localhost:8280/ -Dsymbol=SUN

Next, run the following command, specifying MSFT as the stock symbol.

ant stockquote
-Daddurl=http://localhost:9000/services/SimpleStockQuoteService

-Dtrpurl=http://localhost:8280/ -Dsymbol=MSFT

Analyzing the output

When you run the command that requests the IBM stock quote, you will see the following output on the ESB console:

INFO LogMediator text = ** Looking up from the Database **INFO
LogMediator text = Company ID ? c1

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Startingasample
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Startingasample
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Axis2server
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Backend
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Backend
https://docs.wso2.com/display/EI650/Using+the+Sample+Clients#UsingtheSampleClients-StockQuoteClient
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When you run the command that requests the SUN stock quote, you will see the following output on the ESB console:

INFO LogMediator text = ** Looking up from the Database **INFO
LogMediator text = Company ID ? c2

When you run the command that requests the MSFT stock quote, you will see the following output on the ESB console:

INFO LogMediator text = ** Looking up from the Database **
INFO LogMediator text = Company ID ? c2

If you run a command for any other symbol, you will see that the ESB console displays the following:

INFO LogMediator text = ** Unrecognized Company ID **

You will also observe that the client gets a response with the following message.

** Unrecognized Company ID **

Sample 361: Introduction to DBReport Mediator

Objective: Demonstrate simple database write operations with the .DBReport mediator

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/
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<definitions xmlns="http://ws.apache.org/ns/synapse">

    <sequence name="main">
        <in>

            <send>
                <endpoint>

                    <address
uri="http://localhost:9000/services/SimpleStockQuoteService"/>

                </endpoint>
            </send>

        </in>

        <out>
            <log level="custom">

                <property name="text"
                          value="** Reporting to the Database **"/>

            </log>
            <dbreport xmlns="http://ws.apache.org/ns/synapse">

                <connection>
                    <pool>

                       
<driver>org.apache.derby.jdbc.ClientDriver</driver>

                       
<url>jdbc:derby://localhost:1527/esbdb;create=false</url>

                        <user>esb</user>
                        <password>esb</password>

                    </pool>
                </connection>

                <statement>
                    <sql>update company set price=? where name =?</sql>

                    <parameter
expression="//m0:return/m1:last/child::text()"

                               xmlns:m0="http://services.samples"
xmlns:m1="http://services.samples/xsd" type="DOUBLE"/>

                    <parameter
expression="//m0:return/m1:symbol/child::text()"

                               xmlns:m0="http://services.samples"
xmlns:m1="http://services.samples/xsd" type="VARCHAR"/>

                </statement>
            </dbreport>

            <send/>
        </out>

    </sequence>

</definitions>

Prerequisites:

Create the above configuration and deploy it in the ESB profile.
Start the Axis2 server and deploy the SimpleStockQuoteService if not already done

The dbreport mediator writes (inserts one row) to a table using the message details. It works the same as the . In this sample, theDBLookup mediator
DBReport mediator is used for updating the stock price of the company using the last quote value, which is calculated by evaluating an XPath against the
response message. After running this sample, user can check the company table using the Derby client tool. It will show the value inserted by the
DBReport mediator.

Run the client using the following command:

ant stockquote

-Daddurl=http://localhost:9000/services/SimpleStockQuoteService
-Dtrpurl=http://localhost:8280/ -Dsymbol=IBM
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and then execute the following query using the database client tool against synapsedb.

select price from company where name='IBM';

It will show some value as follows.

96.39535981018865

Sample 362: DBReport and DBLookup Mediators Together

Objective: Demonstrate the use of the  and  mediators together.DBReport DBLookup

<definitions xmlns="http://ws.apache.org/ns/synapse">

    <sequence name="main">
        <in>
            <send>
                <endpoint>
                    <address
uri="http://localhost:9000/services/SimpleStockQuoteService"/>
                </endpoint>
            </send>
        </in>

        <out>
            <log level="custom">
                <property name="text"
                          value="** Reporting to the Database **"/>
            </log>

            <dbreport xmlns="http://ws.apache.org/ns/synapse">
                <connection>
                    <pool>
                       
<driver>org.apache.derby.jdbc.ClientDriver</driver>
                       
<url>jdbc:derby://localhost:1527/esbdb;create=false</url>
                        <user>esb</user>
                        <password>esb</password>
                    </pool>
                </connection>
                <statement>
                    <sql>update company set price=? where name =?</sql>
                    <parameter
expression="//m0:return/m1:last/child::text()"
                               xmlns:m0="http://services.samples"
xmlns:m1="http://services.samples/xsd" type="DOUBLE"/>
                    <parameter
expression="//m0:return/m1:symbol/child::text()"
                               xmlns:m0="http://services.samples"
xmlns:m1="http://services.samples/xsd" type="VARCHAR"/>

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/
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                </statement>

            </dbreport>
            <log level="custom">

                <property name="text"
                          value="** Looking up from the Database **"/>

            </log>
            <dblookup xmlns="http://ws.apache.org/ns/synapse">

                <connection>
                    <pool>

                       
<driver>org.apache.derby.jdbc.ClientDriver</driver>

                       
<url>jdbc:derby://localhost:1527/esbdb;create=false</url>

                        <user>esb</user>
                        <password>esb</password>

                    </pool>
                </connection>

                <statement>
                    <sql>select * from company where name =?</sql>

                    <parameter
expression="//m0:return/m1:symbol/child::text()"

                               xmlns:m0="http://services.samples"
xmlns:m1="http://services.samples/xsd" type="VARCHAR"/>

                    <result name="stock_price" column="price"/>
                </statement>

            </dblookup>
            <log level="custom">

                <property name="text"
                          expression="fn:concat('Stock price -

',get-property('stock_price'))"/>
            </log>

            <send/>
        </out>
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    </sequence>

</definitions>

Prerequisites:

Create the above configuration and deploy it in the ESB profile.
Start the Axis2 server and deploy the SimpleStockQuoteService if not already done

In this sample, the DBReport mediator works the same as the above sample. It updates the price for the given company using the response messages
content. Then the DBLookup mediator reads the last updated value from the company database and logs it.

When running the client as follows:

ant stockquote
-Daddurl=http://localhost:9000/services/SimpleStockQuoteService

-Dtrpurl=http://localhost:8280/ -Dsymbol=IBM

The ESB console shows:

INFO LogMediator text = ** Reporting to the Database **

...
INFO LogMediator text = ** Looking up from the Database **

...
INFO LogMediator text = Stock price - 153.47886496064808

Sample 363: Reusable Database Connection Pools

Introduction
Prerequisites
Building the sample
Executing the sample
Analyzing the output

Introduction

This sample demonstrates how you can setup reusable connection pools for the  and  mediators.DBLookup DB Report

Prerequisites

Setup a Derby database and the Synapse datasources. 
For instructions on setting up a Derby database, see . Setting up Remote Derby
For instructions on setting up a Synapse datasources, see .Setting up Synapse datasources

For a list of general prerequisites, see  .Prerequisites to Start the ESB Samples

Building the sample

The XML configuration for this sample is as follows: 

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

https://docs.wso2.com/display/ADMIN44x/Setting+up+Remote+Derby
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-SettingupSynapseDataSources
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-ESBSamplePrerequisites
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<!-- Reusable database connection pool -->

<definitions xmlns="http://ws.apache.org/ns/synapse">
    <sequence name="myFaultHandler">

        <makefault response="true">
            <code xmlns:tns="http://www.w3.org/2003/05/soap-envelope"

value="tns:Receiver"/>
            <reason expression="get-property('ERROR_MESSAGE')"/>

        </makefault>
        <send/>

    </sequence>
    <sequence name="main" onError="myFaultHandler">

        <in>
            <log level="custom">

                <property name="text" value="** Looking up from the
Database **"/>

            </log>
            <dblookup>

                <connection>
                    <pool>

                        <dsName>lookupdb</dsName>
                    </pool>

                </connection>
                <statement>

                    <sql>select * from company where name =?</sql>
                    <parameter xmlns:m0="http://services.samples"

expression="//m0:getQuote/m0:request/m0:symbol"
                               type="VARCHAR"/>

                    <result name="company_id" column="id"/>
                </statement>

            </dblookup>
            <switch source="get-property('company_id')">

                <case regex="c1">
                    <log level="custom">

                        <property name="text"
expression="fn:concat('Company ID - ',get-property('company_id'))"/>

                    </log>
                    <send>

                        <endpoint>
                            <address

uri="http://localhost:9000/services/SimpleStockQuoteService"/>
                        </endpoint>

                    </send>
                </case>

                <case regex="c2">
                    <log level="custom">

                        <property name="text"
expression="fn:concat('Company ID - ',get-property('company_id'))"/>

                    </log>
                    <send>

                        <endpoint>
                            <address

uri="http://localhost:9000/services/SimpleStockQuoteService"/>
                        </endpoint>

                    </send>
                </case>

                <case regex="c3">
                    <log level="custom">

                        <property name="text"
expression="fn:concat('Company ID - ',get-property('company_id'))"/>

                    </log>
                    <send>

                        <endpoint>
                            <address

uri="http://localhost:9000/services/SimpleStockQuoteService"/>
                        </endpoint>

                    </send>
                </case>

                <default>
                    <log level="custom">

                        <property name="text" value="** Unrecognized
Company ID **"/>
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                    </log>

                    <makefault response="true">
                        <code

xmlns:tns="http://www.w3.org/2003/05/soap-envelope"
value="tns:Receiver"/>

                        <reason value="** Unrecognized Company ID **"/>
                    </makefault>

                    <send/>
                </default>

            </switch>
            <drop/>

        </in>
        <out>

            <log level="custom">
                <property name="text" value="** Reporting to the

Database **"/>
            </log>

            <dbreport>
                <connection>

                    <pool>
                        <dsName>reportdb</dsName>

                    </pool>
                </connection>

                <statement>
                    <sql>update company set price=? where name =?</sql>

                    <parameter xmlns:m0="http://services.samples"
xmlns:m1="http://services.samples/xsd"

                              
expression="//m0:return/m1:last/child::text()" type="DOUBLE"/>

                    <parameter xmlns:m0="http://services.samples"
xmlns:m1="http://services.samples/xsd"

                              
expression="//m0:return/m1:symbol/child::text()" type="VARCHAR"/>

                </statement>
            </dbreport>

            <log level="custom">
                <property name="text" value="** Looking up from the

Database **"/>
            </log>

            <dblookup>
                <connection>

                    <pool>
                        <dsName>reportdb</dsName>

                    </pool>
                </connection>

                <statement>
                    <sql>select * from company where name =?</sql>

                    <parameter xmlns:m0="http://services.samples"
xmlns:m1="http://services.samples/xsd"

                              
expression="//m0:return/m1:symbol/child::text()" type="VARCHAR"/>

                    <result name="stock_price" column="price"/>
                </statement>

            </dblookup>
            <log level="custom">

                <property name="text" expression="fn:concat('Stock
price - ',get-property('stock_price'))"/>

            </log>
            <send/>
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1.  

2.  
3.  

        </out>

    </sequence>
</definitions>

This configuration file   is available in the  directory.synapse_sample_363.xml  <ESB_HOME>/repository/samples 

When you go through this configuration, you will see that there are two instances of the dblookup mediator and a single instance of the dbreport mediator. 

To build the sample

Start the ESB with the sample 363 configuration. For instructions on starting a sample ESB configuration, see Starting the ESB with a sample
.configuration

The operation log keeps running until the server starts, which usually takes several seconds. Wait until the server has fully booted up and displays
a message similar to " "WSO2 Carbon started in n seconds.
Start the Axis2 server. For instructions on starting the Axis2 server, see  .Starting the Axis2 server
Deploy the back-end service  . For instructions on deploying sample back-end services, see SimpleStockQuoteService Deploying sample

.back-end services

Executing the sample

The sample client used here is the , which can operate in several modes. For further details on this sample client and its operationStock Quote Client
modes, see  .Stock Quote Client

To execute the sample client

Run the following command from the   directory.<ESB_HOME>/samples/axis2Client

ant stockquote
-Daddurl=http://localhost:9000/services/SimpleStockQuoteService

-Dtrpurl=http://localhost:8280/

Analyzing the output

If you look at debug log output on the ESB console, you will see the following:

 
INFO LogMediator text = ** Looking up from the Database **
   ...
INFO LogMediator text = Company ID - c1
   ...
INFO LogMediator text = ** Reporting to the Database **
   ...
INFO LogMediator text = ** Looking up from the Database **
   ...
INFO LogMediator text = Stock price - 183.3635460215262

When you analyze the log, you will understand that the ESB the logs the above output as it reads from and writes to the database.

Sample 364: Using Mediators to Execute Database Stored Procedures

Introduction
Prerequisites

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Startingasample
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Startingasample
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Axis2server
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Backend
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Backend
https://docs.wso2.com/display/EI650/Using+the+Sample+Clients#UsingtheSampleClients-StockQuoteClient
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Building the sample
Executing the sample
Analyzing the output

Introduction

This sample demonstrates how you can use the  and  to execute database stored procedures. Here the dblookupDBLookup Mediator DBReport Mediator
mediator and dbreport mediator are used to access the database with statements that call a stored procedure in MySQL.

Prerequisites

MySQL database installed and configured. For instructions on setting up the MySQL database, see  .Setting up the MySQL database
For a list of general prerequisites, see  Prerequisites to Start the ESB Samples

Building the sample

The XML configuration for this sample is as follows: 

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-SetupMySQL
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-ESBSamplePrerequisites
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<definitions xmlns="http://ws.apache.org/ns/synapse">

    <sequence name="main">
        <in>

            <send>
                <endpoint>

                    <address
uri="http://localhost:9000/services/SimpleStockQuoteService"/>

                </endpoint>
            </send>

        </in>
        <out>

            <log level="custom">
                <property name="text" value="** Reporting to the

Database **"/>
            </log>

            <dbreport>
                <connection>

                    <pool>
                        <driver>com.mysql.jdbc.Driver</driver>

                       
<url>jdbc:mysql://localhost:3306/synapsedb</url>

                        <user>user</user>
                        <password>password</password>

                    </pool>
                </connection>

                <statement>
                    <sql>call updateCompany(?,?)</sql>

                    <parameter xmlns:m0="http://services.samples"
                               xmlns:m1="http://services.samples/xsd"

                              
expression="//m0:return/m1:last/child::text()" type="DOUBLE"/>

                    <parameter xmlns:m0="http://services.samples"
                               xmlns:m1="http://services.samples/xsd"

                              
expression="//m0:return/m1:symbol/child::text()" type="VARCHAR"/>

                </statement>
            </dbreport>

            <log level="custom">
                <property name="text" value="** Looking up from the

Database **"/>
            </log>

            <dblookup>
                <connection>

                    <pool>
                        <driver>com.mysql.jdbc.Driver</driver>

                       
<url>jdbc:mysql://localhost:3306/synapsedb</url>

                        <user>user</user>
                        <password>password</password>

                    </pool>
                </connection>

                <statement>
                    <sql>call getCompany(?)</sql>

                    <parameter xmlns:m0="http://services.samples"
                               xmlns:m1="http://services.samples/xsd"

                              
expression="//m0:return/m1:symbol/child::text()" type="VARCHAR"/>

                    <result name="stock_prize" column="price"/>
                </statement>

            </dblookup>
            <log level="custom">

                <property name="text"
                          expression="fn:concat('Stock Prize -

',get-property('stock_prize'))"/>
            </log>

            <send/>
        </out>

    </sequence>
</definitions>
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2.  
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This configuration file   is available in the  directory.synapse_sample_364.xml  <ESB_HOME>/repository/samples 

To build the sample

Start the ESB with the sample 364 configuration. For instructions on starting a sample ESB configuration, see Starting the ESB with a sample
.configuration

The operation log keeps running until the server starts, which usually takes several seconds. Wait until the server has fully booted up and displays
a message similar to " "WSO2 Carbon started in n seconds.
Start the Axis2 server. For instructions on starting the Axis2 server, see  .Starting the Axis2 server
Deploy the back-end service  . For instructions on deploying sample back-end services, see SimpleStockQuoteService Deploying sample

.back-end services

Executing the sample

The sample client used here is the , which can operate in several modes. For further details on this sample client and its operationStock Quote Client
modes, see  .Stock Quote Client

To execute the sample client

Run the following command from the   directory.<ESB_HOME>/samples/axis2Client

ant stockquote
-Daddurl=http://localhost:9000/services/SimpleStockQuoteService

-Dtrpurl=http://localhost:8280/ -Dsymbol=IBM

Analyzing the output

When the client is run, you will see that the ESB invokes the two stored procedures and that the response is mediated back to the client. 

If you analyze the debug log output on the ESB console, you will see the following output:

INFO LogMediator text = ** Looking up from the Database ** ...
INFO LogMediator text = Company ID - c1 ...
INFO LogMediator text = Stock price - 183.3635460215262

Throttling Messages (Throttle Mediator)

The following samples demonstrate how to use the :throttle mediator

Sample 370: Introduction to Throttle Mediator and Concurrency Throttling
Sample 371: Restricting Requests Based on Policies
Sample 372: Use of Both Concurrency Throttling and Request-Rate-Based Throttling

Sample 370: Introduction to Throttle Mediator and Concurrency Throttling

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Startingasample
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Startingasample
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Axis2server
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Backend
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Backend
https://docs.wso2.com/display/EI650/Using+the+Sample+Clients#UsingtheSampleClients-StockQuoteClient
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Objective: Demonstrate the use of throttle mediator for concurrency throttling.

<definitions xmlns="http://ws.apache.org/ns/synapse">
    <sequence name="main">
        <in>
            <throttle id="A">
                <policy>
                    <!-- define throttle policy -->
                    <wsp:Policy
xmlns:wsp="http://schemas.xmlsoap.org/ws/2004/09/policy"
                               
xmlns:throttle="http://www.wso2.org/products/wso2commons/throttle">
                        <throttle:ThrottleAssertion>
                           
<throttle:MaximumConcurrentAccess>10</throttle:MaximumConcurrentAccess>
                        </throttle:ThrottleAssertion>
                    </wsp:Policy>
                </policy>
                <onAccept>
                    <log level="custom">
                        <property name="text" value="**Access
Accept**"/>
                    </log>
                    <send>
                        <endpoint>
                            <address
uri="http://localhost:9000/services/SimpleStockQuoteService"/>
                        </endpoint>
                    </send>
                </onAccept>
                <onReject>
                    <log level="custom">
                        <property name="text" value="**Access
Denied**"/>
                    </log>
                    <makefault>
                        <code value="tns:Receiver"
                             
xmlns:tns="http://www.w3.org/2003/05/soap-envelope"/>
                        <reason value="**Access Denied**"/>
                    </makefault>
                    <property name="RESPONSE" value="true"/>
                    <header name="To" action="remove"/>
                    <send/>
                    <drop/>
                </onReject>
            </throttle>
        </in>
        <out>
            <throttle id="A"/>
            <send/>
        </out>
    </sequence>
</definitions>

Prerequisites:

Deploy the SimpleStockQuoteService in sample Axis2 server and start it on port 9000.
Create the above configuration and deploy it in the ESB profile.

Above configuration specifies a throttle mediator inside the in mediator. Therefore, all request messages directed to the main sequence will be subjected to
throttling. Throttle mediator has 'policy', 'onAccept' and 'onReject' tags at top level. The 'policy' tag specifies the throttling policy for throttling messages.
This sample policy only contains a component called "MaximumConcurrentAccess" .This indicates the maximum number of concurrent requests that can
pass through Synapse on a single unit of time. To test concurrency throttling, it is required to send concurrent requests to Synapse. If Synapse with above
configuration, receives 20 requests concurrently from clients, then approximately half of those will succeed while the others being throttled. The client
command to try this is as follows.
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ant stockquote -Dsymbol=IBM -Dmode=quote
-Daddurl=http://localhost:8280/

Sample 371: Restricting Requests Based on Policies

Objective: Demonstrate the use of throttle mediator for restricting request counts

<definitions xmlns="http://ws.apache.org/ns/synapse">
    <sequence name="main">
        <in>
            <throttle id="A">
                <policy>
                    <!-- define throttle policy -->
                    <wsp:Policy
xmlns:wsp="http://schemas.xmlsoap.org/ws/2004/09/policy"
                               
xmlns:throttle="http://www.wso2.org/products/wso2commons/throttle">
                        <throttle:MediatorThrottleAssertion>
                            <wsp:Policy>
                                <throttle:ID
throttle:type="IP">other</throttle:ID>
                                <wsp:Policy>
                                    <throttle:Control>
                                        <wsp:Policy>
                                           
<throttle:MaximumCount>4</throttle:MaximumCount>
                                           
<throttle:UnitTime>800000</throttle:UnitTime>
                                           
<throttle:ProhibitTimePeriod wsp:Optional="true">1000
                                           
</throttle:ProhibitTimePeriod>
                                        </wsp:Policy>
                                    </throttle:Control>
                                </wsp:Policy>
                            </wsp:Policy>
                            <wsp:Policy>
                                <throttle:ID
throttle:type="IP">10.100.1.160 - 10.100.1.165</throttle:ID>
                                <wsp:Policy>
                                    <throttle:Control>
                                        <wsp:Policy>
                                           
<throttle:MaximumCount>5</throttle:MaximumCount>
                                           
<throttle:UnitTime>800000</throttle:UnitTime>
                                           
<throttle:ProhibitTimePeriod wsp:Optional="true">100000
                                           
</throttle:ProhibitTimePeriod>
                                        </wsp:Policy>
                                    </throttle:Control>
                                </wsp:Policy>

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/
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                            </wsp:Policy>

                        </throttle:MediatorThrottleAssertion>
                    </wsp:Policy>

                </policy>
                <onAccept>

                    <log level="custom">
                        <property name="text" value="**Access

Accept**"/>
                    </log>

                    <send>
                        <endpoint>

                            <address
uri="http://localhost:9000/services/SimpleStockQuoteService"/>

                        </endpoint>
                    </send>

                </onAccept>
                <onReject>

                    <log level="custom">
                        <property name="text" value="**Access

Denied**"/>
                    </log>

                    <makefault>
                        <code value="tns:Receiver"

                             
xmlns:tns="http://www.w3.org/2003/05/soap-envelope"/>

                        <reason value="**Access Denied**"/>
                    </makefault>

                    <property name="RESPONSE" value="true"/>
                    <header name="To" action="remove"/>

                    <send/>
                    <drop/>

                </onReject>
            </throttle>

        </in>
        <out>

            <throttle id="A"/>
            <send/>



WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 2049

        </out>

    </sequence>
</definitions>

Prerequisites:

Deploy the SimpleStockQuoteService in sample Axis2 server and start it on port 9000.
Start ESB with the sample configuration 371 (i.e. wso2esb-samples -sn 371).

Above configuration specifies a throttle mediator inside the in mediator. Therefore, all request messages directed to the main sequence will be subjected to
throttling. Throttle mediator has policy, onAccept and onReject tags at the top level. Policy tag specifies the throttling policy to be applied for messages. It
contains some IP address ranges and the maximum number of messages to be allowed for those ranges within a time period given in "UnitTime" tag.
"ProhibitTimePeriod" tag specifies the time period to prohibit further requests after the received request count exceeds the specified time. Now run the
client 5 times repetitively using the following command to see how throttling works.

ant stockquote -Dsymbol=IBM -Dmode=quote
-Daddurl=http://localhost:8280/

For the first four requests you will get the quote prices for IBM as follows.

[java] Standard :: Stock price = $177.20143371883802

You will receive the following response for the fifth request.

[java] org.apache.axis2.AxisFault: **Access Denied**

Maximum number of requests within 800000 milliseconds is specified as 4 for any server (including localhost) other than the explicitly specified ones.
Therefore, our fifth request is denied by the throttle mediator. You can verify this by looking at the ESB console.

[HttpServerWorker-1] INFO  LogMediator - text = **Access Accept**
[HttpServerWorker-2] INFO  LogMediator - text = **Access Accept**

[HttpServerWorker-3] INFO  LogMediator - text = **Access Accept**
[HttpServerWorker-4] INFO  LogMediator - text = **Access Accept**

[HttpServerWorker-5] INFO  LogMediator - text = **Access Denied** 

Sample 372: Use of Both Concurrency Throttling and Request-Rate-Based Throttling

Objective: Use of both concurrency throttling and request rate based throttling.

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/
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<!-- Use of both concurrency throttling and request rate based
throttling -->

<definitions xmlns="http://ws.apache.org/ns/synapse">

    <registry
provider="org.wso2.carbon.mediation.registry.ESBRegistry">

        <!-- the root property of the simple URL registry helps resolve
a resource URL as root + key -->

        <parameter name="root">file:repository/</parameter>
        <!-- all resources loaded from the URL registry would be cached

for this number of milli seconds -->
        <parameter name="cachableDuration">150000</parameter>

    </registry>

    <sequence name="onAcceptSequence">
        <log level="custom">

            <property name="text" value="**Access Accept**"/>
        </log>

        <send>
            <endpoint>

                <address
uri="http://localhost:9000/services/SimpleStockQuoteService"/>

            </endpoint>
        </send>

    </sequence>
    <sequence name="onRejectSequence" trace="enable">

        <log level="custom">
            <property name="text" value="**Access Denied**"/>

        </log>
        <makefault>

            <code value="tns:Receiver"
                  xmlns:tns="http://www.w3.org/2003/05/soap-envelope"/>

            <reason value="**Access Denied**"/>
        </makefault>

        <property name="RESPONSE" value="true"/>
        <header name="To" action="remove"/>

        <send/>
    </sequence>

    <proxy name="StockQuoteProxy">
        <target>

             <inSequence>
                <throttle onReject="onRejectSequence"

onAccept="onAcceptSequence" id="A">
                    <policy

key="repository/samples/resources/policy/throttle_policy.xml"/>
                </throttle>

            </inSequence>
            <outSequence>

                <throttle id="A"/>
                <send/>

            </outSequence>
        </target>

        <publishWSDL
uri="file:repository/samples/resources/proxy/sample_proxy_1.wsdl"/>

    </proxy>
</definitions>

Prerequisites:

Deploy the SimpleStockQuoteService in sample Axis2 server and start it on port 9000.
Start ESB with the sample configuration 372 (i.e. wso2esb-samples -sn 372).

Throttle policy is loaded from the ?throttle_policy.xml? .That policy contains merging policy from sample 370 and 371. To check the functionality , it is need
to run load test. The all-enabled request from the concurrency throttling will be controlled by the access rate base throttling according to the policy.

Run the client as follows:
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ant stockquote -Daddurl=http://localhost:8280/services/StockQuoteProxy

You will get results same as sample 371.if you run the load test, results will be different due to affect of concurrency throttling.

Extending the mediation in java (Class Mediator)

Class mediator can be used to write your own custom mediation in Java and you have access to the SynapseMessageContext and to the full Synapse API
in there. This is a useful extension mechanism within ESB to extend its functionality. This class can contain fields for which you can assign values at
runtime through the configuration.

Extending the Mediation in Java (Class Mediator)

The following samples demonstrate how to use the :class mediator

Sample 380: Writing your own Custom Mediation in Java
Sample 381: Class Mediator to CBR Binary Messages

Sample 380: Writing your own Custom Mediation in Java

Introduction
Prerequisites
Building the sample
Executing the sample
Analyzing the output

Introduction

This sample demonstrate how you can write your own custom mediation in java by using the   to extend the mediation functionality.Class mediator

Prerequisites

For a list of general prerequisites, see .Prerequisites to Start the ESB Samples

Building the sample

The XML configuration for this sample is as follows: 

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-ESBSamplePrerequisites
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<definitions xmlns="http://ws.apache.org/ns/synapse">

    <sequence name="fault">
        <makefault>

            <code value="tns:Receiver"
xmlns:tns="http://www.w3.org/2003/05/soap-envelope"/>

            <reason value="Mediation failed."/>
        </makefault>

        <send/>
    </sequence>

    <sequence name="main" onError="fault">

        <in>
            <send>

                <endpoint name="stockquote">
                    <address

uri="http://localhost:9000/services/SimpleStockQuoteService"/>
                </endpoint>

            </send>
        </in>

        <out>
            <class name="samples.mediators.DiscountQuoteMediator">

                <property name="discountFactor" value="10"/>
                <property name="bonusFor" value="5"/>

            </class>
            <send/>

        </out>
    </sequence>

</definitions>

This configuration file   is available in the  directory.synapse_sample_380.xml  <ESB_HOME>/repository/samples 

To build the sample

Start the ESB with the sample 380 configuration. For instructions on starting a sample ESB configuration, see Starting the ESB with a sample
.configuration

The operation log keeps running until the server starts, which usually takes several seconds. Wait until the server has fully booted up and displays
a message similar to " "WSO2 Carbon started in n seconds.
Start the Axis2 server. For instructions on starting the Axis2 server, see  .Starting the Axis2 server
Deploy the back-end service  . For instructions on deploying sample back-end services, see SimpleStockQuoteService Deploying sample

.back-end services

Executing the sample

The sample client used here is the , which can operate in several modes. For further details on this sample client and its operationStock Quote Client
modes, see  .Stock Quote Client

To execute the sample client

Run the following command from the   directory.<ESB_HOME>/samples/axis2Client

ant stockquote -Dsymbol=IBM -Dmode=quote -Daddurl=http://localhost:8280

Analyzing the output

When the client is run, you will see the following discounted quote value on the client console.

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Startingasample
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Startingasample
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Axis2server
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Backend
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Backend
https://docs.wso2.com/display/EI650/Using+the+Sample+Clients#UsingtheSampleClients-StockQuoteClient
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[java] Standard :: Stock price = $138.77458254967408

When you have a look at the console running Synapse. You will see the original value and the discounted value for the requested quote as follows.

Quote value discounted.

Original price: 162.30945327447262
Discounted price: 138.77458254967408

According to  synapse_sample_380.xml, ESB hands over the request message to the specified endpoint, which sends it to the Axis2 server running on
port 9000. But the response message is passed through the class mediator before sending it back to the client. Two parameters named "discountFactor"
and "bonusFor" are passed to the instance mediator implementation class (i.e. samples.mediators.DiscountQuoteMediator) before each invocation. Code
of the mediator implementation class is given below.

package samples.mediators;

import javax.xml.namespace.QName;

import org.apache.commons.logging.Log;
import org.apache.commons.logging.LogFactory;

import org.apache.synapse.MessageContext;
import org.apache.synapse.mediators.AbstractMediator;

public class DiscountQuoteMediator extends AbstractMediator {

 private static final Log log =

LogFactory.getLog(DiscountQuoteMediator.class);
 private String discountFactor = "10";

 private String bonusFor = "10";
 private int bonusCount = 0;

 public DiscountQuoteMediator() {}
 public boolean mediate(MessageContext mc) {

  String price =

mc.getEnvelope().getBody().getFirstElement().getFirstElement().
    getFirstChildWithName(new QName("http://services.samples/xsd",

"last")).getText();

  //converting String properties into integers
  int discount = Integer.parseInt(discountFactor);

  int bonusNo = Integer.parseInt(bonusFor);
  double currentPrice = Double.parseDouble(price);

  //discounting factor is deducted from current price form every

response
  Double lastPrice = new Double(currentPrice - currentPrice * discount

/ 100);

  //Special discount of 5% offers for the first responses as set in the
bonusFor property

  if (bonusCount <= bonusNo) {
   lastPrice = new Double(lastPrice.doubleValue() -

lastPrice.doubleValue() * 0.05);
   bonusCount++;

  }

  String discountedPrice = lastPrice.toString();
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mc.getEnvelope().getBody().getFirstElement().getFirstElement().getFirst

ChildWithName
    (new QName("http://services.samples/xsd",

"last")).setText(discountedPrice);

  System.out.println("Quote value discounted.");
  System.out.println("Original price: " + price);

  System.out.println("Discounted price: " + discountedPrice);

  return true;
 }

 public String getType() {

  return null;
 }

 public void setTraceState(int traceState) {

  traceState = 0;
 }

 public int getTraceState() {

  return 0;
 }

 public void setDiscountFactor(String discount) {

  discountFactor = discount;
 }

 public String getDiscountFactor() {

  return discountFactor;
 }

 public void setBonusFor(String bonus) {

  bonusFor = bonus;
 }

 public String getBonusFor() {

  return bonusFor;
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 }

}

All classes developed for class mediation should implement the Mediator interface, which contains the mediate(...) method. mediate(...) method of the
above class is invoked for each response message mediated through the main sequence, with the message context of the current message as the
parameter. All the details of the message including the SOAP headers, SOAP body and properties of the context hierarchy can be accessed from the
message context. In this sample, the body of the message is retrieved and the discount percentage is subtracted from the quote price. If the quote request
number is less than the number specified in the "bonusFor" property in the configuration, a special discount is given.

Sample 381: Class Mediator to CBR Binary Messages

Objective: Demonstrate on CBR a message with binary payload

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/
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<definitions xmlns="http://ws.apache.org/ns/synapse"
             xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"

             xsi:schemaLocation="http://ws.apache.org/ns/synapse
http://synapse.apache.org/ns/2010/04/configuration/synapse_config.xsd">

    <proxy name="JMSBinaryProxy" transports="jms">

        <target inSequence="BINARY_CBR_SEQ"/>
    </proxy>

    <sequence name="BINARY_CBR_SEQ">

        <in>
            <log level="full"/>

            <property action="set" name="OUT_ONLY" value="true"/>
            <class name="samples.mediators.BinaryExtractMediator">

                <property name="offset" value="11"/>
                <property name="length" value="4"/>

                <property name="variableName" value="symbol"/>
                <property name="binaryEncoding" value="utf-8"/>

            </class>
            <log level="custom">

                <property name="symbol"
expression="get-property('symbol')"/>

            </log>
            <switch source="get-property('symbol')">

                <case regex="GOOG">
                    <send>

                        <endpoint>
                            <address

                                   
uri="jms:/dynamicTopics/mdd.GOOG?transport.jms.ConnectionFactoryJNDINam

e=TopicConnectionFactory&java.naming.factory.initial=org.apache.activem
q.jndi.ActiveMQInitialContextFactory&java.naming.provider.url=tcp://loc

alhost:61616&transport.jms.DestinationType=topic"/>
                        </endpoint>

                    </send>
                </case>

                <case regex="MSFT">
                    <send>

                        <endpoint>
                            <address

                                   
uri="jms:/dynamicTopics/mdd.MSFT?transport.jms.ConnectionFactoryJNDINam

e=TopicConnectionFactory&java.naming.factory.initial=org.apache.activem
q.jndi.ActiveMQInitialContextFactory&java.naming.provider.url=tcp://loc

alhost:61616&transport.jms.DestinationType=topic"/>
                        </endpoint>

                    </send>
                </case>

                <default/>
            </switch>

        </in>
    </sequence>

</definitions>

Prerequisites:

Make sure the synapse-samples-1.0.jar is in your class path (by default this jar is placed in the lib directory when installing Synapse)
Configure the JMS transport using ActiveMQ as described in .Setting Up the ESB Samples
Start ESB with the sample configuration 381 (i.e. wso2esb-samples -sn 381)
Start the sample Axis2 server and deploy the SimpleStockQuoteService.

In this configuration, a proxy has configured to accept incoming JMS messages. JMS messages contains a binary payload. User configure the offset,
length, binary encoding of the text literal that it need to use for CBR. And a variable name to set the decoded value as a property. Configuration simply
route the messages based on the text to different endpoints. 
A JMS producer and two instances of a consumer used to demonstrate the CBR functionality.
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Now run the first consumer using the following command.

ant mddconsumer -Djms_topic=mdd.MSFT

Now run the second consumer using the following command.

ant mddconsumer -Djms_topic=mdd.GOOG

So, now both consumers are ready to listen the topic. Run the market data producer to genenrate market data for symbol 'MSFT' using the following
command.

ant mddproducer -Dsymbol=MSFT

Now run the market data producer to genenrate market data for symbol 'GOOG' using the following command.

ant mddproducer -Dsymbol=GOOG

You will see the below output in the client console(s) based on the symbol.

mddconsumer:
[java]  Market data recived for symbol : topic://mdd.MSFT

[java]  Market data recived for symbol : topic://mdd.MSFT

Evaluating XQuery for Mediation (XQuery Mediator)

The following samples demonstrate how to use the : XQuery mediator

Sample 390: Introduction to XQuery Mediator
Sample 391: Using Data from an External XML Document within XQuery

Sample 390: Introduction to XQuery Mediator

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
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This example uses the XQuery mediator to perform transformations and behaves the same as . The only difference is that this sample uses Sample 8
XQuery instead of XSLT for transformation.

<!-- Introduction to the XQuery mediator -->
<definitions xmlns="http://ws.apache.org/ns/synapse">

    <!-- the SimpleURLRegistry allows access to a URL based registry
(e.g. file:/// or http://) -->
    <registry provider="org.wso2.esb.registry.ESBRegistry">
        <!-- the root property of the simple URL registry helps resolve
a resource URL as root + key -->
        <parameter
name="root">file:repository/samples/resources/</parameter>
        <!-- all resources loaded from the URL registry would be cached
for this number of milli seconds -->
        <parameter name="cachableDuration">15000</parameter>
    </registry>

    <localEntry key="xquery-key-req"
               
src="file:repository/samples/resources/xquery/xquery_req.xq"/>
    <proxy name="StockQuoteProxy">
        <target>
            <inSequence>
                <xquery key="xquery-key-req">
                    <variable name="payload" type="ELEMENT"/>
                </xquery>
                <send>
                    <endpoint>
                        <address
uri="http://localhost:9000/services/SimpleStockQuoteService"/>
                    </endpoint>
                </send>
            </inSequence>
            <outSequence>
                <out>
                    <xquery key="xquery/xquery_res.xq">
                        <variable name="payload" type="ELEMENT"/>
                        <variable name="code" type="STRING"
                                 
expression="self::node()//m0:return/m0:symbol/child::text()"
                                 
xmlns:m0="http://services.samples/xsd"/>
                        <variable name="price" type="DOUBLE"
                                 
expression="self::node()//m0:return/m0:last/child::text()"
                                 
xmlns:m0="http://services.samples/xsd"/>
                    </xquery>
                    <send/>
                </out>
            </outSequence>
        </target>
        <publishWSDL
uri="file:repository/samples/resources/proxy/sample_proxy_1.wsdl"/>
    </proxy>
</definitions> 

Execute the custom quote client as 'ant stockquote -Dmode=customquote ...'

is changed to <EI_HOME>/ .samples/service-bus/resources/

https://docs.wso2.com/display/EI610/Sample+8%3A+Introduction+to+Static+and+Dynamic+Registry+Resources+and+Using+XSLT+Transformations
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ant stockquote -Daddurl=http://localhost:8280/services/StockQuoteProxy
-Dmode=customquote 

Sample 391: Using Data from an External XML Document within XQuery

Objective: Demonstrate the use of XQuery mediator to import external XML documents to the XQuery engine

<definitions xmlns="http://ws.apache.org/ns/synapse">

    <!-- the SimpleURLRegistry allows access to  URL based registry
(e.g. file:/// or http://) -->
    <registry
provider="org.wso2.carbon.mediation.registry.ESBRegistry">
        <!-- the root property of the simple URL registry helps resolve
a resource URL as root + key -->
        <parameter
name="root">file:repository/samples/resources/</parameter>
        <!-- all resources loaded from the URL registry would be cached
for this number of milli seconds -->
        <parameter name="cachableDuration">15000</parameter>
    </registry>

    <proxy name="StockQuoteProxy">
        <target>
            <inSequence>
                <send>
                    <endpoint>
                        <address
uri="http://localhost:9000/services/SimpleStockQuoteService"/>
                    </endpoint>
                </send>
            </inSequence>
            <outSequence>
                <out>
                    <xquery key="xquery/xquery_commisson.xq">
                        <variable name="payload"
type="ELEMENT"></variable>
                            <variable name="commission" type="ELEMENT"
key="misc/commission.xml"></variable>
                    </xquery>
                    <send/>
                </out>
            </outSequence>
        </target>
        <publishWSDL
uri="file:samples/service-bus/resources/proxy/sample_proxy_1.wsdl"/>
    </proxy>
</definitions>

Prerequisites:

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/
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Deploy the SimpleStockQuoteService in sample Axis2 server and start it on port 9000.

In this sample, data from commission.xml document is used inside XQUERY document. The stock quote price from the response and commission from the
commission.xml document will be added and given as a new price .

Invoke the client as follows.

ant stockquote -Daddurl=http://localhost:8280/services/StockQuoteProxy

Splitting Messages into Parts and Processing in Parallel (Iterate/Aggregate)

The following sample demonstrates how to use the  and  mediators:Iterate Aggregate

Sample 400: Message Splitting and Aggregating the Responses

Sample 400: Message Splitting and Aggregating the Responses

Objective: Demonstrate the use of Iterate mediator to split the messages in to parts and process them asynchronously and then aggregate the responses
coming in to ESB.

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/
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<definitions xmlns="http://ws.apache.org/ns/synapse">

    <proxy name="SplitAggregateProxy">
        <target>

            <inSequence>
                <iterate expression="//m0:getQuote/m0:request"

preservePayload="true"
                         attachPath="//m0:getQuote"

                         xmlns:m0="http://services.samples">
                    <target>

                        <sequence>
                            <send>

                                <endpoint>
                                    <address

                                       
uri="http://localhost:9000/services/SimpleStockQuoteService"/>

                                </endpoint>
                            </send>

                        </sequence>
                    </target>

                </iterate>
            </inSequence>

            <outSequence>
                <aggregate>

                    <onComplete expression="//m0:getQuoteResponse"
                                xmlns:m0="http://services.samples">

                        <send/>
                    </onComplete>

                </aggregate>
            </outSequence>

        </target>
    </proxy>

</definitions>

Prerequisites:

Deploy the SimpleStockQuoteService in sample Axis2 server and start it on port 9000.

In this sample, the message sent to ESB has embedded with a number of elements of the same type in one message. When ESB received this message it
will iterate through those elements and then sent to the specified endpoint. When all the responses appear in to ESB then those messages will be
aggregated to form the resultant response and sent back to the client.

Invoke the client as follows.

ant stockquote

-Daddurl=http://localhost:8280/services/SplitAggregateProxy -Ditr=4

Caching Responses Over Requests (Cache Mediator)

The following samples demonstrate how to use the :cache mediator

Sample 420: Simple Response Cache in the ESB for an Actual Service

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/



WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 2062

Sample 420: Simple Response Cache in the ESB for an Actual Service

Introduction
Prerequisites
Building the sample
Executing the sample
Analyzing the output

Introduction

This sample demonstrates how to use the Cache mediator to cache a response, and then use that cached response as the response to another identical
xml request.

In this sample, you send a request to the ESB and check whether a cached response exists by calculating the hash value. If there is a cache hit in ESB, the
request is not forwarded to the actual service, rather the ESB responds to the client with the cached response. If it is a cache miss, the message is
forwarded to the actual service and the response is cached in the out path so that it can be used for consecutive requests of the same type.

Prerequisites

For a list of prerequisites, see  .Prerequisites to Start the ESB Samples

Building the sample

The XML configuration for this sample is as follows: 

<definitions xmlns="http://ws.apache.org/ns/synapse">

 <sequence name="main">
     <in>
         <cache collector="false" maxMessageSize="10000" timeout="20">
             <protocol type="HTTP">
                 <methods>POST</methods>
                 <headersToExcludeInHash/>
                 <responseCodes>2[0-9][0-9]</responseCodes>
                
<hashGenerator>org.wso2.carbon.mediator.cache.digest.HttpRequestHashGen
erator</hashGenerator>
             </protocol>
             <implementation maxSize="100"/>
         </cache>
         <send>
             <endpoint name="inlined">
                 <address
uri="http://localhost:9000/services/SimpleStockQuoteService"/>
             </endpoint>
         </send>
     </in>
     <out>
         <cache collector="true"/>
         <send/>
     </out>
 </sequence>
</definitions>

This configuration file   is available in the   directory.synapse_sample_420.xml  <EI_HOME>/samples

To build the sample

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-ESBSamplePrerequisites
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1.  

2.  
3.  

Start the ESB with the sample 420 configuration. For instructions on starting a sample ESB configuration, see Starting the ESB with a sample
.configuration

The operation log keeps running until the server starts, which usually takes several seconds. Wait until the server has fully booted up and displays
a message similar to " "WSO2 Carbon started in n seconds.
Start the Axis2 server. For instructions on starting the Axis2 server, see  .Starting the Axis2 server
Deploy the back-end service  . For instructions on deploying sample back-end services, see SimpleStockQuoteService Deploying sample

.back-end services

Now you have a running ESB instance and a back-end service deployed. In the next section, we will send a message to the back-end service
through the ESB using a sample client.

Executing the sample

The sample client used here is the , which can operate in several modes. For further details on this sample client and its operationStock Quote Client
modes, see  .Stock Quote Client

To execute the sample client

Run the following commands from the   directory:<EI_HOME>/samples/axis2Client

ant stockquote -Dtrpurl=http://localhost:8280/

Analyzing the output

If you send more than one request within 20 seconds, you will see that only the first request is forwarded to the actual service. The rest of the requests are
served by the cache inside the ESB. You can observe this by analyzing the line printed on the axis2 server, as well as by the constant response rate to the
client that takes place instead of a random rate that changes every 20 seconds.

Mediating JSON Messages

The following samples demonstrate how to mediate JSON messages:

Sample 440: Converting JSON to XML Using XSLT
Sample 441: Converting JSON to XML Using JavaScript

Sample 440: Converting JSON to XML Using XSLT

Objective: Demonstrate the ability to expose a SOAP service over JSON by switching between JSON and XML/SOAP message formats using the XSLT
 and .mediator Enrich Mediator

Synchronizing web service invocations with the Callout mediator
The Callout mediator calls the given service URL with the request message that is specified via the source attribute. Then it waits for the
response, and attaches the received response to the destination that is specified via the target attribute. Both the source and the target can be a
key or an XPath. In the case of the source, the key refers to either a message context property or to a local entry. For the target, the key refers
to a message context property on

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Startingasample
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Startingasample
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Axis2server
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Backend
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Backend
https://docs.wso2.com/display/EI650/Using+the+Sample+Clients#UsingtheSampleClients-StockQuoteClient
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<definitions xmlns="http://ws.apache.org/ns/synapse"
             xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
             xsi:schemaLocation="http://ws.apache.org/ns/synapse
http://synapse.apache.org/ns/2010/04/configuration/synapse_config.xsd">

    <proxy name="JSONProxy" transports="http https">
        <target>
            <endpoint>
                <address
uri="http://localhost:9000/services/SimpleStockQuoteService"
format="soap11"/>
            </endpoint>
            <inSequence>
                <log level="full"/>
                <xslt key="in_transform"/>
                <property name="messageType" scope="axis2"
value="text/xml"/>
                <header name="Action" scope="default"
value="urn:getQuote"/>
                <enrich>
                   <source xmlns:m0="http://services.samples"
clone="true" xpath="//m0:getQuote"/>
                   <target type="body"/>
                </enrich>
            </inSequence>
            <outSequence>
                <log level="full"/>
                <xslt key="out_transform"/>
                <property name="messageType" scope="axis2"
value="application/json"/>
                <send/>
            </outSequence>
        </target>
    </proxy>

    <localEntry key="in_transform">
        <xsl:stylesheet
xmlns:xsl="http://www.w3.org/1999/XSL/Transform"
                       
xmlns:fn="http://www.w3.org/2005/02/xpath-functions"
                        xmlns:m0="http://services.samples"
version="2.0" exclude-result-prefixes="m0 fn">
            <xsl:output method="xml" omit-xml-declaration="yes"
indent="yes"/>
            <xsl:template match="*">
                <xsl:element name="{local-name()}"
namespace="http://services.samples">
                    <xsl:copy-of select="attribute::*"/>
                    <xsl:apply-templates/>
                </xsl:element>
            </xsl:template>
        </xsl:stylesheet>
    </localEntry>

    <localEntry key="out_transform">
        <xsl:stylesheet
xmlns:xsl="http://www.w3.org/1999/XSL/Transform" version="1.0">
            <xsl:output method="xml" version="1.0" encoding="UTF-8"/>
            <xsl:template match="*">
                <xsl:element name="{local-name()}">
                    <xsl:apply-templates/>
                </xsl:element>
            </xsl:template>
        </xsl:stylesheet>
    </localEntry>

</definitions>
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1. Deploy the SimpleStockQuoteService in sample Axis2 server and start it on port 9000.

2. Start Synapse with the sample configuration 440 (i.e. wso2esb-samples -sn 440).

3. Setup Synapse and the sample Axis2 client for JSON (Refer Synapse Samples Setup Guide for details)

Use following command to invoke the proxy service:

ant jsonclient -Daddurl=http://localhost:8280/services/JSONProxy

jsonclient sends the following JSON request to the above proxy service:

{"getQuote":{"request":{"symbol":"WSO2"}}}

This request gets the following XML representation when it gets built in the ESB: (Take a look at the XML representation

 within the ESB)of JSON payloads

<jsonObject>
    <getQuote>
        <request>
            <symbol>WSO2</symbol>
        </request>
    </getQuote>
</jsonObject>

In the inSequence, the XSLT transformation  transforms the above XML representation to the following XML by applying namespacein_transform
declarations that are expected by the service.

<jsonObject xmlns="http://services.samples">
    <getQuote>

        <request>
            <symbol>WSO2</symbol>

        </request>
    </getQuote>

</jsonObject>

Finally the  extracts the  element from the above payload and attaches it as the first child ofEnrich Mediator getQuote

the current payload so that the final SOAP request that is sent to the service has the following format.
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<soapenv:Envelope
xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/">

    <soapenv:Body>
        <getQuote xmlns="http://services.samples">

            <request>
                <symbol>WSO2</symbol>

            </request>
        </getQuote>

    </soapenv:Body>
</soapenv:Envelope>

We need to perform this sequence of transformations to the incoming JSON request to convert it and build the XML
SOAP request expected by the service.  Note that the XSLT transformation in the outSequence (line 22) can be
omitted because the JSON message formatter already knows how to format any XML payload to JSON.

The final response will look like the following:

{

   "getQuoteResponse":{
      "return":{

         "change":3.853593376681722,
         "earnings":12.802850763714854,

         "high":67.92488310190126,
         "last":66.14619264746406,

         "lastTradeTimestamp":"Mon Aug 23 16:48:40 IST 2010",
         "low":-66.04000424423522,

         "marketCap":-9334516.42324327,
         "name":"WSO2 Company",

         "open":-64.61950137150009,
         "peRatio":-19.78600441437058,

         "percentageChange":5.411779328273005,
         "prevClose":71.2075112994578,

         "symbol":"WSO2",
         "volume":16842

      }
   }

}

For more information about using JSON with the ESB, see . For an example of how to convert JSON to XML usingWorking with JSON Message Payloads
using JavaScript instead of XSLT, see .Sample 441: Converting JSON to XML Using JavaScript

Sample 441: Converting JSON to XML Using JavaScript

Objective: Demonstrate the ability to expose a SOAP service over JSON by switching between JSON and XML/SOAP message formats using JavaScript
and the .Script mediator

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

https://docs.wso2.com/display/EI610/Sample+441%3A+Converting+JSON+to+XML+Using+JavaScript
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Sample 441 configuration

<definitions xmlns="http://ws.apache.org/ns/synapse">
    <proxy name="JSONProxy" transports="http https">
        <target>
            <endpoint>
                <address
uri="http://localhost:9000/services/SimpleStockQuoteService"
format="soap11"/>
            </endpoint>
            <inSequence>
                <!-- transform the custom quote request into a standard
quote requst expected by the service -->
                <script language="js"><![CDATA[
                    var symbol = mc.getPayloadJSON().symbol.toString();
                    mc.setPayloadXML(
                        <m:getQuote xmlns:m="http://services.samples">
                            <m:request>
                                <m:symbol>{symbol}</m:symbol>
                            </m:request>
                        </m:getQuote>);
                ]]></script>
                <header name="Action" value="urn:getQuote"/>
            </inSequence>
            <outSequence>
                <script language="js"><![CDATA[
                    var symbol =
mc.getPayloadXML()..*::symbol.toString();
                    var price =
parseFloat(mc.getPayloadXML()..*::last);
                    mc.setPayloadJSON(
                     {
                            "Quote" : {
                                "Code" : symbol,
                                "Price" : price,
                                "Current" : {
                                    "High" :
parseFloat(mc.getPayloadXML()..*::high),
                                    "Last" :
parseFloat(mc.getPayloadXML()..*::last)
                                } 
                            },
                            "Status" : (price >= 100 ? "OK" : "NOT-OK")
                 });]]></script>
                <property name="messageType" scope="axis2"
value="application/json"/>
                <send/>
            </outSequence>
        </target>
    </proxy>
</definitions>

The JavaScript specified by the Script mediator found in the inSequence performs the JSON to SOAP (XML) transformation as the
SimpleStockQuoteService endpoint accepts SOAP. Similarly, the Script mediator in the outSequece performs the SOAP to JSON transformation.

Deploy the SimpleStockQuoteService in sample Axis2 server and start it on port 9000.
Create the above configuration and deploy it in the ESB profile.

Invoke the above proxy service with following request:
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curl -v -X POST \
    -H "Content-Type:application/json" \

    -d '{"symbol":"WSO2", "ID":"StockQuote"}' \
    "http://localhost:8280/services/JSONProxy"

If the invocation is successful, you will see a response similar to the following:

{
   "Quote":{

      "Current":{
         "High":-61.53602401623976,

         "Last":62.32682938796667
      },

      "Code":"WSO2",
      "Price":62.32682938796667

   },
   "Status":"NOT-OK"

}

For more information about using JSON with the ESB, see . To see an example of converting JSON to XML usingWorking with JSON Message Payloads
XSLT instead of JavaScript, see . For additional examples of the Script mediator, see Sample 440: Converting JSON to XML Using XSLT Using Scripts in

.Mediation (Script Mediator)

Rewriting the URL (URL Rewrite Mediator)

The following samples demonstrate how to use the :URLRewrite Mediator

Sample 450: Introduction to the URL Rewrite Mediator
Sample 451: Conditional URL Rewriting
Sample 452: Conditional URL Rewriting with Multiple Rules

Sample 450: Introduction to the URL Rewrite Mediator

Objective: Demonstrate the basic functions of the .URL Rewrite Mediator

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

https://docs.wso2.com/display/EI610/Sample+440%3A+Converting+JSON+to+XML+Using+XSLT
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<definitions xmlns="http://ws.apache.org/ns/synapse">

    <sequence name="main">
        <in>

            <rewrite>
                <rewriterule>

                    <action type="replace" regex="soap"
value="services" fragment="path"/>

                </rewriterule>
            </rewrite>

            <send/>
        </in>

        <out>
            <send/>

        </out>
    </sequence>

</definitions>

Prerequisites:

Deploy the SimpleStockQuoteService in sample Axis2 server and start it on port 9000.

Invoke the client as follows.

ant stockquote -Dtrpurl=http://localhost:8280
-Daddurl=http://localhost:9000/soap/SimpleStockQuoteService

Note that the address URL of the client request contains the context 'soap'. But in the Axis2 server all the services are deployed under a context named
'services' by default. ESB will rewrite the To header of the request by replacing the 'soap' context with 'services. Hence the request will be delivered to the
Axis2 server and the Axis2 client will receive a valid response.

Sample 451: Conditional URL Rewriting

Objective: Demonstrate the ability of the  to evaluate conditions on messages and perform rewrites based on the results.URL Rewrite mediator

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/
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<definitions xmlns="http://ws.apache.org/ns/synapse">

    <sequence name="main">
        <in>

            <rewrite>
                <rewriterule>

                    <condition>
                        <and>

                            <equal type="url" source="host"
value="localhost"/>

                            <not>
                                <equal type="url" source="protocol"

value="https"/>
                            </not>

                        </and>
                    </condition>

                    <action fragment="protocol" value="https"/>
                    <action fragment="port" value="9002"/>

                </rewriterule>
            </rewrite>

            <send/>
        </in>

        <out>
            <send/>

        </out>
    </sequence>

</definitions>

Prerequisites:

Deploy the SimpleStockQuoteService in sample Axis2 server and start it on port 9000.

Invoke the Axis2 client and send some requests to ESB with different address URL values. If the address URL value contains localhost as the hostname
and https as the protocol prefix, ESB will route the message as it is. But if the hostname is localhost and the protocol is not https, Synapse will rewrite the
URL by setting https as the protocol. The port number will also be set to the HTTPS port of the Axis2 server.

The condition evaluation feature is provided by the Synapse evaluator framework. Currently one can evaluate expressions on URL values, query
parameters, transport headers, properties and SOAP envelope content using this framework. Hence URL rewriting can be done based on any of these
aspects.

Sample 452: Conditional URL Rewriting with Multiple Rules

Objective: Demonstrate the ability of the   to perform rewrites based on multiple rules.URL Rewrite mediator

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/
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<definitions xmlns="http://ws.apache.org/ns/synapse">

    <sequence name="main">
        <in>

            <property name="http.port" value="9000"/>
            <property name="https.port" value="9002"/>

            <rewrite>
                <rewriterule>

                    <action fragment="host" value="localhost"/>
                    <action fragment="path" type="prepend"

value="/services"/>
                </rewriterule>

                <rewriterule>
                    <condition>

                        <equal type="url" source="protocol"
value="http"/>

                    </condition>
                    <action fragment="port"

xpath="get-property('http.port')"/>
                </rewriterule>

                <rewriterule>
                    <condition>

                        <equal type="url" source="protocol"
value="https"/>

                    </condition>
                    <action fragment="port"

xpath="get-property('https.port')"/>
                </rewriterule>

            </rewrite>
            <log level="full"/>

            <send/>
        </in>

        <out>
            <send/>

        </out>
    </sequence>

</definitions>

Prerequisites:

Deploy the SimpleStockQuoteService in sample Axis2 server and start it on port 9000.
Start ESB with the sample configuration 452 (i.e. wso2esb-samples -sn 452).

Invoke the Axis2 client as follows.

ant stockquote -Dtrpurl=http://localhost:8280
-Daddurl=http://test.com/SimpleStockQuoteService

The provided address URL does not contain a port number and the context. The URL rewrite mediator will replace the hostname to be 'localhost' and add
the context '/services' to the path. Then it will add the appropriate port number to the URL by looking at the protocol prefix. Ultimately the service request
will be routed the sample Axis2 server and the client will receive a valid response. Note that the Synapse configuration does not specify any endpoints
explicitly. So the messages are sent to the rewritten To header.

Another important aspect shown by this sample is the ability of the URL rewrite mediator to obtain the necessary values by executing XPath expressions.
The port numbers are calculated by executing an XPath on the messages.

Publishing Events to Topics Using the Event Mediator

WSO2 ESB can be used as an event broker. It comes with a built-in eventing implementation and a lightweight event broker based on Apache Qpid. You
can use the ESB management console to create event topics and clients can subscribe to those topics by sending WS-Eventing subscription requests. The
management console also allows creating static subscription.
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WSO2 ESB is also equipped with an event mediator which can be used to publish messages to predefined topics. With this mediator it is possible for a
sequence or a proxy service to directly publish a received request or a response to a topic as an event.

Eventing (Event Mediator)

The following samples demonstrate how to use the :event mediator

Sample 460: Introduction to Eventing and Event Mediator

Sample 460: Introduction to Eventing and Event Mediator

Objective: Demonstrate the usage of the  to publish messages to .Event Mediator event topics
Prerequisites

Deploy the  in sample Axis2 server and start it on port 9000.SimpleStockQuoteService
Create the below configuration and deploy it in the ESB profile.

<definitions xmlns="http://ws.apache.org/ns/synapse">
    <sequence name="main">
        <log/>
        <event topic="stockquote"/>
    </sequence>
</definitions>

1) Add an event topic. See .Adding a New Topic

1.1) Enter the name "stockquote" for the topic and click "Add Topic."

Note
Please note that the Event Mediator is deprecated and will be removed from the next release.

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

Note
Please note that the Event Mediator is deprecated and will be removed from the next release.

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/
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1.2) This will create an event topic named "stockquote" and you will be directed to the "Topic Browser" tree view. The newly created topic will be shown in
the tree.

2) Create a subscription. See .Subscribing to a Topic

2.1) Enter the value "http://localhost:9000/services/SimpleStockQuoteService" in the "Event Sink URL" field and click "Subscribe."

3) Now run the sample client as follows to send a request to the main sequence.
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ant stockquote -Dtrpurl=http://localhost:8280 -Dmode=placeorder

The request will be published to the "stockquote" topic by the Event Mediator and as a result the subscriber (Axis2 server in this case) will receive a copy of
the message. You will see a log entry in the Axis2 server console indicating the receipt of the place order request.

Mediating with Spring

The following samples demonstrate how to use a Spring bean as a mediator:

Sample 470: How to Initialize and use a Spring Bean as a Mediator

Sample 470: How to Initialize and use a Spring Bean as a Mediator

Objective: Demonstrate how to initialize and use a SpringBean as a mediator.

In your Synapse configuration file, add the Spring bean as shown below:

Note
The provided ESB configuration does not explicitly specify the endpoint of the Axis2 server. Also we don't set the actual EPR of the service on
the request when sending the message from the client either. Therefore the only reason that Axis2 receives the message is because it is
subscribed to the "stockquote" event topic.

Note
Please note that this feature is deprecated.

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

Note
Please note that this feature is deprecated.

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/
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<definitions xmlns="http://ws.apache.org/ns/synapse"
             xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"

             xsi:schemaLocation="http://ws.apache.org/ns/synapse
http://synapse.apache.org/ns/2010/04/configuration/synapse_config.xsd">

    <registry

provider="org.apache.synapse.registry.url.SimpleURLRegistry">
        <parameter

name="root">file:repository/conf/sample/resources/</parameter>
        <parameter name="cachableDuration">15000</parameter>

    </registry>

    <sequence name="main">
        <in>

            <!--Setting the Spring Mediator and its Spring Beans xml
file location -->

            <!--Note that springtest is the bean id used in
springCustomLogger.xml -->

            <spring:spring bean="springtest"
key="spring/springCustomLogger.xml"

xmlns:spring="http://ws.apache.org/ns/synapse"/>
            <send/>

        </in>
        <out/>

    </sequence>

</definitions>

In the  file, define the Spring bean:springCustomLogger.xml

<!DOCTYPE beans PUBLIC  "-//SPRING//DTD BEAN//EN"
    "http://www.springframework.org/dtd/spring-beans.dtd">

<beans>

   <bean id="springtest"
class="samples.mediators.extensions.SpringCustomLogger"
singleton="false">
    <property name="username"><value>"Synapse User"</value></property>
    <property name="email"><value>"usr@synapse.org"</value></property>
   </bean>

</beans>

Prerequisites:

Enable logging for the  package by adding the following line to the  file:samples.mediators <EI_HOME>/conf/log4j.properties
log4j.category.samples.mediators=INFO
Deploy the SimpleStockQuoteService in the sample Axis2 server and start it on port 9000.
Create the above configuration and deploy it in the ESB profile.
In this sample, the Spring Bean SpringCustomLogger gets initialized using the  file and then logs the message ID.springCustomLogger.xml
Invoke the client as follows:

ant stockquote
-Daddurl=http://localhost:9000/services/SimpleStockQuoteService

-Dtrpurl=http://localhost:8280/
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If you have successfully enabled logging for the  package, you will see an output similar to the following on the console:samples.mediators

2010-09-26 20:46:57,946 [-] [HttpServerWorker-1]  INFO
SpringCustomLogger Starting Spring Meditor
    2010-09-26 20:46:57,946 [-] [HttpServerWorker-1]  INFO
SpringCustomLogger Bean in Initialized with User:["Synapse User"]
    2010-09-26 20:46:57,946 [-] [HttpServerWorker-1]  INFO
SpringCustomLogger E-MAIL:["usr@synapse.org"]
    2010-09-26 20:46:57,946 [-] [HttpServerWorker-1]  INFO
SpringCustomLogger Massage Id: 
urn:uuid:383FA8B27D7CC549D91285514217720
    2010-09-26 20:46:57,946 [-] [HttpServerWorker-1]  INFO
SpringCustomLogger Logged....

Introduction to Rule Mediator

The following samples are explained:

Sample 600 : Simple Message Transformation - Rule Mediator for Message Transformation
Sample 601 : Advance Rule Based Routing - Switching Routing Decision According to the Rules - Rule Mediator as Switch mediator

Sample 600 : Simple Message Transformation - Rule Mediator for Message Transformation

Objective:  Simple message transformation - Rule mediator for message transformation.

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/
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<!-- Simple rule based transformation (changing message )  -->
<definitions xmlns="http://ws.apache.org/ns/synapse">

    <sequence name="main">

        <in>

            <rule xmlns="http://wso2.org/carbon/rules">
                <source>soapBody</source>

                <target action="replace"
xmlns:m0="http://services.samples" resultXpath="//m0:symbol"

                       
xpath="//m0:getQuote/m0:request/m0:symbol">soapBody</target>

                <ruleSet>
                    <properties/>

                    <rule resourceType="regular" sourceType="inline">
                        <![CDATA[ package SimpleRoutingRules;

                        rule InvokeIBM

                        when
                        symbol: String()

                        eval( symbol.equals("MSFT") ||
symbol.equals("SUN") )

                        then
                       

update(drools.getWorkingMemory().getFactHandle(symbol),"IBM");
                        end

                        ]]>
                    </rule>

                </ruleSet>
                <input namespace="http://services.samples"

wrapperElementName="getQuote">
                    <fact xmlns:m0="http://services.samples"

elementName="symbol" namespace="http://services.samples"
                          type="java.lang.String"

xpath="//m0:getQuote/m0:request/m0:symbol/child::text()"/>
                </input>

                <output namespace="http://services.samples"
wrapperElementName="getQuote">

                    <fact elementName="symbol"
namespace="http://services.samples" type="java.lang.String"/>

                </output>
            </rule>

            <send>
                <endpoint>

                    <address
uri="http://localhost:9000/services/SimpleStockQuoteService"/>

                </endpoint>
            </send>

        </in>

        <out>
            <send/>

        </out>
    </sequence>

</definitions>

Prerequisites:

Create the above configuration and deploy it in the ESB profile.
Start the Axis2 server and deploy the SimpleStockQuoteService if not already deployed
In this sample , a simple transformation is happened . If the symbol is either SUN or MSFT , then it will changed into IBM in the SOAP envelope
and then invoke the external service.

Run the client as
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ant stockquote
-Daddurl=http://localhost:9000/services/SimpleStockQuoteService

-Dtrpurl=http://localhost:8280/ -Dsymbol=MSFT

Or as

ant stockquote

-Daddurl=http://localhost:9000/services/SimpleStockQuoteService
-Dtrpurl=http://localhost:8280/ -Dsymbol=SUN

Then check the axis2server log or console

Wed July 04 16:33:05 IST 2012 samples.services.SimpleStockQuoteService
:: Generating quote for : IBM

Sample 601 : Advance Rule Based Routing - Switching Routing Decision According to the Rules - Rule
Mediator as Switch mediator

Objective:  Rule based routing - Switching routing decision according to the rules.

<!-- Simple rule based routing  of messages - same as filter mediator
-->

<definitions xmlns="http://ws.apache.org/ns/synapse">

    <sequence name="main">

        <in>
            <rule xmlns="http://wso2.org/carbon/rules">

                <source>soapBody</source>
                <target action="replace"

resultXpath="//accept/child::text()">$accept</target>
                <ruleSet>

                    <properties/>
                    <rule resourceType="regular" sourceType="inline">

                        <![CDATA[ package SimpleRoutingRules;

                        rule "Invoke IBM" no-loop true
                        when

                        symbol: String()eval( symbol.equals("IBM") )
                        then

                        
update(drools.getWorkingMemory().getFactHandle(symbol),"ibmEndPoint");

                        end

                        rule "Invoke SUN" no-loop true

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/
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                        when

                        symbol: String()eval( symbol.equals("SUN") )
                        then

                        
update(drools.getWorkingMemory().getFactHandle(symbol),"sunEndPoint");

                        end

                        rule "Invoke MFST" no-loop true
                        when

                        symbol: String()eval( symbol.equals("MFST") )
                        then

                        
update(drools.getWorkingMemory().getFactHandle(symbol),"mfstEndPoint");

                        end
                        ]]>

                    </rule>
                </ruleSet>

                <input namespace="http://services.samples"
wrapperElementName="getQuote">

                    <fact xmlns:m0="http://services.samples"
elementName="symbol" namespace="http://services.samples"

                          type="java.lang.String"
xpath="//m0:getQuote/m0:request/m0:symbol/child::text()"/>

                </input>
                <output namespace="http://services.samples"

wrapperElementName="getQuoteRespone">
                    <fact elementName="accept" namespace=""

type="java.lang.String"/>
                </output>

            </rule>

            <switch source="get-property('accept')">

                <case regex="ibmEndPoint">
                    <send>

                        <endpoint>
                            <address

uri="http://localhost:9000/services/SimpleStockQuoteService"/>
                        </endpoint>

                    </send>
                </case>

                <case regex="sunEndPoint">
                    <sequence key="nonExistentService"/>

                </case>
                <case regex="mfstEndPoint">

                     <sequence key="nonExistentService"/>
                </case>

            </switch>

            <drop/>

        </in>
        <out>

            <send/>
        </out>

    </sequence>

    <sequence name="nonExistentService" onError="myFaultHandler">

        <send>

            <endpoint>
                <address

uri="http://localhost:9009/services/NonExistentStockQuoteService"/>
            </endpoint>

        </send>

    </sequence>
    <sequence name="myFaultHandler">

        <makefault>
            <code value="tns:Receiver"
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xmlns:tns="http://www.w3.org/2003/05/soap-envelope"/>

            <reason expression="get-property('ERROR_MESSAGE')"/>
        </makefault>

        <property name="RESPONSE" value="true"/>

        <header name="To" expression="get-property('ReplyTo')"/>
        <send/>
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    </sequence>

</definitions>

 

Prerequisites:

Start the Synapse configuration numbered 601: i.e. (i.e. ./wso2esb-samples.sh -sn 601)
Start the Axis2 server and deploy the SimpleStockQuoteService if not already deployed
In rule script , there are three cases each for 'IBM','SUN' and 'MSFT'. When condition is match , then corresponding rule will be got fire.

Invoke IBM rule by running client as,

ant stockquote
-Daddurl=http://localhost:9000/services/SimpleStockQuoteService

-Dtrpurl=http://localhost:8280/ 

You will get stock quote price successfully

Then invoke SUN (or MSFT) rule by running client as,

ant stockquote

-Daddurl=http://localhost:9000/services/SimpleStockQuoteService
-Dtrpurl=http://localhost:8280/ -Dsymbol=SUN

Then will get,

<soapenv:Fault
xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/">

<faultcode>soapenv:Server</faultcode>
<faultstring>java.net.ConnectException: Connection refused

</faultstring>
<detail />

</soapenv:Fault>

Miscellaneous Samples

The following miscellaneous samples are available with the WSO2 EI:

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/
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Sample 650: File Hierarchy-Based Configuration Builder
Sample 651: Using Synapse Observers
Sample 652: Priority Based Message Mediation
Sample 653: NHTTP Transport Priority Based Dispatching
Sample 654: Smooks Mediator
Sample 655: Message Relay - Basics Sample
Sample 656: Message Relay - Builder Mediator
Sample 657: Distributed Transaction Management
Sample 658: Huge XML Message Processing with Smooks Mediator
Sample 659: Huge EDI Message Processing with Smooks Mediator
Sample 663: Using Multiple Sequences

 

Sample 650: File Hierarchy-Based Configuration Builder

Objective: Demonstrate the ability to construct the Synapse configuration from a file hierarchy.

synapse_sample_650.xml
         |-- endpoints
         |   `-- foo.xml
         |-- events
         |   `-- event1.xml
         |-- local-entries
         |   `-- bar.xml
         |-- proxy-services
         |   |-- proxy1.xml
         |   |-- proxy2.xml
         |   `-- proxy3.xml
         |-- registry.xml
         |-- sequences
         |   |-- custom-logger.xml
         |   |-- fault.xml
         |   `-- main.xml
         |-- synapse.xml
         `-- tasks
             `-- task1.xml

Prerequisites:

Deploy the SimpleStockQuoteService in sample Axis2 server and start it on port 9000.
Start ESB with the sample configuration 650 (i.e. wso2esb-samples.sh -sn 650).

Go to the repository/samples directory and locate the subdirectory named synapse_sample_650.xml within it. When ESB is started with the sample
configuration 650, ESB will load the configuration from this directory. You will find a number of subdirectories and a set of XML files in each of those
directories. Synapse will parse all the XML files in this file hierarchy and construct the full Synapse configuration at startup. As a result when this sample is
executed Synapse will start with four proxy services, several sequences, a task, an event source and some endpoint and local entry definitions.
The names of the subdirectories (eg: proxy-services, sequences, endpoints) are fixed and hence cannot be changed. Also the registry definition should go
into a file named registry.xml which resides at the top level of the file hierarchy. It can also be specified in the synapse.xml file at top level. This
synapse.xml file can include any item that can be normally defined in a synapse.xml file. The files which define proxy services, sequences, endpoints etc
can have any name. These configuration files must have the .xml extension at the end of the name. Synapse will ignore any files which do not have the
.xml extension.

None of the directories and files in the sample file hierachy are mandatory. You can leave entire directories out if you do not need them. For example if your
configuration does not contain any proxy services you can leave the subdirectory named proxy-services out.

To use this feature you should simply pass a path to an existing directory when starting the Synapse server. The SynapseServer class which is responsible
for starting the server accepts a file path as an argument from where to load the configuration. Generally we pass the path to the synapse.xml file as the
value of this argument. If you pass a directory path instead, Synapse configuration will be loaded from the specified directory. Note the following line on the
console when Synapse is loading the configuration from a file hierarchy.

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/
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2009-08-04 14:14:42,489 [-] [main] INFO SynapseConfigurationBuilder
Loaded Synapse configuration from the directory hierarchy at :

/home/synapse/repository/conf/sample/synapse_sample_650.xml

This feature comes in handy when managing large Synapse configurations. It is easier to maintain a well structured file hierarchy than managing one large
flat XML file.

Sample 651: Using Synapse Observers

Introduction
Prerequisites
Building the sample
Executing the sample
Analyzing the output

Introduction

This sample demonstrates how you can use the   interface to monitor the Synapse configuration at runtime.SynapseObserver

Prerequisites

For a list of prerequisites, see  .Prerequisites to Start the ESB Samples

Building the sample

To define the simple logging Synapse observer, open the   file and add the following<ESB_HOME>/repository/conf/synapse.properties
line:
synapse.observers=samples.userguide.SimpleLoggingObserver

To set the log level of the  package to  , open the    file andsamples.userguide INFO <ESB_HOME>/repository/conf/log4j.properties
add the following line:
log4j.category.samples.userguide=INFO

Executing the sample

Start the ESB with any sample configuration. For instructions on starting a sample ESB configuration, see  .Starting the ESB with a sample configuration

Analyzing the output

You will see that the SimpleLoggingObserver captures events that occur while constructing the Synapse configuration and logs them on the console as
follows:

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-ESBSamplePrerequisites
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Startingasample
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2009-08-06 14:30:24,578 [-] [main]  INFO SimpleLoggingObserver Simple
logging observer initialized...Capturing Synapse events...

  2009-08-06 14:30:24,604 [-] [main]  INFO SimpleLoggingObserver
Endpoint : a3 was added to the Synapse configuration successfully

  2009-08-06 14:30:24,605 [-] [main]  INFO SimpleLoggingObserver
Endpoint : a2 was added to the Synapse configuration successfully

  2009-08-06 14:30:24,606 [-] [main]  INFO SimpleLoggingObserver
Endpoint : null was added to the Synapse configuration successfully

  2009-08-06 14:30:24,611 [-] [main]  INFO SimpleLoggingObserver Local
entry : a1 was added to the Synapse configuration successfully

  2009-08-06 14:30:24,649 [-] [main]  INFO SimpleLoggingObserver Proxy
service : StockQuoteProxy2 was added to the Synapse configuration

successfully
  2009-08-06 14:30:24,661 [-] [main]  INFO SimpleLoggingObserver Proxy

service : StockQuoteProxy1 was added to the Synapse configuration
successfully

  2009-08-06 14:30:24,664 [-] [main]  INFO SimpleLoggingObserver
Sequence : main was added to the Synapse configuration successfully

  2009-08-06 14:30:24,701 [-] [main]  INFO SimpleLoggingObserver
Sequence : fault was added to the Synapse configuration successfully

The  is implemented as follows:SimpleLoggingObserver

package samples.userguide;

 import org.apache.synapse.config.AbstractSynapseObserver;

 public class SimpleLoggingObserver extends AbstractSynapseObserver {

     public SimpleLoggingObserver() {
         super();
         log.info("Simple logging observer initialized...Capturing
Synapse events...");
     }
 }

It does not override any of the event handler implementations in the  class. The  logs all theAbstractSynapseObserver AbstractSynapseObserver
received events by default.

 

Sample 652: Priority Based Message Mediation

Objective: Demonstrate the  capability of ESB.priority-based mediation

Note
Please note that this mediator is deprecated.

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/
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<definitions xmlns="http://ws.apache.org/ns/synapse">
    <priority-executor name="exec">

        <queues>
            <queue size="100" priority="1"/>

            <queue size="100" priority="10"/>
        </queues>

    </priority-executor>
    <proxy name="StockQuoteProxy">

        <target>
            <inSequence>

                <filter source="$trp:priority" regex="1">
                    <then>

                        <enqueue priority="1"
sequence="priority_sequence" executor="exec"/>

                    </then>
                    <else>

                        <enqueue priority="10"
sequence="priority_sequence" executor="exec"/>

                    </else>
                </filter>

            </inSequence>
            <outSequence>

                <send/>
            </outSequence>

        </target>
        <publishWSDL

uri="file:samples/service-bus/resources/proxy/sample_proxy_1.wsdl"/>
    </proxy>

    <sequence name="priority_sequence">
        <log level="full"/>

        <send>
            <endpoint>

                <address
uri="http://localhost:9000/services/SimpleStockQuoteService"/>

            </endpoint>
        </send>

    </sequence>
</definitions>

Prerequisites

Deploy the  in sample Axis2 server and start it on port 9000. Priority is applied only when ESB is loaded withSimpleStockQuoteService
enough messages to consume its core number of threads. So to observe the priority based mediation it is required to use a load testing tool like
JMeter, SOAP UI or Apache bench.

Start ESB with the sample configuration 652: wso2esb-samples.sh -sn 652

In this sample, client should send a HTTP header that specifies the priority of the message. This header name is "priority". This header is retrieved in the
ESB configuration using the  XPath expression. Then it is matched against the value 1. If it has the value 1, message is executed with$trp:priority
priority 1. Otherwise the message is executed with priority 10.

Here are two sample XML files that can be used to invoke the service using a tool like JMeter or Ab. For SOAP user interface, the user can use the <EI_H
 file to create the request. The only difference between the two requestsOME>/samples/service-bus/resources/proxy/sample_proxy_1.wsdl

demonstrated here is the symbol. One has the symbol as IBM and other has MSFT. For one type of request set the priority header to 1 and for the next set
the priority header to 10. Then load ESB with high volume of traffic from both types of requests using the load testing tool. It prints the symbol of the
incoming requests in the back end server. User should be able to see more of high priority symbol.
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<soapenv:Envelope
xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/">

     <soapenv:Header xmlns:wsa="http://www.w3.org/2005/08/addressing">
       

<wsa:To>http://localhost:8281/services/SimpleStockQuoteService</wsa:To>
       

<wsa:MessageID>urn:uuid:1B57D0B0BF770678DE1261165228620</wsa:MessageID>
        <wsa:Action>urn:getQuote</wsa:Action>

     </soapenv:Header>
     <soapenv:Body>

        <m0:getQuote xmlns:m0="http://services.samples">
           <m0:request>

              <m0:symbol>IBM</m0:symbol>
           </m0:request>

        </m0:getQuote>
     </soapenv:Body>

</soapenv:Envelope>

<soapenv:Envelope

xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/">
     <soapenv:Header xmlns:wsa="http://www.w3.org/2005/08/addressing">

       
<wsa:To>http://localhost:8281/services/SimpleStockQuoteService</wsa:To>

       
<wsa:MessageID>urn:uuid:1B57D0B0BF770678DE1261165228620</wsa:MessageID>

        <wsa:Action>urn:getQuote</wsa:Action>
     </soapenv:Header>

     <soapenv:Body>
        <m0:getQuote xmlns:m0="http://services.samples">

           <m0:request>
              <m0:symbol>MSFT</m0:symbol>

           </m0:request>
        </m0:getQuote>

     </soapenv:Body>
</soapenv:Envelope>

Sample 653: NHTTP Transport Priority Based Dispatching

Objective: Demonstrate the priority based dispatching of NHTTP transport.

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/
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<priorityConfiguration>
    <priority-executor>

        <!-- two priorities specified with priority 10 and 1. Both
priority messages has a queue depth of 100 -->

        <queues isFixedCapacity="true"
nextQueue="org.apache.synapse.commons.executors.PRRNextQueueAlgorithm">

            <queue size="100" priority="10"/>
            <queue size="100" priority="1"/>

        </queues>
        <!-- these are the default values, values are put here to show

their availability -->
        <threads core="20" max="100" keep-alive="5"/>

    </priority-executor>
    <!-- if a message comes that we cannot determine priority, we set a

default priority of 1 -->
    <conditions defaultPriority="1">

        <condition priority="10">
            <!-- check for the header named priority -->

            <equal type="header" source="priority" value="5"/>
        </condition>

        <condition priority="1">
            <equal type="header" source="priority" value="1"/>

        </condition>
    </conditions>

</priorityConfiguration>

Prerequisites:

Deploy the  in sample Axis2 server and start it on port 9000. Priority is applied only when ESB is loaded withSimpleStockQuoteService
enough messages to consume its core number of threads. So to observe the priority based dispatching it is required to use a load testing tool like
JMeter, SOAP UI or Apache bench.
Open  in  and uncomment the following parameter to the configuration . Setaxis2.xml repository/conf directory priorityConfigFile
the value to .repository/samples/resources/priority/priority-configuration.xml
Start ESB with the sample configuration 150: wso2esb-samples.sh -sn 150

In this sample, client should send a HTTP header that specifies the priority of the message. This header name is "priority". This header is retrieved in the
priority configuration. Then it is matched against the value 1 and 10. Depending on this value message is executed with priority 1 or 10. Messages with
smaller priority number will get higher priority.

Here are two sample XML files that can be used to invoke the service using a tool like JMeter, or Apache Ab. For SOAP user interface, the user can use
the WSDL  to create the request. The only difference between the tworepository/conf/sample/resources/proxy/sample_proxy_1.wsdl
requests demonstrated here is the symbol. One has the symbol as IBM and other has MSFT. For one type of request set the priority header to 1 and for the
next set the priority header to 10. Then load ESB with high volume of traffic from both types of requests using the load testing tool. It prints the symbol of
the incoming requests in the back end server. User should be able to see more of high priority symbol.

<soapenv:Envelope
xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/">
     <soapenv:Header xmlns:wsa="http://www.w3.org/2005/08/addressing">
       
<wsa:To>http://localhost:8281/services/SimpleStockQuoteService</wsa:To>
       
<wsa:MessageID>urn:uuid:1B57D0B0BF770678DE1261165228620</wsa:MessageID>
        <wsa:Action>urn:getQuote</wsa:Action>
     </soapenv:Header>
     <soapenv:Body>
        <m0:getQuote xmlns:m0="http://services.samples">
           <m0:request>
              <m0:symbol>IBM</m0:symbol>
           </m0:request>
        </m0:getQuote>
     </soapenv:Body>
</soapenv:Envelope>
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<soapenv:Envelope
xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/">

     <soapenv:Header xmlns:wsa="http://www.w3.org/2005/08/addressing">
       

<wsa:To>http://localhost:8281/services/SimpleStockQuoteService</wsa:To>
       

<wsa:MessageID>urn:uuid:1B57D0B0BF770678DE1261165228620</wsa:MessageID>
        <wsa:Action>urn:getQuote</wsa:Action>

     </soapenv:Header>
     <soapenv:Body>

        <m0:getQuote xmlns:m0="http://services.samples">
           <m0:request>

              <m0:symbol>MSFT</m0:symbol>
           </m0:request>

        </m0:getQuote>
     </soapenv:Body>

</soapenv:Envelope>

Sample 654: Smooks Mediator

Objective:Demonstrate the smooks mediatot EDI message processing.

Here is the sample with smooks mediator.

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/
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1.  

<definitions xmlns="http://ws.apache.org/ns/synapse">
    <localEntry key="transform-xslt-key"

               
src="file:samples/service-bus/resources/smooks/transform.xslt"/>

    <localEntry key="smooks-key"
src="file:samples/service-bus/resources/smooks/smooks-config.xml"/>

    <proxy name="StockQuoteProxy" transports="vfs">
        <parameter

name="transport.vfs.ContentType">text/plain</parameter>
        <!--CHANGE-->

        <parameter
name="transport.vfs.ContentType">text/plain</parameter>

       <parameter
name="transport.vfs.FileURI">file:///home/user/dev/test/smooks/in</para

meter>
       <parameter

name="transport.vfs.FileNamePattern">.*\.txt</parameter>
        <parameter name="transport.PollInterval">5</parameter>

        <!--CHANGE-->
        <parameter

name="transport.vfs.MoveAfterProcess">file:///home/user/dev/test/smooks
/original</parameter>

        <!--CHANGE-->
        <parameter

name="transport.vfs.MoveAfterFailure">file:///home/user/dev/test/smooks
/original</parameter>

        <parameter
name="transport.vfs.ActionAfterProcess">MOVE</parameter>

        <parameter
name="transport.vfs.ActionAfterFailure">MOVE</parameter>

        <parameter name="Operation">urn:placeOrder</parameter>
        <target>

            <inSequence>
                <smooks config-key="smooks-key"/>

                <xslt key="transform-xslt-key"/>
                <iterate expression="//m0:placeOrder/m0:order"

preservePayload="true"
                         attachPath="//m0:placeOrder"

xmlns:m0="http://services.samples">
                    <target>

                        <sequence>
                            <header name="Action"

value="urn:placeOrder"/>
                            <property action="set" name="OUT_ONLY"

value="true"/>
                            <send>

                                <endpoint>
                                    <address format="soap11"

                                           
uri="http://localhost:9000/services/SimpleStockQuoteService"/>

                                </endpoint>
                            </send>

                        </sequence>
                    </target>

                </iterate>
            </inSequence>

            <outSequence/>
        </target>

        <publishWSDL
uri="file:samples/service-bus/resources/smooks/PlaceStockOrder.wsdl"/>

    </proxy>
</definitions>

Deploy the SimpleStockQuoteService in sample Axis2 server and start it on port 9000. Then add the plain text builder to the messageBuilders
section of the axis2.xml found in the  directory. Here is the sample configuration.<EI_HOME>/conf
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1.  

2.  

3.  
4.  

<messageBuilder contentType="text/plain"
class="org.apache.axis2.format.PlainTextBuilder"/>

User has to edit the  found in the  directory. These are the configurationsynapse_sample_654.xml <EI_HOME>/samples/service-bus
parameters that needs to be edited.

transport.vfs.FileURI
transport.vfs.MoveAfterProcess
transport.vfs.ActionAfterFailure

Create the above configuration and deploy it in the ESB profile.
Drop the edi.txt file found in the  directory to the transport.vfs.FileURI parameter<EI_HOME>/samples/service-bus/resources/smooks
specified directory.

Sample 655: Message Relay - Basics Sample

Objective: Demonstrate the Message Relay.

This sample is similar to  except we have added two log mediators to show the actual message going through the ESB.sample 150

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

https://docs.wso2.com/display/EI610/Sample+150%3A+Introduction+to+Proxy+Services
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<?xml version="1.0"?>
<definitions xmlns="http://ws.apache.org/ns/synapse">

    <proxy name="StockQuoteProxy" startOnLoad="true">
        <target>

            <inSequence>
                <log level="full"/>

                <send>
                    <endpoint name="epr">

                        <address
uri="http://localhost:9000/services/SimpleStockQuoteService"/>

                    </endpoint>
                </send>

            </inSequence>
            <outSequence>

                <log level="full"/>
                <send/>

            </outSequence>
        </target>

        <publishWSDL
uri="file:repository/samples/resources/proxy/sample_proxy_1.wsdl"/>

    </proxy>
    <sequence name="fault">

        <log level="full">
            <property name="MESSAGE" value="Executing default

&quot;fault&quot; sequence"/>
            <property name="ERROR_CODE"

expression="get-property('ERROR_CODE')"/>
            <property name="ERROR_MESSAGE"

expression="get-property('ERROR_MESSAGE')"/>
        </log>

        <drop/>
    </sequence>

    <sequence name="main">
        <log/>

        <drop/>
    </sequence>

</definitions>

Prerequisites: Deploy the SimpleStockQuoteService in sample Axis2 server and start it on port 9000. Then uncomment the Message Relay's Message
Builder and Message Formatter in the axis2.xml. These configurations can be found in the messageFormatters and messageBuilders section of the
axis2.xml. A message formatter or builder is defined for a content type. So make sure you comment out the normla builders and formatters for a content
type when uncomenting the message relay builders and formatters.

Here are the Message Relay Formatter and Builder classes. You need to uncomment the entries containing the following builder and formatter.

org.wso2.carbon.relay.ExpandingMessageFormatter

org.wso2.carbon.relay.BinaryRelayBuilder

Send a message to the sample using the sample axis2 client.

ant stockquote -Daddurl=http://localhost:8280/services/StockQuoteProxy

You can see the messages going through the proxy by looking at the console because we have two log mediators in this sample. The actual message is
not built and printed as a Base64 encoded string.

Sample 656: Message Relay - Builder Mediator
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Objective:Demonstrate the Message Relay with Builder mediator.

This sample is similar to . We have added the builder mediator to build the actual message before logging it.sample 655

<?xml version="1.0" encoding="UTF-8"?>
<proxy name="StockQuoteProxy" startOnLoad="true" transports="http
https" xmlns="http://ws.apache.org/ns/synapse">
    <target>
        <inSequence>
            <syn:builder xmlns:syn="http://ws.apache.org/ns/synapse"/>
            <log level="full"/>
            <send>
                <endpoint name="epr">
                    <address
uri="http://localhost:9000/services/SimpleStockQuoteService"/>
                </endpoint>
            </send>
        </inSequence>
        <outSequence>
            <syn:builder xmlns:syn="http://ws.apache.org/ns/synapse"/>
            <log level="full"/>
            <send/>
        </outSequence>
        <faultSequence/>
    </target>
    <publishWSDL preservePolicy="true"
uri="file:samples/service-bus/resources/proxy/sample_proxy_1.wsdl"/>
</proxy>

Prerequisites:Set up is same as sample 655.

ant stockquote -Daddurl=http://localhost:8280/services/StockQuoteProxy

You can see the actual messages going through the proxy by looking at the console because we have two log mediators in this sample. Becuase we have
the builder mediator in place, unlike in sample 655 we have the actual message printed.

Sample 657: Distributed Transaction Management

Introduction
Prerequisites
Building the sample
Executing the sample
Analyzing the output

Introduction

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

https://docs.wso2.com/display/EI610/Sample+655%3A+Message+Relay+-+Basics+Sample
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This sample demonstrates the functionality of the using a sample distributed transaction. In this sample, a record is deleted from one   Transaction Mediator
database and added to a second database. If either of the operations (deleting from the first database and adding to the other) fails, all operations rollback,
and the records do not change.

Prerequisites

For a list of general prerequisites, see  .Setting Up the ESB Samples
The sample configuration uses   to point to the sample databases. You have to manually create these intwo datasources and database instances
your environment for the sample to work.

Setup two     distributed Derby databases  esbdb and  esbdb1.  For instructions on setting up the Derby databases, see Setting up Remote
.Derby

Create a table in  by executing the following statement.esbdb 

CREATE table company(name varchar(10) primary key, id varchar(10),
price double);

Create a table in   by executing the following statement.esbdb1

CREATE table company(name varchar(10) primary key, id varchar(10),
price double);

Insert records into the two tables that you created by executing the following statements.

To insert records into the table in esbdb

INSERT into company values ('IBM','c1',0.0);
INSERT into company values ('SUN','c2',0.0);

To insert records into the table in esbdb1

INSERT into company values ('SUN','c2',0.0);
INSERT into company values ('MSFT','c3',0.0);

Add the required datasource via the Management Console or create datasource declarations for the distributed databases In the master
file.   -datasources.xml  For information on how you can add datasources via the management console, see  . Adding Datasources To

   create datasource declarations In the  master-datasources.xml  file, add the following code segments in the  master-datasource
    s.xml  file located in the < ESB_HOME>/repository/conf/datasources  directory, ensuring that the datasource file names are  *-

  xa-ds.xml :
Datasource1: esb-derby-xa-ds.xml

Note
When inserting records into the tables, the order of the record matters.

https://docs.wso2.com/display/ADMIN44x/Setting+up+Remote+Derby
https://docs.wso2.com/display/ADMIN44x/Setting+up+Remote+Derby
https://docs.wso2.com/display/ADMIN44x/Adding+Datasources
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<datasources>
    <xa-datasource>

        <jndi-name>jdbc/XADerbyDS</jndi-name>
        <isSameRM-override-value>false</isSameRM-override-value>

       
<xa-datasource-class>org.apache.derby.jdbc.ClientXADataSource</xa-datas

ource-class>
        <xa-datasource-property

name="portNumber">1527</xa-datasource-property>
        <xa-datasource-property

name="DatabaseName">esbdb</xa-datasource-property>
        <xa-datasource-property

name="user">esb</xa-datasource-property>
        <xa-datasource-property

name="password">esb</xa-datasource-property>
        <metadata>

            <type-mapping>Derby</type-mapping>
        </metadata>

    </xa-datasource>
</datasources>

Datasource2: esb-derby1-xa-ds.xml

<datasources>
    <xa-datasource>

        <jndi-name>jdbc/XADerbyDS1</jndi-name>
        <isSameRM-override-value>false</isSameRM-override-value>

       
<xa-datasource-class>org.apache.derby.jdbc.ClientXADataSource</xa-datas

ource-class>
        <xa-datasource-property

name="portNumber">1527</xa-datasource-property>
        <xa-datasource-property

name="DatabaseName">esbdb1</xa-datasource-property>
        <xa-datasource-property

name="user">esb</xa-datasource-property>
        <xa-datasource-property

name="password">esb</xa-datasource-property>
        <metadata>

            <type-mapping>Derby</type-mapping>
        </metadata>

    </xa-datasource>
</datasources>

Building the sample

The XML configuration for this sample is as follows: 
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<definitions xmlns="http://ws.apache.org/ns/synapse"

             xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
             xsi:schemaLocation="http://ws.apache.org/ns/synapse

http://synapse.apache.org/ns/2010/04/configuration/synapse_config.xsd">
    <sequence name="myFaultHandler">

        <log level="custom">
            <property name="text" value="** Rollback Transaction**"/>

        </log>
        <transaction action="rollback"/>

        <send/>
    </sequence>

    <sequence name="main" onError="myFaultHandler">
        <in>

            <send>
                <endpoint>

                    <address
uri="http://localhost:9000/services/SimpleStockQuoteService"/>

                </endpoint>
            </send>

        </in>
        <out>

            <transaction action="new"/>
            <log level="custom">

                <property name="text" value="** Reporting to the
Database esbdb**"/>

            </log>
            <dbreport useTransaction="true"

xmlns="http://ws.apache.org/ns/synapse">
                <connection>

                    <pool>
                        <dsName>jdbc/XADerbyDS</dsName>

                        <user>esb</user>
                        <password>esb</password>

                    </pool>
                </connection>

                <statement>
                    <sql>delete from company where name =?</sql>

                    <parameter
expression="//m0:return/m1:symbol/child::text()"

                               xmlns:m0="http://services.samples"
                               xmlns:m1="http://services.samples/xsd"

                               type="VARCHAR"/>
                </statement>

            </dbreport>
            <log level="custom">

                <property name="text" value="** Reporting to the
Database esbdb1**"/>

            </log>
            <dbreport useTransaction="true"

xmlns="http://ws.apache.org/ns/synapse">
                <connection>

                    <pool>
                        <dsName>jdbc/XADerbyDS1</dsName>

                        <user>esb</user>
                        <password>esb</password>

                    </pool>
                </connection>

                <statement>
                    <sql>INSERT into company values

('IBM','c4',12.0)</sql>
                </statement>

            </dbreport>
            <transaction action="commit"/>

            <send/>
        </out>

    </sequence>
</definitions>
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1.  

2.  
3.  

This configuration file   is available in the   directory.synapse_sample_657.xml <ESB_HOME>/repository/samples

To build the sample

Start the ESB with the sample 657 configuration. For instructions on starting a sample ESB configuration, see Starting the ESB with a sample
.configuration

The operation log keeps running until the server starts, which usually takes several seconds. Wait until the server has fully booted up and displays
a message similar to " "WSO2 Carbon started in n seconds.
Start the Axis2 server. For instructions on starting the Axis2 server, see  .Starting the Axis2 server
Deploy the back-end service  . For instructions on deploying sample back-end services, see SimpleStockQuoteService Deploying sample

.back-end services

You now have a running ESB instance, databases and a back-end service deployed in your environment.

Executing the sample

The sample client used here is the , which can operate in several modes. For further details on this sample client and its operationStock Quote Client
modes, see  .Stock Quote Client

To execute the sample client

Execute the following command from the   directory to test the successful scenario.<ESB_HOME>/samples/axis2Client

ant stockquote
-Daddurl=http://localhost:9000/services/SimpleStockQuoteService
-Dtrpurl=http://localhost:8280/ -Dsymbol=IBM

Execute the following command from the   directory to test the failure scenario.<ESB_HOME>/samples/axis2Client

ant stockquote
-Daddurl=http://localhost:9000/services/SimpleStockQuoteService
-Dtrpurl=http://localhost:8280/ -Dsymbol=SUN

Analyzing the output

When you run the client to test the successful scenario, you will see that the IBM record is removed from the first database and added to the second
database.

When you run the client to test the failure scenario, you will see that a record is neither deleted from the first database nor added into the second database.
That is because executing the command attempts to add an already existing record again to the second database, which results in the fault sequence
being executed. Therefore, an exception raised for duplicate entries and results in an entire transaction rollback.

Sample 658: Huge XML Message Processing with Smooks Mediator

Introduction

Infor
WSO2 ESB comes with a default JTA transaction manager (Atomikos), which allows you to run distributed transactions without deploying the
ESB on an external application server.

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

https://docs.wso2.com/display/ESB500/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Startingasample
https://docs.wso2.com/display/ESB500/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Startingasample
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Axis2server
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Backend
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Backend
https://docs.wso2.com/display/EI650/Using+the+Sample+Clients#UsingtheSampleClients-StockQuoteClient
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Prerequisites
Building the sample
Executing the sample
Analyzing the output

Introduction

This sample demonstrates how to process huge XML messages via the splitting and routing approach using the . In this sample, the ESBSmooks mediator
reads a huge XML input file through the VFS transport, then the Smooks mediator splits the message into parts and routes each split fragment to a
specified location.

Prerequisites

For a list of general prerequisites, see  .Setting Up the ESB Samples
Open the  file in a text editor and change the following VFS transport<ESB_HOME>/repository/sample/synapse_sample_658.xml
configuration parameters based on the directory locations applicable to you.

transport.vfs.FileURI- The input file location.
transport.vfs.MoveAfterProcess -  The location to move the input file after it is processed.
transport.vfs.MoveAfterFailure -  The location to move the input file if there happens to be a failure at the time of processing.

Open the  file in a text editor and replace <ESB_HOME>/repository/samples/resources/smooks/smooks-config-658.xml /home/use
 in the r/smooks/orders <file:destinationDirectoryPattern>/home/user/smooks/orders</file:destinationDirectoryPa

 configuration line to a directory location applicable to you.ttern>

Building the sample

The XML configuration for this sample is as follows: 

<definitions xmlns="http://ws.apache.org/ns/synapse">

    <localEntry key="smooks-key"
src="file:repository/samples/resources/smooks/smooks-config-658.xml"/>

    <proxy name="SmooksSample" transports="vfs">
         <!--CHANGE-->

        <parameter
name="transport.vfs.FileURI">file:///home/user/smooks/in</parameter>

        <parameter
name="transport.vfs.ContentType">application/xml</parameter>

        <parameter
name="transport.vfs.FileNamePattern">.*\.xml</parameter>

        <parameter name="transport.PollInterval">5</parameter>
        <!--CHANGE-->

        <parameter
name="transport.vfs.MoveAfterProcess">file:///home/user/smooks/original

</parameter>
        <!--CHANGE-->

        <parameter
name="transport.vfs.MoveAfterFailure">file:///home/user/smooks/fail</pa

rameter>
        <parameter

name="transport.vfs.ActionAfterProcess">MOVE</parameter>
        <parameter

name="transport.vfs.ActionAfterFailure">MOVE</parameter>
        <target>

            <inSequence>
               <smooks config-key="smooks-key">

                    <input type="xml"/>
                    <output type="xml"/>

                </smooks>
           </inSequence>

        </target>
    </proxy>

</definitions>

This configuration file   is available in the   directory.synapse_sample_658.xml <ESB_HOME>/repository/samples

To build the sample

Start the ESB with the sample 658 configuration. For instructions on starting a sample ESB configuration, see Starting the ESB with a sample

https://docs.wso2.com/display/ESB500/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Startingasample
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.configuration

The operation log keeps running until the server starts, which usually takes several seconds. Wait until the server has fully booted up and displays
a message similar to " "WSO2 Carbon started in n seconds.

Executing the sample

To execute the sample

Move the   file from the   directory to the location specified as input-message-658.xml <ESB_HOME>/repository/samples/resources/smooks tra
 in the configuration.nsport.vfs.FileURI

If you want to try this sample with an input file of your own, be sure that the input file has a XML message similar to the format of input-message-658.x
.ml

Analyzing the output

You will see the output of the incoming message that is split and routed via the Smooks mediator in the  location youdestinationDirectoryPattern
specified when following the prerequisites.

Sample 659: Huge EDI Message Processing with Smooks Mediator

Introduction
Prerequisites
Building the sample
Executing the sample
Analyzing the output

Introduction

This sample demonstrates how to process huge EDI messages via the splitting and routing approach using the . In this sample, the EISmooks mediator
reads a huge EDI input file through the VFS transport, then the Smooks mediator splits the message into parts and routes each split fragment to a specified
location.

Prerequisites

Add the following configuration to the  section of the  file:messageBuilders <EI_HOME>/conf/axis2/axis2.xml 

<messageBuilder contentType="text/plain"

class="org.apache.axis2.format.PlainTextBuilder"/>

Open the  file in a text editor and change the following VFS transport<EI_HOME>/samples/service-bus/synapse_sample_659.xml
configuration parameters based on the directory locations applicable to you.

transport.vfs.FileURI- The input file location.
transport.vfs.MoveAfterProcess -  The location to move the input file after it is processed.
transport.vfs.MoveAfterFailure -  The location to move the input file if there happens to be a failure at the time of processing.

Open the  file in a text editor and replace <EI_HOME>/samples/service-bus/resources/smooks/smooks-config-659.xml /home/use
 in the r/smooks/orders <file:destinationDirectoryPattern>/home/user/smooks/orders</file:destinationDirectoryPa

 configuration line to a directory location applicable to you.ttern>
For a list of general prerequisites, see  .Setting Up the ESB Samples

Building the sample

The XML configuration for this sample is as follows: 

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

https://docs.wso2.com/display/ESB500/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Startingasample
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<definitions xmlns="http://ws.apache.org/ns/synapse">
 <localEntry key="smooks-key"

src="file:repository/samples/resources/smooks/smooks-config-659.xml" />
 <proxy name="SmooksSample" transports="vfs" startOnLoad="true"

trace="disable">
  <!--CHANGE-->

  <parameter
name="transport.vfs.FileURI">file:///home/user/smooks/in</parameter>

  <parameter name="transport.vfs.ContentType">text/plain</parameter>
  <parameter name="transport.vfs.FileNamePattern">.*.txt</parameter>

  <parameter name="transport.PollInterval">5</parameter>
  <!--CHANGE-->

  <parameter
name="transport.vfs.MoveAfterProcess">file:///home/user/smooks/original

</parameter>
  <!--CHANGE-->

  <parameter
name="transport.vfs.MoveAfterFailure">file:///home/user/smooks/fail</pa

rameter>
  <parameter name="transport.vfs.ActionAfterProcess">MOVE</parameter>

  <parameter name="transport.vfs.ActionAfterFailure">MOVE</parameter>
  <target>

      <inSequence>
       <smooks config-key="smooks-key">

           <input type="text" />
        <output type="xml" />

       </smooks>
   </inSequence>

            <outSequence/>
            <faultSequence/>

  </target>
 </proxy>

</definitions>

This configuration file   is available in the   directory.synapse_sample_659.xml <EI_HOME>/samples/service-bus

To build the sample

Start the EI with the sample 659 configuration. For instructions on starting a sample EI configuration, see Starting the ESB with a sample
.configuration

The operation log keeps running until the server starts, which usually takes several seconds. Wait until the server has fully booted up and displays
a message similar to " "WSO2 Carbon started in n seconds.

Executing the sample

To execute the sample

Move the   file from the   directory to the location specified as input-message-659.txt <EI_HOME>/samples/service-bus/resources/smooks tra
 in the configuration.nsport.vfs.FileURI

If you want to try this sample with an input file of your own, be sure that the input file is in a format similar to  .input-message-659.txt

Analyzing the output

You will see the output of the incoming message that is split and routed via the Smooks mediator in the  location youdestinationDirectoryPattern
specified when following the prerequisites.

Sample 663: Using Multiple Sequences

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Startingasample
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Startingasample
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Introduction
Prerequisites
Building the sample
Executing the sample
Analyzing the output

Introduction

This sample demonstrates how a complex sequence can be separated into a set of simpler sequences. In this sample, you will send a simple request to a
back-end service (  microservice) and receive a response. If you look at the sample's XML configuration, you will see how thisStockQuoteService
mediation is performed by two separate sequence definitions instead of one main sequence.

Prerequisites

For a list of prerequisites, see  .Prerequisites to Start the ESB Samples

Building the sample

Expand the link given below to see the XML configuration of this sample. This configuration file (synapse_sample_663.xml) is available in the <EI_HO
ME>/samples/service-bus directory.

synapse_sample_663.xml

<?xml version="1.0" encoding="UTF-8"?>
<definitions xmlns=" "http://ws.apache.org/ns/synapse >
<proxy name="SequenceBreakdownSampleProxy" startOnLoad="true" transports="http https">

      <description/>

      <target inSequence="StockQuoteSeq"/>

  </proxy>

  <sequence name="StockQuoteSeq" onError="StockQuoteErrorSeq">

      <log level="custom">

          <property name="Sequence" value="StockQuoteSeq"/>

          <property name="Description" value="Request recieved"/>

      </log>

      <sequence key="CallStockQuoteSeq"/>

      <sequence key="TransformAndRespondSeq"/>

  </sequence>

  <sequence name="StockQuoteErrorSeq">

      <log level="custom">

          <property name="Description" value="Error occurred in StockQuoteErrorSeq"/>

          <property name="Status" value="ERROR"/>

      </log>

  </sequence>

  <sequence name="TransformAndRespondSeq" onError="TransformAndRespondErrorSeq">

      <log level="custom">

          <property name="Sequence" value="TransformAndRespondSeq"/>

          <property name="Description" value="Response is ready to be transformed"/>

      </log>

      <payloadFactory media-type="xml">

          <format>

              <Information xmlns="">

                  <Name>$1</Name>

                  <Last>$2</Last>

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-ESBSamplePrerequisites
http://ws.apache.org/ns/synapse
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                  <High>$3</High>

                  <Low>$4</Low>

              </Information>

          </format>

          <args>

              <arg evaluator="json" expression="$.name"/>

              <arg evaluator="json" expression="$.last"/>

              <arg evaluator="json" expression="$.low"/>

              <arg evaluator="json" expression="$.high"/>

          </args>

      </payloadFactory>

      <log level="custom">

          <property name="Sequence" value="TransformAndRespondSeq"/>

          <property name="Description" value="Responding back to the client with the transformed response"/>

      </log>

      <respond/>

  </sequence>

  <sequence name="TransformAndRespondErrorSeq">

      <log level="custom">

          <property name="Description" value="Error occurred in TransformAndRespondSeq"/>

          <property name="Status" value="ERROR"/>

      </log>

  </sequence>

  <sequence name="CallStockQuoteErrorSeq">

      <log level="custom">

          <property name="Description" value="Error occurred in CallStockQuoteSeq"/>

          <property name="Status" value="ERROR"/>

      </log>

  </sequence>

  <sequence name="CallStockQuoteSeq" onError="CallStockQuoteErrorSeq">

      <switch source="//symbol" xmlns:ns=" "http://org.apache.synapse/xsd >

          <case regex="IBM">

              <log level="custom">

                  <property name="Sequence" value="CallStockQuoteSeq"/>

                  <property name="Description" value="Calling IBM endpoint"/>

              </log>

              <call blocking="true">

                  <endpoint>

                      <http method="GET" uri-template=" "http://localhost:9090/stockquote/IBM />

                  </endpoint>

              </call>

              <log level="custom">

http://org.apache.synapse/xsd
http://localhost:9090/stockquote/IBM
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                  <property name="Sequence" value="CallStockQuoteSeq"/>

                  <property name="Description" value="Response received from IBM endpoint"/>

              </log>

          </case>

          <case regex="GOOG">

              <log level="custom">

                  <property name="Sequence" value="CallStockQuoteSeq"/>

                  <property name="Description" value="Calling GOOG endpoint"/>

              </log>

              <call blocking="true">

                  <endpoint>

                      <http method="GET" uri-template=" "http://localhost:9090/stockquote/GOOG />

                  </endpoint>

              </call>

              <log level="custom">

                  <property name="Sequence" value="CallStockQuoteSeq"/>

                  <property name="Description" value="Response received from GOOG endpoint"/>

              </log>

          </case>

          <case regex="AMZN">

              <log level="custom">

                  <property name="Sequence" value="CallStockQuoteSeq"/>

                  <property name="Description" value="Calling AMZN endpoint"/>

              </log>

              <call blocking="true">

                  <endpoint>

                      <http method="GET" uri-template=" "http://localhost:9090/stockquote/AMZN />

                  </endpoint>

              </call>

              <log level="custom">

                  <property name="Sequence" value="CallStockQuoteSeq"/>

                  <property name="Description" value="Response received from AMZN endpoint"/>

              </log>

          </case>

          <default>

              <log level="custom">

                  <property name="Sequence" value="CallStockQuoteSeq"/>

                  <property name="Description" value="Invalid Symbol"/>

                  <property name="Status" value="ERROR"/>

              </log>

              <drop/>

          </default>

http://localhost:9090/stockquote/GOOG
http://localhost:9090/stockquote/AMZN
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1.  

2.  
a.  

b.  

      </switch>

  </sequence>

</definitions>

To build the sample:

Start the ESB profile of WSO2 EI with the sample 663 configuration. See Starting the ESB with a sample configuration for instructions.

The operation log keeps running until the server starts, which usually takes several seconds. Wait until the server has fully booted up and displays
a message similar to "WSO2 Carbon started in n seconds."
Start the   microservice using the MSF4j profile of WSO2 EI:StockQuoteService

Download the   microservice and copy the JAR file to the StockQuoteService <EI_HOME>/wso2/msf4j/deployment/microservi
 directory.ces

Open a command terminal, navigate to the <EI_HOME>  directory and start the MSF4j server by executing the/wso2/msf4j/bin
relevant startup script:

On Linux: carbon.sh
On Windows: carbon.bat

Executing the sample

Send the following request to invoke the sample proxy service (named SequenceBreakdownSampleProxy) in the sample.

curl -v http://localhost:8280/services/SequenceBreakdownSampleProxy
-H'Content-Type:application/xml' -d'<symbol>IBM</symbol>'

When this request is sent, SequenceBreakdownSampleProxy calls the  sequence. This sequence calls  and StockQuoteSeq CallStockQuoteSeq Tr
 respectively. In , according to the symbol that is sent, the endpoint that is being called is switched usingansformAndRespondSeq CallStockQuoteSeq

the . Once the response is received from the endpoint, it is transformed with  , and sent back to the client.Switch mediator TransformAndRespondSeq
Also, note that an error sequence has been defined for each sequence, which will be executed in case of an error.

Analyzing the output

The output in the log for the above sample request would be as follows:

[2017-06-26 18:56:11,877] [EI-Core]  INFO - LogMediator SEQUENCE =
StockQuoteSeq|DESCRIPTION = Request recieved
[2017-06-26 18:56:11,880] [EI-Core]  INFO - LogMediator SEQUENCE =
CallStockQuoteSeq|DESCRIPTION = Calling IBM endpoint
[2017-06-26 18:56:11,941] [EI-Core]  INFO - LogMediator SEQUENCE =
CallStockQuoteSeq|DESCRIPTION = Response received from IBM endpoint
[2017-06-26 18:56:11,942] [EI-Core]  INFO - LogMediator SEQUENCE =
TransformAndRespondSeq|DESCRIPTION = Response is ready to be
transformed
[2017-06-26 18:56:11,958] [EI-Core]  INFO - LogMediator SEQUENCE =
TransformAndRespondSeq|DESCRIPTION = Responding back to the client with
the transformed response

As shown in the above log, since the “symbol” that is sent in the request is “IBM”, the request is routed to the IBM endpoint. Once the response from the
IBM endpoint is received, it is transformed according to the specified template and sent to the client. 

Shown below is the response that will be received by the client.

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Startingasample
https://docs.wso2.com/download/attachments/119129690/msf4j-sample-StockQuoteService.jar?version=1&modificationDate=1558091375000&api=v2


WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 2104

<Information>
   <Name>International Business Machines</Name>

   <Last>149.62</Last>
   <High>150.78</High>

   <Low>149.18</Low>
</Information>

Store and Forward Messaging Patterns with Message Stores and Processors

The following samples are explained:

Sample 700: Introduction to Message Store
Sample 701: Introduction to Message Sampling Processor
Sample 702: Introduction to Message Forwarding Processor
Sample 703: Adding Security to Message Forwarding Processor
Sample 704: RESTful Invocations with Message Forwarding Processor
Sample 705: Load Balancing with Message Forwarding Processor

Sample 700: Introduction to Message Store

Introduction
Prerequisites
Building the sample
Executing the sample
Analyzing the output

Introduction

This sample demonstrates the basic functionality of a .message store

Prerequisites

For a list of prerequisites, see  .Prerequisites to Start the ESB Samples

Building the sample

The XML configuration for this sample is as follows: 

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-ESBSamplePrerequisites
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1.  

2.  
3.  

<!-- Introduction to the Synapse Message Store -->
<definitions xmlns="http://ws.apache.org/ns/synapse">

    <sequence name="fault">
        <log level="full">

            <property name="MESSAGE" value="Executing default 'fault'
sequence"/>

            <property name="ERROR_CODE"
expression="get-property('ERROR_CODE')"/>

            <property name="ERROR_MESSAGE"
expression="get-property('ERROR_MESSAGE')"/>

        </log>
        <drop/>

    </sequence>
    <sequence name="onStoreSequence">

        <log>
            <property name="On-Store" value="Storing message"/>

        </log>
    </sequence>

    <sequence name="main">
        <in>

            <log level="full"/>
            <property name="FORCE_SC_ACCEPTED" value="true"

scope="axis2"/>
            <store messageStore="MyStore" sequence="onStoreSequence"/>

        </in>
        <description>The main sequence for the message

mediation</description>
    </sequence>

    <messageStore name="MyStore"/>
</definitions>

This configuration file   is available in the  directory.synapse_sample_700.xml  <ESB_HOME>/repository/samples 

To build the sample

Start the ESB with the sample 700 configuration. For instructions on starting a sample ESB configuration, see Starting the ESB with a sample
.configuration

The operation log keeps running until the server starts, which usually takes several seconds. Wait until the server has fully booted up and displays
a message similar to " "WSO2 Carbon started in n seconds.
Start the Axis2 server. For instructions on starting the Axis2 server, see  .Starting the Axis2 server
Deploy the back-end service  . For instructions on deploying sample back-end services, see SimpleStockQuoteService Deploying sample

.back-end services

Executing the sample

The sample client used here is the , which can operate in several modes. For further details on this sample client and its operationStock Quote Client
modes, see  .Stock Quote Client

To execute the sample client

Run the following command from the   directory:<ESB_HOME>/samples/axis2Client

ant stockquote
-Daddurl=http://localhost:9000/services/SimpleStockQuoteService

-Dtrpurl=http://localhost:8280/ -Dmode=placeorder

Analyzing the output

When you execute the client you will see that the message is dispatched to the main sequence.

In the main sequence, the store mediator will store the     placeorder request message in the MyStore message store. Before storing the request, the

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Startingasample
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Startingasample
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Axis2server
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Backend
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Backend
https://docs.wso2.com/display/EI650/Using+the+Sample+Clients#UsingtheSampleClients-StockQuoteClient
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  message store mediator will invoke the   onStoreSequence sequence.

Analyze the output debug messages and you will see the following log:

INFO - LogMediator To:
http://localhost:9000/services/SimpleStockQuoteService, WSAction:
urn:placeOrder, SOAPAction: urn:placeOrder, ReplyTo:
http://www.w3.org/2005/08/addressing/none, MessageID:
urn:uuid:54f0e7c6-7b43-437c-837e-a825d819688c, Direction: request,
On-Store = Storing message

You can then use the JMX view of the Synapse message store by using the jconsole in order to view the stored messages and delete them.

Sample 701: Introduction to Message Sampling Processor

Objective: Introduction to Message Sampling Processor.

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/
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<!-- Introduction to  Message Sampling Processor -->

            <definitions xmlns="http://ws.apache.org/ns/synapse">
                <sequence name="send_seq">

                    <send>
                        <endpoint>

                            <address
uri="http://localhost:9000/services/SimpleStockQuoteService">

                                <suspendOnFailure>
                                <errorCodes>-1</errorCodes>

                               
<progressionFactor>1.0</progressionFactor>

                                </suspendOnFailure>
                            </address>

                        </endpoint>
                    </send>

                </sequence>
                <sequence name="main">

                    <in>
                        <log level="full"/>

                        <property name="FORCE_SC_ACCEPTED" value="true"
scope="axis2"/>

                        <property name="OUT_ONLY" value="true"/>
                        <store messageStore="MyStore"/>

                    </in>
                    <out/>

                    <description>The main sequence for the message
mediation</description>

                </sequence>
                <messageStore name="MyStore"/>

                <messageProcessor
                    

class="org.apache.synapse.message.processor.impl.sampler.SamplingProces
sor"

                     name="SamplingProcessor" messageStore="MyStore">
                    <parameter name="interval">20000</parameter>

                    <parameter name="sequence">send_seq</parameter>
                </messageProcessor>

            </definitions>
        

Prerequisites:

Create the above configuration and deploy it in the ESB profile.
Start the SimpleStockQuoteService if its not already started

To Execute the Client few times:

ant stockquote
-Daddurl=http://localhost:9000/services/SimpleStockQuoteService
-Dtrpurl=http://localhost:8280/ -Dmode=placeorder

When you execute the client, the message will be dispatched to the main sequence. In the Main sequence, store mediator will store the placeOrder request
message in the "MyStore" Message Store. Message Processor will consume the messages, and forward to the "send_seq" sequence in configured rate.
You will observe that the service invocation rate is not changing when we increase the rate of client executions.

Sample 702: Introduction to Message Forwarding Processor

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
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Objective:Introduction to Message Forwarding Processor.

<definitions xmlns="http://ws.apache.org/ns/synapse">
    <taskManager
provider="org.wso2.carbon.mediation.ntask.NTaskTaskManager"/>
    <endpoint name="StockQuoteServiceEp">
        <address
uri="http://localhost:9000/services/SimpleStockQuoteService">
            <suspendOnFailure>
                <errorCodes>-1</errorCodes>
                <progressionFactor>1.0</progressionFactor>
            </suspendOnFailure>
        </address>
    </endpoint>
    <sequence name="fault">
        <log level="full">
            <property name="MESSAGE" value="Executing default 'fault'
sequence"/>
            <property expression="get-property('ERROR_CODE')"
name="ERROR_CODE"/>
            <property expression="get-property('ERROR_MESSAGE')"
name="ERROR_MESSAGE"/>
        </log>
        <drop/>
    </sequence>
    <sequence name="main">
        <in>
            <log level="full"/>
            <property name="FORCE_SC_ACCEPTED" scope="axis2"
value="true"/>
            <property name="OUT_ONLY" value="true"/>
            <store messageStore="MyStore"/>
        </in>
        <description>The main sequence for the message
mediation</description>
    </sequence>
    <messageStore name="MyStore"/>
    <messageProcessor
       
class="org.apache.synapse.message.processor.impl.forwarder.ScheduledMes
sageForwardingProcessor"
        messageStore="MyStore" name="ScheduledProcessor"
targetEndpoint="StockQuoteServiceEp">
        <parameter name="interval">10000</parameter>
        <parameter name="throttle">false</parameter>
        <parameter
name="target.endpoint">StockQuoteServiceEp</parameter>
    </messageProcessor>
</definitions>

Prerequisites:

Start the configuration numbered 702: i.e. wso2esb-samples -sn 702

To Execute the Client:

.s/service-bus/
<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/
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ant stockquote
-Daddurl=http://localhost:9000/services/SimpleStockQuoteService

-Dtrpurl=http://localhost:8280/ -Dmode=placeorder

Now Start the SimpleStockQuoteService. When you Start the service you will see message getting delivered to the service. Even though service is down
when we invoke it from the client. Here in the Main sequence store mediator will store the placeOrder request message in the "MyStore" Message Store.
Message Processor will send the message to the endpoint configured as a message context property. Message processor will remove the message from
the store only if message delivered successfully.

Sample 703: Adding Security to Message Forwarding Processor

Objective: Add security policies to the . Message Forwarding Processor

<definitions xmlns="http://ws.apache.org/ns/synapse">

   <registry
provider="org.wso2.carbon.mediation.registry.WSO2Registry">

      <parameter name="cachableDuration">15000</parameter>
   </registry>

   <proxy name="StockQuoteProxy" transports="https http"
startOnLoad="true" trace="disable">

      <description />
      <target>

         <inSequence>
            <property name="OUT_ONLY" value="true" />

            <store messageStore="MSG_STORE" />
         </inSequence>

         <outSequence>
            <send />

         </outSequence>
      </target>

   </proxy>
   <localEntry key="sec_policy"

src="file:repository/samples/resources/policy/policy_3.xml" />
   <endpoint name="SecureStockQuoteService">

      <address
uri="http://localhost:9000/services/SecureStockQuoteService">

         <enableSec policy="sec_policy" />
      </address>

   </endpoint>
   <messageStore name="MSG_STORE" />

   <messageProcessor
class="org.apache.synapse.message.processor.impl.forwarder.ScheduledMes

sageForwardingProcessor" name="SecureForwardingProcessor"
targetEndpoint="SecureStockQuoteService" messageStore="MSG_STORE">

      <parameter name="client.retry.interval">1000</parameter>
      <parameter name="interval">1000</parameter>

      <parameter name="is.active">true</parameter>
   </messageProcessor>

</definitions>

Prerequisites

Start the Synapse configuration numbered 703, e.g., wso2ei-samples.sh -sn 703

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/



WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 2110

1.  

2.  

3.  

Start the Axis2 server and deploy the SecureStockQuoteService if you have not done so already.
This sample uses Apache Rampart as the back-end security implementation. Therefore, you need to download and install the unlimited strength
policy files for your JDK before using Apache Rampart. Follow the steps below to download and install the unlimited strength policy files:

Go to  , and download the unlimited strength JCEhttp://www.oracle.com/technetwork/java/javase/downloads/jce8-download-2133166.html
policy files for your JDK version.
Uncompress and extract the downloaded ZIP file. This creates a directory named JCE that contains the   and local_policy.jar US_ex

 files.port_policy.jar
In your Java installation directory, go to the   directory, and make a copy of the existing   and jre/lib/security local_policy.jar U

 files. Next, replace the original policy files with the policy files that you extracted in the previous step.S_export_policy.jar

Use the stockquote client to send a request without WS-Security. EI is configured to enable WS-Security as per the policy specified by 'policy_3.xml' for the
outgoing messages to the SecureStockQuoteService endpoint hosted on the Axis2 instance. The debug log messages on EI shows the encrypted
message flowing to the service and the encrypted response being received by EI.

ant stockquote -Daddurl=http://localhost:8280/services/StockQuoteProxy
-Dmode=placeorder -Dsymbol=WSO2

You can see the message sent by the EI to the secure service using a TCPMon. Upon successful execution, there should be a message on the back end
as follows:

Sun Aug 18 10:58:00 IST 2013 samples.services.SimpleStockQuoteService 
:: Accepted order #5 for : 18851 stocks of WSO2 at $ 61.782478265721714

Start the SimpleStockQuoteService. When you start the service, you will see the message getting delivered to the service, even though the service was
down when we invoked it from the client. The Main sequence store mediator stores the placeOrder request message in the "MyStore" message store, and
the message processor sends the message to the endpoint configured as a message context property. The message processor will remove the message
from the store only if the message is delivered successfully.

Sample 704: RESTful Invocations with Message Forwarding Processor

Objective: Invoke REST messages with a plain-old XML (POX) back end using the message store and . Message Forwarding Processor

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

http://www.oracle.com/technetwork/java/javase/downloads/jce8-download-2133166.html
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<definitions xmlns="http://ws.apache.org/ns/synapse">
   <registry

provider="org.wso2.carbon.mediation.registry.WSO2Registry">
      <parameter name="cachableDuration">15000</parameter>

   </registry>
   <proxy name="StockQuoteProxy" transports="https http"

startOnLoad="true" trace="disable">
      <target>

         <inSequence>
            <property name="FORCE_SC_ACCEPTED" value="true"

scope="axis2" />
            <property name="OUT_ONLY" value="true" />

            <property name="messageType" value="application/xml"
scope="axis2" />

            <store messageStore="MSG_STORE" />
         </inSequence>

         <outSequence>
            <send />

         </outSequence>
      </target>

   </proxy>
   <endpoint name="SecureStockQuoteService">

      <address
uri="http://localhost:9000/services/SimpleStockQuoteService"

format="rest" />
   </endpoint>

   <sequence name="fault">
      <log level="full">

         <property name="MESSAGE" value="Executing default 'fault'
sequence" />

         <property name="ERROR_CODE"
expression="get-property('ERROR_CODE')" />

         <property name="ERROR_MESSAGE"
expression="get-property('ERROR_MESSAGE')" />

      </log>
      <drop />

   </sequence>
   <sequence name="main">

      <in>
         <log level="full" />

         <filter source="get-property('To')"
regex="http://localhost:9000.*">

            <send />
         </filter>

      </in>
      <out>

         <send />
      </out>

      <description>The main sequence for the message
mediation</description>

   </sequence>
   <messageStore name="MSG_STORE" />

   <messageProcessor
class="org.apache.synapse.message.processor.impl.forwarder.ScheduledMes

sageForwardingProcessor" name="SecureForwardingProcessor"
targetEndpoint="SecureStockQuoteService" messageStore="MSG_STORE">

      <parameter name="client.retry.interval">1000</parameter>
      <parameter name="interval">1000</parameter>

      <parameter name="is.active">true</parameter>
   </messageProcessor>

</definitions>

Prerequisites

Start the Synapse configuration numbered 704, e.g., wso2esb-samples.sh -sn 704
Start the Axis2 server and deploy the SecureStockQuoteService if you have not done so already.
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This sample demonstrate how to do RESTful invocations with the message store and message forwarding processor. Though in this sample we have used
an In memory message store, these instructions are valid for any available message store implementations. Use the stockqoute client to send the following
placeorder request:

ant stockquote -Daddurl=http://localhost:8280/services/StockQuoteProxy
-Dmode=placeorder -Dsymbol=WSO2

You can see the message sent by the ESB to the secure service using a TCPMon. Upon successful execution, there should be a message on the back end
as follows:

Sun Aug 18 10:58:00 IST 2013 samples.services.SimpleStockQuoteService 
:: Accepted order #5 for : 18851 stocks of WSO2 at $ 61.782478265721714

Sample 705: Load Balancing with Message Forwarding Processor

Introduction
Prerequisites
Building the sample
Executing the sample
Analyzing the output

Introduction

This sample demonstrates how you can load balance messages using the  and .message store message forwarding processor

Prerequisites

Install  and copy the ActiveMQ client JARs  and   iActiveMQ activemq-core-5.2.0.jar geronimo-j2ee-management_1.0_spec-1.0.jar
nto the   directory to allow the EI to connect to the JMS provider.<EI_HOME>/lib
Start ActiveMQ on its default port.
For a list of general prerequisites, see Prerequisites to start the ESB samples

Building the sample

The XML configuration for this sample is as follows: 

<definitions xmlns="http://ws.apache.org/ns/synapse">
   <registry
provider="org.wso2.carbon.mediation.registry.WSO2Registry">
      <parameter name="cachableDuration">15000</parameter>
   </registry>
    <taskManager
provider="org.wso2.carbon.mediation.ntask.NTaskTaskManager"/>
   <proxy name="StockQuoteProxy"
          transports="https http"
          startOnLoad="true">
      <description/>
      <target>
         <inSequence>
            <property name="FORCE_SC_ACCEPTED" value="true"

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

http://activemq.apache.org
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-ESBSamplePrerequisites
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scope="axis2"/>

            <property name="OUT_ONLY" value="true"/>
            <store messageStore="JMSMS"/>

         </inSequence>
         <outSequence/>

         <faultSequence/>
      </target>

   </proxy>
   <endpoint name="SimpleStockQuoteService3">

      <address
uri="http://localhost:9003/services/SimpleStockQuoteService"/>

   </endpoint>
   <endpoint name="SimpleStockQuoteService2">

      <address
uri="http://localhost:9002/services/SimpleStockQuoteService"/>

   </endpoint>
   <endpoint name="SimpleStockQuoteService1">

      <address
uri="http://localhost:9001/services/SimpleStockQuoteService"/>

   </endpoint>
   <sequence name="fault">

      <log level="full">
         <property name="MESSAGE" value="Executing default 'fault'

sequence"/>
         <property name="ERROR_CODE"

expression="get-property('ERROR_CODE')"/>
         <property name="ERROR_MESSAGE"

expression="get-property('ERROR_MESSAGE')"/>
      </log>

      <drop/>
   </sequence>

   <sequence name="main">
      <in>

         <log level="full"/>
         <filter source="get-property('To')"

regex="http://localhost:9000.*">
            <send/>

         </filter>
      </in>

      <out>
         <send/>

      </out>
      <description>The main sequence for the message

mediation</description>
   </sequence>

   <messageStore
class="org.apache.synapse.message.store.impl.jms.JmsStore"

name="JMSMS">
      <parameter

name="java.naming.factory.initial">org.apache.activemq.jndi.ActiveMQIni
tialContextFactory</parameter>

      <parameter name="store.jms.cache.connection">false</parameter>
      <parameter

name="java.naming.provider.url">tcp://localhost:61616</parameter>
      <parameter name="store.jms.JMSSpecVersion">1.1</parameter>

      <parameter name="store.jms.destination">JMSMS</parameter>
   </messageStore>

   <messageProcessor
class="org.apache.synapse.message.processor.impl.forwarder.ScheduledMes

sageForwardingProcessor"
                     name="Forwarder3"

                     targetEndpoint="SimpleStockQuoteService3"
                     messageStore="JMSMS">

      <parameter name="client.retry.interval">1000</parameter>
      <parameter name="interval">1000</parameter>

      <parameter name="is.active">true</parameter>
   </messageProcessor>

   <messageProcessor
class="org.apache.synapse.message.processor.impl.forwarder.ScheduledMes

sageForwardingProcessor"
                     name="Forwarder1"
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                     targetEndpoint="SimpleStockQuoteService1"

                     messageStore="JMSMS">
      <parameter name="client.retry.interval">1000</parameter>

      <parameter name="interval">1000</parameter>
      <parameter name="is.active">true</parameter>

   </messageProcessor>
   <messageProcessor

class="org.apache.synapse.message.processor.impl.forwarder.ScheduledMes
sageForwardingProcessor"

                     name="Forwarder2"
                     targetEndpoint="SimpleStockQuoteService2"

                     messageStore="JMSMS">
      <parameter name="client.retry.interval">1000</parameter>

      <parameter name="interval">1000</parameter>
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1.  

2.  

3.  

      <parameter name="is.active">true</parameter>

   </messageProcessor>
</definitions>

This configuration file   is available in the  directory.synapse_sample_705.xml  <EI_HOME>/samples/service-bus 

To build the sample

Start the EI with the sample 705 configuration. For instructions on starting a sample ESB configuration, see Starting the ESB with a sample
.configuration

The operation log keeps running until the server starts, which usually takes several seconds. Wait until the server has fully booted up and displays
a message similar to " "WSO2 Carbon started in n seconds.
Start three instances of the sample Axis2 server on HTTP ports 9001, 9002 and 9003 and give unique names to each server. For instructions on
starting the Axis2 server, see .Starting the Axis2 server
Deploy the back-end service  . For instructions on deploying sample back-end services, see SimpleStockQuoteService Deploying sample

.back-end services

Now you have a running EI instance and a back-end service deployed. In the next section, we will send a message to the back-end service
through the EI using a sample client.

Executing the sample

The sample client used here is the , which can operate in several modes. For further details on this sample client and its operationStock Quote Client
modes, see  .Stock Quote Client

To execute the sample client

Run the following command from the   directory:<EI_HOME>/samples/axis2Client

ant stockquote -Daddurl=http://localhost:8280/services/StockQuoteProxy
-Dmode=placeorder -Dsymbol=WSO2

Analyzing the output

You can analyze the message sent by the EI to the secure service using TCPMon.

On successful execution of the placeorder request, you will see the following message on the back-end:

Sun Aug 18 10:58:00 IST 2013 samples.services.SimpleStockQuoteService
:: Accepted order #5 for : 18851 stocks of WSO2 at $ 61.782478265721714

If you use the stockqoute client to send the placeorder request several times and observe the log on the back-end server, you will see that the messages
are distributed randomly among the back-end nodes since you send the placeorder request randomly. However, if you send the request message evenly
(such as when using soapUI), you will see that the messages are evenly distributed among the back-end nodes.

Template Samples

Sample 750: Stereotyping XSLT Transformations with Templates
Sample 751: Message Split Aggregate Using Templates
Sample 752: Load Balancing Between 3 Endpoints With Endpoint Templates

 

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Startingasample
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Startingasample
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Axis2server
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Backend
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Backend
https://docs.wso2.com/display/EI650/Using+the+Sample+Clients#UsingtheSampleClients-StockQuoteClient
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Sample 750: Stereotyping XSLT Transformations with Templates

Objective: Introduction to ESB Sequence Templates.

<definitions xmlns="http://ws.apache.org/ns/synapse">

        <proxy name="StockQuoteProxy">
            <target>

            <inSequence>
            <!--use sequence template to trasnform incoming request-->

            <call-template target="xslt_func">
                            <with-param name="xslt_key"

value="xslt-key-req"/>
                    </call-template>

            <send>
                <endpoint>

                                  <address
uri="http://localhost:9000/services/SimpleStockQuoteService"/>

                            </endpoint>
                    </send>

                </inSequence>

                <outSequence>
            <!--use sequence template to trasnform incoming response-->

            <call-template target="xslt_func">
                            <with-param name="xslt_key"

value="xslt-key-back"/>
                    </call-template>

                    <send/>
                </outSequence>

            </target>
        </proxy>

        <!--this sequence template will trasnform requests with the

given xslt local entry key And will log
        the message before and after. Takes Iterate local entry key as

an argument-->
        <template xmlns="http://ws.apache.org/ns/synapse"

name="xslt_func">
            <parameter name="xslt_key"/>

            <sequence>
                    <log level="full">

                <property name="BEFORE_TRANSFORM" value="true" />
            </log>

                 <xslt key="{$func:xslt_key}"/>
            <log level="full">

                <property name="AFTER_TRANSFORM" value="true" />
            </log>

            </sequence>
        </template>

        <localEntry key="xslt-key-req"

src="file:repository/samples/resources/transform/transform.xslt"/>
        <localEntry key="xslt-key-back"

src="file:repository/samples/resources/transform/transform_back.xslt"/>
    </definitions>

Prerequisites:

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/
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Create the above configuration and deploy it in the ESB profile.
Start the Axis2 server and deploy the SimpleStockQuoteService if not already done

Execute the stock quote client by requesting for a stock quote on the proxy service as follows:

ant stockquote -Daddurl=http://localhost:8280/services/StockQuoteProxy
-Dmode=customquote

ESB Sequence Template can act a reusable function. Here proxy service reuses template xslt_func which will transform requests with the given xslt local
entry key And will log the message before and after. It takes xslt transformation corresponding to local entry key as an argument (for insequence this key is
xslt-key-req and out sequence it is xslt-key-back). We use call-template mediator for passing the xslt key parameter to a sequence template. ESB console
will display how the custom stockquote is transformed and the transformed response from the service.

Sample 751: Message Split Aggregate Using Templates

Objective: Demonstrate the use of tempaltes in Split/Aggregate scenario.

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/
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<definitions xmlns="http://ws.apache.org/ns/synapse">

    <proxy name="SplitAggregateProxy">

        <target>
            <inSequence>

  <!--use iterate sequence template to split incoming request and
send-->

                <call-template target="iter_func">
                        <with-param xmlns:m0="http://services.samples"

name="iter_expr" value="{{//m0:getQuote/m0:request}}"/>
    <with-param xmlns:m0="http://services.samples" name="attach_path"

value="{{//m0:getQuote}}"/>
                </call-template>

            </inSequence>
            <outSequence>

  <!--use aggregate sequence template to combine the responses and send
back-->

                <call-template target="aggr_func">
                        <with-param xmlns:m0="http://services.samples"

name="aggr_expr" value="{{//m0:getQuoteResponse}}"/>
                </call-template>

            </outSequence>
        </target>

    </proxy>

    <!--this sequence template will aggregate the responses , merge and
send back to the client. This takes aggregate

 expression as an argument-->
    <template xmlns="http://ws.apache.org/ns/synapse" name="aggr_func">

        <parameter name="aggr_expr"/>
        <sequence>

            <log level="full"/>
            <aggregate>

                <completeCondition>
                    <messageCount min="-1" max="-1"/>

                </completeCondition>
                <onComplete expression="$func:aggr_expr">

                    <log level="full" />
                    <send/>

                </onComplete>
            </aggregate>

        </sequence>
    </template>

    <!--this sequence template will iterate through stock quote symbols

,split and send them to endpoints. Takes Iterate
 expression and soap attaach path as arguments -->

    <template xmlns="http://ws.apache.org/ns/synapse" name="iter_func">
        <parameter name="iter_expr"/>

        <parameter name="attach_path"/>
        <sequence>

            <iterate  xmlns:m0="http://services.samples"

preservePayload="true" attachPath="$func:attach_path"
expression="$func:iter_expr">

                <target>
                    <sequence>

                        <send>
                            <endpoint>

                                <address
uri="http://localhost:9000/services/SimpleStockQuoteService"/>

                            </endpoint>
                        </send>

                    </sequence>
                </target>

            </iterate>
        </sequence>

    </template>
</definitions>
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Prerequisites:

Deploy the SimpleStockQuoteService in sample Axis2 server and start it on port 9000.
Start ESB with the sample configuration 751 (i.e. wso2esb-samples -sn 751).

This will be the same sample demonstrated in advanced mediation with Iterate mediator used to split the messages in to parts and process them
asynchronously and then aggregate the responses coming in to ESB. Only addition will be two sequence templates 'iter_func' and 'aggr_func' which will
split the message and aggregate the responses back , respectively.

Invoke the client as follows.

ant stockquote
-Daddurl=http://localhost:8280/services/SplitAggregateProxy -Ditr=4

Sequence Template 'iter_func' takes iterate expressions and attach path as arguments. Sequence Template 'aggr_func' takes aggregate expression as
argument.

In this sample we are using special dynamic xpath expressions(in double curly braces {{expr}}) in call-template mediator so that they are evaluated only
when iteration and aggregation is done. Note that function scope (ie:-$func) is used to access template parameters in 'iter_func' and 'aggr_func'.

Sample 752: Load Balancing Between 3 Endpoints With Endpoint Templates

Objective: Demonstrate how to use endpoint templates in a load balance configuration.

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/
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<definitions xmlns="http://ws.apache.org/ns/synapse">

    <proxy name="LBProxy" transports="https http" startOnLoad="true">
        <target faultSequence="errorHandler">

            <inSequence>
                <send>

                    <endpoint>
                        <session type="simpleClientSession"/>

                        <loadbalance
algorithm="org.apache.synapse.endpoints.algorithms.RoundRobin">

                            <endpoint name="templ_ep1"
template="endpoint_template"

uri="http://localhost:9001/services/LBService1">
    <parameter name="suspend_duration" value="5000"/>

                            </endpoint>
       <endpoint name="templ_ep2" template="endpoint_template"

uri="http://localhost:9002/services/LBService1">
    <parameter name="suspend_duration" value="20000"/>

                            </endpoint>
       <endpoint name="templ_ep3" template="endpoint_template"

uri="http://localhost:9003/services/LBService1">
    <parameter name="suspend_duration" value="200000"/>

                            </endpoint>
                        </loadbalance>

                    </endpoint>
                </send>

            </inSequence>
            <outSequence>

                <send/>
            </outSequence>

        </target>
        <publishWSDL

uri="file:repository/samples/resources/proxy/sample_proxy_2.wsdl"/>
    </proxy>

    <sequence name="errorHandler">

        <makefault>
            <code value="tns:Receiver"

xmlns:tns="http://www.w3.org/2003/05/soap-envelope"/>
            <reason value="COULDN'T SEND THE MESSAGE TO THE SERVER."/>

        </makefault>
        <send/>

    </sequence>

    <template name="endpoint_template">
     <parameter name="suspend_duration"/>

     <endpoint name="annonymous">
  <address uri="$uri">

      <enableAddressing/>
                    <suspendOnFailure>

                       
<initialDuration>$suspend_duration</initialDuration>

                        <progressionFactor>1.0</progressionFactor> 
                    </suspendOnFailure>

  </address>
     </endpoint>

    </template>

</definitions>

Prerequisites:

Sample setup is same as LoadBalance endpoint scenario (#154).
Create the above configuration and deploy it in the WSO2 ESB profile.
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Start the Axis2 server and deploy the LoadbalanceFailoverService if not already done

Configuration demonstrates a single endpoint template named 'endpoint_template'. Three endpoint templates are created inside loadbalance endpoint
which will point to this template. Note different parameters passed on to the same template ie:- service url and suspend duration as parameters

Invoke the client as follows.

ant loadbalancefailover -Dmode=session
-Dtrpurl=http://localhost:8280/services/LBProxy

As in the previous loadbalance samples client console will show loadbalance requests going towards three endpoints created from the same template.
Notice differnt suspension times for three services in a failed endpoint scenario as well. (reflects different parameters passed onto the template).

REST API Management

The following API Management samples are available with WSO2 EI:

Sample 800: Introduction to REST API

 

Sample 800: Introduction to REST API

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/
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1.  
2.  
3.  

<definitions xmlns="http://ws.apache.org/ns/synapse">
    <!-- You can add any flat sequences, endpoints, etc.. to this

synapse.xml file if you do *not* want to keep the artifacts in several
files -->

  <api name="StockQuoteAPI" context="/stockquote">
     <resource uri-template="/view/{symbol}" methods="GET">

        <inSequence>
           <payloadFactory>

             <format>
                <m0:getQuote xmlns:m0="http://services.samples">

                   <m0:request>
                     <m0:symbol>$1</m0:symbol>

                   </m0:request>
               </m0:getQuote>

             </format>  
              <args>

                <arg expression="get-property('uri.var.symbol')"/>
              </args>

           </payloadFactory>
           <header name="Action" value="urn:getQuote"/>

           <send>
             <endpoint>

                <address
uri="http://localhost:9000/services/SimpleStockQuoteService"

format="soap11"/>
             </endpoint>

           </send>
        </inSequence>

        <outSequence>
           <send/>

        </outSequence>
     </resource>

     <resource methods="POST" url-mapping="/order/*">
        <inSequence>

           <property name="FORCE_SC_ACCEPTED" value="true"
scope="axis2"/>

           <property name="OUT_ONLY" value="true"/>
     <header name="Action" value="urn:placeOrder"/>

           <send>
              <endpoint>

                  <address
uri="http://localhost:9000/services/SimpleStockQuoteService"

format="soap11"/>
              </endpoint>

           </send>
        </inSequence>      

     </resource>
  </api>

</definitions>

Objective:

Introduce the REST API support in WSO2 ESB.

Prerequisites:

You have to start the axis2 server and deploy the SimpleStockQuoteService.
Create the above configuration and deploy it in the ESB profile.
You need a REST client like curl to test this.
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curl -v http://127.0.0.1:8280/stockquote/view/IBM

curl -v http://127.0.0.1:8280/stockquote/view/MSFT

The GET calls are handled by the first resource in the StockQuoteAPI. These REST calls will get converted into SOAP calls and sent to the Axis2 server.
The response will be sent to the client in POX format.

The following command posts a simple XML to the ESB. Save the following sample request as "placeorder.xml" in your local file system and execute the
command that is used to invoke a SOAP service. The ESB returns the 202 response back to the client.

curl -v -d @placeorder.xml -H "Content-type: application/xml"
http://127.0.0.1:8280/stockquote/order/

<placeOrder xmlns="http://services.samples">
  <order>

     <price>50</price>
     <quantity>10</quantity>

     <symbol>IBM</symbol>
  </order>

</placeOrder>

Inbound Endpoint Samples

The following inbound endpoint samples are available with WSO2 EI:

Sample 900: Inbound Endpoint File Protocol Sample (VFS)
Sample 901: Inbound Endpoint JMS Protocol Sample
Sample 902: HTTP Inbound Endpoint Sample
Sample 903: HTTPS Inbound Endpoint Sample
Sample 904: Inbound Endpoint Kafka Protocol Sample
Sample 905: Inbound HL7 with Automatic Acknowledgement
Sample 906: Inbound Endpoint MQTT Protocol Sample
Sample 907: Inbound Endpoint RabbitMQ Protocol Sample

Sample 900: Inbound Endpoint File Protocol Sample (VFS)

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/
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Introduction
Prerequisites
Building the sample
Executing the sample
Analyzing the output

Introduction

This sample demonstrates how to use the file system as an input medium via the inbound file listener.

Prerequisites

Create 3 new directories named  ,   and   in a test directory (e.g., /home/user/test) in the local file system. Then, open the in out original <ESB_H
file in a text editor and change the  , OME>/repository/samples/synapse_sample_900.xml  transport.vfs.FileURI transport.vfs

,   parameter values to the  ,  ,and   directory locations respectively..MoveAfterProcess transport.vfs.MoveAfterFailure in out original

Building the sample

The XML configuration for this sample is as follows:
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1.  

2.  
3.  

<definitions xmlns="http://ws.apache.org/ns/synapse">
   <registry

provider="org.wso2.carbon.mediation.registry.WSO2Registry">
      <parameter name="cachableDuration">15000</parameter>

   </registry>
   <taskManager

provider="org.wso2.carbon.mediation.ntask.NTaskTaskManager">
      <parameter name="cachableDuration">15000</parameter>

   </taskManager>
   <inboundEndpoint xmlns="http://ws.apache.org/ns/synapse"

name="file_inbound" sequence="request" onError="fault" protocol="file"
suspend="false">

      <parameters>
         <parameter name="interval">1000</parameter>

         <parameter name="sequential">true</parameter>
         <parameter

name="transport.vfs.FileURI">file:///home/user/test/in</parameter>
         <!--CHANGE-->

         <parameter
name="transport.vfs.ContentType">text/xml</parameter>

         <parameter
name="transport.vfs.FileNamePattern">.*\.xml</parameter>

         <parameter
name="transport.vfs.MoveAfterProcess">file:///home/user/test/out</param

eter>
         <!--CHANGE-->

         <parameter
name="transport.vfs.MoveAfterFailure">file:///home/user/test/original</

parameter>
         <!--CHANGE-->

         <parameter
name="transport.vfs.ActionAfterProcess">MOVE</parameter>

         <parameter
name="transport.vfs.ActionAfterFailure">MOVE</parameter>

      </parameters>
   </inboundEndpoint>

   <sequence name="request" onError="fault">
      <call>

         <endpoint>
            <address format="soap12"

uri="http://localhost:9000/services/SimpleStockQuoteService"/>
         </endpoint>

      </call>
      <drop/>

   </sequence>
</definitions>

This configuration file is available in the directory.synapse_sample_900.xml <ESB_HOME>/repository/samples 

To build the sample

Start the ESB with the sample 900 configuration. For instructions on starting a sample ESB configuration, see Starting the ESB with a sample
.configuration

The operation log keeps running until the server starts, which usually takes several seconds. Wait until the server has fully booted up and displays
a message similar to " "WSO2 Carbon started in n seconds.
Start the Axis2 server. For instructions on starting the Axis2 server, see  .Starting the Axis2 server
Deploy the back-end service  . For instructions on deploying sample back-end services, see SimpleStockQuoteService Deploying sample

.back-end services

Executing the sample

To execute the sample client

Copy the   file to the location specified in   in theESB_HOME/repository/samples/resources/vfs/test.xml transport.vfs.FileURI
configuration (i.e., the   directory).in

https://docs.wso2.com/enterprise-service-bus/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Startingasample
https://docs.wso2.com/enterprise-service-bus/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Startingasample
https://docs.wso2.com/enterprise-service-bus/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Axis2server
https://docs.wso2.com/enterprise-service-bus/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Backend
https://docs.wso2.com/enterprise-service-bus/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Backend
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The   file contains a simple stock quote request and is as follows: test.xml 

<?xml version='1.0' encoding='UTF-8'?>
<soapenv:Envelope
xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:wsa="http://www.w3.org/2005/08/addressing">
    <soapenv:Body>
     <m0:getQuote xmlns:m0="http://services.samples"> 
         <m0:request>
             <m0:symbol>IBM</m0:symbol>
            </m0:request>
        </m0:getQuote>
    </soapenv:Body>
</soapenv:Envelope>

Analyzing the output

You will see that the inbound polling file listener picks the file from  directory and sends it to the Axis2 service, and that the request XML file is moved to in
 directory. out

Sample 901: Inbound Endpoint JMS Protocol Sample

Introduction
Prerequisites
Building the sample
Executing the sample
Analyzing the output

Introduction

This sample demonstrates how one way message bridging from   to HTTP can be done using the inbound JMS endpoint.JMS

Prerequisites

Download and set up Apache ActiveMQ.  .For more information, see the ActiveMQ getting started guide
Copy the following client libraries from the   directory to the  directory.  <AMQ_HOME>/lib <EI_HOME>/lib
             ActiveMQ 5.8.0 and above   

activemq-broker-5.8.0.jar
activemq-client-5.8.0.jar
geronimo-jms_1.1_spec-1.1.1.jar
geronimo-j2ee-management_1.1_spec-1.0.1.jar

  hawtbuf-1.9.jar  
          Earlier version of ActiveMQ

activemq-core-5.5.1.jar
geronimo-j2ee-management_1.0_spec-1.0.jar
geronimo-jms_1.1_spec-1.1.1.jar

Building the sample

The XML configuration for this sample is as follows:

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

http://activemq.apache.org/getting-started.html
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1.  

2.  
3.  

<definitions xmlns="http://ws.apache.org/ns/synapse">
   <registry

provider="org.wso2.carbon.mediation.registry.WSO2Registry">
      <parameter name="cachableDuration">15000</parameter>

   </registry>
   <taskManager

provider="org.wso2.carbon.mediation.ntask.NTaskTaskManager">
      <parameter name="cachableDuration">15000</parameter>

   </taskManager>
   <inboundEndpoint xmlns="http://ws.apache.org/ns/synapse"

name="jms_inbound" sequence="request" onError="fault" protocol="jms"
suspend="false">

      <parameters>
         <parameter name="interval">1000</parameter>

         <parameter
name="transport.jms.Destination">ordersQueue</parameter>

         <parameter name="transport.jms.CacheLevel">1</parameter>
         <parameter

name="transport.jms.ConnectionFactoryJNDIName">QueueConnectionFactory</
parameter>

         <parameter name="sequential">true</parameter>
         <parameter

name="java.naming.factory.initial">org.apache.activemq.jndi.ActiveMQIni
tialContextFactory</parameter>

         <parameter
name="java.naming.provider.url">tcp://localhost:61616</parameter>

         <parameter
name="transport.jms.SessionAcknowledgement">AUTO_ACKNOWLEDGE</parameter

>
         <parameter

name="transport.jms.SessionTransacted">false</parameter>
         <parameter

name="transport.jms.ConnectionFactoryType">queue</parameter>
      </parameters>

   </inboundEndpoint>
   <sequence name="request" onError="fault">

      <call>
         <endpoint>

            <address format="soap12"
uri="http://localhost:9000/services/SimpleStockQuoteService"/>

         </endpoint>
      </call>

      <drop/>
   </sequence>

</definitions>

This configuration file is available in the   directory.synapse_sample_901.xml <EI_HOME>/samples/service-bus

To build the sample

Start the ESB Profile with the sample 901 configuration. For instructions on starting a sample ESB configuration, see Starting the ESB with a
.sample configuration

The operation log keeps running until the server starts, which usually takes several seconds. Wait until the server has fully booted up and displays
a message similar to " "WSO2 Carbon started in n seconds.
Start the Axis2 server. For instructions on starting the Axis2 server, see  .Starting the Axis2 server
Deploy the back-end service  . For instructions on deploying sample back-end services, see SimpleStockQuoteService Deploying sample

.back-end services

Executing the sample

To execute the sample client

Log on to the ActiveMQ console using the   url.http://localhost:8161/admin
Browse the queue  listening via the above endpoint.ordersQueue
Add a new message with the following content to the queue:

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Startingaservicebussampleconfiguration
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Startingaservicebussampleconfiguration
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-StartingtheAxis2server
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Deployingsampleback-endservices
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Deployingsampleback-endservices
http://localhost:8161/admin
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<soapenv:Envelope
xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"

xmlns:wsa="http://www.w3.org/2005/08/addressing">
    <soapenv:Body>

     <m0:getQuote xmlns:m0="http://services.samples"> 
         <m0:request>

             <m0:symbol>IBM</m0:symbol>
            </m0:request>

        </m0:getQuote>
    </soapenv:Body>

</soapenv:Envelope>

Analyzing the output

You will see that the JMS endpoint gets the message from the queue and sends it to the stock quote service.

Sample 902: HTTP Inbound Endpoint Sample

Introduction
Prerequisites
Building the sample
Executing the sample
Analyzing the output

Introduction

This sample demonstrates how an HTTP inbound endpoint can act as a dynamic http listener. Many http listeners can be added without restarting the
server. When a message arrives at a port it will bypass the inbound side axis2 layer and will be sent directly to the sequence for mediation.The response
also behaves in the same way.

Prerequisites

For a list of prerequisites, see .Prerequisites to Start the ESB Samples

Building the sample

The XML configuration for this sample is as follows:

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-ESBSamplePrerequisites
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1.  

2.  
3.  

<definitions xmlns="http://ws.apache.org/ns/synapse">
    <inboundEndpoint xmlns="http://ws.apache.org/ns/synapse"

              name="HttpListenerEP1"
              sequence="TestIn"

              onError="fault"
              protocol="http"

              suspend="false">
   <parameters>

   <parameter name="inbound.http.port">8085</parameter>
   </parameters>

</inboundEndpoint>
<sequence xmlns="http://ws.apache.org/ns/synapse" name="TestIn">

    <send receive="reciveSeq">
        <endpoint>

            <address
uri="http://localhost:9000/services/SimpleStockQuoteService"/>

        </endpoint>
    </send>

</sequence>
<sequence xmlns="http://ws.apache.org/ns/synapse" name="reciveSeq">

    <send/>
</sequence>

</definitions>

This configuration file is available in the directory.synapse_sample_902.xml <ESB_HOME>/repository/samples 

To build the sample

Start the ESB with the sample 902 configuration. For instructions on starting a sample ESB configuration, see Starting the ESB with a sample
.configuration

The operation log keeps running until the server starts, which usually takes several seconds. Wait until the server has fully booted up and displays
a message similar to " "WSO2 Carbon started in n seconds.
Start the Axis2 server. For instructions on starting the Axis2 server, see .Starting the Axis2 server
Deploy the back-end service . For instructions on deploying sample back-end services, see SimpleStockQuoteService Deploying sample

.back-end services

Executing the sample

The sample client used here is the , which can operate in several modes. For further details on this sample client and its operationStock Quote Client
modes, see .Stock Quote Client

To execute the sample client

Run the following command from the  directory, <ESB_HOME>/samples/axis2Client to execute the Stock Quote Client in the Dumb Client
Mode.

ant stockquote -Dtrpurl=http://localhost:8085/

Analyzing the output

Analyze the output debug messages for the actions in the dumb client mode.

You will see that the ESB receives a message when the ESB Inbound is set as the ultimate receiver. You will also see the response from the back end in
the client.

Sample 903: HTTPS Inbound Endpoint Sample

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Startingasample
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Startingasample
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Axis2server
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Backend
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Backend
https://docs.wso2.com/display/EI650/Using+the+Sample+Clients#UsingtheSampleClients-StockQuoteClient
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1.  

Introduction
Prerequisites
Building the sample
Executing the sample
Analyzing the output

Introduction

This sample demonstrates how an HTTPS inbound endpoint can act as a dynamic https listener. Many https listeners can be added without restarting the
server. When a message arrives at a port it will bypass the inbound side axis2 layer and will be sent directly to the sequence for mediation.The response
also behaves in the same way.

Prerequisites

For a list of prerequisites, see .Prerequisites to Start the ESB Samples

Building the sample

The XML configuration for this sample is as follows:

<definitions xmlns="http://ws.apache.org/ns/synapse">
    <inboundEndpoint name="HttpsListenerEP"
                     protocol="https"
                     suspend="false" sequence="TestIn" onError="fault"
>
        <p:parameters xmlns:p="http://ws.apache.org/ns/synapse">
            <p:parameter  name="inbound.http.port">8081</p:parameter>
            <p:parameter name="keystore">
                <KeyStore>
                   
<Location>repository/resources/security/wso2carbon.jks</Location>
                    <Type>JKS</Type>
                    <Password>wso2carbon</Password>
                    <KeyPassword>wso2carbon</KeyPassword>
                </KeyStore>
            </p:parameter>
            <p:parameter name="truststore">
                <TrustStore>
                   
<Location>repository/resources/security/client-truststore.jks</Location
>
                    <Type>JKS</Type>
                    <Password>wso2carbon</Password>
                </TrustStore>
            </p:parameter>
        </p:parameters>
    </inboundEndpoint>
    <sequence xmlns="http://ws.apache.org/ns/synapse" name="TestIn">
        <send receive="reciveSeq">
            <endpoint>
                <address
uri="http://localhost:9000/services/SimpleStockQuoteService"/>
            </endpoint>
        </send>
    </sequence>
    <sequence xmlns="http://ws.apache.org/ns/synapse" name="reciveSeq">
        <send/>
    </sequence>
</definitions>

This configuration file is available in the directory.synapse_sample_903.xml <ESB_HOME>/repository/samples 

To build the sample

is changed to <EI_HOME>/ .samples/service-bus/resources/

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-ESBSamplePrerequisites
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1.  

2.  
3.  

Start the ESB with the sample 902 configuration. For instructions on starting a sample ESB configuration, see Starting the ESB with a sample
.configuration

The operation log keeps running until the server starts, which usually takes several seconds. Wait until the server has fully booted up and displays
a message similar to " "WSO2 Carbon started in n seconds.
Start the Axis2 server. For instructions on starting the Axis2 server, see .Starting the Axis2 server
Deploy the back-end service . For instructions on deploying sample back-end services, see SimpleStockQuoteService Deploying sample

.back-end services

Executing the sample

The sample client used here is the , which can operate in several modes. For further details on this sample client and its operationStock Quote Client
modes, see .Stock Quote Client

To execute the sample client

Run the following command from the  directory, <ESB_HOME>/samples/axis2Client to execute the Stock Quote Client in the Dumb Client
Mode.

ant stockquote -Dtrpurl=https://localhost:8081/

Analyzing the output

Analyze the output debug messages for the actions in the Dumb Client Mode.

You will see the ESB receiving a message for which the ESB Inbound is set as the ultimate receiver. You will also see the response from the back end in
the Client.

Sample 904: Inbound Endpoint Kafka Protocol Sample

Introduction
Prerequisites
Building the sample
Executing the sample
Analyzing the output

Introduction

This sample demonstrates how one way message bridging from Kafka to HTTP can be done using the inbound kafka endpoint.

Prerequisites

Download and install  . For more information, see  . Apache Kafka Apache Kafka documentation
Copy the following client libraries from the   directory to the  directory.<KAFKA_HOME>/lib <EI_HOME>/lib

kafka_2.9.2-0.8.1.1.jar
scala-library-2.9.2.jar
zkclient-0.3.jar
zookeeper-3.3.4.jar
metrics-core-2.2.0.jar

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

a.  
b.  
c.  

Note
If you are using  or later, you also need to add the   file to the kafka_2.x.x-0.8.2.0 kafka-clients-0.8.x.x.jar <EI_

  directory.HOME>/lib
If you are using a newer version of ZooKeeper, follow the steps below:

Create a directory named  inside the  directory.conf <EI_HOME>/repository
Create a directory named identity inside the  directory.<EI_HOME>/repository/conf
Add the  file to the  directory. This is requiredjaas.conf <EI_HOME>/repository/conf/identity
because Kerberos authentication is enforced on newer versions of ZooKeeper.

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Startingasample
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Startingasample
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Axis2server
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Backend
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Backend
https://docs.wso2.com/display/EI650/Using+the+Sample+Clients#UsingtheSampleClients-StockQuoteClient
http://kafka.apache.org/downloads.html
http://kafka.apache.org/documentation.html
https://docs.wso2.com/download/attachments/119130492/jaas.conf?version=1&modificationDate=1558091429000&api=v2
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Navigate to  and run the following command to start the ZooKeeper server:<KAFKA_HOME>

bin/zookeeper-server-start.sh config/zookeeper.properties

You will see the following log:

Run the following command to start the Kafka server

bin/kafka-server-start.sh config/server.properties

You will see the following log:
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Building the sample

The XML configuration for this sample is as follows:
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<definitions xmlns="http://ws.apache.org/ns/synapse">
<inboundEndpoint xmlns="http://ws.apache.org/ns/synapse"

 name="KAFKAListenerEP"
 sequence="TestIn"

 onError="fault"
 protocol="kafka"

 suspend="false">
 <parameters>

     <parameter name="interval">10</parameter>
     <parameter name="consumer.type">highlevel</parameter>

     <parameter name="content.type">application/xml</parameter>
     <parameter name="coordination">false</parameter>

     <parameter name="sequential">false</parameter>
     <parameter name="topics">test</parameter>

     <parameter name="zookeeper.connect">localhost:2181</parameter>
     <parameter name="group.id">test-1</parameter>

 </parameters>
</inboundEndpoint>

 
<sequence xmlns="http://ws.apache.org/ns/synapse" name="TestIn">

 <log level="full"/>
 <drop/>

</sequence>
 

</definitions>

This configuration file is available in the directory.synapse_sample_904.xml <ESB_HOME>/repository/samples 

To build the sample

Start the ESB with the sample 904 configuration. For instructions on starting a sample ESB configuration, see Starting the ESB with a sample
.configuration

The operation log keeps running until the server starts, which usually takes several seconds. Wait until the server has fully booted up and displays
a message similar to " "WSO2 Carbon started in n seconds.

Executing the sample

Run the following on the Kafka command line to create a topic named   with a single partition and only one replica:test

bin/kafka-topics.sh --create --zookeeper localhost:2181
--replication-factor 1 --partitions 1 --topic test

Run the following on the Kafka command line to send a message to the Kafka brokers. You can also use the WSO2 ESB Kafka producer
connector to send the message to the Kafka brokers.

bin/kafka-console-producer.sh --broker-list localhost:9092 --topic test

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Startingasample
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Startingasample
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Analyzing the output

 content:You will see the following Message

<soapenv:Envelope
xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:wsa="http://www.w3.org/2005/08/addressing"><soapenv:Body><m0:getQ
uote xmlns:m0="http://services.samples">
<m0:request><m0:symbol>IBM</m0:symbol></m0:request></m0:getQuote></soap
env:Body></soapenv:Envelope>

The Kafka inbound gets the messages from the Kafka brokers and logs the messages in the ESB

Sample 905: Inbound HL7 with Automatic Acknowledgement

Introduction 
Prerequisites
Building the sample
Executing the sample
Analyzing the output

Introduction 

This sample illustrates how the  can be used to receive a simple HL7 message.HL7 Inbound Protocol

Prerequisites

For a list of prerequisites, see  .Prerequisites to Start the ESB Samples

Building the sample

The XML configuration for this sample is as follows:

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-ESBSamplePrerequisites
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1.  

2.  

Inbound HL7 Automatic Acknowledgement

<definitions xmlns="http://ws.apache.org/ns/synapse">
<inboundEndpoint xmlns="http://ws.apache.org/ns/synapse"
                 name="Sample1"
                 sequence="main"
                 onError="fault"
                 protocol="hl7"
                 suspend="false">
   <parameters>
      <parameter name="inbound.hl7.AutoAck">true</parameter>
      <parameter name="inbound.hl7.Port">20000</parameter>
      <parameter name="inbound.hl7.TimeOut">3000</parameter>
      <parameter name="inbound.hl7.CharSet">UTF-8</parameter>
      <parameter name="inbound.hl7.ValidateMessage">false</parameter>
      <parameter
name="transport.hl7.BuildInvalidMessages">false</parameter>
   </parameters>
</inboundEndpoint>

<sequence name="main">
   <in>
    <log level="full"/>
       <drop/>
   </in>
   <out>
       <send/>
   </out>
   <description>The main sequence for the message
mediation</description>
</sequence>

<sequence name="fault">
    <drop/>
</sequence>
</definitions>

This configuration file  is available in the  directory.synapse_sample_905.xml  <ESB_HOME>/repository/samples 

To build the sample

Start the ESB with the sample 905 configuration. For instructions on starting a sample ESB configuration, see Starting the ESB with a sample
.configuration

The operation log keeps running until the server starts, which usually takes several seconds. Wait until the server has fully booted up and displays
a message similar to " "WSO2 Carbon started in n seconds.
Download and install the .HAPI HL7 TestPanel

Executing the sample

The sample client used here is the  .HAPI HL7 TestPanel

To execute the sample

Connect to the port defined in the inbound endpoint (i.e., 20000, which is the value of  using the HAPI HL7 TestPanel.inbound.hl7.Port)
Generate and send an HL7 message using the messages dialog frame.

Analyzing the output

You will see that the ESB receives the HL7 message and logs a serialisation of this message in a SOAP envelope. You will also see that the HAPI HL7
TestPanel receives an acknowledgement.

Sample 906: Inbound Endpoint MQTT Protocol Sample

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Startingasample
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Startingasample
https://sourceforge.net/projects/hl7api/files/hapi-testpanel/
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1.  
2.  
3.  

1.  

2.  
3.  
4.  

5.  

Introduction

This sample demonstrates how the MQTT connector publishes a message on a particular topic and how a MQTT client that is subscribed to that topic
receives it. You can try this sample using the following message brokers:

Using Mosquitto as the Message Broker
Prerequisites
Building the sample
Executing the sample
Analyzing the output

Using Broker Profile as the Message Broker
Prerequisites
Building the sample
Executing the sample
Analyzing the output

Using Mosquitto as the Message Broker

Following sections demonstrate how you can try this sample using the Mosquitto server as the Message Broker.

Prerequisites

Follow the steps below before starting the MQTT sample configurations.

Download and install WSO2 EI. For instructions, see .Installation Guide
Download and install Mosquitto. (This sample is tested for .)Mosquitto1.4.3 version
Download   (i.e.  ) and add it to the   directory.MQTT client library mqtt-client-0.4.0.jar <EI_HOME>/lib/

Building the sample

Start the MQTT-supported server. (E.g. Mosquitto)
Execute the following command to prepare Mosquitto server for the launch: ln -sfv /usr/local/opt/mosquitto/*.plist
~/Library/LaunchAgents
Execute the following command to run the Mosquitto server: launchctl load
~/Library/LaunchAgents/homebrew.mxcl.mosquitto.plist

Open a new Terminal and start the ESB profile of WSO2 EI. For instructions, see  .Starting the ESB Profile
Log in to the Management Console, and click      .Main Inbound Endpoints  Add inbound Endpoint
Enter a name for the Inbound Endpoint (e.g., ), select MQTT as the type, and click .SampleInbound Next

Enter the following details, and click .Save
Sequence: TestIn
Error Sequence: fault
coordination: false
mqtt.connection.factory: mqttConFactory
mqtt.server.host.name: localhost
mqtt.server.port: 1883
mqtt.topic.name: esb.test

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/

https://mosquitto.org/download/
http://repo.spring.io/plugins-release/org/eclipse/paho/mqtt-client/0.4.0/
https://docs.wso2.com/display/EI620/Running+the+Product#RunningtheProduct-StartingtheESBprofile
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5.  

6.  
7.  
8.  

a.  

Click       .Main Sequences  Add Sequence
Enter the name of the Sequence as .TestIn
Construct the following sequence.

Follow the steps below to add the mediators to the sequence.

Add a log mediator as shown below.
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8.  

a.  

b.  

c.  

Change the  to FULL in the Log Mediator, and click .Log Level Update

Add a drop mediator as shown below.



WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 2140

8.  

c.  
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8.  

9.  

1.  
2.  

Click .Save & Close

Executing the sample

In a new Terminal window, execute the following command to publish a message using the Mosquitto publisher.

mosquitto_pub -t esb.test  -m "<msg><a>Testing123</a></msg>"

Analyzing the output

You view the ESB profile receiving the messages in the logs of it in the Terminal as shown below.

Using Broker Profile as the Message Broker

Following sections demonstrate how you can try this sample using the Broker profile of WSO2 EI as the Message Broker.

Prerequisites

Follow the steps below before starting this MQTT sample configurations.

Download and install WSO2 EI. For instructions, see  .Installation Guide
Download   (i.e.  ) and add it to the   directory.MQTT client library mqtt-client-0.4.0.jar <EI_HOME>/lib/

http://repo.spring.io/plugins-release/org/eclipse/paho/mqtt-client/0.4.0/
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1.  
2.  
3.  
4.  

5.  

6.  
7.  

8.  

Building the sample

Start the Broker profile of WSO2 EI. For instructions, see  .Starting the product profiles - Broker Profile
Start the ESB profile of WSO2 EI. For instructions, see  .Starting the product profiles - ESB Profile
Log in to the Management Console, and click       .Main Inbound Endpoints  Add inbound Endpoint
Enter a name for the Inbound Endpoint (e.g.,  ), and click  .SampleInbound Next

Enter the following details, and click  .Save

Sequence: TestIn
Error Sequence: fault
coordination: false
mqtt.connection.factory: mqttConFactory
mqtt.server.host.name: localhost
mqtt.server.port: 1883
mqtt.topic.name: esb.test

Click       .Main Sequences  Add Sequence
Enter the name of the Sequence as .TestIn

When creating the below Inbound Endpoint, specify the value of  as 1886 because the Broker profile starts with a mqtt.server.port defa
 of 3 in WSO2 EI.ult port offset

https://docs.wso2.com/display/EI620/Default+ports+of+WSO2+EI#DefaultportsofWSO2EI-EI-Brokerruntimeports
https://docs.wso2.com/display/EI620/Default+ports+of+WSO2+EI#DefaultportsofWSO2EI-EI-Brokerruntimeports
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8.  

a.  

b.  

c.  

Construct the following sequence.
Follow the steps below to add the mediators to the sequence.

Add a log mediator as shown below.

Change the  to FULL in the Log Mediator, and click .Log Level Update

Add a drop mediator as shown below.
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8.  

c.  
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8.  

9.  Click  .Save & Close

Executing the sample

In a new Terminal window, execute the following command to publish a message using the Mosquitto publisher.

mosquitto_pub -t esb.test  -m "<msg><a>Testing123</a></msg>"

Analyzing the output

You view the ESB profile receiving the messages in the logs of it in the Terminal as shown below.

Sample 907: Inbound Endpoint RabbitMQ Protocol Sample

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Integration profile samples is changed to <EI_HOME>/sample
.s/service-bus/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Integration profile samples
is changed to <EI_HOME>/ .samples/service-bus/resources/
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Introduction
Prerequisites
Building the sample
Executing the sample
Analyzing the output

Introduction

This sample demonstrates how one way message bridging from RabbitMQ to HTTP can be done using the inbound RabbitMQ endpoint.

Prerequisites

Download and install . For more information, see .RabbitMQ RabbitMQ documentation

Building the sample

The XML configuration for this sample is as follows:

<?xml version="1.0" encoding="UTF-8"?>
<definitions xmlns="http://ws.apache.org/ns/synapse">
    <taskManager
provider="org.wso2.carbon.mediation.ntask.NTaskTaskManager"/>
    <sequence name="TestIn">
        <log level="full"/>
        <drop/>
    </sequence>  
    <inboundEndpoint name="test" onError="fault" protocol="rabbitmq"
        sequence="TestIn" suspend="false">
        <parameters>
            <parameter name="sequential">true</parameter>
            <parameter name="coordination">true</parameter>
            <parameter
name="rabbitmq.server.host.name">localhost</parameter>
            <parameter name="rabbitmq.server.port">5672</parameter>
            <parameter
name="rabbitmq.connection.factory">AMQPConnectionFactory</parameter>
            <parameter
name="rabbitmq.server.user.name">guest</parameter>
            <parameter
name="rabbitmq.server.password">guest</parameter>
            <parameter name="rabbitmq.queue.name">queue</parameter>
            <parameter
name="rabbitmq.exchange.name">exchange</parameter>
        </parameters>
    </inboundEndpoint>
</definitions>

This configuration file is available in the directory.synapse_sample_907.xml <ESB_HOME>/repository/samples 

To build the sample

Start the ESB with the sample 907 configuration. For instructions on starting a sample ESB configuration, see Starting the ESB with a sample
.configuration

The operation log keeps running until the server starts, which usually takes several seconds. Wait until the server has fully booted up and displays
a message similar to " "WSO2 Carbon started in n seconds.

Executing the sample

Use the following  to publish a request to the RabbitMQ broker.Java client

https://www.rabbitmq.com/download.html
https://www.rabbitmq.com/documentation.html
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Startingasample
https://docs.wso2.com/display/EI650/Setting+Up+the+ESB+Samples#SettingUptheESBSamples-Startingasample
https://mvnrepository.com/artifact/com.rabbitmq/amqp-client
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1.  
2.  

ConnectionFactory factory = new ConnectionFactory();
factory.setHost("localhost");

factory.setUsername("guest");
factory.setPassword("guest");

factory.setPort(5672);
Channel channel = null;

Connection connection = factory.newConnection();
channel = connection.createChannel();

channel.queueDeclare("queue", false, false, false, null);
channel.exchangeDeclare("exchange", "direct", true);

channel.queueBind("queue", "exchange", "route");

// The message to be sent
String message = "<m:placeOrder xmlns:m=\"http://services.samples\">" +

                "<m:order>" +
                "<m:price>100</m:price>" +

                "<m:quantity>20</m:quantity>" +
                "<m:symbol>RMQ</m:symbol>" +

                "</m:order>" +
                "</m:placeOrder>";

// Populate the AMQP message properties

AMQP.BasicProperties.Builder builder = new
AMQP.BasicProperties().builder();

builder.contentType("application/xml");

// Publish the message to exchange
channel.basicPublish("exchange", "queue", builder.build(),

message.getBytes());

Analyzing the output

You will see the following Message content:

<soapenv:Envelope
xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"><soapenv:Body
><m:placeOrder
xmlns:m="http://services.samples"><m:order><m:price>100</m:price><m:qua
ntity>20</m:quantity><m:symbol>RMQ</m:symbol></m:order></m:placeOrder><
/soapenv:Body></soapenv:Envelope>

The RabbitMQ inbound endpoint gets the messages from the RabbitMQ broker and logs the messages in the ESB.

JAX-RS Basics

This sample demonstrates a basic REST-based Web Services using JAX-RS (JSR-311).

Building the sample 
Running the sample

Building the sample 

Open a command line, and navigate to the   directory.<EI_HOME>/samples/webapps/jaxrs_basic
Run the relevant command to deploy the web app:
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2.  

a.  

b.  

3.  

4.  

Using Maven
Create a WAR file for the sample using the following command:

mvn clean install

Deploy the generated WAR file on WSO2 EI with the related logs on the console:

mvn -Pdeploy

Using Ant

ant

Start WSO2 EI by executing one of the following commands:

OS Command

On Windows <EI_HOME>\bin\integrator.bat --run

On Linux/Solaris sh <EI_HOME>/bin/integrator.sh  

Log in to the management console and click   on the   menu, under  . This opens the   page. List Main Manage/Applications Running Applications
The deployed applications will be listed here.

Running the sample

You can invoke the JAX-RS web application as shown below.

Get the customer instance for customer ID 123 by sending an HTTP GET request to http://localhost:8280/jaxrs_basic/services/customers/custome
/customers/123rservice . The XML document returns the following:

<Customer>
   <id>123</id>
   <name>John</name>
</Customer>

Get the an HTTP GET request to product 323 that belongs to order 223 by sending http://localhost:8280/jaxrs_basic/services/customers/customer
/orders/223/products/323service . The XML document returns the following:

<Product>
   <description>product 323</description>
   <id>323</id>
</Product>

Add the customer named Jack by sending an HTTP POST request to  /custohttp://localhost:8280/jaxrs_basic/services/customers/customerservice
mers as shown below.
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<Customer>
   <name>Jack</name>

</Customer>

Update the customer with ID 123 as shown below by sending an HTTP PUT request to http://localhost:8280/jaxrs_basic/services/customers/custo
customers.merservice/

<Customer>

   <id>123</id>
   <name>John</name>

</Customer>

The client code demonstrates how to send HTTP GET/POST/PUT/DELETE requests; whereas, the server code demonstrates how to build a RESTful
endpoint through JAX-RS (JSR-311) APIs.

Data Integration Samples

Following samples demonstrate the data integration capabilities of WSO2 EI.

Samples Setup
Data Services Clients
RDBMS Sample
CSV Sample
Excel Sample
Google Spreadsheet Sample
Nested Query Sample
Batch Processing Sample
Eventing Sample
Secure Data Service Sample
File App Service Sample
XSLT Transformation Sample
Distributed Transactions Sample
Web Resource Sample
REST-Style Resources Sample
JSON Mapping Sample
Cassandra Sample
MongoDB Sample
Custom Datasource Sample
RDF Sample
Expose data as RDF
OData Sample

Samples Setup

To get started on the data integration samples, set up the following in your product server:

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Data Integration samples is changed to <EI_HOME>/samples
./data-services/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Data Integration samples is
changed to <EI_HOME>/ .samples/data-services/resources/

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Data Integration samples is changed to <EI_HOME>/samples
./data-services/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Data Integration samples is
changed to <EI_HOME>/ .samples/data-services/resources/
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Step 1: Deploy the sample data services
Step 2: Start the server

 

Step 1: Deploy the sample data services

In order to run a particular sample, the configuration files ( ) relevant to that data service should be deployed in the server. Also, if a data service.dbs
contains a services.xml file, it should also be deployed along with the .dbs file. Follow the steps given below to deploy the .dbs files and the services.xm

 files (if applicable) of all the samples that are in the   directory.l <EI_HOME>/Samples/data-services

Stop any server instances that are running. This is recommended in order to clean the current sample database and to redeploy the services.
To clean the current sample database by removing the existing sample data services:

Open the command prompt and go to the    directory.<EI_HOME>/Samples/data-services
Execute the   command.ant clean

cd <EI_HOME>/Samples/data-services 
ant clean 

To redeploy all samples: 
Go to the   directory in the command prompt.<EI_HOME>/Samples/data-services
Execute the   command.ant  

<EI_HOME>/Samples/data-services 
ant

Step 2: Start the server

If you have deployed the samples, start the server as explained below.

Go to the   directory in the command prompt.<EI_HOME>/bin
Start the server by executing the command relevant to the OS as shown below.

For Windows OS:

cd <EI_HOME>/bin
./integrator.bat 

For Linux OS:

cd <EI_HOME>/bin
./integrator.sh

Data Services Clients

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Data Integration samples is changed to <EI_HOME>/samples
./data-services/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Data Integration samples is
changed to <EI_HOME>/ .samples/data-services/resources/
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 This sample demonstrates how to use code-generated clients with data services. The service stubs are created using  WSDL2Java tool.

Building the sample
To executing the sample

Building the sample

Deploy the sample data services and start the server using the steps given in .Samples Setup

To executing the sample

Open a command prompt and navigate to the <EI_HOME>/samples/data-services/clients directory.
Build the clients by executing the ant command as shown below:

ant

You can either run all the generic clients simultaneously or start an individual client.
To start all the generic clients (e.g. rdbms, csv, excel, gspread, batch_request), run the  command as shown below:ant

ant all

To start a specific sample client, run the ant command with the client name. For example, to start the secure_sample client, run the
following command:

ant secure_sample

RDBMS Sample

Relational databases are the most commonly used data sources in data services. The  is used here to demonstrate how we can use anRDBMSSample
RDBMS datasource with WSO2 Enterprise Integrator (WSO2 EI).

About the sample data service
Building the sample
Executing the sample

Listed below are the separate ant commands for each data service client.

rdbms - RDBMS data source based data service clients.
csv - CSV data source based data service client.
excel - Excel data source based data service client.
gspread - Google Spreadsheet data source based data service client.
batch_request - Represents a data service client, which executes a batch request in a data service.
secure_sample - Represents a data service client where a security enabled data service is called. The data service
security is enabled manually by the usage of a "services.xml" file in conjunction with the data service.
file_service_app - Represents a standalone Java application that uses REST style invocations to transfer binary data.
This also demonstrates the usage of streaming data, where a file of any size can be uploaded or downloaded using
the application.

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Data Integration samples is changed to <EI_HOME>/samples
./data-services/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Data Integration samples is
changed to <EI_HOME>/ .samples/data-services/resources/

https://docs.wso2.com/display/DSS351/Samples+Setup
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About the sample data service

This sample refers to information from a small company, embedded in an H2 database. It contains information such as employee and customer records
and product details. The  contains separate  written for specific tasks of the company.RDBMSSample queries/operations

The  implemented in the service are listed below:operations

customersInBoston - Returns all the customers in Boston. This operation is linked to a query, which has the following simple SQL statement,
"select * from Customers where city = 'Boston' and country = 'USA'".
employeesByNumber - Returns employee details, given the employee number. This is an example of a data service operation which takes in a
parameter. The linked query's SQL statement is written in the following way, "select * from Employees where employeeNumber = ?", where the "?"
represents the parameter which is defined in the query.
customerAddress - Returns the customer's address, given the person's name.
productsInfo - This operation lists information on all the products that are produced in the company.
setEmployeeSalary - Sets the salary of an employee, given the employee number and the revised salary.
setSalaryForEmployees - Sets the given salary to a given set of employees. Here, the usage of array data type is demonstrated where the
employee numbers is an INTEGER ARRAY type.
incrementEmployeeSalary - Increments the given employee's salary with the given amount.
addEmployee - Adds a new employee records with the given information.

Building the sample

Deploy the sample data service named   using the steps in  .RDBMSSample Samples Setup

Executing the sample

   You can run the sample service using the TryIt tool, which is bundled with WSO2 EI, or a code-generated java client sample as discussed in the Data
 Services Clients section.

See the topics below for samples on a few important RDBMS functionalities:
Request Box Sample
Validators Sample
Default Values Sample
Query Result Export Sample

Request Box Sample

The Request Box functionality is demonstrated here using the  . This feature is enabled for this data service and theRDBMS Sample Service  "request_bo
" operation is created. x For information on the request box feature, see Invoking Multiple Operations via Request Box. 

Follow the steps below to demonstrate this functionality using the TryIt tool:

Ensure that   is deployed as described in  .RDBMSSample Samples Setup
Log in to the management console of your server and click   under   in the navigator. See that   is listed here.List Services RDBMSSample
Click   to open the TryIt tool.Try this service  
Select  from the list of operations. You are now able to execute multiple operations simultaneously using the  operatirequest_box request_box
on. Enter values for the operation that you want to execute and remove the other operations from the request_box operation. 
Click send to execute the  operation. You can now see that all the operations that were included in the request_box operation hasrequest_box
been executed.

Validators Sample

In this sample demonstration, we will use the  to show how we can validate the input parameters given in a request sent to the service. TheRDBMS Sample
"addEmployeeQuery" operation of this service has a length validator for the "lastName" field, where the length of the value should be between 3 and 20.

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Data Integration samples is changed to <EI_HOME>/samples
./data-services/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Data Integration samples is
changed to <EI_HOME>/ .samples/data-services/resources/

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Data Integration samples is changed to <EI_HOME>/samples
./data-services/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Data Integration samples is
changed to <EI_HOME>/ .samples/data-services/resources/

https://docs.wso2.com/display/EI600/Key+Concepts#KeyConcepts-Dataintegration
https://docs.wso2.com/display/EI600/Key+Concepts#KeyConcepts-Dataintegration
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Also, the "email" field is validated using a pattern validator that uses a regular expression to check if it is a real email address.

Follow the steps below to demonstrate this functionality using the TryIt tool:

Ensure that   is deployed as described in .RDBMSSample Samples Setup
Log in to the management console of your server and click  under  in the navigator. The  will be listed here.List Services RDBMSSample
Click  to open the TryIt tool.Try this service
Select the "addEmployee" operation and enter the following parameter values to the request:

employeeNumber: 6001
lastName: AB
firstName: Nick 
email: test@test.com
salary: 1500

Click  to execute the operation. Note that you are not getting any results. A validation error will show as the response because theSend
"addEmployee" operation has failed. This is because the lastName only has 2 characters.
Now, change the lastName and the email address in the request as shown below and execute the operation again.

employeeNumber: 6001
lastName: ABC
firstName: Nick 
email: test-test.com
salary: 1500

Note that the operation will fail again because the email address is invalid.
Next, execute the "addEmployee" operation again with parameter values for email address and lastName as shown below:

employeeNumber: 6001
lastName: ABC 
firstName: Nick 
email: test@test.com 
salary: 1500. 

Note that the entry will be successfully added and you will get a result.

Default Values Sample

This example demonstrates how default values specified in the .dbs file of the data service will be used when specific values are not given for some fields.
In the RDBMS Sample service, a default employee salary is specified as 1500 in the .dbs file as shown below.

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Data Integration samples is changed to <EI_HOME>/samples
./data-services/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Data Integration samples is
changed to <EI_HOME>/ .samples/data-services/resources/
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<param defaultValue="1500" name="salary" ordinal="5" paramType="SCALAR"
sqlType="DOUBLE" type="IN"/>

Therefore, when you use the "addEmployee" operation to add a new employee, if you do not specify an explicit salary value for the employee, the default
salary will be added. For example, execute the "addEmployee" operation with the following parameter settings:

employeeNumber=6002;
lastName=Smith; 
firstName=John; 
email=john@smith.com
Remove <xs:salary "xmlns:xs= http://ws.wso2.org/dataservice/samples/rdbms_sample  from the operation"></xs:salary>

to make sure that a salary value is not added.

Now, when you execute the "addEmployee" operation, the result will be the following:

Note that the "salary" value is set to 1500. This is the default value for that field as specified in the .dbs file of the data service. 

Query Result Export Sample

The operations "thousandFive" and "incrementEmployeeSalaryEx" are used in demonstrating the query result export functionality in a data service. The
query used in "thousandFive" operation exports the a result value with the name "increment". This increment value is taken in as a parameter by the query
in the "incrementEmployeeSalaryEx" operation.

The figure below shows the dbs fragment that defines this behaviour:

employeeByNumber(1002)
begin_boxcar()
thousandFive()
incrementEmployeeSalaryEx(1002)
end_boxcar()
employeeByNumber(1002)

The return values from the first "employeeByNumber()" call and the second have a difference of 1500, which is the amount incremented within the
boxcarring session. The 1500 value is passed into "incrementEmployeeSalaryEx" operation by the "thousandFive" operation.  

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Data Integration samples is changed to <EI_HOME>/samples
./data-services/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Data Integration samples is
changed to <EI_HOME>/ .samples/data-services/resources/

http://xmlnsxs=
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CSV Sample

Using CSV files is an easy and common way of storing simple tabular data. This sample demonstrates the usage of a CSV file as a data source for data
services in WSO2 Enterprise Integrator (WSO2 EI).

About the sample
Building the sample
Executing the sample

About the sample

The CSV file ( ), stored in the   folder contains data about the products that areProducts.csv <EI_HOME>/samples/data-services/resources/
manufactured in an automobile company. Products refer to cars/motorocyles. The data table has the following columns: "ID", "Name", "Classification" and
"Price". The sample data service used in this demonstration (  contains a single operation namedCSVSampleService.dbs)   whichgetProducts ,  lists all
the products that are manufactured in the company.

See Data integration for a definition of data services and operations.

Building the sample

The sample data service named   CSVSampleService should be deployed using the instructions in Samples Setup.

Executing the sample

The sample service can be run using the  TryIt tool, which is bundled with the WSO2 EI, or a code-generated java client sample as discussed in the Data
 Services Clients section. 

Follow the steps below to demonstrate this functionality using the TryIt tool:

Log in to the management console of your server and click   under   in the navigator. The   will be listed here.List Services CSVSampleService
Click   to open the TryIt tool.Try this service
Select the "getProducts" operation and click  to execute the request. You will get a product list in the response as shown below.Send

 

Excel Sample

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Data Integration samples is changed to <EI_HOME>/samples
./data-services/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Data Integration samples is
changed to <EI_HOME>/ .samples/data-services/resources/

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Data Integration samples is changed to <EI_HOME>/samples
./data-services/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Data Integration samples is

https://docs.wso2.com/display/EI600/Key+Concepts#KeyConcepts-Dataintegration
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Microsoft Excel is one of the most popular spreadsheet formats. An Excel sheet can be used as a data source for creating data services in WSO2
Enterprise Integrator (WSO2 EI).

About the sample
Building the sample
Running the sample

About the sample

The  file, stored in the  folder is used as the datasource to demonstrate thisProducts.xls <EI_HOME>/samples/data-services/resources/
sample data service. This datasource contains details of the products manufactured in an automobile company. Products refer to cars/motorocyles. The
data table has the following columns: "ID", "Name", "Classification" and "Price" (same as in the  )CSV Sample . This sample data service contains two
operations:

getProducts - Lists all the products that are manufactured in the company. Each result record will contain "ID" and "Name" fields.
getProductClassifications - Lists all the products along with the classifications. The result is presented with two records: "Name" and
"classification".

See Data integration for a definition of data services and operations.

Building the sample

The sample data service named    ExcelSampleService should be deployed using the instructions in Samples Setup.

Running the sample

The sample service can be run using the  TryIt tool, which is bundled with the WSO2 EI, or a code-generated java client sample as discussed in the Data
 Services Clients section.

Follow the steps below to demonstrate this functionality using the TryIt tool:

Log in to the management console of your server and click   under   in the navigator. The   will be listed here.List Services ExcelSampleService
Click   to open the TryIt tool.Try this service
Select the "getProducts" operation and click   to execute the operation. You will get a product list in the response as shown below.Send

Google Spreadsheet Sample

A data sharing format used often in the Internet is Google Spreadsheet. WSO2 Enterprise Integrator (WSO2 EI) contains support for Google Spreadsheets
as a data source.

changed to <EI_HOME>/ .samples/data-services/resources/

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Data Integration samples is changed to <EI_HOME>/samples
./data-services/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Data Integration samples is
changed to <EI_HOME>/ .samples/data-services/resources/

https://docs.wso2.com/display/EI600/Key+Concepts#KeyConcepts-Dataintegration
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About the sample
Building the sample
Running the sample

About the sample

The spreadsheet contains data about the customers of a specific company. The GSpread sample service contains a single operation named getCustomers 
, which returns all the customer information that is stored in the Google spreadsheet. There is also a resource defined as customers, which can be
accessed using the following URL: "http://localhost:9763/services/GSpreadSample.HTTPEndpoint/customers".

See Data integration for a definition of data services and operations.

Building the sample

The sample data service named  should be deployed and configured as follows:GSpreadSample

Follow the instructions in Samples Setup to have the sample deployed.
Because we are using a Google spreadsheet as the datasource, we need to update the credentials for accessing the spreadsheet. This is done
using a Client ID, Client Secret and Refresh Token that is generated from the . Google API Console Follow the google documentation for
instructions on how to get an OAuth2 client ID and client secret. In order to get these credentials, you will be asked to provide an authorization

. Be sure to use localhost as the IP in the  .redirect URL browser redirect URL
Now you can add the credentials to the GSpreadSample data service as follows:

Log in to the management console of your server using the following URL: https://localhost:8243/carbon/

Click   under   in the navigator. The   will be listed there. List Services GSpreadSample
Click the  to open the sample's dashboard. GSpreadSample
Click  to start editing the data service using the management console.Edit Data Service Wizard
Click  until you reach the  screen shown below.Next Datasource

Click the  datasource to start editing the datasource.GSpreadSample
Note that a client ID, client secret and refresh token are specified by default. Replace the  and  values using the Client ID Client Secret
new values you obtained in step 2 above.
Click . YGenerate Token ou will be redirected to the google consent page. After you approve that, the refresh token will be inserted into

   field as shown below.the Refresh Token

Save the datasource. You can now run the sample as explained below.

Running the sample

The sample service can be run using the  TryIt tool, which is bundled with the WSO2 Data Services Server, or a code-generated java client sample as
 discussed in the  Data Services Clients section.

Follow the steps below to demonstrate this functionality using the TryIt tool:

For the purpose of this sample, be sure to use localhost as the IP in the above URL.

https://docs.wso2.com/display/EI600/Key+Concepts#KeyConcepts-Dataintegration
https://developers.google.com/identity/sign-in/web/devconsole-project
https://10.100.5.65:9443/carbon/
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In the management console of your server and click   under   in the navigator. The   will be listed here.List Services GSpreadSample
Click   to open the TryIt tool.Try this service
Select the "getCustomers" operation and click   to execute the request. You will get the customer details in the response as shown below.Send

 

Nested Query Sample

In a data service, sometimes the result of one query may be used as an input parameter for another query. In such situations, we use the  featnested query
ure available in the WSO2 Enterprise Integrator (WSO2 EI).

About the sample
Building the sample
Running the sample

About the sample

The sample data service (NestedQuerySample) contains the following operations:

employeesInOffice - The  query takes in an office code and prints the details of all the employess in that office.employeesInOfficeSQL
listOffices - The  query lists all the offices in the database. When office information is printed, all the employees that belong to anlistOfficesSQL
office are also printed using a nested query, which refers to the   query, which is invoked by the "employeesInOffice"employeesInOfficeSQL
operation.
customerNameSQL - The  query takes in the customer number as a parameter and returns the customer name. In the resultcustomerNameSQL
section of this query, there is no "rowName" defined (only an element wrapper). With this option, a separate element will not be created for every
record in the result. However, the record content will be directly added to the outer element. This is best used in a query where there is only one
record to be returned.
customerOrders - The  query prints the details of all the orders that are in the database. In the result elements, a nestedcustomerOrdersSQL
query which references the   query is used. In this way, the name of the customer who placed the order can also be returnedcustomerNameSQL
with the order details.

See Data integration for a definition of data services and operations.

Building the sample

The sample data service   NestedQuerySample should be deployed using the instructions in Samples Setup.

Running the sample

The sample service can be run using the TryIt  tool, which is bundled with the WSO2 EI, or a code-generated java client sample as discussed in the Data
 Services Clients section.

Follow the steps below to demonstrate this functionality using the TryIt tool:

Log in to the management console of your server and click   under   in the navigator. The   will be listed here.List Services NestedQuerySample
Click   to open the TryIt tool.Try this service
Select an operation and click   to execute the operation. You will get the product list in the response as shown below.Send

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Data Integration samples is changed to <EI_HOME>/samples
./data-services/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Data Integration samples is
changed to <EI_HOME>/ .samples/data-services/resources/

https://docs.wso2.com/display/EI600/Key+Concepts#KeyConcepts-Dataintegration
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Operation invoking the  query:listOfficesSQL

 
Operation invoking the  query:customerOrdersSQL

 
Operation invoking the  query:customerNameSQL

Enter "103" as the customer name and send the request as shown below.

 
Operation invoking the  query:employeesInOfficeSQL

First, see the result of "listOffices" operation to get the office code. Then, enter the office code ("1") and send the request as shown
below. 
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Batch Processing Sample

In this sample demonstration, we use a data service with batch processing.   is used when a specific in-only operation must be executedBatch processing
sequentially with different sets of parameters.

Building the sample
Running the sample

Building the sample

The sample data service named   should be deployed   BatchRequestSample using the instructions in Samples Setup.

Running the sample

The command line application is used here to present the functionality of batch processing. As shown in the section, execute the "ant Data Services Clients
batch_request" command to run the sample. The output will resemble the following:

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Data Integration samples is changed to <EI_HOME>/samples
./data-services/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Data Integration samples is
changed to <EI_HOME>/ .samples/data-services/resources/

https://docs.wso2.com/display/EI600/Key+Concepts#KeyConcepts-Dataintegration
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The sample tests batch processing by executing a batch operation with three parameter tests, which means, it effectively executes three consecutive
operations. The operation is to add a new employee to the database. Here we execute the batch operation and checks for the existence of the three newly
added entries. A requirement of batch operations is, if one invocation fails, then all the other operations in the batch should fail. This can be seen here,
where the sets of three employee entries are either inserted together, or none of them are inserted. In this sample, a validator is used for checking if a valid
email address is given when adding a new employee entry to the database. If the email is invalid, that operation invocation fails.

In this sample data service, there are four such batch requests executed as explained below.

All the parameters are added properly and all operations executed successfully. Therefore, when checking for entries with ids "180000", "180001",
"180002", all returns true.
The request with id "180003" is executed successfully. But when it reaches "180004", a validation error occurs since the email address is invalid.
All service invocations in that batch request are rolled back. So in the next section when checking for the employee ids belonging to this batch
request, no one would have been added to the database. This is expected since all the operations in a batch operation are executed in a single
transaction.
In this instance, the 3rd operation in the batch request is not given an email address. It causes a validation error. The transaction is rolled back
and all ids "180006", "180007" and "180008" are not executed.
The requests here are all given valid parameters; same as in the 1st request. So all the records "180009", "180010" and "180011" are added
successfully.

This demonstrates how the batch operations behave in a transactional manner. 

Eventing Sample

 is used to send notifications when a particular action is completed, such as when an operation with particular arguments is invoked or when aEventing
specific response is returned. Notifications are enabled in WSO2 Enterprise Integrator (WSO2 EI) using input and output event triggers.

About the sample data service
Prerequisites
Building the sample
Running the Sample

About the sample data service

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Data Integration samples is changed to <EI_HOME>/samples
./data-services/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Data Integration samples is
changed to <EI_HOME>/ .samples/data-services/resources/
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The  data service used here is based on the functionality of managing the inventory of a car/motorcycle dealership. It contains the followingEventingSample
queries:

addProduct: A new product is added to the catalog using the   query.addProductQuery
updateProductQuantity: The availability of a certain product is updated using the  query. This is linked with an inputupdateProductQuantityQuery
event trigger, which monitors whether the stock of this product is critically low. If so, if fires an event notifying the subscribers that this product's
stock needs to be updated.
getProductByCode: When the product code is given, the  query retrieves product information. The company gives specialgetProductByCodeQuery
attention to people querying the database for motocycles. So when a query is made where the product type is "motorcycle", an output trigger
associated with this query sends messages to the respective subscribers, which is our email address in this sample. 

Prerequisites

In this sample, we have defined a specific topic for events to be published, and an email address is added as a subscription for that topic. In order to
allow mails to be sent, we have to configure the mail sender in the client Axis2 configuration. Open the <EI_HOME>/conf/axis2/axis2_client.xml fil
e and add the following mail sender configuration.

<transportSender name="mailto"
 class="org.apache.axis2.transport.mail.MailTransportSender">
 <parameter name="mail.smtp.from">esb.sample@gmail.com</parameter>
 <parameter name="mail.smtp.user">esb.sample</parameter>
 <parameter name="mail.smtp.password">esb*sample8</parameter>
 <parameter name="mail.smtp.host">smtp.gmail.com</parameter>
 <parameter name="mail.smtp.port">587</parameter>
 <parameter name="mail.smtp.starttls.enable">true</parameter>
 <parameter name="mail.smtp.auth">true</parameter>
 </transportSender>

Building the sample

Follow the steps given below.

The sample data service (EventingSample)   should be deployed using the instructions in the  Samples Setup section.
Log in to the management console of your product and edit the data service by adding a valid email address: 

Click   in the   menu, and select the   service. List Services EventingSample
Use the   option to edit the dataservice. In the XML view, replace all occurrences of " " with your own emailXML Edit test@test.com
address.

Running the Sample

The sample service can be run using the TryIt tool, which is bundled with WSO2 EI, or a code-generated java client sample as discussed in the Data
 Services Clients section.

Follow the steps below to demonstrate this functionality using the TryIt tool:

Log in to the management console of your server and click List under Services in the navigator. The EventingSample will be listed here.
Click Try this service to open the TryIt tool.

Select the relevant operation and click Send to execute the command as shown below.
We will first add a new product into the inventory by executing the "addProduct" operation:
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3.  

After adding the product, we will update the availability of it by changing the product quantity in stock. Execute the
"updateProductQuantity" operation:

Here we are setting the "quantityInStock" to 5. Because of the event trigger, when the stock is less than 10, an event is fired. Soon you
Figurewill receive an event notification to your mail inbox.  below shows the contents of the email attachment.

Here we are querying the inventory system for a specific motorcycle model by executing the "getProductByCode" operation.
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3.  

By making a request with the motorcycle product line, we are triggering an event associated with it. An email will be sent regarding this
query. The contents of the email is as follows:

 

Secure Data Service Sample

You may want to secure a data service by authentication, encryption and the usage of signatures. This is facilitated in the WSO2 Enterprise Integrator
(WSO2 EI) by applying security properties directly to the data service. This sample demonstrates how a service client is used to access a secured data
service.

About the sample
Building the sample
Securing the Data Service
Running the sample

About the sample

This service contains a single query/operation named showAllOffices, which returns all the office branches in a company.

Secure service client: When using a  to access a secured data service, it must follow special steps in creating a secured connection to theservice client
service. The following code snippet is taken from the Axis2 service client used to access our sample secure data service.

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Data Integration samples is changed to <EI_HOME>/samples
./data-services/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Data Integration samples is
changed to <EI_HOME>/ .samples/data-services/resources/
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String epr = "https://" + HOST_IP + ":" + HOST_HTTPS_PORT +
"/services/SecureDataService";

System.setProperty("javax.net.ssl.trustStore", (new
File(CLIENT_JKS_PATH)).getAbsolutePath());

ConfigurationContext ctx = ConfigurationContextFactory.
createConfigurationContextFromFileSystem(null, null);

SecureDataServiceStub stub = new SecureDataServiceStub(ctx, epr);
ServiceClient client = stub._getServiceClient();

Options options = client.getOptions();
client.engageModule("rampart");

options.setUserName("admin");
options.setPassword("admin");

options.setProperty(RampartMessageData.KEY_RAMPART_POLICY,
loadPolicy(SECURITY_POLICY_PATH));

First, the client key store file path (CLIENT_JKS_PATH) is set as a Java system property. The next few lines are Axis2 specific code to initiate the Axis2
runtime and its security module, Rampart. You can see by the end the security policy path (SECURITY_POLICY_PATH) is given to be processed by
Rampart. In the security policy, the runtime is notified that we are securing the service and using UsernameToken as the authentication method. After these
steps are successfully carried out, we can use the service client to make secure service calls to our data service.

Building the sample

The sample data service,  SecureDataService should be deployed using the instructions in Samples Setup.

Securing the Data Service

Enable security for the data service   SecureDataService . Select  UsernameToken in the basic scenario. Here we are simply enabling username/password
  based authentication for the data service. Select  everyone as the user group. For step-by-step instructions on service-level security setting, refer to  Securit

.y for Web Services

Running the sample

The sample service can be run using the  TryIt tool, which is bundled with the WSO2 Data Services Server, or a code-generated java client sample as
 discussed in the  Data Services Clients section.

The command line application is used here to present the functionality of the secured data service. As shown in , run the "ant Data Services Clients
secure_sample" command to run the sample. The output is as follows:
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The above demonstration shows how a Java service client can be used in accessing a secured data service.

File App Service Sample

About the sample
Building the sample
Running the sample

About the sample

This sample demonstrates a file upload/download/preview application with the use of several features available in WSO2 Enterprise Integrator (WSO2 EI).
Some notable functions are listed below.

Streaming Support : With the data streaming functionality, when a service client makes a request, the result is streamed to the service client rather
than building the full result in the server and returning it. This allows virtually unlimited payload sizes in the result, and the response is
instantaneous to the client.
Binary Data : Binary data is handled using Base64 encoding to store and retrive non-textual data, such as data files and BLOB fields in databases.

Service description

The sample data service used here ( ) transfers and retrieves file data between the client and a database. The list of queries used by the dataFileService
service to carry out the actions are as follows.

createNewFileQuery: Creates a new file when the file name and type is given.
appendDataToFileQuery: Appends new data to a given file. By sending in file chunks, data streaming can also be done while sending the data.
deleteFileQuery: Deletes a file when the file name is given.
checkFileExistsQuery: Checks if a file with a given file name exists.
getFileRecordsQuery: Returns all data records associated with a specific file.
getFileNamesQuery: Returns the names of the files in the database.
getFileTypeQuery: Returns the file type of a given file name.
getFileSizeQuery: Returns the size of a given file name.

By combining functionality of the above queries, we can create a sample file management system with the use of data services. See About Data Services
and Resources for a definition of data services, queries and operations.

Building the sample

The sample data service,   FileService should be deployed using the instructions in Samples Setup.

Running the sample

To execute the application, you have to run the    command ant file_service_app as described in the  Data Services Clients section. 

Uploading files
When uploading files, after a file is selected to be sent, the file is read and the data is transferred in chunks to the server. Figure below shows a
file upload in progress.

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Data Integration samples is changed to <EI_HOME>/samples
./data-services/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Data Integration samples is
changed to <EI_HOME>/ .samples/data-services/resources/

https://docs.wso2.com/display/EI600/Key+Concepts#KeyConcepts-Dataintegration
https://docs.wso2.com/display/EI600/Key+Concepts#KeyConcepts-Dataintegration
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Downloading files
Select a file you want to download from the file list and press download. After selecting the path to be saved, the file data is retrieved from the
server and saved on the local disk. When the user clicks download, the data download starts immediately as indicated by the progress bar. This
is possible because of the data streaming capability of the WSO2 Data Services Server.

 
Previewing files
Images can be previewed using this application. Select an image file and click Preview. The image is downloaded to memory and shown in the
preview panel:
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1.  
2.  
3.  

 
Deleting files
To delete a file from the server, select the file name from the list and press  . This invokes a data service operation and removes the fileDelete
from the database. 

XSLT Transformation Sample

XSLT transformation is used in WSO2 Enterprise Integrator (WSO2 EI) to transform the result of an already defined operation into a different result. The
user can define the transformation xslt and provide the url of the transformation file in the result element.

About the sample
Building the sample
Running the sample

About the sample

The sample data service ( ), which we use for this demonstration consists of two operations:ExcelSampleService

getProducts - Lists all the products that are manufactured in the company. Each record in the result contains "ID" and "Name" fields. 
getProductClassifications - Lists all the products along with the classifications. The result will consist of two records, "Name" and "classification".
However, note that  the because of the xslt transformation, actual output of this operation has changed to "product-Name" and
"product-classification". 

See About Data Services and Resources for a definition of data services and operations.

Building the sample

The sample data service named    ExcelSampleService should be deployed using the instructions in Samples Setup.

Running the sample

The sample service can be run using the  TryIt tool, which is bundled with the WSO2 EI, or a code-generated java client sample as discussed in the Data
 Services Clients section.

Follow the steps below to demonstrate this functionality using the TryIt tool:

Log in to the management console of your server and click   under   in the navigator. The   will be listed here.List Services ExcelSampleService
Click   to open the TryIt tool.Try this service
Select "getProductClassifications" operation and click   to execute. You will get the response as shown below.Send

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Data Integration samples is changed to <EI_HOME>/samples
./data-services/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Data Integration samples is
changed to <EI_HOME>/ .samples/data-services/resources/

https://docs.wso2.com/display/EI600/Key+Concepts#KeyConcepts-Dataintegration
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3.  

1.  
2.  
3.  

4.  

 

Distributed Transactions Sample

Distributed transactions are important when we coordinate multiple transactions across multiple databases. This sample demonstrates the support for
distributed transactions in WSO2 Enterprise Integrator (WSO2 EI).

About the sample
Building the sample
Running the sample

About the sample

The scenario used in this sample data service ( ) isDTPSampleService  based on two banks using separate databases. This data service uses distributed
transactions with multiple data sources.

Building the sample

The sample data service   DTPSampleService should be deployed using the instructions in  Samples Setup section.

Running the sample

The sample service can be run using the TryIt tool, which is bundled with the WSO2 EI, or a code-generated java client sample as discussed in the Data
 Services Clients section.

Follow the steps below to demonstrate this functionality using the TryIt tool:

Log in to the management console of your server and click   under   in the navigator. The   will be listed here.List Services DTPSampleService
Click   to open the TryIt tool. Execute the following operations:Try this service
Run   addAccountToBank1  operation with balance 1000. This creates a new account in bank1 and returns the bank id. Output is as follows:

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Data Integration samples is changed to <EI_HOME>/samples
./data-services/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Data Integration samples is
changed to <EI_HOME>/ .samples/data-services/resources/
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3.  

4.  

5.  
6.  
7.  

8.  
9.  

10.  

11.  

1.  

2.  

Run addAccountToBank2 operation with balance 2000. This creates a new account in bank2 and returns the bank id. Output is as follows:

Run the   begin_boxcar  operation. The service will switch to a boxcarring session.
Run the   addToAccountBalanceInBank1  operation and give the values "1" for "accountId" field and "-100" for the "value" field.
Run the   addToAccountBalanceInBank2  operation and give the values "1" for "accountId" field and "h200" for the "value" field. Here we are giving
an incorrect value to the "value" field. So, if distributed transaction works correctly, the whole transaction (including the previous operation done on
addToAccountBalanceInBank1) should be aborted even though the transaction involves two different databases.
Run the   end_boxcar operation.
We can run   getAccountBalanceFromBank1 and   getAccountBalanceFromBank2 operations to verify that the transactions have aborted and that
distributed transaction works properly.
Run the   getAccountBalanceFromBank1 operation. The output is as follows:

Run the  getAccountBalanceFromBank2 operation. The output is as follows:

As we can see, the addAccountToBank1 service call also rolled back because of the error in   addAccountToBank2 operation. 

Web Resource Sample

About the sample
Building the sample
Running the sample

About the sample

WSO2 Enterprise Integrator (WSO2 EI) supports scraping and extracting Web information and exposing it as data services. This sample demonstrates how
to extract book information using Site Point ( ). http://www.sitepoint.com/html The WebResource sample service contains a single operation named getBoo
ksInfo, which returns a list of books and authors.

Building the sample

Deploy the sample data service named  , u  WebResourceSample sing the instructions in Samples Setup.

Running the sample

The sample service can be run using the TryIt tool, which comes with WSO2 EI. You can also run it using a code-generated java client. See Data Services
 Clients for details.  

Follow the steps below to demonstrate this functionality using the TryIt tool:

Log in to the management console of your server and click   under   in the navigator. The   will be listed here.List Services WebResourceSample

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Data Integration samples is changed to <EI_HOME>/samples
./data-services/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Data Integration samples is
changed to <EI_HOME>/ .samples/data-services/resources/

http://www.sitepoint.com/html/
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2.  
3.  

Click   to open the TryIt tool.Try this service
Select the "getBooksInfo" operation and click   to execute the operation. You will get the response as shown below.Send

REST-Style Resources Sample

This sample demonstrates how data can be exposed as REST resources through a data service and also how the service can be invoked in REST style.

About the sample
Building the sample
Running the sample

About the sample

This sample scenario is based on a database which stores information about the products of an enterprise. There are separate queries/resources written
for specific tasks of the products. Resources are defined in order to access data through REST calls. The resources implemented in the service are listed
below. 

Create Product - Use HTTP POST request to insert new products. 
Resource Path : product 
Resource Method : POST

Update Product - Use HTTP PUT request to update product information. 
Resource Path : product 
Resource Method : PUT

GET Product - Use HTTP GET request to retrieve product information for a given product code. 
Resource Path : product/{productCode} 
Resource Method : GET

Get All Products - Use HTTP GET request to get all the products. 
Resource Path : products 
Resource Method : GET

Delete Product - Use HTTP DELETE request to delete a given product from the database. 
Resource Path : product/{productCode} 
Resource Method : DELETE

See  for details.About Data Services and Resources

Building the sample

The sample data service    ResourcesSample should be deployed using the instructions in Samples Setup.

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Data Integration samples is changed to <EI_HOME>/samples
./data-services/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Data Integration samples is
changed to <EI_HOME>/ .samples/data-services/resources/

https://docs.wso2.com/display/EI600/Key+Concepts#KeyConcepts-Dataintegration
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Running the sample

The service can be invoked in REST-style via curl ( ). The following commands can be executed using the command line to invoke each ofhttp://curl.haxx.se
the resources.

Create Product

curl -X POST -d
'<_postproduct><productCode>S10_111</productCode><productName>1969
Harley Davidson Ultimate
Chopper</productName><productLine>Motorcycles</productLine><quantityInS
tock>7933</quantityInStock><buyPrice>48.81</buyPrice></_postproduct>'
--header 'Content-Type: application/xml'
http://localhost:8280/services/samples/ResourcesSample.HTTPEndpoint/pro
duct

Update Product

curl -X PUT -d
'<_putproduct><productCode>S10_100</productCode><productName>1969

Harley Davidson Ultimate
Chopper</productName><productLine>Motorcycles</productLine><quantityInS

tock>8000</quantityInStock><buyPrice>48.81</buyPrice></_putproduct>'
--header 'Content-Type: application/xml'

http://localhost:8280/services/samples/ResourcesSample.HTTPEndpoint/pro
duct 

GET Product

curl -X GET
http://localhost:8280/services/samples/ResourcesSample.HTTPEndpoint/pro
duct/S10_100 

Get All Products

curl -X GET
http://localhost:8280/services/samples/ResourcesSample.HTTPEndpoint/pro

ducts

Delete Product

curl -X DELETE
http://localhost:8280/services/samples/ResourcesSample.HTTPEndpoint/pro
duct/S10_100

http://curl.haxx.se/
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JSON Mapping Sample

About the sample
Building the sample
Running the sample

About the sample

A popular data format used with RESTful services is JSON. This sample contains a data service with JSON output mapping templates. Go to Using JSON
 for details on how to use JSON templates for output mapping in a data service.with Data Services

The service contains the following resources:

Resource: "offices"
Method: POST 
Description: Lists all the offices in the database. When office information is printed, all the employees that belong to an office are also printed
using a nested query, which refers to the   query.employeesInOfficeSQL

Resource: "boston_customers"
Method: GET
Description: Returns all the customers in Boston. 

Resource: "employee/{employeeNumber}"
Method: GET
Description: Returns employee information for the given employee number.

Resource: " "employee
Method: POST
Description: Insert a new employee to the database with the given information. 

Resource: " " with batch request employee
Method: POST
Description: Insert a set of new employees to the database with the given information.

Resource: "employee"
Method: PUT
Description:   Updates an existing user with new information.

1.  
2.  
3.  
4.  

Performing batch requests
Follow the steps below to perform batch requests for the above data service:

Log in to the Management Console of WSO2 EI using the following URL:  .https://localhost:9443/carbon
Select the  data service that is listed in the   menu.ResourcesSample Services  List
Click   to open the wizard and select the   check box.Edit Data Service (Wizard) Enable Batch Request
Click   and save the changes.Next

The HTTP request sent to the data service to create several products using cURL would be as follows:

curl -X POST -d
'<_postproduct_batch_req><_postproduct><productCode>S10_172</productCod
e><productName>Suzuki</productName><productLine>Vans</productLine><quan
tityInStock>4222</quantityInStock><buyPrice>43.45</buyPrice></_postprod
uct><_postproduct><productCode>S10_173</productCode><productName>Honda<
/productName><productLine>Cars</productLine><quantityInStock>2564</quan
tityInStock><buyPrice>30.85</buyPrice></_postproduct></_postproduct_bat
ch_req>' --header 'Content-Type: application/xml'
http://localhost:8280/services/samples/ResourcesSample

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Data Integration samples is changed to <EI_HOME>/samples
./data-services/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Data Integration samples is
changed to <EI_HOME>/ .samples/data-services/resources/
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Resource: "employee
Method: GET
Description: Retrieve an existing employee. 

Building the sample

The sample data service named    JSONSample should be deployed using the instructions in Samples Setup.

Running the sample

The sample service can be run using any client that can do REST calls. For example, use tools such as cURL or Advanced REST Client Chrome browser
extension. The HTTP header "Accept" should be set to "application/json" and also, if a JSON payload is sent to the server, the HTTP header
"Content-Type" should be set to "application/json".

The HTTP requests sent for each of the resources using cURL would be as follows:

"offices" (method=GET)

curl -X GET -H "Accept: application/json"

http://localhost:8280/services/samples/JSONSample/offices

"boston_customers" (method=GET)

curl -X GET -H "Accept: application/json"

http://localhost:8280/services/samples/JSONSample/boston_customers

"employee/{employeeNumber}" (method=GET)

curl -X GET -H "Accept: application/json"

http://localhost:8280/services/samples/JSONSample/employee/1002

" " (method=POST) : A sample payload saved as the employee-payload.json file, that can be used when sending the data is given below.employee

{

  "_postemployee": {
    "employeeNumber" : 14001,

    "lastName": "Smith",
    "firstName": "Will",

    "email": "will@google.com",
    "salary": 15500.0

  }
}

The HTTP request sent using CURL would be as follows:
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curl -X POST -H 'Accept: application/json'  -H 'Content-Type:
application/json' --data "@employee-payload.json"

http://localhost:8280/services/samples/JSONSample/employee

" " (method=POST) with batch request : A sample payload saved as the employee-payload.json file, that can be used when sending theemployee
data is given below.

{
    "_postemployee_batch_req": {
        "_postemployee": [
            {
                "employeeNumber": 5012,
                "lastName": "Smith",
                "firstName": "Will",
                "email": "will@smith.com",
                "salary": 13500.0
            },
            {
                "employeeNumber": 5013,
                "lastName": "Peter",
                "firstName": "Parker",
                "email": "peter@parker.com",
                "salary": 15500.0
            }
        ]
    }
}

The HTTP request sent using CURL would be as follows:

curl -X POST -H 'Accept: application/json'  -H 'Content-Type:
application/json' --data "@employee-payload.json"
http://localhost:8280/services/samples/JSONSample/employee_batch_req

"employee" (method=PUT) -  A sample payload saved as the employee-payload-update.jsonfile, that can be used when sending the data is given
below.

1.  
2.  
3.  
4.  

Note that you need to enable  for the data service before proceeding:batch requesting

Log in to the management console of WSO2 EI using the following URL: .https://localhost:9443/carbon
Select the JSONSample data service that is listed in the  menu.Services  List
Click  to open the wizard and select the  check box.Edit Data Service (Wizard) Enable Batch Request
Click  and save the changes.Next

Batch requesting is now enabled for the data service.

https://localhost:9443/carbon
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1.  
2.  

{
  "_putemployee": {

    "employeeNumber" : 14001,
    "lastName": "Smith",

    "firstName": "Will",
    "email": "will@smith.com",

    "salary": 78500.0
  }

}

The HTTP request sent using CURL would be as follows:

curl -X PUT -H 'Accept: application/json'  -H 'Content-Type:

application/json' --data "@employee-payload-update.json"
http://localhost:8280/services/samples/JSONSample/employee

"employee" (method=GET)

curl -X GET -H 'Accept: application/json' 
http://localhost:8280/services/samples/JSONSample/employee/14001

Cassandra Sample

This sample demonstrates the use of the Cassandra data source functionality in WSO2 Enterprise Integrator (WSO2 EI), which you can use to connect to a
Cassandra cluster.

Prerequisites
Building the sample
Running the sample

Prerequisites

A Cassandra server of version 1.2.x, 2.0 or 3.0 should be already running in the default port. Cassandra version 3.0 is recommended. For instructions, go
to Apache Cassandra Documentation.

Building the sample

The sample named   is shipped with WSO2 EI, by default. This .dbs file is stored in the CassandraSample <EI_HOME>/samples/data-services/dbs/c
 directory. Follow the steps given below.assandra/

 the sample data service, be sure to start the Cassandra server.Before you upload
Follow the instructions in Uploading a Created Data to deploy the sample file  (CassandraSample.dbs) in the ESB of WSO2 EI. Click Services 

 on the navigator. The sample should be listed on the services' dashboard.List

For more information on using Cassandra as a datasource, see this  .tutorial

Running the sample

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Data Integration samples is changed to <EI_HOME>/samples
./data-services/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Data Integration samples is
changed to <EI_HOME>/ .samples/data-services/resources/

http://cassandra.apache.org/download/
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1.  
2.  
3.  

1.  
2.  
3.  

The sample service can be run using the TryIt tool, which is bundled with the WSO2 EI. Follow the steps below to demonstrate this functionality using the
TryIt tool:

Log in to the management console of your server and click List under Services in the navigator. The CassandraSample will be listed here.
Click   to open the TryIt tool. Try this service
The service contains the following operations: 

"createKS": This creates the Cassandra keyspace required for the sample. This must be called once before running other operations.
"createTable": This creates a Cassandra CQL3 table required for the sample. This must be called once after "createKS" is called.
"addUser": This operation takes in user details and adds it to Cassandra. Here "ID" is the primary key and it takes in an UUID as the
value.
"addUser_batch_req": This is the corresponding batch request of "addUser", where it takes in a batch of "addUser" data entries and adds
it as a single batch operation.
"getUserById": This operation returns the user information when you provide the ID of a specific user.
"getUsers": This operation returns information of all the users stored in the Cassandra store.

MongoDB Sample

is a NoSQL type, open-source document database. This sample demonstrates the usage of MongoDB as a data source in WSO2 Enterprise Integrator
(WSO2 EI).

About the sample
Prerequisites
Building the sample
Running the sample

About the sample

This sample data service contains the operations listed below. See About Data Services and Resources for a definition of data services and operations.

mongo_insert: This operation adds a document according to the provided id, name.
mongo_insert_doc: Using this operation you can inserts a document into the 'things' collection:
mongo_find: This operation returns all documents from the collection.
mongo_count: This operation counts and returns the number of all documents in the 'things' collection
mongo_update: This operation sets the name as 'Zack' and the id as the provided value for the document where name is 'Bob'
mongo_remove: This operation removes all the documents from the collection 'things' where id is equal to the given value
mongo_drop: This operation will drop the collection 'things' from the database

Prerequisites

A MongoDB server v2.4.x or v2.2.x should be already running in the default port. Create a collection as below in the command shell.

mongo
use mydb
db.createCollection("things")
db.things.insert( { id: 1, name: "Document1" } )

Building the sample

The sample data service named    MongoDBSample should be deployed using the instructions in the  Samples Setup section.

Running the sample

The sample can be run using any SOAP client such as the  tool that comes bundled with WSO2 EI.Tryit

Follow the steps below to demonstrate this functionality using the TryIt tool:

Log in to the management console of your server and click   under   in the navigator. The   will be listed here.List Services MongoDBSample
Click   to open the TryIt tool.Try this service
Select the relevant operation and click   to execute the commands as shown below.Send

Invoking the operation 'mongo_insert' to insert a document

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Data Integration samples is changed to <EI_HOME>/samples
./data-services/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Data Integration samples is
changed to <EI_HOME>/ .samples/data-services/resources/

https://docs.wso2.com/display/EI600/Key+Concepts#KeyConcepts-Dataintegration
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Invoking the operation 'mongo_find' to retrieve the data in the collection

Custom Datasource Sample

This sample demonstrates the use of custom datasources in a data service, using WSO2 EI.
About the data service
Building the sample
Running the sample

About the data service

The InMemoryDSSample used here consists of the following custom datasource implementations:

 (custom tabular datasource) implemented using the org.wso2.carbon.dataservices.core.custom.datasource.InMemoryDataSource org.wso2.carbo
 interface.n.dataservices.core.custom.datasource.TabularDataBasedDS

(custom query datasource) implemented using the org.wso2.carbon.dataservices.core.custom.datasource.EchoDataSource org.wso2.carbon.datas
 interface.ervices.core.custom.datasource.CustomQueryBasedDS

Building the sample

The sample data service InMemoryDSSample  should be deployed using the instructions in  Samples Setup section.

Running the sample

The sample service can be run using the  TryIt tool, which is bundled with WSO2 EI, or a code-generated java client sample as discussed in the Data
 Services Clients section.

Follow the steps below to demonstrate this functionality using the TryIt tool: 

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Data Integration samples is changed to <EI_HOME>/samples
./data-services/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Data Integration samples is
changed to <EI_HOME>/ .samples/data-services/resources/

https://svn.wso2.org/repos/wso2/carbon/platform/branches/turing/components/data-services/org.wso2.carbon.dataservices.core/4.2.4/src/main/java/org/wso2/carbon/dataservices/core/custom/datasource/InMemoryDataSource.java
https://svn.wso2.org/repos/wso2/carbon/platform/branches/turing/components/data-services/org.wso2.carbon.dataservices.core/4.2.4/src/main/java/org/wso2/carbon/dataservices/core/custom/datasource/TabularDataBasedDS.java
https://svn.wso2.org/repos/wso2/carbon/platform/branches/turing/components/data-services/org.wso2.carbon.dataservices.core/4.2.4/src/main/java/org/wso2/carbon/dataservices/core/custom/datasource/TabularDataBasedDS.java
https://svn.wso2.org/repos/wso2/carbon/platform/branches/turing/components/data-services/org.wso2.carbon.dataservices.core/4.2.4/src/main/java/org/wso2/carbon/dataservices/core/custom/datasource/EchoDataSource.java
https://svn.wso2.org/repos/wso2/carbon/platform/branches/turing/components/data-services/org.wso2.carbon.dataservices.core/4.2.4/src/main/java/org/wso2/carbon/dataservices/core/custom/datasource/CustomQueryBasedDS.java
https://svn.wso2.org/repos/wso2/carbon/platform/branches/turing/components/data-services/org.wso2.carbon.dataservices.core/4.2.4/src/main/java/org/wso2/carbon/dataservices/core/custom/datasource/CustomQueryBasedDS.java
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Log in to the management console of your server and click   under   in the navigator.List Services
The InMemoryDSSample should be listed.
Click   to open the TryIt tool for the InMemoryDSSample.Try this service
Select the relevant operation and click   to execute the command. Send The service contains the following operations:

"addVehicle": This operation adds a new vehicle to the datasource.

 
"getOldVehicles": This gives all the vehicles added with the year greater than 1970.

 
"getAllVehicles": This operation returns all the vehicles added in the datasource.

 
"getVehicleById": This operation gives the vehicle information which matches with the provided id. 
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"getAllUsers": This operation returns the user information stored in the datasource.

 
"echo1" and "echo2": This operation returns the entered values.

RDF Sample
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RDF is a flexible and extensible way to represent information about web resources.  This sample demonstrates the usage of an RDF file as a data source
for data services in WSO2 EI.

About the sample

The RDF file ( ), stored in the   folder contains data about some popular movies. EachMovies.rdf <EI_HOME>/samples/data-services/resources/
movie data has the following sub elements: "title", "director", "year", "genre" and "actor". The sample data service used in this demonstration (RDFSampleS

 contains two operations namedervice.dbs)   andgetAllMovieData  getMoviesByGenre.  

See Data Services and Resources for a definition of data services and operations.

Building the sample

The sample data service named    RDFSampleService should be deployed using the instructions in Samples Setup.

Executing the sample

The sample service can be run using the  TryIt tool, which is bundled with the WSO2 EI, or a code-generated java client sample as discussed in the Data
 Services Clients section. 

Follow the steps below to demonstrate this functionality using the TryIt tool:

Log in to the management console of your server and click   under   in the navigator. The   will be listed here.List Services RDFSampleService
Click   to open the  tool.Try this service TryIt
Select the " " operation and click  to execute the request. You will get details on all movies in the response as shown below.getAllMovieData Send

Select the " operation to retrieve movie information based on the genre provided in the request."getMoviesByGenre  

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Data Integration samples is changed to <EI_HOME>/samples
./data-services/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Data Integration samples is
changed to <EI_HOME>/ .samples/data-services/resources/

https://docs.wso2.com/display/EI600/Key+Concepts#KeyConcepts-Dataintegration
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Expose data as RDF

Data service can expose data in RDF format by setting RDF as the output mapping type. This sample demonstrates how data is exposed in RDF format
using a data service deployed in WSO2 EI.

About the sample

This sample uses an excel sheet as the datasource. The  file, stored in the  folderProducts.xls <EI_HOME>/samples/data-services/resources/
is used to get the data. This datasource contains details of the products manufactured in an automobile company. Products refer to cars/motorcyles. The

. data table has the following columns: "ID", "Name", "Classification" and "Price" The sample data service used in this demonstration (ExposeAsRDFSampl
 contains a REST resourcee.dbs)  which lists down all the products that are manufactured in the company.

See  for details.Data Services and Resources

Building the sample

The sample data service named   RDFExposeAsRDFSample should be deployed in the EI instance using the instructions in Samples Setup.

Running the sample

The service can be invoked in REST-style via curl ( ). The following command can be executed in the command line to retrieve thehttp://curl.haxx.se
product info (stored in the  in RDF format. file)<EI_HOME>/samples/data-services/resources/Products.xls

curl -X GET
http://localhost:9763/services/RDFExposeAsRDFSample/vehicles

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Data Integration samples is changed to <EI_HOME>/samples
./data-services/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Data Integration samples is
changed to <EI_HOME>/ .samples/data-services/resources/

https://docs.wso2.com/display/DSS322/Data+Services+and+Resources
http://curl.haxx.se/
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OData Sample

Exposing a database as an OData service eliminates the need to define queries, operation etc. to access the information in the database. OData (Open
Data Protocol) is an OASIS standard that defines the best practice for building and consuming RESTful APIs. You can easily expose databases as an
OData service using WSO2 Enterprise Integrator (WSO2 EI).

About the sample
Building the sample
Executing the sample

About the sample

This OData sample was generated to work with the default h2 database (  is used for samples in WSO2 EI product. This), whichDATA_SERV_SAMP.h2.db
database is stored in the  directory. The details of this database are as follows:<EI_HOME>/samples/data-services/dbs/odata

Driver class: org.h2.Driver
JDBC URL:  jdbc:h2:file:./samples/database/DATA_SERV_SAMP

Tables in the DB:

CUSTOMERS
ACCOUNTS
PAYMENTS
ORDERS
PRODUCTLINES

Note that WSO2 EI is shipped with the following changes to what is mentioned in this documentation:

<PRODUCT_HOME>/repository/samples/ directory that includes all Data Integration samples is changed to <EI_HOME>/samples
./data-services/

<PRODUCT_HOME>/repository/samples/resources/ directory that includes all artifacts related to the Data Integration samples is
changed to <EI_HOME>/ .samples/data-services/resources/

http://jdbch2file.
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FILES
PRODUCTS
FILERECORDS
EMPLOYEES
OFFICES
DEPARTMENT
ORDERDETAILS

Views in the DB:

USACUSTOMERS

You can find the DDL of these sql tables in  folder.<EI_HOME>/samples/data-services/sql/h2

Building the sample

.The sample data service named  should be deployed and the server should be started using the instructions inODataSampleService  Samples Setup

Executing the sample

You can easily invoke the service using HTTP requests. See the following examples.

To get the service document:

GET http://localhost:8280/odata/ODataSampleService/default 
Accept : application/json

To get the metadata of the service:

GET http://localhost:8280/odata/ODataSampleService/default/$metadata
Accept : application/xml

To read customer details:

GET http://localhost:8280/odata/ODataSampleService/default/CUSTOMERS
Accept : application/json

To read customer details from the 'USACUSTOMERS'   in the database send the request as shown below. Note that database views canview , 
only be used with GET requests.

GET http://localhost:8280/odata/ODataSampleService/default/USACUSTOMERS
Accept : application/json

To add accounts details, send the HTTP request as shown below. In this example, we will be creating an account ID named "1".

If you want to invoke the OData services using the HTTPS protocol, use the 8243 port. For an example: https://localhost:8243/odata/
ODataSampleService/default

https://docs.wso2.com/display/EI600/Samples+Setup
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POST http://localhost:8280/odata/ODataSampleService/default/ACCOUNTS
Accept: application/json

Content-Type: application/json
Prefer : return=representation

{ "BALANCE" : 12.22 ,"ACCOUNTID" : 1 }

To delete account details, send the HTTP request as shown below. In this example, we will be deleting the account ID "1".

DELETE

http://localhost:8280/odata/ODataSampleService/default/ACCOUNTS(1)
Accept: application/json

To update account details:

PUT  http://localhost:8280/odata/ODataSampleService/default/ACCOUNTS(1)
Accept: application/json

{ "BALANCE" : 12.22 }

To invoke a particular query, send the HTTP request as shown below. In this example, we will receive the city and phone numbers of customers.

GET 

http://localhost:8280/odata/ODataSampleService/default/CUSTOMERS?$selec
t=CITY,PHONE

Accept: application/json

To filter information based on a query, send the HTTP request as shown below. In this example, we will receive the employee details connected to
the 'Nantes' city.

GET

http://localhost:8280/odata/ODataSampleService/default/CUSTOMERS?$filte
r=CITY eq 'Nantes'

Accept: application/json
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Business Process Profile Samples

Following samples demonstrate the Business Process capabilities of WSO2 EI.

BPMN Samples
BPEL Samples
Human Task Samples

BPMN Samples

The samples in this section are specific to BPMN processes in WSO2 BPS.

Deploying samples

Log into the Management Console of WSO2 BPS. 
Navigate to  >  > .Processes Add BPMN
Upload the relevant  artifact of the sample located in the   directory..bar <EI_HOME>/samples/business-process/bpmn
Navigate to  >  >  where you can see the deployed BPMN artifact.Processes List BPMN
Click on  to activate the process.Start

Running the samples

The samples are deployed in the WSO2 BPS Management Console through which you can view the instance details once the samples are deployed. How
ever, the process of running the samples (user actions) is performed through the BPMN Explorer. This can be accessed using the following URL: https://loc
alhost:9445/bpmn-explorer/. Deployed processes are listed under the  tab.PROCESSES

List of available samples

Conditional Branching
Java Service Task
Parallel Branching
User Task
Call Activity Sample
Manual Task sample
Receive Task
Script Task
Subprocess Task
Substituting Users
XML and JSON Support Sample

Call Activity Sample

The Call Activity Sample ( ) can be found in the  directory. It  CreditApprovalProcess.bar <EI_HOME>/samples/business-process/bpmn
consists of two BPMN processes:

CallActivitiSample process
loanCheck process

In this particular scenario, the CallActivitySample process invokes the independent LoanCheck process to verify the loan. All tasks in this scenario have
been assigned to the admin (username:admin, password:admin) for the purpose of demonstrating the usage.

Flow of the sample 

The user is given a form to fill that includes his/her name and salary.

Required pre-requisite to try out BPMN samples
Create a user with the following username and password: (kermit/kermit) in order to try out the provided samples. See  foradding users
information on how to do this. In addition to this, create the following users. These users do not require any specific role, a role with
login and BPMN permissions is sufficient.

- client
- customer
- manager
- inspector
- clerk

https://10.100.5.65:9445/bpmn-explorer/
https://10.100.5.65:9445/bpmn-explorer/
https://docs.wso2.com/display/ADMIN44x/Configuring+Users


WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 2187

2.  

3.  

Using the call activity, the loanCheck process is invoked, which checks whether the user is eligible for a loan.

The user must verify the salary and the status of the loan.

Main process

The following diagram illustrates the flow of the main process as described above. 

Process invoked by the call activity

The following diagram illustrates the process invoked by the Call Activity. This process (loanCheck) is an independent process that can be reused by any
other process.  

The XML code snippet for the call activity in the main process is as follows:

<callActivity id="callActivity" name="CallActivity"
calledElement="loanCheck_1">
    <extensionElements>
        <activiti:in source="salary" target="salary"></activiti:in>
        <activiti:out source="status"
target="loanStatus"></activiti:out>
    </extensionElements>
</callActivity>

Properties and Variables Description

Condition: If the salary of the user > 100000, the loan is approved. Otherwise, the loan is rejected. 
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calledElement This property references a process definition by its key. Here, it references the ID of the process that is to be
invoked.

  <calledElement=" "><process-to-call>

salary When the subprocess starts, the value of the  variable is passed/copied from the main process to the "salary" "s
 variable in the subprocess.alary"

loanStatus When the subprocess has finished executing, the value of the “ ” variable in subprocess is passed/copied tostatus
the “ ” variable in the main process.loanStatus

Running the call activity sample

Follow the steps in   to deploy the sample using the WSO2 BPS management console. Deploying BPMN Samples
Log in to the BPMN Explorer using the admin/admin credentials.
Select the   tab to view the task in the task list.PROCESSES

Click the   button next to the CallActivitiSample.Start
Select the  tab. You will see that a task has appeared on the list.  Complete this task to obtain credit information.MY TASKS

Click the provided task and enter the required details (e.g., name and salary). 
Select the  tab. You will see that another task has now appeared on the list. Complete this task to verify the loan.MY TASKS

Once you have completed the task, another task will appear on the list. This task indicates whether the load was approved or rejected.

Conditional Branching

The conditional branching sample ( ) can be found in the   directory.   LoanApprovalProcess.bar <EI_HOME>/samples/business-process/bpmn

Note: The process definition of the subprocess is resolved at runtime, i.e., the subprocess can be
deployed independently from the calling process if required.

https://docs.wso2.com/display/EI6xx/BPMN+Samples#BPMNSamples-DeployingSamples
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Flow of the sample

In this sample scenario, a loan approval process is displayed.

The clerk user fills the required details (income and loan amount), which is then sent for confirmation.
At the exclusive gateway, if the loan amount is higher than 50,000, a request is sent to the clerk user to revise the loan amount. In this case, the
user can revise and resubmit the loan application.
If the loan amount does not exceed 50,000, the "review application" task is triggered and the manager user can approve the loan application. 

The following XML code snippet is the  definition of the exclusive gateway that declares the condition mentioned above.LoanProcess.bpmn

<sequenceFlow id="flow4" sourceRef="exclusivegateway1"
targetRef="usertask3">
    <conditionExpression
xsi:type="tFormalExpression"><![CDATA[${loanAmount>50000}]]></condition
Expression>
</sequenceFlow>

Running the sample

Follow the steps in   to deploy the sample using the WSO2 BPS management console. Deploying BPMN Samples
Log in to the using the clerk/clerk credentials.BPMN Explorer 
Select the   tab to view the task in the task list.PROCESSES

Click the   button next to the LoanApprovalProcess sample. Start
Fill in the required details (i.e., income and loan amount) and click .Start

Note:  is the id of the "revise amount" task. At the declaration of the exclusive gateway,  is defined as the default. This makesusertask3 flow3
"review application" the default task that will be executed after the condition.

<exclusiveGateway id="exclusivegateway1" name="Exclusive Gateway" default="flow3"></exclusiveGateway>

https://docs.wso2.com/display/EI6xx/BPMN+Samples#BPMNSamples-DeployingSamples
https://localhost:9443/bpmn-explorer/
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If the loan amount is less than 50,000, login to the bpmn-explorer using the manager/manager credentials and select the   tab. You willMY TASKS
see the that another task has appeared on the list to inform the manager.

If the loan amount is more than 50,000, logout and login to the bpmn-explorer using the clerk/clerk credentials and select the  tab. MY TASKS  You
 will see the that another task has appeared in the list to revise the loan amount. 
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8.  After submitting revised amount, a task will get created to the manager to approve/reject the request.



WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 2192

8.  

1.  
2.  

3.  

Java Service Task

The  file relevant for this sample is the   found in the   directory. .bar SimpleCalculator.bar <EI_HOME>/samples/business-process/bpmn

Flow of the sample

In this sample scenario, a service task is executed to perform a calculation based on the user input.

The clerk user is provided with a form to input two numbers.
Once the user completes providing input, an addition calculation is performed by a service task ( ) and theSimpleCalculator.addNumbers
final result is displayed.
Finally, the clerk user can confirm the provided result from the 'User Task' created.

The following code block shows the content of the  class, that is used in this service task.addNumbers.java
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package performCalculationBPMN;
 

import org.activiti.engine.delegate.DelegateExecution;
import org.activiti.engine.delegate.JavaDelegate;

import java.lang.Long;
 

public class NumberAdder implements JavaDelegate {
 

    public void execute(DelegateExecution execution) throws Exception {
 

        int number1 = Integer.parseInt((String)
execution.getVariable("number1"));

        int number2 = Integer.parseInt((String)
execution.getVariable("number2"));

        int result = number1 + number2;
        execution.setVariable("result", "" + result);

 
    }

}

By implementing the ‘execute’ method of the JavaDelegate interface, the input provided by the user task (add input) can be rendered. Finally, after the
calculation is performed, the result is set to variable ‘result’, which will be used in the ‘Confirm answer’ user task, to display the result.

Running the sample

Follow the steps in   to deploy the sample using the WSO2 BPS management console. Deploying BPMN Samples
Login to the BPMN-explorer using clerk/clerk credentials. 
Select the  tab to view the deployed sample. PROCESSES

Click  and fill the form that appears with the numbers that are to be calculated. Start 

The result will be displayed under the  tab as seen below. MY TASKS

https://docs.wso2.com/display/EI6xx/BPMN+Samples#BPMNSamples-DeployingSamples
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Manual Task sample

The  file relevant for this sample is  found in the   directory..bar  PizzaOrderProcess.bar <EI_HOME>/samples/business-process/bpmn

The sample scenario is,

The user (admin) places an order via filling the form to order pizza.
Once the form is filled by the user, the order must be confirmed by filling another form.
In the   task, the user has to fill the amount for the pizza order.Deliver Pizza
After completing the   task by filling the amount, the order details are displayed to the user.Deliver Pizza

Running the manual task sample

Follow the steps in   to deploy the sample using the WSO2 BPS management console. Deploying BPMN Samples
Log in to the BPMN Explorer using the admin/admin credentials.
Access the   tab to view the task in the task list.PROCESSES

 
Click the   button next to the manual task sample.Start
Navigate to the   tab to open the task and claim it.CLAIMABLE TASKS
Once the above step is done, a task appears in the   tab.MY TASKS

 
Access this task and fill the form with the required details.
Navigate to the   tab to open the new task and fill out the order details form.CLAIMABLE TASKS

https://docs.wso2.com/display/EI6xx/BPMN+Samples#BPMNSamples-DeployingSamples
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Claim that task and on completion, another new task confirming your delivery will be available under  . You can claim thisCLAIMABLE TASKS
task and view the details to complete the process.

Once this is claimed, the following form is displayed for the Status of Order Delivery task.
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Parallel Branching

The .bar file relevant for this sample is  found in the   directory.OrderApprovalProcess.bar  <EI_HOME>/samples/business-process/bpmn

Flow of the sample

In this sample, an inclusive gateway is used to perform parallel branching.

The customer user starts the process and enters the following order details: username, order id, paid amount.
The 'accept payment details' task is sent to the manager user with the paid amount and username.
The 'confirm order details' task is sent to manager user with the order ID and username.
Once the above tasks are completed, the order is approved and sent for delivery. A task will be sent to the customer user to notify the order
availability.

The declaration of the parallel gateways is as follows. 

<parallelGateway id="parallelgateway1" name="Parallel
Gateway"></parallelGateway>
<parallelGateway id="parallelgateway2" name="Parallel
Gateway"></parallelGateway>

The flow execution of the paths is declared as shown below.   refers to accept payment details, whereas   refers to confirm orderusertask1 usertask2
details. 

<sequenceFlow id="flow2" sourceRef="parallelgateway1"
targetRef="usertask1"></sequenceFlow>
<sequenceFlow id="flow3" sourceRef="parallelgateway1"
targetRef="usertask2"></sequenceFlow>
 
<sequenceFlow id="flow4" sourceRef="usertask2"
targetRef="parallelgateway2"></sequenceFlow>
<sequenceFlow id="flow5" sourceRef="usertask1"
targetRef="parallelgateway2"></sequenceFlow>

Running the sample

Follow the steps in   to deploy the sample using the WSO2 BPS management console. Deploying BPMN Samples
Login to the BPMN explorer using customer/customer credentials.
Select the   tab to view the process in the process list. PROCESSES
Click   and fill in the form that appears with the order detailsStart

https://docs.wso2.com/display/EI6xx/BPMN+Samples#BPMNSamples-DeployingSamples
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4.  

5.  
6.  

7.  
8.  
9.  

10.  

Logout and Login as the manager using manager/manager credentials.
Select the MY TASKS tab. You will see two approval tasks for the order and payment details, as seen below.

Enter the relevant details in each of the tasks.
Login to the management console and navigate to Instances>BPMN.
Click on the Instance ID of the Parallel Order Process.

You will now be able to view a more detailed BPMN process instance with its process state diagram which will display the current active position of
the instance in red. 
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10.  

1.  
2.  
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3.  

4.  
5.  

6.  

Receive Task

A Receive Task is a simple task that waits for the arrival of a certain message, i.e., the process will stay in this wait state until a specific message is
received by the engine, which triggers the continuation of the process. The sample related to this task is the  found in the  BuyProduct.bar <EI_HOME>/s

directory. amples/business-process/bpmn

Flow of the sample

This sample executes as follows:

The user (admin) fills the details of the product, including the product name and quantity.
The receive task waits for a signal. Once a signal is received by the receive task, the process will continue to the next task.
The user confirms/gets the product details.

Running the sample

Follow the steps in   to deploy the sample using the WSO2 BPS management console. Deploying BPMN Samples
Log in to the BPMN Explorer using the admin/admin credentials.
Access the   tab to view the task in the task list.PROCESSES

Click the   button next to the receive task sample.Start
Once the above step is done, a task appears in the   tab.MY TASKS

Fill the form associated with the task and click  .Complete

https://docs.wso2.com/display/EI6xx/BPMN+Samples#BPMNSamples-DeployingSamples
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6.  

1.  

2.  
3.  

4.  
5.  

After completing the first task, i.e., after filling the details of the product, send a message to the engine that triggers the process to continue after the receive
task. 

Get the execution ID of the process instance using:
GET bpmn/runtime/executions ( )https://localhost:9443/bpmn/runtime/executions
Identify the exucution ID of the execution with the task id "waitTask".
After getting the execution ID, use this REST call to signal the specific execution:
PUT bpmn/runtime/executions/{executionId} 

Request body (signal an execution):
{ "action":"signal" }
Then a message will be sent to the engine, and the receive task will be triggered which will allow the process to continue further.
There will be a user task created after receiving the message.

Script Task

The Activiti engine supports script tasking via Groovy and JavaScript. JavaScript gets executed via the Rhino Engine and Groovy gets executed by the
Groovy Engine.

The   file relevant for this sample is   found in the   directory..bar OrderDeliveryProcess.bar <EI_HOME>/samples/business-process/bpmn

Flow of the sample

JDK comes with default support for JavaScript. However, to execute Groovy, you need to add the  to the JAR file for the Groovy Engine <EI_HO
 directory and restart the Business Process profile of WSO2 EI to try this sample.ME>/wso2/lib/endorsed

https://10.100.7.36:9443/bpmn/runtime/executions
https://docs.wso2.com/download/attachments/119129872/groovy-all_2.3.9%20%281%29.jar?version=1&modificationDate=1558091383000&api=v2
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2.  
3.  

In this sample scenario,

The customer user sends an order request with details such as order name and summary.
This data is filtered from the script task.
If the summary field contains ‘local’, the order request will be sent to the 'local delivery' task.
Finally, the customer user will get a notified task that his order was sent to delivery.

The following code block is the groovy script task used in this sample.

<script>
           def searchString  = 'local'
           def replacement = 'This is a local request’
           def filteredSummary =  
orderSummary.replaceAll(searchString, replacement)
           execution.setVariable('orderSummary', filteredSummary)
</script>

Running the sample

Follow the steps in   to deploy the sample using the WSO2 BPS management console. Deploying BPMN Samples
Login to the BPMN explorer as a customer using the customer/customer credentials.
Select the   tab to view the task in the task list.PROCESSES

orderSummary is the variable that contains the summary value entered by the user in the 'issue order request' task.

https://docs.wso2.com/display/EI6xx/BPMN+Samples#BPMNSamples-DeployingSamples
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3.  

4.  

5.  

Click the   button and fill in the form that appears with the order details.Start

A task notification will be displayed under the  tab, showing which delivery option was taken. MY TASKS

Subprocess Task

The .bar file relevant for this sample is  .<EI_HOME>/samples/business-process/ /bpmn TrainTicketValidationProcess.bar
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This sample explains the use of a sub process.

A customer enters user name, platform Id, and destination in a form.
Once the details are completed, a sub process is invoked to validate the provided details.
Under ‘check ticket details’, the inspector user does the validating based on the following details: name, destination.
Under ‘check boarding details’, the inspector user does the validating based on the following details: name, platform id.
Once both these tasks are completed, the user can board the train. A user task will be available for customer user with successful departure.
If both these tasks are not completed within the allocated time (1 minute in this sample), the user will fail to board the train. A user task will be
available for customer on failure info.

User Task

The .bar file relevant for this sample is  .<EI_HOME>/samples/business-process/bpmn/vacationRequestProcess.bar

This is an example of a user task.

A vacation request form that includes name, number of days and reason is filled and sent by the user clerk.
Next, the vacation request details are sent to the manager user for approval as a User Task for manager.
Log in as 'manager' and the task will be appeared in the 'My Tasks' tab of 'BPMN Explorer'.

Follow the steps in   to deploy the sample using the WSO2 BPS management console. Deploying BPMN Samples

Follow the steps in   to deploy the sample using the WSO2 BPS management console. Deploying BPMN Samples

https://docs.wso2.com/display/EI6xx/BPMN+Samples#BPMNSamples-DeployingSamples
https://docs.wso2.com/display/EI6xx/BPMN+Samples#BPMNSamples-DeployingSamples
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Substituting Users
User substitution involves defining a substitute for a particular user for a given time window. This functionality is particularly useful in BPMN User
Tasks when the original task assignee becomes unavailable for a period of time. For example, in a situation if the task assignee (user1) goes on
vacation, substitution will work as follows.

User1 can define a substitute user for the time period that he/she will be unavailable. 
Once this substitution period starts, all the existing tasks of user1 are transferred to the substitute to user2 as a bulk reassignment. 
From this point onwards, any new tasks that are going to be assigned to user1 will be assigned to user2 instead. 
The substitute user (i.e., user2) will also be added as a candidate user to all the existing tasks, for which the original assignee (i.e., user1) is a
candidate user.

The below sections demonstrate how to use the sample, which is shipped with WSO2 EI, to simulate this BPMN user substitution feature via the BPMN
Explorer. 

Creating the users
Deploying the sample
Enabling user substitution
Trying out the sample

Creating the users

Follow the steps below to create the two users.

Log in to the Management Console of the Business Process profile.
Click Configure  Users and Roles  Add  Add New User.
Enter the below details to create a user called user1 and click Next.

In the next screen, assign the user to the admin role and click Finish.

Alternatively, you can use the BPMN substitution APIs to add, update and look up for substitution information. For more information, see BPMN
.REST API
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4.  

5.  Repeat the above steps to create  as shown below.user2
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5.  

You vire the users created as shown below.

Setting user substitution permissions
Normally, a user has permission to add update and view his/her own substitution records and to view the substitution records where he/she acts as a
substitute. Since you added the admin role for both user1 and user2 above, all these permissions are granted on them by default. Neverthless, if you
created a user with some other role, you need to grant the ' ' permission to thatAdmin Permissions  Manage  BPMN  Manage BPMN Substitutions
user, to view and change substitution records of other users as shown below.



WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 2206

1.  
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Deploying the sample

Follow the steps below to deploy the sample.

Login to the Management Console as the admin, using admin/admin credentials. 
Navigate to   and upload the   filProcesses  Add   BPMN bpmn/UserTaskCreatorProcess.bar<EI_HOME>/samples/business-process/
e.

You view the process deployed as shown below.

Enabling user substitution

Follow the steps below to enable user substitution.

Point your DBMS to the database, which stores data related to the BPMN Engine, and execute the <EI_HOME>/wso2/business-process/db
based on your Database type. scripts/bps/bpmn/create/  database script, activiti.<DB_Name>.create.substitute.sql
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1.  

2.  

1.  
2.  

3.  

Open the  file in the   and uncomment the following configuration.<EI_HOME>/wso2/business-process/conf/activiti.xml

<bean id="userSubstitutionConfiguration">    <property name="enabled"
value="true"></property>
    <property name="enableTransitivity" value="false"></property>
    <property name="activationInterval" value="60"></property>
</bean>

User substitution properties

The below table describes the properties of the above user substitiue configuration.

Property Value Description

enabled true Set to true to enable the substitution feature.

enableTransitivity true Set to true to enable substitution to transitive
substitutes if the provided substitute is not
available.

activationInterval <scheduler running interval in minutes> A scheduler is running to activate scheduled
substitutions and update transitive substitutes if
transitivity is enabled. Specify the time interval in
minutes that the scheduler should run. The
scheduler activates a given substitution in the
time frame specified here.

Trying out the sample

Follow the steps below to try out how to substitute user1 with user2.

Log in to the BPMN explorer as the admin using admin/admin credentials.
Click   in the top menu, and click the PROCESSES Start option of the  .User task Creator Process

This creates the table, which stores data related to user substitution.  if you are using the standalone WSO2 EISkip this step
distribution to run this sample.

When you enabling transitivity, the
engine tries and finds a transitive
substitute by going through the
available substitution records and
picks the best available user as the
substitute. However, if the system
could not find a proper substitute (i.e.,
there is a cyclic dependency between
substitutions), it will return an error,
rejecting the substitution request. This
rejection is possible only for the
substitutions that start just after the
substitute request. For a scheduled
substitution, if the engine ends up
without a proper substitute, the tasks
of the user will be assigned to the ‘task
owner’. If the task owner is not
defined, the assignee will be removed
from the tasks, and thereby, the tasks
become claimable.
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Start a few process instances of the  by giving ‘user1’ as the assignee. User task Creator Process

Log out as admin and log in as "user1" on the BPMN explorer using the relevant credentials. 

Select the   tab. You will see a few tasks listed that are assigned to user1.My Tasks

Select the   tab and click   Enter "user2" as the substitute user and enter start and end times.  Substitutions Add Substitute.
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6.  

You view the substitution record you just added listed under the My Substitutions Information section. 

Viewing substituted assignees

The section lists the substitution records where you (the logged in user) is a substitute for another user. For example, Substituted Assignees 
if you add the admin user as a substitute for user1, the record will be added as shown below.
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8.  

9.  
10.  

11.  

Using the Substitutions Admin view

Click on the   button,  You view all substitution records ofGo to Substitutions Admin View to manage user substitutions via the Admin View.
all users (i.e, not just the currently logged in user) listed under the   section. Substituted Assignees

Click on the relevant row to update an existing substitution record. 
Click   to deactivate it a substitute. Deactivate
Click on the   button to add a new substitution for any user.Add Substitute

Click the    tab. You will see that there are no tasks for user1 anymore. All the existing tasks that were assigned to "user1" haveTASKS My Tasks
been substituted to "user2" due to your substitution request. 
Log out as "user1" and log in as "user2" and select the   tab. Now, you view the tasks with the name "User task for user1" assigned toMy Tasks
"user2".

Log in as admin and start a few task instances for user1 again and log out.
Log in as "user2" and click . You view that the tasks you just assigned to "user1" are assigned to "user2" instead. This isTASKS  My Tasks
because future tasks are also being reassigned according to the substitution record.
Log in again as "user1" and select the   tab. Click on the   button. This will disable the existing substitution record. NowSubstitutions Deactivate
the substitution view will look as follows.

This button is only visible when the role of the user is granted with the  Go to Substitutions Admin View Substitution permissions
when creating it.
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3.  
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1.  
2.  

Log in as admin and start a few task instances giving "user1" as the assignee again and log out.
Log in as "user1" again and click . You view that these tasks are now available for user1 since the substitution was disabled inTASKS  My Tasks
the above step.

XML and JSON Support Sample

The .bar file relevant for this sample is .XMLVariableTypeUsageProcess.bar

Flow of the sample

This sample is based on a bookstore to handle pending arrivals of books.

Get the list of pending arrivals..
If there are no pending arrivals, a message stating "No Pending Arrivals" is printed. 
If there are pending arrivals, a user task is triggered and assigned to the admin to add a new book.

The new book is added to the book list.
The last  prints the book list.service task

Deploying and running the sample

Login to the  as the admin, using admin/admin credentials.management console 
Navigate to   and upload the  file found in the Processes > Add > BPMN  XMLVariableTypeUsageProcess.bar <EI_HOME>/samples/busin

 directory.ess-process/bpmn

The following code snippet shows the above condition using the XML variable. 

{xmlDoc.xPath("/bookstore/pendingArrivals/text()") > 0}

http://addons.avisi.com/git-for-confluence/documentation/
https://localhost:9443/carbon/
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Login as admin on the  using admin/admin credentials.BPMN explorer 
Select the  tab and start a two process instance of the XMLVariableType process; one with the  field set to 0Processes  Pending Arrivals Count
and another one with the  set to 1. Pending Arrivals Count
Select Tasks>My Tasks tab and you will see that the process instance you started with a pending arrivals count of 1 will appear on the task list as
a user task.

BPEL Samples

The following topics include samples depicting specific BPEL scenarios of the WSO2 EI.

Synchronous and Asynchronous Service Invocations
HelloWorld Sample
If Construct
While Construct
ForEach Construct
RepeatUntil Construct
Pick Construct
Flow and Links
Split-to-elements Function
Fault Handling
XslTransform Function
Compensation Handling
Process Correlation
BPEL Property Reader Extension

Synchronous and Asynchronous Service Invocations

Objective

This sample explains how synchronous and asynchronous interactions can be handled via BPEL.

Introducing Synchronous and Asynchronous Invocations

BPEL processes can be categorized based on how they invoke an operation of a partner service: synchronous and asynchronous. However, it is not
possible to use both methods when invoking a partner service's operation, as it is dependent on the type of the partner service operation also.

Asynchronous Interaction

Suppose a BPEL process invokes a partner service. After this invocation, the BPEL process continues to carry on with its execution process while that
partner service completes performing its operation. The BPEL process receives a response from the partner service, when the partner service is
completed.

Synchronous Interaction

Suppose a BPEL process invokes a partner service. The BPEL process then waits for the partner service's operation to be completed, and responded.
After receiving this completion response from the partner service, the BPEL process continues to carry on its execution flow. This transmission does not
apply for the In-Only operations defined in the WSDL of the partner service.

Usually asynchronous services are used for long-lasting operations and synchronous services for operations that return a result in a relatively short time.
Typically, when asynchronous Web services are used, the BPEL process too is asynchronous.

Consider an example where there are both synchronous and asynchronous interactions where . Suppose a loan approval process allows the client to
request for a loan with required documents. Then the service party first retrieves the customer information and his history using  service.CustomerInfo
Then the service party calculates the credit rate using credit rating service. It finally sends a request to  with previously-retrieved clientDILoanService
history, and the credit rating where the final decision from  may take a longer time. So we invoke  asynchronously.DILoanService DILoanService

The following diagram depicts this scenario.

https://localhost:9443/bpmn-explorer/
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When invoking a service asynchronously, we need to define two roles (  and ) for the partner link. In a synchronous interaction only myRole partnerRole p
 is need to be defined. These roles are defined in partner link type and they map to particular port types. A partner link type binds two portartnerRole

types; port type process offers( ) to a partner and port type partner offers( ) to a process. In the above example  ismyRole partnerRole DILoanService
invoked asynchronously and  has to provide a , which defines the  and another  which definesDILoanService portType partnerRole portType myRole
.

Deploying the Sample

WSO2 BPS provides a sample, which can be deployed and executed to understand the constructs. Follow the instructions below to deploy and trigger the
process.

1. Log in into BPS server management console and select "Processes -> Add" under the "Main" menu.

2. Upload the  directory. <EI_HOME>/samples/business-process/bpel/LoanProcess.zip

3. In the "Deployed Processes" window, click the "Process ID" to access its "Process Information" window.

4. Under the "WSDL Details" widget, trigger the process using the "TryIt" link to create an instance of it.

Example Usage

Refer LoanProcess.zip when going through the following descriptions.

How synchronous interaction works

In LoanProcess.bpel, the following snippet is given.

<invokename="InvokeCustomerInfo" partnerLink="CustomerInfoPL"
              operation="getCustomerSSN"
portType="ns1:CustomerInfoPortType"
                     inputVariable="customerInfoInput"
outputVariable="customerInfoOutput"/>
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Synchronous interaction is pretty simple compared to asynchronous interaction where correlations need to be defined and <receive/> retrieves the
response from the invoked service operation. To get a detailed view on how this done, refer to the following article in WSO2 Oxygen Tank: http://wso2.org/li

.brary/articles/writing-simple-ws-bpel-process-wso2-bps-apache-ode#invoke-partner-service

How asynchronous interaction works

In LoanProcess.bpel, the following snippet is given.

<invokename="Invoke" partnerLink="DILoanServicePL"
operation="getLoanOffer" portType="ns2:LoanServicePortType"
inputVariable="diLoanServiceRequest"/><receivename="ReceiveDILoanServic
e" createInstance="no" partnerLink="DILoanServicePL"
operation="onLoanOffer" portType="ns2:LoanServiceCallbackPortType"
variable="diLoanServiceResponse">  
    <correlations>
        <correlationset="correlator" initiate="no"></correlation>
    </correlations>
</receive>

In this interaction, two separate activities manage request sending and response retrieving from the external service. <invoke/> handles external service
execution and <receive/> manages the service response.

Let's analyze what's meant by each parameter.

<invokename="Invoke" partnerLink="DILoanServicePL"
operation="getLoanOffer" portType="ns2:LoanServicePortType"
inputVariable="diLoanServiceRequest"/>

1. partnerLink="DILoanServicePL" - This partner link is defined at <partnerLinks/> in the BPEL.

<partnerLinks>  
     <partnerLinkname="DILoanServicePL"
partnerLinkType="ns2:LoanServicePT" partnerRole="LoanServiceRole"
myRole="LoanServiceClientRole"/></partnerLinks>

The two roles, are defined at  partner link type. For example, in LoanService.wsdlLoanServicePT

<plnk:partnerLinkTypename="LoanServicePT">
     <plnk:rolename="LoanServiceRole"
portType="tns:LoanServicePortType"/>   
     <plnk:rolename="LoanServiceClientRole"
portType="tns:LoanServiceCallbackPortType"/>
</plnk:partnerLinkType>

The assigned  for each role is in-only portTypes where each provides the operation to handle the request or to send the response. InportType
LoanService.wsdl

http://wso2.org/library/articles/writing-simple-ws-bpel-process-wso2-bps-apache-ode#invoke-partner-service
http://wso2.org/library/articles/writing-simple-ws-bpel-process-wso2-bps-apache-ode#invoke-partner-service
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<portTypename="LoanServicePortType"><operationname="getLoanOffer"><inpu
tname="input"

message="tns:getLoanOfferRequest"/></operation></portType><portTypename
="LoanServiceCallbackPortType"><operationname="onLoanOffer"><inputname=

"input" message="tns:getLoanOfferResponse"/></operation></portType>

2. operation="getLoanOffer" & Operation determines which operation to be invoked in theportType="ns2:LoanServicePortType" - 
particular WSDL's , which was determined by  attribute previously.portType partnerLink

3. inputVariable="diLoanServiceRequest" - Values of this attribute determine the incoming messages for the partner Web service. So the
variable specified by the inputVariable attribute value must be compatible with the message type specified in the <  /> element of the particularwsdl:input
WSDL's operation.

As mentioned, <receive/> manages the service response. Let's understand the functionality of each parameter and <correlations/>. For example, in
LoanProcess.bpel,

<receivename="ReceiveDILoanService" createInstance="no"
partnerLink="DILoanServicePL" operation="onLoanOffer"
portType="ns2:LoanServiceCallbackPortType"
variable="diLoanServiceResponse"><correlations><correlationset="correla
tor" initiate="no"></correlation></correlations></receive>

4. createInstance="no" - Determines whether to create a process instance when a message is received, or not.

5. partnerLink="DILoanServicePL" - An essential attribute in a <receive /> element. This determines the WSDL's portType to be chosen based on
the partnerLinkType attribute and the myRole attributes defined in the particular <partnerLink /> element. For example, in LoanProcess.bpel,

<partnerLinks><partnerLinkname="DILoanServicePL"
partnerLinkType="ns2:LoanServicePT" partnerRole="LoanServiceRole"
myRole="LoanServiceClientRole"/></partnerLinks> .........
<receivename="ReceiveDILoanService" createInstance="no"
partnerLink="DILoanServicePL" operation="onLoanOffer"
portType="ns2:LoanServiceCallbackPortType"
variable="diLoanServiceResponse"><correlations><correlationset="correla
tor" initiate="no"></correlation></correlations></receive>

6. operation="onLoanOffer" and  - An essential attribute and determines which operation'sportType="ns2:LoanServiceCallbackPortType"
message is the matching input message.

7. variable="diLoanServiceResponse" - Where the incoming message will be stored as a BPEL process variable for further manipulation in the
BPEL process execution. This variable should be defined in a <variable /> inside <variables /> element.

8. <correlation set="correlator" initiate="no"></correlation> - In asynchronous service invocation, correlation is compulsory to
define, as it used to correlate the outgoing message from <invoke/> and incoming message to <receive/>. In this particular example, messages are
correlated by CustomerID. In LoanProcess.wsdl,

<bpws:propertyAliaspropertyName="tns:correlatorProp"
messageType="ns1:getLoanOfferResponse"

part="part"><bpws:query>/ns:CustomerInfo/ns:CustomerID</bpws:query></bp
ws:propertyAlias>

HelloWorld Sample

http://wsdlinput
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Objective

Explain the basic constructs such as <import/>, <partnerLinks/>, <variables/>.

Introducing the Constructs

<import/>

<importlocation="HelloWorld2.wsdl"namespace="http://ode/bpel/unit-test.
wsdl"importType="http://schemas.xmlsoap.org/wsdl/"/>

Used to include WSDL and XSD definitions in the BPEL definition. 

<partnerLinks/>

<partnerLinks><partnerLinkname="helloPartnerLink"partnerLinkType="test:
HelloPartnerLinkType"myRole="me"/></partnerLinks>

This is where the connections to external parties are defined. If there’s any external interaction, partner links should be defined for each of them.

For more details on creating partner links and invoking external parties, refer to the following tutorial in WSO2 Oxygen Tank: http://wso2.org/library/articles/
writing-simple-ws-bpel-process-wso2-bps-apache-ode#establish-partner-link

<variables/>

<variables>
    <variablename="myVar"messageType="test:HelloMessage"/>
    <variablename="tmpVar"type="xsd:string"/>
    <variablename="tmpDate"type="xsd:dateTime"/>
</variables>

BPEL variables are used to store the state of the process in the run-time. The type of a variable can be a WSDL message or XML schema definition. For
more details on defining, referring and modifying variables, refer to the following tutorial in WSO2 Oxygen Tank: http://wso2.org/library/articles/writing-simpl
e-ws-bpel-process-wso2-bps-apache-ode#variable-manipulation.

Deploying the Sample

WSO2 BPS provides a HelloWorld sample which can be deployed and executed to understand some of the basic constructs discussed above. Follow the
instructions below to deploy and trigger the process.

1. Log in into BPS server management console and select "Processes -> Add" under the "Main" menu.

2. Upload the  directory. <EI_HOME>/samples/business-process/bpel/HelloWorld2.zip

3. In the "Deployed Processes" window, click the "Process ID" to access its "Process Information" window.

4. Under the "WSDL Details" widget, trigger the process using the "TryIt" link to create an instance of it.

If Construct

Note
Need to define namespace prefix for the namespace of imported resource in the BPEL definition in order to refer the imported resources inside
BPEL definition.

http://wso2.org/library/articles/writing-simple-ws-bpel-process-wso2-bps-apache-ode#establish-partner-link
http://wso2.org/library/articles/writing-simple-ws-bpel-process-wso2-bps-apache-ode#establish-partner-link
http://wso2.org/library/articles/writing-simple-ws-bpel-process-wso2-bps-apache-ode#variable-manipulation
http://wso2.org/library/articles/writing-simple-ws-bpel-process-wso2-bps-apache-ode#variable-manipulation
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Objective

This sample illustrates the usage of the  construct in verifying a logical condition.<if/>

Introducing the IF Construct

<if>
   <condition>number($tmpVar)=number(2)</condition> 

      <assign name="assignError"> 
        <copy> 

           <from> 
              <literal>Worked</literal> 

           </from> 
           <to variable="myVar" part="TestPart"/> 

        </copy> 
      </assign> 

   <else> 
      <assign name="assignZut"> 

        <copy> 
           <from> 

              <literal>Failed</literal> 
           </from> 

           <to variable="myVar" part="TestPart"/> 
        </copy> 

      </assign> 
   </else> 

</if>

The  element inside  is used to implement the logical condition. Normally, an XPath expression is used.  is used to<condition/> <if/> <else/>
implement false case. In the above example, value of  variable is converted to a number and checked against number 2 as follows:tmpVar

<condition>number($tmpVar)=number(2)</condition>

Based on the  value,  element value in myVar variable will be  or .tmpVar "TestPart" "Worked" "Failed"  

Deploying the Sample

WSO2 BPS provides a sample, which can be deployed and executed to understand the IF constructs discussed above. Follow the instructions below to
deploy and trigger the process.

1. Log in into BPS server management console and select "Processes -> Add" under the "Main" menu.

2. Upload the   directory.IfCondition.zip<EI_HOME>/samples/business-process/bpel/

3. In the "Deployed Processes" window, click the "Process ID" to access its "Process Information" window.

4. Under the "WSDL Details" widget, trigger the process using the "TryIt" link to create an instance of it.

While Construct

Objective

Note
Apache ODE runtime has default support for , where the  is defined. http://www.w3.org/TR/xpath/ number($var)

http://www.w3.org/TR/xpath/
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This sample explains how to use <while/>, where sequential iterations of repetitive tasks are required.

Deploying the Sample

WSO2 BPS provides a sample, which can be deployed and executed to understand the While constructs discussed above. Follow the instructions below to
deploy and trigger the process.

1. Log in into BPS server management console and select "Processes -> Add" under the "Main" menu.

2. Upload the  directory. <EI_HOME>/samples/business-process/bpel/While.zip

3. In the "Deployed Processes" window, click the "Process ID" to access its "Process Information" window.

4. Under the "WSDL Details" widget, trigger the process using the "TryIt" link to create an instance of it.

Example Usage

Refer to the While.zip. In its example usage of the while construct, the counter variable is incremented until it's equal to 10 as follows:

<whilename="While">
   <condition><![CDATA[$counter < 10]]></condition>
   <assignvalidate="no"name="IncrementInput">
      <copy>
         <from><![CDATA[$counter + 1]]></from>
         <tovariable="counter"></to>
      </copy>
   </assign>
</while>

ForEach Construct

Objective

This sample explains the functionality of <forEach/> construct, where, user can implement repetitive tasks. The tasks can be sequential or parallel based on
 property. So <forEach/> becomes advantageous compared to <while/> or <repeatUntil/>, when the repetitive tasks are paralleled.parallel

Introducing the ForEach Construct

<forEachparallel="no"counterName="ForEachCounter">
   <startCounterValue>"1"</startCounterValue>

   <finalCounterValue>"3"</finalCounterValue>
   <scopebpmn:label="ForEach">

      <sequence>
         <assign>

            <copy>
                <from>concat($thisStartRequestMsg.body/text(),

$ForEachCounter)</from>
                <to>$thisStartRequestMsg.body</to>

            </copy>
         </assign>

       </sequence>
    </scope>

</forEach>

In this sample, 3 iterations take place based on the values of <startCounterValue/> and <finalCounterValue/>. The property  can be used ascounterName
a local variable inside the child scope to store current iteration value. In the above example,  variable value can be 1,2 or 3.ForEachCounter

Then, inside <scope/>, repetitive task can be implemented.
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Deploying the Sample

WSO2 BPS provides a sample, which can be deployed and executed to understand the ForEach constructs discussed above. Follow the instructions below
to deploy and trigger the process.

1. Log in into BPS server management console and select "Processes -> Add" under the "Main" menu.

2. Upload the  directory.<EI_HOME>/samples/business-process/bpel/ForEach.zip

3. In the "Deployed Processes" window, click the "Process ID" to access its "Process Information" window.

4. Under the "WSDL Details" widget, trigger the process using the "TryIt" link to create an instance of it.

RepeatUntil Construct

Objective

This sample explains the functionality of <repeatUntil/> construct, where the repetitive task should be executed at least once. This functionality also can be
achieved via <while/>, although the way the logical condition is used in both cases differs.

Deploying the Sample

WSO2 BPS provides a sample, which can be deployed and executed to understand the constructs. Follow the instructions below to deploy and trigger the
process.

1. Log in into BPS server management console and select "Processes -> Add" under the "Main" menu.

2. Upload the  directory. <EI_HOME>/samples/business-process/bpel/RepeatUntil.zip

3. In the "Deployed Processes" window, click the "Process ID" to access its "Process Information" window.

4. Under the "WSDL Details" widget, trigger the process using the "TryIt" link to create an instance of it.

Example Usage

Refer RepeatUntil.zip. In its example usage of the repeatUntil construct, the counter variable is incremented until it's equal to 10 as follows:

<repeatUntilname="RepeatUntil">

   <assignvalidate="no"name="IncrementCounter">
      <copy>

          <from><![CDATA[$counter + 1]]></from>
          <tovariable="counter"></to>

      </copy>
   </assign>

   <condition><![CDATA[$counter >= 10]]></condition>
</repeatUntil>

Note that the logical condition used to implement the same in  is exactly the negation used in <repeatUntil/>.<while/> construct

Note
<forEach/> can have only one <scope/> child.

https://docs.wso2.com/display/BPS320/While+Construct
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<whilename="While">
   <condition><![CDATA[$counter < 10]]></condition>

   <assignvalidate="no"name="IncrementInput">
      <copy>

         <from><![CDATA[$counter + 1]]></from>
         <tovariable="counter"></to>

      </copy>
   </assign>

</while>

Pick Construct

Objective

This sample illustrates <pick/>, where a process instance execution can be specified based on a particular received event. The received event can be
<onMessage/> or <onAlarm/>. Additionally, users have to define a correlation set and refer it in each event in order to determine the correct execution path.

Deploying the Sample

WSO2 BPS provides a sample, which can be deployed and executed to understand the Pick construct. Follow the instructions below to deploy and trigger
the process.

1. Log in into BPS server management console and select "Processes -> Add" under the "Main" menu.

2. Upload the  directory.<EI_HOME>/samples/business-process/bpel/PickOneWay.zip

3. In the "Deployed Processes" window, click the "Process ID" to access its "Process Information" window.

4. Under the "WSDL Details" widget, trigger the process using the "TryIt" link to create an instance of it.

Example Usage

Refer to PickOneWay.zip when going through the following instructions.

Defining correlation set

<correlationSets>
   <correlationSetname="CorrelationByDeck"properties="srvns:deck"/>
</correlationSets>

This property is defined in the PickService.wsdl as follows.

<vprop:propertyname="deck"type="xsd:token"/>
<vprop:propertyAliasmessageType="tns:dealDeckRequest"part="parameters"p
ropertyName="tns:deck">
    <vprop:query>tns:Deck</vprop:query>
</vprop:propertyAlias>

The property points to a particular message element which is called <Deck/> in the  message type. For example,dealDeckRequest
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<dealDeck>
    <Deck></Deck>

</dealDeck>

Once a message of the type  is received, an instance of correlation set will be created based on the value of the element <Deck/>. IndealDeckRequest
this sample, when a  message is received, a process instance is created due to . Also, a correlation setdealDeckRequest createInstance="yes"
instance is created due to .initiate="yes"

<receiveoperation="dealDeck"partnerLink="IncomingLink"variable="deckReq
uest"createInstance="yes">
    <correlations>
        <correlationinitiate="yes"set="CorrelationByDeck"/>
    </correlations>
</receive>

Suppose there's an incoming message for an operation defined in <onMessage>. Once the message is received to the process, it'll be verified with
correlation set instance. If there's an existing process instance which is compliant with the correlation set instance, then the instance will execute the
particular set of activities defined. If the incoming message's operation is "pickSpade", the partnerLink is "IncomingLink", and the incoming message is
compliant with the correlation set instance of the process instance, following activities are executed.

<onMessageoperation="pickSpade"partnerLink="IncomingLink"variable="spad
eRequest">
   
<correlations><correlationinitiate="no"set="CorrelationByDeck"/></corre
lations>
    <sequence>
       <assign>
         <copy>
           <from>
              <literal>
                  
<pickSpadeResponsexmlns="http://www.stark.com/PickService"><Deck/></pic
kSpadeResponse>
              </literal>
           </from>
           <tovariable="spadeResponse"part="parameters"/>
         </copy>

         <copy>
           <from>bpel:getVariableProperty("spadeRequest",
"srvns:deck")</from>
           <to>$spadeResponse.parameters/srvns:Deck</to>
         </copy>

       </assign>
      
<replyoperation="pickSpade"partnerLink="IncomingLink"variable="spadeRes
ponse"/>
    </sequence>
</onMessage>

Flow and Links
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Objective

This sample explains the usage of flows and links.

Introducing Flows and Links

Usually, the activities defined inside a <flow/> element can be performed concurrently, but there can be dependencies in-between activities. <links/>,
<sources/> and <targets/> are used to define synchronization dependencies in-between these activities. For more details about <links/>, <sources/> and
<targets/>, see the content below. 

<links/> can be defined in the <flow/> element as seen below. The link names can be sources or targets of the activities inside <flow/>.

<bpel:flowname="EndlessRunningFlowOfPain">

   <bpel:links><bpel:linkname="transition1"/></bpel:links>
   <bpel:sequencename="Seq1">

        <bpel:sources>
            <bpel:sourcelinkName="transition1"/>

        </bpel:sources>
        <bpel:empty/>

   </bpel:sequence>
   <bpel:ifname="IfDependOnSeq1">

        <bpel:targets>
            <bpel:targetlinkName="transition1"/>

        </bpel:targets> ....... 
   </bpel:if>

</bpel:flow>

Using <sources/> and <targets/>, you can specify "IfDependOnSeq1" activity that should be executed after Seq1. Which means the Source activity should 
be executed before Target activity.

There are optional constructs to mimic conditional behavior for the <source/> and <target/> as follows:

<transactionCondition/>

used in <source/>
initializes a logical condition for the source link based on a logical condition. For example,

<invoke...><sources><sourcelinkName="Link1"><transitionCondition>
           $tmpVar=1
        </transitionCondition></source></sources>
    ...    
</invoke>

<joinCondition/>

used in <targets/>
evaluates a logical condition
if the logical condition is true, then all the incoming sources for the defined <target/> should be true.
if the logical condition is , a  exception will be thrown (Unless the target activity hasn't false joinFailure suppressJoinFailure=tr

). For example,ue
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<invoke...>
   <targets>

     <joinCondition>
            $Link1 and $Link2

     </joinCondition>
     <targetlinkName="Link1"/>

     <targetlinkName="Link2"/>
   </targets>

</invoke>

Deploying the Sample

WSO2 BPS provides a sample, which can be deployed and executed to understand the constructs. Follow the instructions below to deploy and trigger the
process.

1. Log in into BPS server management console and select "Processes -> Add" under the "Main" menu.

2. Upload the  directory. <EI_HOME>/samples/business-process/bpel/FlowLinks.zip

3. In the "Deployed Processes" window, click the "Process ID" to access its "Process Information" window.

4. Under the "WSDL Details" widget, trigger the process using the "TryIt" link to create an instance of it.

Example Usage

Refer to FlowLinks.zip. The following diagram depicts its usage:

The sample implements a sequence of activities inside a <flow/> element, where there can be 3 execution paths based on the conditions defined in 2 and 5
in the diagram. Some of the possible execution paths are as follows.

If 's if condition is  and 's if condition is  TransitionResolver true TransitionResolver2 true
1 -> 2 -> 4 -> 5 -> 6
3

If 's elseIf condition is  and 's if condition is  TransitionResolver true TransitionResolver2 true
1 -> 2 -> 3
4 -> 5 -> 6

If /s if condition is  and 's if condition is  TransitionResolver true TransitionResolver2 false
1 -> 2 -> 4 -> 5
3
6
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Split-to-elements Function

Objective

This sample explains the usage of split-to-elements() function.

Introducing split-to-elements() Function

This function is a XPath extension supported by the Apache ODE engine ( ) which can be used to generate http://ode.apache.org/xpath-extensions.html
arrays from a string. The method accepts four input parameters as follows.

split-to-elements(stringToSplit, separator, targetElement,

targetNamespace)

For example,

split-to-elements($input,'123','chunk','http://ode/bpel/unit-test.wsdl'

)

if $input is as follows,

<unit:split>

     <TestPart>hello123bill123smith</TestPart>
</unit:split>

the output will be as follows.

<TestPartxmlns:unit="http://ode/bpel/unit-test.wsdl">
     <chunkxmlns="http://ode/bpel/unit-test.wsdl">hello</chunk>

     <chunkxmlns="http://ode/bpel/unit-test.wsdl">bill</chunk>
     <chunkxmlns="http://ode/bpel/unit-test.wsdl">smith</chunk>

</TestPart>

Deploying the Sample

WSO2 BPS provides a sample, which can be deployed and executed to understand the function. Follow the instructions below to deploy and trigger the
process.

1. Log in into BPS server management console and select "Processes -> Add" under the "Main" menu.

2. Upload the  directory. <EI_HOME>/samples/business-process/bpel/Split.zip

3. In the "Deployed Processes" window, click the "Process ID" to access its "Process Information" window.

Note
split-to-elements() method should be used under the namespace of " "http://www.apache.org/ode/type/extension

http://ode.apache.org/xpath-extensions.html
http://www.apache.org/ode/type/extension
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4. Under the "WSDL Details" widget, trigger the process using the "TryIt" link to create an instance of it.

Example Usage

Refer to Split.zip and the example usage of the function as given below: 

<copy>
      <from>ode:split-to-elements($tmpVar, ',', 'chunk')</from>
      <tovariable="myVar"part="TestPart"/>
</copy>

This method accept three parameters as follows.

$tmpVar - input source varaible
',' - delimiter string
'chunk' - the target XML element

Suppose initial value of  istmpVar

<unit:split>
      <TestPart>1,2,3,4</TestPart>
</unit:split>

After executing  the value of  issplit-to-elements() myVar

<TestPartxmlns:unit="http://ode/bpel/unit-test.wsdl">
      <chunk>1</chunk>

      <chunk>2</chunk>
      <chunk>3</chunk>

      <chunk>4</chunk>
</TestPart>

Fault Handling

Objective

This sample illustrates the basics of fault handling.

Introducing the <throw> Construct

In fault handling, <throw/> and <rethrow/> are used to generate faults where faults occurs.

<throw/>

Faults should be named with a unique scope level qualified name. For example,

<throwfaultName="saw:InputException2"/>

<rethrow/>
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Used only inside <catch/> or <catchAll/>, which will be described later in order to re-throw the originally caught exceptions. For example,

<catchAll><rethrow/></catchAll>

 Fault handling is implemented inside <faultHandlers/>. Faults can be handled based on qualified name of the thrown fault using <catch/> or every
non-specified faults can be handles inside <catchAll/>. For example,

<faultHandlers>
   <catchfaultName="saw:InputException2">

        <throwfaultName="saw:Exception1Handled"/>
   </catch><catchAll>

   <rethrow/>
   </catchAll>

</faultHandlers>

Deploying the Sample

WSO2 BPS provides a sample, which can be deployed and executed to understand fault handling. Follow the instructions below to deploy and trigger the
process.

1. Log in into BPS server management console and select "Processes -> Add" under the "Main" menu.

2. Upload the  directory. <EI_HOME>/samples/business-process/bpel/ThrowCatchFaultHandling.zip

3. In the "Deployed Processes" window, click the "Process ID" to access its "Process Information" window.

4. Under the "WSDL Details" widget, trigger the process using the "TryIt" link to create an instance of it.

Example Usage

Refer ThrowCatchFaultHandling.zip. In the child scope the input value is checked to see if it is equal to . If so, an  is thrown. Note that1 InputException1
the thrown exception has a  qualified name. For example,"saw:InputException1"

<ifname="ExceptionCondition1">
       <condition>number($value)=number(1)</condition>
       <throwfaultName="saw:InputException1"/>
       <else>
         
<throwfaultName="saw:TransitionConditionOutOfRangeException1"/>
       </else>
</if>

In the parent scope, the exception is filtered against its qualified name. For example,

Note
<faultHandlers/> should be defined in a parent scope.
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<faultHandlers>
    <catchfaultName="saw:InputException1">

         <ifname="ExceptionCondition2">
              <condition>true()</condition>

              <throwfaultName="saw:InputException2"/>
              <else>

                 
<throwfaultName="saw:TransitionConditionOutOfRangeException2"/>

              </else>
         </if>

    </catch>
</faultHandlers>

XslTransform Function

Objective

This sample explains the usage of XslTransform() function.

Introducing XslTransform() Function

doXslTransform(string, node-set, (string, object)*) function is used to perform XSLT transformations, where BPEL variable values can
be transformed into different schema. For more details on input parameters, refer to http://docs.oasis-open.org/wsbpel/2.0/CS01/wsbpel-v2.0-CS01.html#S
A00039_table

Required name spaces:

"xmlns:bpws="http://docs.oasis-open.org/wsbpel/2.0/process/executable
queryLanguage=" "urn:oasis:names:tc:wsbpel:2.0:sublang:xpath2.0
expressionLanguage=" "urn:oasis:names:tc:wsbpel:2.0:sublang:xpath2.0

doXslTransform() should be defined under  namespace." "http://docs.oasis-open.org/wsbpel/2.0/process/executable

Deploying the Sample

WSO2 BPS provides a sample, which can be deployed and executed to understand the function. Follow the instructions below to deploy and trigger the
process.

1. Log in into BPS server management console and select "Processes -> Add" under the "Main" menu.

2. Upload the  directory. XslTransform.zip <EI_HOME>/samples/business-process/bpel/

3. In the "Deployed Processes" window, click the "Process ID" to access its "Process Information" window.

4. Under the "WSDL Details" widget, trigger the process using the "TryIt" link to create an instance of it.

Example Usage

Refer to XslTransform.zip and the example usage of the function as given below: 

<copy>
    <from>
        bpws:doXslTransform("HelloXslWorld.xsl", $myVar.TestPart,
'middle', $otherVar)
    </from>
    <tovariable="myVar"part="TestPart"/>
</copy>

In the above , four parameters are passed.doXslTransform()

http://docs.oasis-open.org/wsbpel/2.0/CS01/wsbpel-v2.0-CS01.html#SA00039_table
http://docs.oasis-open.org/wsbpel/2.0/CS01/wsbpel-v2.0-CS01.html#SA00039_table
http://urnoasisnamestcwsbpel:2.0:sublang:xpath2.0
http://urnoasisnamestcwsbpel:2.0:sublang:xpath2.0
http://docs.oasis-open.org/wsbpel/2.0/process/executable
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1.  
2.  
3.  
4.  
5.  

1.  

2.  
3.  

HelloXslWorld.xsl - Style sheet file.
$myVar.TestPart - Input source to be transformed.
middle - Name of the object to be used in the transformation.
$otherVar - Object which will be referred as 'middle'.

The function accepts pairs of string and objects, so that they can be referred in the style sheet. For example, in HelloXslWorld.xsl:doXslTransform()

<xsl:value-ofselect="concat(*/content/text(), $middle, ' World')"/>

Compensation Handling

Compensation refers to reversing the effects of a service invocation when a failure occurs.  is the act of undoing any actions thatCompensation handling
were performed by a successfully completed compensatable activity because of an exception that occurred elsewhere in a workflow. This sample
demonstrates compensation handling when booking a hotel, car, and airline ticket. If the airline ticket fails, the hotel and car bookings should be cancelled
by calling the appropriate compensation handlers.

Setting up the sample

Log into the BPS Server Management Console.
On the Main tab, under , click . Processes  Add
Upload the  directory. <EI_HOME>/samples/business-process/bpel/FlightReservationProcess.zip
Under , click , and then click the process ID for FlightReservationProcess (CompensationProcess).Processes List
Scroll down to see the process visualization.

You can see in the TravelPlanProcess flow that the sequence first books the car, then the hotel, and then the flight. If the flight booking fails, the fault
handler calls the compensation handlers for the hotel and car.

Running the sample

In the WSDL details area, click .Try It
The TravelPlanService appears in a separate TryIt window.
In the TryIt window, click .Send
In the Management Console, under  click .Business Processes Instances

The CompensationProcess instance should now be listed. You can click the instance ID to see its details, including its variable values and activity.

Process Correlation

In this sample scenario, we explore how to use correlation sets to route a message to an existing instance of a business process. We are going to use the
simplest possible BPEL process. An Echo Process which accepts the same request message twice. The following is a sequence diagram for the sample
scenario:

Since the second   can either create a new instance of the   or be routed to a previously created instance of  , weEchoRequest EchoProcess EchoProcess
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1.  

2.  
3.  

4.  
5.  
6.  
7.  

8.  
9.  

require a correlation set.

Introducing CorrelationSet, Property and Property Alias

A CorrelationSet is a unique set of values contained in the message that is used by the process engine to select the correct process instance to send the
message to. Correlation is done between two or more messages. A CorrelationSet can contain one or more properties.

Once we define a correlation property, we have to define the corresponding values in each of the messages we expect to correlate. These corresponding
values are called Property Aliases.

BPEL Property Reader Extension

The is a sample extension that allow users to read external values from either a property file or from registry into a BPEL process instance. Accompanied
PropertyReadExt.properties file is a sample properties file used to demonstrate the usage.  

 How to run  

Clean and build the following with maven https://svn.wso2.org/repos/wso2/carbon/platform/branches/turing/products/bps/3.2.0/modules/samples/p
 roduct/bpel-property-reader/  

Copy the created jar file to the  directory.<EI_HOME>/wso2/lib
Add the following configuration entry to  bps.xml in the   directory.<EI_HOME>/wso2/business-process/conf

<tns:WSO2BPS xmlns:tns="http://wso2.org/bps/config">

…
<tns:ExtensionBundles>

   <tns:runtimes>
   <tns:runtime

class="org.wso2.bps.samples.propertyreader.PropertyReaderExtensionBundl
e"/>

   </tns:runtimes>
</tns:ExtensionBundles>

...
</tns:WSO2BPS>

 
Copy  into the  directory  PropertyReaderExt.properties   <EI_HOME>/wso2/business-process/conf  . 
Restart the server if the server is already running. Now you are ready to use the property-reader extension in your BPEL process.
Get the property-reader   sample from  location.BPEL this   
Extract the  PropertyReader_1.0.0.zip and upload the  sample.properties to the registry (either config or governance registry) or keep in the file
system.
Deploy the  PropertyReader BPEL process .
Invoke the process and compare the results with  configurations.sample.properties

To create the BPEL process for this sample scenario using WSO2 Integration Studio, see .Echoing a Message Using a Simple BPEL Process

In the PropertyReader_1.0.0/PropertyReader.bpel config 

Define the namespace as "xmlns:propr=    http://wso2.org/bps/extensions/propertyReader "

Declare the Extension Activity as:

<bpel:extensions>
     <bpel:extension
namespace="http://wso2.org/bps/extensions/propertyReader"
mustUnderstand="yes" />
</bpel:extensions>

Assign the properties to variables:

https://svn.wso2.org/repos/wso2/carbon/platform/branches/turing/products/bps/3.2.0/modules/samples/product/bpel-property-reader/
https://svn.wso2.org/repos/wso2/carbon/platform/branches/turing/products/bps/3.2.0/modules/samples/product/bpel-property-reader/
https://svn.wso2.org/repos/wso2/carbon/platform/branches/turing/products/bps/3.2.0/modules/samples/product/bpel-property-reader/PropertyReaderExt.properties
https://svn.wso2.org/repos/wso2/carbon/platform/branches/turing/products/bps/3.2.0/modules/samples/product/bpel-property-reader/PropertyReader_1.0.0.zip
http://xmlnspropr=
http://wso2.org/bps/extensions/propertyReader
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Human Task Samples

This section contains a list of Human Task samples that are bundled with the WSO2 BPS.

Claims Approval Task Sample
Claims Approval Task with Deadline Sample
Human Task Coordination Sample
Claims Approval task with HT Renderings Sample
Claims Approval Task with Multiple User Stores Sample

Claims Approval Task Sample

Introduction
Creating the Required Roles and Users

Creating the Roles
Creating the Users

Deploying the Sample
Deploying the Human Task
Deploying the BPEL Process

Running the Sample
Testing the output in the Human Task Explorer

Introduction

The ClaimsApprovalTask sample has a BPEL process that accepts claims approval requests. The   is the user who requests for claim approval andClient
sends a claim forward. If the claim approval amount is greater than 1000, the process requires human interaction for the claim approval. In this sample, a
regional manager will be assigned a  (human task) to interact with the system and approve or reject the claim. If the amount is less Claims Approval Task
than or equal to 1000, no human interaction is required and the   will continue. Claim Approval Process

<bpel:extensionActivity>
    <propr:readProperties location="conf:sample.properties">

        <property name="property1">
            <to variable="test"></to>

        </property>
        <property name="property2">

            <to variable="test2"></to>
        </property>

    </propr:readProperties>
</bpel:extensionActivity>

 

If you already deployed a human task sample, delete the relevant ZIP file from the  <EI_HOME>/samples/business-process/humantasks
directory undeploy to  it before deploying another sample.
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1.  
2.  

Creating the Required Roles and Users

Before you run the sample, you must create two users with different roles.

Creating the Roles

In the management console, go to in the   menu and click  .  Roles Users and Roles> Configure Add New Role
Enter  for the role name and click  .  regionalManagerRole Next
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2.  

3.  

4.  

Select   to give all permissions to the role created and click   (the users will be added later). All Permissions Finish

Repeat these steps to create another role called  .  regionalClerksRole
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4.  

1.  

2.  

3.  

4.  

Creating the Users

Go to in the menu, and then click  .  Users Users and Roles>  Configure  Add New User
First, we will create a user who will have the regionalManagerRole role.
Enter   for the user name and enter any password. Click  .regionalManagerUser Next

Select  and click  .   regionalManagerRole Finish

Repeat these steps to create another user with username   and assign the   as the role.regionalClerkUser regionalClerksRole

You now have the two users and ready to deploy the sample.
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1.  
2.  
3.  

Deploying the Sample

You will now deploy the ClaimsApprovalTask sample by adding the tasks and process associated with the sample.

Deploying the Human Task

Go to  in the menu. Human Tasks>Add   Main 
Browse to and select ClaimsApprovalTask.zip, which is located in  , and click  .<EI_HOME>/samples/business-process/humantask Upload
Click   in the confirmation message and then refresh the page.OK

The ApproveClaim and ClaimApprovalReminder task definitions appear in the deployed task configurations list.

You can click a task definition to view it. The ApproveClaim task definition looks like this:

If you already deployed a human task sample, delete the relevant ZIP file from the  <EI_HOME>/samples/business-process/humantasks
directory undeploy to  it before deploying another sample.
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1.  
2.  
3.  

1.  
2.  

Deploying the BPEL Process

Go to under the  menu.  Processes>Add>BPEL  Main 
Browse to and select ClaimsApprovalProcess.zip, which is located in  , and click  .<EI_HOME>/samples/business-process/bpel Upload
Click   in the confirmation message, wait a few moments, and then refresh the page.OK

The ClaimsApprovalProcess process is now deployed and appears in the Deployed Processes list.

Running the Sample

You will now run the sample by taking the following steps:

Go to  in the   menu.Processes>List>BPEL  Main
In the Process ID column, click the process ID for ClaimsApprovalProcess: {http://www.wso2.org/humantask/claimsapprovalprocess

 .bpel}ClaimsApprovalProcess-1
The Process Information screen appears, displaying information about this process.

If the Status is "Retired", click on to activate the process.Activate 
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2.  

3.  

4.  

1.  

2.  

In the WSDL Details section of the process information screen, select   from the Partner-Links list, and then click claimsApprovalPartnerLink Try
.It

A new browser window appears where you can replace the placeholder values with the values you want to send.
Replace the sample with the following values:

<body>
   <p:ClaimApprovalProcessInput
xmlns:p="http://www.wso2.org/humantask/claimsapprovalprocessservice.wsd
l">
      <xsd:custID
xmlns:xsd="http://www.wso2.org/humantask/claimsapprovalprocessservice.w
sdl">customerId</xsd:custID>
      <xsd:custFName
xmlns:xsd="http://www.wso2.org/humantask/claimsapprovalprocessservice.w
sdl">customerFName</xsd:custFName>
      <xsd:custLName
xmlns:xsd="http://www.wso2.org/humantask/claimsapprovalprocessservice.w
sdl">CustomerName</xsd:custLName>
      <xsd:amount
xmlns:xsd="http://www.wso2.org/humantask/claimsapprovalprocessservice.w
sdl">5000</xsd:amount>
      <xsd:region
xmlns:xsd="http://www.wso2.org/humantask/claimsapprovalprocessservice.w
sdl">reagon</xsd:region>
      <xsd:priority
xmlns:xsd="http://www.wso2.org/humantask/claimsapprovalprocessservice.w
sdl">1</xsd:priority>
   </p:ClaimApprovalProcessInput>
</body>

You will not view a response in the  section of the  tool. You can now view this process instance in the Management Console.Response Try It
Exploring the artifacts in the Management Console

Follow the steps below to explore the artifacts in the Management Console

Go to  in the  menu.Instances>BPEL  Main 
Notice that the ClaimsApprovalProcess-1 instance has been created and is active.

Click the I  to view the activity flow. The flow of the process depends on the value we specified for the   property. If thenstance ID amount
amount is less than or equal to 1000, the BPEL process handles the approval, so the process terminates without initiating the human task. If
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2.  

3.  
4.  

the amount is over 1000, as we specified above, the   is initiated, and the process waits until it receives approval fromClaimsApprovalTask
the human task activity.

 To view this task, you must log in as the user who is assigned this task.
Click  , and then log in as  .Sign-out regionalClerkUser
Go to   (be sure to click the link lower down in the left navigation pane, not the one in the Manage group).Main -> Human Tasks -> List
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4.  

5.  

The task appears in the My Tasks list.

In the   column, click the link for the task. You can see a read only view of the task information.Task Definition
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5.  

1.  
2.  

3.  

Testing the output in the Human Task Explorer

Log in to the Human Task Explorer as the regionalClerkUser.
Click  and click on the task to view its details.MY TASKS

Click Start to start the task.

https://localhost:9443/humantask-explorer/
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3.  

4.  

5.  

To approve the request, select Approved in the Loan Approval Status section, and then click Complete. 

Click Yes on the confirmation message. 

You view the task being approved and completed.
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5.  

6.  Click MY TASKS  Completed. You view the tasks you completed.

Claims Approval Task with Deadline Sample

This sample explains on how to define a deadline with a human task. In this sample, the   has been modified and defined withClaimApprovalTask sample
the deadline duration of 1 minute for the tasks with a claimed amount less than 10,000. In the event that the particular Claim Approval Task is overdue, the
potential owners are sent a notification.

The following configuration snippet has been added to the  task.ApproveClaim
Click here to view the code snippet.



WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 2242

1.  
2.  
3.  

1.  

2.  

<htd:deadlines>
      <htd:startDeadline name="sendNotifications">

             <htd:documentation xml:lang="en-US">
                        if the claimed amount is less than 10000 - to

the task's potential
                        owners to remind them or their todo.

             </htd:documentation>
             <htd:for>PT1M</htd:for>

             <htd:escalation name="reminder">
               <htd:condition>

                   
<![CDATA[htd:getInput("ClaimApprovalRequest")/test10:amount <          

                          10000]]> 

            </htd:condition>
               <htd:toParts>

                       <htd:toPart name="firstname">
                          

htd:getInput("ClaimApprovalRequest")/test10:cust/test10:firstname
                        </htd:toPart>

                        <htd:toPart name="lastname">
                           

htd:getInput("ClaimApprovalRequest")/test10:cust/test10:lastname
                        </htd:toPart>

               </htd:toParts>
               <htd:localNotification

reference="tns:ClaimApprovalReminder">
                        <htd:documentation xml:lang="en-US">

                                Reuse the predefined notification
"ClaimApprovalReminder".

                                Overwrite the recipients with the
task's potential owners.

                          </htd:documentation>
               </htd:localNotification>

             </htd:escalation>
        </htd:startDeadline>

</htd:deadlines>

Prerequisites

Try the  to get a better understanding on human tasks and how they work.Claims Approval Task sample
Download and install WSO2 Enterprise Integrator (EI). For instructions, see .Installation Guide

Setting up the sample

Set up the sample as mentioned in the  topic.Claims Approval Task Sample
Create the roles (  and ) as mentioned in the  sample topic.regionalClerksRole regionalManagerRole Claims Approval Task
Create users for the respective roles and assign those users to the roles as mentioned in the  sample topic.Claims Approval Task

Deploy the sample

The  BPEL package has to be deployed as mentioned in the  page. This BPELClaimsApprovalProcess.zip Claims Approval Task sample
package can be found in the  directory.<EI_HOME>/samples/business-process/bpel

The  HumanTask package has to be deployed as mentioned in the  paClaimsApprovalTaskWithDeadline.zip Claims Approval Task sample

ge. This HumanTask package can be found in the <EI_HOME>/samples/business-process/humantask directory.

Running the sample

This sample has to be run as already mentioned in the ClaimApprovalTask sample. See  for details.Running the Sample

If you already deployed a human task sample, delete the relevant ZIP file from the  <EI_HOME>/samples/business-process/humantasks
directory undeploy to  it before deploying another sample.

https://docs.wso2.com/display/EI620/Claims+Approval+Task+Sample#ClaimsApprovalTaskSample-RunningtheSample
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1.  
2.  

1.  

2.  

Human Task Coordination Sample

You must configure human task coordination to see how human task coordination works. Follow the instructions in  tConfiguring Human Task Coordination
o enable human task coordination. You can use the  to observe how the task coordination works. Deploy the claims approvalClaims Approval Sample
sample and send some requests to the BPEL process as explained in the Claims Approval Sample topic.

Once the above has been configured, you can try out the sample.

Log in to the Management Console using a user with regionalClerksRole. 
Navigate to the Human Tasks list by clicking  under . You can observe that there are active tasks under this tab.List Human Tasks

Task coordination after failing the parent task

Go to task instances page in  >  >  >  and terminate the existing task instances of the ClaimsApproval process.Home Manage Instances BPEL

 
The tasks that have already created should be in EXITED state according to the Human task coordination protocol, since the parent process is
terminated and it has no more interest in the created human tasks. It can be observed under the admin tasks tab in the Tasks List by logging in
with a user that has regionalManagerRole.

 

Task coordination after skipping the human task

If you already deployed a human task sample, delete the relevant ZIP file from the  <EI_HOME>/samples/business-process/humantasks
directory undeploy to  it before deploying another sample.
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1.  
2.  
3.  
4.  

5.  

Send another claims approval request that will create a human task to approve. 
Go to this task by logging in with a regionalManagerRole. 
Navigate to the task found in  >  >  > . Home Human Tasks List Admin Tasks
Skip the task by clicking .Skip

 
Now check the task instance that has requested this human task. It will be in failed state since the human task is skipped.

Claims Approval task with HT Renderings Sample

This sample explains on how to include human task renderings in a human task and the use of Human Task Explorer. Refer the   seHuman Task Rendering
ction for more information on task renderings. In this sample, the   has been modified by including HT renderings. For this, youClaimApprovalTask sample
must use the Human task explorer web app ( ) to view the tasks. Trying to view tasks from management consolehttps://localhost:9445/humantask-explorer
will cause an exception since this sample does not have relevant JSP pages. 

The following rendering configuration snippet has been added to the   task (ClaimsApprovalTask.ht) inside the ApproveClaim <htd:task name="ApproveClai
.m"> element

https://docs.wso2.com/display/BPS351/Human+Task+Rendering
https://docs.wso2.com/display/BPS351/Claims+Approval+Task+Sample
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1.  

2.  

3.  

<htd:renderings>
   <!-- Display Input Information to the User -->

   <htd:rendering type="wso2:input">
     <wso2:inputs>

            <wso2:element id="fname">
               <wso2:label>First Name</wso2:label>

             <wso2:value>$firstname$</wso2:value>
         </wso2:element>

             <wso2:element id="lname">
               <wso2:label>Last Name</wso2:label>

             <wso2:value>$lastname$</wso2:value>
         </wso2:element>

            <wso2:element id="amount">
                <wso2:label>Loan Amount</wso2:label>

           <wso2:value>$euroAmount$</wso2:value>
        </wso2:element>

            <wso2:element id="custId">
               <wso2:label>Customer Identifier</wso2:label>

            
<wso2:value>/test10:ClaimApprovalData/test10:cust/test10:id</wso2:value

>
   </wso2:element>

     </wso2:inputs>
 </htd:rendering>

 <!-- Display elements to the user workspace which implements output
message -->

 <htd:rendering type="wso2:output">
       <wso2:outputs>

          <wso2:element id="approved">
           <wso2:label>Loan Approval Status</wso2:label>

               
<wso2:xpath>/test10:ClaimApprovalResponse/test10:approved</wso2:xpath>

               <wso2:value type="boolean">Approved,
Disapproved</wso2:value>

             <wso2:default>Disapproved</wso2:default>
   </wso2:element>

     </wso2:outputs>
 </htd:rendering>

</htd:renderings>

Prerequisites

Try the ClaimApprovalTask sample to get a better understanding on human tasks and how they work.
WSO2 BPS 3.5.0 or a later version

Setting up the sample

Set up the sample as mentioned in the   topic.Claims Approval Task Sample
Create the roles (regionalClerksRole and regionalManagerRole) as mentioned in the ClaimApprovalTask sample topic.
Create users for the respective roles and assign those users to the roles as mentioned in the ClaimApprovalTask sample topic.

Deploy the sample

The ClaimsApprovalProcess.zip BPEL package has to be deployed as mentioned in the ClaimApprovalTask sample page. This BPEL package
can be found in the  directory.<BPS_HOME>/repository/samples/bpel
If you have already installed the ClaimsApprovalTask.zip human task sample, un-deploy it. 

If you already deployed a human task sample, delete the relevant ZIP file from the  <EI_HOME>/samples/business-process/humantasks
directory undeploy to  it before deploying another sample.

https://docs.wso2.com/display/BPS351/Claims+Approval+Task+Sample
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2.  

3.  
4.  

5.  

6.  

Deploy the ClaimsApprovalTaskWithHTRenderings.zip sample. This HumanTask package can be found in the <BPS_HOME>/repository/samp
 directory.les/humantask

Running the sample

This sample has to be run as already mentioned in the ClaimApprovalTask sample until the step 6. See   for details. After the step 6,Running the Sample
follow the steps below.

Login to the HumanTask Explorer (https://localhost:9445/humantask-explorer) as the " ".regionalClerkUser
Go to the "My Tasks" tab of the HumanTask Explorer web app (https://localhost:9445/humantask-explorer/mytasks)  where there will be a task
listed as following.
Click on the task row to open the task info page.
Click on the Start button. Then the rendered task information can be seen as following.

Check the checkbox for Approval Status and click on "Complete" button to complete the task or "Save" button to save the current info and to
complete it at a later time. You can see the saved tasks from the "My Tasks" page under the "In Progress" filter.
Once you complete the task, it will be listed under "Completed" filter. The history, attachments and comments for the task can be seen in the tabs
at the bottom of the page.

This is how you can use HT Renderings to display your task information.

Claims Approval Task with Multiple User Stores Sample

This sample demonstrates how to assign tasks to users when there are multiple user stores. Refer the   section forMultiple User Stores with Human Tasks
more information.

https://docs.wso2.com/display/BPS351/Claims+Approval+Task+Sample#ClaimsApprovalTaskSample-RunningtheSample
https://docs.wso2.com/display/BPS351/Multiple+User+Stores+with+Human+Tasks
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4.  
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3.  
4.  

1.  
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3.  
4.  

1.  
2.  

3.  

4.  

Setting up the sample

Creating the required roles and users

Before you run the sample, you must create two users with different roles. First, you should setup a secondary user store with the domain name ‘abc.com’
using instructions in  .Configuring Secondary User Stores

To create the roles:

In the BPS management console, go to   >   >  .Configure Users and Roles Roles
Click  .Add New Role
Enter regionalManagerRole for the role name, keep PRIMARY as the domain name and click  .Next
Select All Permissions to give all permissions to this role to the role created and click Finish (the user can be added later).
Repeat these steps to create another role called regionalClerksRole, this time change the domain name to ‘abc.com’.

To create the users:

Go to   >   >  .Configure Users and Roles Users
Click  .Add New User
First, you must create a user who has the regionalManagerRole role. Do the following to achieve this.

Enter regionalManagerUser for the user name, select PRIMARY for domain and enter any password, and then click  .Next
Select regionalManagerRole and click  .Finish

Repeat these steps to create another user with username regionalClerkUser for the domain ‘abc.com’ and assign the regionalClerksRole as the
role. 

You now have the two users and are ready to deploy the sample.

Deploying the sample

You can now deploy the ClaimsApprovalTask sample by adding the tasks and process associated with the sample.

To add the tasks:

Go to   >   >  .Main Human Tasks Add
Browse to and select the ClaimsApprovalTaskWithMultipleDomains.zip file, which is located in the <EI_HOME>/samples/business-process/

 directory and click  .humantask Upload
Click   in the confirmation message and then refresh the page.OK
The ApproveClaim and ClaimApprovalReminder task definitions appear in the deployed task configurations list. You can click a task definition to
view it.

To add the process:

Go to   >   >  .Main Processes Add
Browse to and select the ClaimsApprovalProcess.zip file, which is located in the   directory<EI_HOME>/samples/business-process/bpel
and click  .Upload
Click   in the confirmation message, wait a few moments, and then refresh the page.OK
The ClaimsApprovalProcess process is now deployed and appears in the Deployed Processes list.

Running the sample

You can now run the sample by using the following instructions.

Go to   >   >  .Main Processes List
In the   column, click the process ID for ClaimsApprovalProcess:Process ID http://www.wso2.org/humantask/claimsapprovalprocess.

The   screen appears, displaying information about this process.. bpel}ClaimsApprovalProcess-1 Process Information
In the   section of the process information screen, select claimsApprovalPartnerLink from the   list, and then click WSDL Details Partner-Links Try It
. A new browser window appears where you can replace the placeholder values with the values you want to send.
Replace the sample with the following values:

If you already deployed a human task sample, delete the relevant ZIP file from the  <EI_HOME>/samples/business-process/humantasks
directory undeploy to  it before deploying another sample.

https://docs.wso2.com/display/BPS351/Configuring+Secondary+User+Stores
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<body>
<p:ClaimApprovalProcessInput xmlns:p="http://www.wso2.org/humantask/claimsapprovalprocessservice.wsdl">
<xsd:custIDxmlns:xsd="http://www.wso2.org/humantask/claimsapprovalprocessservice.wsdl">customerId</xsd:cus
tID>
      <xsd:custFName xmlns:xsd="http://www.wso2.org/humantask/claimsapprovalprocessservice.wsdl">customerF
Name</xsd:custFName>
<xsd:custLName xmlns:xsd="http://www.wso2.org/humantask/claimsapprovalprocessservice.wsdl">CustomerName</x
sd:custLName>
        <xsd:amount xmlns:xsd="http://www.wso2.org/humantask/claimsapprovalprocessservice.wsdl">5000</xsd:
amount>
<xsd:region xmlns:xsd="http://www.wso2.org/humantask/claimsapprovalprocessservice.wsdl">reagon</xsd:region
>
      <xsd:priority xmlns:xsd="http://www.wso2.org/humantask/claimsapprovalprocessservice.wsdl">1</xsd:pri
ority>
   </p:ClaimApprovalProcessInput>
</body>

You can now view this process instance in the management console. Go to   >   >   in order to do this.Main Business Processes Instances
Notice that the ClaimsApprovalProcess-1 instance has been created and is active. Click the instance ID to view the activity flow. The flow of the
process depends on the value we specified for the amount property. If the amount is less than 1000, the BPEL process handles the approval, so
the process terminates without initiating the human task. If the amount is over 5000, as we specified above, the ClaimsApprovalTask is initiated,
and the process waits until it receives approval from the human task activity. 
To view this task, you must log in as the user who is assigned this task. This involves the following.

Click  , and then log in as the regionalClerkUser.Sign-out
Go to   >   >  . (Click the link lower down in the left navigation pane, not the one in the   group).Main Human Tasks List Manage

The task appears in the   list. In the   column, click the link for the task.My Tasks Task ID
Click   to start the task.Start
To approve the request, click   in the   section, and then click  .Approve Response Complete
Go to   >   >  . You can see that the instance, which was previously waiting for approval, is now completedMain Business Processes Instances
successfully.

So, in short, users only have to refer to the users and roles correctly with the domain prefix when they are in secondary domains.

http://www.wso2.org/humantask/claimsapprovalprocessservice.wsdl
http://xsdcustIDxmlnsxsd
http://www.wso2.org/humantask/claimsapprovalprocessservice.wsdl
http://xsdcustID
http://xsdcustID
http://xsdcustFName
http://xmlnsxsd
http://www.wso2.org/humantask/claimsapprovalprocessservice.wsdl
http://xsdcustFName
http://xsdcustLName
http://xmlnsxsd
http://www.wso2.org/humantask/claimsapprovalprocessservice.wsdl
http://xsdcustLName
http://xsdcustLName
http://xsdamount
http://xmlnsxsd
http://www.wso2.org/humantask/claimsapprovalprocessservice.wsdl
http://xsdamount
http://xsdamount
http://xsdregion
http://xmlnsxsd
http://www.wso2.org/humantask/claimsapprovalprocessservice.wsdl
http://xsdregion
http://xsdpriority
http://xmlnsxsd
http://www.wso2.org/humantask/claimsapprovalprocessservice.wsdl
http://xsdpriority
http://xsdpriority


WSO2 Enterprise Integrator Documentation

Copyright © WSO2 Inc. 2015-2019 2249

Best Practices
Here are the guidelines and recommendations to design, develop, test, and deploy WSO2 integration solutions:

Design
Implementing enterprise integration patterns (EIPs)

Development
Creating a tooling project
Creating artifacts
Naming artifacts
Using mediators

Using the Log mediator
Using the Class/Custom mediators
Using the Call vs. Callout vs. Send mediators
Using the In and Out mediators
Using the ForEach mediator
Using the Clone mediator
Using the Loopback  mediator
Using the Send mediator
Mediators for message transformation
General mediator best practices

Working with proxy services
Working with APIs  
Working with endpoints
Error handling

Behaviour of the FaultSequence
Best practices

Troubleshooting
Testing
Deployment

General guidelines
Recommended deployment patterns

Design

Implementing enterprise integration patterns (EIPs)

See   on how to simulate the patterns in the   usingEnterprise Integration Patterns with WSO2 Enterprise Integrator Enterprise Integration Patterns catalog
various constructs of WSO2 Enterprise Integrator.

Development

Creating a tooling project

When you start  , a default workspace is created to store your projects. Change the default workspace locationWSO2 Enterprise Integrator Tooling
to a preferred location that you can easily access. For information on how to change the default workspace, see .Switching workspaces
Change the default location that your new project is created in your machine in the same way that you change the default workspace.
Create a  to group the projects of a specific use case.Maven Multi Module (MMM) project
When you create the project structure, add it to source control such as   or  .SVN Git
Use the source control command line tools to interact with files.
When you create projects, ensure that you follow the standard Maven naming convention. For more information, see  .Naming Guidelines
When you define  ,  and , ensure that you follow the proper  . For example, you can specify agroupid artifactid, version naming convention
name such as  .org.acme.integration.sampleesb-demo-project1.0.0

Creating artifacts

When you create an artifact, use the proper naming convention from the start.
If an ESB project contains many artifacts related to multiple use cases, name the artifacts by prefixing or post fixing the use case name. 
Create specific ESB projects for specific use cases. This makes it easy to manage the code/project.
Design the ESB logic into and modules. highly cohesive  loosely coupled
Avoid creating large, complex mediation code as much as possible. Always follow the   design principle and split lengthyseparation of concerns
logic into separate mediation components.
When you have a common set of code, implement it in a sequence or a template that can be reused. For more information, see Sequence

.Template
Externalize endpoint and policy references using the Registry. For more information, see . Managing ESB projects across environments
Hide sensitive information such as passwords in configuration files using  .Secure Vault

https://docs.wso2.com/display/EIP/Enterprise+Integration+Patterns+with+WSO2+Enterprise+Integrator
http://www.enterpriseintegrationpatterns.com/
https://docs.wso2.com/enterprise-integrator/WSO2+Enterprise+Integrator+Tooling
https://help.eclipse.org/neon/index.jsp?topic=%252Forg.eclipse.platform.doc.user%252Freference%252Fref-workspaceswitch.htm
https://docs.wso2.com/developer-studio/Working+with+Maven+Multi+Module+Projects
http://www.eclipse.org/subversive/documentation/teamSupport/actions.php
http://wiki.eclipse.org/EGit/User_Guide
https://maven.apache.org/guides/mini/guide-naming-conventions.html
https://en.wikipedia.org/wiki/Cohesion_(computer_science)
https://en.wikipedia.org/wiki/Coupling_(computer_programming)
https://en.wikipedia.org/wiki/Separation_of_concerns
https://docs.wso2.com/enterprise-integrator/Sequence+Template
https://docs.wso2.com/enterprise-integrator/Sequence+Template
https://docs.wso2.com/display/Governance460/Governing+External+References+Across+Environments#GoverningExternalReferencesAcrossEnvironments-ManagingESBprojectsacrossenvironments
https://docs.wso2.com/display/ADMIN44x/Encrypting+Passwords+with+Cipher+Tool
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Naming artifacts

When you create a project structure, be sure to follow the naming convention described in the table below:

Type Description Format Sample

Project name The root directory of the project's source code. <ProjectName> StudentInformationSystem

Sub modules
(common)

ESB/DSS projects. <Project><ModuleName> StudentInformationSystemDat
aService

Folders Custom folders that you create to categorize
resources in registry resource projects.

<Project><FolderName> 
Specify the folder structure for registry
resources
<Project>/<ResourceType>/<subRe
sourceType>

StudentInformationSystemLib
raries 

 StudentInformationSystem
 ---Schema

 ---wsdl
---xsd

Source files Source files such as sequences and proxy
services.

<FileName><Type>.<Extension> GetStudentSequence,
SimpleStockQuoteProxyServic
e

Listed below are the best practices for working with the source code: 

Follow a standard file naming convention to improve the readability of the code. Naming conventions change depending on the programming
language. 
Given below is the naming convention for  WSO2 source files:

<ProjectName>_<FileName>_<FileType>.<Extension>

Example: 
Student_Student_Sequence.xml, Stocks_StockQuote_FileInbound.xml

You can use a general naming convention for other known source files. If applicable, you can use a class naming convention that includes the
business domain so that it is self explanatory. For example, . For more information on naming conventions, see theBubbleSortMediator.java
library article  .WSO2 Developer Studio - Development and Deployment Best Practices

Using mediators

Using the  mediatorLog

When a server encounters errors, you should have enough information about the errors in the logs. 
To log mediated messages, the best option is to use the Log mediator.
In a production setup, it is not recommended to use the Log mediator within sequences and proxy services other than in the Fault sequences. 
Using logs with information such as ERROR_CODE is generally useful to understand the issue.
Put the Log mediators within the Fault sequences, which capture information about errors. 
In the development phase, you should use Log mediators in the message flow as checkpoints.
If you are using the Log mediator to track and troubleshoot the message flow, set the log category to .DEBUG
If you are in a development environment, ensure that you set the global log level of org.apache.synapse.mediators.builtin.LogMediat

 to  .or DEBUG
If you are in a production environment, ensure that you set the global log level of org.apache.synapse.mediators.builtin.LogMediator
to INFO. allows you to troubleshoot the message flow in production whenever required without having to go throughSetting the log level to INFO 
the synapse configuration.
You should use Log mediators in the  to capture information about errors that occur. The logs entries printed via the FaultSequence FaultSequ

 will be available in the wso2carbon.log that is in the main log file.ences

Using the  /Custom mediatorsClass

Note
The runtime server of your project is shared with other projects. Therefore, give unique names for artifacts to avoid name conflicts when you
have multiple projects.

http://wso2.com/library/articles/2015/10/article-wso2-developer-studio-development-and-deployment-best-practices/
https://docs.wso2.com/enterprise-integrator/Log+Mediator
https://docs.wso2.com/display/ESB490/Setting+Up+Logging
https://docs.wso2.com/enterprise-integrator/Class+Mediator
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You should not write a Class mediator if the intended functionality can be achieved using the enterprise service bus capabilities of WSO2
Enterprise Integrator. Following this practice avoids maintenance overhead. If you want to see detailed information on the functionality of each
built-in mediator of WSO2 Enterprise Integrator, see the  .Mediator catalog
If you are writing a Class mediator, ensure that you have a good understanding of the performance impact and possible memory leaks so that you
can take these into consideration.
Be sure to specify a   for Class  mediatorsproper package name
Be sure to apply all   when you write the code for Class mediators.java naming conventions and code best practices

Using the  vs. vs.  mediatorsCall Callout Send

You can use either the Call mediator, Callout mediator or Send mediator to send a message to an endpoint.
If you use the Send mediator to send a message, the response goes to the  (or to the specified receiving sequence).OutSequence
If you use the Call mediator to send a message, the response goes to the next mediator, which is placed right after the send mediator in the
mediation flow.
The use of Call mediator is recommended for service chaining scenarios.
Both the Send mediator and Call mediator use the . Therefore, there is no difference between the performance of the Sendnon blocking transport
and Call mediators.
Behaviour of the Callout mediator is similar to the Call mediator, but it uses the to send the message out. , in terms ofblocking transport Therefore
performance, Callout mediator is not as good as the Call mediator or Send mediator. If there are scenarios where blocking behaviour is required,
you can use the Callout mediator. For example, see .JMS Transactions

The following diagram illustrates a proxy/REST API with a Send mediator:

The following diagram illustrates a proxy/REST API with a Call/Callout mediator:

Note
You should not use the Callout mediator unless there is a specific requirement for blocking behaviour in the underlying transport
implementation.

The Callout mediator functionality has been merged into the Call mediator in WSO2 Enterprise Integrator. Therefore, you can use the
Call mediator and set the blocking flag appropriately to switch between non-blocking and blocking behaviour.

https://docs.wso2.com/enterprise-integrator/Mediators
http://www.oracle.com/technetwork/java/codeconventions-135099.html
http://www.oracle.com/technetwork/java/codeconventions-135099.html
https://docs.wso2.com/enterprise-integrator/Call+mediator
https://docs.wso2.com/enterprise-integrator/Callout+mediator
https://docs.wso2.com/enterprise-integrator/Send+mediator
https://docs.wso2.com/enterprise-integrator/HTTP+PassThrough+Transport
https://axis.apache.org/axis2/java/core/docs/http-transport.html
https://docs.wso2.com/enterprise-integrator/JMS+Transactions
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Using the   mediatorsIn and Out

A Proxy service or REST API resource has a   to handle the request message flow and has an   to handle the responseInSequence OutSequence
message flow. Therefore, the In mediator and Out mediator should not be used in proxy services or REST API resources. However, you should use the In
mediator and Out mediator in the main sequence.

Using the   mediatorForEach

Iterate Mediator is quite similar to the ForEach mediator. You can use complex XPath expressions to conditionally select elements to iterate over in both
mediators. Following are the main difference between ForEach and Iterate mediators:

Use the ForEach mediator only for message transformations. If you need to make back-end calls from each iteration, then use the iterate
mediator.
ForEach supports modifying the original payload. You can use Iterate for situations where you send the split messages to a target and collect
them by an Aggregate in a different flow
You need to always accompany an Iterate with an Aggregate mediator. ForEach loops over the sub-messages and merges them back to the
same parent element of the message.
In Iterate you need to send the split messages to an endpoint to continue the message flow. However, ForEach does not allow using ,   aCall Send
nd   mediators in the sequence.Callout
ForEach does not split the message flow, unlike Iterate Mediator. It guarantees to execute in the same thread until all iterations are complete.

When you use ForEach mediator, you can only loop through segments of the message and do changes to a particular segment. For example, you can
change the payload using payload factory mediator. But you cannot send the split message out to a service. Once you exit from the ForEach loop, it
automatically aggregates the split segments. This replaces the ForEach function of the complex XSLT mediators using a ForEach mediator and a Payload
Factory mediator. However, to implement the split-aggregate pattern, you still need to use Iterate mediator.

Using the  mediatorClone

When using a Clone mediator, use a Call mediator in the target sequence to bring the responses back into the In-Sequence. This continues the mediation
since the Continuation Stack gets pushed into the Synapse Message Context via the   method in the   class.handleMessage SynapseCallbackReceiver

Otherwise, the Continuation Stack becomes empty in the Synapse Message Context if you do not use a Call mediator in the target sequence.

Using the   Loopback  mediator

Do not include the Loopback mediator in the  .OutSequence

The following diagram illustrates a proxy/REST API with a Loopback mediator:

Using the  mediatorSend 

You should not specify any mediator after the    Send Mediator   or the  Respond Mediator .

A message flow must end from these two mediators. Here, the   does not mean the current sequence. If you have these twomessage flow
mediators in a sub-sequence that gets called from a parent sequence, then once the message returns from the sub-sequence to the parent, the

When a message passes from the   (request path) to the   (response path), you cannot use the Loopback mediator toInSequence OutSequence
move the message back to the   again.OutSequence

https://docs.wso2.com/enterprise-integrator/In+and+Out+Mediators
https://docs.wso2.com/enterprise-integrator/Loopback+Mediator
https://docs.wso2.com/enterprise-integrator/Send+Mediator
https://docs.wso2.com/enterprise-integrator/Send+Mediator
https://docs.wso2.com/enterprise-integrator/Send+Mediator
https://docs.wso2.com/enterprise-integrator/Respond+Mediator
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parent sequence should not include any mediator after the call to the sub-sequence. If you include a mediator after these two mediators, it can
cause unusual behaviour in the message flow.

The following diagram illustrates an incorrect use of the Send mediator:

The following diagram illustrates the correct use of the Send mediator:

Mediators for message transformation

Follow the guidelines below to use mediators in scenarios that require message transformation:

The most common message transformation use case is reconstructing the entire message payload according to the required format of the back
 service. You can use the    to do the transformation in this use case, if you know that the structure of the new payloadend PayloadFactory Mediator

is simple, which means the message format is fixed, and only a few parameters are extracted from the original message.
If the original message has repetitive segments and if you want to transform each of those segment into a new format with repetitive segments,
you can use the   together with the PayloadFactory mediator. The For-Each mediator iterates through the repetitive segmentsFor-Each Mediator
and the PayloadFactory mediator constructs the segments of the message to a new format. The combination of For-Each and PayloadFactory
gives the functionality provided by the  .For-Each function in XSLT
If only a small part of the message needs to be modified (e.g., you need to add/remove an element) you should use the  .Enrich Mediator
If the transformation logic is complex (i.e., the logic includes repetitive segments, conditional transformations, etc), you can use the XSLT Mediator

https://docs.wso2.com/enterprise-integrator/PayloadFactory+Mediator
https://docs.wso2.com/enterprise-integrator/ForEach+Mediator
https://www.w3schools.com/xml/xsl_for_each.asp
https://docs.wso2.com/eterprise-integrator/Enrich+Mediator
https://docs.wso2.com/enterprise-integrator/XSLT+Mediator
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  to do the transformation.

If you want to change the structure of the data in a message or convert and transform one data format to another, use the  .Data Mapper Mediator
If you want to work with large file transformations, use the  .Smooks Mediator

General mediator best practices

Use the   mediator in association with the  mediator.Iterate Aggregate
Do not do any configuration after the Send mediator.
Do proper error handling to handle mediation errors as well as endpoint errors.
Use appropriate intervals for tasks.
Use the ForEach mediator only for message transformations. If you need to make back-end calls from each iteration, then use the iterate
mediator.
Do not use the DB mediators (  and  ) with complex SQL queries or in scenarios where you need to simultaneously retrieveDBReport DBLookup
multiple rows. Instead, use the data services functionality of WSO2 Enterprise Integrator. For information on how to use the data
services functionality, see the  .Tutorials
Use dollar context (i.e.,  ) instead of  .    $ctx get-property() This is because the   get - property  methods search even in Registry if the value is not
available in the message context. Thus, it affects performance as Registry search is an expensive operation. However,   $  ctx  only checks in the

 message context. 
If you need to retrieve a property that you have set on a message, use the predefined XPath variables such as $ctx instead of the get-property()
function for better performance. For example, use    instead of    .$ctx: proxy.name get-property(' proxy.name ')
For more information on the predefined XPath variables that you can use to retrieve a property, and for examples of XPath variable usage, see Sy

.napse XPath Variables

Reusing a defined sequence
If you want to repeatedly use the same mediation sequence, you can define it and save it either in the Synapse configuration or in the Registry,
with a unique name. Then you can call the mediation sequence from the main sequence as well as from multiple proxy services and REST APIs.
The saved sequence can be called via the  or can be selected as the  ,  , or   whenSequence mediator  InSequence OutSequence FaultSequence
you define a  or a  .proxy service  REST API

The following diagram illustrates how a saved sequence can be called using the Sequence mediator:

Note
When you use the XSLT mediator, a third party engine does the message transformation. Therefore, this can impact the performance.

Note
The use of the  function can have a lower performance because it does a registry lookup when the value is notget-property()
available in the message context. Therefore, the recommended approach is to use predefined XPath variables when you need to
retrieve a property.

You will encounter this performance issue only if you are using WSO2 ESB 4.9.0 or below.

https://docs.wso2.com/enterprise-integrator/Data+Mapper+Mediator
https://docs.wso2.com/enterprise-integrator/Smooks+Mediator
https://docs.wso2.com/enterprise-integrator/DB+Report+Mediator
https://docs.wso2.com/enterprise-integrator/DBLookup+Mediator
https://docs.wso2.com/enterprise-integrator/Data+Integration+Tutorials
https://docs.wso2.com/enterprise-integrator/Synapse+XPath+Variables#SynapseXPathVariables-$ctx
https://docs.wso2.com/enterprise-integrator/XPath+Extension+Functions#XPathExtensionFunctions-get-property()functionfunc
http://proxy.name/
http://proxy.name/
https://docs.wso2.com/enterprise-integrator/Synapse+XPath+Variables
https://docs.wso2.com/enterprise-integrator/Synapse+XPath+Variables
https://docs.wso2.com/enterprise-integrator/Sequence+Mediator
https://docs.wso2.com/enterprise-integrator/Working+with+Proxy+Services
https://docs.wso2.com/enterprise-integrator/Working+with+APIs
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When you are adding the last mediator in a sequence, make sure to use one of the following mediators depending on the scenario. Any mediator
added after one of the following mediators will not be applied.

Use the   as the last mediator if you want the message to be sent back to the client.Respond mediator
Use the   as the last mediator if you want the message to be sent to a specific endpoint. If you want to mediate theSend Mediator
message after it is sent, you can use the   to   in orderClone mediator make two copies of the message and process them separately
to avoid conflicts.
Use the   as the last mediator if you want to stop the mediation flow at a particular point (e.g., when a filter condition is notDrop mediator
met).
Use the   as the last mediator if you want the message to be moved from the   to the  .Loopback mediator InSequence OutSequence

Use the   as the last mediator if you want to enqueue messages to a  .Store mediator message store

Working with proxy services

Use  instead of proxy services for RESTful service development.REST APIs

Configure appropriately. For more information on how the  works, see the section on  FaultSequences FaultSequence Handling errors.

Working with APIs  

The following are some  to keep in mind when designing your APIs for use with REST.best practices

Use meaningful resource names to clarify what a given request does. A RESTful URI should refer to a resource that is a thing instead of an
action. The name and structure of URIs should convey meaning to those consumers.
Use plurals in node names to keep your API URIs consistent across all HTTP methods.
Use HTTP methods appropriately. Use  ,  ,  ,  ,   and   in requests to clarify the purpose of the request. The POST GET PUT DELETE OPTIONS HEAD POS

,  ,   and   methods map to the CRUD methods Create, Read, Update, and Delete, respectively. Each resource should have atT GET PUT DELETE
least one method.
Create at most only one default resource (a resource with neither a uri-template nor a url-mapping) for each API.
Offer both XML and JSON whenever possible.
Use abstraction when it's helpful. The API implementation does not need to mimic the underlying implementation. 
Implement resource discoverability through links (HATEOAS). As mentioned in the previous section, the application state should be
communicated via hypertext. The API should be usable and understandable given an initial URI without prior knowledge or out-of-band

Note
The Loopback mediator prevents the execution of subsequent mediators in the Sequence.In

https://docs.wso2.com/enterprise-integrator/Respond+Mediator
https://docs.wso2.com/enterprise-integrator/Send+Mediator
https://docs.wso2.com/enterprise-integrator/Clone+Mediator
https://docs.wso2.com/display/IntegrationPatterns/Scatter-Gather
https://docs.wso2.com/enterprise-integrator/Drop+Mediator
https://docs.wso2.com/enterprise-integrator/Loopback+Mediator
https://docs.wso2.com/enterprise-integrator/Store+Mediator
https://docs.wso2.com/enterprise-integrator/Message+Stores
https://docs.wso2.com/enterprise-integrator/Using+REST+with+APIs
https://docs.wso2.com/enterprise-integrator/Error+Handling
https://s3.amazonaws.com/tfpearsonecollege/bestpractices/RESTful+Best+Practices.pdf
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information.
Version your APIs as early as possible in the development cycle. At present,   identifies each API by its unique context name. Ifthe ESB profile
you introduce a version in the API context (e.g., /Service/1.0.0), you can update it when you upgrade the same API (e.g., /Service/1.0.1).
Secure your services using OAuth2, OpenID, or another authentication/authorization mechanism. See also  . Securing APIs

Working with endpoints

Do not use anonymous endpoints. Always use  . As anynymous endpoints have auto-generated names in the synapsenamed endpoints
configuration, it is difficult to identify which endpoint is causing the error in case of an error.
Configure timeout settings appropriately. Timeout configurations are required before you go into production with the system.

The diagram below illustrates the typical message flow when a proxy service is involved in a client-server communication. The two connectores, C
 and   re two separate connections that do not depend on each other.lient to Proxy connection Proxy to Backend connection , a

Even if one connections times out, the other is unaffected.

Here are the important timeout parameters you should configure before going into production:

Parameter Description Configuration File Default Value Recommended Value

http.socket.time
out

The socket timeout of
the  http/httPassthrough 
ps transport sender and
listener. You can find
the passthru-http.proper

 file in the ties <EI_HOM
 directory.E>/conf

passthru-http.properties 180000 180000

https://docs.wso2.com/enterprise-integrator/Working+with+Endpoints#WorkingwithEndpoints-named_endpoints
https://docs.wso2.com/enterprise-integrator/HTTP+PassThrough+Transport
https://docs.wso2.com/enterprise-integrator/Tuning+the+HTTP+Transport
https://docs.wso2.com/enterprise-integrator/Tuning+the+HTTP+Transport
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Endpoint timeout The timeout parameter
that you should
configure at the
endpoint level. You can
configure timeout
values as required for
specific endpoints.

Here's a sample
endpoint
configuration that is
configured with timeout
parameters. Here, <dur

 is the timeoutation>
value, and <response

 is the actionAction>
to be taken on timeout.
In this example, it is
invoking the FaultSeq

.uence

<endpoint>
   <address
uri="http://localhost:8281/services/SimpleStockQuoteService">
       <timeout>
          <duration>120000</duration>
          <responseAction>fault</responseAction>
       </timeout>
   </address>
 </endpoint>

Endpoint configuration files synapse.global_timeout_i
nterval

Depends on the use case,
Typically 120000

synapse.global_t
imeout_interval

Global timeout value for
endpoints. Can be
overwritten by individual
endpoint timeout
values.

synapse.properties 120000 120000

Follow the
formula Sock
et Timeout
>
max(Global
endpoint
timeout,
Timeout of
individual
endpoints)
, and make
sure that you
set the  http
.socket.ti

 to ameout
value higher
than all other
endpoint
timeout
values.
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Synapse, which is the
underlying mediation
engine of WSO2
Enterprise Integrator, is
a complete
asynchronous
messaging engine that
does not block its
worker threads on
network I/O. Instead, it
registers a call-back for
a particular request and
returns the threads
without waiting for a
response. When a
response is available,
the registered call-back
is used to correlate it
with the relevant
request so that further
processing can be
done.
If the backend server
does not respond, it is
required to clear the
registered call-backs
after a particular duratio

 to prevent possiblen
memory leaks. This dur

 is set via a timeration
task called TimeoutHa

. The ndler synapse.
global_timeout_int

 parametererval
represents the   duration
that a call-back should
be kept in the call-back
store. 

If you have
configured a
timeout value
at the
endpoint
level, the
global
timeout value
is not taken
into
consideration
for that
endpoint. For
all the other
endpoints
that do not
have a
timeout value
configured,
the global
value is
considered
as the
timeout
value.
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You can configure the s
ynapse.global_time

 paramout_interval
eter in the <EI_HOME>/
conf/synapse.prope

 file. The defaultrties
value is 120 seconds. If
you want to support
endpoint timeout values
that are greater than
120 seconds, set the sy
napse.global_timeo

 to aut_interval
value more than 120
seconds. However, the
need to set such large
timeout values for
endpoints is extremely
unlikely.

synapse.timeout_
handler_interval

Duration between two T
 execuimeoutHandler

tions.The TimeoutHan
 is executed everydler

15 seconds by default.
Therefore, the time that
call-backs get cleared
can deviate up to 15
seconds from the
configured value. 
You can configure the T

 execuimeoutHandler
tion interval by
specifying a required
value for synapse.tim
eout_handler_inter

 in the val <EI_HOME>/
conf/synapse.prope

 file.rties

synapse.properties 15000 15000

Set the socket timeout value and individual endpoint timeout values appropriately. Use this formula to set timeout values:
Socket Timeout > max(Global         endpoint timeout, Timeout of individual endpoints)
Be sure to set proper values to advanced configuration parameters, although they are optional.
The happy path should work with the default values, but you might encounter issues in production when the system does not follow the happy
path. For example, if you use the default configurations and as an error occurs in your sequence, the endpoint gets suspended immediately and
subsequent messages to that endpoint get rejected without being sent to the backend service. This might not be the expected behaviour in every
use case. Therefore, it is important to perform   based on the use case.endpoint error handling
Use the   for RESTful service invocations. The HTTP endpoint is especially designed to make RESTful service integration easy. ForHTTP endpoint
example, it supports  , which is an option to set the http method.url-templates
For RESTful service integration, use either   or HTTP endpoints. You can use REST APIs to expose an integration solution as aREST APIs
RESTful service, and use HTTP endpoints to logically represent a RESTful backend service.

Error handling

Behaviour of the FaultSequence

If a sequence explicitly defines a fault handler using the attribute, WSO2 Enterprise Integrator invokes that specific onError sequenceonError 
whenever an error occurs in the sequence. This is true even if the sequence is invoked by a  or in an .proxy service API

https://docs.wso2.com/enterprise-integrator/Endpoint+Error+Handling
https://docs.wso2.com/enterprise-integrator/HTTP+Endpoint
https://docs.wso2.com/enterprise-integrator/Using+REST+with+APIs
https://docs.wso2.com/enterprise-integrator/Sample+4%3A+Specifying+a+Fault+Sequence+with+a+Regular+Mediation+Sequence
https://docs.wso2.com/enterprise-integrator/Working+with+Proxy+Services
https://docs.wso2.com/enterprise-integrator/Working+with+APIs
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If a request arrives via the  and fails within a sequence that does not explicitly define a fault handler, the default main sequence  FaultSequence
 is invoked.

If a request arrives via a proxy service or an API, and fails within a sequence that does not explicitly define a fault handler, the  ofFaultSequence
the proxy service is invoked.

https://docs.wso2.com/enterprise-integrator/Mediation+Sequences#MediationSequences-mainSequence
https://docs.wso2.com/enterprise-integrator/Mediation+Sequences#MediationSequences-mainSequence
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If the proxy service does not have a  defined, the default fault handler sequence is invoked.FaultSequence

This is only applicable to WSO2 ESB 4.9.0 and above.
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If there is a  defined at the proxy service-level, and the onError sequence is referenced in the / , thenFaultSequence InSequence OutSequence
the onError sequence of the relevant /  is invoked in the event of an error. In this case the proxy service InSequence OutSequence FaultSeque

 is ignored. For more information on how this works, see . nce Specifying a Fault Sequence with a Regular Mediation Sequence
If you send a request to a REST API, and there is no matching resource defined in the API for the request (i.e., REST API resource mismatch), an 

 200 is returned. You should define a default error sequence called  to handle suchHTTP status code _resource_mismatch_handler_
requests. 

Best practices
Whenever an error occurs in WSO2 Enterprise Integrator, the mediation engine attempts to provide as much information as possible about the err

. This is done by initializing a set of property values on the erroneous message. Following are the properties:or
ERROR_CODE
ERROR_MESSAGE
ERROR_DETAIL
ERROR_EXCEPTION

The above properties can be logged using the log mediator as follows inside a   path.FaultSequence
 

<log level="custom">

 <property name="text" value="An unexpected error occurred"/>
 <property name="message" expression="$ctx:ERROR_MESSAGE"/>

 <property name="code" expression="$ctx:ERROR_CODE"/>
 <property name="detail" expression="$ctx:ERROR_DETAIL"/>

 <property name="exception" expression="$ctx:ERROR_EXCEPTION"/>
</log>

When you use the above properties, be sure to log the sequence name and proxy service/API name as well if you want to make debugging issues
easier.
If the configuration is complex, you need to separate the configuration into multiple sequences. When the configuration is separated into multiple
sequences, you need to define an   in each sequence.error handler (onError sequence) 

Troubleshooting

For a complete guide on troubleshooting issues that you may come across when working with enterprise service bus capabilities, see the Enterprise
. For troubleshooting with tooling, see .Service Bus Troubleshoot Guide Troubleshooting WSO2 Integration Studio

Testing

Define a test strategy to plan what should be tested in a specific project.
Create a test plan covering all functional scenarios and performance tests.
Write Jmeter, SoapUI test cases. If applicable always write automation tests.

https://docs.wso2.com/enterprise-integrator/Sample+4:+Specifying+a+Fault+Sequence+with+a+Regular+Mediation+Sequence
https://en.wikipedia.org/wiki/List_of_HTTP_status_codes
https://docs.wso2.com/enterprise-integrator/Error+Handling
https://docs.wso2.com/enterprise-integrator/Error+Handling
https://docs.wso2.com/enterprise-integrator/Sample+4%3A+Specifying+a+Fault+Sequence+with+a+Regular+Mediation+Sequence
https://wso2.com/files/WSO2ESB-ATroubleshootGuide.pdf
https://wso2.com/files/WSO2ESB-ATroubleshootGuide.pdf
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Write java integration tests whenever applicable to automate the test scenarios.
Automate web application testing using Selenium.
If you have an integration solution, isolate test scenarios of each product as much as possible and test the scenarios as separate units. Then you
can write integration tests for the integration scenarios including one or more products using java tools such as Jmeter and Soap UI.
For an application development project, you should perform tests throughout the Software Development Life Cycle (SDLC). Make sure that your
testing environment is identical to the production environment when you execute test plans. (For example, resource allocation, VM sizes, VMs
used for DBs, DB performance tuning, network resources etc in the production environment should be identical in the test environment)
Do not rely on test results of a single node test.
Test all custom solutions and artifacts that you develop. Never use default ports of the servers when testing custom features.
Before you move into production, run load tests on the development and test environments using samples that replicate the production use case.
Before you move into production, run a penetration test on the production setup. You need to suggest this to the customer and make
arrangements for it beforehand.
Run a round of User Acceptance Tests (UAT) against the requirements to ensure that the system satisfies the customer's acceptance criteria. 
Document all functional test results and performance test results. Create a document explaining the steps followed, samples used, and the
outcome of the tests for both functional test results as well as performance test results. Create a separate document including the summary of all
the test results (e.g number of test cases that you executed, observations, summary etc). 
Following is a sample template for functional test results:

Test Case ID Function

Description

Test Steps

Expected Results

Actual Results

Status

Comments

Following is a sample template for performance test results:

Test Case ID Function

Description

Test Steps

Expected Results

Actual Results

Duration

CPU Usage

Memory Usage

Status

Comments

Never test on a single node.
Conduct proper developer tests.
Test use cases with all possible scenarios.
It is not sufficient to test only the happy path.
Do performance tests.

Deployment

General guidelines

Ensure that you tune the deployment environment based on the  .performance tuning guidelines
Install all patches using WSO2 Update Manager(WUM) in  .all environments

Pre-test patches in a test environment before going into the production environment. You should use an automated test suite to do this. For

Note
If you are using WSO2 ESB 4.9.0 or above, ensure that you have all  updates installed at any given time.WUM 

https://docs.wso2.com/enterprise-integrator/Performance+Tuning
https://docs.wso2.com/display/ADMIN44x/Updating+WSO2+Products
https://docs.wso2.com/display/ADMIN44x/WSO2+Patch+Application+Process
https://docs.wso2.com/display/ADMIN44x/Updating+WSO2+Products
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example, you can use   or  .JMeter Automation SOAP UI
Pre-test artifacts in a test environment before deploying into the production environment.
Pre-test configuration changes before applying them in the production environment.
Automate the process of change deployment. You can use puppet for this purpose. For more information, see the tutorial on How To Use WSO2

.Puppet Modules to Deploy WSO2 Products
Make sure you follow the   before going into production or exposing instances to live traffic.production hardening guidelines
To port your artifacts from one environment to another, first package the artifacts into a Composite Application (C-App) archive using WSO2 EI
Tooling, and then  .deploy the C-App in the new environment
It is not recommended to run more than one server instance inside a docker container.

Recommended deployment patterns

Push model

All WSO2 Enterprise Integrator artifacts reside in a version control system such as SVN or Git.
The CI/CD server checks out the artifacts, builds and pushes the artifacts to individual WSO2 Enterprise Integrator nodes.

        

Sync model

Uses a file share or rsync to keep deployment artifacts in-sync across a set of nodes.

Linux file mount
All WSO2 Enterprise Integrator nodes mount the same remote file system as <  directorEI_HOME>/repository/deployment/server
y.
If one node makes a change to that location by updating an artifact, the rest of the nodes see the change through remote mount and
update the runtime.

You can implement high availability in your deployment via strategies like Blue-Green, Canary, or Rolling deployments. Select one of those
strategies based on your requirements. This enables you to perform load balancing to maintain availability of services for consumers while they
are being undeployed.

http://www.testautomationguru.com/how-to-test-rest-api-using-jmeter/
https://www.soapui.org/tutorials/rest-sample-project.html
http://wso2.com/library/tutorials/2016/03/tutorial-how-to-use-wso2-puppet-modules-to-deploy-wso2-products/
http://wso2.com/library/tutorials/2016/03/tutorial-how-to-use-wso2-puppet-modules-to-deploy-wso2-products/
https://docs.wso2.com/display/ADMIN44x/Production+Deployment+Guidelines
https://docs.wso2.com/display/EI650/Running+the+Product#RunningtheProduct-RunningtheESBprofileviaTooling
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rsync
One node acts as a master.
Artifact modification should be done only in the master node.
The master node runs rsync on a schedule(cron job) to copy <  to remote nodes.EI_HOME>/repository/deployment/server

                   

Hazelcast clustering
If a WSO2 Enterprise Integrator deployment requires task coordination/inbound endpoint coordination, hazelcast clustering should be
enabled.

Hazelcast clustering can be enabled with any of the above deployment patterns.
When you use Hazelcast, it can result in cluster-wide failure if the inter-node communication is interrupted. To recover from such an
issue, you have to restart the entire cluster at once. Round robin restart does not work in this situation. Be sure to keep customers
informed of this limitation.

Note
Hazelcast is known to be unstable when the network is unreliable. Therefore, do not enable Hazelcast clustering unless
coordination is required.
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